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MECHANISM FOR UNIVERSAL PARALLEL
INFORMATION ACCESS

RELATED APPLICATION DATA

[0001] This application claims the benefit of U.S. patent
application Ser. No. 62/059,141, filed Oct. 2, 2014, which is
hereby incorporated by reference.

BACKGROUND

[0002] The present inventive concepts relate to a mecha-
nism for providing universal parallel information access, and
more particularly, to a system and method for providing
coherent access to shared data across multiple disparately
situated computer servers.

[0003] Data center or enterprise computing organizations
store and access real-time or stored information via the Inter-
net, local storage devices such as a solid state drive (SSD), a
hard disk drive (HDD), or remote devices via an Ethernet,
fabric attached storage arrays, or other servers. The variety of
communication mechanisms have resulted in different archi-
tectures and implementations such as direct attached storage
and storage area network appliances.

[0004] In data centers and enterprise computing environ-
ment, access to real-time and/or stored information can be
essential. Real-time information may be from users, external
computing elements, and/or storage systems in media such as
a hard disk drive (HDD), solid state drive (SSD), tapes, or
storage atrays.

[0005] Conventional approaches to accessing shared data
are complex and lack interoperability due to differences
between direct or host bus adapter attached storage, storage
area networks (SANs), or network attached storage (NAS)
devices. This makes it difficult to deploy enterprise systems
that are capable of efficiently and coherently accessing and
sharing data and storage resources between multiple different
computer servers. Embodiments of the present inventive con-
cept address these and other limitations in the prior art.

BRIEF SUMMARY

[0006] Embodiments of the inventive concept include a
universal parallel information access system. The system can
include one or more local servers each including a local
universal access logic section, one or more remote servers
each including a remote universal access logic section, and a
coherency node communicatively coupled to the one or more
local servers and to the one or more remote servers and
configured to coordinate with the local universal access logic
section of the one or more local servers and with the remote
universal access logic section of the one or more remote
servers, and to provide coherent access to first data that is
stored on the one or more local servers to the one or more
remote servers, and to provide coherent access to second data
that is stored on the one or more remote servers to the one or
more local servers.

[0007] In some embodiments, the system can include one
or more local servers each including a local universal access
logic section, wherein the local universal access logic section
includes a first coherency node that is configured to provide
coherent access to first data that is stored on the one or more
local servers to the one or more remote servers, and one or
more remote servers each including a remote universal access
logic section, wherein the remote universal access logic sec-
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tion is configured to provide coherent access to second data
that is stored on the one or more remote servers to the one or
more local servers.

[0008] Embodiments of the inventive concept can include a
computer-implemented method for providing universal par-
allel information access. The method can include associating,
by a local server, a first subset of a plurality of local write
storage queues with each of a plurality of local write data
queues. The method can include associating, by the local
server, a first subset of a plurality of local read storage queues
with each of a plurality of local read data queues. The method
can include associating, by the local server, a second subset of
the plurality of local write storage queues with one or more
local outgoing data queues that are associated with a network
interface card (NIC). The method can include associating, by
the local server, a second subset of the plurality of local read
storage queues with one or more local incoming data queues
that are associated with the NIC.

[0009] In some embodiments, the method can include
queuing local write data, by the plurality of local write data
queues, for writing to a local storage device of the local server
for one or more local applications of the local server. The
method caninclude queuing the local write data, by the one or
more local incoming data queues associated with the NIC for
writing to the local storage device for one or more remote
applications of a remote server. The method can include queu-
ing local read data, by the plurality of local read data queues
associated with the local server, for the one or more local
applications of the local server. The method can include queu-
ing the local read data, by the one or more local outgoing data
queues associated with the NIC, for the one or more remote
applications of the remote server.

[0010] Insome embodiments, the method can include writ-
ing the local write data from the first subset of the plurality of
local write storage queues to the local storage of the local
server. The method can include writing the local write data
from the second subset of the plurality of local write storage
queues to remote storage of the remote server. The method
can include providing the local read data from the first subset
of'the plurality of local read storage queues to the one or more
local applications of the local server. The method can include
providing the local read data from the second subset of the
plurality of local read storage queues to the one or more
remote applications of the remote server.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The foregoing and additional features and advan-
tages of the present inventive principles will become more
readily apparent from the following detailed description,
made with reference to the accompanying figures, in which:
[0012] FIG. 1 is an example block diagram of a system
including one or more local servers, one or more remote
servers, and a coherency node connected to the local server
and a network in accordance with embodiments of the inven-
tive concept.

[0013] FIG. 2 is an example block diagram of a system
including one or more local servers, one or more remote
servers, and a coherency node connected to a network in
accordance with embodiments of the inventive concept.
[0014] FIG. 3 is an example block diagram of a system
including one or more local servers having a coherency node
and one or more remote servers having a coherency node in
accordance with embodiments of the inventive concept.
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[0015] FIG. 4 is an example block diagram of a server
including multiple processors, storage devices, a network
interface card, memory, and a hub and/or bridge in accor-
dance with embodiments of the inventive concept.

[0016] FIG. S is an example block diagram of multiple
servers such as those of FIG. 4 in a network configuration in
accordance with embodiments of the inventive concept.
[0017] FIG. 6 is an example block diagram of a system
including detailed aspects of one or more local servers and
one or more remote servers in accordance with embodiments
of the inventive concept.

[0018] FIGS. 7 and 8 illustrate a flow diagram including a
technique for providing universal paralle] information access
in accordance with embodiments of the inventive concept.
[0019] FIG. 9 is a block diagram of a computing system
including the universal access logic section and associated
queues as described in detail with reference to FIGS. 1-8
above.

DETAILED DESCRIPTION

[0020] Reference will now be made in detail to embodi-
ments of the inventive concept, examples of which are illus-
trated in the accompanying drawings. In the following
detailed description, numerous specific details are set forth to
enable a thorough understanding of the inventive concept. It
should be understood, however, that persons having ordinary
skill in the art may practice the inventive concept without
these specific details. In other instances, well-known meth-
ods, procedures, components, circuits, and networks have not
been described in detail so as not to unnecessarily obscure
aspects of the embodiments.

[0021] It will be understood that, although the terms first,
second, etc. may be used herein to describe various elements,
these elements should not be limited by these terms. These
terms are only used to distinguish one element from another.
For example, a first server could be termed a second server,
and, similarly, a second server could be termed a first server,
without departing from the scope of the inventive concept.
[0022] The terminology used in the description of the
inventive concept herein is for the purpose of describing
particular embodiments only and is not intended to be limit-
ing of the inventive concept. As used in the description of the
inventive concept and the appended claims, the singular
forms “a,” “an,” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will also be understood that the term “and/or” as used herein
refers to and encompasses any and all possible combinations
of'one or more of the associated listed items. It will be further
understood that the terms “comprises” and/or “comprising,”
when used in this specification, specify the presence of stated
features, integers, steps, operations, elements, and/or compo-
nents, but do not preclude the presence or addition of one or
more other features, integers, steps, operations, elements,
components, and/or groups thereof. The components and fea-
tures of the drawings are not necessarily drawn to scale.
[0023] Embodiments of the inventive concept include a
mechanism to organize and provide a universal storage sys-
tem to data center computing environments by tiering storage
to local or remote devices with a unified access model to be
used by applications. Local storage can be available via
locally attached storage devices such as solid state devices or
drives (SSDs), hard disk drives (HDDs), or the like. Remote
storage can be accessed via the Internet, an Ethernet network,
or other fabric technologies such as an Ethernet attached
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HDD, an SSD appliance, and/oror storage that may be located
locally in another computing node or server. Both local and
remote storage can be accessed through queued command
and/or data residing in system memory or a network interface
card. Embodiments of the inventive concept includes a coher-
ency mechanism such as a consistency table and/or sema-
phore logic to ensure consistency among local storage,
remote storage, and computing systems, as further described
below.

[0024] Embodiments of the inventive concept include a
mechanism to uniformly organize and seamlessly provide
information access among computing nodes or servers in a
data center. Information can be structured, stored, and
accessed in storage systems via files, blocks, logical block
address (LBA), logical unit number (LUN), key-value pairs,
objects, or the like. Embodiments of the inventive concept
provide a uniform information or storage access model by
combining local and remote devices, select and route
exchange, semaphore/lock, and/or other protocols for guar-
anteed information consistency. Both local and remote infor-
mation can be accessed through one or more command/data
queues, which can reside in a computing node system
memory or on network interface cards. The universal access
mechanism can provide an interface to applications and users
to store, share, and access information or storage regardless of
the stored information location, while maintaining consis-
tency.

[0025] Direct or assisted (e.g., host bus adapter, host con-
trol interface, or the like) devices can be accessed through
command, data, and status commands or queues in a comput-
ing node. For example, one may open, write to, and close a
file. These operations can be performed through operating
system storage stacks, the storage device driver, and/or the
device controller. The operating system software can process
and break down open, close, and similar administration func-
tions into smaller operations, which may use the device
driver. These operations may be posted to administration
queues, which may be located in system memory. Similarly,
for write operations, the OS or device driver may place com-
mand entries into queues in memory and write information or
statuses into other queues. Storage devices and device drivers
can access memory queues and perform suitable functions.
[0026] For remote attached devices, a network or fabric
device can use similar commands and data queues placed in
memory to exchange information with external entities. The
main difference as compared to direct attached storage
mechanism is the use of special purpose hardware or sub-
systems such as a network adapter and its associated software
drivers.

[0027] Embodiments of the inventive concept herein can
use hardware or software mechanism(s) to unify direct and
remote attached devices via command, data, status, and
completion memory queues. Applications and operating sys-
tems can be presented with a uniform access interface for
administration, command, data and status entries in queues
and/or a new file system, as further described below. The new
file system can internally track and distinguish among local
and remote storage devices differentiating and accessing
internal and remote devices via a select and route exchange
entity. Moreover, operating system and computing device
may provide consistency between shared access local and
remote devices through one or more locks/semaphores or
other appropriate mechanisms, as also further described
below.
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[0028] FIG.1isanexample block diagram of a system 100
including one or more local servers 105, one or more remote
servers 110, and/or a coherency node 125. The coherency
node 125 can be directly connected to the one or more local
servers 105. The coherency node 125 can be connected to the
one or more remote servers 110 via a network 130. The one or
more local servers 105 can each include a local universal
access logic section 135. The one or more remote servers 110
can each include a remote universal access logic section 140.
[0029] The one ormore local servers 105 can include one or
more applications and/or libraries 155, an operating system
145, a universal access logic section 135, a memory 165 (e.g.,
system memory), and a storage device 185. The memory 165
can include queues 175 for accessing data stored on the stor-
age device 185. The one or more remote servers 110 can
include one or more applications and/or libraries 160, an
operating system 150, a universal access logic section 140, a
memory 170, and a storage device 190. The memory 170 can
include queues 180 for accessing data stored on the storage
device 190.

[0030] The coherency node 125 can be communicatively
coupled to the one or more local servers 105 and to the one or
more remote servers 110. The coherency node 125 can coor-
dinate with the local universal access logic section 135 of the
one or more local servers 105 and with the remote universal
access logic section 140 of the one or more remote servers
110. The coherency node 125 can provide coherent access to
data that is stored on the one or more local servers 105 to the
one or more remote servers 110. In addition, the coherency
node 125 can provide coherent access to data that is stored on
the one or more remote servers 110 to the one or more local
servers 105.

[0031] The coherency node 125 can include a consistency
table 127 that can provide coherent access to the data stored
on the one or more local servers 105 and to the data stored on
the one or more remote servers 110. The consistency table
127 can provide coherent access to the data between the one
or more local servers 105 and the one or more remote servers
110. In some embodiments, a second coherency node 195 can
include a second consistency table 197 that can provide, in the
event of a failure of the first coherency node 125, coherent
access to the data stored on the one or more local servers 105
and to the data stored on the one or more remote servers 110.
The consistency table 127 can provide coherent access to the
data between the one or more local servers 105 and the one or
more remote servers 110.

[0032] The coherency node 125 and/or the coherency node
195 can be a network switch, a computer server, a router, a
bridge, or other suitable computing device capable of being
connected to the network 130.

[0033] FIG. 2 is an example block diagram of a system 200
including one or more local servers 105, one or more remote
servers 110, and a coherency node 125 connected to a net-
work 130 in accordance with embodiments of the inventive
concept. The system 200 is similar to the system 100 with the
noted difference that the one or more local servers 105 are
connected to the network 130 rather than directly connected
to the coherency node 125. The other elements of the system
200 that are shared with the system 100 are described above
and a detailed description of such elements is not repeated.
[0034] FIG. 3 is an example block diagram of a system 300
including one or more local servers 105 having a coherency
node 125 and one or more remote servers 110 having a coher-
ency node 125 in accordance with embodiments of the inven-
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tive concept. The system 300 is similar to the system 200 with
the noted difference that the coherency node 125 is distrib-
uted among the one or more local servers 105 and the one or
more remote servers 110. In this embodiment, a separate
stand-alone coherency node need not be part of the system
300. Accordingly, coherency among universal access logic in
servers may be distributed with no centralized coherency
node. The other elements of the system 300 that are shared
with the system 200 are described above and a detailed
description of such elements is not repeated.

[0035] FIG. 4 is an example block diagram of a server
105/110 including multiple processors (e.g., 410 and 415),
storage devices (e.g., 430 and 435), a network interface card
420, memory 425, and a hub and/or bridge 405 in accordance
with embodiments of the inventive concept. Any of the one or
more local servers 105 or one or more remote servers 110 can
include the components illustrated and described herein.
[0036] FIG. 5 is an example block diagram of a system 500
including multiple servers such as those of FIGS. 1-4 in a
network configuration using network switch 525 in accor-
dance with embodiments of the inventive concept. Each ofthe
servers 505, 510, 515, and 520 represent individual servers
that are interconnected by means of the network switch 525.
Each of the servers 505, 510, 515, and 520 can read data
stored on any one of the other individual servers, as described
herein. Moreover, each of the servers 505, 510, 515, and 520
can write data to storage devices of any one of the other
individual servers, as described herein.

[0037] FIG. 6 is an example block diagram of a system 600
including detailed aspects of one or more local servers 105
and one or more remote servers 110 in accordance with
embodiments of the inventive concept. The system 600 can
include a network device 605. The network device 605 can
include a switch, bridge, and/or router, which can communi-
catively couple the one or more local servers 105 with the one
or more remote servers 110. The network device 605 can
communicate with the cloud 130. Any of the network con-
nections 665 and 670 that connect the one or more local
servers 105 and the one or more remote servers 110 to the
network device 605 can be either direct connections, or alter-
natively, connections via the cloud 130. The network device
605 (e.g., switch, bridge, and/or router) can autonomously or
through operation with another hardware entity 685 process
and/or route incoming requests, and route them to an appro-
priate destination.

[0038] The terms “local” and “remote” are relative terms
with respect to the distance between the local and remote
servers, the distance to the network device 605, and/or the
geographical separation of such servers or devices. For
example, a group of local servers may share a rack space or be
proximally located within a single building or closely situated
buildings, whereas a remote server may be located in a dif-
ferent building that is miles away from the local servers, or
perhaps in a remote town, city, or country.

[0039] The one or more local servers 105 (of FIGS. 1 and 6)
can include one or more processors 605, an operating system
(e.g., 145 of FIG. 1) to control the one or more processors 605,
and/or one or more local applications 155 (of FIGS. 1 and 6)
to execute on the operating system. Each of the one or more
local servers 105 can include a network interface card (NIC)
or unit 645.

[0040] The one or more local servers 105 can include mul-
tiple local write data queues (e.g., 606 and 608) associated
with the one or more processors 605. It will be understood
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that while two local write data queues are shown, three or
more local write data queues can be present and used. The
local write data queues (e.g., 606 and 608) can queue local
write data (e.g., 636 and 638) to be written to the local storage
devices 635 for the one or more local applications 155 of the
local server 105. The solid lines indicate pathways between
queues for data that is being written to storage. Conversely,
the broken lines indicate pathways between queues for data
that is being read from storage.

[0041] Theoneormorelocal servers 105 can include one or
more local incoming data queues (e.g., 667) associated with
the NIC 645. The one or more local incoming data queues 667
can queue the local write data (e.g., 636 and 638) for writing
to the local storage devices 635 by the one or more remote
applications 160 of the remote server 110.

[0042] Insome embodiments, each of the one or more local
servers 105 can include multiple local read data queues (e.g.,
607 and 609) associated with the one or more processors 605.
It will be understood that while two local read data queues are
shown, three or more local read data queues can be present
and used. The local read data queues (e.g., 607 and 609) can
queue local read data (e.g., 637 and 639) for the one or more
local applications 155 of the local server 105.

[0043] Insome embodiments, each of the one or more local
servers 105 can include one or more local outgoing data
queues (e.g., 677) associated with the NIC 645. The one or
more local outgoing data queues 677 can queue local read
data (e.g., 637 and 639) for the one or more remote applica-
tions 160 of the remote server 110.

[0044] The one or more local servers 105 can include mul-
tiple local memory channels 615 accessible by the one or
more remote applications 160 and by the one or more local
applications 155 via the local universal access logic section
135. Each of the one or more local servers 105 can include one
or more local memory arrays 625. Each of the one or more
local memory arrays 625 can include multiple storage queues
621. For example, each of the one or more local memory
arrays 625 can include multiple local write storage queues
(e.g., 626, 628, and 622) and multiple local read storage
queues (e.g., 627, 629, and 623). It will be understood that
while three of each kind of storage queue is shown, four or
more of each kind of storage queue can be present and used.

[0045] A first subset (e.g., 626 and 628) of the local writes
storage queues (e.g., 626, 628, and 622) can be associated
with each of the local write data queues (e.g., 606 and 608)
that are associated with the one or more processors 605. In
other words, each queue within the first subset (e.g., 626 and
628) of the local writes storage queues can be communica-
tively cross-coupled to each of the local write data queues
(e.g., 606 and 608).

[0046] A first subset (e.g., 627 and 629) of the local read
storage queues (e.g., 627, 629, and 623) can be associated
with each of the local read data queues (e.g., 607 and 609) that
are associated with the one or more processors 605. In other
words, each queue within the first subset (e.g., 627 and 629)
of the local read storage queues (e.g., 627, 629, and 623) can
be communicatively cross-coupled to each of the local read
data queues (e.g., 607 and 609).

[0047] A secondsubset (e.g., 622) of the local write storage
queues (e.g., 626, 628, and 622) can be associated with the
one or more local outgoing data queues (e.g., 677) that are
associated with the NIC 645. In other words, any queue in the
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second subset (e.g., 622) of the local write storage queues can
be communicatively coupled to the local outgoing data queue
677.

[0048] A second subset (e.g., 623) of the local read storage
queues (e.g., 627, 629, and 623) can be associated with the
one or more local incoming data queues 667 that are associ-
ated with the NIC 645. In other words, any queue in the
second subset (e.g., 623) of the local read storage queues can
be communicatively coupled to the local incoming data queue
667.

[0049] The oneormore local servers 105 can include one or
more local storage devices 635 communicatively coupled to
the first subset (e.g., 626 and 628) of the local write storage
queues and to the first subset (e.g., 627 and 629) of the local
read storage queues. The one or more local storage devices
635 can write the local write data (e.g., 636 and 638) received
from the first subset (e.g., 626 and 628) of the local write
storage queues, read the local read data (e.g., 637 and 639)
stored on the one or more local storage devices, and/or pro-
vide the local read data (e.g., 637 and 639) to the first subset
(e.g., 627 and 629) of the local read storage queues.

[0050] The one or more local outgoing data queues (e.g.,
677) associated with the NIC 645 can receive remote write
data (e.g., 646 and 648) from the second subset (e.g., 622) of
the local write storage queues, and send the remote write data
(e.g., 646 and 648) to the one or more remote servers 110 for
writing to the remote storage devices 640. The one or more
local incoming data queues (e.g., 667) associated with the
NIC 645 can receive remote read data (e.g., 647 and 649)
from the one or more remote servers 110, and send the remote
read data (e.g., 647 and 649) to the second subset (e.g., 623)
of'the local read storage queues, so that the local applications
155 can access the remote read data.

[0051] The one or more memory arrays 625 can include a
semaphore locking section 655 to lock individual data files on
the one or more storage devices 635. Such locking can occur
responsive to the coherency node (e.g., 125 of FIG. 1). For
example, if a storage device is updated (written to), the uni-
form access interface (or act of write) can generate a message
that is broadcast and acknowledged by all other processors
within the same and remote servers. This message can indi-
cate to all server processors that the information has changed
and they need to be aware if interested in particular data.
When the message is sent, a semaphore/lock can be set locally
within the modified storage to indicate need for consistency.
When an acknowledgement from other servers is received,
the storage can clear the semaphore/release lock.

[0052] The one or more remote servers 110 can include one
or more processors 610, an operating system (e.g., 150 of
FIG. 1) to control the one or more processors 610, and/or one
or more remote applications 160 to execute on the operating
system. Each of the one or more remote servers 110 can
include a network interface card (NIC) 650.

[0053] The one or more remote servers 110 can include
multiple remote write data queues (e.g., 611 and 613) asso-
ciated with the one or more processors 610. It will be under-
stood that while two remote write data queues are shown,
three or more remote write data queues can be present and
used. The remote write data queues (e.g., 611 and 613) can
queue remote write data (e.g., 646 and 648) to be written to
the remote storage devices 640 for the one or more remote
applications 160 of the remote server 110. The broken lines
indicate pathways between queues for data that is being read
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from storage. Conversely, solid lines indicate pathways
between queues for data that is being written to storage.
[0054] The one or more remote servers 110 can include one
or more remote incoming data queues (e.g., 672) associated
with the NIC 650. The one or more remote incoming data
queues 672 can queue the remote write data (e.g., 646 and
648) for writing to the remote storage devices 640 by the one
or more local applications 155 of the local server 105.
[0055] In some embodiments, each of the one or more
remote servers 110 can include multiple remote read data
queues (e.g., 612 and 614) associated with the one or more
processors 610. It will be understood that while two remote
read data queues are shown, three or more remote read data
queues can be present and used. The remote read data queues
(e.g., 612 and 614) can queue remote read data (e.g., 647 and
649) for the one or more remote applications 160 of the
remote server 110.

[0056] In some embodiments, each of the one or more
remote servers 110 can include one or more remote outgoing
data queues (e.g., 682) associated with the NIC 650. The one
or more remote outgoing data queues 682 can queue the
remote read data (e.g., 647 and 649) for the one or more local
applications 155 of the local server 105.

[0057] The one or more remote servers 110 can include
multiple remote memory channels 620 accessible by the one
or more remote applications 160 and by the one or more local
applications 155 via the remote universal access logic section
140. Each of the one or more remote servers 110 can include
one or more remote memory arrays 630. Each of the one or
more remote memory arrays 630 can include multiple storage
queues 631. For example, each of the one or more remote
memory arrays 630 can include multiple remote write storage
queues (e.g., 636, 638, and 632) and multiple remote read
storage queues (e.g., 637, 639, and 633). It will be understood
that while three of each kind of storage queue is shown, four
ormore of each kind of storage queue can be present and used.
[0058] A first subset (e.g., 636 and 638) of the remote
writes storage queues (e.g., 636, 638, and 632) can be asso-
ciated with each ofthe remote write data queues (e.g., 611 and
613) that are associated with the one or more processors 610.
In other words, each queue within the first subset (e.g., 636
and 638) of the remote writes storage queues can be commu-
nicatively cross-coupled to each of the remote write data
queues (e.g., 611 and 613).

[0059] A first subset (e.g., 637 and 639) of the remote read
storage queues (e.g., 637, 639, and 633) can be associated
with each of the remote read data queues (e.g., 612 and 614)
that are associated with the one or more processors 610. In
other words, each queue within the first subset (e.g., 637 and
639) of the remote read storage queues (e.g., 637, 639, and
633) can be communicatively cross-coupled to each of the
remote read data queues (e.g., 612 and 614).

[0060] A second subset (e.g., 632) of the remote write
storage queues (e.g., 636, 638, and 632) can be associated
with the one or more remote outgoing data queues (e.g., 682)
that are associated with the NIC 650. In other words, any
queue in the second subset (e.g., 632) of the remote write
storage queues can be communicatively coupled to the
remote outgoing data queue 682.

[0061] A second subset (e.g., 633) of the remote read stor-
age queues (e.g., 637, 639, and 633) can be associated with
the one or more remote incoming data queues (e.g., 672) that
are associated with the NIC 650. In other words, any queue in
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the second subset (e.g., 633) of the remote read storage
queues can be communicatively coupled to the remote incom-
ing data queue 672.

[0062] Each of the one or more remote servers 110 can
include one or more remote storage devices 640 communica-
tively coupled to the first subset (e.g., 636 and 638) of the
remote write storage queues and to the first subset (e.g., 637
and 639) of the remote read storage queues. The one or more
remote storage devices 640 can write the remote write data
(e.g., 646 and 648) received from the first subset (e.g., 636 and
638) of the remote write storage queues, read the remote read
data (e.g., 647 and 649) stored on the one or more remote
storage devices 640, and/or provide the remote read data (e.g.,
647 and 649) to the first subset (e.g., 637 and 639) of the
remote read storage queues.

[0063] The one or more remote outgoing data queues (e.g.,
682) associated with the NIC 650 can receive the local write
data (e.g., 636 and 638) from the second subset (e.g., 632) of
the remote write storage queues, for writing to the local
storage devices 635. The one or more remote incoming data
queues (e.g., 672) associated with the NIC 650 can send the
local read data (e.g., 647 and 649) to the second subset (e.g.,
633) of the remote read storage queues, so that the remote
applications 160 can access the local read data.

[0064] The one or more memory arrays 630 can include a
semaphore locking section 660 to lock individual data files on
the one or more storage devices 640. Such locking can occur
responsive to the coherency node (e.g., 125 of FIG. 1). For
example, if a storage device is updated (written to), the uni-
form access interface (or act of write) can generate a message
that is broadcast and acknowledged by all other processors
within the same and remote servers. This message can indi-
cate to all server processors that the information has changed
and they need to be aware if interested in particular data.
‘When the message is sent, a semaphore/lock can be set locally
within the modified storage to indicate need for consistency.
When an acknowledgement from other servers is received,
the storage can clear the semaphore/release lock.

[0065] In this manner, the local applications that run on the
local servers can access any data on the local servers and the
remote servers, and the remote applications that run on the
remote servers can access any data on the remote servers and
the local servers. Moreover, the universal access logic sec-
tions provide a uniform and consistent means for accessing,
by the local or remote applications, any data from any server.
Each server can have its own local storage but can also access
the storage in other servers as well. The uniform access inter-
face and logic sections allow all servers to use both local and
remote storage. The uniform access interface and logic sec-
tions allow access of any storage regardless of local or remote
in another server. In addition, the “local vs. remote” concept
applies to messages between servers. For example, a server
processor can communicate with another processor on the
same server or remotely to a processor on another server. The
uniform access interface application programming interface
(API), command or semantics may be different if the infor-
mation exchange is between processors on the same server,
remote processor access across different servers, processor
and storage on the same server, and/or remote storage access
across different servers. Each server can use the uniform
access interface and logic sections to access other entities
(e.g., another processor on the same and/or remote server,
local and/or remote storage). Since accesses are dynamic
during application execution, the uniform access interface
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and logic sections can include the API. A GUI interface can be
provided to set up the connection map of processor and stor-
age access.

[0066] FIGS. 7 and 8 illustrate a flow diagram including a
technique for providing universal parallel information access
in accordance with embodiments of the inventive concept.
The technique can include associating at 705, by a local
server, a first subset of a plurality oflocal write storage queues
with each of a plurality of local write data queues. The tech-
nique can include associating at 710, by the local server, a first
subset of a plurality of local read storage queues with each of
a plurality of local read data queues. The technique can
include associating at 715, by the local server, a second subset
of'the plurality of local write storage queues with one or more
local outgoing data queues that are associated with a network
interface card (NIC). The technique can include associating at
720, by the local server, a second subset of the plurality of
local read storage queues with one or more local incoming
data queues that are associated with the NIC.

[0067] The technique can include queuing at 725, local
write data, by the plurality of local write data queues, for
writing to a local storage device of the local server for one or
more local applications of the local server. The technique can
include queuing at 730, the local write data, by the one or
more local incoming data queues associated with the NIC for
writing to the local storage device for one or more remote
applications of a remote server. The technique can include
queuing at 735, local read data, by the plurality of local read
data queues associated with the local server, for the one or
more local applications of the local server. The technique can
include queuing at 740, the local read data, by the one or more
local outgoing data queues associated with the NIC, for the
one or more remote applications of the remote server.
[0068] The flow can proceed along one or more of paths A,
B, Cor D, as further illustrated in FIG. 8. The technique can
include writing at 805, the local write data from the first
subset of the plurality of local write storage queues to the
local storage of the local server. The technique can include
writing at 810, the local write data from the second subset of
the plurality of local write storage queues to remote storage of
the remote server. The technique can include providing at
815, the local read data from the first subset of the plurality of
local read storage queues to the one or more local applications
of the local server. The technique can include providing at
820, the local read data from the second subset of the plurality
of local read storage queues to the one or more remote appli-
cations of the remote server.

[0069] It will be understood that the steps need not occur in
the illustrated order, but rather, can occur in a different order
and/or with intervening steps. It will also be understood that
while the steps are written from the perspective of the local
server, similar steps can be performed by the remote server. In
such embodiments, the “local” elements can be replaced with
“remote” elements and the “remote” elements can be
replaced with “local” elements.

[0070] FIG.9is ablock diagram of a computing system 900
including the universal access logic section and associated
queues 950 as described in detail with reference to FIGS. 1-8
above. Referring to FIG. 9, the computing system 900 may
also include a clock 910, a random access memory (RAM)
915, a user interface 920, a modem 925 such as a baseband
chipset, a solid state drive/disk (SSD) 940, a memory con-
troller 945, and/or a processor 935, any or all of which may be
electrically coupled to a system bus 905. The universal access
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logic section and associated queues 950 can correspond to
those described in detail above, and as set forth herein, and
may also be electrically coupled to the system bus 905.
[0071] The following discussion is intended to provide a
brief, general description of a suitable machine or machines
in which certain aspects of the inventive concept can be
implemented. Typically, the machine or machines include a
system bus to which is attached processors, memory, e.g.,
random access memory (RAM), read-only memory (ROM),
or other state preserving medium, storage devices, a video
interface, and input/output interface ports. The machine or
machines can be controlled, at least in part, by input from
conventional input devices, such as keyboards, mice, etc., as
well as by directives received from another machine, interac-
tion with a virtual reality (VR) environment, biometric feed-
back, or other input signal. As used herein, the term
“machine” is intended to broadly encompass a single
machine, a virtual machine, or a system of communicatively
coupled machines, virtual machines, or devices operating
together. Exemplary machines include computing devices
such as personal computers, workstations, servers, portable
computers, handheld devices, telephones, tablets, etc., as well
as transportation devices, such as private or public transpor-
tation, e.g., automobiles, trains, cabs, etc.

[0072] The machine or machines can include embedded
controllers, such as programmable or non-programmable
logic devices or arrays, Application Specific Integrated Cir-
cuits (ASICs), embedded computers, smart cards, and the
like. The machine or machines can utilize one or more con-
nections to one or more remote machines, such as through a
network interface, modem, or other communicative coupling.
Machines can be interconnected by way of a physical and/or
logical network, such as an intranet, the Internet, local area
networks, wide area networks, etc. One skilled in the art will
appreciate that network communication can utilize various
wired and/or wireless short range or long range carriers and
protocols, including radio frequency (RF), satellite, micro-
wave, Institute of Electrical and Electronics Engineers
(IEEE) 545.11, Bluetooth®, optical, infrared, cable, laser,
etc.

[0073] Embodiments of the present inventive concept can
be described by reference to or in conjunction with associated
data including functions, procedures, data structures, appli-
cation programs, etc. which when accessed by a machine
results in the machine performing tasks or defining abstract
data types or low-level hardware contexts. Associated data
can be stored in, for example, the volatile and/or non-volatile
memory, e.g., RAM, ROM, etc., or in other storage devices
and their associated storage media, including hard-drives,
floppy-disks, optical storage, tapes, flash memory, memory
sticks, digital video disks, biological storage, etc. Associated
data can be delivered over transmission environments,
including the physical and/or logical network, in the form of
packets, serial data, parallel data, propagated signals, etc.,
and can be used in a compressed or encrypted format. Asso-
ciated data can be used in a distributed environment, and
stored locally and/or remotely for machine access.

[0074] Having described and illustrated the principles of
the inventive concept with reference to illustrated embodi-
ments, it will be recognized that the illustrated embodiments
can be modified in arrangement and detail without departing
from such principles, and can be combined in any desired
manner. And although the foregoing discussion has focused
on particular embodiments, other configurations are contem-
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plated. In particular, even though expressions such as
“according to an embodiment of the inventive concept” or the
like are used herein, these phrases are meant to generally
reference embodiment possibilities, and are not intended to
limit the inventive concept to particular embodiment configu-
rations. As used herein, these terms can reference the same or
different embodiments that are combinable into other
embodiments.

[0075] Embodiments of the inventive concept may include
a non-transitory machine-readable medium comprising
instructions executable by one or more processors, the
instructions comprising instructions to perform the elements
of the inventive concepts as described herein.

[0076] The foregoing illustrative embodiments are not to be
construed as limiting the inventive concept thereof. Although
a few embodiments have been described, those skilled in the
art will readily appreciate that many modifications are pos-
sible to those embodiments without materially departing
from the novel teachings and advantages of the present dis-
closure. Accordingly, all such modifications are intended to
be included within the scope of this inventive concept as
defined in the claims.

What is claimed is:

1. A universal parallel information access system, compris-
ing:

one or more local servers each including a local universal
access logic section, the one or more local servers being
configured to communicate with one or more remote
servers; and

a coherency node communicatively coupled to the one or
more local servers and configured to coordinate with the
local universal access logic section of the one or more
local servers, and to provide coherent access to first data
that is stored on the one or more local servers to the one
or more remote servers.

2. The system of claim 1, wherein:
the one or more remote servers each includes a remote
universal access logic section;

the coherency node is communicatively coupled to the one
or more remote servers;

the coherency node is configured to coordinate with the
remote universal access logic section of the one or more
remote servers; and

the coherency node is configured to provide coherent
access to second data that is stored on the one or more
remote servers to the one or more local servers.

3. The system of claim 2, wherein the coherency node
includes:

a consistency table configured to provide the coherent
access to the first data and the second data between the
one or more local servers and the one or more remote
servers.

4. The system of claim 2, wherein the coherency node is
referred to as a first coherency node, and the consistency table
is referred to as a first consistency table, the system further
comprising:

a second coherency node including a second consistency
table configured to provide, in the event of a failure of the
first coherency node, the coherent access to the first data
and the second data between the one or more local serv-
ers and the one or more remote servers.
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5. The system of claim 2, wherein each of the one or more

local servers includes:

one or more local processors;

an operating system configured to control the one or more
local processors;

one or more local applications configured to execute on the
operating system;

a network interface card (NIC);

a plurality of local write data queues associated with the
one or more local processors, wherein the plurality of
local write data queues are configured to queue local
write data for the one or more local applications;

one or more local incoming data queues associated with the
NIC, wherein the one or more local incoming data
queues are configured to queue the local write data for
writing to the one or more local servers, by one or more
remote applications;

aplurality of local read data queues associated with the one
or more local processors, wherein the plurality of local
read data queues are configured to queue local read data
for the one or more local applications;

one or more local outgoing data queues associated with the
NIC, wherein the one or more local outgoing data
queues are configured to queue the local read data for the
one or more remote applications; and

a plurality of local memory channels accessible by the one
or more remote applications and by the one or more local
applications via the local universal access logic section.

6. The system of claim 5, wherein each of the one or more

local servers includes:

one or more local memory arrays, each including a plural-
ity of local write storage queues and a plurality of local
read storage queues, wherein:
afirst subset of the plurality oflocal write storage queues

is associated with each of the plurality of local write
data queues that are associated with the one or more
local processors,

afirst subset of the plurality of local read storage queues
is associated with each of the plurality of local read
data queues that are associated with the one or more
local processors,

a second subset of the plurality of local write storage
queues is associated with the one or more local out-
going data queues that are associated with the NIC,
and

a second subset of the plurality of local read storage
queues is associated with the one or more local
incoming data queues that are associated with the
NIC; and

one or more local storage devices communicatively
coupled to the first subset of the local write storage
queues and to the first subset of the local read storage
queues, and configured to write the local write data
received from the first subset of the local write storage
queues, read the local read data stored on the one or more
local storage devices, and provide the local read data to
the first subset of the local read storage queues.

7. The system of claim 6, wherein:

the one or more local outgoing data queues associated with
the NIC are configured to receive remote write data from
the second subset of the plurality of local write storage
queues, and to send the remote write data to the one or
more remote servers; and
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the one or more local incoming data queues associated with
the NIC are configured to receive remote read data from
the one or more remote servers, and to send the remote
read data to the second subset of the plurality of local
read storage queues.

8. The system of claim 6, wherein the one or more memory

arrays include:

a semaphore locking section configured to lock individual
data files on the one or more storage devices responsive
to the coherency node.

9. The system of claim 5, wherein each of the one or more

remote servers includes:

one or more remote processors;

an operating system configured to control the one or more
remote processors;

the one or more remote applications configured to execute
on the operating system;

a network interface card (NIC);

aplurality of remote write data queues associated with the
one or more remote processors, wherein the plurality of
remote write data queues are configured to queue remote
write data for the one or more remote applications;

one or more remote incoming data queues associated with
the NIC, wherein the one or more remote incoming data
queues are configured to queue the remote write data for
writing to the one or more remote servers, by the one or
more local applications;

a plurality of remote read data queues associated with the
one or more remote processors, wherein the plurality of
remote read data queues are configured to queue remote
read data for the one or more remote applications;

one or more remote outgoing data queues associated with
the NIC, wherein the one or more remote outgoing data
queues are configured to queue the remote read data for
the one or more local applications; and

a plurality of remote memory channels accessible by the
one or more remote applications and by the one or more
local applications via the remote universal access logic
section.

10. The system of claim 9, wherein each of the one or more

remote servers includes:

one or more remote memory arrays, each including a plu-
rality of remote write storage queues and a plurality of
remote read storage queues, wherein:

a first subset of the plurality of remote write storage
queues is associated with each of the plurality of
remote write data queues that are associated with the
one or more remote processors,

a first subset of the plurality of remote read storage
queues is associated with each of the plurality of
remote read data queues that are associated with the
one or more remote processors,

a second subset of the plurality of remote write storage
queues is associated with the one or more remote
outgoing data queues that are associated with the NIC,
and

a second subset of the plurality of remote read storage
queues is associated with the one or more remote
incoming data queues that are associated with the
NIC; and

one or more remote storage devices communicatively
coupled to the first subset of the remote write storage
queues and to the first subset of the remote read storage
queues, and configured to write the remote write data
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received from the first subset of the remote write storage
queues, read the remote read data stored on the one or
more remote storage devices, and provide the remote
read data to the first subset of the remote read storage
queues.

11. The system of claim 10, wherein:

the one or more remote outgoing data queues associated
with the NIC are configured to receive the local write
data from the second subset of the plurality of remote
write storage queues, and to send the local write data to
the one or more local servers; and

the one or more remote incoming data queues associated
with the NIC are configured to receive the local read data
from the one or more local servers, and to send the local
read data to the second subset of the plurality of remote
read storage queues.

12. A universal parallel information access system, com-

prising:

one or more local servers each including a local universal
access logic section, wherein the local universal access
logic section includes a first coherency node that is con-
figured to provide coherent access to first data that is
stored on the one or more local servers to one or more
remote servers.

13. The system of claim 12, wherein:

the one or more remote servers each includes a remote
universal access logic section; and

the remote universal access logic section is configured to
provide coherent access to second data that is stored on
the one or more remote servers to the one or more local
servers.

14. The system of claim 13, wherein each of the one or

more local servers includes:

one or more local processors;

an operating system configured to control the one or more
local processors;

one or more local applications configured to execute on the
operating system;

a network interface card (NIC);

a plurality of local write data queues associated with the
one or more local processors, wherein the plurality of
local write data queues are configured to queue local
write data for the one or more local applications;

one or more local incoming data queues associated with the
NIC, wherein the one or more local incoming data
queues are configured to queue the local write data for
writing to the one or more local servers, by one or more
remote applications;

aplurality of local read data queues associated with the one
or more local processors, wherein the plurality of local
read data queues are configured to queue local read data
for the one or more local applications;

one or more local outgoing data queues associated with the
NIC, wherein the one or more local outgoing data
queues are configured to queue the local read data for the
one or more remote applications; and

a plurality of local memory channels accessible by the one
or more remote applications and by the one or more local
applications via the local universal access logic section.

15. The system of claim 14, wherein each of the one or

more local servers includes:

one or more local memory arrays, each including a plural-
ity of local write storage queues and a plurality of local
read storage queues, wherein:
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afirst subset ofthe plurality oflocal write storage queues
is associated with each of the plurality of local write
data queues that are associated with the one or more
local processors,

a first subset of the plurality of local read storage queues
is associated with each of the plurality of local read
data queues that are associated with the one or more
local processors,

a second subset of the plurality of local write storage
queues is associated with the one or more local out-
going data queues that are associated with the NIC,
and

a second subset of the plurality of local read storage
queues is associated with the one or more local
incoming data queues that are associated with the
NIC; and

one or more local storage devices communicatively
coupled to the first subset of the local write storage
queues and to the first subset of the local read storage
queues, and configured to write the local write data
received from the first subset of the local write storage
queues, read the local read data stored on the one or more
local storage devices, and provide the local read data to
the first subset of the local read storage queues.

16. The system of claim 15, wherein:

the one or more local outgoing data queues associated with
the NIC are configured to receive remote write data from
the second subset of the plurality of local write storage
queues, and to send the remote write data to the one or
more remote servers; and

the one or more local incoming data queues associated with
the NIC are configured to receive remote read data from
the one or more remote servers, and to send the remote
read data to the second subset of the plurality of local
read storage queues.

17. The system of claim 13, wherein each of the one or

more remote servers includes:

one or more remote processors;

an operating system configured to control the one or more
remote processors;

one or more remote applications configured to execute on
the operating system;

a network interface card (NIC);

aplurality of remote write data queues associated with the
one or more remote processors, wherein the plurality of
remote write data queues are configured to queue remote
write data for the one or more remote applications;

one or more remote incoming data queues associated with
the NIC, wherein the one or more remote incoming data
queues are configured to queue the remote write data for
writing to the one or more remote servers, by the one or
more local applications;

a plurality of remote read data queues associated with the
one or more remote processors, wherein the plurality of
remote read data queues are configured to queue remote
read data for the one or more remote applications;

one or more remote outgoing data queues associated with
the NIC, wherein the one or more remote outgoing data
queues are configured to queue the remote read data for
the one or more local applications; and

a plurality of remote memory channels accessible by the
one or more remote applications and by the one or more
local applications via the remote universal access logic
section.
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18. The system of claim 17, wherein each of the one or
more remote servers includes:
one or more remote memory arrays, each including a plu-
rality of remote write storage queues and a plurality of
remote read storage queues, wherein:

a first subset of the plurality of remote write storage
queues is associated with each of the plurality of
remote write data queues that are associated with the
one or more remote processors,

a first subset of the plurality of remote read storage
queues is associated with each of the plurality of
remote read data queues that are associated with the
one or more remote processors,

a second subset of the plurality of remote write storage
queues is associated with the one or more remote
outgoing data queues that are associated with the NIC,
and

a second subset of the plurality of remote read storage
queues is associated with the one or more remote
incoming data queues that are associated with the
NIC; and

one or more remote storage devices communicatively
coupled to the first subset of the remote write storage
queues and to the first subset of the remote read storage
queues, and configured to write the remote write data
received from the first subset of the remote write storage
queues, read the remote read data stored on the one or
more remote storage devices, and provide the remote
read data to the first subset of the remote read storage
queues.

19. A computer-implemented method for providing univer-

sal paralle] information access, the method comprising:

associating, by a local server, a first subset of a plurality of
local write storage queues with each of a plurality of
local write data queues;

associating, by the local server, a first subset of a plurality
of local read storage queues with each of a plurality of
local read data queues;

associating, by the local server, a second subset of the
plurality of local write storage queues with one or more

local outgoing data queues that are associated with a

network interface card (NIC); and

associating, by the local server, a second subset of the
plurality of local read storage queues with one or more
local incoming data queues that are associated with the

NIC.

20. The computer-implemented method of claim 19, fur-
ther comprising:
queuing local write data, by the plurality of local write data
queues, for writing to a local storage device of the local
server for one or more local applications of the local
server;

queuing the local write data, by the one or more local
incoming data queues associated with the NIC for writ-
ing to the local storage device for one or more remote
applications of a remote server;

queuing local read data, by the plurality of local read data
queues associated with the local server, for the one or
more local applications of the local server;

queuing the local read data, by the one or more local
outgoing data queues associated with the NIC, for the
one or more remote applications of the remote server;

EX-1007
Cisco Systems, Inc. v. UMBRA Technologies Ltd.

019



US 2016/0100027 Al

writing the local write data from the first subset of the
plurality of local write storage queues to the local stor-
age of the local server;

writing the local write data from the second subset of the
plurality of local write storage queues to remote storage
of the remote server;

providing the local read data from the first subset of the
plurality of local read storage queues to the one or more
local applications of the local server; and

providing the local read data from the second subset of the
plurality of local read storage queues to the one or more
remote applications of the remote server.
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