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Introduction

When I was a boy, my dad used to tell me, “A job is only worth doing if you do it right” I've since learned that for
some projects “‘getting it right” involves many years, repeated attempts, and the ability to identify and throw away
weak components that do not further the goals of the project.

For a couple years, I'd been feeling that I wanted to write another book that would take on more difficult topics and
present them in a way that allows an experienced networking professional to gain a deeper understanding of storage
technologies and processes. So when Cisco Press approached me about working on a new storage book, I was inter-
ested. Fortunately, their concept aligned with mine, which was to focus almost entirely on the storage technologies
and ignore most of the networking content. I've always preferred the murky Neanderthal swamp of storage to the
technology reservoirs of network standards anyway.

One of the most difficult things in discussing storage is terminology. The problem is that the terms used in storage
often have a historical context that no longer fits with new architectures and environments. For example, the terms
virtual disk, disk volume, and LUN are often used to refer to the same type of storage entity, but they can also refer
_ to distinctly different things within the same expanded 1/O system. These types of overlapping definitions cause no
end of confusion in the industry. I knew from the outset that explaining storage better this time was going to require
_some different techniques, terms, and analysis.

There is a lot of literature in computer science where storage is simply referred to as “a disk drive” because of old,
_outdated assumptions embedded in operating systems. Historically, there had never been a reason to make a distinc-
tion between the file system’s view of a collection of SCSI block addresses and the thing that an HBA device and
driver software actually communicate with. However, when the downstream storage is virtualized in any number of

ays—as it often is in a SAN—it becomes very useful to clarify the pieces of storage that come into play and their
respective roles.

The concept of a “storage address space” is introduced early in the book (in Chapter 2, “Establishing a Context for
nderstanding Storage Networks™) to refer to the flat, contiguous string of addresses where data is stored by a file
stem or database. Now the words “storage address space” might not be a phrase that leaps off the tongue, but I can

ire you that if you start using them to refer to an abstract, addressable “chunk” of storage, many difficulties
reting storage become much, much easier. No caveats or asterisks are needed to augment the term storage
&r’&ss space;, like there are with more familiar terms like virtual disk, disk, and volume.

ghout the book, a perspective on the relationships between host storage software, storage subsystems, and
e devices is included. This necessarily includes the relationship between the operating system kernel and the
tem. A surprising thing about operating system/file system interactions is that very few people understand
es on at any detailed level. This is not an environment based on object orientation or structured program-
cvices, but instead is an environment optimized by performance with cunning algorithms and shortcuts.
ings work well in an operating system, every attempt is made not to change it. Hence, the problem with car-
assumptions forward, well past their appropriate age.

y to understanding storage is knowing SCSI protocols and processes. Chapter 6, “SCSI Storage Funda-

dSAN Adapters,” will be a pivotal chapter for many readers, and I expect it will be referred to often by

rking on concepts in later chapters. I hope my explanation of SCSI architecture is at the appropriate level
T yc?u, Like so many things, it is not necessary to know the details of a technology if a good architec-
aniding exists and provides predictable operating principles.

a “layout reference system” is used in the discussions of file systems. Again, a good general term
. for the logical entity that describes the location of data in a storage address space. There is simply no
i€ ;hat I nodes or V nodes would necessarily have to be the technology used to track stored data in
file systems. My apologies to file system developers. I am not trying to change what you do; I am only
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xxvi

trying to explain it in an accessible, generic fashion, the same as T would do if I were trying to write a requirements
document for a file system.

Trying to clarify old, existing ¢
because it is not at all clear that
and new analysis were needed to do the job “right” I didn’t

and understand.

This book is the result of a great deal of work
my perspective, 1 can honestly say that no sho
tual coasting was done in writing this book. I

terms carries some amount of personal risk,
s attempt it was clear that some new language
asier to think about

onstructs by inventing new generic

people will accept them. But for thi
see any other way to make storage €

and a lot of help from many people who graciously pitched in. From
rtcuts were taken, no assumptions went unquestioned, and no concep-
look forward to hearing from readers in the years to come.

Who Should Read This Book?

Kk was written for systems, networking,
chitectures used in storage. It is inten:

as well as network, systems, and storage administrators who are
aging network storage solutions. Itis not a cookbook, but an exp
processes used in real-world environments.

and storage professionals who want to gain an in-depth understand-
ded to be read by systems engineers and architects
responsible for planning, implementing, and man-
lanation of storage architectures, applications, and

This boo
ing of the processes and ar

How This Book Is Organized

tations combine many different technologies, and any in-depth

implementation could use concepts from every chapter of this book. One could ce
sequence, but it is much more likely that readers will first read the chapters that are most immediately applic

specific tasks and responsibilities in their environments.

In general, the book is structure

o Chapter 1 discusses the rationale
present a broad picture of how stora,
ons and architectures of storage devi
ols of SCSI. A brief discussion of HB

discussion of a real-world storage

rtainly read the book in chapter

Storage implemen
able to

d as follows:
for network storage.
ge 1/0 processes work.

« Chapters2and3
ces and subsystems.

Chapters 4 and 5 illustrate the functi
« Chapter 61s primarily about the architecture and protoc

appears at the end of this chapter.
ous storage interconnects used for devi

g and RAID.

As and NICs

«  Chapter 7 examines the vari ce attachment.

8 and 9 discuss redundancy, mirrorin,

o Chapters
processes used for remote Copy and

« Chapters 10 and 11 present the
s about virtualization and volume ma

multipathing redundancy protection.
o Chapter 121 nagement.
Chapter 13 covers backup and recovery.

o 16 look at file system designs for network storage.

o Chapters 14 t
Chapter 17 discusses data managerent.

f each chapter-

ntains answers and explanations for the Q & A review questions at the end o

ITS standards pertaining to storage ne

t the book.

o Appendix A co
tworking.

Appendix B is a brief listing of INC

o The glossary defines key storage terms used throughou
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CHAPTER

: connecting,

Establishing a Context for
Understanding Storage Networks

ic distinctions

ms, locating the
s identifying

People who come to storage networking with experience in Ethernet and TCP/IP
networking have a tendency to start analyzing storage network architectures using the
familiar protocol stack method that has been so effective in data networking. While
protocol stacks obviously exist in storage networks, the stack approach does not necessarily
reveal anything very useful or relevant for storage processes because so much of the
interesting stuff in storage happens at the network application layer.

>ms and the role

works, and
ring and filing in

Much of this chapter explores a “three-legged stool” analysis for storage networking
technology. This analysis breaks the subject into three distinct functional areas that divide
the work of storage I/O processes and form a complete, functioning system:

® Connecting

@ Storing

® Filing

The end of this chapter covers the major product groups for storage networking, storage
area networking (SAN), and network attached storage (NAS). It also applies the analysis

model to show how the basic functions are typically implemented in storage network
solutions.

The Three Primary Functions of Storage Networking

Storage processes can be broken into the three different functional areas shown in Table 2-1.
The fastest way to gain in-depth understanding of network storage is to know what each of
these three functional areas does and what products typically provide them.

Table 2-1 The Three Primary Functional Areas Involved with Storage Networking

Functional Area |Description

Connecting Provides the transmission of data between systems and storage.

Storing A lower-level application with specialized commands and control
protocols for system/device interactions.

Filing Directs the placement of data objects in storage and is responsible for
presenting data to applications and users.

EX-1011
Cisco Systems, Inc. v. UMBRA Technologies Ltd.
028




24 Chapter 2: Establishing a Context for Understanding Storage Networks

Readers who are familiar with my writing on this subject might notice a change with the use of
the word “connecting” to replace the word “wiring.” Connecting more accurately conveys the
breadth of hardware and software that were intended to be included together. The word
“wiring’’ has strong connotations for many people that limit its interpretation to physical cables.
1t does not communicate the larger sphere of technologies containing such things as switches,
routers, gateways, routing algorithms, addressing schemes, and network management.

Connecting

There has always been some way to connect systems to storage products. Essentially, this
means providing some sort of data transmission system between storage devices or subsystems
and the system processor.

For the most part, storage has used either bus connecting technologies for DAS storage or
network connecting technologies for SAN storage. The sections that follow briefly examine
these two connecting technologies.

A Quick Look at Buses Used for Connecting DAS Storage

Bus technologies used with DAS storage are constructed from a collection of copper wires

working in parallel, each transmitting a single bit of information at a time. Data transmitted over
abus is first disassembled from bytes into bits by the sender, transferred over the bus as binary
signals (either a0 ora 1), and then reassembled into bytes again by the receiver. All information
is transferred in parallel, including application data, addresses, and communication protocols.

The process of disassembling data, transferring it over a parallel bus, and reassembling it at the
receiving end is shown in Figure 2-1.

Figure 2-1 A Byte of Data Transmitted Across a Parallel Bus

Bit Signals Asserted on Bus Bit Signals Read from Bus

Pre-Transfer
Data Byte

Post-Transfer
Data Byte

Data Receiver

8-Bit Paralle! Data Bus
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When we discuss storage data transfers, it seems logical to picture storage data “moving” from
one place to another, but of course nothing physical actually travels anywhere. Serial network
transmissions work by signal propagation, similar to an analog telephone call. You hear
somebody talking, but it is a representation of what he said, not the actual acoustic
phenomenon.

Parallel bus transmissions, like those in Figure 2-1, are different. A DAS storing controller
creates signals by changing the voltage on the eight data lines. The receiving node measures the
voltage across these lines in parallel as an actual byte of data.

The physical characteristics of a bus, such as length, are heavily constrained by the requirement
for precise time synchronization in sending and receiving each bit accurately. As a result, buses
have inverse relationships between transmission rates and length—the faster a bus is, the shorter
its maximum length can be.

Buses tend to be finite in scope with few degrees of freedom—and therefore they have limited
failure modes. Data on a DAS storage bus is guaranteed to be received in the same order it was
sent. This is called guaranteed in-order delivery. The primary advantage of bus technology is
the reliability of the connection. The primary disadvantage of buses is that they are rigid and
inflexible. In addition to their physical limitations, they have limited addressing schemes that
do not accommodate key concepts like bridging and routing. Bus environments also lack basic
management concepts such as domains, naming, and authentication.

The Small Computer Systems Interface (SCSI) bus has been used for two decades to connect
storage and other peripherals such as scanners and printers to computer systems. Another
common bus has been the Advanced Technology Attachment (ATA) bus, which has been used
over the last decade as a way to connect desktop and laptop storage to PC systems.

SCSI bus cables come in two varieties: internal and external. Internal SCSI cables are
assembled as ribbon cables, and external SCSI cables are fairly thick and heavy multistrand
cables within a common shield. ATA cables are available only as internal ribbon cables. Both
SCSI and ATA cables have fairly large connectors containing many pins or connecting sockets.

ATA is also often referred to as Integrated Device Electronics (IDE). The terms have been used
interchangeably by many; but ATA is more accurate as it refers to the name used in standards
documents.

Readers wondering about Serial ATA (SATA) as an exception to the discussion here will find it
discussed in Chapter 7, “Device Interconnect Technologies for Storage Networks.”
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26 Chapter 2: Establishing a Context for Understanding Storage Networks

A Quick Look at Networks Used for Connecting SAN Storage

Unlike bus technologies, which have many parallel wires for transmitting binary signals,
network technologies typically have four or fewer wires that serially transmit data as frequency
modulated signals. Network cables can be made with fiber-optic technology, twisted-pair
wiring, and coaxial cable as well as using wireless transmission. In practice, most storage
network implementations use fiber-optic transmission technology due to its superior distance
and bandwidth capabilities.

Networks also have much richer connection possibilities than buses. For starters, most modern
networks have multifaceted topologies that enable highly scalable implementations. In addition,
many types of technologies are used to transmit data between different physical networks, such
as bridges, gateways, and routers, which increase a network’s scalability. Perhaps most
importantly, networking technologies usually have important management characteristics such
as large address spaces, naming abstractions, and sophisticated measurement and alerting
mechanisms.

For all their advantages, the fact that networks have so much more functional breadth than buses
also means that they have many more variables and, therefore, potential problems. This is why
products with advanced management functions are so important in storage networks.

As mentioned at the beginning of this chapter, one of the difficulties newcomers have in
understanding storage networking is related to the assumptions they make based on their
experience with TCP/IP and Ethernet data networks. In general, the design of data networking
products assumes there might be delivery problems in the network and that data could be
transmitted over different network paths. The bottom line is that in-order delivery of data is not
guaranteed, as is the case with bus connectivity. The requirement for in-order delivery turns out
to be extremely important for storage applications and is discussed more in Chapter 3, “Getting
Down with Storage I/0,” and Chapter 10, “Redundancy Over Distance with Remote Copy.”

Fibre Channel networking technology has been the most common connecting technology
used for SANs. The most recent connecting technology to be introduced is iSCSI, which is
implemented on top of TCP/IP, meaning it can run on any physical network that supports TCP/
IP. TCP/IP Ethernet networks are by far the most common for connecting systems to NAS
storage appliances.

The Logical Side of Storage Connections

The connecting component of a storage network has logical aspects as well as physical. These
logical processes incorporate such things as access algorithms, including fairness and congestion
control, addressing and naming, network configuration and domain management, network
operations management and other topics such as link aggregation and virtual networking. In
essence, any technology used in a network for storage networking is part of the connecting
component in a storage network.
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This is a very rich topic with many interesting nuances. For the most part, this book focuses on
storing and filing technologies in storage networks and does not address connectivity topics.
Readers interested in exploring the connecting components of storage networks should seek
other books that focus on such topics as storage protocols (FCP, iSCSI, and FC/IP), Fibre
Channel, Ethernet, TCP/IP, and network switching technologies.

Storing

The second primary functional area in storage networking is storing—an area that is explored
extensively in this book. Storing encompasses many types of storage technologies, including
host-based volume managers and disk managers, storage subsystems, host bus adapters, storage
devices, and storage virtualization.

Storing has its technology roots in the interactions between DAS storage devices and host
computer systems over a bus. The storing methods used to configure and use storage devices
have become standard functions in nearly all major operating systems. Although storing
technology has changed a great deal over the years, especially since the advent of network
storage, these old and simplistic operating system methods still determine how storage works.

Role of the Storage Controller

The physical electronic device or circuitry that actually performs storing functions is called a
storage controller. Storage controllers are present in all storage products and are responsible for
the detailed operations of reading, writing, and transmitting storage data.

Storage controllers are present in the following products:

® Host bus adapters (HBAs)

® Storage devices such as disk, tape, CD, and DVD drives
® Storage subsystems

® Storage appliances

® Storage routers, gateways, and channel extenders

® Switches with integrated storage functions

Storage controllers are often implemented in products that span both the connecting and storage
functions. For instance, an HBA is used to formulate storing commands for storing devices and
subsystems, but it also manages the transmission of those commands and storage data over the
bus or network that connects them. Sometimes this is evident by the presence of multiple device
drivers —there might be one device driver for the storing function plus another driver for the
connecting function.
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28 Chapter 2: Establishing a Context for Understanding Storage Networks

Initiators, Targets, and Command/Response Protocols
Storing processes are characterized by the interactions between controllers. Unlike peer-to-peer
and client/server networks, where most entities have the same general capabilities, the functions
available in a storage controller typically depend on the role it is designed for.

In a client/server or peer-to-peer network, almost all systems have the capability to act as either
a server or a client. However, in storage networks, controllers are designed to function
specifically as an initiator or a target.

Initiators are usually implemented as HBAs. HBA initiators receive requests for storage services
through their device driver/kernel interface and then issue storing commands to satisfy those
requests. A target is a controller in a storage device or subsystem that performs the actions
requested by the initiator.

It might be easier to understand the relationship between initiators and targets by using the
terms master and slave. It’s not necessarily technically accurate, but it’s one of the fastest ways
to appreciate the fundamental difference between storage networking and data networking
architectures. Readers should know that there is a great deal of subtlety involved in the
relationships of initiators and targets. Chapter 6, “SCSI Storage Fundamentals and SAN
Adapters;” discusses this topic in much more detail.

The protocols used for storage are referred to as command/response protocols and reflect the
roles of initiators and targets. It is important to understand the nature of these protocols, as they
influence the operation of the underlying network. For instance, a network technology might
support full-duplex, bidirectional communications, but if the application protocol (in this case,
the storing protocol) does not, the full capabilities of the network might

not be able to be realized.

Block I/O

Storing processes store data in blocks, which are the basic storage capacity elements in storage
networks. Block I/0 is the process of writing and reading data in these granularly-sized amounts.
Block I/O commands specify the type of operations to perform, the block address to work with,
and the storage or control data being transferred. The size of a data block is determined by the
file system or database system that manages the complete block storage address space.
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The Storage Address Space

Figure 2-2 A (Very) Simple Storage Address Space of 20 Contiguous Blocks

We are accustomed to talking about data storage in terms of disk drives. While it is true that
nearly all online data is stored on disk drives, the storage element where data is directed and
stored in storage networks is usually much more complex than a single disk drive. In a storage
network environment, storage is created by merging and segmenting storage from multiple disk
drives or storage subsystems. In these cases we often say that the storage is a “virtual disk.”

Unfortunately, the familiar terms disk, disk drive, virtual disk, virtual storage, exported storage,
and logical unit number (LUN) are all used to refer to storage elements that provide the exact
same fundamental storage function. Newcomers to storage are often confused by the lack of a
single term that describes the architectural role of a data storage receptacle. This makes things
unnecessarily awkward when discussing storage processes.

To keep things simple, this book uses the term storage address space to refer generically to all
the various storage elements that are used for online data storage. A storage address space is
defined herein as a sequence of contiguous, regularly sized storage blocks between a starting
address and an ending address. From a host system perspective, a storage address space is the
storage resource that a filing system manages.

Compare the following two sentences:

Data is written to a storage address space.
Data is written to either a physical disk or a virtual disk.

These two sentences say the same thing, but the first is much more straightforward and easier
to grasp.

Figure 2-2 represents an address space made up of 20 contiguous blocks.

[T [2 3[4 ]5[6 7 [8]9 Ji0o]n [12][18[14][15][16 17 [18]19 20 |

Storage Address Space Manipulation

Storage address spaces are commonly manipulated in a variety of ways by storing products. On
the simplest level, a disk partitioning process can create a single address space on a disk drive.
Slightly more complex, a disk can be partitioned to create multiple logical drives, each with its
own independent address space. Conversely, multiple disk drives can be combined to create a
single larger address space. These three types of address space manipulation are shown in
Figure 2-3.
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30 Chapter 2: Establishing a Context for Understanding Storage Networks

Figure 2-3  Basic Storage Address Space Manipulations

Three Stcrage
Address Spaces Created
on a Single Disk Drive

A Single Storage
Address Space on a Disk Drive

A Single Storage
Address Space Formed by
Combining the Storage on Three
Different Disk Drives

Several address space manipulation techniques are commonly used in storage management
applications, such as mirroring and RAID. These forms of address space manipulation are
covered in Chapter 8, “An Introduction to Data Redundancy and Mirroring,” and Chapter 9,
“Bigger, Faster, More Reliable Storage with RAID,” respectively.

Volumes, Exported Drives, and Virtual Storage

Storage address spaces can be created by several different types of storage products. Some of
the most common terms used for storage address spaces are covered in Table 2-2.
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Table 2-2

Common Terms Used for Storage Address Spaces

Storing Product Term Used for Storage Address Space

Host system volume management software Volume

Disk subsystem Exported drive or virtual disk

SAN virtualization system Virtual disk

Filing, File Systems, and Operating Systems

The last of the three fundamental storage network functions is Jfiling. In general, filing’s role is
to organize how data is structured in a storage address space as well as to represent it to

applications and users. In practice, two types of filing products are in the market: file systems
and databases.

File systems are closely associated with operating systems and have very close interactions with
them. Considering how much storage activity there can be within a system, it is imperative that
the file system and operating system work very well together without errors.

In most cases, they appear to be part of the same product, but that does not have to be the case.
Itis possible to use file systems that are not part of the operating system as long as the operating
system supports third-party file systems. Most modern operating systems do, including most
UNIX systems, Windows server systems, and Linux.

Space Allocation

One way to understand the differences between filing systems (including databases) and
operating systems is to separate them by the system functions they manage. Operating systems
manage the sequence of processing events in the system. In other words, they schedule all work
in the system and establish the proper environment for each task. Filing systems manage the
placement of data in storage address spaces.

In general,

® Operating systems manage time
® Filing systems manage space

One of the primary responsibilities of the filing function is space allocation. This involves
figuring out what storage blocks to use when new data is being written or when data is changed
or updated, as well as what to do with blocks that might be freed when objects are changed or
deleted. While storing functions perform the actual operations of reading and writing data,
filing functions determine what those operations should be.

One of the challenges in space allocation is creating a system that provides consistent
performance over an extended period of time as data objects are created, updated, and deleted.
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32 Chapter 2: Establishing a Context for Understanding Storage Networks

In order to achieve consistent performance, the filing system spreads data over the storage
address space, providing a level of fairness to all data and its associated applications.

Filing’s Role in Access Control and Security

Another key role of filing is access control. Filing systems often have attributes or access
control lists (ACLs) that determine who has the authority to access data objects. To date,
storing-level processes do not have the ability to provide access control, as storing level
processes have no contextual information about data objects.

DAS storing products never had to have access control capabilities, because all security
functions were provided by the filing system and other system security functions. However,
with SANs. it has beconie necessary for storage subsystems to provide some amount of access
control to protect data resources. One storage technology used for access control is called LUN
masking, and it is described in Chapter 5, “Storage Subsystems” Access controls for storage is
an area that undoubtedly will see a great deal of development in the years to come.

File /O

As described previously, storing functions work with storage address spaces made up of
contiguous, fixed-length block locations. To maintain performance expectations, filing systems
logically fragment this neat and orderly structure by scattering data objects throughout the
address space. Fortunately, the details of this data scattering are masked from users and
applications by the file system.

File systems provide friendlier and more intuitive structures for accessing data, such as a
directory tree and filenames. Applications are developed to access data through these structures
using published interfaces that are easily invoked in the application’s code. This type of data
access is called file I/O.

While applications are abstracted from storing-level details, they know everything about the
byte structure within their data files. For example, the header information in a file might be 100
bytes and the data might be 2000 bytes. Applications today have many different types of data
within their files, and it is essential that they are able to access the various discrete sections of
files efficiently and accurately.

Therefore, file systems allow applications to locate data within the file by its byte location or
byte range within the file. Byte ranges can be expressed by the number of bytes from the
beginning or end of a file as well as by offsets of bytes from these locations. For example, an
application might issue a request to read 50 bytes of a file starting at the 50th byte, as shown in
Figure 2-4.
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Figure 2-4  An Application Accesses Bytes 5010 99 in a File
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The file system bears the responsibility of converting these byte-range requests to detailed
storing data access operations.

File Systems and Storing Applications

File systems contain the mappings of data objects into storing address spaces. This mapping
function might also include the ability to translate file byte range requests into storing requests.
Notice that while the byte range request might be for contiguous bytes, the lower-level block
storing addresses are probably not contiguous.

So, a question arises: Why aren’t file systems considered storing applications? The reason is
because I said so, and it’s my analysis! There has to be a separating point somewhere, and this
is where I drew the line. Mapping a data object to a bunch of storage addresses does not involve -
storing processes by my way of thinking.

File systems make use of lower-level storing interfaces and functions that are provided by the
operating system. The operating system kernel passes storage I/O requests to the proper storage
device drivers that formulate the I/O requests into storing commands that are transferred to
storage over a bus or network. The file system knows absolutely nothing about storing
commands or devices; it only knows about a flat storing address space —and what files are
stuffed into which blocks within that storage address space.

This file system perspective of storage is the rationale behind using the term storage address
space as a generalization for the wide variety of disks, disk partitions, volumes, and virtual
storage. '
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i

SAN and NAS as Storing and Filing Applications

The two major product classes in storage networking are SAN and NAS. Analyzing these
technologies within the system of connecting, storing, and filing, they can be easily
differentiated by stating the following:

® SAN is the application of storing over a network.

® NAS is the application of filing over a network.

SANs are used to convey storing commands and data over a network, while NAS conveys filing
commands.

When storage networking was first getting started, there was enormous confusion over the

imerits of SAN and NAS: Was one inherently superior to the other?, Would one win out in the
market in the long run?, and all sorts of other meandering speculations. The whole thing wasted
an obnoxious-amount of time. .

It really bugged me that so many people were spinning their wheels on discussions that would
10t be resolved due to the lack of a fundamental functional analysis. That’s what led me to
develop the three-legged stool analysis of connecting, storing, and filing. For the most part,
when people understand this analysis, their confusion over SAN and NAS positioning melts
away.

In the remainder of the chapter, we’1l look at how connecting, storing, and filing work together
in storage networking processes.

If there were a “stack” for storage processes, it would look like Figure 2-5, where connecting
is the bottom-most layer, storing is in the middle, and filing is at the top-most layer.

Figure 2-5 The Storage Process “Stack”

Filing

Storing

Connecting

For people familiar with networking stacks, Figure 2-6 shows the traditional TCP/IP network
stack alongside the storage process stack. Notice that most of the interesting parts of the
TCP/IP stack are part of the connecting component of the storage process stack.
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Figure 2-6 A Comparison of the Storage Process Stack and the TCP/IP Protocol Stack
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he most part, Now we’ll start connecting various products and show their relative function within the storage

process stack. Figure 2-7 shows a host bus adapter on the left connected to a disk subsystem on
the right. The connecting function is provided by the SCSI bus and the communication function
in the HBA and subsystem controller. The storing function is at a higher level in both
controllers. In Figure 2-7 both the HBA and the disk subsystem controller have dual roles.

itioning melts

g work together Figure 2-7  Storage and Connecting Processes Between an Interacting HBA and a Disk Subsystem
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Figure 2-8 is the exact same figure but with a SAN switch between the HBA and the disk

[CP/IP network subsystem. Notice the changes in this figure from the last: the SAN switch and SAN cables
ng parts of the replace the SCSI connection between the HBA and the subsystem. In Figure 2-8, the switch has

X only a connecting role.
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Figure 2-8 A Storage Switch and Cables Replace the SCSI Bus in Figure 2-7, Making a SAN
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Figure 2-9 is the same figure again, but this time it shows the HBA residing in a host system
along with application and file system software. Notice that there is now a filing function on the
left, but not on the right.

Figure 2-9  An Expansion of Figure 2-8, Adding the Host System and a File System
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Figure 2-10 converts the system we have been building with this sequence of figures by turning
the system from Figure 2-9 into a NAS appliance system with an integrated storage subsystem.
This system also has a network interface card (NIC) for communicating with client systems

over a LAN.

Figure 2-10 Enlarging the Figure to Include NAS

NAS Appliance

Subsystem
Controller

LAN Switch

File System

o /.

SAN Switc

UNIX
Workstation

Ihteg}atecl
Disk Subsystem

The connecting functions in Figure 2-10 are suddenly much more interesting than in the
previous figures. Historically, the connecting technology on the LAN (NAS) side of the drawing
has been a different technology from the connecting technology on the SAN side of the
drawing.

However, as both filing (NAS) and storing (SAN) functions are at the application layer of the
underlying connecting network, there is no reason why the two connecting functions (LAN and
SAN) could not use the same technology. In fact, they could even be the same physical network,
as shown in Figure 2-11.

This example is not intended to suggest that putting SANs and LANS on the same physical
network is the preferred way of doing things. But it does help drive home the point that
connecting, storing, and filing are, in fact, three independent and orthogonal functions.
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I

Figure 2-11 A LAN with NAS Connected to a SAN, All Using the Same Connecting Technology
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Disk Subsystem
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Summary

This chapter presented readers with the fundamental analysis tools that run throughout the
book. As with any complex topic, storage networking has many possible interpretations. It’s
important to find a stable analysis method that can be used for a wide breadth of products and
network designs.

The three functional areas of connecting, storing, and filing can be ascribed to any element of
a storage network. It is a powerful analysis, because there is very little overlap between them,
which limits confusion to a great extent. It can even be used to clarify the long-standing
confusion regarding NAS and SAN.

Another major tool introduced in this chapter was the term storage address space as a
generalization of all sorts of storage receptacles, including disk drives, disk partitions, disk
volumes, virtual disk, exported storage, and LUNs. Using this term simplifies discussions of
storage processes immensely without obscuring the nature of how storage works. A storage
address space is the element that a filing system uses and manages.
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There is a great deal of flexibility in how storage networks can be constructed. The architectural
diagrams at the end of the chapter are graphical depictions of the fundamental approaches that
can be used. It is hoped that these diagrams will speak volumes to readers who think visually.

. What are the three primary components of storage networking?

True or false: Buses guarantee the order of delivery.

Which of the following is not part of the storing component: volume management,
virtualization, zoning, host bus adapters, or block I/0?

True or false: Disk drives do not need a controller.

What is the difference between initiator and target controllers?

What kinds of storage devices and subsystems create storage address spaces?
What are the primary two things filing is responsible for?

Explain the different roles of file systems and operating systems.

What is the application difference between SAN and NAS?

True or false: Storing and filing have to use different networks.
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