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INTEGRATED CIRCUIT COMPRISING A
PLURALITY OF PROCESSING MODULES
AND A NETWORK AND METHOD FOR
EXCHANGING DATA USING SAME

FIELD OF THE INVENTION

The invention relates to an integrated circuit having a
plurality of processing modules and a network arranged for
providing connections between processing modules and a
method for exchanging messages in such an integrated
circuit.

BACKGROUND OF THE INVENTION

Systems on silicon show a continuous increase in com-
plexity due to the ever increasing need for implementing
new features and improvements of existing functions. This
is enabled by the increasing density with which components
can be integrated on an integrated circuit. At the same time
the clock speed at which circuits are operated tends to
increase too. The higher clock speed in combination with the
increased density of components has reduced the area which
can operate synchronously within the same clock domain.
This has created the need for a modular approach. According
to such an approach the processing system comprises a
plurality of relatively independent, complex modules. In
conventional processing systems the systems modules usu-
ally communicate to each other via a bus. As the number of
modules increases however, this way of communication is
no longer practical for the following reasons. On the one
hand the large number of modules forms a too high bus load.
On the other hand the bus forms a communication bottle-
neck as it enables only one device to send data to the bus.
A communication network forms an effective way to over-
come these disadvantages.

Networks on chip (NoC) have received considerable
attention recently as a solution to the interconnect problem
in highly-complex chips . The reason is twofold. First, NoCs
help resolve the electrical problems in new deep-submicron
technologies, as they structure and manage global wires. At
the same time they share wires, lowering their number and
increasing their utilization. NoCs can also be energy efficient
and reliable and are scalable compared to buses. Second,
NoCs also decouple computation from communication,
which is essential in managing the design of billion-transis-
tor chips. NoCs achieve this decoupling because they are
traditionally designed using protocol stacks, which provide
well-defined interfaces separating communication service
usage from service implementation.

Using networks for on-chip communication when design-
ing systems on chip (SoC), however, raises a number of new
issues that must be taken into account. This is because, in
contrast to existing on-chip interconnects (e.g., buses,
switches, or point-to-point wires), where the communicating
modules are directly connected, in a NoC the modules
communicate remotely via network nodes. As a result,
interconnect arbitration changes from centralized to distrib-
uted, and issues like out-of order transactions, higher laten-
cies, and end-to-end flow control must be handled either by
the intellectual property block (IP) or by the network.

Most of these topics have been already the subject of
research in the field of local and wide area networks (com-
puter networks) and as an interconnect for parallel machine
interconnect networks. Both are very much related to on-
chip networks, and many of the results in those fields are
also applicable on chip. However, NoC’s premises are
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different from off-chip networks, and, therefore, most of the
network design choices must be reevaluated. On-chip net-
works have different properties (e.g., tighter link synchro-
nization) and constraints (e.g., higher memory cost) leading
to different design choices, which ultimately affect the
network services.

NoCs differ from off-chip networks mainly in their con-
straints and synchronization. Typically, resource constraints
are tighter on chip than off chip. Storage (i.e., memory) and
computation resources are relatively more expensive,
whereas the number of point-to-point links is larger on chip
than off chip. Storage is expensive, because general-purpose
on-chip memory, such as RAMs, occupy a large area.
Having the memory distributed in the network components
in relatively small sizes is even worse, as the overhead area
in the memory then becomes dominant.

For on-chip networks computation too comes at a rela-
tively high cost compared to off-chip networks. An off-chip
network interface usually contains a dedicated processor to
implement the protocol stack up to network layer or even
higher, to relieve the host processor from the communication
processing. Including a dedicated processor in a network
interface is not feasible on chip, as the size of the network
interface will become comparable to or larger than the IP to
be connected to the network. Moreover, running the protocol
stack on the IP itself may also be not feasible, because often
these IPs have one dedicated function only, and do not have
the capabilities to run a network protocol stack.

The number of wires and pins to connect network com-
ponents is an order of magnitude larger on chip than off chip.
If they are not used massively for other purposes than NoC
communication, they allow wide point-to-point intercon-
nects (e.g., 300-bit links). This is not possible off-chip,
where links are relatively narrower: 8-16 bits.

On-chip wires are also relatively shorter than off chip
allowing a much tighter synchronization than off chip. This
allows a reduction in the buffer space in the routers because
the communication can be done at a smaller granularity. In
the current semiconductor technologies, wires are also fast
and reliable, which allows simpler link-layer protocols (e.g.,
no need for error correction, or retransmission). This also
compensates for the lack of memory and computational
resources.

Reliable communication: A consequence of the tight
on-chip resource constraints is that the network components
(i.e., routers and network interfaces) must be fairly simple to
minimize computation and memory requirements. Luckily,
on-chip wires provide a reliable communication medium,
which can help to avoid the considerable overhead incurred
by off-chip networks for providing reliable communication.
Data integrity can be provided at low cost at the data link
layer.

Deadlock: Computer network topologies have generally
an irregular (possibly dynamic) structure, which can intro-
duce buffer cycles. Deadlock can also be avoided, for
example, by introducing constraints either in the topology or
routing. Fat-tree topologies have already been considered
for NoCs, where deadlock is avoided by bouncing back
packets in the network in case of buffer overflow. Tile-based
approaches to system design use mesh or torus network
topologies, where deadlock can be avoided using, for
example, a turn-model routing algorithm. Deadlock is
mainly caused by cycles in the buffers. To avoid deadlock,
routing must be cycle-free, because of its lower cost in
achieving reliable communication. A second cause of dead-
lock are atomic chains of transactions. The reason is that
while a module is locked, the queues storing transactions
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may get filled with transactions outside the atomic transac-
tion chain, blocking the access of the transaction in the chain
to reach the locked module. If atomic transaction chains
must be implemented (to be compatible with processors
allowing this, such as MIPS), the network nodes should be
able to filter the transactions in the atomic chain.

Network flow control and buffering strategy: Network
flow control and buffering strategy have a direct impact on
the memory utilization in the network. Wormhole routing
requires only a flit buffer (per queue) in the router, whereas
store-and-forward and virtual-cut-through routing require at
least the buffer space to accommodate a packet. Conse-
quently, on chip, wormhole routing may be preferred over
virtual-cut-through or store-and-forward routing. Similarly,
input queuing may be a lower memory-cost alternative to
virtual-output-queuing or output-queuing buffering strate-
gies, because it has fewer queues. Dedicated (lower cost)
FIFO memory structures also enable on-chip usage of vir-
tual-cut-through routing or virtual output queuing for a
better performance. However, using virtual-cut-through
routing and virtual output queuing at the same time is still
too costly.

Time-related guarantees: Off-chip networks typically use
packet switching and offer best-effort services. Contention
can occur at each network node, making latency guarantees
very hard to offer. Throughput guarantees can still be offered
using schemes such as rate-based switching or deadline-
based packet switching, but with high buffering costs. An
alternative to provide such time-related guarantees is to use
time-division multiple access (TDMA) circuits, where every
circuit is dedicated to a network connection. Circuits pro-
vide guarantees at a relatively low memory and computation
cost. Network resource utilization is increased when the
network architecture allows any left-over guaranteed band-
width to be used by best-effort communication.

Introducing networks as on-chip interconnects radically
changes the communication when compared to direct inter-
connects, such as buses or switches. This is because of the
multi-hop nature of a network, where communication mod-
ules are not directly connected, but separated by one or more
network nodes. This is in contrast with the prevalent existing
interconnects (i.e., buses) where modules are directly con-
nected. The implications of this change reside in the arbi-
tration (which must change from centralized to distributed),
and in the communication properties (e.g., ordering, or flow
control).

An outline the differences of NoCs and buses will be
given below. We refer mainly to buses as direct intercon-
nects, because currently they are the most used on-chip
interconnect. Most of the bus characteristics also hold for
other direct interconnects (e.g., switches). Multilevel buses
are a hybrid between buses and NoCs. For our purposes,
depending on the functionality of the bridges, multilevel
buses either behave like simple buses or like NoCs. The
programming model of a bus typically consists of load and
store operations which are implemented as a sequence of
primitive bus transactions. Bus interfaces typically have
dedicated groups of wires for command, address, write data,
and read data. A bus is a resource shared by multiple IPs.
Therefore, before using it, IPs must go through an arbitration
phase, where they request access to the bus, and block until
the bus is granted to them.

A bus transaction involves a request and possibly a
response. Modules issuing requests are called masters, and
those serving requests are called slaves. If there is a single
arbitration for a pair of request-response, the bus is called
non-split. In this case, the bus remains allocated to the
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master of the transaction until the response is delivered, even
when this takes a long time. Alternatively, in a split bus, the
bus is released after the request to allow transactions from
different masters to be initiated. However, a new arbitration
must be performed for the response such that the slave can
access the bus.

For both split and non-split buses, both communication
parties have direct and immediate access to the status of the
transaction. In contrast, network transactions are one-way
transfers from an output buffer at the source to an input
buffer at the destination that causes some action at the
destination, the occurrence of which is not visible at the
source. The effects of a network transaction are observable
only through additional transactions. A request-response
type of operation is still possible, but requires at least two
distinct network transactions. Thus, a bus-like transaction in
a NoC will essentially be a split transaction.

In addition, in a network at each layer in the protocol
stack, control information must be supplied together with
the data (e.g., packet type, network address, or packet size).
This control information is organized as an envelope around
the data. That is, first a header is sent, followed by the actual
data (payload), followed possibly by a trailer. Multiple such
envelopes may be provided for the same data, each carrying
the corresponding control information for each layer in the
network protocol stack.

Buffering and Flow Control: Buffering data of a master
(output buffering) is used both for buses and NoCs to
decouple computation from communication. However, for
NoCs output buffering is also needed to marshal data, which
consists of (a) (optionally) splitting the outgoing data in
smaller packets which are transported by the network, and
(b) adding control information for the network around the
data (packet header). To avoid output buffer overflow the
master must not initiate transactions that generate more data
than the currently available space. Similarly to output buff-
ering, input buffering is also used to decouple computation
from communication. In a NoC, input buffering is also
required to un-marshal data.

In addition, flow control for input buffers differs for buses
and NoCs. For buses, the source and destination are directly
linked, and, destination can therefore signal directly to a
source that it cannot accept data. This information can even
be available to the arbiter, such that the bus is not granted to
a transaction tying to write to a full buffer.

In a NoC, however, the destination of a transaction cannot
signal directly to a source that its input buffer is full.
Consequently, transactions to a destination can be started,
possibly from multiple sources, after the destination’s input
buffer has filled up. If an input buffer is full, additional
incoming transitions are not accepted, and stored in the
network. However, this approach can easily lead to network
congestion, back pressure and deadlock, as the data could be
eventually stored all the way to the sources, blocking the
links in between.

When a master needs to send data to a slave, the master
can not be stopped directly by the slave when its buffer space
is full. In order to avoid a buffer overflow there must be
some kind of agreement between the master and the slave in
which the slave reserves buffer space for that master and
keeps the master informed of the available buffer space, i.e.
when more buffer space has been consumed. This scheme
will however generate extra traffic in the network and may
lead to a non-efficient network resource utilization, e.g.
because of a pessimistic buffer allocation.

To avoid input buffer overflow connections can be used,
together with end-to-end flow control. At connection set up
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between a master and one or more slaves, buffer space is
allocated at the network interfaces of the slaves, and the
network interface of the master is assigned credits reflecting
the amount of buffer space at the slaves. The master can only
send data when it has enough credits for the destination
slave(s). The slaves grant credits to the master when they
consume data.

End-to-end flow control is implemented between a master
and a slave to ensure that no data is dropped in the
connection between the modules. The data arrive in the
requested order and in time, therefore no contention or
“traffic jam” will occur in the network. However, end-to-end
flow control is expensive to implement.

SUMMARY OF THE INVENTION

It is an object of the invention to provide an integrated
circuit and a method for exchanging messages in an inte-
grated circuit which ensures transaction completion at lower
cost.

Therefore, an integrated circuit comprising a plurality of
processing modules M, S and a network N; RN arranged for
providing at least one connection between a first and at least
one second module M, S is provided. Said connection
supports transactions comprising outgoing messages from
the first module to the second modules and return messages
from the second modules to the first module. Said integrated
circuit comprises at least one dropping means DM for
dropping data exchanged by said first and second modules
M, S.

Accordingly, an alternative scheme for transaction
completion is provided, where full and immediate transac-
tion completion is merely applied for certain cases.

The invention is based on the idea to allow the dropping
of data in certain cases.

According to an aspect of the invention, an integrated
circuit comprising at least one interface means ANIP, PNIP
for managing the interface between a module M, S and the
network N, RN is provided, wherein said interface means
ANIP, PNIP comprises a first dropping means DM for
dropping data. The dropping of data and therefore the
transaction completion can be controlled by the interface
means.

According to a further aspect of the invention, an inte-
grated circuit is provided with a network N, RN comprised
of a plurality of network routers for forwarding data without
dropping data, i.e. only the interface means are allowed to
drop data.

According to still a further aspect of the invention, said
dropping means DM are adapted to create an error message
if data is dropped. Therefore, a source of said data is
informed of the dropping of the data, so that it can re-send
said data later on, which will be part of another transaction.

According to a further aspect of the invention said drop-
ping means DM are adapted to send said error message to a
first dropping means DM. Hence, error messages are send to
the dropping means in the interface means.

According to still a further aspect of the invention, said
dropping means DM are adapted to send said error message
to said first module M. The error messages are directly send
to the first module.

According to a further aspect of the invention, said
interface means ANIP, PNIP is adapted to store received
error messages. It is therefore possible for the interface
means to keep track of the completion of transactions.
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According to a further aspect of the invention, an interface
means ANIP associated to the first module M is adapted not
to drop error messages.

The invention also relates to a method for exchanging
messages in an integrated circuit comprising a plurality of
modules. The messages between the modules are being
exchanged over connections via a network, wherein data
exchanged by said first and second module M, S can be
dropped.

The invention also relates to a method for exchanging
messages in an integrated circuit comprising a plurality of
modules as described above.

Further aspects of the invention are described in the
dependent claims.

These and other aspects of the invention are apparent
from and will be elucidated with reference to the embodi-
ment(s) described hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a System on chip according to a first
embodiment, and

FIG. 2 shows a System on chip according to a second
embodiment.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The following embodiments relate to systems on chip, i.e.
a plurality of modules on the same chip communicate with
each other via some kind of interconnect. The interconnect
is embodied as a network on chip NOC. The network on chip
may include wires, bus, time-division multiplexing, switch,
and/or routers within a network. At the transport layer of
said network, the communication between the modules are
performed over connections. A connection is considered as
a set of channels, each having a set of connection properties,
between a first module and at least one second module. For
a connection between a first module and a single second
module, the connection comprises two channel, namely one
from the first module to the second channel, i.e. the request
channel, and a second form the second to the first module,
i.e. the response channel. The request channel is reserved for
data and messages from the first to the second, while the
response channel is reserved for data and messages from the
second to the first module. However, if the connection
involves one first and N second modules, 2*N channels are
provided. The connection properties may include ordering
(data transport in order), flow control (a remote buffer is
reserved for a connection, and a data producer will be
allowed to send data only when it is guaranteed that space
is available for the produced data), throughput (a lower
bound on throughput is guaranteed), latency (upper bound
for latency is guaranteed), the lossiness (dropping of data),
transmission termination, transaction completion, data cor-
rectness, or data delivery.

FIG. 1 shows a System on chip according to a first
embodiment. The system comprises a master module M, a
slave modules S. Although just one slave module is shown
in FIG. 1, the system may comprise a plurality of slave
modules. Each module is connected to a network N via a
network interface NI, respectively. The network interfaces
NI are used as interfaces between the master and slave
module M, S and the network N. The network interfaces NI
are provided to manage the communication of the respective
modules and the network N, so that the modules can perform
their dedicated operation without having to deal with the
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communication with the network or other modules. Each
network interfaces comprises a buffer for buffering data and
messages.

The communication according to this embodiment is
transaction based. These transactions consist of a request
and possibly a response. Typically, a request is initiated by
the master M (a), send to the slave S via the two network
interfaces NI and the network N (b). The slave S may
respond (c) and a response is send back to the master M (d).
However, some transactions may exist, where no response
from the slave S is necessary. In such a case the transaction
is completed when it has been executed by the slave S. A
transaction with a response is completed when the response
has been delivered to the master M. Therefore, the master
can only detect the completion of the transaction if it
receives a response. As long as a flow control is imple-
mented in the network, the deliverance of the request as well
as the response are guaranteed and therefore transaction
completeness is guaranteed. However, if no end-to-end flow
control is implemented both the request and the response
may be dropped and hence no transaction completion is
guaranteed.

FIG. 2 shows a system on chip according to a second
embodiment. The system comprises two modules, namely a
master M and a slave S module, a router network RN, and
two network interfaces ANIP, PNIP between the modules
and the router network RN. The network interfaces provide
two network interface ports NIP (one request and one
response port) through which the modules communicate
with the router network RN or other modules via the router
network RN. The network interface associated to the master
module M is called the active network interface ports ANIP
and the network interface associated to the slave module S
is called the passive network interface ports PNIP. The
communication between the master module M and the slave
module s is based on request-response transactions, where
the master M initiates a transaction by placing a request,
possibly with some data or required connection properties.
The request REQ is delivered to the slave S via the active
network interface port ANIP, the network RN and the
passive network interface port PNIP. The request is executed
by the slave module S and data is returned as a response
RESP if necessary or required. This response RESP may
include data and/or acknowledgement for the master M.

Here, it is assumed, that the network N, RN, i.e. the
routers, do not drop data. The active network interface ANIP
as well as the passive network interface PNIP comprise a
dropping manager DM, respectively. These dropping man-
agers DM are responsible for the dropping of data or
massages, i.e. only the network interfaces are able to drop
data or messages. In particular, requests can only be dropped
by the active network interface ports ANIP, while responses
can only be dropped by the passive network interface ports
PNIP. Possible scenarios include: (a) the oldest message is
dropped (milk policy), or (b) the newest message is dropped
(wine policy).

A transaction can be composed from the following mes-
sages:

A command message (CMD) is sent by the ANIP, and
describes the action to be executed at the slave con-
nected to the PNIP. Examples of commands are read,
write, test and set, and flush. Commands are the only
messages that are compulsory in a transaction. For
NIPs that allow only a single command with no param-
eters (e.g., fixed-size address-less write), we assume the
command message still exists, even if it is implicit (i.e.,
not explicitly sent by the IP).
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An out data message (OUTDATA) is sent by the ANIP
following a command that requires data to be executed
(e.g., write, multicast, and test-and-set).

A return data message (RETDATA) is sent by a PNIP as
a consequence of a transaction execution that produces
data (e.g., read, and test-and-set).

A completion acknowledgment message (RETSTAT) is
an optional message which is returned by PNIP when
a command has been completed. It may signal either a
successful completion or an error. For transactions
including both RETDATA and RETSTAT the two mes-
sages can be combined in a single message for effi-
ciency. However, conceptually, they exist both: RET-
STAT to signal the presence of data or an error, and
RETDATA to carry the data.

Messages composing a transaction are divided in outgo-
ing messages, namely CMD and OUTDATA, and response
messages, namely RETDATA, RETSTAT. Within a transac-
tion, CMD precedes all other messages, and RETDATA
precedes RETSTAT if present. These rules apply both
between master and ANIP, and PNIP and slave.

A transaction without a response (e.g. a posted write) is
said to be complete when it has been executed by the slave.
As there is no response message to the master, no guarantee
regarding transaction completion can be given. A transaction
with a response (e.g. an acknowledged write) is said to be
complete when a RETSTAT message is received from the
ANIP. Recall that when data is received as a response
(RETDATA), a RETSTAT (possibly implicit) is also
received to validate the data. The transaction may either be
executed successfully, in which case a success RETSTAT is
returned, fail in its execution at the slave, and then an
execution error RETSTAT is returned, or fail because of
buffer overflow in a connection with no flow control, and
then it reports an overflow error. We assume that when a
slave accepts a CMD requesting a response, the slave S
always generates the response.

The dropping manager DM may drop data in case of
buffer overflow. All of CMD, OUTDATA, and RETDATA
may be dropped. To guarantee transaction completion, RET-
STAT is not allowed to be dropped. Consequently, in the
ANIPs enough buffer space must be provided to accommo-
date RETSTAT messages for all outstanding transactions.
This is enforced by bounding the number of outstanding
transactions.

For the case of several slaves S in the above system, return
message or response messages could be combined as fol-
lows. If each of write transaction (initiated by the master M)
has been successfully executed by all slaves S, all will return
RETSTAT=RETOK messages, which can be combined by
the ANIP in a single message to be delivered to the master.

If the write transaction has been successfully executed
only by some slaves, there will be a mix of RETSTATs
(RETOK and RETERROR). They can either be combined
into:

a) a single RETSTAT=RETERROR, to specity that an
error occurred, or

b) a single RETSTAT, but a larger one, more descriptive,
encoding where there have been errors.

All RETSTATs can be bundled together in a single
RETSTAT for the master, or <slave identifiers,error code>
pairs can be bundled to form a single RETSTAT for the
master.

If the connection has no flow control, messages can be
dropped by the dropping managers DM, resulting also in
RETSTAT=RETLOST messages. Again, combinations as
those above can be made.
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The master module M should always receive a response
to a transaction. This is achieved by the dropping managers
DM. If the dropping manager DM in the passive network
interface ports PNIP drops data or messages possibly
because of a buffer overflow, it always returns a FAIL/
ERROR message to the ANIP. This return status (RET-
STAT) message will never be dropped by the dropping
manager of the active network interface ports ANIP because
the ANIP that initiated the transaction will reserve space for
return messages of every transaction that it initiates. This
combination of reserving space and generating an error
message whenever a message is dropped is a way to intro-
duce flow control. Preferably, the RETSTAT message is
generated by the interface of the slave module, although
alternatively it could be generated at the intermediary net-
work nodes too.

By implementing the above dropping scheme, transaction
completion is guaranteed, i.e. it is always known whether an
initiated transaction:

a) was delivered and executed successfully at the slave

(RETSTAT=OK produced by the slave),

b) was never delivered at the slave (RETSTAT=REQLOST
produced by the PNIP and returned to the ANIP),
c) was delivered at the slave, but not successfully executed

(RETSTAT=ERROR produced by the slave), or
d) was delivered and executed successfully at the slave but

the response message was dropped

(RETSTAT=RETLOST produced by the ANIP and deliv-

ered to the master M).

This is achieved by either not dropping messages (flow-
controlled connection), in this case RETSTAT is either OK
or ERROR, or by allowing messages to be dropped (on a
connection without flow control), but generating a RESTAT
(REQLOST or RETLOST) whenever the message is
dropped, or a RETOK or RETERROR as usual when the
message is not dropped.

It is essential however, never to drop RETSTATs, because
this completes the transaction. This is realized in that a
buffer for the RETSTAT is located at the master’s ANIP. The
latter reserves space for RETSTATs when initiating trans-
actions, and bounds the number of outstanding transactions
(for finite sized RETSTAT buffers).

The flow control on the outgoing and return connections
is in principle independent. Thus, for outgoing flow control
& return flow control, the RETSTAT message is according
to a) or ¢) above. In case of outgoing flow control & no
return flow control, the RETSTAT message is a) or ¢) or d)
above. In case of no outgoing flow control & return flow
control, the RETSTAT message is a) or b) or c) above.

For the above system, connections can be classified as
follows:

A simple connection is a connection between one ANIP

and one PNIP.

A narrowcast connection is a connection between one
ANIP and one or more PNIPs, in which each transac-
tion that the ANIP initiates is executed by exactly one
PNIP. An example of the narrowcast connection, where
the ANIP performs transactions on an address space
which is mapped on two memory modules. Depending
on the transaction address, a transaction is executed on
only one of these two memories.

A multicast connection is a connection between one ANIP
and one or more PNIPs, in which the sent messages are
duplicated and each PNIP receives a copy of those
messages. In a multicast connection no return messages
are currently allowed, because of the large traffic they
generate (i.e., one response per destination). It could
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also increase the complexity in the ANIP because
individual responses from PNIPs must be merged into
a single response for the ANIP. This requires buffer
space and/or additional computation for the merging
itself.

Connecting properties that can be configured for a con-
nection are as follows: guaranteed message integrity, guar-
anteed transaction completion, various transaction order-
ings, guaranteed throughput, bounded latency and jitter, and
connection flow control.

The modules as described in FIGS. 1 and 2 can be
so-called intellectual property blocks IPs (computation ele-
ments or memories, but not interconnection elements) that
interact with network at said network interfaces NI. Nls
provide NI ports NIP through which the communication
services are accessed. A NI can have several NIPs to which
one or more IPs can be connected. Similarly, an IP can be
connected to more than one NI and NIP.

The communication over the network is performed by the
network interfaces on connections, i.e. the master and the
slave module are invisible to the network. Connections are
introduced to describe and identify communication with
different properties, such as guaranteed throughput, bounded
latency and jitter, ordered delivery, or flow control. The
connections according to the embodiments of the invention
must be first created or established with the desired prop-
erties before being used. This may result in resource reser-
vations inside the network (e.g., buffer space, or percentage
of'the link usage per time unit). If the requested resources are
not available, the network RN will refuse the request. After
usage, connections are closed, which leads to freeing the
resources occupied by that connection.

At both ANIP and PNIPs, outgoing messages belonging to
different transactions on the same connection are allowed to
be interleaved. For example, two write commands can be
issued, and only afterwards their data. If the order of
OUTDATA messages differs from the order of CMD mes-
sages, transaction identifiers must be introduced to associate
OUTDATAs with their corresponding CMD.

Outgoing messages can be delivered by the PNIPs to the
slaves (see b) as follows:

Unordered, which imposes no order on the delivery of the
outgoing messages of different transactions at the
PNIPs.

Ordered locally, where transactions must be delivered to
each PNIP in the order they were sent (a), but no order
is imposed across PNIPs. Locally-ordered delivery of
the outgoing messages can be provided either by an
ordered data transportation, or by reordering outgoing
messages at the PNIP.

Ordered globally, where transactions must be delivered in
the order they were sent, across all PNIPs of the
connection. Globally-ordered delivery of the outgoing
part of transactions require a costly synchronization
mechanism.

Transaction response messages can be delivered by the
slaves to the PNIPs (c) as Ordered, when RETDATA and
RETSTAT messages are returned in the same order as the
CMDs were delivered to the slave (b), or as Unordered,
otherwise. When responses are unordered, there has to be a
mechanism to identify the transaction to which a response
belongs. This is usually done using tags attached to mes-
sages for transaction identifications (similar to tags in VCI).

Response messages can be delivered by the ANIP to the
master (see d) as follows:
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Unordered, which imposes no order on the delivery of
responses. Here, also, tags must be used to associate
responses with their corresponding CMDs.

Ordered locally, where RETDATA and RETSTAT mes-
sages of transactions for a single slave are delivered in
the order the original CMDs were presented by the
master to the ANIP. Note that there is no ordering
imposed for transactions to different slaves within the
same connection.

Globally ordered, where all responses in a connection are
delivered to the master in the same order as the original
CMDs. When transactions are pipelined on a connec-
tion, then globally-ordered delivery of responses
requires reordering at the ANIP.

All 3x2x3=18 combinations between the above orderings
are possible. Out of these, the following two are defined. An
unordered connection is a connection in which no ordering
is assumed in any part of the transactions. As a result, the
responses must be tagged to be able identify to which
transaction they belong. Implementing unordered connec-
tions has low cost, however, they may be harder to use, and
introduce the overhead of tagging.

In an alternative embodiment, the dropping means as
described above may be implemented in some of the routers
of the network, so that these routers are allowed to drop data.
However, in such a case they must follow the above scheme
and in particular create the above error messages.

In another alterative embodiment of the invention, the
transaction completion can be implemented in systems
which are not connection based, as such a system is equiva-
lent to a system with a single connection

It should be noted that the above-mentioned embodiments
illustrate rather than limit the invention, and that those
skilled in the art will be able to design many alternative
embodiments without departing from the scope of the
appended claims. In the claims, any reference signs placed
between parentheses shall not be construed as limiting the
claim. The word “comprising” does not exclude the presence
of elements or steps other than those listed in a claim. The
word “a” or “an” preceding an element does not exclude the
presence of a plurality of such elements. In the device claim
enumerating several means, several of these means can be
embodied by one and the same item of hardware. The mere
fact that certain measures are recited in mutually different
dependent claims does not indicate that a combination of
these measures cannot be used to advantage.
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Furthermore, any reference signs in the claims shall not be
construed as limiting the scope of the claims.

The invention claimed is:

1. Integrated circuit comprising a plurality of processing
modules (M, S) said modules being disposed on the same
chip, and a network (N; RN) arranged for providing at least
one connection between a first and at least one second
module (M, S),

wherein said modules communicate via a network on

chip, and
wherein said connection supports transactions comprising
outgoing messages from the first module to the second
modules and return messages from the second modules
to the first module, the integrated circuit comprising at
least one dropping means (DM) for dropping data
exchanged by said first and second module (M, S), and

at least one interface means (ANIP, PNIP) for managing
the interface between a module (M, S) and the network
(N, RN),

wherein said interface means (ANIP, PNIP) comprises a
first dropping means (DM) for dropping data, and

wherein the dropping of data and therefore the transaction
completion can be controlled by the interface means.

2. Integrated circuit according to claim 1, wherein said
network (N, RN) comprises a plurality of network routers
for forwarding data without dropping data.

3. Integrated circuit according to claim 2, wherein said
dropping means (DM) are adapted to create an error mes-
sage if data is dropped.

4. Integrated circuit according to claim 3, wherein said
dropping means (DM) are adapted to send said error mes-
sage to a first dropping means (DM).

5. Integrated circuit according to claim 3, wherein said
dropping means (DM) are adapted to send said error mes-
sage to said first module (M).

6. Integrated circuit according to claim 4 or 5, wherein
said interface means (ANIP, PNIP) is adapted to store
received error messages.

7. Integrated circuit according to claim 6, wherein an
interface means (ANIP) associated to the first module (M) is
adapted not to drop error messages.
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