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METHODS AND SYSTEMIS FOR POLLING AN 
ON DEMAND SERVICE 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. This application claims the benefit of U.S. Provi 
sional Application Ser. No. 61/096,617 (Attorney docket No. 
021735-004800US: Client Ref. 129 PROV), filed Sep. 12, 
2008, the disclosure of which is incorporated herein by ref 
erence in its entirety. 

COPYRIGHT NOTICE 

0002. A portion of the disclosure of this patent document 
contains material which is subject to copyright protection. 
The copyright owner has no objection to the facsimile repro 
duction by anyone of the patent document or the patent dis 
closure, as it appears in the Patent and Trademark Office 
patent file or records, but otherwise reserves all copyright 
rights whatsoever. 

BACKGROUND 

0003. The present invention relates generally to refreshing 
displayed data, and more particularly to refreshing data dis 
played on a page after the data has been changed in the 
underlying database. 
0004. There is an expectation that changes made to a user's 
data show up in a reasonable amount of time in a displayed 
web page or other displayed data object. The source of the 
change may influence what “reasonable” means. For changes 
made through local activity on their workstation, reasonable 
may be a few seconds. For changes made through non-local 
activity, reasonable may be a few seconds or a few minutes. 
Local activity might include a user changing their own object 
data on their own client system, e.g., through web pages 
displayed on the client system, or through newer UI methods 
Such as drag and drop techniques. Non-local activity might 
include User B changing User A's data using a different client 
system, or User A's events changing through automated pro 
cesses such as through workflow processes and/or triggers, or 
User A's events changing via an API. 
0005. If local activity indicates that data for a displayed 
object has changed, a process is used to cause the object or 
page to refresh itself. This allows nearly immediate reflection 
of changes when a user changes their data through local 
activity, but does not address any of the user change sources. 
0006 Current solutions include a data page refreshing 
itself periodically, e.g., every 15 minutes, by way of sending 
update requests to the application server. Any change to the 
data page, either local or non-local, will be reflected in 15 
minute intervals. However, there are numerous issues with 
this approach. For example the page refresh, even at the 15 
minute intervals, is expensive and can be difficult to Sustain as 
the number of users scales up (and hence the number of 
refresh requests hitting the application server). Also, the local 
activity process is fragile, and only supports one of the poten 
tial sources of data changes. Further, a 15 minute interval for 
refreshes may be too coarse for active use. 
0007. One seemingly obvious solution might be to 
decreases the period in which refresh requests are sent from 
client systems to the application servers, from 15 minutes to 
say every minute, or every 30 seconds, etc. However, Such a 
Solution becomes untenable as the number of database users, 
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and hence number of refresh requests, increases. The impact 
on the application servers would inevitably slow down the 
entire system. 
0008 Accordingly, it is desirable to provide systems and 
methods that overcome the above and other problems. 

SUMMARY 

0009 Systems and methods are provided for automati 
cally polling for data changes in an on-demand database 
service environment. 
0010 Apolling server is provided that communicates with 
application servers and client systems. Application servers 
send update messages to the polling server identifying which 
database objects have been updated, and client systems com 
municate with the polling server on a regular basis, rather than 
with the application server, to determine whether updates to a 
data object may have been made. When it has been deter 
mined that an update may have been made, the client system 
then sends a refresh request to the application server to 
request an update to the data object, thereby controlling (e.g., 
reducing) the number of refresh requests sent to the applica 
tion server. For example, in one embodiment, client systems 
send request messages to the polling server identifying 
objects. The polling server determines whether any relevant 
information about the identified object has been received in 
update messages from the application servers, and the polling 
server sends back a response to the requesting client system. 
Where relevant information is stored at the polling server, the 
response may include an indication that an update has been 
made to an identified object, or the response may include 
information that is usable by the client system to make Such a 
determination. Such information might include a timestamp 
stored at the polling server, which was included in an update 
message sent from the application server to the polling server. 
0011. According to one embodiment, a method is pro 
vided for controlling a number of object update requests sent 
from a client system to an application server. The method 
typically includes receiving a request in a polling server from 
a client system, the request including data identifying a first 
user, e.g., user id information, and an object provided to the 
client system by an application server. The method also typi 
cally includes determining in the polling server whether an 
update message related to the object has been received by the 
polling server from the application server, and if so sending a 
response from the polling server to the client system, the 
response including information usable by the client system to 
determine if new or updated information related to the object 
is available on the application server. In certain aspects, the 
outbound message is related to a change event for the object, 
however, in other aspects, the outbound message is not tied to 
a specific object or type of object being changed, e.g., the 
event change message can signify any abstract idea; it can be 
anything that can trigger workflow or outbound messages. 
0012. According to another embodiment, a database sys 
tem is provided that is configured to control a number of 
object update requests sent from client systems to an appli 
cation server. The system typically includes an application 
server communicably coupled with a database that stores data 
objects, the application server being configured to provide 
data objects to client systems and to update data objects 
responsive to requests from client systems and a polling 
server communicably coupled with the application server, the 
polling server configured to receive polling requests from 
client systems and to receive update messages from the appli 
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cation server. The system also typically includes a client 
system executing code that causes the client system to peri 
odically send polling requests to the polling server. In a typi 
cal operation, upon updating an object, the application server 
sends an update message to the polling server identifying the 
object updated, and upon receiving a request from the client 
system identifying a specific object, the polling server sends 
a response to the client system including an indication of 
whether the specific object has been updated, and upon 
receipt of the response, the client system sends an update 
request message to the application server requesting updated 
data for the specific object. 
0013. According to yet another embodiment, a tangible 
computer readable medium is provided that stores code for 
controlling one or more processors to enable controlling a 
number of object update requests sent from a client system to 
an application server. The code typically includes instructions 
to receive a request in a polling server from a client system, 
the request including data identifying a first user and an object 
provided to the client system by an application server, to 
determine in the polling server whether an update message 
related to the object has been received by the polling server 
from the application server, and if so to send a response from 
the polling server to the client system, the response including 
information usable by the client system to determine if new or 
updated information related to the object is available on the 
application server. 
0014 Reference to the remaining portions of the specifi 
cation, including the drawings and claims, will realize other 
features and advantages of the present invention. Further 
features and advantages of the present invention, as well as 
the structure and operation of various embodiments of the 
present invention, are described in detail below with respect 
to the accompanying drawings. In the drawings, like refer 
ence numbers indicate identical or functionally similar ele 
mentS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0015. In the following drawings like reference numbers 
are used to refer to like elements. Although the following 
figures depict various examples of the invention, the inven 
tion is not limited to the examples depicted in the figures. 
0016 FIG. 1 illustrates a block diagram of an example of 
an environment wherein an on-demand database service 
might be used. 
0017 FIG. 2 illustrates a block diagram of an embodiment 
of elements of FIG. 1 and various possible interconnections 
between these elements. 
0018 FIG. 3 illustrates an example of a polling system 
according to one embodiment. 

DETAILED DESCRIPTION 

0019. The present invention provides systems and meth 
ods for automatically polling for data changes in an on-de 
mand database service environment. 

General Overview 

0020 Systems and methods are provided for querying for 
application server changes without incurring the overhead of 
direct application server calls. 
0021. As used herein, the term multi-tenant database sys 
tem refers to those systems in which various elements of 
hardware and software of the database system may be shared 
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by one or more customers. For example, a given application 
server may simultaneously process requests for a great num 
ber of customers, and a given database table may store rows 
for a potentially much greater number of customers. 
0022. Next, mechanisms and methods for providing auto 
matic polling in an on-demand service will be described with 
reference to example embodiments. 

System Overview 
0023 FIG. 1 illustrates a block diagram of an environment 
10 wherein an on-demand database service might be used. 
Environment 10 may include user systems 12, network 14, 
system 16, processor system 17, application platform 18, 
network interface 20, tenant data storage 22, System data 
storage 24, program code 26, and process space 28. In other 
embodiments, environment 10 may not have all of the com 
ponents listed and/or may have other elements instead of, or 
in addition to, those listed above. 
0024 Environment 10 is an environment in which an on 
demand database service exists. User system 12 may be any 
machine or system that is used by a user to access a database 
user System. For example, any of user systems 12 can be a 
handheld computing device, a mobile phone, a laptop com 
puter, a work station, and/or a network of computing devices. 
As illustrated in FIG. 1 (and in more detail in FIG. 2) user 
systems 12 might interact via a network 14 with an on-de 
mand database service, which is system 16. 
0025. An on-demand database service, such as system 16, 

is a database system that is made available to outside users 
that do not need to necessarily be concerned with building 
and/or maintaining the database system, but instead may be 
available for their use when the users need the database sys 
tem (e.g., on the demand of the users). Some on-demand 
database services may store information from one or more 
tenants stored into tables of a common database image to 
form a multi-tenant database system (MTS). Accordingly, 
“on-demand database service 16” and “system 16” will be 
used interchangeably herein. A database image may include 
one or more database objects. A relational database manage 
ment system (RDMS) or the equivalent may execute storage 
and retrieval of information against the database object(s). 
Application platform 18 may be a framework that allows the 
applications of system 16 to run, Such as the hardware and/or 
Software, e.g., the operating system. In an embodiment, on 
demand database service 16 may include an application plat 
form 18 that enables creation, managing and executing one or 
more applications developed by the provider of the on-de 
mand database service, users accessing the on-demand data 
base service via user systems 12, or third party application 
developers accessing the on-demand database service via 
user systems 12. 
0026. The users of user systems 12 may differ in their 
respective capacities, and the capacity of a particular user 
system 12 might be entirely determined by permissions (per 
mission levels) for the current user. For example, where a 
salesperson is using a particular user system 12 to interact 
with System 16, that user system has the capacities allotted to 
that salesperson. However, while an administrator is using 
that user system to interact with system 16, that user system 
has the capacities allotted to that administrator. In systems 
with a hierarchical role model, users at one permission level 
may have access to applications, data, and database informa 
tion accessible by a lower permission level user, but may not 
have access to certain applications, database information, and 
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data accessible by a user at a higher permission level. Thus, 
different users will have different capabilities with regard to 
accessing and modifying application and database informa 
tion, depending on a user's security or permission level. 
0027 Network 14 is any network or combination of net 
works of devices that communicate with one another. For 
example, network 14 can be any one or any combination of a 
LAN (local area network), WAN (wide area network), tele 
phone network, wireless network, point-to-point network, 
star network, token ring network, hub network, or other 
appropriate configuration. As the most common type of com 
puter network in current use is a TCP/IP (Transfer Control 
Protocol and Internet Protocol) network, such as the global 
internetwork of networks often referred to as the “Internet' 
with a capital “I” that network will be used in many of the 
examples herein. However, it should be understood that the 
networks that the present invention might use are not so 
limited, although TCP/IP is a frequently implemented proto 
col. 

0028. User systems 12 might communicate with system 
16 using TCP/IP and, at a higher network level, use other 
common Internet protocols to communicate. Such as HTTP, 
FTP, AFS, WAP, etc. In an example where HTTP is used, user 
system 12 might include an HTTP client commonly referred 
to as a “browser for sending and receiving HTTP messages 
to and from an HTTP server at system 16. Such an HTTP 
server might be implemented as the sole network interface 
between system 16 and network 14, but other techniques 
might be used as well or instead. In some implementations, 
the interface between system 16 and network 14 includes load 
sharing functionality, such as round-robin HTTP request dis 
tributors to balance loads and distribute incoming HTTP 
requests evenly over a plurality of servers. At least as for the 
users that are accessing that server, each of the plurality of 
servers has access to the MTS data; however, other alterna 
tive configurations may be used instead. 
0029. In one embodiment, system 16, shown in FIG. 1, 
implements a web-based customer relationship management 
(CRM) system. For example, in one embodiment, system 16 
includes application servers configured to implement and 
execute CRM software applications as well as provide related 
data, code, forms, webpages and other information to and 
from user systems 12 and to store to, and retrieve from, a 
database system related data, objects, and Webpage content. 
With a multi-tenant system, data for multiple tenants may be 
stored in the same physical database object, however, tenant 
data typically is arranged so that data of one tenant is kept 
logically separate from that of other tenants so that one tenant 
does not have access to another tenant's data, unless such data 
is expressly shared. In certain embodiments, system 16 
implements applications other than, or in addition to, a CRM 
application. For example, system 16 may provide tenant 
access to multiple hosted (standard and custom) applications, 
including a CRM application. User (or third party developer) 
applications, which may or may not include CRM, may be 
Supported by the application platform 18, which manages 
creation, storage of the applications into one or more database 
objects and executing of the applications in a virtual machine 
in the process space of the system 16. 
0030. One arrangement for elements of system 16 is 
shown in FIG.1, including a network interface 20, application 
platform 18, tenant data storage 22 for tenant data 23, system 
data storage 24 for system data 25 accessible to system 16 and 
possibly multiple tenants, program code 26 for implementing 
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various functions of system 16, and a process space 28 for 
executing MTS system processes and tenant-specific pro 
cesses, such as running applications as part of an application 
hosting service. Additional processes that may execute on 
system 16 include database indexing processes. 
0031. Several elements in the system shown in FIG. 1 
include conventional, well-known elements that are 
explained only briefly here. For example, each user system 12 
could include a desktop personal computer, workStation, lap 
top, PDA, cellphone, or any wireless access protocol (WAP) 
enabled device or any other computing device capable of 
interfacing directly or indirectly to the Internet or other net 
work connection. User system 12 typically runs an HTTP 
client, e.g., a browsing program, Such as Microsoft's Internet 
Explorer browser, Netscape's Navigator browser, Opera's 
browser, or a WAP-enabled browser in the case of a cell 
phone, PDA or other wireless device, or the like, allowing a 
user (e.g., Subscriber of the multi-tenant database system) of 
user system 12 to access, process and view information, pages 
and applications available to it from system 16 over network 
14. Each user system 12 also typically includes one or more 
user interface devices, such as a keyboard, amouse, trackball, 
touchpad, touch screen, pen or the like, for interacting with a 
graphical user interface (GUI) provided by the browser on a 
display (e.g., a monitor Screen, LCD display, etc.) in conjunc 
tion with pages, forms, applications and other information 
provided by system 16 or other systems or servers. For 
example, the user interface device can be used to access data 
and applications hosted by system 16, and to perform 
searches on stored data, and otherwise allow a user to interact 
with various GUI pages that may be presented to a user. As 
discussed above, embodiments are suitable for use with the 
Internet, which refers to a specific global internetwork of 
networks. However, it should be understood that other net 
works can be used instead of the Internet, Such as an intranet, 
an extranet, a virtual private network (VPN), a non-TCP/IP 
based network, any LAN or WAN or the like. 
0032. According to one embodiment, each user system 12 
and all of its components are operator configurable using 
applications, such as a browser, including computer code run 
using a central processing unit such as an Intel Pentium R 
processor or the like. Similarly, system 16 (and additional 
instances of an MTS, where more than one is present) and all 
of their components might be operator configurable using 
application(s) including computer code to run using a central 
processing unit Such as processor system 17, which may 
include an Intel Pentium(R) processor or the like, and/or mul 
tiple processor units. A computer program product embodi 
ment includes a machine-readable storage medium (media) 
having instructions stored thereon/in which can be used to 
program a computer to perform any of the processes of the 
embodiments described herein. Computer code for operating 
and configuring system 16 to intercommunicate and to pro 
cess webpages, applications and other data and media content 
as described herein are preferably downloaded and stored on 
a hard disk, but the entire program code, or portions thereof, 
may also be stored in any other volatile or non-volatile 
memory medium or device as is well known, such as a ROM 
or RAM, or provided on any media capable of storing pro 
gram code. Such as any type of rotating media including 
floppy disks, optical discs, digital versatile disk (DVD), com 
pact disk (CD), microdrive, and magneto-optical disks, and 
magnetic or optical cards, nanoSystems (including molecular 
memory ICs), or any type of media or device suitable for 
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storing instructions and/or data. Additionally, the entire pro 
gram code, orportions thereof, may be transmitted and down 
loaded from a software source over a transmission medium, 
e.g., over the Internet, or from another server, as is well 
known, or transmitted over any other conventional network 
connection as is well known (e.g., extranet, VPN, LAN, etc.) 
using any communication medium and protocols (e.g., TCP/ 
IP, HTTP, HTTPS, Ethernet, etc.) as are well known. It will 
also be appreciated that computer code for implementing 
embodiments of the present invention can be implemented in 
any programming language that can be executed on a client 
system and/or server or server System such as, for example, C. 
C++, HTML, any other markup language, JavaTM, JavaScript, 
ActiveX, any other Scripting language, such as VBScript, and 
many other programming languages as are well known may 
be used. (JavaTM is a trademark of Sun Microsystems, Inc.). 
0033 According to one embodiment, each system 16 is 
configured to provide webpages, forms, applications, data 
and media content to user (client) systems 12 to support the 
access by user systems 12 as tenants of system 16. As such, 
system 16 provides security mechanisms to keep each ten 
ant's data separate unless the data is shared. If more than one 
MTS is used, they may be located in close proximity to one 
another (e.g., in a server faun located in a single building or 
campus), or they may be distributed at locations remote from 
one another (e.g., one or more servers located in city A and 
one or more servers located in city B). As used herein, each 
MTS could include one or more logically and/or physically 
connected servers distributed locally or across one or more 
geographic locations. Additionally, the term 'server is 
meant to include a computer system, including processing 
hardware and process space(s), and an associated Storage 
system and database application (e.g., OODBMS or 
RDBMS) as is well known in the art. It should also be under 
stood that “server system’’ and “server are often used inter 
changeably herein. Similarly, the database object described 
herein can be implemented as single databases, a distributed 
database, a collection of distributed databases, a database 
with redundant online or offline backups or other redundan 
cies, etc., and might include a distributed database or storage 
network and associated processing intelligence. 
0034 FIG. 2 illustrates a block diagram of an embodiment 
of elements and various possible interconnections between 
these elements. In the embodiment illustrated by FIG. 2, one 
or more middle tier servers 150 exist between system 16 and 
user systems 12. Middle tier servers 150 are termed middle 
tier because these servers are interposed between the system 
16 and the user systems of a particular organization. As 
described above, network 14 may be used for communication 
between system 16 and system 12. In one embodiment, the 
same network 14 is used between a middle tier servers 150 
and user systems 12. In another embodiment, a different 
network is used between a middle tier server 150 and user 
systems 12. For example, a tenant network 155 may be a 
wireless network, and network 14 may provide communi 
cable coupling via fiber-optics. Each network 14 or tenant 
network 155 may also be a combination of different types 
and protocols. 
0035. In one embodiment, each middle tier server 150 
manages data of a different organization or tenant, however 
other embodiments may include information of more than 
one tenant coupled to a single middle tier server. In another 
embodiment, each middle tier server 150 may contain a plu 
rality of servers, which collectively provide communication 
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between system 16 and user systems 12 of an organization. 
The tenant network 155 of each organization may be of a 
different type (e.g. wireless, optical. . . . ) or protocol. 
Examples of wireless protocols include Wireless LAN, Glo 
bal System for Mobile Communications (GSM), Personal 
Communications Service (PCS), D-AMPS, Wi-Fi, General 
Packet Radio Service (GPRS), 3G wireless systems such as 
those using Code division multiple access (CDMA), HIgh 
PErformance Radio LAN (HIPERLAN), and Worldwide 
Interoperability for Microwave Access (WiMAX). 
0036). Additionally, FIG. 2 further illustrates elements of 
system 16 and various interconnections. FIG. 2 shows that 
user system 12 may include processor System 12A, memory 
system 12B, input system 12C, and output system 12D. As 
shown in FIG. 2, network 14 couples user systems 12 and 
system 16. FIG. 2 also shows that system 16 may include 
tenant data storage 22, tenant data 23, system data storage 24, 
system data 25, User Interface (UI) 30, Application Program 
Interface (API) 32, PL/SOOL 34, save routines 36, applica 
tion setup mechanism 38, applications servers 100-100 
system process space 102, tenant process spaces 104, tenant 
management process space 110, tenant storage area 112, user 
storage 114, and application metadata 116. In other embodi 
ments, environment 10 may not have the same elements as 
those listed above and/or may have other elements instead of, 
or in addition to, those listed above. 
0037 Regarding user system 12, processor system 12A 
may be any combination of one or more processors. Memory 
system 12B may be any combination of one or more memory 
devices, short term, and/or long term memory. Input system 
12C may be any combination of input devices. Such as one or 
more keyboards, mice, trackballs, Scanners, cameras, and/or 
interfaces to networks. Output system 12D may be any com 
bination of output devices, such as one or more monitors, 
printers, and/or interfaces to networks. As shown by FIG. 2, 
system 16 may include a network interface 20 (of FIG. 1) 
implemented as a set of HTTP application servers 100, an 
application platform 18, tenant data storage 22, and system 
data storage 24. Also shown is system process space 102. 
including individual tenant process spaces 104 and a tenant 
management process space 110. Each application server 100 
may be configured to tenant data storage 22 and the tenant 
data 23 therein, and system data storage 24 and the system 
data 25 therein to serve requests of user systems 12. The 
tenant data 23 might be divided into individual tenant storage 
areas 112, which can be either a physical arrangement and/or 
a logical arrangement of data. Within each tenant storage area 
112, user storage 114 and application metadata 116 might be 
similarly allocated for each user. For example, a copy of a 
user's most recently used (MRU) items might be stored to 
user storage 114. Similarly, a copy of MRU items for an entire 
organization that is a tenant might be stored to tenant storage 
area 112. A UI 30 provides a user interface and an API 32 
provides an application programmer interface to system 16 
resident processes to users and/or developers at user systems 
12. The tenant data and the system data may be stored in 
various databases, such as one or more Oracle databases. 
0038 Application platform 18 includes an application 
setup mechanism 38 that Supports application developers 
creation and management of applications, which may be 
saved as metadata into tenant data storage 22 by save routines 
36 for execution by subscribers as one or more tenant process 
spaces 104 managed by tenant management process 110 for 
example. Invocations to Such applications may be coded 
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using PL/SOOL 34 that provides a programming language 
style interface extension to API 32. A detailed description of 
Some PL/SOOL language embodiments is discussed in com 
monly owned co-pending U.S. Provisional Patent Applica 
tion 60/828,192 entitled, PROGRAMMING LANGUAGE 
METHOD AND SYSTEM FOR EXTENDING APIS TO 
EXECUTE IN CONJUNCTION WITH DATABASE APIS, 
by Craig Weissman, filed Oct. 4, 2006, which is incorporated 
in its entirety herein for all purposes. Invocations to applica 
tions may be detected by one or more system processes, 
which manages retrieving application metadata 116 for the 
Subscriber making the invocation and executing the metadata 
as an application in a virtual machine. 
0039 Each application server 100 may be communicably 
coupled to database systems, e.g., having access to system 
data 25 and tenant data 23, via a different network connection. 
For example, one application server 100 might be coupled 
via the network 14 (e.g., the Internet), another application 
server 100 might be coupled via a direct network link, and 
another application server 100 might be coupled by yet a 
different network connection. Transfer Control Protocol and 
Internet Protocol (TCP/IP) are typical protocols for commu 
nicating between application servers 100 and the database 
system. However, it will be apparent to one skilled in the art 
that other transport protocols may be used to optimize the 
system depending on the network interconnect used. 
0040. In certain embodiments, each application server 100 

is configured to handle requests for any user associated with 
any organization that is a tenant. Because it is desirable to be 
able to add and remove application servers from the server 
pool at any time for any reason, there is preferably no server 
affinity for a user and/or organization to a specific application 
server 100. In one embodiment, therefore, an interface system 
implementing a load balancing function (e.g., an F5 Big-IP 
load balancer) is communicably coupled between the appli 
cation servers 100 and the user systems 12 to distribute 
requests to the application servers 100. In one embodiment, 
the load balancer uses a least connections algorithm to route 
user requests to the application servers 100. Other examples 
of load balancing algorithms, such as round robin and 
observed response time, also can be used. For example, in 
certain embodiments, three consecutive requests from the 
same user could hit three different application servers 100, 
and three requests from different users could hit the same 
application server 100. In this manner, system 16 is multi 
tenant, wherein system 16 handles storage of, and access to, 
different objects, data and applications across disparate users 
and organizations. 
0041 As an example of storage, one tenant might be a 
company that employs a sales force where each salesperson 
uses system 16 to manage their sales process. Thus, a user 
might maintain contact data, event/task data, leads data, cus 
tomer follow-up data, performance data, goals and progress 
data, etc., all applicable to that user's personal sales process 
(e.g., in tenant data storage 22). In an example of a MTS 
arrangement, since all of the data and the applications to 
access, view, modify, report, transmit, calculate, etc., can be 
maintained and accessed by a user system having nothing 
more than network access, the user can manage his or her 
sales efforts and cycles from any of many different user 
systems. For example, if a salesperson is visiting a customer 
and the customer has Internet access in their lobby, the sales 
person can obtain critical updates as to that customer while 
waiting for the customer to arrive in the lobby. 
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0042. While each user's data might be separate from other 
users’ data regardless of the employers of each user, some 
data might be organization-wide data shared or accessible by 
a plurality of users or all of the users for a given organization 
that is a tenant. Thus, there might be some data structures 
managed by System 16 that are allocated at the tenant level 
while other data structures might be managed at the user level. 
Because an MTS might Support multiple tenants including 
possible competitors, the MTS should have security protocols 
that keep data, applications, and application use separate. 
Also, because many tenants may opt for access to an MTS 
rather than maintain their own system, redundancy, up-time, 
and backup are additional functions that may be implemented 
in the MTS. In addition to user-specific data and tenant 
specific data, System 16 might also maintain system level data 
usable by multiple tenants or other data. Such system level 
data might include industry reports, news, postings, and the 
like that are sharable among tenants. 
0043. In certain embodiments, user systems 12 (which 
may be client systems) and/or middle tier servers 150 com 
municate with application servers 100 to request and update 
system-level and tenant-level data from system 16 that may 
require sending one or more queries to tenant data storage 22 
and/or system data storage 24. System 16 (e.g., an application 
server 100 in system 16) automatically generates one or more 
SQL statements (e.g., one or more SQL queries) that are 
designed to access the desired information. System data Stor 
age 24 may generate query plans to access the requested data 
from the database. 

0044. Each database can generally be viewed as a collec 
tion of objects, such as a set of logical tables, containing data 
fitted into predefined categories. A “table' is one representa 
tion of a data object, and may be used herein to simplify the 
conceptual description of objects and custom objects accord 
ing to the present invention. It should be understood that 
“table' and “object” may be used interchangeably herein. 
Each table generally contains one or more data categories 
logically arranged as columns or fields in a viewable Schema. 
Each row or record of a table contains an instance of data for 
each category defined by the fields. For example, a CRM 
database may include a table that describes a customer with 
fields for basic contact information Such as name, address, 
phone number, fax number, etc. Another table might describe 
a purchase order, including fields for information Such as 
customer, product, sale price, date, etc. In some multi-tenant 
database systems, standard entity tables might be provided 
for use by all tenants. For CRM database applications, such 
standard entities might include tables for Account, Contact, 
Lead, and Opportunity data, each containing pre-defined 
fields. It should be understood that the word “entity” may also 
be used interchangeably herein with “object' and “table.” 
0045. In some multi-tenant database systems, tenants may 
be allowed to create and store custom objects, or they may be 
allowed to customize standard entities or objects, for example 
by creating custom fields for standard objects, including cus 
tom index fields. U.S. patent application Ser. No. 10/817,161, 
filed Apr. 2, 2004, entitled “Custom Entities and Fields in a 
Multi-Tenant Database System, and which is hereby incor 
porated herein by reference, teaches systems and methods for 
creating custom objects as well as customizing standard 
objects in a multi-tenant database system. In certain embodi 
ments, for example, all custom entity data rows are stored in 
a single multi-tenant physical table, which may contain mul 
tiple logical tables per organization. It is transparent to cus 
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tomers that their multiple “tables' are in fact stored in one 
large table or that their data may be stored in the same table as 
the data of other customers. 
0046. The following detailed description will describe 
polling in accordance with aspects and embodiments of the 
present invention. 

Polling Overview 
0047. It is desirable that a page that displays data (e.g., 
task/event data in a task/event page such as a calendar) on a 
client system automatically refresh within a reasonable 
amount of time after data for that user has changed. In certain 
aspects, change means that relevant data, e.g., an event or 
task, was created, modified, or deleted. Changes can be made 
locally, e.g., the user uses a UI on a client system (such as a 
workstation, laptop, etc.) to change data for an object, or 
non-locally, e.g., data changes are made other than on the 
client system or by the user. Local activity might include a 
user changing their own object data on a client system, e.g., 
through web pages displayed on the client system, or through 
newer UI methods such as drag and drop techniques. Non 
local activity might include User B changing User A's data 
using a different client system, or User A's events changing 
through automated processes such as through workflow pro 
cesses and/or triggers, or User A's events changing via an API. 
0048. In current systems, a task/event page refreshes itself 
periodically, e.g., every 15 minutes, so any change to task/ 
events—either local or non-local will be reflected in 15 
minute intervals. This also may be the sole means of display 
ing non-local changes. However, there is an expectation that 
changes made to a user's data show up in a reasonable amount 
of time in the displayed web page or object. The source of the 
change influences what “reasonable” means. For changes 
made through local activity on their workstation, reasonable 
may be a few seconds. For non-local change sources, reason 
able may be a few seconds or a few minutes. 
0049. If local activity indicates that an event/task has 
changed, a process is used to cause the task/event page to 
refresh itself. This allows nearly immediate reflection of 
changes when a user changes their own task/events through 
normal pages, but does not address any of the user change 
SOUCS. 

0050. However, there are numerous issues with this 
approach. For example, the page refresh, even at the 15 
minute intervals, is extremely expensive and will not scale 
well as the number of users increases, the local activity pro 
cess is fragile, and only supports one of the potential sources 
of task/event changes, and A 15 minute interval for refreshes 
is too coarse for active use. 

Polling Service Detailed Description 
0051 FIG. 3 illustrates an example of a polling system 
according to one embodiment. Application server 200 pro 
vides access to pages and other objects stored in database 205 
for clients or subscribers. A polling server 210 communicates 
with the client systems (pages 220) and application server 200 
over a network connection, e.g., over the internet or other 
network, to provide refresh information and reduce the load 
on the application server 200 as will be described below. A 
client system loads a page 220 or other object from database 
205 via an application server 200. In one embodiment, page 
220 (a task/event page, or other page or object) is enabled to 
query a server 210 to determine if the page (e.g., task/event 
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page or object) should refresh itself. Page 220 queries polling 
server 210 periodically (e.g., every 15 seconds, or every 2 to 
3 minutes) to determine if the page should be refreshed. 
Responsive to a polling message 1 from page 220, polling 
server 215 authenticates the polling message and checks an 
update table 215 and sends a polling response 2 back to page 
220 with information that enables page 220 to determine if 
page 220 should be refreshed. Such information might 
include timestamp information, or other information usable 
by page 220 to make the determination. Application server 
200 provides update information to polling server 210 in the 
form of outbound messages 202, which might include user id, 
object information, timestamp information, authentication 
information and event type information as will be described 
in more detail below. Polling server 210 stores relevant infor 
mation in outbound messages 202 to one or more tables 215. 
If a determination is made that page 220 should refresh, page 
220 sends a refresh request3 to application server 200, which 
sends a refresh response 4 with appropriate updated page 
information. Thus, using polling server 210, the page 
refreshes (requests updates from the application server 200) 
only when updates information for the page is available, thus 
reducing the load on the application server 200. The fre 
quency of this request allows a “reasonable delay in showing 
up-to-date data. The application server 200 provides infor 
mation to the polling server 210 that enables the polling 
server to know when to respond to a polling message query 
that an update to a specific object has occurred. Given the 
amount of polling users polls per minute—direct use of an 
application server is generally undesirable as direct applica 
tion server accesses include unavoidable database use, and 
use of the application server in this manner could quickly 
consume all available database connections. 

0.052 Various aspects and embodiments, and features of 
the components of the polling system will now be described 
with reference to FIG. 3. 

Polling Client 

0053. The task/event page includes a poller (polling client 
225), that runs periodically (e.g., every 10 or 15 seconds or 
every minute—this time is tunable). The poller calls or que 
ries the polling server 210 by sending a polling message or 
polling client request with a poll type (e.g. “task event 
refresh'), and a session token. The polling server can return 
different responses, depending on certain factors, for 
example: 

0054 HTTP UNAUTHORIZED the credentials sup 
plied are invalid (or the service believes the poller to be 
abusive.) The poller should stop making requests. 

0.055 HTTP OK the polling row id is returned. The 
client must keep track of the last few ids returned and 
ignore ids that it has seen before. If the id is new, the 
polling client should cause the page to be refreshed. 

0056 HTTP NOT MODIFIED no new polling data. 
0057 HTTP (something) the service returns the 
maximum polling frequency—only returned once if the 
service believes the client is calling too often. 

Polling Service/Server 

0058. The polling server 210 responds to polling requests. 
In certain aspects, the polling server is a stand-alone servlet, 
with minimal filters and little or no standard context. 
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Polling Service 
Authentication 

0059. The first time a session token is seen the session is 
authenticated, e.g., through an api; a child session is created 
for polling and a long timeout—e.g., 8 hours is set and the 
user/organization is noted for the session. If authentication 
fails, HTTP UNAUTHORIZED is returned. (Or HTTP NOT 
MODIFIED Polls from this child Session will continue 
working until the session timeout—which will force a new 
authentication request. 

Polling Service 

Polling Client Requests 

0060. In one embodiment, each polling client request 
includes a session token (cookie), and poll type. The service 
checks for org/user/poll types in the in-memory polling data 
table 215. If data is found, and it is newer than the time of the 
previous polling request (minus Some delta to allow for tim 
ing slop)—HTTPOK and the related polling id is returned, 
and the data is marked as consumed. Otherwise, HTTP NOT 
MODIFIED is returned. 
0061. If the current request is found to be too soon after the 
last request, the server 210 responds with HTTP (something) 
and the minimum frequency. This same response can be used 
for all requests if it is desired to (for whatever reason) slow 
down polling clients. 

Polling Service 
Feeding 

0062. In one embodiment, in application server 200, trig 
gers against tasks/events will upsert a polling information 
into a table for the impacted user with poll type="task 
event refresh' and create date current timestamp. In one 
embodiment, an insert or update into this table triggers a 
workflow rule, which will cause an outbound message 202 to 
be sent to a polling service endpoint, e.g., polling server 210. 
0063. The polling service exposes a simple webservice 
endpoint. This endpoint accepts organization/user/poll type 
(e.g., outbound messages 202), and uses this information to 
keep an in-memory list of recent polls. 

Polling Service 

Load Balancing 

0064. In one embodiment, outbound messages sent to a 
polling server 210 will be propagated to other polling servers 
where more than one polling server is present in the system. 
A few load balancing approaches include: 

0065. Use Apache JCS http://jakarta.apache.org/ 
jcs/—configured with: 
0066 Memory: LRU Memory Cache. 
0067. Lateral: TCP Lateral Cache http://jakarta. 
apache.org/cs/LateralTCPAuxCache.html allows 
service/servers to be kept synchronized 

0068. Use Jboss Cache 2.0 http://labs.jboss.com/file 
access/default/members/bosscache/freezone/docs/2.1. 
0.CR1/userguide en/html single/index.html#d0e 138 
0069. Each service/server can be configured as a 
cluster. 
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Polling Service 

Initial State 

0070. When a server starts up and discovers that it does not 
have polling data it will query the polling table, through the 
api, for all rows. 

Polling Service (“Pollmatic') 

0071 Pollmatic allows a page (e.g., a Visual force page or 
other page) to send repeated queries for application server 
changes without incurring the overhead of a direct application 
server call. Pollmatic can be used, for example, to force an 
automatic refresh of a page that shows events when an event 
is changed on the application server. 
0072. In one embodiment, a Pollmatic Iframe 225 is inte 
grated into a Visualiforce page, or other page. The Pollmatic 
Iframe, in one embodiment, includes a robust JavaScript poll 
ing mechanism that continually asks the polling service? 
server if something has changed on the application server. 
One skilled in the art will understand that other polling 
mechanisms may be used. In certain aspects, the Iframe 
requires a specific URL and parameters to work: 

0.073 Server URL:://apps.salesforce.com/pollmatic/if 
rame-poll 

Parameters: 

0.074 
0075) 

0076 
0.077 

sessionId={SApi.Session ID} 
The user's session 

apiurl={SApi. Partner Server URL 90} 
Server URL for partner API 9.0 

0078 pollingInterval=50000 
007.9 The interval between poll requests is in milli 
seconds. (TBD: The minimum polling interval is five 
minutes.) 

0080 
0081. The notice used here must match the notice 
specified when configuring an org to use Pollmatic. If 
integrating Pollmatic into a page that shows calendar 
info, a notice could be notice-calrefresh. 

notice=<yournoticetyped 

The following is an example of an Iframe component: 

<apex:iframe id="pollmatic 
Src=http://apps. Salesforce.com/pollmaticfiframe.poll?pollingInterval= 
1000&sessionId={SApi.Session ID&notice= 
calrefresh&apiurl={SApi. Partner Server URL 90}/> 

I0082. When the Pollmatic Iframe gets new information 
via polling, the Iframe calls a JavaScript method. This method 
could do a simple page refresh; re-render part of a page or do 
anything else that JavaScript enables. 
I0083. In certain aspects, the following Javascript example 
can be included in a page: 

0084 
0085. The Pollmatic service runs on a different server 
than the application server, and it must reset the docu 
ments domain to the less specific "salesforce.com' to 
allow the Pollmatic Iframe to call into the page. 

document.domain="salesforce.com' 
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I0086) function gotInfo(result) {<do something interest 
ing>} 
0087. The Pollmatic Iframe calls this function when 
the polling notice has been updated. 

I0088. For example: 

<apex:page controller-pollmaticTestPageController's 
<apex:iframe id="pollersrc="://apps.salesforce.com 
?pollmaticfiframedebug-poll?pollingInterval=1000&sessionId= 
{SApi.Session ID&notice=calrefresh&api 
url={SApi. Partner Server URL 90}/> 
<scripts 

document.domain="salesforce.com: 
war lastResult = 0: 
function gotInfo(result) { 

callActionFunction(); 

<scripts 
<apex:form id="output's 

<apex:actionFunction action="{!pinged rerender="output name= 
“callActionFunction > 

</apex:form 

0089. The request for the iframe. poll page is authenticated 
with the passed in sessionId, against a passed-in api url. In 
certain aspects, the session in Pollmatic can be in one of three 
states after authentication: 

0090) 1. Authenticated The session was successfully 
authenticated, and will not be checked again for a period 
of time, e.g., four hours. After that period of time, the 
session will be authenticated again. This means that if a 
session is authenticated in Pollmatic, and within those 
four hours, the application server session is made invalid 
(through logging out, for example). Pollmatic will con 
tinue to accept poll requests from the Pollmatic Iframe. 

0091 2. Unauthenticated The session was not authen 
ticated. The session will never be checked again. 

0092. 3. Uncheckable—The session could not be 
checked due to various issues: a network issue, the API 
server is unavailable, organization rate limits have been 
exceeded, or other issues. This session is authenticated 
again within 15 to 30 minutes or other time period. The 
re-check time is random so that the API server does not 
get hit with multiple, simultaneous authentication 
requests when the API server becomes available again. 

0093. The Pollmatic Iframe makes polling requests to 
check.poll. These requests are authenticated in the same man 
ner as iframe. poll. 
0094 Polling requests will not start for ten seconds after 
page load. If requests to check.poll are not answered in a 
timely manner (say, the Pollmatic service is down), polling 
requests are stopped for a period of time defined as two times 
your polling interval, and then restarted. 
0095. In one embodiment, the Pollmatic service gathers 
information about polling notices in two ways: 

0096 1. When a session is authenticated, the system 
will check to see if the organization has been seen by the 
service since the service was started. If not, all polling 
information from the application server for the organi 
zation within 30 seconds is gathered. 

(0097 2. The Pollmatic service (e.g., server 210) accepts 
outbound messages 202 from the application server 200 
describing polling information for a single user. 
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0098. In certain aspects, pollmatic setup includes the fol 
lowing actions: 

0099. 1. Create a custom object, Poll Notice. 
0.100 2. Create an “always on' workflow rule againstall 
Poll Notice changes. 

0101 3. Create an Outbound Message action, triggered 
by the workflow rule. 

0102) 4. Create a trigger which updates Poll Notice. 
0103) In certain aspects, the Pollmatic service requires an 
object 215 (also called “Poll Notice table') that includes the 
following fields: 

0104. User Lookup(User). The user that should be 
alerted to changes. 

0105 Date Date/time The date/time that the change 
took place. 

0106 Notice Text(). The notice type. 
0107. In certain aspects, rows inserted into table 215 
should ensure that there is only one row per User/Notice 
combination. That is, if a row is inserted for user A and notice 
“calrefresh, only that row for future user A and notice “cal 
refresh' date changes should be updated. This object is 
secured in certain aspects to allow any user API access to all 
rows. The first time an organization uses the polling service, 
the pollmatic service selects all rows from this organization's 
object. 
0108. The Pollmatic service/server 210 accepts outbound 
messages 202 from application server 200 that includes the 
user id, date, and notice. The service keeps track of these 
messages, and uses them to let the pollmatic Iframe know that 
a notice has arrived. 
0109. In certain aspects, the outbound message 202 
includes one or more of: 

0110. Name: Poll Notice Modified 
0111. Object: Poll notice c 
0112 Fields: id., date c, user c, notice c 
0113 Endpoint URL: http://apps.company name.com/ 
pollmatic/set-poll 

0114. In certain aspects, some or all changes to the Poll 
Notice object can trigger workflow. 

0115 Object: Poll notice c 
0116 Rule Criteria: if true, true, true) 
0.117 Immediate Workflow Action: Outbound Mes 
sage, Poll Notice Modified 

0118 Triggers can be written to update the Poll Notice 
object. Below is an example of a trigger that will react to 
changes to an Event. Updates and inserts to the Poll Notice 
table preferably avoid duplicate notice values for a user. 

trigger PollNotification on Event (after insert,after update,before delete) { 
Set-String impacted Users = new Set-String (); 
if (triggerisdelete): 

for (Evente : Trigger old) { 
String u = e.OwnerId; 
if (u.substring(0.3)=='005) { 

impacted Users.add(u); 

else { 
for (Evente : Trigger.new) { 

String u = e.OwnerId; 
if (u.substring(0.3)=='005) { 

impacted Users.add(u); 
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-continued 

List<Poll Notice co-notices = 
select user c, notice c, date c from poll notice c 

where user c in impacted Users 
and notice c=cal refresh; 

for(Poll Notice c notice: notices) { 
impacted Users.remove(notice.user c): 
notice.date c = System.now(); 

for(String user: impacted Users) { 
notices.add(new Poll Notice c(user c=user, 
notice c=cal refresh, date c=System.now ())); 

upsert(notices); 

0119. In certain aspects, Pollmatic may be told about 
application server changes without the use of the Poll Notice 
object. This could minimize the executed DML statements 
during an Event or Task change, for example. 
0120. The endpoint url for direct workflow messages may 
be slightly different: 

0121 
0.122 2. The url should indicate whichfields correspond 
to the date and user entries in the message. 

1. Uses wifset-poll (instead of set-poll). 

0123. Using an Event as an example: 
0.124 Outbound Message Name suggest Event Modi 
fied 

0.125 Endpoint URL: http://apps.company name.com/ 
pollmatic/wfset. 
poll?userOwnerId&notice-calrefresh&date= 
Modified Date 

0.126 User-OwnerId this tells the Pollmatic ser 
vice that the OwnerId parameter is to be used to iden 
tify the affected user. 

0127. Date=LastModifiedDate this tells the Poll 
matic service that LastModified Date should be used 
to identify the time of the change. 

0128. Notice-calrefresh this notice is the same as 
the notice you specified in the iframe url. 

0129. Include 3 fields: 
0130. Id 
0131 OwnerId 
(0132 LastModified Date 

0133. Again, using Event, as an example, a workflow rule 
can be set up: 

I0134) Object: Task or Event 
I0135 Rule Criteria: if(true, true, true) 
0.136 Immediate Workflow Action: Outbound Message 
and either the Task Modified or Event Modified rule as 
appropriate. 

0137 While the invention has been described by way of 
example and in terms of the specific embodiments, it is to be 
understood that the invention is not limited to the disclosed 
embodiments. To the contrary, it is intended to cover various 
modifications and similar arrangements as would be apparent 
to those skilled in the art. Therefore, the scope of the 
appended claims should be accorded the broadest interpreta 
tion so as to encompass all Such modifications and similar 
arrangements. 
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What is claimed is: 
1. A method of controlling a number of object update 

requests sent from a client system to an application server, the 
method comprising the steps of 

receiving a request in a polling server from a client system, 
the request including data identifying a first user and an 
object provided to the client system by an application 
server; 

determining in the polling server whether an update mes 
sage related to the object has been received by the poll 
ing server from the application server; and if so 

sending a response from the polling server to the client 
system, the response including information usable by 
the client system to determine if new or updated infor 
mation related to the object is available on the applica 
tion server. 

2. The method of claim 1, wherein the request further 
includes authentication information associated with the 
object, and wherein the method further includes determining 
whether the request is authentic based on the authentication 
information before sending the response. 

3. The method of claim 2, further including sending an 
authentication request, including the authentication informa 
tion, from the polling server to the application server, and 
receiving an authentication response from the application 
server, the authentication response identifying whether the 
authentication information is authenticated. 

4. The method of claim3, further including storing to cache 
in the polling server whether the authentication informationis 
authenticated. 

5. The method of claim 2, whereindetermining whether the 
request is authentic includes authenticating the request based 
on information stored in cache on the polling server. 

6. The method of claim 1, further including receiving at the 
application server an update request from the client system 
responsive to the client system processing the response to 
determine that new or updated information related to the 
object is available on the application server. 

7. The method of claim 1, wherein the object is a web page 
provided by the application server. 

8. The method of claim 1, wherein the response sent to the 
client system includes timestamp information for the object. 

9. The method of claim 1, wherein the client system is 
communicably coupled with the application server and the 
polling server over the internet. 

10. The method of claim 1, wherein the application server 
is communicably coupled with the polling server over the 
internet or a direct network connection. 

11. The method of claim 1, wherein determining includes 
accessing an update table stored on the polling server, the 
update table including objects and related update information 
received from the application server in update messages. 

12. A database system configured to control a number of 
object update requests sent from client systems to an appli 
cation server, the system comprising: 

an application server communicably coupled with a data 
base that stores data objects, the application server being 
configured to provide data objects to client systems and 
to update data objects responsive to requests from client 
systems; and 

a polling server communicably coupled with the applica 
tion server, the polling server configured to receive poll 
ing requests from client systems and to receive update 
messages from the application server, and 
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a client system executing code that causes the client system 
to periodically send polling requests to the polling 
Server, 

wherein upon updating an object, the application server 
sends an update message to the polling server identify 
ing the object updated; 

wherein upon receiving a request from the client system 
identifying a specific object, the polling server sends a 
response to the client system including an indication of 
whether the specific object has been updated, and 

wherein upon receipt of the response, the client system 
sends an update request message to the application 
server requesting updated data for the specific object. 

13. The system of claim 12, wherein the request from the 
client includes information identifying a user and information 
identifying an object. 

14. The system of claim 13, wherein the request from the 
client further includes session identification information, 
wherein the polling server upon receipt of the request authen 
ticates whether the request is valid based on the session id 
information. 

15. The system of claim 14, wherein the polling server 
authenticates the request by sending an authentication mes 
sage to the application server. 

16. The system of claim 14, wherein the polling server 
authenticates the request by checking a cache that stores 
authentication information by session id. 

17. The system of claim 12, wherein an update message 
includes timestamp information, and wherein the response 
sent to the client system by the polling server includes the 
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timestamp information for the specific object, wherein upon 
receipt of the request, the client system determines whether 
the specific object has been updated based on the timestamp 
information. 

18. The system of claim 12, wherein the application server 
responds to the update request with updated data for the 
specific object. 

19. The system of claim 12, wherein the code executing on 
the client system is part of the specific object provided to the 
client system by the application server. 

20. The system of claim 12, wherein the code executing on 
the client system is received with the specific object provided 
to the client system by the application server. 

21. A tangible computer readable medium that stores code 
for controlling one or more processors to enable controlling a 
number of object update requests sent from a client system to 
an application server, the code including instructions to: 

receive a request in a polling server from a client system, 
the request including data identifying a first user and an 
object provided to the client system by an application 
server; 

determine in the polling server whether an update message 
related to the object has been received by the polling 
server from the application server; and if so 

send a response from the polling server to the client system, 
the response including information usable by the client 
system to determine if new or updated information 
related to the object is available on the application 
Sever. 
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