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TRANSACTION SYSTEMAND METHOD OF 
CONDUCTING A POINT OF-SALE 

TRANSACTION BETWEEN A MERCHANT 
AND A CONSUMER USING AWIRELESS 

PLATFORM 

BACKGROUND OF THE INVENTION 

The present invention relates to point-of-sale transactions, 
and is particularly directed to a transaction system and a 
method of conducting a point-of-sale transaction between a 
merchant and a consumer using a wireless platform. 
The use of a wireless platform to conduct a point-of-sale 

(POS) transaction between a merchant and a consumer 
buying goods from the merchant is known. Typically, in the 
known wireless platforms, after wireless communication is 
established between the merchant and the consumer, the 
consumer provides the merchant with consumer-specific 
information so that the merchant can authenticate the trans 
action through an institution, such as a bank or a third party 
broker, to effect payment for the goods purchased by the 
consumer. When the merchant receives the consumer-spe 
cific information from the consumer, the merchant commu 
nicates with the institution to authenticate the transaction. 
The consumer-specific information provided by the con 
Sumer typically includes a person identification number 
(PIN), account details, and/or personal data, for examples. 
A concern for Some consumers in using the known 

wireless platforms to conduct a POS transaction is that these 
consumers may not feel secure when providing merchants 
with certain consumer-specific information. These consum 
ers may be concerned about identity theft, for example. It 
would be desirable to provide a wireless platform on which 
a consumer can conduct a POS transaction with a merchant 
without having to disclose certain consumer-specific infor 
mation to the merchant. 

SUMMARY OF THE INVENTION 

In accordance with one aspect of the present invention, a 
transaction system is provided for a merchant and a con 
Sumer to conduct a point-of-sale (POS) transaction. The 
transaction system comprises a host for providing a mer 
chant authorization key and a consumer authorization key 
which co-operates as a pair with the merchant authorization 
key. The transaction system further comprises a consumer 
transaction server including (i) means for receiving the 
consumer authorization key from the host, and (ii) means for 
communicating the consumer authorization key to a portable 
wireless client of the consumer to allow the consumer to 
send the consumer authorization key to a POS terminal of 
the merchant. The transaction system also comprises a 
merchant transaction server including (i) means for receiv 
ing the merchant authorization key from the host, and (ii) 
means for comparing the merchant authorization key with 
the consumer authorization key when the consumer autho 
rization key is received from the POS terminal of the 
merchant. The merchant transaction server may include 
means for sending a message to the POS terminal of the 
merchant to indicate a successful transaction if the compari 
Son of the keys reveals that the keys comprise a pair. As an 
example, the keys comprise a pair when the keys match. The 
merchant transaction server may include means for sending 
a message to the POS terminal of the merchant to indicate 
a failed transaction if the comparison of the keys reveals that 
the keys do not comprise a pair. 
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2 
In accordance with another aspect of the present inven 

tion, a method of operating a transaction system to enable a 
merchant having a POS terminal and a consumer having a 
portable wireless client to conduct a POS transaction com 
prises Supplying a merchant authorization key and a con 
Sumer authorization key which co-operates as a pair with the 
merchant authorization key, transmitting the consumer 
authorization key to the portable wireless client device of the 
consumer, transmitting the consumer authorization key from 
the portable wireless client device of the consumer to the 
POS terminal of the merchant, and comparing the consumer 
authorization key with a merchant authorization key to 
determine if the keys comprise a pair after the consumer 
authorization key is received at the POS terminal of the 
merchant. As an example, the keys comprise a pair when the 
keys match. 

In accordance with yet another aspect of the present 
invention, a point-of-sale (POS) terminal is provided for a 
merchant to conduct a POS transaction with a consumer. The 
POS terminal comprises means for wirelessly receiving a 
consumer authorization key from a portable wireless client 
device carried by the consumer, means for transmitting the 
consumer authorization key to a merchant transaction server 
located remotely from the POS terminal to compare the 
consumer authorization key with a merchant authorization 
key to determine if the keys comprise a pair, and means for 
receiving from the merchant transaction server a message 
indicating a Successful transaction if the comparison reveals 
that the keys comprise a pair. As an example, the keys 
comprise a pair when the keys match. The POS terminal may 
further comprise means for receiving from the merchant 
transaction server a message indicating a failed transaction 
if the comparison reveals that the keys do not comprise a 
pair. 

In accordance with still another aspect of the present 
invention, a method of operating a point-of-sale (POS) 
terminal in a POS transaction between a merchant having a 
point-of-sale terminal and a consumer having a portable 
wireless client device comprises wirelessly receiving a con 
Sumer authorization key from the portable wireless client 
device of the consumer, transmitting the consumer authori 
Zation key to a merchant transaction server located remotely 
from the POS terminal to compare the consumer authoriza 
tion key with a merchant authorization key to determine if 
the keys comprise a pair, and receiving from the merchant 
transaction server a message indicating a Successful trans 
action when the comparison of the keys reveals that the keys 
comprise a pair. As an example, the keys comprise a pair 
when the keys match. The method may further comprise 
receiving from the merchant transaction server a message 
indicating an unsuccessful transaction when the comparison 
of the keys reveals that the keys do not comprise a pair. 

In accordance with another aspect of the present inven 
tion, a portable wireless client device is provided for a 
consumer to conduct a point-of-sale (POS) transaction with 
a merchant. The portable wireless client device comprises a 
wireless communication port for communicating with a POS 
terminal of the merchant, means for receiving a consumer 
authorization key from a consumer transaction server during 
the POS transaction, and means for transmitting the con 
Sumer authorization key to the POS terminal of the merchant 
when the consumer confirms sending of the consumer 
authorization key to the POS terminal of the merchant. 

In accordance with yet another aspect of the present 
invention, a method of operating a portable wireless client 
device in a point-of-sale (POS) transaction between a con 
Sumer having a portable wireless client device and a mer 

Petitioner Askeladden LLC 
Exhibit 1014 - Page 7 of 10



US 7,024,396 B2 
3 

chant having a POS terminal comprises receiving a con 
Sumer authorization key from a consumer transaction server 
during the POS transaction, and wirelessly transmitting the 
consumer authorization key to the POS terminal of the 
merchant when the consumer confirms sending of the con 
Sumer authorization key to the POS terminal of the mer 
chant. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other features of the present invention 
will become apparent to one skilled in the art to which the 
present invention relates upon consideration of the following 
description of the invention with reference to the accompa 
nying drawings, wherein: 

FIG. 1 is a schematic block diagram of a transaction 
system in accordance with the present invention; and 

FIG. 2 is a flowchart depicting a process in accordance 
with the present invention. 

DETAILS OF THE INVENTION 

The present invention is directed to a transaction system 
and a method of conducting a point-of-sale (POS) transac 
tion between a merchant and a consumer using a wireless 
platform. The specific configuration of a transaction system 
in accordance with the present invention may vary. 

Referring to FIG. 1, a transaction system 10 embodying 
the present invention includes a host transaction processor 
12 which communicates on a network 14 with a consumer 
payment server 16 and a merchant transaction server 18. 
Although the host transaction processor 12 and the servers 
16, 18 are shown in FIG. 1 as being at the same physical 
location, it is contemplated that each of the host transaction 
processor 12 and servers 16, 18 may be located at a different 
location. It is also contemplated that each of the host 
transaction processor 12 and servers 16, 18 may be owned 
by the same entity or by a different entity. 

The consumer payment server 16 communicates via a 
cellular network 20, such as a code division multiple access 
(CDMA) cellular network, with a portable wireless client 
device 22 carried by a consumer. The portable wireless 
client device 22 is, preferably, in the form of a cellular 
phone. The cellular phone 22 is enabled for wireless com 
munication using a known wireless platform. For example, 
the wireless platform may comprise Bluetooth (trademark) 
wireless technology offered by Bluetooth SIG, Inc. Suitable 
cellular phones for conducting POS transactions between a 
merchant and a consumer are known and, therefore, will not 
be described. 

The merchant transaction server 18 communicates via a 
network 24, such as the Internet, with POS terminal 26 
located at a facility of a merchant. The POS terminal 26 is 
enabled for wireless communication using a known wireless 
platform, such as Bluetooth (trademark) wireless technol 
ogy. The POS terminal 26 wirelessly communicates via 
Bluetooth network 28 with the portable wireless client 
device 22 carried by the consumer. 

Referring to FIG. 2, a flowchart 100 depicts a process 
carried out by the transaction system 10 when a POS 
transaction is conducted between the merchant and the 
consumer. After the consumer brings goods 30 (FIG. 1) to be 
purchased to the POS terminal 26 of the merchant, as shown 
in step 102, the merchant establishes the amount of payment 
due for the goods, as shown in step 104. A determination is 
then made in step 106 as to whether the consumer transac 
tion software on the portable wireless client device 22 
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4 
carried by the consumer has been initiated. If the determi 
nation in step 106 is affirmative, the process proceeds to step 
110. However, if the determination in step 106 is negative, 
the process proceeds to step 108 to initiate the consumer 
transaction software on the portable wireless client device 
22 before proceeding to step 110. 
A determination is made in step 110 as to whether the 

merchant transaction software on the POS terminal 26 of the 
merchant has been initiated. If the determination in step 110 
is affirmative, the process proceeds to step 114. However, if 
the determination in step 110 is negative, the process pro 
ceeds to step 112 to initiate the merchant transaction soft 
ware on the POS terminal 26 before proceeding to step 114. 
In step 114, the merchant keys in the payment amount due 
for the goods 30 to be purchased by the consumer, as was 
established in step 104. The merchant also requests a con 
Sumer authorization key (CAK) from the portable wireless 
client device 22 carried by the consumer, as shown in step 
116. 
When the merchant's request of step 116 is received by 

the portable wireless client device 22 carried by the con 
Sumer, as shown in step 118, the consumer transaction 
software on the portable wireless client device prompts the 
consumer to accept the merchant's request, as shown in step 
120. The prompt may be in the form of displayed text on the 
portable wireless client device 22. A determination is made 
in step 122 as to whether the consumer confirms acceptance 
of the merchant's request. If the determination in step 122 is 
negative, the process proceeds to step 124 in which a 
message is sent back to the merchant to indicate to the 
merchant that the merchants request has not been accepted. 
The transaction terminates as a result. However, if the 
determination in step 122 is affirmative (i.e., the consumer 
accepts the merchant's request), the process proceeds to step 
126 in which the portable wireless client device 22 carried 
by the consumer wirelessly connects to the consumer pay 
ment server 16. 

After the portable wireless client device 22 wirelessly 
connects to the consumer payment server 16, the account 
number of the consumer and the amount of money to be 
debited to this account number are sent from the portable 
wireless client device 22 to the consumer payment server 16, 
as shown in step 128. The consumer payment server 16 
performs the transaction with the host transaction processor 
12, as shown in step 130. Then in step 132, the host 
transaction processor 12 generates a CAK and sends the 
CAK to the consumer payment server 16. The host trans 
action processor 12 also generates a merchant authorization 
key (MAK) and sends the MAK to the merchant payment 
server 18, as shown in step 134. 

After the consumer payment server 16 receives the CAK 
from the host transaction processor 12, the consumer pay 
ment server sends the CAK to the portable wireless client 
device 22 carried by the consumer, as shown in step 136. 
The consumer then sends the CAK from the portable wire 
less client device 22 to the POS terminal 26 of the merchant, 
as shown in step 138. In step 140, the POS terminal 26 
receives the CAK from the portable wireless client device 22 
of the consumer, and connects to the merchant payment 
server 18 to send the CAK thereto. 
Then in step 142, the merchant payment server 18 

receives the CAK from the POS terminal 26 of the merchant 
and applies a mathematical formula to the CAK and the 
MAK that was received from the host transaction processor 
12 back in step 134 to provide a result. A determination is 
made in step 144 as to whether the result from the math 
ematical formula applied to the CAK and the MAK in step 
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142 meets predetermined criteria. The predetermined crite 
ria may be, for example, whether or not the CAK and the 
MAK match. As an example, the extent of match may 
require an exact match between the CAK and the MAK. As 
an alternative, the extent of match may require a match only 
between at least some portion of the CAK and at least some 
portion of the MAK. This predetermined criteria may be 
stored in memory at the merchant payment server 18, for 
example. 

If the determination in step 144 is affirmative, the process 
proceeds to step 146 in which a message is sent from the 
merchant payment server 18 to the POS terminal 26 of the 
merchant to provide an indication to the merchant that the 
transaction was successful. However, if the determination in 
step 144 is negative, the process proceeds to step 148 in 
which a message is sent from the merchant payment server 
18 to the POS terminal 26 of the merchant to provide an 
indication to the merchant that the transaction failed (i.e., the 
transaction was unsuccessful). 
A number of advantages result by providing a transaction 

system and method of conducting a POS transaction 
between a merchant and a consumer using a wireless plat 
form in accordance with the present invention. One advan 
tage is that the consumer is not required to provide con 
Sumer-specific information to the merchant in order to 
conduct the transaction. This helps to alleviate concerns or 
fears that the consumer may have in revealing certain 
consumer-specific information to a merchant during a POS 
transaction. The result is less potential for fraud to occur. 

Although the above description describes the merchant as 
having a POS terminal which is located at a fixed location, 
it is contemplated that the POS terminal may comprise some 
other type of POS terminal. For example, the POS terminal 
may be a portable type of POS terminal. Also, although the 
above description describes using Bluetooth wireless tech 
nology for communication between a POS terminal of the 
merchant and a portable wireless client device carried by the 
consumer, it is conceivable that another type of wireless 
technology be used. For example, infrared technology may 
be used. Moreover, although the above description describes 
the consumer using a cellular phone as a portable wireless 
client device to conduct a POS transaction with a merchant, 
it is contemplated that the portable wireless client device 
may comprise a different type of device. For examples, the 
portable wireless client device may comprise a personal 
digital assistant (PDA), an Internet access device, or Such 
like. 
From the above description of the invention, those skilled 

in the art to which the present invention relates will perceive 
improvements, changes and modifications. Numerous Sub 
stitutions and modifications can be undertaken without 
departing from the true spirit and scope of the invention. 
Such improvements, changes and modifications within the 
skill of the art to which the present invention relates are 
intended to be covered by the appended claims. 
What is claimed is: 
1. A transaction system for enabling a merchant and a 

consumer to conduct a point-of-sale (POS) transaction, the 
transaction system comprising: 

a host transaction processor for generating a merchant 
authorization key and a consumer authorization key 
which co-operates as a pair with the merchant autho 
rization key: 

a consumer payment server including (i) means for 
receiving the consumer authorization key from the host 
transaction processor, and (ii) means for communicat 
ing the consumer authorization key to a portable wire 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
less client device of the consumer to allow the con 
Sumer to send the consumer authorization key from the 
portable wireless client device to a POS terminal of the 
merchant; and 

a merchant transaction server including (i) means for 
receiving the merchant authorization key from the host 
transaction processor, (ii) means for receiving the con 
Sumer authorization key from the POS terminal of the 
merchant after the POS terminal of the merchant has 
received the consumer authorization key from the por 
table wireless client device of the consumer, and (iii) 
means for comparing the merchant authorization key 
with the consumer authorization key when the con 
Sumer authorization key is received from the POS 
terminal of the merchant. 

2. A transaction system according to claim 1, wherein the 
merchant transaction server includes means for sending a 
message to the POS terminal of the merchant to indicate a 
successful POS transaction if the comparison of the keys 
reveals that the keys comprise a pair. 

3. A transaction system according to claim 2, wherein the 
keys comprise a pair when the keys match. 

4. A transaction system according to claim 1, wherein the 
merchant transaction server includes means for sending a 
message to the POS terminal of the merchant to indicate a 
failed POS transaction if the comparison of the keys reveals 
that the keys do not comprise a pair. 

5. A transaction system according to claim 1, wherein the 
merchant transaction server includes (i) means for sending a 
message to the POS terminal of the merchant to indicate a 
successful POS transaction if the comparison of the keys 
reveals that the keys comprise a pair, and (ii) means for 
sending a message to the POS terminal of the merchant to 
indicate a failed POS transaction if the comparison of the 
keys reveals that the keys do not comprise a pair. 

6. A method of operating a transaction system to enable a 
merchant having a POS terminal and a consumer having a 
portable wireless client device to conduct a POS transaction, 
the method comprising: 

generating a merchant authorization key and a consumer 
authorization key which co-operates as a pair with the 
merchant authorization key: 

transmitting the consumer authorization key to a con 
Sumer payment server, 

transmitting the merchant authorization key to a merchant 
transaction server; 

transmitting the consumer authorization key from the 
consumer payment server to the portable wireless client 
device of the consumer to allow the consumer to 
transmit the consumer authorization key from the por 
table wireless client device to the POS terminal of the 
merchant; 

receiving at the merchant transaction server the consumer 
authorization key from the POS terminal of the mer 
chant after the POS terminal of the merchant has 
received the consumer authorization key from the por 
table wireless client device of the consumer; and 

comparing at the merchant transaction server the con 
Sumer authorization key with the merchant authoriza 
tion key to determine if the keys comprise a pair after 
the consumer authorization key is received from the 
POS terminal of the merchant. 

7. A method according to claim 6, wherein the keys 
comprise a pair when the keys match. 

8. A point-of-sale (POS) terminal for a merchant to 
conduct a POS transaction with a consumer, the POS ter 
minal comprising: 
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means for wirelessly receiving a consumer authorization 
key from a portable wireless client device carried by 
the consumer; 

means for transmitting the consumer authorization key 
received from the portable wireless client device car 
ried by the consumer to a merchant transaction server 
located remotely from the POS terminal to allow the 
merchant transaction server to compare the consumer 
authorization key with a merchant authorization key to 
determine if the keys comprise a pair, and 

means for receiving from the merchant transaction server 
a message indicating a successful POS transaction if 
the comparison at the merchant transaction server of 
the consumer authorization key with the merchant 
authorization key reveals that the keys comprise a pair. 

9. A POS terminal according to claim 8, wherein the keys 
comprise a pair when the keys match. 

10. A POS terminal according to claim 8, further com 
prising means for receiving from the merchant transaction 
server a message indicating a failed POS transaction if the 
comparison at the merchant transaction server of the con 
Sumer authorization key with the merchant authorization key 
reveals that the keys do not comprise a pair. 

11. A method of operating a point-of-sale (POS) terminal 
in a POS transaction between a merchant having a POS 
terminal and a consumer having a portable wireless client 
device, the method comprising: 
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8 
wirelessly receiving a consumer authorization key from 

the portable wireless client device of the consumer; 
transmitting the consumer authorization key received 

from the portable wireless client device of the con 
Sumer to a merchant transaction server located 
remotely from the POS terminal to allow the merchant 
transaction server to compare the consumer authoriza 
tion key with a merchant authorization key to deter 
mine if the keys comprise a pair, and 

receiving from the merchant transaction server a message 
indicating a successful POS transaction when the com 
parison at the merchant transaction server of the con 
Sumer authorization key with the merchant authoriza 
tion key reveals that the keys comprise a pair. 

12. A method according to claim 11, wherein the keys 
comprise a pair when the keys match. 

13. A method according to claim 11, further comprising 
receiving from the merchant transaction server a message 
indicating an unsuccessful POS transaction when the com 
parison at the merchant transaction server of the consumer 
authorization key with the merchant authorization key 
reveals that the keys do not comprise a pair. 
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