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(57) ABSTRACT

An added level of security is provided for charge transactions.
Upon presenting a charge card number for a purchase, for
example, the cardholder receives a message (e.g. , SMS) on
his cell phone or PDA that a charge authorization request has
been received. The message may include the merchant, a
charge amount, and a time and date.
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TRANSACTION NOTIFICATION AND
AUTHORIZATION METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation ofpatent application Ser.
No. 13/088, 514, filed Apr. 18, 2011; which was a continua-
tion of patent application Ser. No. 12/043, 235, filed Mar. 6,
2008, now U.S. Pat. No. 7,954,706 B2; which was a divi-
sional of patent application Ser. No. 11/077,783, filed Mar.
11,2005, now U.S. Pat. No. 7,357,310B2; the prior applica-
tions are herewith incorporated by reference in their entirety.

BACKGROUND OF THE INVENTION

Field of the Invention

The invention lies in the financial transaction processing
field. More specifically, the invention relates to credit and
debit transactions and to related charge notification and
charge authorization.

Credit cards and charge cards have become the primary
vehicle by which payments for consumer services and con-
sumer goods are transacted. In today's environment, credit
payments are authorized at the point of sale (POS) and the
authorization is provided by the cardholder's signature on a
receipt. Often, the transaction is performed under consider-
able time pressure (e.g. , in a long cash-out line) and mistakes
are only recognized after the transaction has been completed.
The consumer may, for example, have been charged too
much, and he may have authorized the incorrect amount. As
many consumers know, correcting such simple mistakes is
not at all simple and the correction is time consuming and it is
an expensive service for the credit card and credit clearing
houses to maintain.

Mistakes such as the foregoing, however, are not the main
reason for considerable losses. Often, incorrect or non-autho-
rized charges are effected because of fraudulent or even inno-
cent mistakes that could have been avoided, had better autho-
rization security been assured. It is well known that charge
errors and charge fraud causes millions of dollars in losses in
the United States alone.

Extraneous authorization security, on the other hand, may
be too intrusive in many cases and may even have a negative
impact on the transaction.

SUMMARY OF THE INVENTION

It is accordingly an object of the invention to provide a
credit card transaction notification and authorization method,
which overcomes the above-mentioned disadvantages of the
heretofore-known devices and methods of this general type
and which provides for a non-intrusive, user-selectable noti-
fication and authorization system for credit card transactions.

With the above and other objects in view there is provided,
in accordance with the invention, an improved charge pay-
ment authorization method. First, a charge is requested at a
merchant's and account information for payment of a cus-
tomer's purchase is acquired at the merchant's. Then an
authorization request is transmitted to a remote charge pro-
cessing facility, and the charge request is processed. This
conventional process is improved as follows: a notification of
the charge request is transmitted in the form of a SMS or text
through a cellular network to a wireless device associated
with the customer no later than immediately after authorizing
the charge request and the charge request is processed without
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requiring a response from the wireless device associated with
the customer, i.e., without waiting for an authorization from
the customer.

With the foregoing and other objects in view there is pro-
vided, in accordance with the invention, a payment authori-
zation method, which comprises:

gathering, at a merchant's, account information for pay-
ment of a customer's purchase;

transmitting an authorization request to a financial autho-
rization system requesting payment authorization for the cus-
tomer's purchase, the authorization request including the
account information;

notifying the customer by sending a message to a commu-
nications device associated with the customer.

In accordance with an added feature of the invention, the
gathering step comprises swiping a card presented by the
customer and containing the account information.

With the above and other objects in view there is also
provided, in accordance with a second embodiment of the
invention, a payment authorization method, which com-
prises:

gathering, at a merchant's, account information for pay-
ment of a customer's purchase;

transmitting an authorization request to a financial autho-
rization system requesting payment authorization for the cus-
tomer's purchase, the authorization request including the
account information;

calling a communications device associated with the cus-
tomer and prompting the customer for confirmation or refusal
of the transaction; and

proces sing the authorization request in accordance with the
customer's response by either refusing the transaction or
processing the purchase.

In accordance with an alternative implementation of the
invention the customer is required to enter their personal
identifier (e.g. , a PIN) upon being prompted. A proper PIN
response is considered an authorization, while an incorrect
PIN or no response at all is considered a refusal.

With the above and other objects in view there is also
provided, in accordance with the invention, a charge card
processing method, which comprises:

inputting a transaction request to a stationary merchant
terminal disposed at a merchant location;

processing the transaction request with the merchant ter-
minal, including a transmission ofa first authorization request
to a remote processing facility and receipt of a notification
that authorization has been accepted or declined;

transmitting a second authorization request from a remote
processing facility to a mobile communications device of a
customer associated with the requested transaction via a wire-
less link; and

authorizing the requested transaction only if authorization
has been accepted for the first authorization request and a
proper response has been received by the remote processing
facility to the second authorization request.

With the above and other objects in view there is also
provided, in accordance with the invention, a charge process-
ing method, which comprises:

preauthorizing an imminent given transaction by transmit-

ting a preauthorization for the imminent given transaction
from a customer to a financial authorization system;

subsequently inputting a transaction request concerning
the given transaction at a merchant terminal disposed at a
merchant location;

processing the transaction request at the merchant termi-
nal, including a transmission of an authorization request for
the given transaction to the financial authorization system;
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transmitting a response to the authorization request from
the financial authorization system to the merchant terminal,
and thereby authorizing the transaction request at the mer-
chant's if the preauthorization from the customer is available
in the financial authorization system, and otherwise contact-
ing the customer for authorization or declining the authoriza-
tion request.

In accordance with a concomitant feature of the invention,
the preauthorization from the customer includes a maximum
amount to be authorized for the transaction and a time period
within which the preauthorization is valid.

Other features which are considered as characteristic for
the invention are set forth in the appended claims.

Although the invention is illustrated and described herein
as embodied in a credit card transaction notification and
authorization system, it is nevertheless not intended to be
limited to the details shown, since various modifications and
structural changes may be made therein without departing
from the spirit of the invention and within the scope and range
of equivalents of the claims.

The construction of the invention, however, together with
additional objects and advantages thereof will be best under-
stood from the following description of the specific embodi-
ment when read in connection with the accompanying draw-

ings.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a schematic diagram illustrating a transaction
according to the invention, in which the customer is notified
immediately during the transaction; and

FIG. 2 is a flow diagram illustrating a method for charge
request processing according to the invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Referring now to the figures of the drawing in detail and
first, particularly, to FIG. 1 thereof, there is seen a simplified
process stream in a cash-less sales transaction. A charge card
1 is swiped at a magnetic card reader 2 at a merchant terminal
3, or the card number is manually entered at the merchant
terminal 3.The latter may represent a store, it may be a teller
or an automated teller machine (ATM), or it may be a virtual
terminal in an internet-type transaction. The cardholder, or
the person swiping the card, may now be prompted to select a
debit transaction or a credit transaction on the merchant ter-
minal 3. If debit is selected, the cardholder enters the PIN
associated with the card or with the account. If credit is
selected, the cardholder is requested to sign for the purchase.

Prior to the customer's signing for the purchase, the mer-
chant terminal 3 connects, through a modem 5, to an acquirer
6. The latter obtains the information from the modem 5 and
checks against its data sources whether or not the transaction
should be authorized. At the same time, a corresponding
customer profile is checked as to the customer's set prefer-
ences concerning the notification/authorization options
according to the invention.

Here, the customer's profile is set to simple "notification, "
which means that the system only notifies the cardholder by
sending a message to his wireless device (e.g. , cell phone).
The message may be an audible message such as, for
example, "%amount% charged on %date% at %merchant
name%", or it may be an SMS (short message service) sent to
the customer's phone. The customer's profile, however, may
be set to any of several other options. For instance, the profile
may be set to a simple notification, as above, followed by a
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prompt to confirm the purchase. The confirmation, again,
may take any of several forms. For example, a simple "I"in
answer to the confirmation request may be a code for autho-
rization and a "2"may be a refusal. Or else, the customer may
be prompted to enter a PIN or any set password which is
stored in the customer profile. If the profile is set to authori-
zation, the payment authorization and the payment guarantee
are not provided. That is, the card transaction is declined at the
merchant terminal 3.

The simple notification, ofcourse, does not add any time to
the transaction. If confirmation is required, the transaction is
slightly extended. The added security, however, may well
justify the delay. In either case, it is up to the customer to
choose and set his profile accordingly.

The possible delay may be avoided by way of a further
modification of the invention. Here, we provide for preautho-
rization when a charge request is imminent. By way of
example: waiting in a checkout line, the customer may call
"ahead" and provide preauthorization for the impending pur-
chase. This may be entirely automated. The system will
prompt the customer to identify a period of time for which the
authorization is valid. For example, the purchase may be
expected within 10 minutes and, accordingly, the customer
will select, say, the half-hour authorization option. The sys-
tem may also prompt for a maximum amount that would be
authorized. For example, the purchase may be expected to
cost $50.00 and, accordingly, the customer may set the maxi-
mum authorized amount to, say, $100.00. Proper preauthori-
zation parameters may be empirically or statistically devel-
oped and the system may be set accordingly.

The process flow may be best understood by reference to a
realistic example in a restaurant environment: The server has
presented the customer a check, the customer has briefly
reviewed the check, found the total amount of, say, $40.00
agreeable, and handed the server the check and the credit
card. The server then moves to a backroom and processes the
transaction, by swiping the card and entering the amount of
$40.00 into a register terminal. Immediately upon receiving
the authorization request, the credit card authorization system
(e.g. , the acquirer 6) sends an SMS message to the customer' s

cell phone. The customer receives the message telling him
that the restaurant has requested authorization for a charge of
$40.00. This happens well before the server returns with the
transaction slip requesting the customer's signature.

When the final transaction is posted the customer may
have added a tip and the actual total may come out to, say,
$48.00 the customer may or may not be notified again. This
depends on the profile associated with the customer.

In the foregoing scenario, unfortunately, the customer' s

credit card is less than safe. It is possible, for example, for the
server to swipe the card for one or two additional transactions,
to be posted the next day or the next week. With the invention,
the additionally swiped transactions would not be authorized,
because the customer would decline. Ifonly notification were
requested according to the profile, the customer would still be
alerted to the questionable transaction and could thus take the
necessary countermeasure steps. Still in the same scenario,
the credit card number and the name could be copied down
very quickly. In addition, the three-digit security code could
be copied down as well. The customer's credit card, while
physically long returned to the customer, could now be used
to make online and telephone purchases.

It will be understood that the foregoing scenario is merely
exemplary and is in no way limiting with regard to the appli-
cation of the instant invention (nor is it intended to be dispar-
aging to the restaurant industry). Indeed, there exist numer-
ous situations where proper customer notification and
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customer authorization may prevent fraudulent transactions
and even wrongful transactions that are based on honest mis-
takes.

It will also be understood that the foregoing description is
not only applicable to credit card processing, but also to debit
and ATM card processing. The term "charge card" encom-

passes all of these cards and equivalent or similar payment
mechanisms. For example, if cash is requested at an ATM
(automated teller machine), the customer may be prompted to
authorize the dispensing of the given amount via his cell
phone, in addition to entering the PIN at the ATM terminal. In
a further modification, however, it is possible to dispense with
the prompt for the PIN entry at the terminal altogether and to
only require the entry of a PIN through the customer's cell
phone.

This leads to yet another modification or, rather, to a further
application of the novel system according to the invention. It
is possible for the customer profile to be set to notify (and/or

require confirmation from) a third party. Such third party
notification/confirmation may be beneficial in a parent/child

relationship, or in an employer/employee relationship. The
cell phone (or beeper, or equivalent wireless device) to which
the notification is to be sent is set by the cardholder and it may
be freely changed through secure access (e.g. , by telephone
through customer service, online through the Internet).

Referring now briefly to FIG. 2, after the required infor-

mation has been gathered at the merchant's (POS, ATM,
online, telephone, etc.), an authorization request or charge
request 10 is sent to the financial processing facility 6. There,
the request is processed in a conventional manner as indicated

by the boxes 11and 12.At the same time, the customer profile
associated with the account number is checked at 13. The
customer profile may be set to "no action" or it may not be set
at all. In that case, the right-hand branch is immediately
terminated. If the profile is set to Notify Only, the query 14
returns a corresponding response and the customer' s wireless
device (e.g. , cell phone or beeper) is notified at 15. The
message may be an SMS message or it may be a voice
announcement, depending on the customer profile. Once the
notification has been sent at 15, a flag is set at 16.

If the customer profile is set to Notify & Confirm, the
message to the customer's wireless device contains a message
as above and a prompt for confirmation at 17.The confirm-

ation

ma be a simple reply to an SMS message, it may consist
of any key depressed (during a live call), or it may be a full
fledged PIN or password. In a further modification, which
adds yet another level of security, the customer may be
prompted for a voice reply and the reply may then be sub-

jected to "voice recognition" by comparing a frequency hys-
teresis chart associated with the customer to the voice reply.

If the customer (or the person in the possession of the
wireless device) returns the proper response, the query 1S
directs the process flow to the box 16, where the confirm flag
is once more set to "1." If no response is received, or if an
incorrect response is received, the confirm flag is set to "0"at
19.

At approximately the same time as the confirm flag is set to
"I"or "0" signifying proper or improper notificatio and/or

proper customer side authorization the financial transaction
processing also has reached an end point at 20. If the trans-
action has been rejected, the merchant is notified accordingly
by refusing the transaction at 21. If the financial transaction
has been authorized at 20, the process queries whether or not
the confirm flag has been set ("I")to indicate that the cus-
tomer has been notified of the transaction and/or has autho-
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rized the transaction at 22. If the flag is not set ("0"), the
transaction at the merchant's is refused. If the flag is set, the
charge is authorized.

We claim:
1.A method for processing a transaction, comprising the

steps of:
receiving a request for authorizing a transaction for an

account, said request received via a first transmission
channel, said request including at least an identification
of the customer's account;

determining whether or not the account includes a request
for notification to the customer of any transactions;

notifying the customer via a second transmission channel
only if the account includes a request for notification of
any transactions;

the second transmission channel being distinct from the
first transmission channel; and

authorizing the transaction without requiring a response
from the customer.

2. The method according to claim 1, wherein the notifying
step comprises sending an SMS message to the customer.

3.The method according to claim 1, wherein the request is
from the group consisting ofa customer, an account holder, an
authorized person, and an unauthorized person .

4. The method according to claim 1, wherein the request is
provided from the group consisting of an ATM, a POS termi-
nal, a telephone and a device for virtual communication.

5. The method according to claim 1, wherein the request is
a virtual request provided via the Internet.

6. The method according to claim 1, wherein the transac-
tion is selected from the group consisting of credit card, debit
card, charge card, and ATM.

7. The method according to claim 1, wherein the first
transmission channel is selected from the group consisting of
wireless and landline channels.

S. The method according to claim 1, which comprises
receiving the request at a remote processing facility.

9. The method according to claim 1, wherein said steps of
notifying and authorizing are performed substantially con-
currently.

10.A method for processing a transaction, comprising the
steps of:

a. receiving a request for authorizing a transaction for an
account, said request received via a first transmission
channel, said request including at least an identification
of the customer's account;

b. determining if the account includes a request for notifi-
cation to the customer of any transactions;

c. sending a notification to the customer via a second trans-
mission channel only if the account includes a request
for notification of at least one form of transaction;

d. the second transmission channel being distinct from the
first transmission channel;

e. receiving a response to the notification; and
f. authorizing the transaction only if the response is proper.
11.The method according to claim 10, wherein the request

is from the group consisting of a customer and an authorized
person.

12.The method according to claim 10, wherein the request
is provided from the group consisting of an ATM, a POS
terminal, a telephone and virtual.

13.The method according to claim 10, wherein the trans-
action is selected from the group consisting of credit card,
debit card, charge card, and ATM.

14. The method according to claim 10, wherein the first
transmission channel is selected from the group consisting of
wireless and landline channels.
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10

15

15.The method according to claim 10, wherein the trans-
action is selected from the group consisting of credit cards,
debit cards and ATM cards.

16.The method according to claim 10,wherein the first and
second transmission channels are both wireless channels. 5

17.The method according to claim 10, wherein the request
for authorizing a transaction is received from a merchant.

1S.The method according to claim 10, wherein the request
for authorizing a transaction is received from the group con-
sisting of a merchant and a customer.

19. The method according to claim 10, wherein the
response is selected from the group consisting ofa reply to an
SMS message, a key depressed during a telephone call, a PIN,
a password, and a voice reply.
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