UNI TED STATES PATENT AND TRADEMARK OFFI CE
BEFORE THE PATENT TRI AL AND APPEAL BOARD

DATAVANT, | NC.,

Petitioner, [CERTIFIED copv]

VI G LYTICS LLC,

Pat ent Owner.

Case 2024-00226 (US Patent No. 9,118, 641)

Ref. 25412-00201 P1
Proceedi ng No. | PR2024-00226

VI DEOCONFERENCE DEPCSI TI ON OF
DR. PAUL CLARK
Sept enber 26, 2024

Page 1 - 101 9:38 am - 2:08 p.m EST

REPORTED BY:
Tamara L. Houston
CA CSR No. 7244, RPR, CCRR No. 140

Job Number 142600

Exhibit 2008

Datavant v. Vigilytics

IPR2024-00382


http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

REMOTE VI DEOCCONFERENCE DEPOSI TI ON OF DR. PAUL
CLARK, taken on behalf of the Patent Owner, commenci ng
from9:38 a.m to 2:08 p.m EST, Thursday, Septenber 26,
2024, before Tanmara L. Houston, CSR No. 7244, CCRR, RPR



http://www.sullivancourtreporters.com/

© 00 N o o b~ w N P

e
P O

12
13
14
15
16
17
18
19
20
21
22
23
24
25

THE SULLIVAN GROUP OF COURT REPORTERS

APPEARANCE OF COUNSEL:

On behal f of the Petitioner:

VENABLE LLP

BY: JUSTIN J. QLI VER ESQ
600 Massachusetts Avenue, NW
Washi ngt on, DC 20001

(202) 721-5423

joliver@enabl e. com

On behal f of the Patent Omer and Wt ness:

FI SH & Rl CHARDSON, P.C.

BY: NI CHOLAS STEPHENS, ESQ
Rl SHA GUPTA, ESQ
JEFFREY BARCLAYM ESQ
| NDRANI L SARKER, ESQ.

3200 RBC Pl aza

60 South Sixth Street

M nneapolis, M nnesota 55402

(612) 335-5070



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

| NDEX TO EXAM NATI ON
W TNESS: DR PAUL CLARK
EXAM NATI ONS
M. Stephens........... .. . .. .

QUESTI ONS | NSTRUCTED NOT TO ANSWVER
Page Li ne

NONE



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

| NDEX TO EXHI BI TS
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EXH BI T DESCRI PTI ON PACGE
--000- -

(Exhibits marked el ectronically.)
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Thur sday, Septenber 26, 2024, 9:38 a.m
--000- -

Wher eupon, DR PAUL CLARK, having been
called as a witness was duly sworn
totell the truth, the whole truth,
and nothing but the truth testified
as follows:

EXAM NATI ON BY MR, STEPHENS:

Q Good norning, Dr. O ark.

A. Mor ni ng.

Q My name is Nick Stephens. |'man attorney
with Fish & Richardson. |[|'Il be taking the deposition
t oday on behalf of the patent owner, Vigilytics LLC

|"mjoined by ny coll eagues Indranil Sarkar,
Ri shi Gupta, and Jeffrey Barclay, each with Fish &
Ri char dson.

Wul d counsel for Petitioner |like to make your
appear ance?

MR. OLIVER  Justin Aiver of Venable on

behal f of the Petitioner, Datavant.

BY MR STEPHENS:
Q We're here today regarding inter partes review
proceedi ng | PR 2024- 00226 involving U S. patent 9118641.
Do you understand, Dr. d ark?
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A Yes.

Q You understand that this deposition is being
transcri bed, correct?

A Yes.

Q To ensure a clean record, |I'll aimnot to
interrupt you while you're speaking and answering ny
guesti ons.

WIIl you be able to do the sanme for ne?

A. | think so, yes.
Q | f you need a break at any tinme, just let nme
know. In general, |I'll aimto break about every hour,

and we can take a lunch break as needed later in the
day. Ckay?

A. Yeah. [It's up to you. | don't need breaks,
but whenever you want one, take one.

Q Sure. |If you happen to need one, just let ne
know.

And you indicated before we went on the record
that you'd received our binder with el ectronic copies of
docunments fromthe record in the PR correct?

A Yes. | put those in the dedicated fol der for
the duration of this dep.

Q Do you have any ot her copies of docunents with
you?

A. No. As | said, it's a dedicated w ndow. |
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shut down t hose.
Q Ckay. Are you in conmmunication with anyone at

this time outside of the dedi cated w ndow?

A. No, sir.
Q Can you pl ease state your full name for the
record?

A. Paul Chri stopher d ark.

Q And pl ease state your city of residence.

A. Bet hesda, Maryl and.

Q You understand that you are under oath today?
A | do.

Q | s there any reason that you cannot give

truthful and accurate testinony today?

A No.
Q For clarity, I'll define several terns that
wi |l be used throughout the questioning today. Wen
use the terns "Petitioner" or "Datavant," | amreferring

to Datavant, Inc.
Do you under st and?
A Yes.
Q And when | use the terns "patent owner" or

"Vigilytics," I'mreferring to Vigilytics LLC
Do you under st and?
A Yes.

Q When | use the term"' 641 patent,"” |I'm
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referring to the patent that's been marked as
Exhibit 1001 in this proceeding. That's U S. patent
9118641.

Do you under st and?

A | do.

Q When | use the phrase "this IPR'" or "this
proceeding," I"'mreferring to the inter partes review
proceedi ng, | PR 2024-00226.

Do you under st and?

A Yes.

Q When | use the acronym PCSI TA or PCSA, |I'm
referring to a person of ordinary skill in the art at
the time of the alleged invention.

Do you under stand?

A | do.
Q | also mght refer to a nunber of exhibits
t hrough the course of the deposition. [|'d just like to

i ndex them for the record.
Wien |'mreferring to "your declaration" or
"the declaration,” |I refer to -- I"'mreferring to
Exhibit 1003 in this proceeding.
Do you under st and?
A Yeah. They are | abeled as such in the folder
you provi ded.

Q G eat.
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When | refer to "Evenhaim"” I'mreferring to
Exhi bit 1005.
Do you under st and?

A. As | said, yes.

Q And when | refer to "Settim," | amreferring
to Exhibit 1006.

Do you under st and?

A That's how it's | abel ed.

Q Wen | refer to "Dick," I"'mreferring to
Exhi bit 1007.

Do you under st and?

A. That's the way it's |labeled. As | said, all
of them are | abel ed that way.

Q Al nost done here.

And when | refer to "Murphy,"” I'mreferring to
Exhi bit 1009.
Do you under st and?

A. As | abel ed, yes.

Q Can you pl ease descri be how you prepared for
t oday' s deposition?

A | had a neeting wth counsel over the course
of two days, and prior to that, | had reread the
references in ny declaration.

Q Did those neetings occur this week?

A. Yes.

10
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Q Approxi mately how nmuch tine did you spend
preparing for the deposition?

A. | don't know. Maybe 20 hours; maybe | ess.

Q What docunents did you review in preparation

for your deposition?

A. As | said, the references in ny declaration
primarily.
Q |s there any material that's not identified in

your declaration that you reviewed for today's
deposi tion?

A Maybe, but not that | recall sitting here.

Q Before this I PR, have you ever served as an
expert in any capacity for Datavant?

A. Not that | recall. It's not inpossible, but
not that | recall

Q Have you ever done any consulting for Datavant
before this | PR?

A No.

Q Have you ever coll aborated on research
projects with Datavant?

A No.

Q And have you ever worked with Datavant's
counsel before Venabl e?

A. Yes. 1've worked with Venable, but not with

this particular attorney.

11
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Q In what capacity did you work with Venabl e?

A As an expert.

Q Do you recall if those matters were | PRs?

A. | do not. | don't think they were, but,
again, it's not inpossible. | haven't worked with them
recently.

Q Can you pl ease descri be the process by which
you prepared your declaration in this proceedi ng?

A | reviewed the patent, file history, various
ot her docunents. Went through references that | had,
| ooked at references that were provided to nme, and then
put together, in a collaborative effort, the declaration
that's in front of you.

Q Can you descri be the nature of that
col l aborative effort in preparing the declaration?

A. Li ke any expert you work with, just -- |
provided ny opinions, and I wote sone stuff, and they
wote sonme stuff. And you end up wth a declaration.

Q There are portions of the declarations that
were witten by counsel rather than by you?

A As | said, it's a collaborative effort, but
|"mcertainly responsible for the contents of the
decl arati on.

Q Approxi mat el y what percentage of the

decl aration was drafted by counsel ?

12
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| don't know.
You don't recall?

Nope.

O >» O >

| f you had to put your best estimate on it,
how nmuch do you believe was drafted by counsel ?

A. | don't have an estinmate for you. |'m not
goi ng to guess.

Q Approxi mately when did you begin working on

your declaration?

A. Several nonths ago.

Q Is there a tinmefrane that you're able to
provi de?

A Not from nmenory, no

Q Apart from counsel, did you have anyone, such
as an assistant, help you with your declaration?

A No.

Q On page 7 of the declaration -- that's
Exhibit 1003 -- you provided a |list of docunents that
you i ndi cated had been considered in form ng your
opinions in the declaration, correct?

A. That's what it says, yes.

Q Were there any other docunents that are not
identified in this table that you considered in formng
your opi ni ons?

A My experience. Al the docunents that [|'ve

13
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read in this field all nmake up ny background. So, yes,
|"msure there's a whol e bunch of them

Q Were there any specific docunents that you
recall reviewing while preparing this declaration?

A. | see the Kerberos one that you provided.
That one cane to m nd i medi ately.

Q Do you currently have any opinions regarding
the '641 patent that are not contained in your
decl arati on?

A Not -- not that I"'maware of. |'msure we're
going to explore that, though.

Q Have any of your opinions that are stated in
t he decl aration changed since the tinme that you
subm tted the decl aration?

A Not that |'m aware.

Q And are you currently aware of any errors that
exi st in your declaration?

A Not that |'m aware.

Q Simlarly, are you aware of any typos in your

decl arati on?

A. | didn't read it necessarily for typos, but
any that | caught, | would have renedi ed.
Q I n your career, approximtely how many tinmes

have you been retained as an expert in litigation

matters?

14
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A. Goi ng back to 1995, probably 25 tines. |
don't know. | think you have the case list for the | ast
five or ten years.

Q Wul d you say nore than two dozen tines?

A No. More than 25 tines.

Q More than 25 tines.

And do you know approxi mately how many | PRs
you' ve been involved wth?

A Maybe ten. Probably a few nore than that.

Q You' ve been deposed in the past, correct?

A Yes.

Q Approxi mately how many tinmes have you been
deposed?

A. A coupl e of dozen, probably.

Q I n your declaration at paragraph 2, you
i ndi cated that you're being conpensated for your tine at
your normal consulting rate of 590 an hour?

A That's correct.

Q And is that still the case, you're being
conpensated at that rate?

A Yes.

Q | s your conpensation for your work on this
case in any way contingent on any factor other than the
nunber of hours in which you work on the case?

A. O course not.

15
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(Court reporter requested clarification.)

BY MR STEPHENS:

Q To your know edge, has a Court ever precluded
you from of fering an opini on?

A No.

Q To your know edge, has a Court ever criticized
your opi ni ons?

A No.

Q And, to your know edge, has a Court ever
excl uded your opinions?

A No.

Q Al right. 1In the package that | sent,
i ncl uded Exhi bit 1004, which is a copy of your
curriculumyvitae.

Just let ne know when you have that avail abl e.

A. | just brought it up.

Q So | understand that you are the president and
CTO currently of SecureMethods Inc./Paul C. Cark LLC
|s that correct?

A That's correct.

Q And you' ve held these positions since
July 19997

A Yes.

Q And what are your responsibilities in these

rol es?

16
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A. | basically run the conpany. 1It's a sole prop
LLC currently, and so |I'mresponsi ble for day-to-day
oper ati ons.

Q Do you -- have you worked with other
conpanies -- |I'msorry.

Have you been enpl oyed by ot her conpanies
during this tinmefrane?

A Yes, I'"'mthe CEO of O ear Guide Medical for
the last six or seven years.

Q And that's not identified on the CV, correct?

A It's not relevant.

Q What does your work at C ear Guide Medica
i nvol ve?

A. I|"'mthe CEQ, and we do Al-gui ded nedical
procedures. W have a suite of products that address
t hat issue.

Q Can you el aborate a little bit on that work,
what the Al entails?

A. Yeah. You do instrunent recognition and
targeting and use the conputer to guide the clinician
onto the target with whatever the instrunment is.

Q Apart from Cl ear Guide Medical, are there any
ot her conpani es that you' re enpl oyed by?

A. Not as an enpl oyee, no.

Q And from January 1995 to July 1999, |

17
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understand that you were the chief scientist at DynCorp

network solutions. |Is that correct?
A That's correct.
Q What were your responsibilities in that role?
A | was essentially the chief technical person

for that division of DynCorp.
Q Did your -- can you describe the nature of the
projects that you worked on at DynCorp?
A. Yeah. They were security-related projects for
primarily governnent and DOD custoners, sone conmerci al.
Q At DynCorp, were you ever involved in the
design or inplenentation of a H PPA-conpliant nedical
record systenf

A Vell, this was while H PAA was being
devel oped, so I was involved with the policy people, and
we did secure databases. So, yes, we did data filtering
and de-identification of sensitive data. So the answer
i S yes.

Specifically for nedical, we had sonme work
with a healthcare client that involved, again,
controlling access to PII, so the answer woul d be yes.

Q And was that specifically in relation to your
wor k at DynCor p?
A Yes.

Q Have you been involved in the design or

18
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i npl enmentati on of a H PAA-conpliant nedical record

system at any other point during your -- during your
career?

A At -- SecureMethods had a healthcare client
t hat was concerned with protecting PIl, so froma

techni cal perspective, yes.
Q Who is Secur eMet hods?
A. SecureMet hods is ny conpany. | founded it.
Q " msorry.
You said SecureMethods had a heal thcare client
t hat was concerned with protecting PI17?
A Yes.
Q And so in your work with that client, were you
i nvol ved with ensuring conpliance with the H PAA privacy
rul e?
A. Not the policy aspects; the technical aspects.
So the answer is we did the de-identification and the
data security to be conpliant with H PAA but we were
not the ones that evaluated it.
| think there's also -- in nmy publication
list, you'll find a paper that was published -- | think
dealing with H PAA conpliance again froma technical
per specti ve.
Q Do you see that in the list in your CV?

A. Let ne see if it's there.

19
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No, it's not there. It was for a m nor
conference. These other ones were |arger publications.

Q Wul d you have been a nanmed aut hor on that
paper ?

A Yes.

Q Were there any co-authors that you recall on
t he paper?

A. Yes. Probably the same ones listed on the
ACSAC paper that is on ny CW.

Q And do you have an understandi ng of what the
H PAA privacy rule is?

A Yes.

Q Can you descri be your understandi ng of the
HI PAA privacy rul e?

A That it guarantees individuals control over
access to their nedical records and, to the extent they
haven't provided authorization, the PIl nust be
de-identified before it can be di ssem nat ed.

Q And do you understand what covered entity is
under H PAA?

A. | don't have a specific definition. But, yes,
| nmean, | know what a covered entity is.
Q In general, what's your understanding of a

covered entity?

A The entities that are subject to the H PAA

20
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regul ati ons.

Q The entities that nust conply wth H PAA?

A Correct.

Q What types of entities may be deened covered
entities under H PAA, in your experience?

A. Well, the guys with the noney are the
I nsurance conpani es, obviously. They have the biggest
stake init. But also research institutions, big pharma
all have an interest in being able to do data m ni ng.

Q If | use the term"covered entity" during ny
guestioning today, will you understand what |I'm
referring to?

A Yes.

Q Al right. Let's turn to paragraph 26 of your
decl aration, please.

A. Wi ch paragraph again, sorry?

Q Par agr aph 26.

A "' mthere.

Q And this starts a section in your declaration
related to claimconstruction; is that correct?

A Yes.

Q You state that, "I applied the term s ordinary
and custonmary neaning in accordance with ny
under st andi ng of how a POSA woul d understand themin

July of 2009," correct?

21
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A. That's what it says.

Q And then in paragraph 28, you indicated that,
wWth respect to certain terns, you' d adopted patent
owners' claimconstructions froma litigation involving
the '641 patent in Massachusetts; is that correct?

A. Yep. That's what it says.

Q These terns i nclude "token," "server,"
"simlarly encrypted,” and "nedical information" that
characterizes the group, correct?

A Yes.

Q And based on your review of these terns, do
you agree that they are the correct constructions?

A No. They are just the ones that | use. |
mean, you apply the constructions that the Court or the
attorneys or whatever anal yses you need to provide is,
and ny agreenent or disagreenent doesn't nmatter.

Q Have you forned an opinion as to whether you
agree or disagree with these constructions?

A. No, but | just apply them

Q Did counsel for the Petitioner ask you to
apply these constructions?

A Yes.

Q Just like to go through these individually.

The construction that you adopted for token

was "an identifier associated with an individual that

22
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does not reveal the identity of the individual,"
correct?

A. That's what it says.

Q Do you have any reason to believe that that
construction is incorrect?

A. Again, it doesn't matter. | don't have an
opi nion on whether they are correct or not. | sinply
apply them

Q You reviewed the specification and file
hi story of the '641 patent, correct?

A That is correct.

Q | s the construction that's provided in your
decl aration for a token consistent with the use of token
in the '641 patent?

A. | mean, | think so. Again, | haven't done
that analysis. | haven't seen anything that directly
contradicts it.

Q And as to a server, you adopted the
construction of a conputer with a processor and nenory
on a network that provides information in response to
requests from anot her conputer, correct?

A. That's what | used.

Q s this construction consistent with your
understanding of the term"server" in the '641 patent?

A As | said, | haven't seen anything to

23
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contradict that. | nean, it mght be slightly broader,
but it doesn't matter.

Q And then as to simlarly encrypted, the
adopted construction is, "Generated such that tokens
generated from corresponding i nformati on can be conpared
to one another to detect a match," correct?

A Yes.

Q Based on your review of the '641 patent, is
this construction consistent with the specification and
file history of the patent?

A. Agai n, | haven't seen anything that
contradicts that. And in order for the systens to work,
it would need to work that way.

Q And then simlarly with respect to nedica
informati on that characterizes a group, is the adopted
construction consistent with your understandi ng of that
termfromreview of the '641 specification and file
hi story?

A. Well, it's plain and ordi nary neani ng, so |
woul d assune that to be consistent.

Q And then in the final bullet under
par agraph 28, you indicated that, "A POSA would
under stand the foregoing construction of token to
enconpass encrypted identifying information, which is

stated by the '641 patent," correct?

24
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A. Yeah, that's one of the ways you could create
a token.
Q And what pronpted you to add this

clarification as to the neani ng of token?

A. | was probably asked the question by the
att or neys.

Q "Il refer to Claim1l of the '641 patent,
Exhi bit 1001.

A kay. I'mthere.

Q And under the producing step -- do you see, at

i ne 30, "producing"?

A Yes.

Q And the claimlanguage recites, "Producing, by
processor of an encryption server, tokens wherein the
identity of the individuals in the group is unattainable

fromthe tokens," correct?

A Yes.

Q What does it nmean, in your view, for the
identity of the individuals in the group to be
unattai nable fromthe tokens?

A. Conputationally infeasible to attain.

Q Can you el aborate? What does conputationally
i nf easi bl e nean?

A. It nmeans it would take a conputer too long to

figure it out.

25
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Q So would a hash -- would a one-way hash be an
exanpl e of a token?

A Depends on the hash. But, | nean, that's a
one-way encryption.

Q And what would -- what factors would you
consider to know if the hash -- whether the identity of
the individuals in the group would be unattainable from
a hash?

A. Whether it was conputationally infeasible to
derive them

Q Does that nmean conputationally infeasible to
recover the original value that was hashed?

A Wt hout keying in -- or additional
i nformation, yes.

Q Are there any other factors that you would
consider to know whether the identity of individuals in
the group is unattainable fromthe tokens?

A. That's a pretty broad question. But within
the scope of the patent where we're tal ki ng about
encrypted information, | would understand that
unattai nable to be cryptographically unattainable, which
nmeans conputationally infeasible to brute force.

Q Ckay. Let's turn to Exhibit 1005. Evenhai m

A Ckay.

Q You're famliar with the Evenhai mrecords,
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correct?
A Yes.
Q Did you review Evenhai m whil e preparing your

declaration in this proceedi ng?

A Yes.

Q And have you read Evenhaimin its entirety?

A Yes.

Q How did you first encounter the Evenhaim
reference?

A. It was provided to ne.

Q Do you recall if you were aware of Evenhai m
bef ore your involvenent in this |PR?

A | don't recall. |1've been involved in a
coupl e of other de-identification matters, so it's
possible that |1've seen it.

Q Do you believe you have a good under st andi ng
of the technol ogy described in Evenhai nf?

A Yes.

Q | s there any reason that you woul d not be able
to explain the technol ogy described in Evenhaimin
response to ny questions?

A. No, but we'll find out.

Q Al right. Let's turn to figures 4 -- |I'm
sorry. Figures 4 and 4A of Evenhai m

A Ckay.
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Q Just let ne know when you're there.

A | am

Q And Figure 4 shows representations of
conputi ng systens operated by a pharmaceutical conpany,

Crossi x, and health pl an/ pharmacy benefit nmanagers,

correct?
A Yes.
Q Figure 4A then shows representations of

conputi ng systens operated by a data consuner entity, a
data aggregator, and data source entities, correct?
MR, COLIVER. (bjection. Form
THE WTNESS: | nean, | see those things in
4B, yes. O 4A, sorry.
BY MR STEPHENS:
Q Do you understand the health plan or PBM

entity shown in Figure 4 to be exanples of data source

entities?

A. | nean, they could be. They could also be
cConsuners.

Q Are they -- are they described in Evenhai m as

consuners?

A. | don't have conplete recollection. Evenhaim
describes lots of different enbodi nents.

Q What is a data source entity in Evenhai nf

A. An exanpl e of such an entity m ght be a
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doctor's office or hospital or sonmething Iike that.

Q And data source entities can naintain
identifiable patient-|evel mcrodata?

A. They can.

Q A data source entity would be responsible for
conplying with H PAA, correct?

A. Yes, they have to protect the PII.

Q So they woul d be covered entities under H PAA?

A. That woul d be ny under st andi ng.

Q And then why is it inportant that the data
source entities not release private nedical information
of individuals wi thout their authorization?

A That's what the law tells themto do.

Q Wul d you agree that the pharmaceutica
conpany depicted in Figure 4 is an exanple of a data
consumer entity?

A. You' re tal king about the pharmaceuti cal
entity?

Q On the left-hand side, that's right.

Phar maceuti cal conpany.

A. Yes. | nmean, again, they may cone into
possession of PII as well. But in this exanple, they're
one of the consuners.

Q And what is a data consuner entity in

Evenhai nf?
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A. It's sonebody who is attenpting to search the
pati ent dat a.
Q And a data consuner entity is not necessarily

a covered entity under H PAA, correct?

A To the extent they don't have -- to the extent
t hey don't have access to PlIl, they are not.
Q In Figure 4, the Crossix system shown in the

center of the figure is an exanple of a data aggregator
in Evenhaim correct?

A Yes.

Q What is a data aggregator?

A. It's functionally a database server, DDV,
that al so includes encryption and token matchi ng
capabilities.

Q And the data aggregator is not necessarily the
covered entity under HI PAA correct?

MR, OLIVER (bjection. Form

THE WTNESS: No, it could be. | nean, if it
has access to the PIl -- again, it depends on how the
dat abases are architected. But if it -- if it has
access to the PIl, it's covered.

BY MR STEPHENS:
Q Are you aware of any disclosure in Evenhai m
where the data aggregator has access to PI1?

A. | don't have conplete recollection, but I

30



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

believe that it's constructing tokens in sone of the
enbodi nents. So, yes, it would need access to the Pl
in order to access or create those tokens.

Q Are you aware of any disclosure in Evenhaim
where the data aggregator has access to PII correl ated
with that individual's nmedical data?

A. Yes. | mean, one of the exanples, they're
encrypting, you know, patient lists, like | see in
Nunmber 3. And that's certainly PII.

Q And in that exanple, the patient lists don't
contain the patients' nedical data, correct?

A They may or may not have access to the data.
Agai n, Evenhai m provides |lots of possibilities.

Q |s there -- are you able to identify any

di scl osure in Evenhai mwhere the patient lists would

have -- woul d include nedical data of the patients on
the |ist?

A | -- 1 would have to read the entire
ref erence. "Il do so if you wish, but |I know that one
of skill in the art would understand that one possible

i npl enmentation of this would have the Crossix server
accessing PII.

Q |'"d invite you to review the specification and
let me know if you see any exanples where the data

aggregator does have a patient list that includes the
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pati ents' nedi cal data.

A. At least in Figure 5, it says, (as read)

"“Anal yze all patient records on the patient IDIlist," so
that would i nclude the nedical data from ny perspective.

Q And in Figure 5, that's a box shown within the
data cruncher nodul e, correct?

A Yes.

Q And the data cruncher nodule is part of the
data source entity rather than the data aggregator,
correct?

A. | think it could be inplenented either place.
Again, it depends on how the database is architected.
This reflects one enbodi nent, but you could certainly
put it anywhere.

Q Are you able to identify any disclosure in
Evenhai m where the data cruncher nodule is |ocated at
t he data aggregator?

A. Well, it -- again, Evenhai m provides several
enbodi nents, sone of which have Pl processing on the
aggregator and sone of them which don't.

Q So there's no disclosure of the data cruncher
nodul e being part of the data aggregator, correct?

A. It would -- those functions would necessarily
need to occur on the aggregator, dependi ng upon the

architecture of the database. Evenhaimis just telling
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you the things that need to happen and potential places
where they coul d happen.

Q But there's no basis for -- in Evenhaimitself
in which it's disclosed that the data cruncher nodule is
| ocated on the data aggregator, correct?

A No, that's not correct.

Q Are you able to identify a disclosure where
t he data cruncher nodule is |ocated on the data
aggregat or ?

A We can find a disclosure of an enbodi nent in
which the PIl is on the aggregator, in which case the
data cruncher functions woul d have to be perforned
there, as |'ve expl ained.

Q You said that "we can find," but I'mwaiting
for it to be found.

|s there an exanple that you can point nme to?

A. s there an -- you want nme to go through and
find where PIl is processed on the data aggregator?
W' ve al ready done that.

Q Where the data cruncher nodule is |ocated on
t he data aggregator.

A ' m not --

Q Wiy don't you -- we don't -- if you're not
able to point to any disclosure, that's fine. W can

nmove on. |I'mjust -- I'd like to be sure for the
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record.
A. Well, for the record -- which |I'm explaining
to you. | understand what you're trying to do.

But for the record, the figures are particul ar
enbodi nents. And so the disclosure, the witten text,
tal ks about the processing of PIl on the aggregator, and
t hat woul d necessarily require those cruncher functions,
in whole or in part, to be on that aggregator by the
di sclosure in text. They are not shown in the figures.

Q | appreciate your position, Dr. dark

"' m 1l ooking for any specific exanples in
Evenhai m where the data aggregator has PIl along with
the patient's nedi cal data.

Are you able to identify any specific
exanpl es?

A. And you want that to be on the aggregator?
Q On the aggregator, correct.
A. Al right. So sit back and rel ax.

Well, we can start with the abstract. Says,
"Between a secure aggregator” -- and it needs to be
secure if it has PIl -- "and" conjunctive -- "sources

havi ng respective access to privacy-sensitive
m crodata."
So in that case, the PIl is on the aggregator.

Q And are there any exanples of the patient I|ist
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processed by the aggregator, including nedical data?
A It says --
MR. STEPHENS:. (Object to form
THE WTNESS: It says, "Privacy-sensitive

m crodata.” | understand that to include PIl and
nmedi cal data. | nean, that's the subject of the
ref erence.

BY MR, STEPHENS:

Q And what is your understandi ng of what the
data aggregator does with the patient |ist?

A. It depends on the particular enbodinent. In
general, it's gonna use it to facilitate the searching
of the sensitive data.

Q So it would send the patient list to the data
source entities; is that correct?

A. That's one way it could do it.

Q Are there other ways that you have in m nd
that it can do it?

A. Yes. As | said, it can create the tokens and
search for tokens in the database. It has -- it has to
be secured because it has access to the Pl

Q Let's turn back to Figure 4.

And there are a series of steps shown in this
figure, 1 through 7, correct?

A. Yes.
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Q Can you descri be your understandi ng of what
happens at each of these steps?

A This is one particular enbodinent. 1|s there
any in particular that you're interested in, or you want
me to tal k through all of then?

Q In the enbodi nent that's shown in Figure 4.

A. All right. So you have a pharnmaceuti cal
conpany attenpting to access covered entities using the
Crossix server, and so it sends a request using the user
interface provided by the Crossix server.

And the Crossix server generates the query to
one or nore databases and then aggregates the results --
makes sure, presumably, that they don't have PIl in
them -- and then sends it back for final analysis to the
requester.

Q And so in the operations shown in Figure 4, we
have data being transmtted between the data aggregator
and the data source entities, correct?

A. Well, yes, they're the -- they have the
patient-level mcrodata, as it says.

Q And this data could be transmtted over
communi cati on networks, correct?

A. It depends on the particular inplenentation.
You woul d seek not to let that PIl escape past your

security boundary.
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Q What do you nean by "security boundary"?

A. Well, the Crossix server is the security
boundary between the requester, to the extent they are
not sending PIl back, and the sensitive data.

Q The requester, is that a pharmaceutica
conpany in Figure 47

A Yes.

Q At Columm 13 of Evenhaimat |lines 33 to 36,
Evenhai m di scl oses that, "Every step requiring a
transmtting of data (or of at |east one file) and every
respective associated step requiring receiving of that
data (or of that at |east one file) may preferably
i ncl ude respective encryption and decryption.”

Did | read that correctly?

A That's what it says.

Q And further down that paragraph, Evenhai m
discloses that it's "generally preferable to include
sone degree of data transm ssion security," correct?

A. That's what it says.

Q Do you have an understandi ng of data
transm ssion security?

A Sur e.

Q What is data transm ssion security?

A You're going to prevent unauthorized

di sclosure, integrity violations, those sorts of things.
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Q What do you nmean by "unaut hori zed di scl osure”
and "integrity violations"?

A. Those are terns of art. | nean, you don't
want the data nodified, and you don't want unauthori zed
peopl e seeing the data.

Q And so encryption would be one way to provide
data transm ssion security?

A. Encryption will prevent unauthorized
di scl osure.

Q And with regard to data integrity, what can
you do to provide data transm ssion security?

A. Hashes are one way to do that. Keyed hashes
or message authentication codes are another way to do
that. There are entire books on ways to inplenent those
schenes.

Q Are you famliar with any data transm ssion
security schenes fromthe early 2000s?

A. Sure. Endless nunbers. SSL being one to
provi de stream ng-level security. There's also -- were
protocols like S HITP, S/IMME, all sorts of ways.

Q Have any of those ever been applied in
Evenhaimto provide the data transm ssion security?

A. |'"'msure they were used -- intent on using
standard algorithns. It |ooks |like they had their own

protocol, however. They may have used that in
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conjunction with other counterneasures, |like |I said,
SSL, that existed to protect maybe the queries that were
com ng acr oss.

Q How is a nmessage typically encrypted for data
transm ssion security?

A. It depends on the inplenmentation. As | said,
there are any nunber of ways to do it.

Q Are there -- would you typically need an
encryption key for an encryption schene?

A. | f you're going to encrypt sonething, there's
a protocol that needs to go with that that includes an
al gorithm key managenent, all sorts of things.

Q And can you just briefly describe. What is an
encryption key?

A It is a string of bits that's fed into an
algorithmalong with the data streamto produce a cipher
t ext.

Q And if you're encrypting a nmessage for
transm ssion over a network, do you encrypt the entire
nessage at a tinme?

A. Not necessarily. It depends. | nean, sone
systens wll actually use sonme form of super encryption
where you have multiple |ayers of encryption. So,
again, it depends on the inplenentation.

Q If -- | guess, for super encryption, does that
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mean you apply first kind of encryption to the nessage
and then re-encrypt it?

A. It would nmean that interior portions of the
data are encrypted in addition to what you' re focused
on, which is streamng, |ike SSL-1evel encryption.
Those are not inconpati bl e.

Q At Colum 14, lines 3 to 4, Evenhai m notes
that he's "returning to the abovenenti oned aspects of
preferable encryption.”

Do you see that?

A Yes.

Q And so that refers, again, to the description
that we just went over in Colum 13 about it being
preferable to include sone degree of data conmuni cation
security, correct?

MR. COLI VER. (bjection. Assunes facts.

(Court reporter requested clarification.)

THE WTNESS: Yeah. | nean, as | said,
there's any nunber of encryption schenes available to
protect data in different ways and at different |evels
of security.

So as | said, you can secure the channel and
secure specific fields or itens of data that you need to
secure. And, again, that's dictated by policy. One of

skill in the art would know that all of these were
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avai | abl e.
BY MR STEPHENS:

Q These are all schenes that would apply for
data transm ssion security, correct?

A. Well, you're going to provide data security,
and then if you choose to send it over a network, that
may require sonething else. So that -- there's not a
one size fits all.

Q Can you el aborate on that? It requires
security, and then if you send it over a network, that
requires sonething else. Are there two different things
t here?

A Sur e.

| may secure the data on ny server in various
ways, including encryption, de-identification. And then
| may al so secure the channel once that data is being
sent over the network so that | can protect, for
i nstance, the contents of the query as well as the
results.

And so it's quite possible to have a situation
i n which super encryption is occurring.

Q In that paragraph at Colum 14 at lines 4 to
7, Evenhaimnotes that it's "certainly strongly advised
t hat, regardless of the general |evel of encryption

el ected, a paraneter list including '"individuals' should
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carry a stronger |evel of encryption," correct?

A. That's what it says.

Q Wiy woul d a stronger |evel of encryption apply
to a paraneter list that includes individuals?

A. As | said, you may wi sh to encrypt things one
or nore times or with different keys dependi ng upon the
| evel of protection you wish to provide. One -- anyone
i npl ementing one of these systens woul d know t hat .

Q Al right. Let's |look back at Figure 4, if
you woul d.

A Ckay.

Q At Step 3 in Figure 4, the Crossix systemis
set to encrypt patient |ist and query, correct?

A. That's what it says.

Q Do you agree that the query is encrypted at
Step 3 to provide data transm ssion security?

A. Maybe; nmaybe not.

Q Do you have an opi ni on?

A. Yeah, maybe or maybe not. It depends. |
mean, this is a schematic of one enbodinent. So, |
nmean, the notivation for encrypting that could be any
nunber of things.

Q In light of the disclosure that we read at
Colum 13 that it's generally preferable to provide data

transm ssion security, would a person of skill in the
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art reading Figure 4 understand that the query is
encrypted to provide data transm ssion security?

A. No, not necessarily. The query could be
encrypted because that's howit's going to match fields
in the database. | nean, it depends on how the system
i s desi gned.

Q And |'m not asking about the patient |ist
right now. |'m asking about the query specifically.

So it's my understanding that the query does
not include fields that would be matched in the
dat abase. |s that correct?

A No. The query may very well include fields
t hat woul d be mat ched.

Q |s there a portion of Evenhaimthat you are
referring to for your understanding of the query?

A. The query is a termof art that refers to a
dat abase query. The standard for database queries is
called SQ, and it includes things |like "select from
where," where "where" is your conditions and your query.

And if you need to match those, then it's
possi bl e that you would need to encrypt themin order to
mat ch them

Q What is a patient list as referred to in
Step 3 of Figure 4?

A | would understand it to be a list of patients
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and identifiers.

Q Is it

encrypted to provide data transm ssion security in

possi ble that the patient list is
Evenhai nf?

A Anything is possible. | nean, that's why
Evenhai m has so nuch di scl osure.
Q There is nothing that contradicts that

under st andi ng i n Evenhai n??

A. There's -- no, there's certainly -- at | east
one of the enbodi mnents would function that way.

Q Let's ook at Figure 5, please.

A Ckay.

Q And within the data cruncher nodul e, towards
the top right of that nodule, there's a box that says,
"Decrypt patient identifier list HP(i,j)."

Do you see that?

A | do.

Q Wul d you agree that, in Figure 5, each
patient identifier list is decrypted separately fromthe
other lists?

MR. COLIVER. (bjection. Form Foundation.
THE WTNESS: Yeah. I'mnot sure | read that
much into it. | take it at face value. It says, (as

read) "Decrypt the patient identifier list."

That's a pretty broad function.
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BY MR STEPHENS:

Q There are nultiple patient identifier lists
referenced in Figure 5, correct?

A. | nmean, it does use plural. It allows for one
or nore patient lists, so |I'msure.

Q What is your understanding of HP(i,j)?

A. It's a patient identifier.

Q HP(i,j), that's referring to patient
identifiers?

A. It is a particular patient identifier.

MR, STEPHENS: Al right. W' ve been going
for a bit over an hour. Wuld you like to take a -- |
woul d actually appreciate it. Could we take a
five-mnute break?

THE WTNESS: Yes, that's fine. Let's make it
alittle bit |onger, but, yes.

MR, STEPHENS: Ten m nutes?

THE W TNESS: Fi ne.

MR, STEPHENS: Ckay. Thanks.

(Recess: 10:50 a.m to 11:04 a.m)

BY MR STEPHENS:
Q Dr. dark, during our break, did you discuss
t he substance of your testinony at all with counsel ?
A. | didn't discuss it with anyone.

Q Let's turn to Columm 12, please, of Evenhaim
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Let nme know when you're there.
A. "' mthere.

Q And in the paragraph that begins with "a

further class of enbodi nents," Evenhaimrefers to
"interimdata nerger enabl ed enbodi nents," correct?

A Yes.

Q And then at line -- starting at line 12,
Evenhai m di scl oses, "If the data sources are careful to
encrypt the identifying portions of each record using a
comon encryption 'key,' then further down the data
processing circuit, it will be possible to link records
related to a comon individual w thout conprom sing the
identity of that individual."

Did | read that correctly?

A What it says.

Q The mention of data sources at |ine 13 can
refer to the data source entities, correct?

A | think it could, sure.

Q Wul d you understand that nultiple data
sources can produce the sanme encrypted identifier for an
i ndi vi dual by using a comon encryption key?

A. That's not necessarily the way that | would
inplement it. But, | nean, that's what it says for this
enbodi nment .

Q And in this enbodi nent, the data aggregator is
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the entity that would be further down the data
processing circuit, correct?

MR, COLIVER. (Objection. Form

THE WTNESS: That woul d be one place you
could doit. As | said, the functions could be anywhere
on that side of the security boundary.
BY MR STEPHENS:

Q And so the data aggregator can |link records
related to a comon individual, correct?

A. Usi ng encrypted identifiers, yes. | nean, for
t hi s enbodi nent.

Q kay. So if the individual had two or nore
records with the sane encrypted identifier, the data
aggregator woul d be able to correlate them and determ ne
that they pertain to the sane person, correct?

A Wll, the ID wuld match. So then the
aggregator can do whatever it wants to do with that
information, but it would know -- or reasonably know
that that was the sane individual.

Q Then at line 16, again in Colum 12, Evenhaim
di scl oses that, "Special care nust be taken that the
entity performng the |linkage is not capabl e of know ng
the key and decryption function because know ng these
facets woul d enable a breach of the individual's

privacy," correct?
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A. That's what it says for that enbodi nent, yes.

Q How woul d know ng the key and decryption
function allow the entity that perfornms the |linkage to
breach the individual's privacy?

A It could decrypt the identifiers.

Q And by decrypting the identifiers, how would
t hat breach the individual's privacy?

A If the identifier contains PIl, then it would
be covered by H PAA

Q Further down in Colum 12 at |ine 26, Evenhai m
di scl oses that, "There are nunerous | ocations where an
encryption of individual identification and/ or nerger of
data for individuals could be facilitated."

Do you see that?

A Yes.

Evenhai m notes that encryption or nerger can
occur on the aggregator processor side or the
source-entity processor's side; is that correct?

A. Yeah. As we've been discussing, those
functions can be forned -- or be perfornmed any nunber of
pl aces on that side of the security boundary.

Q When you say "on that side of the security

boundary," what's enconpassed on that side of the
security boundary?

A. Access to PIl, as we've been discussing, can
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occur on the aggregator and on the data sources. So
dependi ng upon how the systemis architected, it's
necessary to protect that information to conply with the
I aw.

Q So what entities do you consider to be within
t he same security boundary?

A. Wl |, anybody who has access to the PII.
That's what we're trying to secure here.

Q So who woul d those entities be in Evenhainf?

A. You already asked ne that, but it would
typically be things |ike hospitals and doctors.

Q Evenhai m di scl oses that the data source
entities provide de-identified data to the data
aggregator, correct?

A. That's one of the ways they could do it.

Q And so in that case, the data source entities
and the data aggregator would not be within the sane
security boundary; is that correct?

A. They would be at different |evels of security,
but they would still have security requirenents. So, |
nmean, arguably, that would be different domains, but
they would still have security requirenents placed upon
t hem

Q So is there a provision of H PAA that you're

aware of in which an entity that only receives
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de-identified data woul d be subject to the H PAA privacy
rul e?

A If it only has access to de-identified data,
it's not covered. As we discussed, it's possible for
pl aces |i ke insurance conpanies to process both.

Q One nonent. |'mjust gathering ny notes here.

So am | correct in understanding from your
declaration that, in your view, Evenhain s disclosure of
t he data aggregator perform ng encryption supports an
under st andi ng that Evenhaim s data sources woul d perform
what you call token matching to identify individua
patient records?

A. That's one possible way it could do it for
sure since it has an encryption capability. It could
de-identify the information before querying it if it
want ed to.

Q |"msorry, what would de-identify the data
bef ore queryi ng?

A. The aggregator certainly has the capability to

do so because it has encryption and decryption

functions.

Q But the aggregator would not need to do so,
correct?

A It depends on the design of the database.

Q And the queries are --
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' msorry, go ahead.

A. In order for the systemto function, it's
going to have to create neani ngful queries on fields
t hat can be nmatched. And those can be, as we've
di scussed, matched on the aggregator, or they could be
mat ched at the data sources dependi ng upon the fields
and the protocol that's being used.

Q The queries are sent to the data source
entities, correct?

A Yes.

Q And the data source entities are covered
entities under H PAA, correct?

A. Ceneral |y speaki ng, yes.

Q And so the data source entities would,

t hensel ves, maintain PIl for patients, correct?

A. Well, that's sort of the point of the
reference, right?

Q And so a query that's sent froma data
aggregator to a covered entity would not need to
de-identify patient data, correct?

A It depends. As | said, the disclosure in the
enbodi ments in Evenhaimall ow for both possibilities.

Q So in the enbodinents in which you say that
t oken mat chi ng woul d occur at the data source entities,

woul d the data sources encrypt PIl using the sane
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encryption key as the data aggregator to produce
mat chi ng t okens?

A Well, they would need to generate simlar |Ds
sonehow. But certainly it's possible that the systens
that they woul d nake avail able to the aggregator had
been de-identified fromtheir internal sources. It's
not ruled out by the reference by any neans.

Q And so in those enbodi nents, again, would the
data sources be capable of determining the identities of
the individuals fromthe tokens it receives fromthe
dat a aggregator?

A Again, it depends. The key managenent schene
and everything el se would play a role in what anybody
coul d access, but it's -- the reference allows for you
to create those tokens wherever you w sh

Q | f the data source entity maintained a record
that associated the patient's identity with a token and
then it received a matching token fromthe data
aggregator, would the data source entity be able to use
the token fromthe data aggregator to identify the
i ndi vi dual ?

MR. OLIVER (bjection. Form

THE WTNESS: | nean, anything is possible.
It depends on how the systemis set up. |If | were their
security consultant, |I'd probably have sone process
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separation, but people do different things.
BY MR STEPHENS:

Q But there's no such process separation
di scl osed in Evenhaim correct?

A It merely focuses on securing the PIl and
various ways and pl aces that you can do that.

Q And, again, in these enbodi nents, would the
data sources return tokens with the de-identified
patient records to permt the aggregator to |ink records
to the sane individual ?

A. That's one possible way to do it, yes.

Q Are there any specific exanples in Evenhai m
that you can identify where the data sources natch
t okens received fromthe data aggregator to
de-identified patient data?

A. | think we've al ready di scussed sone of those,
right, that the de-identification and, as you call it,
the crunching could occur on the source entity or at the
aggr egat or .

So in the cases where that occurred at the
source entity, then they would be sendi ng back the
t okens to be |inked by the aggregator.

Q And | guess |'m not asking about the

i dentification.

|'"'masking if there are any specific exanples
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that you can point to in Evenhai mwhere the data source
entities match a token received fromthe data aggregator
to a correspondi ng token mai ntai ned by the data source
entity?

A | f the tokenization occurs at the data source
entity, that's the way it would have to work for the

systemto function. You can't match ot herw se.

Q But that's not expressly disclosed in
Evenhai nf?
A. It is. That one of skill in the art would

know that, if that's storing tokens in the database at
the source entity, that that's the way it would have to
function. Qherw se you couldn't match.

Q | "' m not aski ng about what a person of skill in
the art would -- would or would not have known.

|"masking if there's an express disclosure in
Evenhai m of matching perfornmed at the data source
entities. Are you able to point to any?

A. Yes, they're storing the database, and in
order to query the database, you have to match. That's
the way the systemhas to function.

Q So, again, you' re saying what has to occur and
what a POSI TA woul d under st and.

| "' masking for specific exanpl es expressly

di scl osed i n Evenhai m
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A. And |'ve answered that question about four or
five times now 1'lIl do it one nore tine.

That there is express disclosure of the case
where the tokens could be on the source entity side, in
whi ch case that matching the query of that data woul d
have to occur there. Then that's an express discl osure.

Q And can you point ne to that express
di scl osure?

A. | ' ve al ready done so.

Do you want nme to search agai n?

Q Yes, please.

A. So Colum 7, starting at about 39, it
descri bes how the source entities could protect the
privacy of the PIl fields, which they would do by
creating a token.

So there's your explicit disclosure.

Q There's no express disclosure of a token in
this portion, correct?

A It doesn't use the word "token." It talks
about using privacy-identified fields and creating a
single unit. | would understand that to be a token.

| nmean, if you're |ooking for the word
"token," it's not there, but we have an understandi ng of
what a token is by the construction.

Q And this discussion pertains to alleged prior
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art that's distinct from Evenhaim s present invention,
correct?

A. Not distinct necessarily. These are systens
that may need to be, in fact, supported by Evenhaim So
it acknow edges that they exist.

Q Were there any other portions of Evenhai mthat
di scl osed matching at the source entities?

A. There may be. That's the one | found. [|I'm
not really inclined to search the whol e reference.

Q Are you aware of any other citations in your
declaration to portions of Evenhai mdi scl osi ng mat chi ng
of the source entities?

A Not from nmenory, no

Q Al right. Let's turn to your declaration,

A. Ckay.
Q And par agraph 40.
Are you there?

A | am

Q And towards the bottom of page 20, in
paragraph 40, there's a sentence that says, "Aside from
t he guidance in Figure 4, a POSA would al so under st and
that, in order to conply with H PAA, the query sent from
t he aggregator to the data sources should not include

personally identifying information."
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Do you see that?

A. Yes. That's the case where the token is, In
fact, on the source entity.

Q Are you aware of any provisions of H PAA that
woul d be violated by a noncovered entity transmtting
PlIl to a covered entity?

A. | don't think the noncovered entity is allowed
to have the PII

Q And by "PII," I'"mreferring to patient nanes,
for exanple, decoupled from nedical data.

A Well, that's not what HI PAA defines it as.
It's personally identifiable information. So it's
information that allows you to deduce the identity of
the individual, and that's not just nanes. There are
ot her ways to do that.

Q Sure. So I'll rephrase ny question

Are you -- are you aware of any provisions of
H PAA that woul d be violated by a noncovered entity
transmtting patient nanmes to covered entities?

A. | nean, |'d have to | ook at the specific
exanple. But if you just sent the nanme and didn't have
the healthcare data with it in any way, then it wouldn't
violate. But if you link that with any nedi ca
procedure or any healthcare information, then you would

have a HI PAA vi ol ati on.
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Q Wul d you agree that the data aggregator in
Evenhai mcan transmt a patient |list to the data sources
wi t hout any nedical information for the patients?

A. |"msure that's possible. | nmean, there's --
again, there's multiple enbodi nents disclosed in
Evenhai m

Q And there's no express disclosure in Evenhai m
of the data aggregator transmtting nmedical data to the
data sources, correct?

A | don't know. | haven't searched for that. |
nmean, it's certainly possible that it could. It would
depend upon the query that was generated. | nean, it
mght -- | could inmagine a situation where the patient
list in a particular nedical procedure would be
transm tted.

Q But, again, no express disclosure in Evenhai m
of that situation, correct?

A |"mnot sure that's true. | nean, we can sSit
around and go search it again, but it's certainly the
possibility that's all owed for.

Q Let's take a few mnutes. |f you could
identify any exanples for ne, that would be hel pful.

A. Well, Figure 4 is show ng a pharnaceuti cal
conpany that's |ooking for certain drugs associated with

certain nanes. So in that case, that would be part of
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t he query com ng acr oss.

Q Can you point to that -- I'msorry, that
portion of Figure 4 that you were referring to again?

A. The pharmaceutical conpany is requesting
i nformation on patients and nedications. So that would
be nedical information associated with an individual.
That woul d be part of the query.

Q So the query would identify the nedications
that are of interest, correct?

A And the individual.

Q Correct.

But it does not identify that those

i ndi vi dual s have taken that nedication, correct?

A. No, that's the query. So the Crossix server
Is going to have to send that information when it's
guerying the covered entities.

Q And so are you saying that a query that
i ncludes information about what nedical information is
sought woul d be covered by H PAA?

A That's not what | said.

| "' m answeri ng your question, and your question

was provide an explicit disclosure where the patient
list and nedical information would be part of the query.
And that's what | just gave you.

Q And, yeah, I'mtrying to understand this
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exanpl e.

So with the nedical information that you've
given in Figure 4, is that a type of information that
woul d require protections under H PAA?

A Yeah. |If a -- if a person is taking a certain
nmedi cation, that's definitely protected by H PAA

Q But the informati on about whether the patients
are taking the nedications, that's not contained in the
query, correct?

A. It is going to be -- not whether they are.

The answer to the query is stored in the data source.

Q Ri ght.

So the query itself doesn't contain the
patient's nedi cal data records, correct?

A It's going to include nedical data and then an
answer. So asking the guestion would necessarily
transmt the information about the nedical data being
sought .

Q But the query itself does not contain records
of the patient's nedical history, correct?

A. No. The answer to the question does. And so
you asked for when nedical information would be included
with the patient list. And that's the exanple

Q Al right. | think I understand. Thank you

Goi ng back to your declaration, then, at
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par agr aph 42.

Let ne know when you get there.

A Ckay.
| said okay.
Q " msorry.

In this paragraph, you refer to an additi onal
| evel of security that could be added to the '641 patent
in Evenhaim is that correct?

A Sur e.

Q And can you describe this additional |evel of
security?

A. Yeah. | nean, as we've discussed, you can do
multiple levels of encryption if you wi sh, using
different keys and different tokens. |t depends upon
the granularity of the systemthat you're trying to
provi de.

Q This additional |evel of security that you've
descri bed in paragraph 42 is not described in Evenhai m

itself, correct?

A. | don't have conplete recollection. It
certainly allows for it. | nean, as we've been
di scussing, you can do things |ike super encryption. It

woul d depend upon the requirenents of the system you had
built.

Q You have no citations to Evenhaimin
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paragraph 42; is that correct?

A. | don't see any.

Q Are you aware of any disclosure in Evenhai m
that provides this additional |evel of security?

A Well, it, as we've discussed, allows
encryption to occur at the data source and al so at the
aggregator, so | would understand that to allow for
mul tiple encryptions.

Q Al right. Let's go forward to paragraph 86,
pl ease.

Are you there?

A. Al nost .

Ckay. |I'mthere.

Q So in this paragraph, you indicate that, in
t he absence of token matching, there would be a need
for, quote, "repeated encrypting and decrypting of the
pati ent nanmes. To conply with H PAA" --

Do you see that?

A Yes.

Q Can you explain the basis for your statenent
t here?

A. | don't understand your question.

Q Yeah. Wiy woul d there be a need for repeated
encrypting and decrypting?

A Well, if you' re going to have to create the
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t oken every tinme the nanme cones across, then you would
repeatedly encrypt and decrypt in order to match.

Q Coul d you avoid the repeated encryption and
decryption sinply by not encrypting the individual
patient names and the request sent fromthe data
aggregator, apart fromencryption of the nmessage for
data transm ssion security?

MR, COLIVER. (bjection. Form

THE WTNESS: | nean, any -- anything is
possible. But | don't -- | think, if you're going to
match the tokens as we understand the term"token" to
nmean, you're going to have to encrypt the PII and
decrypt.
BY MR STEPHENS:

Q Wiy woul d you have to decrypt? |'msorry.

Can you clarify?

A In order to match?

Q Yes.

A. Because it depends on what's on the other side
of the database. |If it is not storing tokens, then

you're going to have to match by nane. Right? O sone
ot her PII.

Q And is the problem of repeated encryption and
decryption di scl osed anywhere in Evenhai nf

A | -- I don't think it is specifically
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di scl osed there. It is just what one who was
i npl enmenting the system woul d under st and.

MR, STEPHENS: Al right. | am about ready to
transition to another reference. Maybe this would be a
good point for, say, a five-mnute break.

THE WTNESS: |If you wish. Yeah. 1'd
probably do nore like ten again, but that's fine.

MR. STEPHENS: Yeah, how about we reconvene at
noon Eastern.

THE W TNESS: Ckay.

(Recess: 11:47 a.m to 12:06 p.m)

BY MR STEPHENS:
Q |'"d like to turn to the Murphy reference,
whi ch is Exhibit 1009.

Let nme know when you have that docunent

avai | abl e.

A. Just digging for it.

Al right. Go ahead.

Q You're famliar wth Mirphy, correct?

A Yes.

Q Did you review Miurphy while preparing your
decl arati on?

A Yes.

Q Have you read Murphy in its entirety?

A |"ve certainly scanned it. I'mnot -- it's a
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pretty |l ong docunent, but |I'mpretty sure | | ooked
through all of it, yeah.

Q How did you first encounter the Mirphy
reference?

A It was provided by the attorneys.

Q To the best of your recollection, were you
awar e of Murphy before your involvenent in the present
pr oceedi ng?

A. | don't think so. | was |ooking at the
conference to see if it was one that | attended, but I
don't think it was.

Q Do you believe you have a good under st andi ng
of the technol ogy described in Mirphy?

A. A reasonabl e understanding. | nean, it was
used for one particular claimlimtation, so -- but |I'Il
be happy to answer whatever questions you have.

Q All right. Yeah. Let's turn to page 555 of

Mur phy.
Are you there?
A | am
Q All right. 1'lIl have sonme questions about the
di scussion on page 555. |If you'd |ike to take a nonent

to review, please feel free.
A Ckay.
Ckay.

65



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

Q And so Murphy describes a query tool, correct?

A. Yeah. A query tool for exam ning
de-identified information.

Q And in this section on page 555, Murphy
describes a desire to obfuscate the results provided by
the query tool, correct?

A. Right. It does -- it doesn't want you to be
able to zero in on one particular individual.

Q And so the result that Mirphy's query too
provides is a nunber of patients that satisfy the
paraneters in a search request; is that correct?

MR. OLIVER (bjection. Form

THE WTNESS: Well, in particular, it's not
gonna return with less than three records is the
limtation so that the repeated queries don't all ow you
to single out one individual or two individuals from
whi ch you could determne the PIl they say.
BY MR STEPHENS:

Q In the | ast paragraph on the left-hand side --

Excuse ne. |1'mgoing to take a drink of
water, if that's all right.

Al right. [I'Il restart my question.

In the | ast paragraph on page 55 [sic] on the
| eft-hand col um, beginning "one [sic] final solution,”

Mur phy explains that his final solution was random zi ng
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the output within a certain range using a Gaussi an
function, correct?

A Yes.

Q How does the -- can you explain how the
Gaussi an function is used to random ze and thereby
obfuscate the results?

A | cannot .

Q Do you have an understandi ng of what Miurphy is

likely referring to here?

A. Yeah. | nean, they're attenpting to
random ze, and there are a nunber of ways -- evidently,
using a Gaussian function is one -- to random ze the

out put so that you are forced towards a nean, according
to them
But this is one final solution. That's not

necessarily required.

Q And, again, why is Murphy trying to random ze
t he out put ?

A. It's seeking to prevent inference of the PII.
So one of the solutions is to not return | ess than three
results, and the other one that they offer up is to
random ze the out put.

Q So the obfuscated result then obfuscates the
true nunber of patients in the group that are identified

in response to the query?

67



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N P

N N N N NN P P P PR PR R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

A. | mean, that's one possibility.

Q Ckay. Then the -- and the right-hand side of
page 555, about a third of the way down, Murphy says,
(as read) "W nodify our range algorithmto have a w der
obfuscation at values close to zero and indicate the
greater range by returning '<3 when the obfuscated
nunber is less than three."

Is that right?

A. That's what it says.

Q So if Murphy -- is it your understanding that
Mur phy produces the obfuscated nunber when the
obfuscated nunber is not |ess than three?

A. | think it allows for that possibility. But
here specifically, it says, (as read) "Wen the
obfuscated nunber is less than three," is what the
sentence says.

Q Right. So when the obfuscated nunber is |ess
than three, then it returns an indication of the range
as less than three, right?

A. That's what it says.

Q But when the obfuscated nunber is not |ess
than three, then it produces a result that it's just the
obfuscated nunber itself; is that right?

A. That's one possibility. | nean, it can --

basically the limtation that we were seeking to find
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was an explicit disclosure in the field of limting the
nunber of records returned, and this provides it.

Q So Murphy -- but it returns a response to the
guery regardl ess of whether the obfuscated nunber is
| ess than three, equal to, or greater than three; is
that correct?

A. No. That's not the way | understand that.

| understand that, if it's less than three, it
tells you it's less than three. So it's |limting the
nunber .

Q And when the nunber is greater than three, a
possibility is for Mirphy to provide the nunber, the
obfuscat ed nunber, correct?

A. That's one of the possibilities that it
di scl oses, yes.

Q Ckay. Let's turn to the Dick reference,

Exhi bit 1007.

A. Al right.

Q "' mgoing to ask the sane questions |'ve asked
wi th respect to Evenhai m and Mirphy.

So did you review Dick while preparing your
decl aration in this proceedi ng?

A Yes.

Q Have you read Dick inits entirety?

A. Yes.
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Q How di d you first encounter the D ck
reference?

A. This one was provided by the attorneys as
wel | .

Q To your recollection, were you aware of Dick
bef ore your involvenent in the present proceedi ng?

A. | don't think so.

Q And do you believe that you have a good

under st andi ng of the technol ogy described in D ck?

A Yes.
Q |'"d like to turn to Figure 3, please, of Dick.
A Ckay.

Q And Figure 3 generally describes the system

for requesting and retrieving nedical informtion,

correct?
A Yes.
Q Dick's system can process requests for

de-identified nmedical information and can return such
information in response to requests, correct?

A. That's one of the things it describes, yes.

Q And in Figure 3, there are nultiple conponents
to a system correct?

A Yes. Different -- it discloses sort of a
hi gh-1evel architecture and functions.

Q One of those conponents is a requesting and
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view ng client, correct?

A. Yes.

Q There are three different options discl osed.

A first option, client/server; a second option, intranet

based; and a third option, internet based; is that

correct?

A. Those are the ones that are shown. There

coul d be ot hers.

Q What is the function of the requesting and

viewing client in Dick?

A. It's submtting queries.

Q So, for exanple, the requesting and vi ew ng

client, 215, would submt a request to the requester's

server; is that correct?

A. It would be routed through the requester's

server, but, yes.

Q And the request would be routed through the

requester's server to the Central Server?

A. That's correct.

Q What is the function of the requester's

server, 230, in Dick?

A. It routes the request to the Central Server.

Q Are there any other functions disclosed for

the requester's server in D ck?

A. | don't

know. | don't have tota
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recollection. | can search it once again, if that's
where you want to go.

Q Sitting here right now, you don't recall any
ot her functions?

A No, | don't have total recall of the
r ef erence.

Q And the system further includes a Centra
Server, 245, correct?

A. Yes, as we di scussed.

Q There are four dashed boxes show ng the
Central Server that describe different functions of the
server.

Do you see that?

A Yes.

Q And so the Central Server is responsible for
formatting a query based on requests received fromthe
requesting and viewing client; is that correct?

A. That's one of the things it can do, yes.

Q s there a difference between a request and a
query in Dick?

A. | think so. | think the query is formatted
according to the protocol. The request is probably a
hi gher -1 evel request.

Q And how woul d the query be formatted accordi ng

to the protocol ?
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A. Well, it would depend upon the back-end
dat abases. It would be simlar to the aggregator that
we di scussed at sone length in Evenhai m where you have
the Central Server that has to create a neani ngful query
that the -- will produce results fromthe databases it's
tal ki ng to.

Q And so the Central Server would format a query
based on a receipt for request and forward the query to
t he archived nedical information systemor the nedical
information repository; is that correct?

A Yeah. Those are the back-end data sources.

Q Do you understand that Dick uses the shorthand
AMS, or A-MI-S, for archived nedical information
syst enf?

A. |'ve seen that, yes.

Q Ckay. And then simlarly, MR for the nedica
i nformati on repository?

A Yes, |'ve seen that too.

Q D ck, at paragraph 28, gives sone exanpl es of
the nedical information repository.

Let ne know when you see that.

A "1l scroll.

Q Sur e.

A Al right. Gve ne a nonent.
Ckay.
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Q And so sone of those exanples include a
phar macy benefit manager, a pharmacy -- physician's
office, or clinical |aboratory that stores identified
patient information; is that correct?

A Yes. Physician's office is also listed.

Q The nedical information repository would then

be a covered entity under H PAA?

A If it has PIl, it is for sure.

Q Sane as the archived nedical infornmation
syst enf?

A If it has PIl init, then it's covered.

Q And what's the difference between the archived
nmedi cal information system and the nedical infornmation
repository intake?

A The difference listed is that the AMS server
can archive for |onger periods of time than the MR, but
there nmay be other differences.

Q The query that's transmtted fromthe Centra
Server could be queried to either the archived nedical
i nformati on system or the nedical informtion
repository?

A. | nmean, according to the diagram it | ooks
like it could be passed through, yeah.

Q The Central Server, as we nentioned earlier

recei ves the request and then formats the request for
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the query, right?
A. That's the way | would expect it to work, yes.
Q Are there any other conponents of the system

that format the request for the query?

A. | mean, it's certainly allowed by the
r ef erence.
Q But it -- are you aware of any disclosure in

Di ck of anything except for the Central Server
formatting a request for the query?

A. Wel |, the database is, again, on the back side
for the AMS and the MR  They are going to do sone
sort of formatting dependi ng upon what type of DBMS and
searching that they are doing.

So, yeah, | would expect sone processing to
occur on those systens.

Q Sonme processing to occur at which systenf

A. AM S and M R, dependi ng upon where the query
goes.

Q The requester's server is never disclosed in
Dick as formatting a query for the AMS or the MR,
correct?

A. | don't renenber an explicit disclosure on
that. It is certainly possible. | wouldn't expect it
to work that way.

Q So after the Central Server sends a query to
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AMS or MR, AMS or MR w Il return a result to the
Central Server: is that correct?

A. Well, that's where they have the data. So
they are going to have to provide that data in response
to the query.

Q And they provide the data back to the Centra
Server?

A Yes.

Q And the response that AMS or MR provide to
the Central Server, is the nedical information
de-identified?

A. That's certainly possi bl e.

Q And 11l -- 1 guess I'lIl clarify.

Wuld it be de-identified when the patient has
not provided authorization for the release of PII?

A. That woul d be a reasonable way to do it, yes.

Q And is that what D ck discloses happens?

A. That's one of the possibilities, yes.

Q s there a difference between a possibility
and what Dick discl oses?

A Yeah. | nean, again, it's disclosing an
architecture for a system And as we've discussed a
fair amount, | nean, it's possible to nove functions
across servers when you're -- when we actually go to

i npl ement one of these systens.
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Q As Dick describes the enbodi nent that's shown
in Figure 3, do the AMS and MR --

(Court reporter requested clarification.)

BY MR STEPHENS:

Q Does Dick describe in the enbodi nent of
Figure 3 that AMS or MR returns de-identified patient
data to the Central Server?

A. | " m | ooki ng.

Well, the description in Figure 3 says it --
Figure 3 illustrates several preferred physi cal
environnments in which the nethod of the preferred
enbodi ment may be carried out. So by definition, we
know t hat we can nove those functions around is what
t hat disclosure is telling us.

Let ne see if | can find sonething even nore
explicit for you.

Yeah, it says at 24 that the identification
coul d be done by patient nunber, which would be
de-identified. So it certainly allows for that
possibility.

Q Does paragraph 45 al so support that the
medi cal information repository would return
de-identified data?

A. Let's see what 45 says.

Well, that -- 45 is referring before it can be
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rel eased back to the requesting client. So it |ooks to
me like it could be either/or as far as the AMS and MR
are concer ned.

Q And how is the response to the query routed
back to the client in Figure 3?

A. | understand it to be going through the
Central Server to the requester's server.

Q And the requester's server then forwards it to
t he requesting client?

A. Yes, unless -- | nean, you can al so | ook that
the intranet and internet connections go through the
firewall to that server. So, | nean, there's sone
anbiguity there. But if | were inplenenting the system
they would all work the sanme way.

Q And then the patient data would be -- woul d be

de-identified when it reaches the requester's server,

correct?

A. Unl ess there's a signed authorization form
with it.

Q Ri ght.

Wul d a POSI TA understand the requesting and
viewng client is a noncovered entity?
A. | mean, that's one possibility. | wouldn't
say it has to be that way.

But, | nean, it -- it would be possible to
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i npl enent this systemin such a way that the requesting
client wasn't covered.

Q And simlarly, it would be -- would it be
possible to inplement the systemin a way that the
requester's server is not a covered entity?

A Yes. For the sanme reasons.

Q And |ikewi se, would it be possible to
i npl ement the system where the Central Server, 245, is
not a covered entity?

A. | mean, anything is possible. That's going to
be harder. Like | said, this -- the Central Server is
i ke the aggregator of Evenhai m

So, in general, it has to be trusted, but it
woul d be possible -- | nean, you could inplenent and
architect the systemin such a way that it never
processed PI |

Q Does Di ck di scl ose any net hods for

de-identifying patient data?

A. ' mgoing to have to search the whol e
docunent. | don't have recollection of specific
met hods.
| nmean, a person of skill certainly would know

what cryptographi c nethods were available. But let ne
sear ch.

Q Yeah. | think I'"lIl -- 1"mthinking of
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par agraph 45 as one exanpl e.
A. All right. Let's have a little reading.
Well, 45 says "de-identifying nethodol ogy, "
which is what | said. | nean, any nunber of way

crypt ographi ¢ nmechani sns are known to do that.

46 says --

VWll, I"'mnot finding a reference to hash or
encryption. So it -- it may be that it assumes the
know edge of the reader as to what -- to know what

de-identifying nmethodol ogi es are.

Q Wul d a person of skill know how to inpl enent
t he de-identifying nethodol ogi es?

A Shoul d.

Q And coul d those net hodol ogi es incl ude things
ot her than encryption and crypto -- |I'msorry,
crypt ographi ¢ techni ques?

A. | mean, it's certainly possible that you could
use other types of |IDs or pseudonyns for PlIl, but
general ly speaking, | think they would use cryptographic
mechani sns.

Q Wul d a person of skill see a need to | ook
beyond the Dick reference itself to inplenent
de-identifying nmethodol ogi es?

A No. | think a person of skill would have

knowl edge of HI PAA and the need to de-identify data.
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And, | nean, any nunber of libraries that are out on the
Internet to do that.

Q Al right. Could we turn to the Land
reference, Exhibit 1008.

A. Al right. Got it.

Q You're famliar with the Landi reference,

correct?
A Yes.
Q Did you review Landi in the course of

preparing your decl aration?

A Yes.

Q And have you read Landi in its entirety?

A Yes.

Q How did you first encounter the Landi
reference?

A. This is another one provided by the attorneys.

Q To your recollection, were you famliar wth
Landi before your involvenent with this |IPR?

A | don't think so.

Q And do you believe you have a good
under st andi ng of the technol ogy described in Landi?

A Yes.

Q At Colum 1 of Landi, around line 12, there's
a section that's titled "Technical Field of the

| nvention. "
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Do you see that?
A Yep.
Q And this section describes what the present
invention relates to, correct?
A. | mean, it's -- the field of the invention is

the protection of privacy of healthcare data is what it

says.
Q Starting at line 16, it says, "In

particular™ -- it's carrying over fromthe present

invention -- "in particular, to systens and net hods t hat

i npl enent secured key encryption for de-identifying
patient data to ensure patient privacy while allow ng
only the owners of the patient data records and/or other
| egal |y enpowered entities to reidentify subject
patients of de-identified data records when needed."

Do you see that?

A. That's what it says.

Q Wiy woul d the owners of the patient data
records or other legally enpowered entities need to
reidentify the patients?

A Any nunber of reasons. | nean, if you had a
data coherency problem you m ght want to undo the
de-identification so that you could fix the coherency of
t he dat abase, for instance. It also --

Q Al right.
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Ch, go ahead.
A. -- looks like there's -- looks like there's
law, legally enpowered entities, | would assune maybe to

be | aw enforcenent or sonething |like that or Court
or der.

So those -- those would be entities that m ght
have a need to reidentify the data.

Q Wul d you agree that a central focus of Land
was allowing for reidentification of patients?

A. No. | think that that's a feature of using
reversi ble encryption, but | don't think that was the
focus. The focus is protecting patient privacy.

Q And Landi identified reidentification as an
aspect of his invention, correct?

A Right. |[|f you use reversible encryption, then
reidentification is possible if you get access to the
keys.

Q So reidentification would be possible if you
had the patient's de-identified data record, the
encrypted I D, and a decryption key?

A. And the algorithmfor the --

(Court reporter requested clarification.)
THE WTNESS: The algorithmfor the encrypted
dat a.

BY MR STEPHENS:
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Q Al right. Let's turn to Figure 1, please.
Are you there?

Al nost .

Sur e.

Ckay.

> O >

Q And so Figure 1 provides an overview of the
system di sclosed in Landi, correct?

A. Yeah. [It's a high-level architecture diagram
if you wil.

Q And t hat di agram shows a set of patient data
processi ng systens, 20-1 through 20-n, correct?

A Yes.

Q The system further includes a central patient
data processing system 30; is that correct?

A Yes.

Q And then a central surveillance system 50,
correct?

A Yes.

Q And the patient data processing systens, 20,
are operated at different clinical sites by different
heal t hcare organi zations, correct?

A. For this enbodi nent, yes.

Q The patient data processing systens maintain
identified patient data, correct?

A That's what's shown in this particular figure,
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yes.
Q And the identified patient data is indicated
by 21; is that correct?
A. | don't understand your question.
Q Yeah. [|'msorry.
Wthin patient data processing systens, 20,
there's a cylinder |abeled "21" that's -- or nunbered 21
that's | abeled "ldentified Patient Data."
Do you see that?
A | do.
Q And so what woul d be contained in the

identified patient data repository?

A. | understand that to be data that needs to be
protected. So it would have PIl init.
Q So the patient data processing systens are

anal ogous to the nedical information repository in Dick,
in that they both maintain identified patient data?

A. Yeah. They could actually be both -- since
the MR and the AM S are passing information back and
forth, this could fulfill actually both functions.

Q |'"'msorry. What do you nean by "both
functions"?

A You were asking ne how this maps to Dick, and
|"msaying this is -- the servers that contain the Pl

in Dick woul d be represented here.
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Q Right. Like the nedical information
repository in Dick?

A O like the AMS in Dick, yes.

Q Yes.

And Landi discloses that the patient data
processi ng systens can produce de-identified patient
data using an encryption system is that correct?

A. That's the intent of this enbodi nent, yes.
Q How does the encryption systemwork in Landi?
A. It has -- it's a public key-based,
key- managenment system
Q And so how does the encryption system generate

an encrypted ID for the patient data processing systens?

A It would encrypt with a public key at sone
| evel .
Q That encrypts PIl with the public key?
A. That's one way to do it. It can also
encrypt -- you've al so got a key generation engi ne down

there, so it could be that you were generating symetric
keys that were used to encrypt the data that were then
encrypted with the public key.

But essentially the public key -- or the
private key would control access to that data after it's
encrypt ed.

Q And the encryption systens are located in the
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patient data processing systens in Landi; is that
correct?

A. That's where the actual encryption occurs,
yes.

Q There's no other use of the encryption systens
outside of the patient data processing systens, correct?

A. For this enbodi nent, the encryption is
controlled within those systens so that the -- what is
rel eased is de-identified patient data.

Q And the de-identified patient data is then
rel eased to the central patient data processing systenf

A Right. That's the -- that's where the queries
woul d be mat ched.

Q And the central surveillance system 50,
i ncludes a naster private key.

Do you see that?

A | do.

Q What woul d the master private key be used for?

A. As | said, depending on howit's inplenented,
it would probably be used to access individual symmetric
keys that were used to do the encryption, but it could
al so be used to access and reidentify patient data is
essentially what its use is.

Q The patient data processing systenms -- going

back to the top of the figure -- those would be covered
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entities under H PAA, correct?

A. |f they have PIl, they are covered.

Q And then the central patient data processing
system 30, would not be a covered entity under HI PAA;
is that correct?

A. It may, or it may not be. Again, to the
extent it has access to PII because it's talking with
the server that has the naster private key, then it
woul d be covered. But, | nean, there are a variety of
ways to inplenment this architecture.

Q As shown in Figure 1, there is no identified
patient data repository within the central patient data

processi ng system correct?

A. That doesn't nean that it doesn't have access
to the PII.

Q But it's not shown in Figure 17?

A. It is shown, to sonebody who understands the

key managenent and cryptography, that it's possible for
30 to have access to PIl by virtue of the data flows
t hat exi st.

Q Again, is there any disclosure in -- in Landi
that -- in which the central patient data processing
system has identified patient data?

A. Yes, as |'ve just described to you.

Q So you are inferring that fromthe
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comuni cati ons?
A. |"'mnot inferring anything. As a person well
versed in cryptography, I'mtelling you that it's

possi bl e, dependi ng upon those data flows, for the

server, 30, to have access to PII, which would nmake it
cover ed.
Q Wul d you agree that just because sonething is

possi bl e does not nmean that it is disclosed in the
reference?

A No. | nmean, if one of skill in the art would
understand that disclosure, then it's discl osed.

Q You're unable to point to any text in Landi in
which the central patient data processing system
i ncludes identified patient data?

A Fal se. | just explained howit could have
access to the PII.

Q But you're not aware of any text that
di scloses identified patient data within the central

pati ent data processing systenf

A. | don't know if it goes through and expl ains
it. I'mtelling you what |I'm | ooking at and what a
person of skill would understand or a person who at

| east understands cryptography woul d understand this to
di scl ose.

MR, STEPHENS: Al right. 1It's 1:00 p. m
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Eastern right now.
Should we take a -- | think this would be a

good tinme for a lunch break, if that's okay wth you,

Dr. dark.

THE W TNESS: Depends on how nmuch | onger you
want to go with this. |[If you think we're going to go a
few nore hours, then probably. If you're going to try

and wap up in another hour or so, then |'m happy to
work with you and power through. It's up to you.
MR, STEPHENS: Wy don't we take 30 m nutes
and reconvene at 1: 30.
THE WTNESS: Ckay.
MR. STEPHENS: Okay.
(Recess: 1:01 p.m to 1:38 p.m EST.)
BY MR STEPHENS:
Q Al right. Welcone cone back from | unch
Dr. dark.
During the break, did you have any di scussions
about the substance of your testinony wth anyone?
A Nope.
Q Let's turn to paragraph 214 of your
decl arati on.
A Ckay.
Q Ckay. And this paragraph is in the context of

your analysis of the Dick and Landi conbi nati on,
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correct?
A Yes.
Q | have a few questions for you just to help

clarify your understandi ng of what this conbination is.

So as described at paragraph 214, we
understand that, in this conbination, you' re proposing
to inplenent Landi's encryption server and Dick's
regquester's server; is that correct?

MR. OLIVER (bjection. Foundation.

THE WTNESS: So can you re-ask your question?
It was a little unclear to ne.

BY MR STEPHENS:

Q What are you proposing to nodify in Dick to
integrate a requester's server -- I'msorry, integrate
an encryption server?

A. If we ook at Figure 3, | nean, it's basically
what you need is the token or de-identified database
that Landi discloses and plug it into Dick, so there's
mul ti pl e ways one m ght do that.

One is at the Central Server. You could also
repl ace the requester's server, insofar as it's only
routing information to. So the main idea is that you're
replacing the PII-containing databases with those of
Landi and then the token -- also the token system of

Landi and plugging it into D ck.
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And there's nore than one way to do that,
obvi ousl vy.

Q But as described at paragraph 214, you've
proposed to place Landi's encryption systemin Dick's
requester's server; is that correct?

A. That's one way to do it. As I'mlooking at it
now, it's probably -- be even easier to just plug it at
the Central Server. But either way woul d worKk.

Q You did not describe the option of nodifying
the Central Server to include encryption server in your
decl arati on?

A. Ei ther one works. As we discussed, the
requester's server is just routing the request. So you
could -- you could plug in the systemof Landi at either
pl ace, and it would function the sane.

Q And the systemwould still be H PAA conpli ant
even if encryption were perforned at the Central Server
rather than the requester's server?

A. As long as there -- the PIl was protected and
it was designed to only return de-identified
information, yes, it would be conpliant.

Q And as a further nodification of Dick's
system are you proposing that Landi's central patient
data processing systemcould be queried in lieu of the

AMS or MR?
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A. Yes, absolutely, because the PIl of Landi --
of Landi cones fromthose data sources, so the query
woul d be routed to them As | said, nmuch the sane as
what we described in Evenhai m

Q And so the query -- would the query and the
response follow a simlar path as D ck describes through
the requester's server -- Central Server and then to the
central patient data processing systemin your
conbi nati on?

MR, COLIVER. (bjection. Form

THE W TNESS:. Yeah. Wat -- the requesting
client -- and you have three types -- would nake a
request through that would be routed to the system of
Landi to satisfy it with de-identified informtion.
BY MR STEPHENS:

Q In the proposed conbi nati on, the response
woul d be routed back to the requesting client through
the requester's server; is that right?

A. Yes. So basically the data flows would be the
sane. |It's just that you would have to have the
de-identified informati on produced and then delivered to
the client.

Q And so that de-identified information in Land
is -- includes the encrypted ID, correct?

A. It coul d.
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Q In the conbination, the encrypted I D would be
routed to the requesting client through the requester's
server?

A. That's possi ble, sure.

Q That's consistent with your description of the

conbi nati on?

A. | think so.

Q Ckay. Let's turn to the Settim reference,
Exhi bit 1006.

A. Ckay.

Q And you're famliar with Settim, correct?

A Yes.

Q Have you reviewed it in its entirety?

A Yes.

Q Were you aware, to your know edge, of the
Settim reference before your work on this | PR?

A. | may have been, but it -- it was provided by
the attorneys, in answer to your next question.

Q Al right. Let's take a |ook at Figure 2 of
Settim, please.

A Ckay.

Q Can you descri be what's shown in Figure 27?

A It's the data architecture for that
enbodi nment .

Q There's a collection of PCPs shown in
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Figure 2, correct?

A PCPs, you nean?

Q Yes.

A Yes.

Q The PCPs are patient care providers, correct?
A Yes.

Q And the PCPs communicate with the data
war ehouse systen?

A Yes.

Q Wi ch produces a patient cohort report, 2127

A Yes.

Q And then each of the PCP nmintains an
el ectroni c nedi cal records database, correct?

A. Yes.

Q The PCPs release de-identified patient data to

t he data warehouse; is that correct?

A. In this enbodi nent, yes.

Q Are there other enbodi nents of which you're
aware in which the patient data is not de-identified
before rel ease to the data warehouse systenf

A |'"d have to review the entire reference. |
mean, that's the interesting one.

Q But sitting here now, you don't recall such
enbodi nent s?

A. | don't have total recall of the reference,
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no.

Q The data warehouse systemincludes a data
i nport function, 206.

Do you see that?

A | do.

Q And what does the data inport function do?

A. It does the aggregation and deidentification
of the patient data fromthe sites.

Q | s that from paragraph 35?

A. That's from paragraph 35.

Q Wul d aggregati ng patient data include nerging
patient data records?

A. It could include |ots of things. | nean, data
aggregation. | nean, they m ght change the structure.
They do all sorts of processing on the data.

Q Coul d you el aborate? What woul d aggregating
data in this context nean to you?

A. | would think it would include |inking things
i ke canonicalization, other things that woul d nake the
system function better.

(Court reporter requested clarification.)
BY MR STEPHENS:

Q And in your declaration, you analyzed Settim

in the context of a conbination with Evenhaim correct?

A. Yes.
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Q Your declaration did not rely on Settim as
di scl osing the encryption server; is that correct?

A No. It was a conbination to allow Evenhaimto
query de-identified information.

Q So the mappi ng through the encryption server
in the Evenhainm Settim conbination would be the sane as
your mapping in the Evenhaimfirst draft one.

A Yes.

MR. STEPHENS: All right. | think we're near
t he end here.

Could we take ten mnutes? 1'Il confer with
our teamand see if we have further questions.

THE W TNESS:. Absol utely.

MR. STEPHENS: All right. Wy don't we return
at 2:05.

(Recess: 1:55 p.m to 2:06 p.m EST).
BY MR STEPHENS:

Q Al right. Wlcone back, Dr. d ark.

During the break, did you discuss the
substance of your testinony with anyone?

A. Didn't discuss anything wth anybody.

MR. STEPHENS: W have no further questions.
We pass the w tness.
MR, CLI VER:. Thank you.

| have no questions for the wtness.
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COURT REPORTER: Counsel, may | get transcri pt
requests on the record.

MR. STEPHENS: Yeah. | think that, our order,
we had asked for a rough in 48 hours and then final by
Cctober 3rd. Could we get the rough within 24.

COURT REPORTER:  Yes.

MR. STEPHENS: And then final is still okay
for COctober 3rd.

COURT REPORTER:  Perfect.

MR CLIVER And | don't need a copy. There
will be a copy made public in the file, so I'm good for
right now. But thank you.

(Wher eupon the proceedi ngs concl uded at

2:08 p.m EST)
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