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Overview of the Vigilytics Patents
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Overview of the Technology

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

• Vigilytics' patents describe novel solutions for providing third parties requested information that 

characterizes medical and/or healthcare data for a specific group of individuals who have not 

authorized disclosure of their protected health information (PHI) under HIPAA.

• Vigilytics was the first to solve the problem of how to provide such information for a specific 

group of individuals based on analysis of de-identified medical and/or healthcare data without 

authorization.  

• Vigilytics’ patents describe:

• (1) Isolating personally identifying information (PII) of the specific individuals in the group 

from the individuals' de-identified medical and/or healthcare data, thereby maintaining 

privacy while complying with HIPAA (e.g., using a 3+ party system);

• (2) Producing tokens by irreversibly transforming identifying information for specific 

individuals identified in a request to match those individuals to their de-identified medical 

and/or healthcare data associated with corresponding tokens; and

• (3) Analyzing the individuals’ de-identified medical and/or healthcare data to produce 

irreversibly de-identified information that characterizes the medical and/or healthcare data 

for the group (e.g., producing risk scores characterizing a risk of insuring specific 

individuals or producing reports characterizing health outcomes for specific individuals 

following their discharge or other encounter with a healthcare facility).

•Datavant cites no prior art that produces medical and/or healthcare information for a specific

group of individuals based on analysis of de-identified data.

[EX1001; POR, 2-7]
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Overview of the Technology

•Vigilytics’ patents protect patient privacy in part by isolating the identities of the 

specific individuals in the group from their de-identified medical and/or 

healthcare data.  No entity can access both pieces of information.

EX1001, 5:26-42

EX1001, FIG. 2

[POR, 2-7;POSR, 10]
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Overview of the Technology

EX1001, FIG. 3

[POR, 5]
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HIPAA Informs a POSA’s Understanding of the 
Claimed Subject Matter

•Vigilytics' technology overcomes challenges resulting from restrictions imposed by the 

Health Insurance Portability and Accountability Act (HIPAA) to produce medical and/or 

healthcare information for a group of specific individuals while protecting the individuals' 

privacy. 

•The problems and solutions described in the specifications of the Vigilytics patents arise 

specifically in the context of HIPAA.  See, e.g., EX1001, 1:25-27 (“relates to processing 

and transmitting personal data, the dissemination of which is restricted by federal law”), 

1:28-62, 4:40-45.

•The claims of the Vigilytics patents likewise recite language reflecting concepts that arise 

specifically in the context of HIPAA. See, e.g., EX1001, Claim 1 (“information that 

characterizes a group of multiple individuals from a set of de-identified medical data”; 

“providing the produced medical information … absent authorization from the 

individuals”).

•Dr. Rubin explained that a POSA would read the specification and claims of the Vigilytics 

patents through the lens of HIPAA. See EX2001, ¶68; EX1025, 75:19-79:5.

•Datavant and Dr. Clark have not disputed that the subject matter of the Vigilytics patents 

operates in an environment involving HIPAA. See, e.g., Pet., 2-3; EX1003, ¶¶34-36; 

EX2009, 13:18-44:15, 17:10-18.

[POSR, 15]
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Representative Independent Claims

’651 Patent (Claim 1) ’685 Patent (Claim 1)
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Representative Independent Claims

’375 Patent (Claim 1) ’012 Patent (Claim 1)
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Ground 2:  The Evenhaim-Settimi / 
Evenhaim-Settimi-Murphy 
Combinations are Deficient

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 10
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Overview of Evenhaim

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1005 (Evenhaim), FIG. 4A

EX1005 (Evenhaim), 17:28-52.

“Classic” 
Model

Evenhaim’s
“Crossix”
Method

Evenhaim sought to analyze “the original, most complete data set” from the 

data source entities 

[POSR, 4-5, 8]
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Overview of Settimi

[POR, 40-41; POSR, 16]

EX1006 (Settimi), FIG. 2

EX1006 (Settimi), Abstract
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Overview of Proposed Evenhaim-Settimi Combination

[Pet., 38-42]

• Key modifications to Evenhaim’s system in the proposed 

combination with Settimi:

1. De-identify patients’ medical and/or healthcare records before 

a search for individuals is initiated; 

2. Consolidate de-identified medical and/or healthcare records in a 

central repository; and

3. Configure Evenhaim's data aggregator (e.g., Crossix) to 

produce encoded patient identifiers (i.e., EPIDs, the alleged 

“tokens”) for each patient identified in a request for medical 

and/or healthcare information, and use the EPIDs to search 

Settimi’s central repository of de-identified records.
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Datavant Fails to Show that a POSA 
Would be Motivated to Combine 
Evenhaim and Settimi as Alleged

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 14
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The Combination is the Product of Impermissible Hindsight

[POR, 26-28, 40-46; POSR, 1-17]

Multiple Indicia of Hindsight:

1.  A POSA would not find it obvious to make the combination because 

no known solution existed for matching a specific group of individuals 

to their de-identified medical and/or healthcare information while 

maintaining patient privacy in compliance with HIPAA.

2. Combination violates Evenhaim's principle of operation that involves 

searching original, high-resolution patient data, and correspondingly 

violates Evenhaim’s teaching away from searching de-identified data.

3. Datavant’s stated motivation for improving search efficiency by 

centralizing patient records is not justified against the cost of violating 

Evenhaim’s principle of operation and teaching away.



16DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

The Combination is the Product of Impermissible Hindsight

Multiple Indicia of Hindsight:

4.  Unlike Vigilytics’ solution, the combination breaches patients' privacy 

and allows their identities to be discovered without authorization by 

combining patients' personally identifying information (PII) and de-

identified medical and/or healthcare records at the requester's server.

5. The combination is illegal under HIPAA because it requires covered 

entities to disclose reversibly encrypted identification codes (Settimi's 

EPIDs).  A POSA would not be motivated to implement an illegal 

system.

“[T]he prejudice of hindsight bias often overlooks that the genius of invention is 

often a combination of known elements which in hindsight seems preordained.”

 Power Integrations, Inc. v. Fairchild Semiconductor Int’l, Inc., 711 F.3d 1348, 1368 (Fed. Cir. 

2013)

[POR, 26-28, 40-46; POSR, 1-17; -00382 POSR, 1]
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Hindsight Indicia 1: Searching Settimi’s De-Identified 
Database for Specific Individuals Was Not Obvious

[POSR, 5; POR, 16-35]

• Evenhaim acknowledges 

existing sources of de-identified 

medical and/or healthcare 

records, but found no solution 

for a third-party to search de-

identified records for a group of 

specific individuals.

• Datavant’s contention that it 

would be obvious to use tokens 

for this purpose is unsupported 

by contemporaneous evidence 

and belied by Evenhaim.

Evenhaim:

EX1005, 16:45-67
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Hindsight Indicia 1: Searching Settimi’s De-Identified 
Database for Specific Individuals Was Not Obvious

[POR, 40-44; POSR, 5-6]

• Settimi does not teach or allow third 

parties to search the central 

repository for specific individuals 

using EPIDs.

• Settimi’s central repository is instead 

searched by specifying attributes for 

a desired cohort of patients whose 

identities are unknown.  The EPIDs 

are then used by covered entities to 

re-identify patients in the cohort.

• Datavant’s proposed use of Settimi’s 

EPIDs by a third-party for searching 

the central repository is unsupported.  

• No embodiment in Settimi allows a 

third-party to convert PII for specific 

individuals to EPIDs to search the 

central repository.

Dr. Rubin:

EX2001, ¶133



19DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

Hindsight Indicia 1: Searching Settimi’s De-Identified 
Database for Specific Individuals Was Not Obvious

[POSR, 16]

• Settimi allows only the covered entity (i.e., the PCP or data source 

entity) that created the EPID and de-identified the patient’s record in the 

first instance to search for specific individuals using the EPID:

EX1006, ¶47



20DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

Hindsight Indicia 2:  The Combination Violates Evenhaim’s 
Principle of Searching Original, High-Resolution Data

[POSR, 6, 20-21; POR, 40-44; EX1015, ¶12]

• Dr. Clark’s conclusory assertions that it would be obvious to produce 

tokens for searching de-identified records for specific individuals is not 

credible.

EX2009, 70:7-11

EX2009, 39:18-22
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Hindsight Indicia 2:  The Combination Violates Evenhaim’s 
Principle of Searching Original, High-Resolution Data

[POR, 26-28, 44; POSR, 24]

• Evenhaim explicitly sought to search original patient data before de-

identification.

• Datavant’s combination disregards Evenhaim’s express preferences.

EX1005, 17:28-52
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Hindsight Indicia 2:  The Combination Violates Evenhaim’s 
Principle of Searching Original, High-Resolution Data

[POR, 26-30, 44-46; POSR, 1-8]

EX1005, 6:12-32
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Hindsight Indicia 2:  The Combination Violates Evenhaim’s 
Principle of Searching Original, High-Resolution Data

[POR, 44-46]

EX2001, ¶136

Dr. Rubin:
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Hindsight Indicia 2:  The Combination Violates Evenhaim’s 
Principle of Searching Original, High-Resolution Data

[POR, 26-30, 44-46; POSR, 1-8]

“[E]ven if a reference is not found to teach away, its statements 

regarding preferences are relevant to a finding regarding whether a 

skilled artisan would be motivated to combine that reference with 

another reference.”

“[B]y completely disregarding certain teachings as ill-defined ‘subjective 

preferences,’ the Board's approach invited the ‘distortion caused by 

hindsight bias’ into the fold. … We have observed that ‘the prejudice of 

hindsight bias’ often overlooks that the ‘genius of invention is often a 

combination of known elements which in hindsight seems preordained.’

Polaris Indus., Inc. v. Arctic Cat, Inc., 882 F.3d 1056, 1069 (Fed. Cir. 2018)

Federal Circuit:
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Hindsight Indicia 2:  Evenhaim Teaches Away from the 
Combination’s Use of De-Identified Data

[POSR, 4]

EX1005, 4:34-48

Evenhaim: De-identified Data is “Useless”
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Hindsight Indicia 2:  Evenhaim Teaches Away from the 
Combination’s Use of De-Identified Data

[POSR, 4--6]

Evenhaim further observed that existing models that relied on 

de-identified data for longitudinal searches were inadequate 

because “[o]ne cannot query or analyze parameters that are 

no longer in the lower resolution database” (see 16:63-64), 

especially as such models “preclude[] external researchers 

from benefiting from the richness of the ‘source-entity’ 

data.” EX1005, 16:63-64, 7:46-52.

“A reference may be said to teach away when a person of ordinary skill, upon 

reading the reference, would be discouraged from following the path set out in 

the reference, or would be led in a direction divergent from the path that was 

taken by the applicant.”
         DePuy Spine, Inc. v. Medtronic Sofamor Danek, Inc., 567 F.3d 1314, 1327 (Fed. Cir. 2009)
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Hindsight Indicia 3: Datavant’s Stated Motivation to Improve Search 
Efficiency through Centralization is Deficient

[Pet., 41; POSR, 2-3]

• Datavant cites no evidence that the speculative efficiency gains 

flowing form a centralized search would have justified the high cost 
that Evenhaim attributes to searching de-identified medical records.

Dr. Clark: Vigilytics:

EX1003, ¶137

POSR 2-3
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Hindsight Indicia 4: The Combination Presents a Substantial Re-
Identification Risk That a POSA Would Not Pursue

[POR, 22-23, 45-47; POSR, 9]

EX1001, 5:26-42

Evenhaim-Settimi-Murphy Combination:

Vigilytics Patents:

[POSR, 9]
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Hindsight Indicia 4: The Combination Presents a Substantial Re-
Identification Risk That a POSA Would Not Pursue

[POR, 16; POSR, 8-9]

Dr. Rubin:
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EX2009, 30:17-31:7

Dr. Clark:

• Dr. Clark conceded that it “would not be prudent” to combine names with health 

conditions and that he “wouldn’t recommend anyone do that.”

Hindsight Indicia 4: The Combination Presents a Substantial Re-
Identification Risk That a POSA Would Not Pursue
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Hindsight Indicia 5: The Combination Violates HIPAA by Requiring 
Disclosure of Reversibly Encrypted Identification Codes (Settimi's EPIDs)

[POSR, 12-16; POR, 51-52]

•Settimi's EPIDs are formed by 

reversibly encrypting patient 

identifying information (PII) 

(e.g., PID, name, social security 

number).

• Settimi teaches that only the 

PCP’s password string is 

hashed—i.e., not the PII, which is 

reversibly encrypted.

EX1006, [0041]
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Hindsight Indicia 5: The Combination Violates HIPAA by Requiring 
Disclosure of Reversibly Encrypted Identification Codes (Settimi's EPIDs)

[POSR, 12-16; POR, 51-52]

HIPAA Privacy Rule (45 CFR § 164.514(c))

Dr. Rubin: Dr. Clark:
EX2006, 2

EX2001, ¶144

EX2009, 54:23-55:1-3
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Hindsight Indicia 5: The Combination Violates HIPAA by Requiring 
Disclosure of Reversibly Encrypted Identification Codes (Settimi's EPIDs)

[POSR, 14]

• HHS Guidance identifies no reversible encryption functions that would comply 

with HIPAA Privacy Rule.  Only suitable function identified is a one-way (hash) 

function.

• Emphasizes that disclosure of keys associated with hash function is not 
permitted.

EX1016, 30-31
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Datavant Fails to Show that the 
Evenhaim-Settimi / Evenhaim-

Settimi-Murphy (ESM) Combinations 
Disclose Multiple Claim Limitations

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 34
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ESM Fails to Disclose "A Privacy-Preserving Rule that Disallows Same 
Individuals to be Included within a Defined Period of Time" ('651 Element [1e])

[POR, 35-40; POSR, 17-19]

Dr. Rubin:Murphy:

EX1009, 554

EX2001, ¶128

Independent claims 7 and 14 of the '651 Patent recite similar language and the deficiencies in ESM similarly apply to these additional claims.



36DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

ESM Fails to Disclose "Producing[] … a Request Token for Each Individual Included in 
the Group of Individuals" and "Comparing the Request Tokens to Tokens Associated 

with the De-Identified Data to Find Matching Tokens" ('651 Elements [1c]-[1d])

[POSR, 20-21]

Vigilytics:

Arendi S.A.R.L. v. Apple Inc., 

832 F.3d 1355, 1362 (Fed. Cir. 

2016) (“[O]ur cases

repeatedly warn that references 

to ‘common sense’ … cannot be 

used as a wholesale substitute for 

reasoned analysis and 

evidentiary support, especially 

when dealing with a limitation 

missing from the prior art 

references specified”).

Independent claims 7 and 14 of the '651 Patent, and independent claims 1, 7, and 14 of the '375, '012, and '685 Patents, recite similar language and the 

deficiencies in ESM similarly apply to these additional claims.
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ESM Fails to Disclose "The Unique Tokens Associated with Healthcare Data are Absent 
Identities of Individuals ('012 Element [1e]) and "An Identity of the Individuals Being 

Unattainable From the Produced Information" ('651 Element [1g])

[POSR, 19]

Independent claims 7 and 14 of the '651 Patent, and independent claims 1, 7, and 14 of the '375, '012, and '685 Patents, recite similar language and the 

deficiencies in ESM similarly apply to these additional claims.

[POSR, 19]



38DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

ESM Fails to Disclose "Providing the Produced Medical Information … 
Absent Authorization from the Individuals" ('651 Element [1h])

[POSR, 21-22]

Evenhaim:

EX1005, 15:34-37

EX1005, 5:46-52

Dr. Clark:

EX2009, 77:12-18

Independent claims 7 and 14 of the '651 Patent, and independent claims 1, 7, and 14 of the '375, '012, and '685 Patents, recite similar language and the 

deficiencies in ESM similarly apply to these additional claims.
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Ground 1: The Evenhaim / 
Evenhaim-Murphy Combinations are 

Deficient

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 39
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Evenhaim Fails to Disclose Matching Specific Individuals to "De-
identified" Medical and/or Healthcare Information

•  All claims of the ’685, ’375, and ’651 patents operate on “de-identified” medical 

and/or healthcare data for a group of specific individuals identified in a request.

• By contrast, Evenhaim searches the original, full patient records before de-

identification.  Evenhaim instead teaches away from searching de-identified 

data.  Evenhaim therefore does not disclose or render obvious any claim of the 

’685, ’375, or ’651 patents.

[POR, 26-28; POSR, 24]

EX1005, 17:28-52
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Evenhaim Fails to Disclose Matching Specific Individuals to "De-
identified" Medical and/or Healthcare Information

[POSR, 24]

EX1005, 10:29-32

Evenhaim:

• Datavant’s citation to Evenhaim’s “identity-free micro-data” is misplaced. Identity-free 

micro-data results in Evenhaim from de-identification of the “extract” after performing the 

search and after patients’ records are identified based on PII.

Reply, 7

Reply:



42DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

Evenhaim Fails to Disclose Matching Specific Individuals to "De-
identified" Medical and/or Healthcare Information

[POSR, 7-8]

• Datavant’s observation that “Evenhaim describes searches in which the patient is 

identified other than by his/her name” does not imply that the search is performed on de-

identified data.  Evenhaim instead explains that a variety of personally identifying 

information (PII) about a user can be used in a search of raw patient data.

EX1005, 10:29-32

Evenhaim:

Reply, 7

Reply:



43DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

Evenhaim Fails to Disclose "Producing[] … a Request Token for Each Individual Included 
in the Group of Individuals" and "Comparing the Request Tokens to Tokens Associated 

with the De-Identified Data to Find Matching Tokens" ('651 Elements [1c]-[1d])

[POR, 14-16]



44DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

Evenhaim Fails to Disclose "Providing the Produced Medical Information … 
Absent Authorization from the Individuals" ('651 Element [1h])

Evenhaim:

EX1005, 15:34-37

EX1005, 5:46-52

Dr. Clark:

EX2009, 77:12-18

[POSR, 21-22, 25]



45DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

Evenhaim-Murphy Fails to Disclose "A Privacy-Preserving Rule that Disallows Same 
Individuals to be Included within a Defined Period of Time" ('651 Element [1e])

[POR, 35-40; POSR, 17-19]

Dr. Rubin:Murphy:

EX1009, 554

EX2001, ¶128



46DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

Evenhaim Fails to Disclose "Unique Tokens Associated with Healthcare Data 
are Absent Identities of Individuals" ('012 Element [1e])

[‘012 POR, 14-15, 28; ‘012 POSR, 24-25]

EX1005, 8:4-34

Evenhaim:
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Ground 3: The Dick-Landi-Murphy 
Combination is Deficient

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 47
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Overview of Dick

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1007 (Dick), FIG. 1

• Searches archived 

medical information 

repositories

• Discloses de-identification 

techniques

[POR, 46]
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Dick performs searches with queries containing personally 
identifying information (PII)

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1007(Dick), [0024]

EX1007(Dick), [0029]

• Requests include individual 

identification information or 

identification information for a 

group

• Searching performed using 

Master Person Index

[EX2001, ¶¶78-84; POR, 46]
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Dick’s Requester’s Server

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1007, [0022]

• The RVC 215 can “receive a request 

from an authorized user responding to 

prompts from software executing on 

requester’s server 230.” (EX1007, 

[0022]). 

[POR, 49]
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Overview of Landi

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1008, 1:13-22

EX1008, 2:19-26

• Landi perceived a problem with prior 

de-identification approaches in that 

they lacked any “mechanism by which 

patient identification can be recovered, 

if necessary.”

• Landi proposed techniques for 

encrypting PHI such that patients 

could be re-identified by decrypting the 

encrypted ID.

• Landi describes “conventional 

methods for de-identifying” to include 

“simply stripping” PII.

[POR, 47; EX2001, ¶¶85-90]
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Overview of Landi

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1008, FIG. 1

EX1008, 4:11-34

[POR, 47; EX2001, ¶¶85-90]
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Overview of Dick-Landi Combination

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE [Pet., 57-62]

Key modifications proposed to Dick’s system in view of Landi:

1. Consolidate de-identified medical and/or healthcare records 

in a centralized repository; and

2. Configure Dick’s requester's server to produce encrypted IDs 

(i.e., the alleged “tokens”) for each patient identified in a 

request for medical and/or healthcare information, and use 

the encrypted IDs to search Landi’s centralized repository of 

de-identified records.
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Datavant Fails to Show a POSA Would be Motivated to 
Combine Dick and Landi

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE [POR, 46-70]

Dick-Landi Combination is the Product of Impermissible Hindsight:

1. Dick already teaches de-identification techniques, leaving no motivation to combine 

with Landi.

2. Dick's system does not violate HIPAA, leaving no motivation to produce tokens at Dick's 

requester's server for the stated purpose of complying with HIPAA.

3. A POSA would be deterred from making the combination because no known solution 

existed for matching a specific group of individuals to their de-identified medical 

and/or healthcare information while maintaining patient privacy in compliance with 

HIPAA.

4. Unlike Vigilytics' solution, the combination breaches patients' privacy and allows their 

identities to be discovered without authorization by combining patients' personally 

identifying information (PII) and de-identified medical and/or healthcare records at the 

requester's server.

5. The combination is illegal under HIPAA because it requires covered entities to disclose 

reversibly encrypted identification codes (Landi's encrypted IDs).  A POSA would not be 

motivated to implement an illegal system.
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Dick already teaches de-identification techniques

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

• Dr. Clark conceded that Dick’s 

teachings of de-identification 

methodologies was sufficient for 

a POSITA

• No reason to look to Landi for 

de-identification methodologies

EX2008, 80:11–25

Petition:

Pet., 58

[POR, 48-50]
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No HIPAA Violation in Dick That Would Inspire Need for Tokens

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

• Datavant alleges potential HIPAA violation in sending names (PII) of individuals 

in request to data source as a motivation to produce tokens from the patient 

names and combine Dick and Landi.

• But no HIPAA violation exists, so no motivation to combine.

Pet., 65

EX2001, ¶¶153-154

[POR, 56-57]

Petition: Dr. Rubin:
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No HIPAA Violation in Dick That Would Inspire Need for 
Tokens

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX2002, 57:15--25

• Dr. Clark testified there is no 

HIPAA violation when sending 

names

[POR, 56-57]

Dr. Clark:



58DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

The Combination Presents a Substantial Re-Identification Risk 
That a POSA Would Not Pursue

[POR, 58-59; POSR, 9, 28]

EX1001, 5:26-42

Dick-Landi-Murphy Combination:

Vigilytics Patents:

[POSR, 28]



59DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

The Combination Presents a Substantial Re-Identification Risk 
That a POSA Would Not Pursue

Dr. Rubin:

[POR, 58-59; POSR, 9, 28]

EX2001, ¶159



60DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

The Combination Presents a Substantial Re-Identification Risk 
That a POSA Would Not Pursue

[POSR, 9, 28]

EX2009, 30:17-31:7

Dr. Clark:

• Dr. Clark conceded that it “would not be prudent” to combine names with health 

conditions and that he “wouldn’t recommend anyone do that.”



61DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

The Combination Violates HIPAA by Requiring Disclosure of Reversibly 
Encrypted Identification Codes (Landi’s Encrypted IDs)

[POSR, 12-16; POR, 51-52]

•Landi’s encrypted IDs are formed 

by reversibly encrypting patient 

identifying information (PII) 

(e.g., names, DOB, social security 

number).

Landi:

EX1008, 5:7-19
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The Combination Violates HIPAA by Requiring Disclosure of Reversibly 
Encrypted Identification Codes (Settimi's EPIDs)

[POR, 51-52; POSR, 25-27]

HIPAA Privacy Rule (45 CFR § 164.514(c))

Dr. Rubin: Dr. Clark:
EX2006, 2

EX2001, ¶144
EX2009, 54:23-55:1-3



63

DLM Combination Fails to Provide Multiple Claim Limitations

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE [POR, 46-70]

• Non-exhaustive list of claim limitations not disclosed:

• "A Privacy-Preserving Rule that Disallows Same Individuals to be Included 

within a Defined Period of Time" ('651 Element [1e])

• "Producing[] … a Request Token for Each Individual Included in the Group of 

Individuals" and "Comparing the Request Tokens to Tokens Associated with the 

De-Identified Data to Find Matching Tokens" ('651 Elements [1c]-[1d])

• "The Unique Tokens Associated with Healthcare Data are Absent Identities of 

Individuals ('012 Element [1e]) and "An Identity of the Individuals Being 

Unattainable From the Produced Information" ('651 Element [1g])

• "Determine Whether the Group Includes at Least a Minimum Number of 

Individuals to be Included in a Report in Response to the Request" ('651 

Element [1e])

• "The Provided Information is Medical Data in Conformity with [HIPAA]" ('651 

Claim 2)

*Other independent claims of the challenged patents likewise recite various claim limitations similar 

to those listed above.  DLM combination fails to provide these limitations for similar reasons.
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Overview of Murphy

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1009, 553

EX1009, 553-54

[POR, 11-14, 35-40, 68-70]
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Datavant Errs in Relying on Murphy as “Block[ing]” Queries to Meet 
“Minimum Number” Claim Limitations

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

Pet., 27

’651 Petition:

Example Limitations:

• '651 Element [1.e] - "determine whether 

the group includes at least a minimum 

number of individuals to be included in a 

report in response to the request"

• '375 Element [1.b] - "an encryption 

server that is configured to determine if 

the number of individuals in the request 

is at least a defined minimum number of 

individuals"

• '375 Elements [1.g]-[1.h] - "producing 

the healthcare information ... based on 

a minimum number of matched tokens"

• '012 Element [1.f] - "the healthcare 

information being produced based on a 

minimum number of matched tokens"

[POR, 11-14, 35-40, 68-70]
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Murphy Does Not “Block Queries”

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1009, 555

EX2001, ¶175

Dr. Rubin: Murphy:

[POR, 11-14, 35-40, 68-70]
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Murphy Criticizes De-identification and Re-identification

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

EX1009, 553

EX1009, 553

• Murphy rejects options of de-

identifying

• Murphy rejections techniques 

susceptible to re-identification

[POR, 11-14, 35-40, 68-70]
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Thank You

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE 

68
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