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CLAIM LISTING 

Claim 1: 

Claim 1[Pre]: A computer implemented method of identifying unauthorized 

activities on a first computer system attached to a computer network, wherein the 

first computer system comprises one or more processors and memory, the method 

comprising: 

1(a) monitoring activity on the first computer system; 

1(b) identifying a plurality of activities being performed at the first computer 

system, wherein each of the activities includes an activity source, an activity target, 

and an association between the activity source and the activity target; 

1(c) storing in the memory a data structure that identifies the activity sources, 

the activity targets, and the associations for the plurality of activities; and 

1(d) transmitting to one or more computer systems other than the first 

computer system information identifying one or more of the activity sources, the 

activity targets, and the associations for preventing future attacks, to the one or more 

computer systems, associated with the one or more of the activity sources, the 

activity targets, and the associations. 
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Claim 2: 

The method of claim 1, wherein the monitoring further comprises monitoring 

all activity on the first computer system. 

Claim 3: 

The method of claim 1, further comprising: creating, from the stored 

information, a fingerprint indicative of the activity on the first computer system. 

Claim 4: 

The method of claim 1, wherein the activities comprise two or more of: a file 

initiating an execution of an instruction, an instruction reading a file, an instruction 

writing to a file, and receiving data through the network. 

Claim 5: 

The method of claim 1, wherein a respective activity target comprises one of: 

a file, a user, an instruction, a thread, data stream, and network socket connections. 

Claim 6: 

The method of claim 1, wherein a respective activity source comprises one of: 

a file, a user, an instruction, a thread, data stream, and network socket connections. 

Claim 7: 

The method of claim 1, further comprising: graphically displaying at least a 

subset of the stored activities. 
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Claim 8: 

The method of claim 7, wherein the displaying includes visually 

distinguishing at least a subset of the associations. 

Claim 9: 

The method of claim 1, wherein an activity target of a first activity of the 

plurality of activities is an activity source of a second activity of the plurality of 

activities. 

Claim 10: 

The method of claim 1, further comprising: identifying a respective 

association between a first activity source and a first activity target as unauthorized, 

wherein the first activity target, when associated as a second activity source with a 

second activity target, causes unauthorized activities on the second activity target. 

Claim 11: 

The method of claim 10, further comprising: tracking a transfer of malicious 

associations over time. 

Claim 12: 

The method of claim 1, further comprising: identifying activity sources that 

are affected by unauthorized activities. 
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Claim 13: 

The method of claim 12, wherein the identifying activity sources that are 

affected by unauthorized activities includes identifying activity sources that request 

to access a portion of memory that is set as non-executable. 

Claim 14: 

The method of claim 12, wherein: instructions executed by the one or more 

processors have respective privilege levels; respective activity sources have 

respective privilege levels; and the identifying activity sources that are affected by 

unauthorized activities includes identifying activity sources that request to execute 

underprivileged instructions. 

Claim 15: 

The method of claim 12, wherein the identifying activity sources that are 

affected by unauthorized activities includes identifying data stream incoming from 

outside the first computer system. 

Claim 16: 

The method of claim 1, further comprising: determining an activity status for 

the stored events, the activity status comprising one of: a complete status, 

representing that a source of unauthorized activities is identified, and each activity 

target in the stored activities is associated with the source through one or more 

associations; and an incomplete status, which represents that the source of 
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unauthorized activities is not identified, or at least one activity target in the stored 

activities is not associated with the source through one or more associations. 

Claim 17: 

The method of claim 1, further comprising: determining an activity level 

representing a frequency of unauthorized activities on the first computer system 

during a predefined time interval. 

Claim 18: 

The method of claim 1, further comprising: identifying a respective activity 

as unauthorized based on a determination that the respective activity is associated 

with an unauthorized activity that is distinct from the respective activity. 

Claim 19: 

The method of claim 1, wherein the association includes a type that represents 

whether or not the activity source has modified the activity target to perform the 

unauthorized activities. 

Claim 20: 

Claim 20[Pre]: A first computer system, comprising: 

20(a) one or more processors; and 

20(b) memory storing one or more programs, the one or more programs 

including instructions for: 

20(c) monitoring activity on the first computer system; 
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20(d) identifying a plurality of activities being performed at the first computer 

system, where each of the activities includes an activity source, an activity target, 

and an association between the activity source and the activity target; 

20(e) storing in the memory a data structure that identifies the activity sources, 

the activity targets, and the associations for the plurality of activities; and 

20(f) storing in the memory the activity sources, activity targets, and 

associations; 

20(g) transmitting to one or more computer systems other than the first 

computer system information identifying one or more of the activity sources, the 

activity targets, and the associations for preventing future attacks, to the one or more 

computer systems, associated with the one or more of the activity sources, the 

activity targets, and the associations 

Claim 21: 

Claim 21[Pre]: A computer readable storage medium, including one or 

more programs for execution by one or more processors of a first computer system, 

the one or more programs including instructions for: 

21(a) monitoring activity on the first computer system; 

21(b) identifying a plurality of activities being performed at the first computer 

system, where each of the activities includes an activity source, an activity target, 

and an association between the activity source and the activity target; 
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21(c) storing in memory of the first computer system a data structure that 

identifies the activity sources, the activity targets, and the associations for the 

plurality of activities; and 

21(d) transmitting to one or more computer systems other than the first 

computer system information identifying one or more of the activity sources, activity 

targets, and associations for preventing future attacks, to the one or more computer 

systems, associated with the one or more of the activity sources, the activity targets, 

and the associations. 
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I, Markus Jakobsson, declare as follows: 

I. INTRODUCTION AND QUALIFICATIONS 

1. I am over the age of 21 and am competent to make this declaration. I 

make this declaration based on facts and matters within my own knowledge and on 

information provided to me by others, and, if called as a witness, I could and would 

competently testify to the matters set forth herein. 

A. Educational Background and Professional Experience 

2. My qualifications are stated more fully in my curriculum vitae, which 

is attached as Appendix A. Below is a summary of my education, work experience, 

and other qualifications. 

3. I received a Master of Science degree in Computer Engineering from 

the Lund Institute of Technology in Sweden in 1993, a Master of Science degree in 

Computer Science from the University of California at San Diego in 1994, and a 

Ph.D. in Computer Science from the University of California at San Diego in 1997, 

specializing in Cryptography. During and after my Ph.D. studies, I was also a 

researcher at the San Diego Supercomputer Center and General Atomics, where I 

did research on authentication, privacy, and security. Much of my work was on 

distributed protocols to enable security and privacy, and my Ph.D. thesis described 

a distributed electronic payment system. 
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4. Since earning my doctorate degree over twenty-six years ago, I have 

been an employee, entrepreneur, and consultant in the computer systems, security, 

and the anti-fraud industry. I have worked extensively with technologies related to 

computer security, mobile security, phishing, malware detection, quantitative and 

qualitative fraud analysis, and disruptive security. I have worked as an engineer, 

researcher or technical advisor at a number of leading companies in the computer 

industry, including PayPal, Qualcomm, Bell Labs, and LifeLock. I have also taught 

and performed research at several prestigious universities, including New York 

University (NYU) and Indiana University (IU). Further, I have been materially 

involved in designing, developing, testing, and assessing technologies for computer 

and network security, digital rights management, trust establishment, randomness, 

cryptography, socio-technical fraud, malware detection, detection of malicious 

emails, user interfaces, authentication, and fraud detection for over twenty years. 

5. From 1997 to 2001, I was a Member of Technical Staff at Bell Labs, 

where I did research on authentication, privacy, multi-party computation, contract 

exchange, digital commerce including crypto payments, and fraud detection and 

prevention. An example publication of mine from this time period includes “Secure 

distributed computation in cryptographic applications” (U.S. Patent No. 6,950,937, 

2001 priority date.) At the end of my tenure at Bell Labs, I had started to research 
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identity theft years before the banking industry became aware of the existence of 

phishing attacks. 

6. From 2001 to 2004, I was a Principal Research Scientist at RSA Labs, 

where I worked on predicting future fraud scenarios in commerce and authentication 

and developed solutions to those problems. Much of my work related to the 

development of anti-fraud mechanisms, addressing authentication abuse and identity 

theft. During that time, I predicted the rise of what later became known as phishing. 

I also laid the groundwork for what I termed “proof of work,” and described how 

this could be applied in the context of distributed computations such as mining of 

crypto payments; this work later came to influence the development of BitCoin. I 

was also an Adjunct Associate Professor in the Computer Science department at 

New York University from 2002 to 2004, where I taught cryptographic protocols, 

with an emphasis on authentication. 

7. From 2004 to 2016, I held a faculty position at Indiana University at 

Bloomington, first as an Associate Professor of Computer Science, Associate 

Professor of Informatics, Associate Professor of Cognitive Science, and Associate 

Director of the Center for Applied Cybersecurity Research (CACR) from 2004 to 

2008; and then as an Adjunct Associate Professor from 2008 to 2016. I was the most 

senior security researcher at Indiana University, where I built a research group 

focused on online fraud and countermeasures, resulting in over 50 publications and 
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two books. One of these books, “Crimeware: Understanding New Attacks and 

Defenses” (Wiley, 2008), described malware-based attacks, online abuse in general, 

and countermeasures to attacks and abuses of these types. 

8. While a professor at Indiana University, I was also employed by Xerox 

PARC, PayPal, and Qualcomm to provide thought leadership to their security 

groups. I was a Principal Scientist at Xerox PARC from 2008 to 2010, a Director 

and Principal Scientist of Consumer Security at PayPal from 2010 to 2013, a Senior 

Director at Qualcomm from 2013 to 2015, Chief Scientist at Agari from 2016 to 

2018, and Chief of Security and Data Analytics at Amber Solutions from 2018 to 

2020. 

9. I was hired by Qualcomm as they acquired a startup I founded, 

FatSkunk. FatSkunk had developed algorithms for retroactive detection of malware, 

with applications to low-power platforms such as mobile devices. Example 

publications include “Retroactive Detection of Malware With Applications to 

Mobile Platforms” by Markus Jakobsson and Karl-Anders Johansson, “Practical and 

Secure Software-Based Attestation” by Markus Jakobsson and Karl-Anders 

Johansson, and U.S. Patent 8,370,935, titled “Auditing a Device”. My work at 

Qualcomm related to authentication of users and detection of malware, and the 

integration of the FatSkunk technology in Qualcomm products. 
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10. Agari is a cybersecurity company that develops and commercializes 

technology to protect enterprises, their partners and customers from advanced email 

phishing attacks. At Agari, my research studied and addressed trends in online fraud, 

especially as related to email, including problems such as Business Email 

Compromise, Ransomware, and other abuses based on social engineering and 

identity deception. My work primarily involved identifying trends in fraud and 

computing before they affected the market, and developing and testing 

countermeasures, including technological countermeasures, user interaction and 

education. Example publications include “Detecting computer security risk based on 

previously observed communications” (U.S. Patent No. 10,715,543 B2, 2016 

priority date) and “Using message context to evaluate security of requested data” 

(U.S. Patent No. 10,805,314 B2, 2017 priority date). 

11. In 2020, after leaving Agari, I was the Chief of Security and Data 

Analytics at Amber Solutions, an IoT startup in the San Francisco Bay Area. Amber 

Solutions is a cybersecurity company that develops home and office automation 

technologies. At Amber Solutions, my research addressed privacy, user interfaces 

and authentication techniques in the context of ubiquitous and wearable computing. 

My work often related to security in constrained computing environments, as 

exemplified in “Configuration and management of smart nodes with limited user 

interfaces” (U.S. Patent No. 10,887,447). 
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12. I left Amber Solutions to take the role of Chief Scientist at ByteDance 

in 2019, where I guided the security research both for ByteDance and TikTok until 

I left to co-found Artema Labs, where I am the Chief Scientist. My work at 

ByteDance involved identifying new threats, developing new solutions, and guiding 

research in areas relating to cryptography and Internet security. 

13. I am also the Chief Technology Officer at ZapFraud, a cybersecurity 

company that develops techniques to detect deceptive emails, such as Business 

Email Compromise (“BEC”) emails. At ZapFraud, my research studies and 

addresses computer abuse, including social engineering, malware and privacy 

intrusions, and has also involved studying security aspects related to cloud 

computing. My work primarily involves identifying risks, developing protocols and 

user experiences, and evaluating the security of proposed approaches. 

14. I also work as an independent security researcher and consultant in the 

fields of computer/mobile security, fraud detection/prevention, digital rights 

management, malware, phishing, crimeware, mobile malware, and cryptographic 

protocols. In addition, I am a visiting research fellow of the Anti-Phishing Working 

Group, an international consortium focused on unifying the global response to 

cybercrime in the public and private sectors. 

15. I have also served on the advisory board of several companies, 

including Metaforic, a company that developed technology for watermarking 
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software and provided security software with a built-in framework that resists 

attacks from malware, bots, hackers and other attempts. Metaforic was acquired by 

Inside Secure in 2014. 

16. I have founded or co-founded several successful computer security 

companies. In 2005, I co-founded RavenWhite Security, a provider of authentication 

solutions, and I am currently its Chief Technical Officer. RavenWhite owns 

intellectual property related to authentication, such as “Performing authentication” 

(U.S. Patent No. 10,079,823 2007 priority date). In 2007, I co-founded Extricatus, 

one of the first companies to address consumer security education. In 2009, I 

founded FatSkunk, a provider of mobile malware detection software; I served as 

Chief Technical Officer of FatSkunk from 2009 to 2013, when FatSkunk was 

acquired by Qualcomm, and I became a Qualcomm employee. FatSkunk developed 

anti-virus technology. In 2013, I founded ZapFraud—the same company described 

above, where I currently serve as Chief Technical Officer. In 2014, I co-founded 

RightQuestion, a security consulting company. 

17. I have additionally served as a member of the fraud advisory board at 

LifeLock (an identity theft protection company); a member of the technical advisory 

board at CellFony (a mobile security company); a member of the technical advisory 

board at PopGiro (a user reputation company); a member of the technical advisory 

board at MobiSocial dba Omlet (a social networking company); and a member of 
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the technical advisory board at Stealth Security (an anti-fraud company). I have 

provided anti-fraud consulting to KommuneData (a Danish government entity), J.P. 

Morgan Chase, PayPal, Boku, and Western Union. 

18. I have authored seven books and over 100 peer-reviewed publications 

and have been a named inventor on over 200 patents and patent applications. A large 

number of these relate to Internet security, authentication, malware, spoofing and 

related topics. 

19. Examples of textbooks I have authored or co-authored on the topic of 

Internet security include: 

• “Crimeware: Understanding New Attacks and Defenses” (Symantec Press, 

2008) 

• “Phishing and Countermeasures: Understanding the Increasing Problem of 

Electronic Identity Theft” (Wiley, 2006); 

• “The Death of the Internet” (Wiley, 2012); 

• “Understanding Social Engineering Based Scams” (Springer 2016); 

• “Towards Trustworthy Elections: New Directions in Electronic Voting” 

(Springer, 2010). 

20. Books translated to Chinese and Korean have separate titles and years 

of release. 
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21. I have authored numerous publications regarding Internet security, 

including Internet security and malware detection. Relevant examples include: 

• Tamper-Evident Digital Signatures: Protecting Certification Authorities 

Against Malware Jong Youl Choi, Philippe Golle, and Markus Jakobsson; 

• “Remote Harm-Diagnostics”, (PDF) Privacy-preserving history mining 

for web browsers (researchgate.net); 

• “Server-Side Detection of Malware Infection”, NSPW Proceedings on 

New Security Paradigms Workshop (2009). 

22. An exemplary relevant patent publication includes U.S. Patent No. 

8,578,174. This patent was assigned to Palo Alto Research Center Incorporated 

arising out of my employment. 

23. My opinions are based on my years of education, research, and 

experience, as well as my study of relevant materials. In forming my opinions, I have 

also considered the materials identified in this declaration and in the Petition. 

24. In sum, I have extensive experience both as a developer and a 

researcher relating to computer security. 

25. I am being compensated for my time at my ordinary hourly rate of $800 

My compensation is not dependent on the outcome of these proceedings or the 

content of my opinions. To the best of my knowledge, I have no financial interest in 

either party or in the outcome of this proceeding. 
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II. METHODOLOGY; MATERIALS CONSIDERED 

26. I have relied upon my education, knowledge and experience with the 

technology of communication networks, as well as the other materials as discussed 

in this declaration in forming my opinions. 

27. For this work, I have been asked to review U.S. Patent No. 9,954,872 

(“’872 Patent”) (Ex. 1001) including the specification and claims, and the ’872 

Patent’s prosecution history (“’872 File History”) (Ex. 1002). In developing my 

opinions relating to the ’872 Patent, I have considered the materials cited or 

discussed herein, including those listed below. 

Exhibit 1001 U.S. Patent No. 9,954,872 (the “’872 Patent”) 

Exhibit 1002 File History for U.S. Patent 9,954,872 (the “’872 File History”) 

Exhibit 1003 Intentionally left blank  

Exhibit 1004 U.S. Application Publication No. 2008/0016570 to Capalik 

(“Capalik”) 

Exhibit 1005 Ashvin Goel et al. “Forensix: A Robust, High-Performance 

Reconstruction System,” Proceedings of the 25th International 

Conference on Distributed Computing Systems Workshops, 2005 

(“Goel”) 

Exhibit 1006 Samuel T. King, “Analyzing Intrusions Using Operating System 

Level Information Flow,” Dissertation submitted in partial 

fulfillment of the requirements for the degree of Doctor of 

Philosophy in The University of Michigan (2006) (“King”) 

Exhibit 1007 U.S. Patent No. 8,819,822 to Pike et al. (“Pike”) 

Exhibit 1008 U.S. Patent No. 7,089,428 to Farley (“Farley”) 

Exhibit 1009 Intentionally left blank  

Exhibit 1010 Intentionally left blank  

Exhibit 1011 WO 2004/097584 to Knight (“Knight”) 

Exhibit 1012 U.S. Application Publication No. 2006/0242701 to Black et al. 

(“Black”) 

Exhibit 1013 U.S. Application Publication No. 2007/0208822 to Wang et al. 

(“Wang”) 

IPR2025-00070 
CrowdStrike EX1003 Page 25

25



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

Exhibit 1014 U.S. Application Publication No. 2008/0098476 to Syversen 

(“Syversen”)  

Exhibit 1015 U.S. Patent No., 7,483,972 to Bhattacharya et al. 

(“Bhattacharya”) 

Exhibit 1016 U.S. Application Publication No. 2005/0193429 to Demopoulos 

et al. (“Demopoulos”) 

Exhibit 1017 WO 2009/032379 to Stolfo et al. (“Stolfo”) 

Exhibit 1018 U.S. Application Publication No. 2004/0103314 to Liston 

(“Liston”) 

Exhibit 1019 U.S. Patent No., 8,407,788 to Kestner et al. (“Kestner”) 

Exhibit 1020 U.S. Application Publication No. 2009/0037672 to Colbert et al. 

(“Colbert”) 

Exhibit 1021 WO 2009/097610 to Moffie et al. (“Moffie”) 

Exhibit 1022 U.S. Patent No., 8,510,827 to Leake et al. (“Leake”) 

Exhibit 1023 U.S. Patent No., 9,098,698 to Ghosh et al. (“Ghosh”) 

Exhibit 1024 U.S. Application Publication No. 2007/0220518 to Verbowski et 

al. (“Verbowski”) 

Exhibit 1025 Intentionally left blank 

 

28. I have considered these materials from the viewpoint of a POSITA as 

of the priority date of the ʼ872 Patent. For the purposes of this declaration, I have 

been asked to assume that the priority date of the ’872 Patent is June 24, 2010. I note 

that my opinions provided in this declaration are made from the perspective of a 

POSITA as of this priority date of the ’872 Patent, unless expressly stated otherwise. 

To the extent that I use any verb tense in this declaration that is present tense (e.g., 

“a POSITA would understand” instead of “a POSITA would have understood”), 

such verb tense should be understood to be my opinion as of the ’872 Patent’s 

priority date (again, unless expressly stated otherwise). I merely use the present verb 

tense for ease of reading. 
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III. OVERVIEW AND LEGAL STANDARDS 

29. In formulating my opinions, I have been instructed to apply certain 

legal standards. I am not a lawyer. I do not expect to offer any testimony regarding 

what the law is. Instead, the following sections summarize the law as I have been 

instructed to apply it in formulating and rendering my opinions found later in this 

declaration. I understand that, in an inter partes review (“IPR”) proceeding, patent 

claims may be deemed unpatentable if it is shown that they were anticipated or 

rendered obvious in view of the prior art. I understand that prior art in an IPR review 

is limited to patents or printed publications that predate the priority date of the patent 

at issue. I understand that questions of claim clarity (definiteness) and enablement 

cannot be considered as a ground for considering the patentability of a claim in these 

proceedings. 

A. Person of Ordinary Skill in the Art 

30. I understand that the ’872 Patent, the record of proceedings at the Patent 

Office (which I understand is called the “File History” or “Prosecution History”), 

and the teachings of the prior art are evaluated from the perspective of a person of 

ordinary skill in the art (“POSITA”) at the time the claimed invention was made. I 

understand that the factors considered in determining the ordinary level of skill in 

the art include: (i) the levels of education and experience of persons working in the 

field; (ii) the types of problems encountered in the field; and (iii) the sophistication 
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of the technology. I may also consider, if available, the education level of the 

inventor, prior art solutions to the problems encountered in the art, and the rapidity 

with which innovations are made in the relevant art. 

31. I understand that a person of ordinary skill in the art is not a specific 

real individual, but rather a hypothetical individual having the qualities reflected by 

the factors above. This hypothetical person has knowledge of all prior art in the 

relevant field as if it were arranged on a workshop wall and takes from each reference 

what it would teach to a person having the skills of a POSITA. 

B. Obviousness 

32. I understand that a claim may be invalid under 35 U.S.C. § 103(a) if the 

subject matter described by the claim as a whole would have been “obvious” to a 

hypothetical POSITA in view of a single prior art reference or in view of a 

combination of references at the time the claimed invention was made. Therefore, I 

understand that obviousness is determined from the perspective of a hypothetical 

POSITA. I further understand that a hypothetical POSITA is assumed to know and 

to have all relevant prior art in the field of endeavor covered by the patent in suit and 

all analogous prior art. I understand that obviousness in an IPR review proceeding 

is evaluated using a preponderance of the evidence standard, which means that the 

claims must be more likely obvious than nonobvious. 
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33. I also understand that an analysis of whether a claimed invention would 

have been obvious should be considered in light of the scope and content of the prior 

art, the differences (if any) between the prior art and the claimed invention, and the 

level of ordinary skill in the pertinent art involved. I understand as well that a prior 

art reference should be viewed as a whole. I understand that in considering whether 

an invention for a claimed combination would have been obvious, I may assess 

whether there are apparent reasons to combine known elements in the prior art in the 

manner claimed in view of interrelated teachings of multiple prior art references, the 

effects of demands known to the design community or present in the marketplace, 

and/or the background knowledge possessed by a POSITA. I also understand that 

other principles may be relied on in evaluating whether a claimed invention would 

have been obvious, and that these principles include the following: 

• A combination of familiar elements according to known methods is 

likely to be obvious when it does no more than yield predictable results; 

• When a device or technology is available in one field of endeavor, 

design incentives and other market forces can prompt variations of it, 

either in the same field or in a different one, so that if a POSITA can 

implement a predictable variation, the variation is likely obvious; 

• If a technique has been used to improve one device, and a POSITA 

would have recognized that it would improve similar devices in the 
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same way, using the technique is obvious unless its actual application 

is beyond his or her skill; 

• An explicit or implicit teaching, suggestion, or motivation to combine 

two prior art references to form the claimed combination may 

demonstrate obviousness, but proof of obviousness does not depend on 

or require showing a teaching, suggestion, or motivation to combine; 

• Market demand, rather than scientific literature, can drive design trends 

and may show obviousness; 

• In determining whether the subject matter of a patent claim would have 

been obvious, neither the particular motivation nor the avowed purpose 

of the named inventor controls; 

• One of the ways in which a patent’s subject can be proved obvious is 

by noting that there existed at the time of invention a known problem 

for which there was an obvious solution encompassed by the patent’s 

claims; 

• Any need or problem known in the field of endeavor at the time of 

invention and addressed by the patent can provide a reason for 

combining the elements in the manner claimed; 

• “Common sense” teaches that familiar items may have obvious uses 

beyond their primary purposes, and in many cases a POSITA will be 
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able to fit the teachings of multiple patents together like pieces of a 

puzzle; 

• A POSITA is also a person of ordinary creativity, and is not an 

automaton; 

• A patent claim can be proved obvious by showing that the claimed 

combination of elements was “obvious to try,” particularly when there 

is a design need or market pressure to solve a problem and there are a 

finite number of identified, predictable solutions such that a POSITA 

would have had good reason to pursue the known options within his or 

her technical grasp; and 

• One should not use hindsight in evaluating whether a claimed invention 

would have been obvious. 

34. I also understand that an obviousness determination includes the 

consideration of various factors such as: (1) the scope and content of the prior art, 

(2) the differences between the prior art and the asserted claims, (3) the level of 

ordinary skill in the pertinent art, and (4) the existence of secondary considerations 

such as commercial success, long-felt but unresolved needs, failure of others, and so 

forth. 

35. I am informed that it is improper to combine references where the 

references teach away from their combination. I am informed that a reference may 
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be said to teach away when a person of ordinary skill in the relevant art, upon reading 

the reference, would be discouraged from following the path set out in the reference, 

or would be led in a direction divergent from the path that was taken by the patent 

applicant. In general, a reference will teach away if it suggests that the line of 

development flowing from the reference’s disclosure is unlikely to be productive of 

the result sought by the patentee. I am informed that a reference teaches away, for 

example, if (1) the combination would produce a seemingly inoperative device, or 

(2) the references leave the impression that the product would not have the property 

sought by the patentee. I also am informed, however, that a reference does not teach 

away if it merely expresses a general preference for an alternative invention but does 

not criticize, discredit, or otherwise discourage investigation into the invention 

claimed. 

36. I am informed that even if a prima facie case of obviousness is 

established, the final determination of obviousness must also consider “secondary 

considerations” if presented. In most instances, the patentee raises these secondary 

considerations of non-obviousness. In that context, the patentee argues an invention 

would not have been obvious in view of these considerations, which include: (a) 

commercial success of a product due to the merits of the claimed invention; (b) a 

long-felt, but unsatisfied need for the invention; (c) failure of others to find the 

solution provided by the claimed invention; (d) deliberate copying of the invention 
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by others; (e) unexpected results achieved by the invention; (f) praise of the 

invention by others skilled in the art; (g) lack of independent simultaneous invention 

within a comparatively short space of time; and (h) teaching away from the invention 

in the prior art. 

37. I am further informed that secondary considerations evidence is only 

relevant if the offering party establishes a connection, or nexus, between the 

evidence and the claimed invention. The nexus cannot be based on prior art features. 

The establishment of a nexus is a question of fact. While I understand that Patent 

Owner here has not offered any secondary considerations at this time, I will 

supplement my opinions in the event that Patent Owner raises secondary 

considerations during the course of this proceeding. 

C. Analogous Art 

38. I have been informed that for a prior art reference to be proper for use 

in an obviousness analysis, the reference must be “analogous art” to the claimed 

invention. I have been informed that a reference is analogous art to the claimed 

invention if: (1) the reference is from the same field of endeavor as the claimed 

invention (even if it addresses a different problem); or (2) the reference is reasonably 

pertinent to the problem faced by the inventor (even if it is not in the same field of 

endeavor as the claimed invention). In order for a reference to be “reasonably 

pertinent” to the problem, it must logically have commended itself to an inventor’s 
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attention in considering his problem. In determining whether a reference is 

reasonably pertinent, one should consider the problem faced by the inventor, as 

reflected either explicitly or implicitly, in the specification. I believe that all of the 

references that my opinions in this IPR are based upon are well within the range of 

references a person having ordinary skill in the art would consult to address the type 

of problems described in the Challenged Claims. 

D. Claim Construction 

39. I understand that the claim terms in this IPR will be construed according 

to their plain and ordinary meaning as understood in light of the claim language, the 

patent’s description, and the prosecution history viewed from the perspective of a 

POSITA. I further understand that where a patent defines claim language, the 

definition in the patent controls, even if there are other definitions that might be 

understood by those working in the art. 

40. I understand the Petition proposes the Board adopt the interpretation of 

“association between the activity source and the activity target” as the action1 

occurring between the activity source and activity target. Accordingly, I have also 

adopted Petitioner’s interpretation of “association between the activity source and 

 

1 An action can be any event or operation, including calling, executing, modifying, 

or accessing, such as system calls and library calls. ’872 Patent, 13:34-38. 
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the activity target” in my opinions below, and I take no position as to which is 

correct. For all other claim language, I have applied the plain and ordinary meaning 

as defined in the preceding paragraph. 

IV. LEVEL OF A PERSON OF ORDINARY SKILL 

41. Based on my review and analysis of the ’872 Patent, the prior art cited 

herein, and the ordinary skill factors described in this section, a POSITA in the field 

of the ’872 Patent at the time of the earliest possible priority date (June 24, 2010) 

would have been knowledgeable regarding the field of software security analysis 

and dynamic malware analysis. In my experience working in this field, most workers 

of ordinary skill in the art as of the earliest possible priority date of June 24, 2010, 

would have had a bachelor’s degree in computer science, computer engineering, or 

an equivalent, as well as two years of industry experience and who would have had 

a working knowledge of software security analysis and dynamic malware analysis. 

See, e.g., ’872 Patent (Ex. 1001), 1:44-48, 2:9-11, 2:27-48, 4:37-5:9, 5:18-30, 7:59-

67. A person with less relevant practical experience but with additional education 

can also qualify as a POSITA in the field of the ’872 Patent. When I refer to the 

understanding of a POSITA, I am referring to the understanding of such a person as 

of June 24, 2010. 

42. As of June 24, 2010, I had more than ordinary skill in the art. I am, 

however, familiar with the skills and knowledge possessed by those I would have 
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considered to be of ordinary skill in the art as of that date. For example, I worked on 

applied security such as detection of and countermeasures against phishing and 

malware. In 2008, I published a textbook, “Crimeware” (Wiley, ISBN-13: 978-

0321501950) that explored the trends in malware-based abuse and described useful 

countermeasures. In 2009, I co-founded FatSkunk, a startup that developed novel 

malware countermeasures; FatSkunk was acquired by Qualcomm in 2013. I also 

published extensively on malware detection, e.g., my 2010 publication on detection 

of zero-day malware infections, “Retroactive Detection of Malware with 

Applications to Mobile Platforms” USENIX conference on Hot topics in security 

(2010). A zero-day attack is one of which there does not exist any prior knowledge, 

such as behavioral attack patterns or relevant signatures. 

43. My opinions provided in this declaration would not change in view of 

minor modifications to this level of ordinary skill. 

V. OVERVIEW OF THE TECHNOLOGY 

A. Intrusion Detection Systems 

44. Intrusion Detection/Prevention Systems (IDS/IPS) were well known 

before the priority date of the ’872 Patent. In general, intrusion detection systems 

were used to protect network sources from malicious attacks. As part of this process, 

Intrusion Detection Systems are normally connected to a network to, for example, 

monitor incoming traffic on the network connection. For example, Knight teaches 
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an “intrusion detection capability generally includes three functional components: 

(1) a stream source that provides chronological event information; (2) an analysis 

mechanism that determines potential or actual intrusions; and (3) a response 

mechanism that takes action on the output of the analysis mechanism.” Knight (Ex. 

1011), [0036]. 

45. In one example of an IDS, Black teaches “session level auditing is also 

performed to understand the network traffic and accordingly identify security 

vulnerabilities on the network system and check for potential methods that an 

intruder might use to attack the network system resources.” Black (Ex. 1012), 

[0014]. Black also teaches learning new attack patterns; that is, if an attack vector 

does not match previously identified attack patterns, the new attack pattern can be 

analyzed and learned. Black, [0018]. After learning the new attack pattern, Black 

teaches a signature of the attack is generated. 

“If attack vector 110 is not identified, learning module 212 is initiated. 

In one embodiment of the invention, learning module 212 understands 

how attack vector 110 is occurring within network system 100. This is 

performed by emulating all the network system resources and services 

on network device 102, if the type of attack vector 110 is not identified. 

Further, learning module 212 determines which network system 

resource is being attacked and how attack vector 110 is collecting 

information. Depending on the understanding of the attack, learning 

IPR2025-00070 
CrowdStrike EX1003 Page 37

37



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

module 212 generates a new signature that corresponds to attack vector 

110.” 

Black, [0018]. 

46. Performing such analysis allows an administrator to protect the network 

and devices on the network from future attacks. Specifically, performing such 

analysis after an attack allows an administrator to recreate an attack, analyze what 

actions occurred, and then create a signature to prevent the attack from occurring 

again in the future. In this way, it was known in the prior art to develop defenses 

against even new attacks.  

“One of the possible uses of embodiments of the invention from the 

audit policy standpoint is the ability to re-create an attack after the fact. 

Through intelligent logging of what signatures are being provided 

based on the user inputs, embodiments of the invention can quickly re-

create an attack session. A possible output of the audit would be a 

network traffic log which could be read by a network sniffer application 

for analysis. From that log one could see who did what to compromise 

the system being attacked—the first step in providing a patch. Without 

embodiments of the invention, the system administrator is only left with 

‘clues’ (e.g., syslog events, corrupted server from the attack, etc) based 

on what limited information is available after the fact. Embodiments of 

the present invention allow the capturing of what has actually 

happened, including identifying the particular attacker.” 
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Black, [0021], [0024]-[0025] (teaching generating signatures from attack vectors, 

including a “signature that represents the response of network system resources to 

attack vector 110 … The signatures are then used to emulate the required network 

system resources and services, if the same attack vector is transmitted again.”), 

[0031] (teaching using a learning mode to learn a previously unknown attack 

pattern). 

47. One particular type of attack was known as a “zero-day” exploit. Wang 

teaches that a “zero-day exploit is considered to be an exploit that exists before the 

patch for the exploited vulnerability is released. The vulnerability related to the zero-

day exploit can be known or unknown generally (e.g., to the public) at the time of 

detecting the zero-day exploit.” Wang (Ex. 1013), [0053]. Some intrusion detection 

systems were designed to protect against such zero-day exploits. For example, 

Syversen and Wang both teach defending against zero-day attacks, with Syversen 

focusing on zero-day worm-based attacks. Syversen (Ex. 1014), Abstract, [0002], 

[0034]; Wang, [0085], [0090]. 

48. It was also known that intrusion detection systems were able to log 

numerous pieces of information. For example, Bhattacharya teaches an event log 

storing information in an “event message” including source address, source port, 

destination address, destination port, IP protocol, timestamp, event ID, and event 

type. Bhattacharya (Ex. 1015), 3:51-4:60. Bhattacharya’s Fig. 2 below depicts a 
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series of such event messages that are stored in a network security monitor’s event 

log: 

 

Bhattacharya, Fig. 2. Bhattacharya teaches correlating event messages to monitor 

various types of attacks. Bhattacharya, 4:17-60. Event correlation rules are utilized 

to detect various security attacks that follow particular patterns. Bhattacharya, 5:7-

57. 

B. Honeypots/Decoy Systems 

49. One particular example of an Intrusion Detection System is referred to 

as a “honeypot” or “decoy system.” Honeypots and other decoy systems were well 

known in the prior art before the ’872 Patent. In general, a honeypot is a “method to 

trap intruders and to track attackers[.]” Demopoulos (Ex. 1016), [0022]. In another 
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example, Knight teaches that a “Honeypot is an intrusion detection mechanism that 

attempts to lure attackers by presenting a more visible and apparently more 

vulnerable resource than the network itself. Honeypots are useful for detecting 

attacks, since they provide a single point for security professionals to monitor for 

evidence of anomalous activity. They are also useful in retaining significant data 

pertaining to an attack.” Knight, [0045]. 

50. More particularly, a honeypot is “used to attract computer attacks to a 

virtual operational system that is a virtual instantiation of a typical deployed 

operating system.” Syversen, Abstract, [0034] (“The honey pot system is specifically 

configured as a virtual network that is an instantiation of the real network. It is thus 

created to look and act like the real network. Traffic coming into the system or out 

of the system exercises processes within the honey pot virtual network, called a 

honey net, so that non-normal operation is quickly spotted.”). Syversen teaches using 

the honeypot to gather information to protect the real network. Syversen, [0036], 

[0038], [0044] (teaching numerous examples of data that are monitored for 

malicious behavior, including stack changes, register states, malformed packets, port 

numbers, IP addresses, user account changes such as permissions and new creations, 

disk activity, and memory usage), [0046]-[0047]. In another example, Black teaches 

that honeypots can track numerous pieces of information, including IP address, 

MAC address, TCP window size, TCP flags, port, and type of application. Black, 
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[0037]. This information is used to track activities or changes that occur during an 

attack. 

51. Black teaches honeypots “emulate network system resources and 

services, thereby protecting the network system. Honeypots can track and capture 

the activity that directly interacts with them. Honeypots are part of the individualized 

hardware that runs the network device.” Black, [0005], [0017] (“A honeypot is an 

information system resource whose value lies in unauthorized or illicit use of the 

resource. A honeypot is a part of the network system, which is isolated and 

protected.”). A honeypot can be integrated with a network-connected device along 

with other modules for performing attack analysis and creating signatures. Black, 

[0022], [0025] (“an attack vector is detected by a honeypot, and the type of the attack 

vector is identified. In one embodiment of the invention, a honeypot is triggered to 

intercept an attack vector by an outside network device, router or administrator.”). 

52. It was also known that all traffic to a honeypot is unauthorized. Black 

teaches a “honeypot is an information system resource. Any interaction with 

honeypots indicates unauthorized or malicious activity.”2 Black, [0005], [0017] 

(“Any interaction with honeypots indicates unauthorized or malicious 

activity.”). 

 

2 All emphases added unless otherwise noted. 
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53. Additionally, decoy systems can act as “bait” for an attacker. Stolfo 

teaches “[t]raps using decoy information (sometimes referred to herein as ‘bait 

information,’ ‘bait traffic,’ or ‘decoy media’) can be set up to attract and/or confuse 

attackers (both inside and outside attackers) and/or malware.” Stolfo (Ex. 1017), 

[0022]. Further, utilizing “unused IP addresses within a network” can also serve to 

trap or monitor attacker activity. Liston (Ex. 1018), [0014]-[0015]. 

54. In particular, honeypot systems may be used for observation, where 

administrators may “monitor intruders’ activities without repairing the changes or 

alerting the intruders, in order to better protect against future attacks.” Kestner (Ex. 

1019), 7:27-34. Additionally, activities on the honeypot “would be logged and 

reported for analysis and to assist in taking corrective action” to protect against 

intrusions. Kestner, 8:30-42. 

C. Virtual Machines, Hypervisors/Virtual Machine Monitors 

55. It was known to utilize virtual machines and hypervisors/virtual 

machine monitors for intrusion detection systems before the priority date of the ’872 

Patent. For example, Colbert teaches that “[a]s is well known in the field of computer 

science, a virtual machine (VM) is an abstraction–a ‘virtualization’–of an actual 

physical computer system” and that a “virtual machine (VM) or ‘guest’ 200 is 

installed on a ‘host platform,’ or simply ‘host,’ which includes system hardware 100, 

that is, a hardware platform, and one or more layers or co-resident components 
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comprising system-level software, such as an operating system (OS) or similar 

kernel, or a virtual machine monitor, or a hypervisor … or a similar software layer 

responsible for coordinating and mediating access to hardware resources.”). Colbert 

(Ex. 1020), [0059]. In particular, Colbert teaches “hypervisor” often refers to a 

VMM alone or a VMM and a kernel together. Colbert, [0064]. Colbert teaches 

“tracking correspondences among data, for example, in a virtual computing 

environment.” Colbert, [0002]. Specifically, Colbert teaches “virtualization 

software (for example, a VMM/hypervisor) is in a functional position to monitor 

data movement among memory locations and disks, the network, I/O devices, etc.” 

Colbert, [0020]. 

56. In another example, Moffie teaches “providing intrusion detection by 

monitoring events in a virtualized environment.” Moffie (Ex. 1021), [0001]. In 

particular, such a setup can be utilized to detect zero day or other new exploits or 

attacks. Moffie, [0014] (“The approaches described herein are proactive by design 

and remain adaptive, identifying and defending against new exploits and attacks as 

they are deployed.”). Moffie teaches utilizing a VMM-based IDS (VIDS) that 

“utilizes the virtual machine monitor (VMM) layer in a virtualized system to extract 

VMM-level semantics or information during runtime.” Moffie, [0015]. Moffie also 

teaches that its techniques include extracting “VMM-level events” and developing 

features that “accurately identify security intrusions in compute-server 
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applications.” Moffie, [0018]. Moffie teaches that “[a]s known to one of ordinary 

skill in the art, the applications and the components of the virtual machine 114 are 

instructions and data stored in memory, just as any other software. The concept, 

design and operation of virtual machines are well known in the field of computer 

architecture.” Moffie, [0029]. 

57. In particular, it was known that virtual machines provide various 

advantages for systems. In one example, virtual machines are advantageous because 

they provide “the ability to run multiple virtual machines on an underlying hardware 

platform.” Leake (Ex. 1022), 7:1-3. As another advantage, virtual machines can 

isolate unsafe/malicious software or activity so that it does not affect the underlying 

system hardware. Leake, 7:7-13 (“Depending on how a particular virtualization 

system is implemented, it can also provide greater security since the individual 

virtual machines can isolate potentially unstable or unsafe software so that it cannot 

adversely affect the hardware state or system files required for running the physical 

(as opposed to virtual) hardware.”). 

58. Moffie teaches another advantage of using a VM and VMM, which is 

that “each VM can be isolated from all others, and from all software other than the 

VMM, which itself will be transparent to the VM; indeed … the user of a VM will 

be completely unaware that it is not running directly on the hardware, but on a 

virtualized set of hardware resources.” Moffie, [0033]. Moffie teaches that its system 
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advantageously protects data, applications, and an operating system from malicious 

code attacks and insider threats and that obtaining information for its analysis does 

not introduce significant runtime overhead into the execution environment. Moffie, 

[0035]-[0037]. Further, Moffie teaches its VM and VMM system can advantageously 

capture “all execution, i.e., events, may be captured (versus only application 

execution events or a subset of the operating system execution events)” which “helps 

to assure that an intruder cannot identify a potential hole in the present system 

because all execution may be analyzed and/or captured.” Moffie, [0062]. 

59. In another example, Ghosh teaches using a virtual machine to detect 

malicious software. For example, Ghosh teaches a guest operating system virtual 

machine (OS VM) monitors the virtual machine watching for a “trigger event[.]” 

Ghosh (Ex. 1023), 12:54-67, Abstract. If there is a trigger event, Ghosh teaches 

taking steps in response that include sending an activity report to a central appliance 

with a repository of activities for infected devices. Ghosh, 13:1-14. 

60. In a further example, Verbowski teaches an approach to intercepting 

and analyzing “threads” including with a virtual machine. Verbowski (Ex. 1024), 

[0027]-[0030], [0037], [0044], [0056]. Verbowski discloses monitoring activity, 

provides some examples of different types of activity, and sends the data to another 

machine for further analysis. Verbowski, [0028]-[0031]. Further, Verbowski teaches 
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generating a “signature” for some monitored activity. Verbowski, [0031], [0145]-

[0150], [0193]-[0196], [0199]-[0212]. 

D. Fingerprints/Signatures 

61. It was also known that intrusion detection/prevention systems were 

utilized to generate fingerprints (also referred to as signatures) to store attack 

patterns for future reference to prevent said attacks from occurring again. One 

example is Black, which teaches a “method and system for preventing, auditing and 

trending unauthorized traffic in a network system.” Black, [0002]. Black also teaches 

a “learning phase is used to generate a new signature and record the sequence of 

events initiated by the current unknown activity.” Black, [0014], [0017] (“Resource 

emulator 208 also includes a learning engine 212, hereinafter referred to as learning 

module 212. Signature creator 202 creates signatures for network system resources 

and services on network device 102. Each signature represents the response of a 

network system resource and service available on the network device to an attack 

vector.”), [0017] (“The signatures are stored in system of record 204. In an 

embodiment of the invention, system of record 204 may be a database.”). 

62. In another example of generating signatures based on attack data 

involving a honeypot system, Syversen teaches monitoring honeypot network 

activity to determine “the characteristics of the attack and to put out timely threat 

data and new rules, settings, tables, signatures and patterns to follow on protection 
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purposes.” Syversen, [0062]. Also, Verbowski teaches generating a signature 

indicating rogue activity on a system. Verbowski, [0031], [0145]-[0150], [0193]-

[0196], [0199]-[0212]. 

63. Moffie teaches deriving “features” from events and provides “the 

information in an input format for processing by the back-end.” Moffie, [0090]. 

Moffie’s features “capture characteristics present in the event stream” and “do 

quantify patterns that are effective in identifying normal and/or abnormal execution. 

Using features rather than events can help identify relevant execution patterns and 

behaviors.” Moffie, [0090]-[0091], [0109]-[0120] (teaching both off-line modeling 

and on-line modeling). 

E. Intrusion Detection System Hardware 

64. It was known before the priority date of the ’872 Patent that IDS/IPS 

included various hardware, such as one or more computers, one or more 

processor(s), memory (non-volatile and/or volatile), and hardware for enabling 

network connections. In one example, Black teaches a device includes a “general-

purpose computer,” a router, and a network system such as a local area network 

(LAN) or wide area network (WAN) and virtual area network (VLAN). Black, 

[0015]. 

65. In another example, Moffie teaches a VMM-based IDS that includes a 

central processor (CPU) 102 that “may be a single processor, or multiple cooperating 
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processors in a known multiprocessor arrangement.” Moffie, [0025]. Further, Moffie 

teaches that “[a]s in other known systems, the hardware includes, or is connected to, 

memory 107, disk 106 and network I/O 104.” Id.; see also Figs. 1A-1B. 

 

Moffie, Fig. 1B. 

66. It was also known that intrusion detection systems included hardware 

for graphically displaying event logs and analysis results. For example, 

Bhattacharya teaches network security monitor system 300 may include user 

interface 304, which includes display 306 and keyboard 308. Bhattacharya, 4:27-
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41, Fig. 3. In particular, Bhattacharya’s Fig. 3 below depicts hardware of network 

security monitor 300 including CPU 302, memory 314, and user interface 304 

(which includes display 306 and keyboard 308): 
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Bhattacharya, Fig. 3. 
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VI. OVERVIEW OF THE ’872 PATENT 

67. I have reviewed the ’872 Patent (Ex. 1001). Descriptions of the ’872 

Patent that may be pertinent to my analysis are provided below. This discussion does 

not represent my entire understanding of the ’872 Patent. 

68. The ’872 Patent describes “methods for analyzing malicious activities 

on a computer system in order to better protect the computer system from future 

malicious activity.” ’872 Patent, 1:44-48. More specifically, the ’872 Patent 

describes a method for using a virtual machine (VM) as a decoy computer system to 

monitor unauthorized activities and to generate a fingerprint indicative of those 

unauthorized activities. Id., 2:27-48, Fig. 1. The fingerprint can then be used to 

protect the remainder of the computer network against similar unauthorized 

activities. Id., 2:42-48. By generating fingerprints from monitored activities in real-

time, the ’872 Patent purports to protect against so-called “zero-day attack[s]”—

security vulnerabilities previously unknown to software developers or system 

operators. Id., 2:9-11. 

69. An exemplary distributed computer system embodying these methods 

is depicted below in Figure 1: 
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Id., Fig. 1. As depicted, the disclosed system includes a “decoy computer network 

102, a communications network 148, and protected computer network 104.” Id., 4:5-

8. The decoy computer network 102 comprises a “decoy network device 106” used 

“to collect fingerprint data of unauthorized activities.” Id., 4:57-60. This decoy 

network device is “intentionally kept vulnerable to unauthorized or malicious 

activities” to “allow attackers to attack the decoy network device 106, so that the 

pattern of the attack can be monitored and analyzed to generate a fingerprint” and 

prevent similar future attacks. Id., 4:60-5:9. 

70. Figure 2 below depicts an exemplary decoy network device 106: 
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Id., Fig. 2. Decoy network device 106 includes one or more processing units (CPUs) 

202, memory 206, a host operating system (e.g., the host OS 110), a database server 

128, a fingerprint generation engine 130, and a visualization interface 132. Id., 5:31-

6:17. The host operating system includes a virtual machine monitor 214, virtual 

machines 216, and normal hypervisor OS user processes (114-1 and 114-2). Id., 

6:24-34. The virtual machine monitor 214 includes an introspection module 120 

interposed between the virtual machine monitor 214 and decoy operating system(s) 

112. Id., 6:35-52. The introspection module captures “raw attack information” (i.e., 

unauthorized activity data) and communicates this information for storage into a 

“database server 128 as forensic data 236 for later analysis.” Id., 10:30-33. The 

fingerprint generating engine 130 then uses this raw forensic information 236 to 

generate a signature of the attack. Id., 10:33-36. The IDS/IPS system 142 uses the 

fingerprint to identify and prevent subsequent attacks. Id., 10:59-61. 

71. Figs. 3A-3D and 4A-4E illustrate exemplary patterns of attack 

monitored on a VM. Id., 11:15-22 The network diagram of the pattern of attack 

depicted in Figs. 3A-3D starts with the detection of an unauthorized activity—

Socket 306 receiving data Packet Stream 304. Id., 11:26-36. Once the first detected 

activity is deemed to be “affected by unauthorized activities,” related unauthorized 

activities are identified, providing a detailed picture of the compromise. Id., 11:45-

47, Figs. 3B-3D. 
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Id., Fig. 3D, 11:23-12:26. The attack pattern identified in Figs. 4A-4D is virtually 

identical to the one depicted in Figs. 3A-3D. However, analysis of unauthorized 

activities in Figs. 4A-4D starts with the detection of unauthorized activities in File 

X 310, and File Y 312 (e.g., modification of the files by an unauthorized process), 

and related unauthorized activities are identified backwards in time, providing a 

picture of how an attacker broke into the system. Id., 11:66-12:26, Figs. 4A-4D. 

72. The ’872 Patent explains that by analyzing the activities depicted in 

Figures 3A-3D and 4A-4D, “the fingerprint of the unauthorized activities can be 

identified[.]” Id., 11:56-57. “By using this information, the security of the protected 
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network devices 136 can be improved (e.g., the socket 306 can be closed; the process 

A 308 can be modified to not respond to data similar to the packet stream 304; etc.).” 

Id., 11:61-65. 

VII. THE PROSECUTION HISTORY OF THE ’872 PATENT 

73. I have reviewed the prosecution history for the ’872 Patent. ’872 Patent 

File History (Ex. 1002). Pertinent aspects of the prosecution history of the ’872 

Patent are described below. 

A. Prosecution History of the ’872 Patent 

74. The ’872 Patent was filed August 11, 2015, claiming priority to 

Provisional Application No. 61/358,367 filed June 24, 2010. For the purposes of this 

declaration, I have been asked to assume that the priority date of the ’872 Patent is 

June 24, 2010, but I have not analyzed whether Patent Owner could establish priority 

based on the provisional application. 

75. A first office action issued on August 30, 2016, rejecting all originally 

presented claims 1-20. ’872 Patent File History (Ex. 1002), 127-39. In response, 

Applicant amended the claims to require storing “a data structure that identifies the 

activity sources, the activity targets, and the associations for the plurality of 

activities; and transmitting one or more of the activity sources, the activity targets, 

and the associations to prevent future attacks associated with the one or more of the 

activity sources, the activity targets, and the associations.” Id., 112-15 (amended 
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language underlined). Applicant removed claim elements directed to a virtual 

machine. Id. 

76. A second office action issued on June 6, 2017, rejecting all amended 

claims 1-20. Id., 70-84. In response, Applicant submitted a Request for Continued 

Examination (RCE) on November 6, 2017. Id., 49-59. Along with the RCE, 

Applicant amended the claims to require “transmitting to one or more computer 

systems other than the first computer system information identifying one or more of 

the activity sources, the activity targets, and the associations for preventing future 

attacks, to the one or more computer systems, associated with the one or more of the 

activity sources, the activity targets, and the associations.” Id., 55-58 (amended 

language underlined). A Notice of Allowance issued December 15, 2017. Id., 10-16. 

VIII. SUMMARY OF UNPATENTABILITY  

Proposed Grounds of Unpatentability  Exhibits  

Ground 1: Claims 1-6, 12, 15, and 20-21 of the ’872 Patent are 

obvious under §103(a) over US Application Publication No. 

2008/0016570 to Capalik (“Capalik”)  

Ex. 1004 

 

Ground 2: Claims 1-6, 12, 14-15, and 20-21 of the ’872 Patent are 

obvious under §103(a) over Capalik in view of “Forensix: A 

Robust, High-Performance Reconstruction System” by Goel et al.  

(“Goel”). 

Ex. 1004 

Ex. 1005 

 

Ground 3: Claims 7-11, 14, 16, and 18-19 of the ’872 Patent are 

obvious under §103(a) over Capalik alone or in view of Goel and 

Ex. 1004 
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Proposed Grounds of Unpatentability  Exhibits  

further in view of “Analyzing Intrusions Using Operating System 

Level Information Flow” by King (“King”). 

Ex. 1005 

Ex. 1006 

Ground 4: Claim 13 of the ’872 Patent is obvious under §103(a) 

over Capalik alone or in view of Goel and in further view of U.S. 

Patent No., 8,819,822 to Pike et al. (“Pike”). 

Ex. 1004 

Ex. 1005 

Ex. 1007 

Ground 5: Claim 17 of the ’872 Patent is obvious under §103(a) 

over Capalik alone or in view of Goel and in further view of US 

Patent No., 7,089,428 to Farley et al. (“Farley”). 

Ex. 1004 

Ex. 1005 

Ex. 1008 

 

77. Above, I have reproduced the Proposed Grounds of Unpatentability 

from the Petition for ease of reference. 

78. As I opine below, Capalik teaches a virtual machine and virtual 

machine monitor for monitoring activity on the virtual machine. Capalik teaches that 

the virtual machine monitor identifies a plurality of activities being performed at the 

virtual machine, wherein each of the activities includes an activity source, an activity 

target, and an association between the activity source and activity target. Capalik’s 

association includes an action between the source and target. Capalik teaches storing 

in memory the activity sources, activity targets, and associations. Capalik teaches 

creating, from the stored activities, a fingerprint indicative of the activity on the 
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virtual machine. Capalik teaches transmitting the fingerprint to prevent future 

attacks that comprise the same or similar activities as indicated by the fingerprint. 

See Ground 1. 

79. Ground 2 accounts for the possibility that Patent Owner disputes 

Capalik’s teachings regarding activity sources, targets, and associations. Goel 

describes a similar system to Capalik, elaborating further on specific data fields 

stored incident to monitoring attacks. See Ground 2. 

80. King teaches graphically displaying subsets of associations and transfer 

of associations over time. King also teaches privilege levels of instructions and 

activity statuses. See Ground 3. Pike teaches identifying activity sources that request 

to access a portion of non-executable memory. See Ground 4. Farley teaches 

determining a frequency of unauthorized activities during a predefined time interval. 

See Ground 5. 

IX. OVERVIEW OF THE PRIOR ART 

A. Overview of Capalik 

81. Capalik discloses a method and system for analyzing unauthorized 

intrusions on a computer system in order to protect a computer network from future 

unauthorized intrusions. See Capalik (Ex. 1004), Abstract, [0002]. More 

specifically, Capalik’s method includes using a virtual machine as a decoy computer 

system to monitor unauthorized activities on the virtual machine, generate a 
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signature indicative of the attack and protect computer networks from new and 

undefined attacks (i.e. zero-day attacks). Id., Abstract, [0007]-[0011]. 

82. Figure 5 below depicts an exemplary system for analyzing and 

preventing unauthorized intrusion into a computer network, embodying Capalik’s 

method: 
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Id., Fig. 5, [0037]. The system shown in Figure 5 includes a “decoy computer 

network 502 and a protected computer network 504, each comprising one or more 
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separate computing devices. Id., [0038]. Decoy computer network 502 includes 

virtualized operating system module 506 for monitoring decoy network 502, and 

processing module 508 for obtaining, analyzing, and responding to exploits.”3 Id. 

83. Capalik explains that one skilled in the art would have appreciated that 

each of these computing devices may include one or more processors, memory, and 

any other hardware necessary for hosting and running these modules. Id., [0039]. 

The virtualized operating system module 506 includes a virtual machine monitor 

operating system 510, multiple virtual machines 512, and normal hypervisor OS 

processes 514. The virtual machine monitor operating system 510 includes 

introspection module 538. Id., [0048]. The processing module 508 includes a 

signature-generation engine 530, a database server 528, and a visualization interface 

532. Id., [0051], [0056]. 

84. The decoy network is intentionally kept vulnerable to lure an attacker. 

Id., [0044]. When an attacker begins interacting with a virtualized decoy operating 

system, the introspection module 538 monitors and captures attack-identifying 

information, which is then sent to the processing module 508. Id., [0049]-[0050]. 

The attack information is stored on the relational database server 528 as forensic 

 

3 Capalik explains that these modules may be hosted on the same computing device 

or on separate computing devices. Capalik, [0039]. 
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data for later analysis. Id., [0052]. The processing module 508 generates a report of 

the attack, containing attack-identifying information, to decide as to whether to 

generate an attack signature.4 Id., [0055]. The attack-identifying information is 

analyzed for known attack patterns as well as non-standard patterns, and the attack 

may be categorized and analyzed to determine, for example, how an attack gained 

control of the decoy operating systems(s). Id., [0057]. Graphical representations of 

key information may also be included in the report. Id., [0056]. The signature-

generation engine 530 then uses this forensic data to generate a signature of the 

attack. Id. The IDS/IPS system 542 uses the fingerprint to identify and prevent 

subsequent attacks. Id. 

85. As I discussed above, I have been informed that for a prior art reference 

to be proper for use in an obviousness analysis, the reference must be “analogous 

art” to the claimed invention. I have been informed that a prior art reference is 

analogous to the claimed invention if, for example, the reference is from the same 

field of endeavor as the claimed invention. 

 

4 If the attack signature already exists, or if the data transfer is of a nature that 

indicates probing rather than attack, then the attack signature may not be generated. 

Capalik, [0059]. 
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86. Capalik, like the ’872 Patent, discloses systems and methods for 

providing computer security by analyzing event data from potential threat events. 

Compare Capalik, Abstract, [0002], [0015] with ’872 Patent, 1:44-48, 2:32-3:5. 

Thus, Capalik is in the same field of endeavor as the ’872 Patent. 

87. Capalik is also reasonably pertinent to certain problems addressed by 

the ’872 Patent such as providing a forensic analysis of the impact of an attack on a 

target device. Compare Capalik, Abstract, [0002], [0003], [0007], [0015] with ’872 

Patent, 2:20-31, 10:30-55. Thus, Capalik is analogous art to the ’872 Patent. 

B. Overview of Goel 

88. Goel discloses a system (Forensix) that analyzes intrusions into a 

computer system. Goel (Ex. 1005), 1. The goal of Forensix is to build a system that 

supports reliable reconstruction of all computer system activity for forensic 

purposes. Id. To that end, Forensix (1) monitors and captures all system activities 

after an intrusion, including the cascade of related activities in the system; (2) stores 

the information in a secure database; and (3) uses database technology to support 

post-facto analysis based on specific queries about the attack. Id. Figure 1 below 

shows the architecture implementation of Goel’s Forensix system: 
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Goel, Fig. 1. As depicted in Fig. 1, Goel teaches Forensix includes a target system 

that monitors and logs system-calls trace data of an intrusion and a backend storage 

system that receives the trace data from the network and stores it in a form that 

allows issuing forensic queries. Id., 2, 4. The target system’s kernel is instrumented 

with a logging facility which captures and logs within the kernel all activity across 

the system-call interface. Id., 3. The logging facility then streams system-call traces 

over a private network interface to a highly secure backend storage system. Id., 2. 
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The backend storage system stores the trace data in a relational database in a form 

that provides complete DBMS query processing capabilities to run a varied number 

of queries and scripts that allow replay of system activities for forensic purposes. 

Goel discloses that the Forensix system can respond to a varied number of queries 

depending on the forensic analysis scenario. Id., 1-2. For example, the Forensix 

system supports queries that allow system administrators to discover where the 

hacker connected from, how the hacker entered and what the hacker did after he 

entered or what may have been deleted by the hacker. Id., 1. 

89. Goel, like the ’872 Patent, discloses systems and methods for providing 

computer security by analyzing event data from potential threat events. Compare 

Goel, 1, 3-4, Fig. 2 with ’872 Patent, 1:44-48, 2:32-3:5. Thus, Goel is in the same 

field of endeavor as the ’872 Patent 

90. Goel is also reasonably pertinent to certain problems addressed by the 

’872 Patent such as providing a forensic analysis of the impact of an attack on a 

target device. Compare Goel, Introduction, 1, with ’872 Patent, 2:20-31, 10:30-55. 

Thus, Goel is analogous art to the ’872 Patent. 

C. Overview of King 

91. King teaches systems and methods for analyzing unauthorized 

intrusions in a computer system to protect the system from future malicious attacks. 

King (Ex. 1006), 2-3, 64-65. Specifically, King discloses analyzing unauthorized 
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activities using “operating-system-level (OS-level) information-flow graphs to 

highlight the activities of an attacker” being performed at a target system. King, 3. 

92. King’s methods for analyzing unauthorized activities can be 

implemented using a VM or as a standalone implementation, without a VM. King, 

22-25. 

 

King, Fig. 3.3. King uses an “EventLogger” to log information-flow events in real 

time and “GraphGen” to process EventLogger logs to generate the information-flow 

graphs of an intrusion. King, 12. In the VM implementation depicted in Figure 3.3a, 

EventLogger examines the state of the VM and obtains information about events and 

objects inside the target system. The target OS (e.g., Linux 2.4.18), and applications 

run inside the VM as guest OS and guest applications. Id. King uses a VM honeypot 

to test and evaluate its methods by allowing intruders to attack the systems. King, 

28. 
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93. King discloses three systems and methods for analyzing intrusions 

using information-flow graphs: (1) “BackTracker[,]” (2) “ForwardTracker,” and (3) 

“Bi-directional Distributed BackTracker (BDB)[.]” King, 4, 28-42. BackTracker 

provides information-flow graphs that provide an analysis of how an intruder broke 

into a system, and ForwardTracker provides information-flow graphs that provide 

an analysis of the attacker’s actions after the compromise. Id. BackTracker’s and 

ForwardTracker’s analyses are limited to events that occur on the same host as the 

detection point. King, 42. BDB tracks intrusions as they infect multiple hosts when 

an attack propagates in a computer network. Id. BDB can track intrusions across 

multiple hosts to find other compromised hosts upstream (using backward causality) 

and downstream (using forward causality). Id. In each of these systems, information-

flow graphs start from a “detection point[,]” which refers to the state on the local 

computer system that alerts the administrator to the intrusion (e.g., a deleted, 

modified, or additional file, or a process that is behaving in an unusual/suspicious 

manner). King, 4, 17. From the detection point, King’s systems build a dependency 

graph of all objects and events that causally affect the state of the detection point 

(backward information flow) or are causally affected by the state of the detection 

point (forward information flow). King, 17. The objects that King’s systems track 

include processes, files, filenames, and registry entries. King, 12-13. 
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94. An exemplary implementation of King’s Backtracker system is shown 

in Figure 3.2 below: 

 

King, Fig. 3.2. King’s BackTracker information-flow graph starts with detection of 

a suspicious object (i.e., file X having the wrong contents at time 10) and follows 

the attack back in time, using causal events, to highlight the sequence of events and 

objects that led to the suspicious state. King, 17. 

95. GraphGen reads the event logs, starting from the last event and reads 

toward the beginning of the Event log (i.e., process A creates process B at time 0). 

King, 17. Figure 3.2(b) depicts the event log as a complete dependency graph, 

including all the events GraphGen considers relevant based on time. King, 17-18. 

GraphGen generates a filtered graph (Fig. 3.2(c)) by pruning away events and object 

that do not affect file X by time 10. King, 18-19. King teaches several methods to 

prioritize or filter information-flow graphs to highlight parts that are most likely to 

be helpful in understanding intrusions. King, 26-28. Information-flow graphs can be 
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used as “signatures” of known good or bad behavior in computer systems to detect 

and prevent future intrusions. King, 64-65. 

96. King, like the ’872 Patent, discloses systems and methods for providing 

computer security by analyzing event data from potential threat events. Compare 

King, 2-3 with ’872 Patent, 1:44-48, 2:32-3:5. Thus, King is in the same field of 

endeavor as the ’872 Patent. 

97. King is also reasonably pertinent to certain problems addressed by the 

’872 Patent such as providing a forensic analysis of the impact of an attack on a 

target device. Compare King, 2-5, with ’872 Patent, 2:20-31, 10:30-55. Thus, King 

is analogous art to the ’872 Patent. 

D. Overview of Pike 

98. Pike discloses computational security techniques for identifying and 

preventing malware attacks. Pike (Ex. 1007), 2:7-8. More specifically, Pike teaches 

improving intrusion detection systems to identify attacks that seek to compromise 

computer systems by introducing into a target system data that can be interpreted to 

facilitate attacks (e.g., buffer overflow attacks, internet worms). Pike, 1:25-31, 2:6-

23, 3:12-21. Pike discloses scanning “input strings”5 (e.g., data packets), identifying 

 

5 Pike, 5:13-38 (teaching input strings as information content such as data packets, 

supplied by computers 121-123 to computational systems 110). 
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subsequences in the input strings that could be maliciously exploited, and 

configuring the target computer system to trigger a fault or action when certain 

execution conditions suggest use of data or code implicated by the identified 

subsequences. Pike, 3:12-19, 5:13-38, 8:65-67. Pike explains a variety of techniques 

may be employed to configure the target computational system to trigger a fault or 

action, including setting a relevant no-execute bit, unmapping the corresponding 

memory page, marking a page as non-readable or non-writable, truncating a code 

segment, truncating a data segment or setting a breakpoint. Pike, 8:67-9:5. Figure 1 

below depicts an exemplary network for employing Pike’s techniques: 
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Pike, Fig. 1. Figure 1 illustrates networked system 100 in which computational 

systems 110 interface with external and potentially untrusted computers 121-123 

(input string sources). Pike, 4:59-67. Input string data is presented to one or more 

computational systems 110 which may include traditional computers 116, 114, 

virtualization system 112, virtual machines 113, and/or combinations of the 

foregoing. Pike, 5:3-15, 6:19-24. 

99. Pike, like the ’872 Patent, discloses systems and methods for providing 

computer security by analyzing event data from potential threat events. Compare 

Pike, 2:7-23, 3:10-22 with ’872 Patent, 1:44-48, 2:32-3:5. Thus, Pike is in the same 

field of endeavor as the ’872 Patent. 

100. Pike is also reasonably pertinent to certain problems addressed by the 

’872 Patent such as providing a forensic analysis of the impact of an attack on a 

target device. Compare Pike, 2:34-47, 7:30-41 with ’872 Patent, 2:20-31, 10:30-55. 

Thus, Pike is analogous art to the ’872 Patent. 

E. Overview of Farley 

101. Farley discloses a “computer security management system that can log, 

investigate, respond to, and track computer security incidents that can occur in a 

networked computer system. The invention can track suspicious computer activity 

or actual computer security threats.” Farley (Ex. 1008), 3:25-30. More specifically, 

Farley discloses managing security information collected from one or more “data 
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sources.” Farley, 3:37-39. Data sources can comprise sensors or detectors that 

monitor network traffic, individual computers or both, including IDS, firewalls, and 

other like security devices. Farley, 3:47-56. Farley’s system utilizes a “fusion 

engine” that fuses or assembles information from multiple data sources and analyzes 

this information to detect relationships between “raw events” that may indicate 

malicious behavior, without slowing down processing performed by data sources. 

Farley, 3:39-46. Farley refers to “raw events” as suspicious computer activity 

descriptions obtained from data sources, and actual computer security threats as 

“mature correlation events.” Farley, 3:34-37. Farley’s Figure 2 depicts an 

exemplary embodiment of system 20 for managing security information collected 

from one or more data sources: 

 

Farley, Fig. 2. 
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102. As depicted in Figure 2, security system 20 comprises a fusion engine 

22 linked to event collector 24 and event database 26. Farley, 9:44-60. Security 

system 20 comprises data sources 28 and console 30 linked to event collector 24. 

Farley, 9:44-60. Intrusion detection system (IDS) detectors 28 scan raw network 

traffic or local system events for predefined patterns and generate a “raw event” 

which is then sent to the event collector and later to fusion engine 22. Farley, 10:16-

21. The fusion engine assembles raw events received from event collector 24 to 

provide an organized presentation by correlating raw computer events that are 

related to each other. Farley, 10:20-27. 

103. Fusion engine 22 includes a CoBRA (Context-Based Risk Adjustment) 

processor for the context-based risk adjustment of raw computer events. Farley, 

14:17-19, Fig. 6. The CoBRA processor may adjust the priority value of raw 

computer events by comparing a raw computer event against data contained within 

a context database. Farley, 14:19:22. The context database comprises environmental 

information that may be helpful in evaluating the importance of a raw event, such as 

historical event frequency, vulnerability of computers within the network, and 

relative location of a computer. Farley, 23:48-60. Once fusion engine 22 determines 

that two or more events are related to each other (to form a “correlation” event), 

fusion engine 22 generates messages and forwards these messages to event collector 

24. Farley, 10:29-32. Event collector 24, in turn, forwards messages fusion engine 
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22 generates to console 30, which can comprise a program module that runs on a 

separate personal computer. Farley, 10:32-34. Console 30 displays in an organized 

manner the output of the fusion engine for a user. Farley, 3:39-46. 

104. Farley, like the ’872 Patent, discloses systems and methods for 

providing computer security by analyzing event data from potential threat events. 

Compare Farley, 3:25-46, 4:1-34 with ’872 Patent, 1:44-48, 2:32-3:5. Thus, Farley 

is in the same field of endeavor as the ’872 Patent. 

105. Farley is also reasonably pertinent to certain problems addressed by the 

’872 Patent such as providing a forensic analysis of the impact of an attack on a 

target device. Compare Farley, 3:25-46, with ’872 Patent, 2:20-31, 10:30-55. Thus, 

Farley is analogous art to the ’872 Patent. 

X. GROUND 1: CAPALIK RENDERS CLAIMS 1-6, 12, 15, 20-21 

OBVIOUS 

A. Claim [1(Pre)]: “A computer implemented method of identifying 

unauthorized activities on a first computer system attached to a 

computer network, wherein the first computer system comprises 

one or more processors and memory, the method comprising:” 

106. To the extent the Preamble is limiting, Capalik teaches it. Capalik 

describes “a system for analyzing and preventing unauthorized intrusion into a 

computer network” as shown in FIG. 5. Capalik, [0037]; id. (“This embodiment is 

directed to an improved method and system for analyzing unauthorized intrusion 

into a decoy computer network, the analysis of which is used to prevent unauthorized 
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access into a protected computer network.”). Decoy computer network 502 

(annotated green) comprises multiple modules that identify unauthorized activities 

on a decoy computer system: 
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Capalik, Fig. 5 (annotated); [0038] (“The decoy computer network 502 includes a 

virtualized operating system module 506 for monitoring the decoy network 502, and 
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a processing module 508 for obtaining, analyzing, and responding to exploits.”). 

Capalik teaches “[t]hese modules may be hosted on the same computing device or 

on separate computing devices.” Capalik, [0039]. To simplify the discussion, 

Petitioner focuses on an implementation where the entirety of decoy computer 

network 502 is implemented on a single computing device and will refer to this 

device and the modules therein as Capalik’s “Decoy Computer 502.” 

107. Capalik’s Decoy Computer 502 is attached to a computer network. 

Namely, Capalik teaches “attacker activity 550 is directed at the [D]ecoy 

[C]omputer [] 502 through one or more ports of each of the virtualized decoy 

operating systems 512 that are left open as a gateway for attacker activity 550.” 

Capalik, [0044]. This “attacker activity 550” is annotated red in Fig. 5 above. A 

POSITA would have understood that ports left open on Decoy Computer 502 

through which attacker activity can be directed is a reference to network 

connectivity, facilitating attacker traffic to/from Decoy Computer 502. For example, 

an attacker would have been able to utilize the network connection such as open 

ports or sockets to attack virtualized decoy OS 512, which is part of Decoy Computer 

502. The annotated excerpt of Capalik’s Fig. 5 below depicts attacker activity 550 

(red circle) and the network connection (light red) used to attack Decoy Computer 

502: 
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Capalik, Fig. 5 (excerpt, annotated). Thus, while Capalik does not expressly label 

the network connection above, a POSITA would have understood that the line 

(annotated light red) indicates a network connection by which an attacker can attack 

Decoy Computer 502. Accordingly, a POSITA would have understood Decoy 

Computer 502 is a first computer system (“computer system”) attached to a 

computer network, as claimed. 

108. Additionally, Capalik teaches Decoy Computer 502 is attached to 

“protected computer network 504,” annotated blue in Fig. 5 above, via connection 

540. Capalik, [0054], [0038], Fig. 5. Specifically, annotated Fig. 5 below depicts a 

second network connection 540, which is a network connection between Decoy 

Computer 502 and the one or more computers of Protected Computer Network 504. 
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Capalik, Fig. 5 (annotated, excerpt). Capalik teaches second network connection 540 

(annotated blue) is “used by the processing module 508 to directly interact with the 

IDS/IPS system 542.” Capalik, [0054], [0049] (“When an attacker connects to a 

network port and begins interacting with a virtualized decoy operating system 512, 

the introspection module 538 monitors and captures information from the 

connection[.]”). 

109. Capalik’s Decoy Computer 502 includes “one or more processors, 

input/output devices, communication circuitry, power sources, memory (both 

physical, e.g., RAM, and non-volatile/non-transitory memory including disks, e.g., 

hard disk drives), and any other physical hardware necessary for hosting and running 

the aforementioned modules.” Capalik, [0039]; see also Capalik, claim 21 (“The 

system of claim 13, wherein the virtualized operating system module and the 
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processing module are contained in memory on the same or separate computing 

devices that each includes a processor.”), claim 22 (“A computing device 

configured for analyzing unauthorized intrusion into a computer network, the device 

comprising: a processor; and memory coupled to the processor[.]”). Where 

decoy computer network 502 and all its modules are implemented on the same 

computing device (i.e., Decoy Computer 502), as is the focus of the Proposed 

Grounds, a POSITA would have understood that virtualized operating system 

module 506 and processing module 508—within Decoy Computer 502—run on a 

computing platform that includes at least a processor and memory, as claimed. 

110. Specifically, Capalik teaches using a single computing device (i.e., 

Decoy Computer 502), which includes a processor and memory, and the memory 

stores modules and “comprises procedures for” the virtualized decoy operating 

system running on a hypervisor operating system hosted on a “decoy network 

device” (i.e., Decoy Computer 502). Capalik, Claim 22. 

B. Claim [1(a)]: “monitoring activity on the first computer system;” 

111. Proposing the same structure and using the same terminology as the 

’872 Patent, Capalik teaches monitoring activity on the computer system using a 

IPR2025-00070 
CrowdStrike EX1003 Page 83

83



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

virtual machine monitor (i.e., Hypervisor module) that monitors activity on multiple 

virtual machines within the first computer system.6 

1. ’872 Patent’s VM and VMM 

112. Figure 2 of the ’872 Patent depicts an exemplary decoy network device 

106 including Virtual Machines (VMs) (annotated pink), and a Virtual Machine 

Monitor (VMM) (annotated orange). The VMs and VMM are contained in a 

Hypervisor OS block (annotated green) within the decoy computer, and an 

 

6 Consistent with the ’872 Patent’s focus on monitoring virtual machines (i.e., decoy 

devices), the Proposed Grounds focus on Capalik’s process of monitoring virtual 

machines within Decoy Computer 502. Although the ’872 Patent contemplates the 

possibility of employing its methods on non-decoy systems, all detailed 

embodiments target decoy device monitoring. See, e.g., ’872 Patent, 5:25-30 

(“Although the methods described herein are described with respect to monitoring 

the decoy network device 106, . . .similar methods may be used for monitoring one 

or more non-decoy systems[.]”). The patent also teaches that virtual machines are an 

example of the described “computer system.” Id., 11:15-18 (“FIGS. 3A-3D and 4A-

4E illustrate exemplary network diagrams representing unauthorized activity on a 

computer system (e.g., the virtual machine 113-1)[.]”). Because the disclosed 

embodiments describe monitoring virtual machine “computer systems,” the claims 

cannot be construed such that the claimed “computer system” excludes virtual 

machine-based monitors. Indeed, a POSITA would understand that, while the ’872 

Patent claims do not require virtual machines, they certainly capture virtual 

machines. 

IPR2025-00070 
CrowdStrike EX1003 Page 84

84



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

introspection kernel (annotated blue) is interposed between the VMM and VMs, as 

illustrated below: 
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’872 Patent, Fig. 2 (annotated). The ’872 Patent explains that the “virtual machine 

monitor 214 includes a hypervisor kernel 116 that resides in physical memory and 

provides the basic services to the virtual machine monitor 214.” Id., 6:35-37. The 

introspection kernel “performs introspection (e.g., monitoring) into the physical 

memory segments assigned to each of the [VM operating systems].” Id., 6:46-52. 

2. Capalik’s VM and VMM 

113. Capalik’s Fig. 5 below depicts the same arrangement, using the same 

terminology: 
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Capalik, Fig. 5 (annotated). 
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114. Like the ’872 Patent, Capalik describes Hypervisor OS 510 (annotated 

green), “also known as a virtual machine monitor operating system[.]” Capalik, 

[0040]. Within Hypervisor OS 510, multiple Virtual Machines (annotated pink) exist 

in the form of “virtualized operating systems 512 [and] act as decoy operating 

systems to attract attacker activity 550.” Id. Hypervisor kernel 516 (annotated 

orange) “is that part of the hypervisor operating system 510 that resides in physical 

memory at all times and provides the basic services to the hypervisor operating 

system 510.” Capalik, [0041]. “[T]he virtual machine-based rootkit module 520 and 

its associated userland processes 522 constitute an introspection module 538 

[(annotated blue)] (also known as a virtual machine-based memory introspection 

analysis tool) that monitors and introspects into the virtualized decoy operating 

systems memory segments.” Capalik, [0047]. 

115. In other words, with almost verbatim terminology and functionality, 

Capalik describes the same VM and VMM system as described and claimed in the 

’872 Patent. Both the ’872 Patent and Capalik use the term “Hypervisor” 

interchangeably with virtual machine monitor. Compare ’872 Patent, 6:26 (“virtual 

machine monitor 214 (also called a hypervisor)”), with Capalik, [0040] (“hypervisor 

operating system 510 (also known as a virtual machine monitor operating system)”). 

Indeed, in both examples, a VMM is referred to expressly as a hypervisor (or vice 

versa). A POSITA would have further understood that other prior art references 
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referred to hypervisor and VMM synonymously, as I discussed above. See Section 

V.C (discussing Colbert). And, as depicted above, both deploy “hypervisor kernels” 

to provide the basic VMM services, including “introspection modules” to monitor 

the VM memory segments. 

116. Capalik teaches that Decoy Computer 502’s VMs and VMM are stored 

in memory. Namely, Capalik teaches that module 506—the Virtualized OS Module 

that includes the depicted VMs and VMM—is stored in memory and that the module 

is “present in physical memory [RAM] once the system has been booted and is 

operational.” Capalik, [0038]-[0039]. 

117. Accordingly, for the reasons discussed above, a POSITA would have 

understood that Capalik’s Decoy Computer 502 includes a VM and a VMM (also 

referred to as a hypervisor) that supervises and monitors activity on the first 

computer system. 

C. Claim [1(b)]: “identifying a plurality of activities being performed 

at the first computer system, wherein each of the activities includes 

an activity source, an activity target, and an association between 

the activity source and the activity target;” 

118. As discussed above, an association can be any event or operation, 

including calling, executing, modifying, or accessing operation, such as system calls 

and library calls between an activity source and an activity target. See Section III.D. 

119. Capalik teaches identifying a plurality of activities being performed at 

the computer system, wherein each of the activities includes an activity source, an 
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activity target, and an association, as discussed below. For example, a POSITA 

would have understood that Capalik teaches identifying a plurality of activities 

wherein each activity includes an activity source (e.g., data packet stream), an 

activity target (e.g., socket receiving the data packet stream), and an association 

between the activity source and activity target (e.g., receiving the data packet stream 

at the socket). 

1. Capalik’s plurality of activities performed at the first 

computer system 

120. Capalik discloses that when an attacker connects to a network port and 

begins interacting with virtualized decoy operating system 512, Capalik’s 

introspection module 538, “monitors and captures information from the connection, 

including port numbers, data streams, file uploads, keystrokes, ASCII or binary files, 

malicious payloads, memory manipulation attempts, and any other data transfers or 

malicious attempts.” Capalik, [0049]. The captured information is then (1) sent to 

processing module 508, (2) stored in relational database server 528, and (3) used to 

generate an attack report. Capalik, [0050], [0052], [0055]. Capalik teaches the attack 

report includes “information about which sockets were accessed by the attack 550, 

what happened at a particular socket, the keystrokes entered or data transferred, what 

files were transferred, how the attack 550 was run, what happened on the virtualized 

operating system module 506, and how the virtualized decoy operating systems 512 

[] and any related network services were affected.” Capalik, [0056]-[0057]. 
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121. Capalik teaches the attack may contain one or more data transfers or 

keystrokes (Capalik, [0055]), and the report is “analyzed for known attack patterns 

as well as non-standard patterns, such as repeating binary patterns, keystroke 

patterns, downloaded daemons, or errors (such as buffer overflow attempts, 

malicious payloads attempting to execute arbitrary code on the system, memory 

overwriting attempts, stack attacks, and heap attacks).” Capalik, [0057]. 

Additionally, Capalik teaches that attack 550 may be categorized and analyzed by 

observing operations performed on decoy operating system(s) 512 “to determine, for 

example, how an attack gained control of decoy operating system(s) 512. Any 

method of analyzing the incoming data such as binary matching, neural-network 

matching, keyword matching, or any other method of matching attack identifying 

information is in keeping with the spirit of the invention.” Capalik, [0057]. Thus, a 

POSITA would have understood that Capalik teaches identifying a plurality of 

activities being performed at the computer system. 

2. Capalik’s activity sources and targets 

122. The ’872 Patent discloses activity sources include access to a particular 

file, an instruction, a message, data stream, or network port. ’872 Patent, 13:21-28. 

Capalik teaches identifying at least these activity sources. 

123. As discussed above, Capalik’s introspection module 538, “monitors 

and captures information from the connection, including port numbers, data 
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streams, file uploads, keystrokes, ASCII or binary files, malicious payloads, 

memory manipulation attempts, and any other data transfers or malicious 

attempts.” Capalik, [0049]. Capalik expressly teaches the aforementioned examples 

of sources, some of which are the same as those described in the ’872 Patent. 

Accordingly, a POSITA would have understood Capalik’s activity sources included, 

for example, ports, files, instructions, data streams, and any other data transfers to 

the decoy computer. 

124. The ’872 Patent discloses activity targets include a file, an instruction, 

a data stream, and a network port. ’872 Patent, 13:29-33. Capalik teaches identifying 

at least these activity targets. 

125. Capalik teaches monitoring processes following receipt of files, 

malicious payloads, or other data transfers. For example, Capalik teaches that attack 

550 may be categorized and analyzed by observing operations performed on decoy 

operating system(s) 512 “to determine, for example, how an attack gained control of 

decoy operating system(s) 512.” Capalik, [0055]-[0057]. In one example, a target 

may be a socket or port of Capalik’s decoy computer that receives a data transfer 

from an attacker. Capalik, [0056]-[0057], [0059], [0044]-[0045], [0049]. For 

example, Capalik teaches an attack report includes “information about which 

sockets were accessed by the attack 550, what happened at a particular socket …” 

and the “operations performed on the decoy operating system(s) 512” as well as 
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determining when “data is found to be transferred through the socket.” Capalik, 

[0056]-[0057], [0059]. Further, Capalik teaches monitoring and reporting the series 

of actions that occur after receiving data, for example. Capalik, [0056]-[0057]. 

126. A POSITA would have understood that such monitoring would have 

included the “path” or series of steps including and following the receipt of malicious 

data (or other activity source). In particular, Capalik teaches monitoring what actions 

a source performs on a target to determine how an attack gains control of Decoy 

Computer 502. As part of its attack analysis, Capalik determines identifying what 

target (e.g., socket) was accessed, what occurred at the socket (e.g., data 

downloaded), and what other subsequent actions occurred on Decoy Computer 502 

for the attack. Capalik, [0056]-[0057]. A POSITA would have understood that 

Capalik’s activity targets, then, are processes, files, sockets, ports, or other 

“recipients” of some action by an activity source, as discussed above. Further, some 

of Capalik’s activity targets are the same as those described in the ’872 Patent, which 

were listed above. Capalik, [0055]-[0057]; ’872 Patent, 13:21-28. 

127. Thus, a POSITA would have understood that the “data streams” and 

“sockets” disclosed in Capalik are examples of activity sources and activity targets, 

respectively. See ’872 Patent, 13:21-33. 
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3. Capalik’s associations 

128. A POSITA would have understood that Capalik teaches identifying an 

“action” (i.e., association) between the activity source and the activity target. See 

Section III.D; Capalik, [0049] (“When an attacker connects to a network port and 

begins interacting with a virtualized decoy operating system 512, the introspection 

module 538 monitors and captures information from the connection, including port 

numbers[ and] data streams[.]”), [0056] (teaching that the report of the attack can 

include information about “what happened at a particular socket …how the attack 

550 was run, what happened on the virtualized operating system module 506, and 

how the virtualized decoy operating systems 512 …and any related network services 

were affected”); compare with ’872 Patent, 13:34-36. A POSITA would thus have 

understood that Capalik monitors and reports on how activity sources (e.g., stream 

of malicious data) interact with an activity target (e.g., socket, file, process). For 

example, Capalik teaches activity sources may read or write an activity target. In the 

example of Fig. 3, a source such as Rbot.CBQ copies itself (reads and then writes) 

to a file “msprexe.exe” in the “System” directory (step 300), and subsequently first 

(step 301) and second (step 302) registry entries are created by the attack. Capalik 

teaches “[a]ny other changes to the system may be shown, as part of the attack-

identifying information[.]” Capalik, [0035]. 
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Capalik, Fig. 3. 

129. Because Capalik monitors and reports the full “path” or series of 

actions between a plurality of activity sources and activity targets, a POSITA would 

have understood that Capalik teaches identifying associations between each set of 

the plurality of activity sources and activity targets. In particular, the full “path” or 
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series of actions between a plurality of activity sources and activity targets would 

have included actions performed by activity sources on activity targets, such as 

reading or writing data. In this way, the association between a source and target may 

be a write action or read action, for example. 

D. Claim [1(c)]: “storing in the memory a data structure that identifies 

the activity sources, the activity targets, and the associations for the 

plurality of activities; and”  

130. As discussed above, Capalik teaches a computer system comprising a 

memory. See Claim [1(Pre)]. Also discussed above, Capalik teaches identifying 

activity sources, activity targets, and associations. See Claim [1(b)]. As discussed 

below, Capalik teaches storing in the memory of the computer system, according to 

the format specified by a data structure, information that identifies the activity 

sources, activity targets, and corresponding associations. 

131. Capalik discloses storing “attack information” in relational database 

server 528 (shown in blue) in Decoy Computer 502, as depicted in Figure 5: 
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Capalik, Fig. 5 (annotated). Capalik teaches virtualized operating system module 

506 monitors decoy network 502, and processing module 508 obtains, analyzes, and 

responds to malicious exploits. Capalik, [0038]. Processing module 508 comprises 

Relational Database Server 528 (annotated blue), which stores “attack information” 

such as forensic data for later analysis. Capalik, [0052]. see also, id. [0048] (“the 

introspection module 538 examines the contents of the decoy operating systems’ 512 

memory segments in an instrumented context that generates and retrieves 

forensic data for analysis by the processing module 508.”). “The signature 

generation engine 530 [annotated red] then uses this forensic data to generate a 

signature of the attack.” Capalik, [0052]. Capalik’s Visualization Interface 532 

(annotated orange) which displays a report of the attack, may include information 

on the location of the instigator of the attack 550, and may be used to analyze, 

configure, and automate the system’s response to attack activity 550. Capalik, 

[0056]. 

132. The ’872 Patent explains that its method includes storing the activity 

sources, activity targets, and associations locally in the memory of the decoy 

network device 106, as depicted in Fig. 2: 
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’872 Patent, Fig. 2 (annotated). As depicted in Fig. 2 above, decoy network device 

106 includes memory 206 which stores one or more of the following programs: a 
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“database server 128 [shown in blue], which stores data (e.g., unauthorized activity 

data 502 and/or fingerprint 580).” Id., 6:10-11. A “fingerprint generation engine 130 

[shown in red], which generates the fingerprint data 580 from the unauthorized 

activity data 502).” Id., 6:12-14. And a “visualization interface 132 [shown in 

orange], which prepares data (e.g., the fingerprint or unauthorized activities on the 

computer system) for display (e.g., on a GUI of a client 101).” Id., 6:15-17. As such, 

there are both structural and functional similarities between the “storing” as taught 

by Capalik and the ’872 patent. 

133. As explained in Claim [1(a)], the modules within Capalik’s Decoy 

Computer 502 utilize memory (e.g., volatile memory (e.g., RAM) and non-volatile 

memory (e.g., hard disk drive)) to accomplish their respective tasks. Capalik, [0039]. 

A POSITA would have understood that “attack information” stored in Relational 

Database Server 528 uses system memory (e.g., RAM, hard disk drive), as claimed. 

Specifically, a POSITA would have understood that memory and storage such as 

RAM and hard disk drives were commonly used for storing information either for 

the short term (e.g., volatile, not maintained when system power is turned off) or 

long term in a hard disk (i.e., non-volatile storage, such as magnetic storage, which 

maintains information even when not receiving power). Because Capalik teaches 

two specific types of memory for Decoy Computer 502, a POSITA would have 

understood that Relational Database Server 528 (which is part of Decoy Computer 

IPR2025-00070 
CrowdStrike EX1003 Page 100

100



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

502) would have used the available memory of Decoy Computer 502 (either volatile 

and/or non-volatile/non-transitory memory) to store attack information. 

134. A POSITA would have understood or found obvious that Capalik’s 

“forensic data” is stored in a data structure, as claimed, at least because the stored 

data is used by “[t]he signature generation engine 530 [annotated red] . . . to generate 

a signature of the attack.” Capalik, [0052]; compare with ’872 Patent, 10:33-36. 

Storing data such as forensic data in data structures was known in the art. For 

example, Bhattacharya teaches an event log storing information in an “event 

message” including source address, source port, destination address, destination 

port, IP protocol, timestamp, event ID, and event type. Bhattacharya, 3:51-4:60. 

Bhattacharya’s Fig. 2 below depicts a series of such event messages that are stored 

in a network security monitor’s event log: 
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Bhattacharya, Fig. 2. See also Farley, Figs. 5B-5C (depicting a data structure 

containing data corresponding to a raw event including source IP address, 

destination IP address, event type, time stamp, etc.). 

135. Capalik’s signature generation engine 530 would use a data structure 

to effectively create a signature from the stored forensic data. Indeed, the ’872 Patent 

claims do not impose any specific structure of the stored data, generically recited as 

“data structure.” Given the breadth of this element and the fact that Capalik’s system 

processes the stored data to generate a signature of the attack, a POSITA would have 

understood that Capalik teaches or suggests storing its forensic data in a “data 

structure.” 

IPR2025-00070 
CrowdStrike EX1003 Page 102

102



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

136. Moreover, Capalik teaches “processing module 508 generates a report 

of the attack that includes attack-identifying information.” Capalik, [0055]. A 

“report of the attack is written and then displayed via a visualization interface 532 

[annotated orange]” Capalik, [0056]. As explained above at Claim [1(b)], Capalik’s 

attack report includes activity sources and targets, and the corresponding 

associations. Accordingly, a POSITA would have understood that the “attack 

information” or “attack-identifying information” stored in relational database server 

528 and used to create the attack report includes activity sources, targets, and 

associations. See Claim [1(b)]. 

E. Claim [1(d)]: “transmitting to one or more computer systems other 

than the first computer system information identifying one or more 

of the activity sources, the activity targets, and the associations for 

preventing future attacks, to the one or more computer systems, 

associated with the one or more of the activity sources, the activity 

targets, and the associations” 

137. As discussed above, Capalik teaches storing in the memory of the 

computer system data in a data structure, where the data identifies the activity 

sources, activity targets, and corresponding associations. See Claim [1(c)]. 

Satisfying this limitation, Capalik teaches creating a signature (i.e. fingerprint) from 

the stored forensic data, which contains information identifying one or more of the 

activity sources, targets and associations. 
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1. ’872 Patent’s Description of Fingerprint Generation 

138. The ’872 Patent describes generating a fingerprint7 indicative of attack 

activity that “can be used to prevent future attacks[,] by modifying the activity 

targets[,]” such as “blocking a particular port[.]”8 ’872 Patent, 13:65-14:16; see also 

id., 14:42-50 (teaching that fingerprints can also prevent attacks by “blocking 

activity sources” that match an attack on the virtual machine). The fingerprint can 

include “one or more of” an activity source, activity target, and other data descriptive 

of an identified attack. Id., 14:1-4. The patent is clear that fingerprints can include 

both source and target data or even just source or target data. Id., 14:17-53 (“In some 

embodiments, the fingerprint [] includes activity targets [] in lieu of or in addition 

to, the activity sources[.]”). 

2. Capalik’s Signature/Fingerprint Generation 

139. Like the ’872 Patent, Capalik teaches a decoy system (Decoy Computer 

502) comprising Relational Database Server 528, which stores “attack information” 

using a forensic data structure. Capalik, [0052]; see Claim [1(c)]. Also, like the ’872 

 

7 The ’872 Patent also refers to a fingerprint as a signature. ’872 Patent, 10:33-55. 

8 Although Capalik and the ’872 Patent include many similar examples, both 

expressly teach generating a fingerprint/signature of an attack that identifies the port 

(or socket) targeted by the attack. I have highlighted this parallel teaching merely as 

an illustrative example, but my opinions are not limited to this teaching. 
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Patent, Capalik uses a signature-generation engine to create a “signature of the 

attack” from the stored forensic data in a relational database. Compare Capalik, 

[0052], with ’872 Patent, 6:10-14. A POSITA would have understood that Capalik’s 

signature is a “fingerprint.” The ’872 Patent describes signature and fingerprint as 

synonymous. ’872 Patent, 10:49-50 (“The signature (also called a fingerprint)[.]”), 

10:30-61. 

140. Capalik discloses decoy system processing module 508 of Decoy 

Computer 502 generates an attack report containing attack-identifying information, 

analyzes the information for attack patterns, and generates an attack signature. 

Capalik, [0055]. In detail, Capalik teaches a method depicted in Fig. 2 that applies 

to Decoy Computer 502 (depicted in Fig. 5). Capalik, [0037]. A POSITA would 

have understood that Fig. 2 is a flowchart of steps that are performed by components 

of Decoy Computer 502 (as depicted in Fig. 5) discussed in more detail below. 

Regarding Fig. 2, Capalik teaches waiting for an incoming intercept/attack in step 

43 and then generating a report of the attack from monitoring data in step 44. 

Capalik, [0055]-[0056]. After an attack report is generated, a signature can be 

generated in step 52. Capalik, [0051]-[0052]. Fig. 2 below depicts this process: 
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Capalik, Fig. 2. Regarding the attack report of Fig. 3 and step 44, Capalik teaches 

presenting the attack report to an admin. Capalik’s visualization interface 532 
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(annotated orange in Fig. 5 below) “displays a report of the attack, may include 

information on the location of the instigator of the attack 550, and may be used to 

analyze, configure, and automate the system’s response to attack activity 550.” 

Capalik, [0055]-[0056]. A POSITA would have understood that visualization 

interface 532 thus may be used to automate the process of signature generation, for 

example. Capalik, [0056], [0052] (“The entire process from attack detection through 

signature generation may occur automatically[.]”). Alternatively, a POSITA would 

have understood that an admin would manually review a report and choose to 

generate a signature. Capalik, [0055], [0058]-[0059]. 

141. In more detail regarding the components of Fig. 5 that perform the steps 

of the flowchart depicted in Fig. 2, Decoy Computer 502 includes processing module 

508, which also includes signature-generation engine 530. In particular, Capalik’s 

signature-generation engine 530 generates signatures of attacks. Capalik, [0051] 

(“The processing module 508 also includes a database, such as a relational database 

server 528, and a signature-generation engine 530.”). In more detail, Capalik teaches 

introspection module 538 (part of Hypervisor OS 510 of Decoy Computer 502) 

captures attack information and then transmits the information from virtualized OS 

module 506 to processing module 508 via “private network interface communication 

channel 524,” which is a communication channel within Decoy Computer 502. 

Capalik, [0051]-[0052]. After being transmitted, the attack information is stored as 
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forensic data on relational database server 528 of Decoy Computer 502. Id. 

Signature-generation engine 530 uses this forensic data to generate a signature of the 

attack. Id. Capalik’s annotated Fig. 5 below depicts signature-generation engine 530 

(red) and relational database server 528 (blue): 
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Capalik, Fig. 5 (annotated). 

IPR2025-00070 
CrowdStrike EX1003 Page 109

109



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

142. Like the ’872 Patent, Capalik’s “signature of the attack” can include a 

wide variety of information, including “what happened at a particular socket, the 

keystrokes entered or data transferred, what files were transferred, how the attack 

550 was run, what happened on the virtualized operating system module 506, and 

how the virtualized decoy operating systems 512 running on the hypervisor 

operating system 510 and any related network services were affected.” Capalik, 

[0056]. Capalik’s Fig. 4 illustrates an “attack signature[,]” formatted in XML for 

transmission to an IDS/IPS system: 

 

Capalik, Fig. 4. As illustrated, Capalik’s signature includes many details indicative 

of the activity on a virtual machine, including identifying the specific port on the 
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virtual machine through which the attack occurred. For example, a POSITA would 

have understood “service port” 445 refers to a TCP port, which is commonly targeted 

by malicious attacks. TCP stands for Transmission Control Protocol, which is a 

commonly used protocol for transmitting information over the Internet. Capalik 

further teaches that “any ports, protocols, severity levels, alarm levels, signature 

name, or any other quantity, may be utilized to inform an IDS or IPS of an attack 

signature.” Capalik, [0062], [0036]. 

143. Once the signature is created, Capalik discloses transmitting its 

signature in a similar manner as the ’872 Patent. The ’872 Patent explains that “the 

decoy network device transmits the fingerprint to the IDS/IPS system 142 to prevent 

future attacks that comprise the same or similar activities on one or more protected 

network devices 136.” ’872 Patent, 18:47-51. Capalik similarly teaches that once 

the attack signature is generated, it can be sent “to the intrusion detection system 

(IDS) or intrusion prevention system (IPS) for the protected network 504.” Capalik, 

[0059], Fig. 5; see also id., [0052] (teaching that the entire process may occur 

automatically, without human intervention). The attack signature is then applied to 

the IDS/IPS library of signatures, updating the library, to prevent an attacker from 

accessing protected network 504 in a future similar attack. Capalik, [0059], see also 

id., [0053] (teaching that “protected computer network 504 includes an IDS/IPS 

library of signatures 534 and an IDS/IPS system 542 coupled to multiple protected 
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network devices 536”). A POSITA would have understood that signatures updated 

in the signature library are also transmitted to the multiple protected network devices 

536 coupled to the IDS/IPS system, ensuring those network devices receive 

protection consistent with the most up to date signatures collected in the library. 

144. Accordingly, a POSITA would have understood that Capalik transmits 

the fingerprint, including information identifying one or more of the activity sources, 

the activity targets, and the associations to prevent future attacks that comprise the 

same or similar activities as indicated by the fingerprint. A POSITA would have 

further understood that Capalik transmits this information to a computer system 

other than computer decoy 502 since the signature is sent “through a standard 

network connection” to IDS/IPS 534 of protected network 504. Capalik, [0059], Fig. 

5. 

F. Claim 2: “The method of claim 1, wherein the monitoring further 

comprises monitoring all activity on the first computer system.” 

145. As explained above, Capalik teaches monitoring activity on a virtual 

decoy system. See Claim [1(b)]. Capalik further teaches monitoring all activity on 

the VM. Capalik, [0059] (“[T]he processing module 508 may generate a signature 

whenever data is found to be transferred through the socket.”), [0049] (“When an 

attacker connects to a network port and begins interacting with a virtualized decoy 

operating system 512, the introspection module 538 monitors and captures 

information from the connection, including port numbers, data streams, file uploads, 
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keystrokes, ASCII or binary files, malicious payloads, memory manipulation 

attempts, and any other data transfers or malicious attempts.”). A POSITA would 

have understood Capalik’s detailed forensic data monitors all activity on the 

computer system that begins with a connection through a VM network port. 

146. Honeypots and decoy systems were known to both monitor all activity 

at the decoy system as well as assume all activity was unauthorized. As explained 

above, the point of a honeypot is to act as bait for an attacker. See Section V.B. To 

be an efficient decoy, the system would monitor all activity to prevent any accidental 

allowance of an attacker through. Similarly, for exhaustive purposes, the honeypot 

was known to assume all activity at the honeypot was unauthorized. Id. By acting as 

a fake port, any activity that reaches the honeypot is assumed unauthorized since any 

authorized activity would bypass the honeypot. Id. Accordingly, a POSITA would 

have understood that Capalik teaches monitoring all activity on the computer 

system. 

G. Claim 3: “The method of claim 1, further comprising: creating, 

from the stored information, a fingerprint indicative of the activity 

on the first computer system.” 

147. See Claim [1(d)]. 

IPR2025-00070 
CrowdStrike EX1003 Page 113

113



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

H. Claim 4: “The method of claim 1, wherein the activities comprise 

two or more of: a file initiating an execution of an instruction, an 

instruction reading a file, an instruction writing to a file, and 

receiving data through the network” 

148. Capalik teaches identifying a plurality of activities performed in a first 

computer system, wherein each activity includes an activity source, target, and 

association. See limitation [1(b)]. Capalik also teaches a decoy computer (first 

computer system) attached to a network. See limitation [1(Pre)]. 

149. When an attacker connects to a network port of decoy computer and 

begins interacting with virtualized decoy OS 512, Capalik’s system “monitors and 

captures information from the connection, including port numbers, data streams, file 

uploads, keystrokes, ASCII or binary files, malicious payloads, memory 

manipulation attempts, and any other data transfers or malicious attempts.” Capalik, 

[0049]. A POSITA would have understood that such attacks would have occurred 

over a network connection, such as depicted in Fig. 5 and discussed above. 
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Capalik, Fig. 5 (excerpt, annotated); see Claim [1(Pre)]. Thus, a POSITA would 

have understood that Capalik discloses receiving data through network 502. 

150. Moreover, Capalik’s figure 3 illustrates a human readable summary of 

an example attack, wherein worm W32/RBot-CBQ copies itself (reads and then 

writes) to a file “msprexe.exe” in the “System” directory (step 300), and 

subsequently first (step 301) and second (step 302) registry entries are created by the 

attack. 

 

Capalik, Fig. 3, [0061]. Based on Capalik’s disclosures at Fig. 3 and [0061], a 

POSITA would have understood that Rbot-CBQ initiates execution of both (1) an 

instruction of reading a file (i.e. Rbot-CBQ reading file “msprexe.exe”) and (2) an 

instruction writing to a file (i.e., Rbot-CBQ writing to file “msprexe.exe”). Capalik 
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teaches attack reports may include information including “one or more data transfers 

or keystrokes[.]” Capalik, [0055]. Indeed, actions such as reading/writing to a file 

would have been in response to instructions either directly or indirectly from an 

attacker. When the instructions are executed, actions such as reading and writing 

would have occurred accordingly. 

I. Claim 5: “The method of claim 1, wherein a respective activity 

target comprises one of: a file, a user, an instruction, a thread, data 

stream, and network socket connections” 

151.  Capalik teaches activity targets include processes, files, and sockets. 

See Claim [1(b)]. For example, Capalik teaches the created attack report includes 

“which sockets were accessed by the attack[.]” Capalik, [0056]. A POSITA would 

have understood that Capalik’s sockets are “network socket connections” because a 

socket is a well-known component of a network that is used for connecting devices 

over the network. 

J. Claim 6: “The method of claim 1, wherein a respective activity 

source comprises one of: a file, a user, an instruction, a thread, data 

stream, and network socket connections ” 

152.  Capalik teaches activity sources include files, malicious payloads, or 

other data transfers to the decoy computer. See Claim [1(b)]; Capalik, [0049] 

(teaching monitoring sources “including port numbers, data streams, file uploads, 

keystrokes, ASCII or binary files, malicious payloads, memory manipulation 

attempts, and any other data transfers or malicious attempts”), [0056] 
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(“information about which sockets were accessed by the attack 550, what happened 

at a particular socket[.]”), [0059] (teaching sockets). A POSITA would have 

understood these comprise at least a file, an instruction, data stream, and/or network 

socket connection. In particular, Capalik teaches examples of activity sources 

including file uploads (file); instructions such as keystrokes, or those contained in 

files, or malicious payloads; data streams (data stream); and port numbers and 

sockets (network socket connection. 

K. Claim 12: “The method of claim 1, further comprising: identifying 

activity sources that are affected by unauthorized activities” 

153.  Capalik teaches identifying a plurality of activities being performed on 

a first computer system, wherein each of the activities includes an activity source, 

target, and association. See limitation [1(b)]. Because the identified plurality of 

activities includes unauthorized activities, a POSITA would have understood that 

Capalik also teaches identifying activity sources that are affected by unauthorized 

activities. See Claims [1(Pre)], [1(c)]. 

154. The ’872 Patent explains that “[o]nce the packet stream 304 and the 

socket 306 are identified as affected by unauthorized activities, related 

unauthorized activities are identified.” ’872 Patent, 11:45-47, Fig. 3B. In this 

example, an activity source, packet stream 304, is identified as affected by 

unauthorized activity. Accordingly, a POSITA would have understood Claim 12 to 

include identifying sources coming from outside of the virtual machine (e.g., Virtual 
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Machine 113-1) as being affected by unauthorized activity. Capalik teaches this. For 

example, Capalik teaches Decoy Computer 502 responds “to connection attempts 

made at network addresses that do not exist[,]” and these “non-existent network 

addresses are assumed to be malicious[.]” Capalik, [0044]. Furthermore, “[w]hen an 

attacker connects to a network port[,]” the system “monitors and captures 

information from the connection, including … malicious payloads, memory 

manipulation attempts, and any other data transfers or malicious attempts.” Capalik, 

[0049]. A POSITA would have understood that Capalik’s assumption of a malicious 

connection and subsequent monitoring of any data transfer is the same as the ’872 

Patent’s identifying an activity source affected by unauthorized activity, as 

explained within the ’872 Patent. ’872 Patent, 11:45-47; compare, ’872 Patent, Fig. 

3B (showing packet stream 304 coming from outside Virtual Machine 113-1) and 

Capalik, Fig. 5 (showing Attacker Activity 550 coming from outside Decoy 

Computer 502 and Virtual Machine). 

L. Claim 15: “The method of claim 12, wherein the identifying activity 

sources that are affected by unauthorized activities includes 

identifying data stream incoming from outside the first computer 

system.” 

155.  See Claim 12. Capalik discloses identifying activity sources that are 

affected by unauthorized activities including identifying data stream incoming from 

outside the computer system. Capalik, [0049] (“When an attacker connects to a 

network port and begins interacting with a virtualized decoy operating system 512, 
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the introspection module 538 monitors and captures information from the 

connection, including port numbers, data streams, file uploads, keystrokes, …  and 

any other data transfers[.]”); Fig. 5 (depicting attacker’s data stream incoming from 

outside computer system 500). For the same reasons stated above at Claim 12, a 

POSITA would have understood Capalik teaches identifying a data stream affected 

by unauthorized activity (e.g., Attacker Activity 550) incoming from outside the 

computer system (e.g., outside of Decoy Computer 502). 

M. Claim [20(Pre)]: “A first computer system, comprising: one or 

more processors; and memory storing one or more programs, the 

one or more programs including instructions for:” 

156. See Claim [1(b)]. As discussed above in Claims [1(a)]-[1(d)], Capalik 

teaches the following components: (1) hypervisor OS (comprising an introspection 

module); (2) relational database server; and (3) fingerprint generation engine. A 

POSITA would have understood that each of these components comprise one or 

more programs, respectively including instructions for (1) monitoring activity on the 

computer system and identifying a plurality of activities being performed at the 

computer system, where each of the activities includes an activity source, target, and 

an association; (2) storing in the memory the activity sources, targets, and 

associations; and (3) creating, from the stored activities, a fingerprint, and 

transmitting the fingerprint to prevent future similar attacks. 
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157. In particular, a POSITA would have understood that Capalik’s modules 

such as hypervisor OS and components such as the relational database server and 

fingerprint generation engine would have included instructions for performing their 

functions. A POSITA would have understood that utilizing programs and/or 

programming instructions to perform operations on a computer was a well-known 

concept in computer networking, computer science, and similar fields. Thus, 

Capalik’s system, which includes these components, would also have included one 

or more programs including instructions for performing the claimed steps below. 

See Claim [20(b)]-[20(d)]. 

N. Claim [20(a)]: “monitoring activity on the first computer system;” 

158. See Claim [1(a)]. 

O. Claim [20(b)]: “identifying a plurality of activities being performed 

at the first computer system, where each of the activities includes 

an activity source, an activity target, and an association between 

the activity source and the activity target;” 

159. See Claim [1(b)]. 

P. Claim [20(c)]: “storing in the memory a data structure that 

identifies the activity sources, the activity targets, and the 

associations for the plurality of activities; and” 

160. See Claim [1(c)]. 
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Q. Claim [20(d)]: “transmitting to one or more computer systems 

other than the first computer system information identifying one 

or more of the activity sources, the activity targets, and the 

associations for preventing future attacks, to the one or more 

computer systems, associated with the one or more of the activity 

sources, the activity targets, and the associations.” 

161. See Claim [1(d)]. 

R. Claim [21(Pre)]: “A computer readable storage medium, including 

one or more programs for execution by one or more processors of 

a first computer system, the one or more programs including 

instructions for:” 

162. See supra Claim [1(Pre)], [20(a)] (mapping one or more programs 

including instructions for performing the claimed steps, where the mappings for said 

programs also apply for Claim 20). To the extent the preamble is limiting, a POSITA 

would have understood that Capalik’s decoy system discussed in Claim [1(Pre)] 

includes a computer readable storage medium (e.g., hard disk). As discussed above, 

a POSITA would have understood that a hard disk is an example of non-

transitory/non-volatile memory because hard disks maintain their data even after a 

computer/system is powered down by utilizing magnetic storage, for example. See 

Claim [1(a)].  

S. Claim [21(a)]: “monitoring activity on the first computer system;” 

163. See Claim [1(a)]. 
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T. Claim [21(b)]: “identifying a plurality of activities being performed 

at the first computer system, where each of the activities includes 

an activity source, an activity target, and an association between 

the activity source and the activity target;” 

164. See Claim [1(b)]. 

U. Claim [21(c)]: “storing in memory of the first computer system a 

data structure that identifies the activity sources, the activity 

targets, and the associations for the plurality of activities; and 

165. See Claim [1(c)]. 

V. Claim [21(d)]: “transmitting to one or more computer systems 

other than the first computer system information identifying one 

or more of the activity sources, activity targets, and associations for 

preventing future attacks, to the one or more computer systems, 

associated with the one or more of the activity sources, the activity 

targets, and the associations.” 

166. See Claim [1(d)]. 

XI. GROUND 2: CAPALIK IN VIEW OF GOEL RENDERS CLAIMS 1-6, 

12, 14-15, 20-21 OBVIOUS 

167. As explained in Ground 1, Capalik teaches a computer implemented 

method for identifying a plurality of activities (including activity sources, activity 

targets, and associations) performed at the computer system, and retaining detailed 

forensic data that can be used to generate signatures indicative of the activities. See 

Ground 1, Claims 1, 19, 20. 

168. To the extent Patent Owner disputes that Capalik identifies and stores 

a source, target, and association for each of the individual activities of an attack, 

Goel demonstrates that it was known in the art to identify and store each of the 
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individual activities of an attack (including the activity source, target, and 

association) to generate signatures indicative of the activities for forensic analysis. 

A. Capalik-Goel teaches identifying and storing “activity sources, 

activity targets, and associations” as recited in independent Claims 

1, 19-20.  

169. To avoid repetition, the Capalik-Goel combination set forth here 

highlights Goel’s role in teaching identifying and storing unauthorized activities 

wherein each activity includes an activity source, an activity target, and association, 

as recited in Claims [1(b)], [20(b)], and [21(b)]. Petitioner relies on Capalik’s 

teachings as set forth in Ground 1 for the rest of the limitations of these independent 

claims. See Ground 1, Claims [1[Pre]-[1(a)], [1(c)]-[1(d)]. 

170. Goel teaches analyzing intrusions in a computer system using the 

Forensix system. Goel, 1. Forensix monitors and captures all system activity at a 

“target system” after an intrusion, including related activities based on a model for 

attributing system activity. Goel, generally, 1-5. Forensix stores captured 

information in a relational database, supports queries for forensic analysis, and 

presents the results in human-readable form. Goel teaches that Forensix is 

implemented on Linux OS and comprises (1) an auditing module on the target 

system, (2) a receiver daemon and a database injector running on the backend storage 

system, and (3) database queries and scripts that allow replay of system activities for 

forensic purposes. Goel, 4. 
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1. Goel Identifies Activity Source, Activity Target, and 

Association 

171. Goel teaches a goal of “completeness” for identifying system activity, 

where “all system-call activity is captured and can be attributed to users, processes 

or connections” to “accurately reconstruct all security incidents, immaterial of the 

type of attack.” Goel, 2, 3 (“In its current implementation, all activity across the 

system-call interface is captured and logged.”). Goel’s target system includes an 

auditing module comprising a Linux kernel module that traps system calls and logs 

data in a kernel buffer. Goel, 4. The auditing module hijacks the system call table 

and adds stub code around several system calls to capture the system call, its timing, 

its parameters, its return value, and the PID of the process making the call. Id. The 

target system’s auditing module traces system calls that include networking calls 

(e.g., connect, accept, listen, and shutdown), process management calls (e.g., fork, 

exec, kill, exit, and setuid), and file system calls (e.g., open, read, write, close). Goel, 

4-5. 

172. Goel teaches tracing system calls based on a model for “attributing 

system activity” as depicted in Figure 2, where, in one example, a process is an 

activity source (annotated blue) and a file (annotated red) is an activity target that 

the process acts on (i.e., association, annotated yellow):  
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Goel, 4 (“Figure 2”) (annotated), generally, 2-4. 

173. Specifically, Goel teaches monitoring and capturing intrusion activity 

starting with a network connection or a console login and following the chain 

(“cascade”) of related system activities including other processes, file accesses, and 

outgoing connections that are linked to the intrusion activity. Goel, 3. Goel teaches 

capturing system activities and their relationships (as depicted in figure 2) by 

assigning the identifier or the PID of the process that executes the activity as 

ownership information to each link of the graph. Id. At a minimum, “each system-

call trace record has an associated PID and a time-stamp that helps to construct the 

activity relationship” and forensic queries. Goel, 3. Unlike previous approaches 

activity sources 

activity targets 

associations
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which only use short sequences of names of system calls for intrusion detection, 

Goel teaches capturing “each system call and, among other information, its timing, 

parameters, return values, the process issuing the call, and the owner of that process, 

throughout the lifetime of the server” (i.e., target system). Id. 

174. A POSITA would have understood that Goel teaches identifying a 

plurality of activities being performed in a computer system by attributing system 

activity to, for example, individual connections and sessions (as depicted in Fig. 2) 

and determining the events that “cascade” from an initial connection or session. 

Goel, 3. For example, as depicted in Fig. 2 above, an incoming session may execute 

instructions to influence one or more processes. This leads to the one or more 

processes (sources) performing some action (e.g., open, close, read, write) to one or 

more files (targets). Further, a POSITA would have understood that Goel teaches 

identifying activity sources (e.g., processes) and activity targets (e.g., files) by 

monitoring system calls to identify intrusions and follow as the intrusion “cascade[s] 

into multiple system activities including other processes, file accesses, and outgoing 

connections.” Goel, 3, Fig. 2. This is because Goel teaches monitoring system calls 

in order to identify intrusions by monitoring not just individual events but how a 

“cascade” of events occurs over time with, for example, an incoming session 

affecting a process and then that process affects a file. Similarly, a POSITA would 

have understood Goel identifies actions (i.e., associations) such as read() and write() 
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occurring between processes and files, as depicted in Fig. 2. For example, Goel 

expressly teaches actions performed by a source (e.g., process) on a target (e.g., file). 

Those actions include open(), close(), read(), write(), link(), and unlink(). As 

discussed above, these actions meet the claimed association. See Section III.D. 

2. Motivation to Combine Capalik and Goel 

175. A POSITA would have been motivated to modify Capalik per Goel’s 

teachings to (1) identify, and (2) store unauthorized activities including the activity 

source, activity target, and association of each activity. As discussed above, Capalik 

teaches a decoy system that identifies and stores a plurality of activities being 

performed at a VM of decoy computer 502. Goel teaches a forensic analysis system 

(Forensix) that similarly identifies and stores a plurality of activities being 

performed at a target computer system, wherein each of the activities includes an 

activity source, an activity target, and an association. Goel, 3-4, Fig. 2. 

176. Capalik discloses administrators receiving “the processed information” 

[0011], that “paints a picture of the attack” [0012]. The generated attack signature is 

also presented to the admin [0013]. A POSITA reading Capalik would have 

understood that the determination that something is an attack is determined by the 

system, without involvement of the admin. This is because the system detects “non-

standard patterns” and known abuses such as “buffer overflow attacks.” A POSITA 

would have understood that systems are generally programmed to apply a rules 
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based approach that detects and categorizes certain events more efficiently than a 

non-automated process that relies on admin. Detecting non-standard patterns and 

known abuses such as buffer overflow attacks are the types of events commonly 

handled in an automated fashion without involving the admin. 

177. However, a POSITA would have understood that these two approaches 

will not detect all abuses. Indeed, if they would, life as a security professional would 

be very easy: simply detect such things and block them. In reality, security 

professionals often see new types of abuse that the system has not identified as being 

bad (but are still known as bad due to indicative “side effects”, e.g., due to bank 

accounts being accessed without authorization, suggesting the associated victim was 

likely either phished or had their computer infected by malware) or that are identified 

as having performed an unauthorized request — but it remains unknown what 

enabled the attacker to do so. In both of those kinds of situations, the security 

professional (admin) would have to analyze available data to determine what could 

have been the starting point of the abuse, and what particular requests should be 

considered indicative of the attack (these would go into the fingerprint). 

178. Capalik is silent on how to address this problem, and does not explain 

what information is presented to the admin. An overabundance of information would 

make the job of the admin difficult. See Goel at Abstract. Since Capalik does not 

offer an approach for how to determine what captured information may be of 
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relevance to present to the admin, a POSITA would have been strongly motivated to 

consider the approach of Goel, which confirms that not all abusive behavior can be 

automatically detected, but that an admin needs to be able to “issue simple queries” 

(Goel at 2) to the system, to search the generated logs. This complements Capalik, 

as it would give the admin practical tools to identify new types of abuse and pinpoint 

particular actions of significance. This would also have improved Capalik’s 

signature creation by allowing an admin to issue specific queries to generate 

signatures to cover new types of attacks, for example. 

179. Modifying Capalik as proposed would have resulted in an improved 

IDS, as discussed above. This modification applies the well-known computer 

security principle that gathering more detailed threat information provides improved 

threat analysis. Modifying Capalik per Goel’s teachings would have been use of 

Goel’s known technique that would have resulted in Capalik identifying and storing 

individual attack activities (including activity sources, targets, and associations) to 

improve Capalik’s similar IDS in the same manner as Goel’s IDS. 

180. Goel teaches that although the amount of data collected can be large, 

the system is feasible given the capacity of networking, CPU, and storage capacity 

available at the time. Goel, 3. Goel teaches that, as a result, “sacrificing some host 

and networking resources in order to add forensic capability will be a fairly attractive 

proposition.” Goel, 3. Thus, a POSITA would have understood that even if there 
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were a modest increase in processing power required to modify Capalik per Goel’s 

teachings, a POSITA would have been motivated to do so to achieve security 

improvements at the expense of more processing overhead required. Such a 

modification would have been a tradeoff that a POSITA would have been motivated 

to make. Further, such a modification would have resulted in an improved method 

and system to analyze unauthorized intrusions in a decoy system including because 

Goel’s goal of “completeness” and technique for performing inquiries would have 

improved Capalik’s similar system in the same way as Goel’s. Goel teaches that its 

methods for identifying and storing an attacker’s unauthorized activities (including 

activity sources, targets, and associations) in a computer system allow for more 

efficiently determining how an attacker entered the system and what the attacker did 

after the intrusion. Goel, 1. Such improvements in detection effectiveness and/or 

efficiency would also have improved Capalik’s system by making Capalik’s system 

more robust including for future attacks. 

181. Further supporting the motivation to combine these references, as set 

forth in detail above, Capalik and Goel describe similar systems. For example, both 

teach computer systems that monitor traffic including unauthorized intrusions being 

performed on a computer system and identifying related activities after an intrusion. 

Both describe using operating systems such as Linux to interact with the 

unauthorized intrusion. Capalik, [0023]-[0024], [0040]-[0041], [0051], Fig. 5; Goel, 
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17-19. Both describe monitoring and storing information indicative of the 

unauthorized activities on the computer system to protect computer networks against 

future attacks. See Ground 1, Claims [1(b)]-[1(c)]; see also Section XI.A.1 Although 

Goel is silent on the use of a decoy system, Goel explains that the authors were 

actively working on implementing the Forensix system on a VM. Goel, 2. Given 

these similarities, a POSITA would have recognized that Goel’s benefits would have 

been applicable to Capalik. 

182. A POSITA would have had a reasonable expectation of success 

(REOS) when modifying Capalik per Goel’s teachings for the reasons discussed 

below. Such a modification would have utilized Capalik’s VMM, relational 

database, and visualization interface which already have monitoring, storing, and 

graphically displaying capability of unauthorized activities. Thus, Capalik already 

includes components for making the modifications per Goel’s teachings. Goel 

teaches that its system implementation can be achieved by adding lines of code. 

Goel, 4-5 (explaining implementation on Linux OS, and that auditing module code 

is derived from the SNARE project, database is MySQL). Therefore, a POSITA 

would have understood that modifying Capalik’s system (e.g., Linux-based) to 

additionally monitor, identify, and store each individual activity of an attack 

including “activity sources, activity targets, and associations” would have required 

straightforward modifications to program instructions/code, which would have been 
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well-within the skillset of a POSITA. A POSITA would have also had a reasonable 

expectation of success based on the similarities between Capalik’s and Goel’s 

computer devices—both in structure and in function. In particular, both Capalik and 

Goel teach forensic analysis systems that include monitoring and storing information 

about unauthorized activities performed on the computer system, and both teach 

utilizing Linux OS, as discussed above. 

B. Capalik-Goel Renders Claims 2-6, 12, 15, 20, and 21 Obvious. 

183. See Ground 1, Claims 2-6, 12, 15, 20, and 21. 

C. Capalik-Goel Renders Claim 14 Obvious. 

1. Claim 14: “The method of claim 13, wherein: instructions 

executed by the one or more processors have respective privilege 

levels; respective activity sources have respective privilege levels; 

and the identifying activity sources that are affected by 

unauthorized activities includes identifying activity sources that 

request to execute underprivileged instructions.” 

184. See Ground 1, Claim 13. Capalik teaches one or more processors. See 

Ground 1, Claim 1. As discussed below, Capalik-Goel one or more processors 

execute instructions at various privilege levels (i.e., respective privilege levels).  

2. Goel’s Teachings 

185. Goel discloses running several local privilege escalation attacks using 

Forensix, and constructing a local privilege escalation query, which identifies such 

attacks regardless of the vulnerability they exploit by tracking a common attack 

pattern. Goel, 7-8. A common attack pattern includes using an elevated effective 
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user ID (eu_id) of 0 to change the attacker’s real user ID (u_id) permanently to 

spawn a root shell. Goel, 8. As Goel explains “[l]ocal privilege escalation attacks 

allow a user with normal privileges to gain and retain superuser privileges illegally” 

and “a local root exploit takes a user process with normal privileges and converts it 

into a shell with superuser privileges[.]” Goel, 7. Goel teaches writing a local 

privilege escalation query to identify and extract root exploits that occurred in the 

system. Goel, 8. Accordingly, a POSITA would have understood that Goel’s queries 

identify at least an activity source that requests to execute underprivileged 

instructions, as claimed. 

3. Motivation to Combine Capalik and Goel 

186. Modifying Capalik per Goel’s teachings of using queries to identify an 

activity source that requests to execute underprivileged instructions would have 

improved Capalik-Goel’s IDS by identifying additional unauthorized attack types, 

such as when activity sources request to execute underprivileged instructions. Such 

a modification would have improved Capalik-Goel’s IDS by identifying when 

activity sources request to execute underprivileged instructions. Such a modification 

would have been use of Goel’s known technique and would have improved 

Capalik’s similar IDS in the same way as Goel’s IDS. By implementing Goel’s 

technique in Capalik’s IDS, Capalik’s attack identification and signature generation 

capabilities would have been improved. Thus, a POSITA would have been 
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motivated to utilize such techniques in Capalik-Goel’s system. See Section XI.A.2 

for additional motivations to combine Capalik-Goel, which are hereby incorporated. 

187. Modifying Capalik to utilize Goel’s teachings of query functionality to 

identify privilege escalation attempts would have required only straightforward 

modifications to programming instructions/code for the same reasons discussed 

above. As discussed above, a POSITA would have been motivated to modify 

Capalik per Goel’s teachings and these modifications would have had a reasonable 

expectation of success for the reasons discussed above. See Section XI.A.2. 

XII. GROUND 3: CAPALIK ALONE OR IN VIEW OF GOEL AND IN 

FURTHER VIEW OF KING RENDERS CLAIMS 7-11, 14, 16, 18-19 

OBVIOUS 

A. Claim 7: “The method of claim 1, further comprising: graphically 

displaying at least a subset of the stored activities.” 

188.  As explained above with respect to Claim [1(b)]-[1(c)], Capalik 

(Ground 1) or Capalik-Goel (Ground 2) teaches identifying a plurality of activities 

(including activity sources, activity targets, and associations) performed at the 

computer system, and retaining detailed forensic data that can be used to generate 

signatures indicative of the activities. As explained below, King teaches graphically 

displaying the stored activities, including a subset of the stored activities. 

1. ’872 Patent’s graphically displaying a subset of the stored 

activities 

189. The ’872 Patent describes “the decoy network device graphically 

displays (626) at least a subset of the stored activities. For example, the graphical 
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representation can be an activity diagram as shown in FIGS. 3A-3D and 4A-4E.” 

’872 Patent, 16:62-65. 

 

’872 Patent, Fig. 4D. 

2. King teaches graphically displaying a subset of stored 

activities  

190. King teaches analyzing unauthorized activities using operating-system-

level (OS-level) information-flow graphs to highlight an attacker’s activities inside 

a VM by following the flow of information from one object to another, and the 

dependency-causing events between objects. King, 10, 13. King discloses that its 

“EventLogger” identifies and stores information-flow events in real-time, and that 
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its “GraphGen” processes EventLogger logs to identify and graphically display 

information-flow graphs of an intrusion. King, 12. King discloses dependency 

graphs that “represent the flow of information either backward in time or forward in 

time[,]” depending on which of King’s systems (e.g., Backtracker or 

ForwardTracker) was used to generate the graph. King, 17. 

191. King’s ForwardTracker functions like the BackTracker except that it 

provides a forward causal analysis. King, 21 (“Backward information-flow graphs 

add events to a graph if they affect an object before that object’s time threshold, 

forward tracking adds events to a graph if they are affected by an object after that 

object’s time threshold (Figure 3.1).”). Accordingly, a POSITA would have 

understood that King’s ForwardTracker is analogous to the ’872 Patent’s network 

diagram illustrated in Figs. 3A-3D, which also represent the flow of information 

forward in time. 

192. In sum, a POSITA would have understood that whether utilizing King’s 

Backtracker or ForwardTracker systems, the EventLogger and GraphGen 

components would have identified, stored, and graphically displayed a plurality of 

activities being performed at the virtual machine, wherein each of the activities 

includes an activity source, target and association. 
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King, Fig. 3.2 (annotated). 

193. As illustrated, GraphGen generates an information-flow graph (i.e., 

dependency graph) by detecting a suspicious object (e.g., file X having the wrong 

contents at time 10, not depicted in Fig. 3.2) and following the attack back in time 

from this suspicious “detection point” (time 10), tracking the sequence of events and 

objects that led to the suspicious object. King, 17-18 (noting the “detection point” 

for this Backtracker flow is time 10–the time at which “the administrator knows that 

file X has the wrong contents”). King’s Figure 3.2(b) depicts the log of events as a 

complete dependency graph including all the events that GraphGen considers 

relevant to the affected file X. King, 17-18. As annotated above, process C represents 

one activity source that acts on file X the activity target. Figure 3.2(c) depicts a 

filtered graph, ignoring events and objects that do not affect file X by time 6. King, 

18-19. For example, as discussed below, Fig. 3.2(c) displays only malicious actions 

that could have an effect on Process C’s action on file X. 

activity source 

activity target 

activity source 

activity target 
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194. A POSITA would have understood that King’s GraphGen graphically 

displays a plurality of activities performed at the VM wherein each of the activities 

includes an activity source, activity target and an association between the activity 

source and activity target. For example, King’s GraphGen “build[s] an information-

flow graph that depicts the dependency relationships between all objects seen over 

that execution.” King, 16. These graphs contain the source (e.g., “process C”), the 

target (e.g., “file X”), and the respective association (e.g., “writes[,]” “reads[,]” 

“creates”). King, Fig. 3.2. A POSITA would have understood each event depicted 

from time 0 to time 8 in Fig. 3.2(a) describes actions (e.g., reading/writing) between 

respective activity sources and targets.’872 Patent, 13:34-38. 

195. Namely, as I explain below, King’s method to create backward 

dependency graphs determines the relevance of each logged event (i.e. action) based 

on time intervals and whether the event affects the detection point (i.e. file X having 

wrong contents at time 10). King, 17-20, Fig. 3.2. As depicted in Fig. 3.2, King’s 

GraphGen considerers all related events that occurred before the detection point at 

time 10, and prunes away those events that do not affect the detection point. King, 

17-19. Further, a POSITA would have understood that King’s Fig. 3.2(b) identifies 

and displays associations between activity sources and activity targets of each 

activity, wherein the associations (i.e. actions) between activity sources and targets 

that affect file X by time 10 are malignant (annotated yellow), and the associations 
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that do not affect file X by time 10 are benign (annotated green). King’s system 

prunes away benign associations, resulting in a filtered graph (Fig. 3.2(c)) depicting 

only activities with malignant associations. 

196. King’s Fig. 3.2 illustrates dependency relationships between objects, 

wherein one object affects the state of another object by performing an action (e.g., 

process C affecting file X by writing to file X). King, Fig. 3.2. Each arrow in Figure 

3.2(b) depicts the action itself between the objects, and the dependency relationship 

between the objects. King teaches tracking the actions between objects by time 

interval to identify the dependency relationship. King, 13. This strategy decreases 

false dependencies by clearly establishing causality between the objects. Id. 

197. King’s GraphGen logs and maps actions or events between objects in a 

time-dependent manner by assigning a time threshold to the object associated with 

the detection point. King, 17-18. Backward tracking adds events to a graph if they 

affect an object before that object’s time threshold, and forward tracking adds events 

to a graph if they are affected by an object after the object’s time threshold. King, 

21. Accordingly, those events and objects that do not affect the detection point at 

time 10 may be pruned away to create the filtered dependency graph Fig. 3.2(c). 

198. King’s filtered graph is then displayed to a system administrator, 

allowing the administrator to more efficiently analyze intrusions in a computer 

system. King, 26-28. For example, the administrator is seeing only those sources, 
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targets, and actions that are associated in a time-dependent manner with the 

malicious action. Without filtering using King’s backtrack system, the administrator 

would instead see significantly more unaffiliated sources, targets, and actions while 

attempting to decipher whether the signature should be saved in the IDS. 

199. Figs. 3A-3D and 4A-4D of the ’872 Patent show mapping unauthorized 

activities between objects. ’872 Patent, Figs. 3A-3D, 4A-4D, 11:23-12:26. King’s 

Fig. 3.2 similarly shows mapping of unauthorized activities between objects. King, 

Fig. 3.2, 16-20. Each mapping between objects includes labeling the activity source 

and activity target. Accordingly, a POSITA would have understood King’s 

dependency graphs depicted in Fig. 3.2 are similar to Figs. 3A-3D, 4A-4D of the 

’872 Patent and graphically display at least a subset of the stored activities, including 

activity sources, targets, and associations. 

3. Motivation to Combine Capalik-King/Capalik-Goel-King 

200. For the reasons explained below, a POSITA would have been motivated 

to modify Capalik/Capalik-Goel per King to display a subset of the stored activities, 

including activity sources, activity targets, and associations for each activity. As 

discussed above, Capalik/Capalik-Goel teaches a decoy computer that identifies, 

and stores activities performed at the decoy computer. See Claim [1(b)]-[1(c)]. As 

explained in detail below, King teaches a similar decoy computer that identifies, 

stores, and graphically displays attack activities including the activity sources, 
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activity targets, associations, and an indication of which individual activities are 

malignant/malicious. See King, 10-13, 17-18, Fig. 3.2. 

201. As discussed above, Capalik teaches a decoy system that identifies and 

stores a plurality of activities being performed at a VM of a decoy computer system. 

King teaches a similar decoy system that identifies and graphically displays a 

plurality of activities being performed at the VM and provides a more detailed 

disclosure about each identified activity including an activity source, an activity 

target, and an association. See King, Fig. 3.2. Additionally, King teaches storing the 

activity source and target in memory. King, Fig. 3.2, 13 (describing logging of “a 

source object, a sink object, and a time interval” with EventLogger). 

202. Modifying Capalik/Capalik-Goel as proposed would have resulted in 

an improved IDS. For example, in the case of Capalik and King, the generated 

signature is reviewed by an administrator who decides to advance the signature to 

the IDS/IPS. Capalik, [0059]; King, 72. Modifying Capalik/Capalik-Goel to 

graphically identify a subset of activities (e.g., malicious activities) would improve 

accuracy of the signatures flagged by the administrator, decreasing false negatives 

and false positives. False negatives lead to the administrator or system incorrectly 

discarding (or not including) attacks rather than storing attack information at the IDS 

(or including the information in a signature), leaving the system vulnerable to similar 

future attacks. Alternatively, false positives would bog down the system, requiring 
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any future activity to be compared against multiple signatures that do not actually 

match malicious activity. False positives may also cause the blocking of benevolent 

activity, which is a common concern among enterprise users of security systems, 

and a common reason for slow enterprise roll-outs of security measures. Decreasing 

incorrectly labeled signatures would enhance the IDS analysis of future activity that 

matches activity of the maintained signatures. 

203. This modification applies the well-known computer security principle 

that gathering more detailed threat information provides improved threat analysis. 

As stated above, Capalik/Capalik-Goel would have stood to gain from King’s 

method of distinguishing malicious actions from benign actions. Modifying 

Capalik/Capalik-Goel in this way would provide a more detailed map of the threat 

and improve signature generation and prevention of subsequent attacks. 

204. Furthermore, displaying a subset of actions would have allowed an 

administrator to more readily identify the attack path. King explains that by 

identifying “the events and objects that could have affected that detection point” 

BackTracker helps administrators “find and focus on a few important objects and 

events to understand the intrusion.” King, 72. By separating out the pertinent subset 

of sources, targets, and actions, the program significantly decreases the load on the 

administrator to trace the attack. Capalik’s system may generate an attack signature 

for review by an administrator to decide whether to send the signature to the IDS or 
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IPS. Capalik, [0059]. A POSITA would have been motivated to incorporate this 

advantage into Capalik/Capalik-Goel to aid the administrator in their review of the 

signature for the same reasons expressed by King. Such modifications would 

decrease the load on the administrator, including the time required for review. This 

would result in faster deployments of updated signatures, which in turn results in 

improved security and lower losses. 

205. King teaches its system has “low overhead” for processing power 

needed to run and perform analysis of its decoy system. King, 8-11. Thus, a POSITA 

would have understood that even if an increase in processing power were required 

to modify Capalik/Capalik-Goel per King’s teachings, such an increase would have 

been worth it to achieve security improvements. Accordingly, a POSITA would have 

been motivated to do so to achieve security improvements at the expense of more 

processing overhead required. Specifically, a POSITA would have recognized that 

small increases in processing requirements at Capalik/Capalik-Goel’s decoy 

computer 502 would not have significantly impacted the overall performance of the 

network. Additionally, a POSITA would have recognized that the advantages of 

threat prevention to Capalik/Capalik-Goel’s network far outweigh any potential, 

although unlikely, modifications necessary to manage increased processing 

requirements. 
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206. Modifying Capalik/Capalik-Goel per King would have been use of a 

known technique of identifying and graphically displaying activity source, target, 

and association to improve Capalik’s/Capalik-Goel’s similar system in the same 

way as King’s system. Namely, as shown below, Capalik/Capalik-Goel teaches a 

VM and VMM system for identifying sources, targets, and each respective 

association. Capalik/Capalik-Goel further teaches providing an attack signature to 

an administrator. Capalik, [0059]. As such, modifying Capalik/Capalik-Goel to 

display King’s chart would be modifying a similar system in the same way as King. 

Detailed above, such a modification would have resulted in an improved analysis of 

unauthorized intrusions in a decoy system. King teaches its methods for identifying, 

storing, and graphically displaying an attacker’s unauthorized activities (including 

activity sources, targets, and associations) in a decoy system allow more efficiently 

determining which application contained the vulnerability that the attacker 

exploited; further, King teaches preventing future intrusions/attacks by updating or 

disabling any vulnerable applications. King, 2. King’s system is able to improve 

identification of vulnerable applications by specifically removing benign actions and 

only displaying objects which were susceptible to the malicious actions. King, 2, 73. 

As explained above, the modified Capalik/Capalik-Goel system would also have 

appreciated these benefits. 
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207. Further supporting the motivation to combine these references, as set 

forth in detail above, Capalik/Capalik-Goel and King teach similar systems. All 

describe monitoring unauthorized activities being performed on VMs, set up as 

decoy computer systems, to protect computer networks against zero-day attacks. 

See, Claim [1(b)]-[1(c)]; King, 22-25. All teach using virtualized OS(s) such as 

Linux to interact with the unauthorized intrusion. Capalik, [0040]-[0041]; King, 22-

23. All describe storing information indicative of the unauthorized activities on the 

VM in a database within the decoy system. See, Claim [1(b)]-[1(c)]; King, 13, Fig. 

3.2. Capalik and King describe displaying information indicative of the unauthorized 

activities on the VM using visualization interfaces. Capalik [0059]; King, Fig. 3.2. 

Given these similarities, a POSITA would have recognized modifying 

Capalik/Capalik-Goel per King would have achieved King’s security benefits. For 

these same reasons, a POSITA would have had a reasonable expectation of success 

when modifying Capalik/Capalik-Goel per King’s teachings. 

208. Such a modification would have utilized Capalik’s/Capalik-Goel’s 

VMM, relational database, and visualization interface which already have 

monitoring, storing, and graphically displaying capabilities for unauthorized 

activities. King also teaches GraphGen “runs on any computer used by the 

administrator[.]” King, 25. Similarly, GraphGen “does not require any data from the 

computer in question other than the EventLogger log” which was simply 
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implemented by adding only 40 lines of code and required “no changes to the guest 

operating system.” King, 23-25. Therefore, a POSITA would have understood that 

modifying Capalik’s/Capalik-Goel’s system to additionally graphically display the 

stored activities (including activity sources, activity targets, and associations), as 

taught by King, would have required only straightforward modifications to 

program/code instructions, which would have been well-within the skillset of a 

POSITA. Namely, Capalik/Capalik-Goel and King both run on Linux-based 

operating systems. Capalik, [0040]-[0041]; King, 22-23. Both operating systems are 

similarly configured to operate on virtual machines. Capalik, [0040], Fig. 5; King, 

22-23, Fig. 3.3. Accordingly, a POSITA would have recognized that the 

Capalik/Capalik-Goel system would have been readily modified with King’s 

teachings to work in the same way. 

B. Claim 8: “The method of claim 7, wherein the displaying includes 

visually distinguishing at least a subset of the associations.” 

209. As explained above in Claim 7, Capalik-King/Capalik-Goel-King 

teaches dependency graphs that graphically display a subset of the stored activities. 

As explained below, King’s dependency graphs further visually distinguish at least 

a subset of the associations. 

210. The ’872 Patent explains that when the type of associations is identified 

(e.g., malignant, benign), at least a subset of the associations can be visually 

distinguished (e.g., a bold arrow representing a malignant association; a regular 
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arrow representing a benign association), and that any graphical scheme can be used 

to visually distinguish the subset of the associations. ’872 Patent, 12:32-41. 

211. As explained for Claim 7, King’s complete dependency graph (Fig. 

3.2(b)) depicts malignant associations (annotated yellow) and benign associations 

(annotated green). And the filtered graph (Fig. 3.2(c)) depicts a subset of the 

associations, including only malignant associations (annotated yellow):  

 

King, Fig. 3.2 (annotated). Accordingly, a POSITA would have understood that 

King’s dependency graphs visually distinguish a subset of the associations by 

depicting only malignant associations in a filtered dependency graph. As explained 

in Claim 7, this subset comprises the malicious actions that could have led to process 

C’s action on file X based on each actions time interval. See Claim 7. Accordingly, 

a POSITA would have understood that Capalik-King/Capalik-Goel-King teaches 
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graphically displaying at least a subset of the stored activities, wherein the displaying 

includes visually distinguishing at least a subset of the associations. 

212. As discussed above, a POSITA would have been motivated to modify 

Capalik/Capalik-Goel per King’s teachings and would have had a reasonable 

expectation of success. See Claim 7. 

C. Claim 9: “The method of claim 1, wherein an activity target of a 

first activity of the plurality of activities is an activity source of a 

second activity of the plurality of activities.” 

213. As explained above, King’s dependency graphs identify a subset of 

activities of the plurality of activities wherein each activity includes an activity 

source, activity target, and association. See Claim 7. As explained below, Capalik-

King/Capalik-Goel-King further teaches that the subset of activities includes a first 

activity and a second activity, and the activity target of the first activity is the activity 

source of the second activity. 

1. ’872 Patent’s Teachings 

214. The ’872 Patent points to Figure 3C (below) as an exemplary 

embodiment of this Claim: 
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’872 Patent, 17:8-19, Fig. 3C (annotated). The ’872 Patent explains figure 3C 

illustrates a first activity between socket 306 and process A 308 (i.e., data from 

socket 306 is directed to process A 308) and a second activity between process A 

308 and file X 310 (i.e., process A 308 accesses file X). Process A 308 is the activity 

target of the first activity (annotated red) and the activity source of the second 

activity (annotated light blue). Id., 17:11-15. 

2. King’s Teachings 

215. Similar to the ’872 Patent, King depicts a similar subset of activities in 

dependency graph 3.2(c): 

First activity source 

First activity target 

Second activity source

Second activity target
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King, Fig. 3.2, (annotated). The annotations above highlight a first unauthorized 

association (blue) between a first activity source (process A) and a first activity 

target (process C). Namely, “process A creates process C” at time 4. The annotations 

above also highlight a second unauthorized association (orange) between a second 

activity source (process C) and a second activity target (file X). Namely, “process 

C write file X” at time 6. Accordingly, King teaches a first activity and a second 

activity where process C is the activity target of the first activity and the activity 

source of the second activity. 

3. Motivation to Combine Capalik/Capalik-Goel per King 

216. As discussed above, a POSITA would have been motivated to modify 

Capalik/Capalik-Goel per King’s teachings and would have had a REOS. Those 

arguments are incorporated here as well. See Claim 7. Additionally, a POSITA 

would have been motivated to modify Capalik/Capalik-Goel per King to track 
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dependencies over time to improve attack detection and achieve improved attack 

signatures. Such a use of a known technique of tracking dependencies/activities over 

time would have improved Capalik/Capalik-Goel in the same way as King including 

by identifying attack patterns and improving attack signatures to help prevent future 

attacks. 

D. Claim 10: “The method of claim 1, further comprising: identifying 

a respective association between a first activity source and a first 

activity target as unauthorized, wherein the first activity target, 

when associated as a second activity source with a second activity 

target, causes unauthorized activities on the second activity target.” 

217. As explained above, Capalik/Capalik-Goel teaches identifying a 

plurality of activities performed at a computer system, wherein each activity includes 

an activity source, activity target, and association. See Claim [1(b)]. As explained 

below, Capalik-King/Capalik-Goel-King further teaches (i) identifying a respective 

association between a first activity source and a first activity target as unauthorized, 

and (ii) that unauthorized activity is caused between the second activity source and 

target when the first activity target is the second activity source. 

1. King’s Teachings 

218. King depicts a subset of activities and associations in dependency graph 

3.2: 
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King, Fig. 3.2 (annotated). The annotations above highlight a first unauthorized 

association (blue) between a first activity source (process A) and a first activity target 

(process C). Namely, “process A creates process C” at time 4. The annotations above 

also highlight a second unauthorized association (orange) between a second activity 

source (process C) and a second activity target (file X). Namely, “process C write 

file X” at time 6. As set forth above regarding Claim 8, all associations depicted in 

King’s Fig. 3.2(c) are unauthorized/malignant. Thus, a POSITA would have 

understood that both associations annotated above are unauthorized. 

219. Accordingly, Capalik-King/Capalik-Goel-King teaches (i) identifying 

a respective association between a first activity source (e.g., process A) and a first 

activity target (e.g., process C) as unauthorized, and (ii) that unauthorized activity is 

caused between the second activity source (e.g., process C) and target (e.g., file X). 
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In at least the example discussed above, process C is both the first activity target and 

the second activity source, as claimed. See also Claims 7-9. 

2. Motivation to Combine Capalik/Capalik-Goel per King 

220. As discussed above, a POSITA would have been motivated to modify 

Capalik/Capalik-Goel per King’s teachings and would have had a REOS. Those 

arguments are incorporated here as well. See Claims 7, 9. 

221. A POSITA would have been motivated to modify Capalik/Capalik-

Goel per King to track dependencies over time to improve attack detection and 

achieve improved attack signatures. Such a use of a known technique of tracking 

dependencies/activities over time would have improved Capalik/Capalik-Goel in 

the same way as King. Such a modification would have improved Capalik/Capalik-

Goel’s IDS in the same way as King’s IDS by identifying a respective association 

between a first activity target and first activity source as unauthorized when the first 

activity target is associated as a second activity source with a second activity target 

causes unauthorized activities on the second activity target. Indeed, such a 

modification would have utilized King’s teachings of dependency tracking over time 

to determine such associations between sources and targets (wherein a first target 

may become a second source for some attacks). Such a modification would have had 

a reasonable expectation of success for the reasons discussed above. See Claims 7-

9. 
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E. Claim 11: “The method of claim 10, further comprising: tracking 

a transfer of malicious associations over time.” 

222. See Claim 10. As explained above, Capalik-King/Capalik-Goel-King 

teaches identifying and tracking a plurality of activities over time, wherein each 

activity includes an activity source, activity target, and an association. See Claims 7-

10. As explained in Claims 7-10, King’s dependency graphs distinguish between 

malignant and benign associations, and a filtered graph (Fig. 3.2(c)) depicts only 

malignant associations: 

 

King, Fig. 3.2 (annotated); see Claims 7-10. For the same reasons stated above at 

Claims 7-10, a POSITA would have been motivated to modify Capalik/Capalik-

Goel per King to track a transfer of malicious associations over time. 

223. Additionally, a POSITA would have been motivated to modify 

Capalik/Capalik-Goel per King to track a transfer of malicious associations over 

time to improve attack detection and achieve improved attack signatures. Such a use 
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of a known technique of tracking a transfer of malicious associations over time 

would have improved Capalik/Capalik-Goel in the same way as King. Namely, 

King’s IDS tracks the transfer of malicious associations over time, improving attack 

detection and ensuring that future attacks are prevented. This additional temporal 

viewpoint of attacks provides useful information for detecting attacks and preventing 

against similar attacks, and such a viewpoint would be beneficial to the 

Capalik/Capalik-Goel systems just as it is to King. Indeed, such a modification 

would have utilized King’s teachings of dependency tracking to track malicious 

associations over time to determine such malicious associations between sources and 

targets (wherein a first target may become a second source for some attacks, for 

example). Such a modification would have had a reasonable expectation of success 

for the reasons discussed above. See Claims 7-10. 

F. Claim 14: “The method of claim 12, wherein: instructions executed 

by the one or more processors have respective privilege levels, 

respective activity sources have respective privilege levels; and the 

identifying activity sources that are affected by unauthorized 

activities includes identifying activity sources that request to 

execute underprivileged instructions.”  

224. See Claim 12. Capalik/Capalik-Goel teaches one or more processors. 

See Claim 1. To the extent it is argued Capalik-Goel does not teach Claim 14, 

Capalik-King/Capalik-Goel-King teaches Claim 14. 
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1. King’s teachings 

225. As discussed below, Capalik-King’s/Capalik-Goel-King’s one or more 

processors execute instructions at respective privilege levels. King discloses a 

simulated attack where Backtracker generates a dependency graph that identifies 

activity sources requesting to execute underprivileged instructions. King, 35, Fig. 

4.5. The attack depicted in Figure 4.5 gains unprivileged access via httpd, then 

downloads and compiles a program (sxp) that “takes advantage of a local exploit 

against sendmail” to overflow an argument buffer and provide a root shell. King, 35. 

The unprivileged httpd and sxp request to execute underprivileged instructions 

because an unprivileged user should not be able to provide a root shell or create a 

privileged user account, but the exploit here allows an unprivileged user to do 

exactly that: provide a root shell and create a privileged user that then executes 

privileged instructions. King, 35. The root shell is used to add a privileged user to 

the password files, log into the machine using this new user, and modify 

/etc/xinetd.conf (the detection point for this attack). Id. 

226. A POSITA would have understood that King’s graph in Fig. 4.5 

identifies at least an activity source that requests to execute underprivileged 

instructions, as claimed. Namely, a POSITA would have understood that the httpd 

activity source running on King’s system is unprivileged, as indicated by the attack 

“gain[ing] unprivileged access via httpd[.]” King, 35. Additionally, the sxp program 
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that is downloaded and compiled is an unprivileged activity source that uses an 

argument buffer overflow to provide a root shell. The root shell creates a privileged 

user, which is a higher privilege level than either the sxp or httpd activity sources. 

The attack utilizes the created privileged user to modify the xinetd.conf file, which 

is the detection point for this attack. A POSITA would have understood that 

modifying /etc/xinetd.conf would have had a respective privilege level different 

from that of the httpd or sxp activity sources as this modification required privileged 

user access. Id. Thus, a POSITA would have recognized that modifying 

/etc/xinetd.conf represents a request to execute underprivileged instructions that 

were only available to a privileged user. Since each of these activity sources, as well 

as others, were identified by King’s BackTracker system, a POSITA would have 

understood Capalik-Goel-King teaches Claim 14. 

2. Motivation to Combine Capalik/Capalik-Goel and King 

227. A POSITA would have been motivated to modify Capalik-Goel to 

utilize King’s technique of identifying activity sources that are affected by 

unauthorized activities including identifying activity sources that request to execute 

underprivileged instructions. Such a modification would have improved 

Capalik/Capalik-Goel’s IDS by identifying when activity sources request to execute 

underprivileged instructions. Such a modification would have been use of King’s 

known technique and would have improved Capalik/Capalik-Goel’s similar IDS in 
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the same way as King’s IDS. By implementing King’s technique in Capalik/Capalik-

Goel’s IDS, Capalik’s/Capalik-Goel’s attack identification and signature generation 

capabilities would have been improved. Thus, a POSITA would have been 

motivated to utilize such techniques in Capalik-King’s/Capalik-Goel-King’s system. 

See Claims 7-11 for additional motivations to combine Capalik-King/Capalik-Goel-

King, which are hereby incorporated.  

228. Modifying Capalik/Capalik-Goel to utilize King’s teachings of query 

functionality to identify privilege escalation attempts would have required only 

straightforward modifications to programming instructions/code for the same 

reasons discussed above. As discussed above, a POSITA would have been motivated 

to modify Capalik/Capalik-Goel per King’s teachings, and these modifications 

would have had a reasonable expectation of success for the reasons discussed above. 

See Claims 7-11. 

G. Claim 16: “The method of claim 1, further comprising: 

determining an activity status for the stored events, the activity 

status comprising one of: a complete status, representing that a 

source of unauthorized activities is identified, and each activity 

target in the stored activities is associated with the source through 

one or more associations; and an incomplete status, which 

represents that the source of unauthorized activities is not 

identified, or at least one activity target in the stored activities is 

not associated with the source through one or more associations.” 

1. ’872 Patent’s Description of Complete Status and Incomplete 

Status 
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229. The ’872 Patent describes an example of a complete status is depicted 

in Fig. 4D, wherein “each activity is associated with the source, packet stream 304 

through one or more associations[.]” ’872 Patent, 17:23-28. In contrast, Fig. 4A 

illustrates an incomplete status in which at least one target is not associated with a 

source. These incomplete (left) and complete (right) statuses are depicted below: 

 

’872 Patent, Figs. 4A, 4D. 

2. King’s Teachings 

230. As explained above with respect to Claim [1(c)]-[1(e)], 

Capalik/Capalik-Goel teaches identifying, storing, and displaying unauthorized 

activities wherein each of the activities includes an activity source, target, and 
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association. Like Fig. 4D in the ’872 Patent, King’s Fig. 3.2(c) illustrates a complete 

activity status for an attack. As illustrated below, King’s system identifies a source 

of unauthorized activities (e.g., file 0) and that source’s relation to every activity 

target (e.g., process B, file 1, process C, file X) through one or more identified 

associations. 

 

King, Fig. 3.2. 

231. Namely, King teaches that for Backward dependency, “GraphGen reads 

the logs of events” and for “each event, GraphGen evaluates whether that event can 

affect any object that is currently in the dependency graph.” King, 17. As such, every 

association between each source and each target is identified so GraphGen can then 

remove associations occurring at a time interval after the time interval of interest. 

This process would have been understood as a complete status, as claimed, since all 

associations between each source and target would be identified as malicious or 
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benign before finalizing the graph indicating the path of the invasion. Accordingly, 

Capalik-King/Capalik-Goel-King teaches determining a complete activity status for 

the stored events. 

3. Motivation to Combine Capalik/Capalik-Goel per King 

232. A POSITA would have been motivated to modify Capalik/Capalik-

Goel per King. See the motivations to combine and reasons for reasonable 

expectation of success when making such a combination discussed above. See Claim 

8. Such a modification would have been use of King’s known technique to determine 

a complete activity status for stored events and would have improved 

Capalik’s/Capalik-Goel’s similar IDS in the same way as King’s. 

233. Modifying Capalik/Capalik-Goel would have been a straightforward 

modification requiring only changes to programming instructions. Therefore, a 

POSITA would have had a reasonable expectation of success when making such a 

modification. See the reasons for reasonable expectation of success at Claims 7-10, 

14 above. 

H. Claim 18: “The method of claim 1, further comprising: identifying 

a respective activity as unauthorized based on a determination that 

the respective activity is associated with an unauthorized activity 

that is distinct from the respective activity.” 

234. See Claims 9-10. 
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I. Claim 19: “The method of claim 1, wherein the association includes 

a type that represents whether or not the activity source has 

modified the activity target to perform the unauthorized 

activities.” 

235. As explained above in Claim 7, Capalik-King/Capalik-Goel-King 

teaches identifying a type of the association between the activity source and the 

activity target, as depicted in King’s dependency graph generated by GraphGen: 

 

King, Fig. 3.2 (annotated); see also Claim 7. As discussed above in Claim 7, King’s 

GraphGen generates an information-flow graph (i.e., dependency graph) by 

detecting a suspicious object (e.g., file X having the wrong contents at time 10) and 

following the attack back in time from this suspicious “detection point” (time 10), 

tracking the sequence of events and objects that led to the suspicious object. King, 

17-18. King’s Figure 3.2(b) depicts the log of events as a complete dependency graph 

including all activities occurring before the suspicious content was identified in file 

X. King, 17-18. Figure 3.2(c) depicts a filtered graph, ignoring events and objects 
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that do not affect file X as of time 10. King, 18-19. In other words, King’s filtered 

dependency graph in Fig. 3.2(c) removes any associations that did not contribute 

(directly or indirectly) to the unauthorized activity identified at time 10 (i.e., 

suspicious content written into file X). A POSITA would have understood that 

King’s Fig. 3.2(b) identifies and displays associations between activity sources and 

activity targets of each activity, wherein the associations that affect file X by time 

10 are malignant (annotated yellow), and the associations that do not affect file X by 

time 10 are benign (annotated green). See Claims 7, 16. As explained in Claim 7, 

King teaches pruning away activities that include benign associations, resulting in a 

filtered graph (Fig. 3.2(c)) depicting only activities that include malignant 

associations and are thus unauthorized. A POSITA would have understood that the 

associations remaining after this filtering are of a type that represents a source 

modifying its target to perform unauthorized activities either directly (e.g., writing 

incorrect content into file X) or indirectly (e.g., causing a subsequent source to write 

incorrect content into file X). See Claim 7 for motivations to combine 

Capalik/Capalik-Goel and King as well as reasons for a reasonable expectation of 

success when making such a combination. 
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XIII. GROUND 4: CAPALIK ALONE OR IN VIEW OF GOEL, AND IN 

FURTHER VIEW OF PIKE RENDERS CLAIM 13 OBVIOUS 

A. Claim 13: “The method of claim 12, wherein the identifying activity 

sources that are affected by unauthorized activities includes 

identifying activity sources that request to access a portion of 

memory that is set as non-executable.” 

236. As explained above, Capalik (Ground 1) or Capalik-Goel (Ground 2) 

teaches Claims 1, 12. Capalik expressly teaches monitoring for memory-related 

errors such as buffer overflow attacks. Capalik, [0057]. But Capalik does not discuss 

using NX (i.e., no execute) bit technology or explain how buffer overflow attack 

sources are identified. As set forth below, a POSITA would have been motivated to 

supplement Capalik (or Capalik-Goel) with Pike’s NX bit technology techniques, 

which are particularly effective against buffer overflow attacks. 

1. Pike’s teachings 

237. Pike teaches that NX bit technology techniques are particularly 

effective against buffer overflows attacks from internet worms. Pike, 3:12-21. As 

explained below, Capalik-Pike/Capalik-Goel-Pike teaches identifying activity 

sources affected by unauthorized activities that request to access a portion of 

memory that is set as non-executable. 

238. The ’872 Patent describes identifying activity sources that request to 

access a portion of memory that is set as non-executable can be achieved by data 

execution prevention (DEP) mechanisms, including using a non-executable bit. ’872 

Patent, 16:8-23 (describing DEP mechanisms were well-known). For example, the 
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’872 Patent describes “microprocessors manufactured by Intel Corporation (Santa 

Clara, Calif.) allow setting one or more portions of the memory as non-executable 

(e.g., using a non-executable bit in respective page table entries), and generate an 

exception when there is an attempt to execute an instruction that is set as non-

executable.” ’872 Patent, 16:8-20. In another example, “operating systems sold by 

Microsoft Corporation (Redmond, Wash.) has an analogous function implemented 

in the operating system (e.g., Windows XP, Windows 7, etc.).” ’872 Patent, 16:20-

23. Thus, a POSITA would have understood that DEP mechanisms were known in 

the prior art. 

239. As discussed below, Pike teaches one such DEP mechanism. Pike 

discloses scanning “input strings” (e.g., data packets), identifying subsequences in 

the input strings that could be maliciously exploited, and configuring the target 

computer system to trigger a fault (or other triggered event) when certain execution 

conditions suggest use of data or code implicated by the identified subsequences. 

Pike, 3:12-19, 5:13-38, 8:65-67, 2:7-33. Pike discloses several techniques to trigger 

an action when memory of the target system is accessed by the potentially dangerous 

data in the input string. Pike, 8:65-9:5. 

240. Pike teaches setting a relevant no-execute bit that triggers an exception. 

Pike, 8:65-9:12, 9:24-10:1, 12:58-13:22. An exception handler is used to evaluate 

the likelihood that a particular exception was caused by a dangerous interpretation 

IPR2025-00070 
CrowdStrike EX1003 Page 165

165



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

of a received input string. Id. A POSITA would have understood that potentially 

dangerous input strings (e.g., data packets) are activity sources affected by 

unauthorized activities. As discussed above, data streams, files, and other data 

packets/input strings are activity sources. See Claim [1(b)]. Pike’s input strings also 

would have been potentially malicious data packets or other input strings. Further, a 

POSITA would have understood that Pike’s technique of setting a relevant no-

execute bit to identify potentially dangerous input strings is a DEP mechanism that 

identifies activity sources affected by unauthorized activities. In particular, Pike’s 

no-execute bit technique is one of the examples of DEP described in the ’872 Patent. 

’872 Patent, 16:8-20. Similarly, Pike’s technique would have identified sources 

affected by unauthorized activities. Accordingly, a POSITA would have understood 

that Pike teaches identifying activity sources affected by unauthorized activities that 

request to access a portion of memory that is set as non-executable, as claimed. 

2. Motivation to Combine Capalik-Pike/Capalik-Goel-Pike 

241. A POSITA would have been motivated and found it obvious to modify 

Capalik/Capalik-Goel per Pike’s teachings such that Capalik-Pike/Capalik-Goel-

Pike would have identified activity sources affected by unauthorized activities that 

request to access a portion of memory that is set as non-executable. As discussed 

above, Pike teaches such a DEP technique of using a non-executable bit (NX bit) 

that would have identified activity sources that try to access non-executable portions 

IPR2025-00070 
CrowdStrike EX1003 Page 166

166



Declaration of Dr. Markus Jakobsson 

Patent No. 9,954,872 

 

of memory including by triggering an exception. Pike, 8:65-9:12, 9:24-10:1, 12:58-

13:22. As explained in Claim 12, Capalik/Capalik-Goel teaches identifying a 

plurality of unauthorized activity sources but is silent regarding identifying 

unauthorized activity sources that request access to a portion of memory of the target 

computer system. A POSITA would have recognized that modifying 

Capalik/Capalik-Goel per Pike’s teachings would have allowed identifying a larger 

variety of unauthorized activity sources, including those that employ infection 

mechanisms that request access to the memory of a target system. Such a 

modification would have been use of a known technique that would have provided 

Capalik/Capalik-Goel with NX bit (DEP) technology to further enhance 

Capalik/Capalik-Goel’s similar security system and protect against more attacks in 

the same way as Pike. 

242. Additionally, Capalik addresses events that would be indicative of 

abuse, e.g., buffer overflow attacks, but does not clarify how exactly a buffer 

overflow attack would be detected. A POSITA wishing to implement Capalik would 

look for suggestions how to do this. Pike discloses such suggestions, as it discloses 

methods using NX bit technology to detect attempts to execute data, which is what 

is typically at the heart of buffer overflow attacks. 

243. Specifically, Pike discloses using a variety of techniques to identify the 

activity sources that request access to a system’s memory, one of these techniques 
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includes using no-execute bit (also known as NX bit) technology for malware or 

attack detection, which entails marking certain portions of the system’s memory as 

non-executable. Pike, 8:65-9:5. As discussed above, NX bit technology is one form 

of DEP. Thus, such modification would have been use of a known technique (DEP) 

to identify unauthorized activity sources that request to access a portion of memory 

that is set as non-executable to improve Capalik’s/Capalik-Goel’s similar system in 

the same way as Pike. Although supplying an NX bit could impose overhead on the 

system, a POSITA would have been motivated to accept more overhead in exchange 

for more robust malware attack detection. Such a modification would have been a 

tradeoff that a POSITA would have been motivated to make to improve the 

robustness of Capalik/Capalik-Goel’s IDS/IPS. 

244. A POSITA would have had a REOS modifying Capalik/Capalik-Goel 

per Pike’s teachings because Capalik/Capalik-Goel already teaches similar 

hardware topology (e.g., one or more processors, memory, VM) to support Pike’s 

functionality of identifying activity sources that access portions of memory set as 

non-executable. See Claim [1(Pre)]; Pike, 6:19-24. Modifying Capalik/Capalik-

Goel per Pike to apply a known technique (NX bit/DEP) would have required 

straightforward modifications to software/programming instructions, which would 

have been well within the skillset of a POSITA. 
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XIV. GROUND 5: CAPALIK ALONE OR IN VIEW OF GOEL, AND IN 

FURTHER VIEW OF FARLEY RENDERS CLAIM 17 OBVIOUS 

A. Claim 17: “The method of claim 1, further comprising: 

determining an activity level representing a frequency of 

unauthorized activities on the first computer system during a 

predefined time interval.” 

245. As explained above, Capalik (Ground 1) or Capalik-Goel (Ground 2) 

teaches Claim 1. In particular, Capalik/Capalik-Goel teaches monitoring attacker 

activity on the computer system of Decoy Computer 502. See Claim [1(a)]. 

Additionally discussed above, Capalik/Capalik-Goel teaches identifying a plurality 

of unauthorized activities including an activity source, activity target, and an 

association between the activity source and activity target. See Claim [1(b)]. Further, 

Capalik/Capalik-Goel generates a signature/fingerprint that is indicative of activity 

on the VM. See Claims [1(d)], 3. As discussed above, when generating a 

fingerprint/signature, Capalik/Capalik-Goel teaches either performing the process 

manually (e.g., an admin decides to generate a signature) or automatically (where 

the system automatically generates a signature). See Claim [1(d)]. 

246. In the combination below with Farley, Capalik/Capalik-Goel is 

modified to determine a historical frequency value (“activity level”) for the 

unauthorized traffic/activity at the VM of Decoy Computer 502. Also discussed 

below, such a modification would have improved Capalik/Capalik-Goel’s IDS, 

including when deciding whether to generate a signature, by also allowing either the 
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system and/or admin to rely on historical frequency value information in the 

analysis. 

1. Farley’s teachings 

247. As explained below, Farley teaches determining an activity level (i.e. 

historical frequency value) representing a frequency of unauthorized activities on a 

computer system during a predefined time interval. 

248. Farley teaches assembling suspicious computer activity (“raw events”) 

from multiple data sources (e.g., IDS/IPS, firewalls, audit systems). Farley, 3:25-

4:11. Farley teaches analyzing assembled activity to detect relationships between 

raw events that may indicate malicious behavior (“mature correlation event”), and 

provides an organized data presentation, as depicted below: 
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Farley, Figs 5B-5C, 3:25-46, 4:18-34. Figure 5B illustrates exemplary raw event 

505 that an IDS detector generates. Farley, 11:65-67. Raw event 505 may comprise 

source IP address 515, destination IP address 525, priority status 535, detector 

assigned vulnerability status 545, event type parameter 555, and time stamp 565. 

Farley, 11:67-12:4. 

249. Farley also teaches that the priority status of a raw event may be 

adjusted by a CoBRA (Context Based Risk Adjustment) processor by comparing the 

raw event to information stored in the context database such as historical event 
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frequency values. Farley, 15:11-36, Fig. 5C. For example, Fig. 5C includes 

Historical Frequency Value 506. Farley, 12:13-27, 24:36-39 (“Historical frequency 

data is used by the fusion engine to aid in distinguishing events caused by normal 

non-malicious network activity from those caused by unusual and malicious 

activity.”), Fig. 5C. A historical frequency value “can be a number of events per unit 

time, such as events per day, or a mathematically related value, such as an average 

time between events … [and] typically indicates how frequently raw events of a 

particular type from a particular source machine to a particular destination machine 

are seen on the network being monitored[.]” Farley, 24:27-39. 

250. Farley teaches using a historical frequency value to indicate a 

frequency of raw events of a particular type that have been monitored on the 

network, and a priority status can be assigned based on the historical frequency 

value. Farley, 27:34-28:18. The historical frequency can be compared to a frequency 

event threshold value, and a determination can be made that a raw event is likely to 

be a non-malicious event, for example, if the historical frequency is higher than a 

threshold. Id. On the other hand, using the historical frequency value compared with 

a threshold can determine an event is likely to be a malicious event if the historical 

frequency is lower than a threshold, for example. Id. Accordingly, a POSITA would 

have understood that Farley teaches measuring the frequency of events, categorized 

by source, target, action, etc., occurring at the system. A POSITA would have 
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understood that Farley then uses the frequency value to help determine whether a 

specific event is malicious or benign. 

2. Motivation to Combine Capalik-Farley/Capalik-Goel-Farley 

251. A POSITA would have recognized the importance of computational 

efficiency for the Capalik system, especially given the need to surveil all traffic to 

and on a given system. Recognizing that there are many potential entry points for 

abusive behavior (e.g., through an open port, as part of an email, in web traffic, in 

the context of user-installed software, etc.), a POSITA would have appreciated the 

need to process large amounts of data from multiple “sensors” in an efficient manner, 

or the monitoring functionality of Capalik may become a computational bottleneck 

of the system, rendering the protection less effective. Furthermore, a POSITA would 

have recognized that the computational burden of monitoring large numbers of 

internal potential targets would increase the burden of this system, along with the 

processing of all the data being observed and reported. Farley addresses the problem 

of efficient processing of multiple independent streams of data and would have been 

important to consider in any system with the architecture described in Capalik, 

especially during an era in which low-cost cloud computing was not an available 

option. This motivation to combine would be independent of whether the 

combination is with Capalik or Capalik-Goel, as neither of these expressly addresses 

the computational cost. 
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252. A POSITA would have been motivated and found it obvious to modify 

Capalik/Capalik-Goel per Farley such that Capalik-Farley/Capalik-Goel-Farley 

would have determined an activity level (i.e., historical frequency value) 

representing a frequency of unauthorized activities on the VM. Farley, 24:27-39, 

27:34-28:18. Modifying Capalik/Capalik-Goel as proposed would have utilized a 

known technique to track historical frequency values of intrusions/attacks and would 

have improved Capalik/Capalik-Goel’s IDS in the same way as Farley’s by tracking 

unauthorized activity levels on the VM. Such tracking would have improved the 

Capalik/Capalik-Goel IDS including for the reasons discussed above, such as 

efficiently processing large amounts of data. 

253. Further, Farley teaches a historical frequency value (and/or other 

environmental information) can be used to adjust the priority status of an identified 

suspicious unauthorized activity, providing a more efficient risk assessment of 

suspicious activity in a computer system. Farley, 15:11-36, 23:53-60. Utilizing the 

historical frequency value in this way would have allowed for more efficient 

processing of the data over time. For example, Capalik/Capalik-Goel’s system 

would have benefitted from prioritizing which attacks are placed in front of the 

admin to determine which to send in an attack signature. Capalik, [0056], [0059]. 

As taught by Farley, Capalik/Capalik-Goel would prioritize displaying actions with 

a lower historical frequency value as these were more likely to be malicious. Farley, 
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27:34-28:18. The ’872 Patent describes a similar benefit for determining an activity 

level representing a frequency of unauthorized activities. ’872 Patent, 10:20-26.  

254. As discussed above, Capalik/Capalik-Goel teach a decision (whether 

performed manually by an admin or automatically by the system) to generate a 

signature/fingerprint. See Claim [1(d)]. Modifying Capalik/Capalik-Goel per 

Farley’s teachings would also have improved Capalik/Capalik-Goel’s decision-

making process for whether to generate a signature by including an analysis 

including one or more historical frequency values. That is, a POSITA would have 

been motivated to take the historical frequency value into consideration when 

generating a signature because the historical frequency value would have indicated 

how often a particular event occurred and would have helped track patterns of 

events. 

255. Further, the proposed modification adheres to recognized computer 

security principles—i.e., gathering more detailed threat information provides 

improved threat analysis and detection where limited data acquisition can hinder 

performance and result in unperceived threats. In particular, tracking events over 

time helps provide a better understanding of what activities an attacker is engaging 

in at the VM. Although determining a historical frequency value could result in 

increased overhead in Capalik-Farley/Capalik-Goel-Farley, a POSITA would have 

been motivated to trade increased overhead for these IDS security improvements. 
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As discussed above, Farley’s technique would have provided more efficient 

processing for large amounts of data. However, even if an increase in processing 

overhead were to occur, a POSITA would have been motivated to achieve better 

security as a tradeoff of increasing processing overhead. Thus, the proposed 

modification would have used a known technique of determining a historical 

frequency value of suspicious/unauthorized activities to improve IDS forensic 

analysis and would have benefited Capalik/Capalik-Goel’s similar system in the 

same way as Farley’s. 

256. A POSITA would have had a REOS modifying Capalik/Capalik-Goel 

per Farley. Capalik/Capalik-Goel already teaches computer hardware (e.g., 

processor, memory), modules (e.g., processing module) and networks for 

performing Farley’s technique. Capalik/Capalik-Goel already teaches using an 

IDS/IPS as well. Such a modification would have utilized Capalik’s/Capalik-Goel’s 

processing module that generates an attack report that already includes attack-

identifying information from the VM. Therefore, a POSITA would have understood 

that modifying Capalik’s/Capalik-Goel’s system to additionally capture “a historical 

frequency value” would require only straightforward modifications to programming 

instructions, which was well within the skillset of a POSITA. A POSITA would have 

also had a REOS based on the functional similarities between Capalik’s/Capalik-

Goel’s IDS and Farley’s IDS. For example, Capalik/Capalik-Goel and Farley teach 
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intrusion detection systems that monitor and store information about 

suspicious/unauthorized activities). 
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XV. CONCLUSION 

257. I hereby declare under penalty of perjury under the laws of the United 

States of America that the foregoing is true and correct, and that all statements made 

of my own knowledge are true and that all statements made on information and belief 

are believed to be true. I understand that willful false statements are punishable by 

fine or imprisonment or both. See 18 U.S.C. § 1001. If called to testify as to the truth 

of the matters stated herein, I could and would testify competently. 

 

Respectfully submitted: 

 

By:   

        Dr. Markus Jakobsson 

 

Date: October 31, 2024.  
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www.markus-jakobsson.com

1 At a Glance

• Focus. Identification of security problems, trends and solution along four

axes – computational, structural, physical and social; quantitative and

qualitative fraud analysis; development of disruptive security technologies.

• Education. PhD (Computer Science/Cryptography, University of Cali-
fornia at San Diego, 1997); MSc (Computer Science, University of Cali-
fornia at San Diego, 1994); MSc (Computer Engineering, Lund Institute
of Technology, Sweden, 1993).

• Large research labs. San Diego Supercomputer Center (Researcher,
1996-1997); Bell Labs (Member of Technical Sta↵, 1997-2001); RSA Labs

(Principal Research Scientist, 2001-2004); Xerox PARC (Principal Scien-
tist, 2008-2010); PayPal (Principal Scientist of Consumer Security, Di-
rector, 2010-2013); Qualcomm (Senior Director, 2013-2015); Agari (Chief
Scientist, 2016–2018); Amber Solutions Inc (Chief of Security and Data
Analytics, 2018 – 2019); ByteDance (Principal Scientist, 2020-2021)

• Academia. New York University (Adjunct Associate Professor, 2002-
2004); Indiana University (Associate Professor & Associate Director, 2004-
2008; Adjunct Associate Professor, 2008-2016).

• Entrepreneurial activity. ZapFraud (Anti-scam technology; CTO and
founder, 2012-current); RavenWhite Security (Authentication solutions;
CTO and founder, 2005-); RightQuestion (Consulting; Founder, 2007-
current); FatSkunk (Malware detection; CTO and founder, 2009-2013 –
FatSkunk was acquired by Qualcomm); LifeLock (Id theft protection;
Member of fraud advisory board, 2009-2013); CellFony (Mobile security;
Member of technical advisory board, 2009-2013); PopGiro (User Reputa-
tion; Member of technical advisory board, 2012-2013); MobiSocial (Social
networking, Member of technical advisory board, 2013); Cequence Security
(Anti-fraud, Member of technical advisory board, 2013–current)

• Anti-fraud consulting. KommuneData [Danish govt. entity] (1996);
J.P. Morgan Chase (2006-2007); PayPal (2007-2011); Boku (2009-2010);
Western Union (2009-2010).
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• Intellectual Property, Testifying Expert Witness. Inventor of 100+
patents; expert witness in 25+ patent litigation cases (McDermott, Will
& Emery; Bereskin & Parr; WilmerHale; Hunton & Williams; Quinn
Emanuel Urquhart & Sullivan; Freed & Weiss; Berry & Domer; Fish &
Richardson; DLA Piper; Cipher Law Group; Keker & Van Nest). Details
and references upon request.

• Publications. Books: Phishing and Countermeasures: Understanding

the Increasing Problem of Electronic Identity Theft (Wiley, 2006); Crime-

ware: Understanding New Attacks and Defenses (Symantec Press, 2008);
Towards Trustworthy Elections: New Directions in Electronic Voting (Springer
Verlag, 2010); Mobile Authentication: Problems and Solutions )Springer
Verlag, 2012); The Death of the Internet (Wiley, 2012); Understanding

Social Engineering (Springer Verlag, 2016); Security, Privacy and User

Interaction (Springer Verlag, 2020); 100+ peer-reviewed publications

2 At a Glance

Ten years before Bitcoin was created, I formalized the notion of Proof of Work
and described its use for mining of crypto payments. I later developed energy-
e�cient alternatives to this paradigm, and showed how to enable mining on
mobile devices, which is not possible for Bitcoin. I am the founder of the aca-
demic discipline of phishing and have developed techniques to predict fraud
trends years before they emerge, enabling countermeasures to be developed be-
fore they are needed. I developed the notion of implicit authentication, which
is now ubiquitous; I also founded a company that developed the first retroac-
tive virus detection technology, with guarantees of detection; the company was
acquired by Qualcomm in 2013. I have worked as chief scientist and similar
positions in startups as well as industry behemoths, such as PayPal. I have
several hundred patents to my name and am a prominent security researcher
with hundreds of peer reviewed publications and an array of textbooks. My
1997 PhD thesis, from University of California at San Diego, was on distributed
electronic payment systems with revocable privacy.

3 Work History (Highlights)

1. Member of Technical Sta↵, Bell Labs (1997-2001). Markus was
part of the security research group at Bell Labs. He formalized the notion
of proof of work, later an integral part of BitCoin.

2. Principal Scientist, RSA Labs (2001-2005). Markus posited that
phishing would become a mainstream problem, and developed ethical tech-
niques for identifying likely trends based on human subject experiments.

3. Associate Professor, Indiana University (2005-2008). Markus was
hired to lead the newly formed security group at Indiana University, and
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created a research group comprising approximately 10 professors and 30
students, studying social engineering and fraud.

4. Principal Scientist, Xerox PARC (2008-2010). Markus was hired to
lead the research e↵orts of the Xerox PARC security group, and developed
the notion of implicit authentication, a technology that is now ubiquitous.

5. Principal Scientist, PayPal (2010-2013). Markus did research on
security and user interfaces, and developed techniques to reduce the losses
associated with liar buyer fraud.

6. Senior Director, Qualcomm (2013-2016). Qualcomm acquires FatSkunk,
a company founded by Markus. At FatSkunk, Markus developed retroac-

tive malware detection with provable security guarantees. A simplified
version of this is now deployed with almost all Qualcomm chipsets.

7. Chief Scientist, Agari (2016-2018). Markus developed a technique to
acquire fraudster intelligence by compromising scammer email accounts –
while staying within the law – resulting in the extradition of several African
scam lords to the U.S.

8. Chief of Security and Data Analytics, Amber Solutions (2018-
2020). Markus developed usable configuration methods supporting im-
proved security and privacy for IoT installations.

9. Chief Scientist, ByteDance (2020-2021). Markus oversaw the estab-
lishment of a research group and a research agenda at ByteDance, and
contributed to their intellectual property and product security.

10. Chief Scientist, Artema LABS (2021-). Managing the research,
product strategy, and patent strategy for Artema LABS, a Los Angeles
based startup in the Crypto/NFT sector.

4 Publication List

Books (1-8); book chapters, journals, conference publications and other scientific
publications (9-147), issued /published U.S. patents (148-234). For an updated
list, and for international patents, please see www.markus-jakobsson.com/publications
and appropriate patent search engines.
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