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I NT ROD UC TIO N ix 

the course of cruising the World Wide Web and clicking on a link, have you ever 

wondered, "How does that work?" Or perhaps this question popped into your mind 
while you were transferring a file to your computer via FTP, or reading a newsgroup mes­

sage, or when you first heard about technologies such as Spam, cookies, and firewalls . 

Maybe you've wondered how a message sent from your computer travels through the 
vastness of cyberspace and ends up in the right email box halfway across the world. Have 

you ever wanted to know how search tools find the exact piece of information you want 

out of the millions of pieces of information on the whole Internet? How can you listen to 

music and view animations while surfing the Web? 
This book is designed for everyone interested in the Internet. Its guiding principle is 

this: No matter how much of a cyberpro you are-or how much of a novice-there's a lot 

you don't understand about the Internet. Here's just one small example. I have a friend 
who has made his living with companies involved with the Internet for many years. He's a 

complete cyberpro who lives and breathes the Internet. One day, he almost whispered to 

me, "I don't like to admit this, but I don't know what a proxy server is. How does it work, 
?" anyway. 

He's not alone. The Internet changes so quickly, and the technology advances so 

rapidly, that it can seem almost impossible to keep up with all of it. If you're like just 
about everyone else involved in the Internet, your questions are similar to those of my 

friend. You'll find your answers here. 
In Part 1, I explain the underlying basics of the Internet: who runs it, how TCP /IP 

works, how to understand Internet addresses and domains, and similar topics. 

Part 2 covers the Internet's underlying architecture. Here's where you'll find out 

about things such as routers and how thedient/server architecture underpins virtually 

every aspect of the Internet. 
Part 3 depicts the various ways that you can connect your computer to the Internet. 

Here's where to turn if you're interested in any of the following topics: how a cable 
modem, Digital Subscriber Line (DSL), or ISDN works; how online services connect to 

the Internet; how Network Computers (NCs) work; and a host of similar subjects. 

Part 4 covers every aspect of Internet communications. It shows how email and 
newsgroups work, how IRC chat works, what email "Spam" is and what you can do to 

prevent it, how instant messaging works, and how you can use the Internet to make tele­

phone calls anywhere in the world. 
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Part 5 shows how the common Internet tools and services work. Here's where you'll find out 

how gophers and Telnet work, how search engines and search tools work, and what happens 
when you use FTP to download a file to your computer. 

Part 6 covers what has become by far the most popular part of the Internet-the World 

Wide Web. You'll learn virtually every aspect of how the Web works. It delves into how browsers 
work, how Web server software works, and how Hypertext Markup Language (HTML) works. 
This section also covers the ways in which the Web is becoming integrated directly into your 

computer, how Web pages are published and organized on a site, and every other aspect of the 

Web that is likely to be of interest to you. 
Part 7 takes a close look at advanced Internet tools. Here's the place to learn about cutting­

edge Internet technology. You'll find out about how push technology works, how the Java and 

ActiveX programming languages work, how JavaScript works, how agents can silently do your 
bidding for you, and how the Common Gateway Interface (CGI) works, which is a little-known 

but vital part of the Internet. 

Part 8 shows you how some of the most exciting parts of the Internet works-the various 
multimedia technologies. Whether you want to know how virtual reality or animations work, 

how streaming video works, how videoconferencing works, or how similar technologies work, 
you'll find it all here. 

Part 9 covers intranets and how the Internet works with the outside world. We'll see how 

companies use Internet technologies to build their own private networks called intranets. We'll 

take a close look at the underlying technologies that let you shop on the Web, which account for 
billions of dollars a year in sales. 

Finally, Part 10 covers security concerns. It explains the controversial cookie technology that 

lets Web servers put bits of information on your hard disk and use that information to track you. 

It shows how firewalls work, how viruses can attack your computer, and how cryptosystems allow 
confidential information to be sent across the Internet. It delves into how hackers can attack 

Internet service providers (ISPs) using so-called "smurf attacks." And it covers the issue of 

pornography on the Internet and shows how parental-control software can prevent children from 
seeing objectionable material. 

So, come along and see how the vast Internet works. Even if you're a cyberpro ( and espe­

cially if you're not), you'll find out a lot you never knew. 
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2 PART I WHAT IS THE INTERNET? 

the first time ever, the world is truly at your fingertips. From your computer you can find 

information about anything you can name or even imagine. You can communicate with people 

on the other side of the world. You can set up a teleconference, tap into the resources of powerful 

computers anywhere on the globe, search through the world's best libraries, and visit the world's 

most amazing museums. You can watch videos, listen to music, and read special multimedia mag­

azines. You can shop for almost anything you can name. You can do all this by tapping into the 

largest computer network in the world-the Internet. 

The Internet isn't a single network; it is a vast, globe-spanning network of networks. No single 

person, group, or organization runs the Internet. Instead, it's the purest form of electronic 

democracy. The networks communicate with each other based on certain protocols, such as the 

Transmission Control Protocol (TCP) and the Internet Protocol (IP). More and more networks 

and computers are being hooked up to the Internet every day. Tens of thousands of these net­

works exist, ranging from university networks to corporate local area networks to large online 

services such as America Online and CompuServe. Every time you tap into the Internet, your own 

computer becomes an extension of that network. 

We'll spend the first section of this book defining the Internet. We'll also examine the architec­

tures, protocols, and general concepts that make it all possible. 

In Chapter 1, "The Wired World of the Internet;' we will examine how the Internet runs. We'll 

look at who pays for the high-speed data backbones that carry much of the Internet's traffic, and 

at the organizations that make sure that standards are set for networks to follow so that the 

Internet can run smoothly. We'll also look at the various kinds of networks that are connected to 

the Internet. 

Chapter 2, "How Information Travels Across the Internet;' explains how information travels 

across the Internet and describes how hardware such as routers, repeaters, and bridges sends in­

formation among networks. It also shows how smaller networks are grouped into larger regional 

networks-and how those large regional networks communicate among themselves. 

In Chapter 3, "How TCP/IP Works;' we'll look at the Internet's basic protocols for communi­

cations and learn a little about basic Internet jargon, such as TCP/IP (short for Transmission 

Control Protocol and Internet Protocol). The chapter will explain how those protocols work and 

how special software such as Winsock enables personal computers to get onto a network origi­

nally designed for larger computers. 

2



OVERVIEW 3 

Chapter 4, "Understanding Internet Addresses and Domains," takes the mystery out of the 

Internet's often confusing addressing scheme. You'll learn about Internet domains and addresses 

and will even be able to make sense of them. 

Chapter 5, "Anatomy of a Web Connection," covers the basics of what has become the most 

popular portion of the Internet-the World Wide Web. We'll look at the anatomy of a Web con­

nection and see how hardware, such as Web servers, and software, such as Web browser client 

software, talk to one another and let you surf through the entire known world. 

Chapter 6, "Internet File Types," will give you an understanding of the most common types of 

files you'll come across as you browse the Net. Compressed files, video files, graphics files- you'll 

learn about almost every kind of file you might encounter. 

Whether you're a newbie or cyberpro, this section will teach you the basics of the Internet. 

3
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of the most frequently asked questions about the Internet is: Who runs it? The truth is that 

no centralized management of the Internet exists. Instead, it is a collection of thousands of individ­

ual networks and organizations, each of which is run and paid for on its own. Each network coop­

erates with other networks to direct Internet traffic so that information can pass among them. 

Together, these networks and organizations make up the wired world of the Internet. For networks 

and computers to cooperate in this way, however, a general agreement must take place about things 

such as Internet procedures and standards for protocols. These procedures and standards are laid 

out in RFCs (requests for comment) agreed upon by Internet users and organizations. 

A variety of groups guide the Internet's growth by helping to establish standards and by edu­

cating people on the proper way to use the Internet. Perhaps the most important is the Internet 

Society, a private, nonprofit group. The Internet Society supports the work of the Internet 

Activities Board (IAB), which handles much of the Internet's behind-the-scenes and architectural 

issues. The IAB's Internet Engineering Task Force is responsible for overseeing how the Internet's 

TCP/IP protocols evolve. (See Chapter 3, "How TCP/IP Works," for details on protocols.) 

The World Wide Web Consortium (W3C) develops standards for the evolution of the fastest­

growing part of the Internet, the World Wide Web. The W3C is an industry consortium run by 

the Laboratory for Computer Science at the Massachusetts Institute of Technology (MIT). 

Private companies, such as www. zdnet . com, oversee the registering oflnternet domains. 

These companies are overseen by boards made up of people from business, the government, and 

individual Internet users. 

Although these organizations are important as a kind of glue for holding together the 

Internet, at the heart of the Internet are individual local networks. These networks can be found 

in private companies, universities, government agencies, and online services. They are funded 

separately from each other and in a variety of manners, such as fees from users, corporate sup­

port, taxes, and grants. Many Internet service providers (ISPs), which provide Internet access for 

individuals, have networks as well. Individuals who want to access the Internet pay ISPs a 

monthly connection rate, so in that sense, everyone who uses the Internet helps pay for it. 

The networks are connected in a variety of ways. For efficiency's sake, local networks join in 

consortiums known as regional networks. A variety ofleased lines connect regional and local net­

works. The leased lines that connect networks can be as simple as a single telephone line or as 

complex as a fiber-optic cable with microwave links and satellite transmissions. 

Private companies who make money by selling access to their lines build backbones, which are 

very high-capacity lines that carry enormous amounts oflnternet traffic. Government agencies, 

such as NASA, and large private corporations pay for some of these backbones. The National 

Science Foundation also pays for some backbones. 

5 
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6 PART I WHAT IS THE INTERNET? 

How the Internet Runs 
~ Because t he Internet is a loose organization of networks, no single 

g roup runs it and pays for it. Instead, many private organizations, 
universities, and government agencies pay for and run parts of it. 
They all work together in a democratic, loosely organized alliance. 
Private organizations range from small, homegrown networks to 
commercial on line services, such as America Online and 
CompuServe, and private Internet service providers (ISPs) that 
sell access to the Internet. 

Regional 
Network 

-

D 

1111 
I 

Regional networks prov ide and maintain 
Internet access within a geographic area. 
Regional nets may consist of sm aller net­
works and organizations within the area 
that have banded together to provide 
bette r service. 

Supercomputer Center 

I 

D Through agencies such as the Nationa l 
Science Foundation, the federal government 
pays for some high-speed backbones that 
carry Internet traffic across the country and 
the world . The extremely h igh-speed vBNS 
(very high-speed Backbone Network 
Services), for example, provides a high­
speed infrastructure for the research anded­
ucation community by linking together 
supercomputer centers. The government is 
also bu ilding an even faster backbone, 
wh ich wi ll transmit data at 9.6 bi ll ion bits per 
second (bps). Often, a large corporation or 
organization such as NASA will provide 
backbones to link sites across t he country or 
the world. 

vBNS Backbone 
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CHAPTER THE WIRED WORLD OF THE INTERNET 7 L----~--~--------------

Online Services 

Supercomputer Center 

E':J The Internet Society is a pri­
vate nonprofit organization 
that makes technological 
and architectural recom- . 
mendations that pertain to 
the Internet, such as how 
TCP/IP and other Internet 
protocols should work. This 
body guides the direction of 
the Internet and its growth. 

D Internet Registries are re­
sponsible for maintaining 
the domains registered 
through registries. They 
track the connections be­
tween Internet addresses, 
such as 125.34.24.21, and 
domain names, such as 
www. zdnet . com. Until re­
cently, the lnterNIC had sole 
responsibility for this. Each 
major domain, such as 
. com, has its own separate 
registry. 

I] Private compan.ies called 
Internet Registrars are re­
sponsible for registering 
Internet domains, such as 
www. zdnet . com, to people 
and businesses. Until re­
cently, a quasi-public com­
pany called the lnterNIC 
had sole responsibility for 
doing this, but other regis­
trars are being allowed to 
register domains as well. 
Internet Registrars are over­
seen by boards made up of 
people from private and 
public institutions. 
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, 
may take for granted that when you send a piece of information across the Internet, it will 

always reach its intended destination. However, the process of sending that information is re­

markably complex. 

When you send information across the Internet, the Transmission Control Protocol (TCP) 

first breaks it up into packets. Your computer sends those packets to your local network, Internet 

service provider (ISP), or online service. From there, the packets travel through many levels of 

networks, computers, and communications lines before they reach their final destination, which 

may be across town or around the world. A variety of hardware processes those packets and 

routes them to their proper destinations. This hardware is designed to transmit data between net­

works and makes up much of the glue that holds the Internet together. Five of the most important 

pieces of hardware are hubs, bridges, gateways, repeaters, and routers. 

Hubs are important because they link groups of computers to one another and let computers 

communicate with each other. Bridges link local area networks (LAN s) with one another. They enable 

data destined for another LAN to be sent there, while keeping local data inside its own network. 

Gateways are similar to bridges, but they also translate data from one kind of network to another. 

When data travels across the Internet, it often crosses great distances, which can be a problem 

because the signal sending the data can weaken over the distance. To solve the problem, repeaters 

amplify the data at intervals so the signal doesn't weaken. 

Routers play a key role in managing Internet traffic. Their job is to make sure the packets always 

arrive at the proper destination. If data is being transferred among computers that are on the same 

LAN, routers often aren't needed because the network itself can handle its internal traffic. Routers 

come into play when the data is sent between two different networks. Routers examine packets to 

determine their destination. They take into account the volume of activity on the Internet, and 

they send the packets to another router-one that is closer to the packet's final destination. 

Midlevel networks hook LANs together using high-speed telephone lines, ethernet, and mi­

crowave links. A regional network is a midlevel network in a geographic area. A wide area net­

work (WAN) is another kind of midlevel network. A WAN consists of an organization with many 

networked sites linked together. 

When a packet travels from a computer on a LAN in a midlevel network to a computer some­

where else on the midlevel network, a router ( or a series of routers) sends the packets to their proper 

destination. However, if the destination lies outside the midlevel network, the packets are sent to a 

NAP (Network Access Point), where they are sent across the country or the world on a backbone. 

High-speed backbones such as the vBNS (very high-speed Backbone Network Services) can trans­

mit enormous amounts of data-155 megabits (millions of bits) per second (Mbps). Even faster 

backbones are being built that will transmit data at an astonishing 9.6 billion bits per second. 

9 
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PART I WHAT IS THE INTERNET? 

Linking Networks 
to the Internet 
~ The Internet comprises networks that are attached to one another via pathways that facili­

tate the exchange of information, data, and files. Being connected to the Internet means 
having access to these pathways. Your computer can send packets of data over these 
pathways to any other computer connected to the Internet. 

D You get onto the Internet through a LAN at your home or place of business in 
one of tw o w ays. You can dial into a large computer connected to the Inte rnet 
via an online service or a dial-in Internet service provider (ISP), or you can use 
another kind of Internet service, such as a cable modem. Ethernet networks and 
token-ring networks are two kinds of networks t hat can be connected to the 
Internet. Token-ring networks pass data in " tokens" from computer to computer 
in a ring or star configuration. In Ethernet netw orks, the data goes from a server 
to a computer on the network. 

Internet 
Provider 

--
Mainframe 

Netw orks 
are con-
nected in dif- .._, __ ~ ::.---.. 
ferent w ays. Dedicated 
telephone lines can 
transmit data at 56Kbps 
(kilobits per second). An increasing number 
of T1 leased telephone lines exist that carry data 
between networks. A T1 link can carry data at 
1.544Mbps. Higher-speed T3 links, w hich can carry 
data at 44.746Mbps, are being used as well. If you 
dial into an ISP from home, you might connect at 
a lower speed than at your office, w here you 
might have higher-speed connections such as a 
T1 or 56Kbps line. However, a v ariety of high­
speed options are available for connecting to the 
Internet at hor:ne, such as cable modems or high­
speed Digital Subscriber Line (DSL) connections. 

Routers, which connect networks, perform 
most of the work of directing traffic on the 
Internet. Routers examine the packets of 
data that travel across the Internet to see 
where the data is headed. Based on the 
data's destination, the packet is routed in 
the most efficient w ay-generally to an­
other router, w hich in turn sends the 
packet to the next router, and so on. 

10



CHAPTER 2 HOW INFORMATION TRAVELS ACROSS THE INTERNET 11 

Regional 
Network 

Satellite 
Link 

IJ Satellites can also link networks, as can fiber-optic ca­
bles, special ISDN (Integrated Services Digital Network) 
telephone lines, or high-speed DSL connections. 

,.. ---=·- The networks in a particular geo­
graphic area are connected 
into a large regional network. 
Routers pass information 
within that area from network 
to network. 

fl Regional networks are connected to one another via high-speed backbones­
connections that can send data at extremely high speeds. When data is sent 
from one regional network to another, it is first sent to a Network Access 
Point (NAP). The NAP then routes the data to high-speed backbones, such as 
vBNS, which can transmit data at 155Mbps. The data is then sent along the 
backbone to another regional network. Finally, it is passed to a specific net­
work and computer within that regional network. 

Router 

vBNS 
Backbone 

11
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seemingly simple set of ideas makes it possible for computers and networks all over the world , . 

to share information and messages on the Internet: Break up every piece of information and mes­

sage into pieces called packets, deliver those packets to the proper destinations, and then reassem­

ble the packets into their original form after they've been delivered so the receiving computer can 

view and use them. That's the job of the two most important communications protocols on the 

Internet-the Transmission Control Protocol (TCP) and the Internet Protocol (IP) . They are fre­

quently referred to as TCP/IP. TCP breaks down and reassembles the packets, whereas IP is respon­

sible for making sure the packets are sent to the right destination. 

TCP/IP is used because the Internet is what is known as a packet-switched network. In a packet­

switched network, there is no single, unbroken connection between sender and receiver. Instead, 

when information is sent, it is broken into small packets, sent over many different routes at the 

same time, and then reassembled at the receiving end. By contrast, the telephone system is a 

circuit-switched network. In a circuit-switched network, once a connection is made (as with a tele­

phone call, for example), that part of the network is dedicated only to that single connection. 

In order for personal computers to take full advantage of the Internet, they need to use special 

software that understands and interprets the Internet's TCP/IP protocols. This software is referred to 

as a socket or a TCP/IP stack. For PCs, the required software is called Winsock. There are many dif­

ferent versions ofWinsock available for PCs. For Macintoshes, the software is called MacTCP. In 

both cases, this software serves as an intermediary between the Internet and the personal computer. 

Personal computers can take advantage of the simplest, most rudimentary parts of the Internet 

without using Winsock or MacTCP. For full access to the Internet, TCP/IP stacks are necessary. 

A computer can be connected to a LAN (local area network) with a network card. In order to 

communicate with the network, the network card requires a hardware driver-software that me­

diates between the network and the network card. If a computer is not physically connected to a 

LAN with a network card, it can instead connect to the Internet by dialing in and using a modem. 

The computer will still need a TCP/IP stack in order to use the TCP/IP protocols. However, it 

won't require a network card or a hardware driver. Instead, the computer needs to use one of two 

software protocols: either SLIP (Serial Line Internet Protocol) or PPP (Point-to-Point Protocol). 

SLIP and PPP are designed for computers connected to the Internet over a serial connection 

via a modem. In general, the newer PPP provides a more error-free connection than does the older 

SLIP. Computers can also dial into the Internet without using TCP/IP stacks, SLIP, or PPP. However, 

they won't be able to tap into the full power of the Internet, most specifically, the World Wide 

Web. To make full use of the Web, you need a computer that is part of the Internet, which requires 

a TCP/IP stack. The SLIP or PPP must then be used when dialing into an ISP for Web access. 

I 3 
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14 PART I WHAT IS THE INTERNET? 

How TCP/IP Works 

Header 

D 
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The Internet is a packet-switched network, which means that when you send 
information across the Internet from your computer to another computer, 
the data is broken into small packets. A series of switches called routers 
send each packet across the Net individually. Once all the packets arrive at 
the receiving computer, they are recombined into their original, unified 
form. Two protocols do the work of breaking the data into packets, routing 
the packets across the Internet, and then recombining them on the other 
end: The Internet Protocol (IP), which routes the data, and the Transmission 
Control Protocol (TCP), which breaks the data into packets and recombines 
them on the computer that receives the information. 

For a number of reasons, including hardware limitations, data sent across 
the Internet must be broken up into packets of less than about 1,500 char­
acters each. Each packet is given a header that contains a variety of infor­
mation, such as the order in which the packets should be assembled with 
other related packets. As TCP creates each packet, it also calculates and 
adds to the header a checksum, which is a number that TCP uses on the re­
ceiving end to determine whether any errors have been introduced into the 
packet during transmission. The checksum is based on the precise amount 
of data in the packet. 

14,132 

Each packet is put into separate IP "envelopes" which contain addressing information that tells 
the Internet where to send the data. All the envelopes for a given piece of data have the same 
addressing information so they can all be sent to the same location to be reassembled. IP "en­
velopes" contain headers that include information such as the sender address, the destination 
address, the amount of time the packet should be kept before discarding it, and so on. 
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IJ As the packets 
arrive at their destination, 
TCP calculates a checksum for 
each packet. It then compares this check­
sum with the checksum that has been sent 
in the packet. If the checksums don't match, 
TCP knows that the data in the packet has 
been corrupted during transmission. It then 
discards the packet and asks that the origi­
nal packet be retransmitted. 

CHAPTER 3 HOW TCP/IP WORKS 
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[:) When all the non-corrupt packets 
are received by the computer to 
w hich the information is being 
sent, TCP assembles them into 
their original, unified form. 
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C H A P T E R Understanding 
Internet Addresses 
and Domains 
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s 
do just about anything on the Internet, and especially to send email, you'll need to under­

stand Internet addresses. The Internet Protocol (IP) uses Internet address information to deliver 

mail and other data from computer to computer. Every IP address on the Internet is actually a 

series of four numbers separated by periods (called dots), such as 163. 52. 128. 72 . It would be 

difficult, if not impossible, for you to remember numeric addresses when you wanted to get in 

touch with someone. Also, numeric IP addresses sometimes change. This means not only would it 

be impossible for people to keep track of the original numeric addresses, but it would also be im­

possible to know every time those numeric addresses were altered. 

Sun Microsystems developed the Domain Name System (DNS) in the early 1980s as an easier 

way to keep track of addresses. It has been the addressing system on the Internet ever since. The 

DNS establishes a hierarchy of domains, which are groups of computers on the Internet. The DNS 

gives each computer on the net an Internet address, or domain name, using easily recognizable 

letters and words instead of numbers. The domains at the top level of the hierarchy maintain lists 

and addresses of the domains just beneath them. Those subordinate domains have similar respon­

sibilities for the domains just beneath them, and so on. In this way, every computer on the net 

gets an Internet address. The DNS also helps Internet computers send email to the proper desti­

nation by converting the textual Internet address into its IP numeric equivalent. 

An Internet address is made up of two major parts separated by an@ (at) sign. One example is 
pgralla@ziffdavis .com 

The first part of the address-to the left of the @ sign-is the user name, which usually refers 

to the person who holds the Internet account and is often that person's login name. The second 

part of the address, to the right of the @ sign, is the host name or domain name, which identifies 

the specific computer where the person has an Internet email account. If the email account is lo­

cated at the person's work, this host or domain name may reflect the name of the company, such 

as pgralla@zi ffdavis. com. Otherwise, it will·probably reflect where the person has an Internet 

account-either with an Internet service provider (ISP) or online service, such as 
j j cale@tic.net or j onej oan@aol.com. 

The rightmost portion of the domain section of the address identifies the largest domain and 

kind of organization where the person has his or her address. Common domains in the United 

States are . com for commercial; . edu for education; . gov for government; . mil for military; . net 

for network (most commonly used by ISPs, but also for companies and groups concerned with 

the organization of the Internet); and . org for organization. A variety of plans have been pro­

posed for seven or more domains to be added, such as . web for Web. Outside the United States, 

only two letters are used to identify the domains, such as . au for Australia; . ca for Canada; . u k 

for United Kingdom; and . fr for France. 

17 
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18 PART I WHAT IS THE INTERNET? 

How Internet Addresses 
and Domains Work 

~ The Internet Protocol (IP) delivers mail based on the specific 
email address. This address is expressed as four numbers, 
separated by periods (called dots), such as 163.52 .128.72. 
However, because it would be difficult to remember such 
complex addresses, you can instead use Internet addresses 

e- made up of words and letters. Computers called domain 
name servers t ranslate the alphabetical address into a nu­

.._, .. ...,_ merical address, so email can be sent to the proper location. 

D An Internet address is made up of two major parts separated by an @ (at) 
sign. The address can tell you a good deal of information about the person 
who "owns" the address. The first part of the address (to the left of the@ 
sign) is the username, w hich usually refers to the person w ho holds the 
Internet account and is often that person's login name or in some way iden­
tifies him or her. The second part of the address (to the right of the@ sign) 
contains the hostname (wh ich ca n refer to a specific server on a network), 
followed by the Internet address, w hich together identify the specific com­
puter where the person has an Internet email account . 

pgralla @ biz.zd.com 

Name 
Server 

-
, - , 

D When you send email, it goes to a name server. In 
order to deliver the email, the Internet needs to know 
the numeric IP address, such as 163. 52.128. 72. Nam e 
servers look up the alphabetica l add ress and substi­
tute the numeric IP address for it so the email ca n be 
delivered properly. 

/\ 
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CHAPTER 4 UNDERSTANDING INTERNET ADDRESSES AND DOMAINS 

EJ The Domain Name System (DNS) divides the Internet into 
understandable groups, or domains. Note the portion of the 
domain section at the far right of the address. It identifies 
the largest domain names and kind of organization where 
the person's address resides. The domain names and host­
names identify the host computer where the Internet should 
delive(1~ ~~ng host computer looks at the 
user~~eliter hw_ail to the proper email box. 

To: 
,iralla@IIHl.r 

pgralla@biz.zd. 

D To the left of the largest domain is specific 
information about the organization, which 
tells routers to which network the email 
should be sent. It can be a sing·leiJl!em., ~ 
address, such as zd (fo~ tt3.'1i~~ff'12._Y/7 
can be a group of domains ana sutfclt>- L__£. 
mains, such as mfsc . nasa. 

[:J To the left of the Internet 
address is the hostname, 
which tells routers to 
which specific computer 
within the domain the 
email should be delivered. 

fl The domain and hostnames tell the 
Internet to which computer the email 
should be delivered. The receiving host 
computer looks at the username and 
delivers the mail to the proper email box. 
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of a Web 
Connection 
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typical Web connection consists of four basic parts: the desktop, client computer, or similar de­

vice; the Internet access provider; the host or server computer at the other end of the connection; 

and the communications networks that link together the first three components. The desktop is 

the command and control station from which you direct your navigation of the Web. If you're 

getting onto the Internet via a personal computer and a modem, at the starting point of the con­

nection, you need a few basic hardware components-the personal computer, a fast modem and a 

telephone line, Web "browser" software, and an integrated communications program. The 

browser sends instructions to the communications program to contact a specific computer on the 

Web and retrieve a specific Web document or page. The communications program dials the 

modem, which enables the browser to send the request using TCP/IP. To reach the Internet, most 

desktop computers call an intermediary computer at a company that serves as an Internet access 

provider, also known as the Internet service provider, or ISP. The ISP acts as a conduit for individ­

uals to dial in before getting patched through to the Internet backbone. 

If you're connecting from work, your connection might look somewhat different. A personal 

computer on a network can share a modem with other computers on the network, for example, 

or the business may be directly connected to the Internet via a LAN (local area network) or other 

connection. In the latter case, an ISP wouldn't be needed to get onto the Web. You can get onto 

the Internet at home in a variety of ways, as well, without using a traditional modem-you can 

use a cable modem or not even use a computer at all; instead, you can go onto the Internet via 

your television set with a service such as WebTV. And even personal digital assistants (PDAs)­

little handheld digital devices-can get you onto the Web these days. 

After you're connected to the Internet and you want to get to a Web site, you'll need to know 

that Web site's specific domain, such as zdnet. com. After you type in that domain, preceded by 

www., you'll be sent to the site. You won't see it, but when you type in those letters, some nearly in­

stantaneous electronic wizardry takes place. The computers that run the Internet can't understand 

letters and names such as zdnet. com, and so the plain English name is changed to an Internet IP 

address (such as 205. 181 .112. 65) before you're sent to the site. Names are "resolved" to IP ad­

dresses using the Domain Name System, which is covered in Chapter 4, "Understanding Internet 

Addresses and Domains." By the way, anyone can own a domain on the Internet. All an individual 

needs to do is pay a small fee to an Internet registrar, and if the desired name isn't already taken, 

he or she can own it. To set up a site with that domain name, the new owner will need to get a 

company such as an Internet service provider (ISP) to host the site. 

Host computers spread throughout the Internet house Web pages. Hosts differ from desktop 

computers in that they can h andle multiple telecommunications connections at one time. Usually, 

they also have gigabytes of hard-disk storage, considerable random access memory (RAM), and a 

high-speed processor. In fact, som e host systems may actually be several computers linked to­

gether, with each handling incoming Web page requests. 

21 
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PART I WHAT IS THE INTERNET? 

How Web Connections Work 

• A fast connection is essential for Web cruisi ng. You may use a 
28.8Kbps (kilobits per second) or faster modem that converts 
digital information from the computer into the analog signals 
transmitted by ordinary phone lines (sometimes cal led POTS, 
or plain old telephone service). ISDN lines that transfer digital 
data at speeds up to 128Kbps are available in some residential 
areas. Faster sti ll are ADSL (asynchronous digital subscriber 
line) lines that transmit and receive digital data at 1.5Mbps or 
faster. And cable modems also can receive data at 1.5Mbps. 

If you're using the telephone system to get onto the 
Internet, your telecommunications connection follows 
either the normal phone system (POTS) or an ISDN or 
ADSL line until it reaches the telephone company's cen­
tral office. The central office routes calls either through 
its own network of copper, fiber-optic, or satellite links, 
or to a long distance carrier's point of presence, or POP. 
(The POP is the point at which a local call is handed off 
to a long distance company.) Th e call is then routed to 
the central office nearest your Internet service provider, 
also call ed an ISP. 

Local 
Telephone 
Company ••• • •••• 
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D The ISP receives your incoming call and 
processes your request, passing the con­
nection to its leased line link to a com­
puter on the Internet backbone, usually 
a T1 connection or faster. Typically, the 
ISP has a rack of modems that ac­
cepts multiple incoming calls si­
multaneously. Your 
connection is complete 
w hen it reaches the host 
computer. 

Page 3 ] 

Page 2 ] 

Page I 

D The host runs sp~c;a·I Web 
server software that reads 
requests sent from the 
client computer. n 1e host 
also retrieves a1d sends 
the appropriate informa­
tion to the client. These 
host computers may have 
dedicated T1 or if3 links to Long-Distance 

_.. _ _ ~.,J.elephone 
Company 

I] Computers with dedicated links to the rnet back-
bone must always be on and the connectio 
ways be open. These computers are assigned a 
permanent IP (Internet Protocol) address, which is,a 
multidigit number. This address enables other ma­
chines to find it. When you connect to the Internet via 
an ISP, your connection to the Internet 15ackbone is 
opened, and your computer is assigned a temporary 
IP address-although some ISPs give you a perma­
nent IP address, wbkh rs always yours whenever you 
connect to the liiternet. 

the Internet bac bone, or 
may be connected to the 
backbone through a net­
w o rk of hosts. 

---4 1!1::1:iDHn-ge on o t e Web, you'll need an IP address. If you get 
onto the Web at work via a LAN, the odds are you have a single IP ad­
dress that is used every time you go onto the Internet. However, when 
you dial in from home, your IP address need not be the same every time 
you dial in. Often, the ISP you use will assign you a temporary IP address 
every time you dial in. By doing this, ISPs keep down the number of IP 
addresses they need to maintain. 
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are millions of files on the Internet that show you pictures, let you hear music and 

sounds, allow you to watch videos, and let you read articles and run software on your computer. 

Some of these files can be used on any computer, regardless of whether it is a Macintosh or an 

IBM-compatible PC. Graphics files, sound files, and video files, for example, can be played on 

many different kinds of computers, as long as those computers have the special software (often 

called players or plug-ins) required to view, run, or listen to them. Some files require special hard­

ware in order to work. Other files, such as software programs that you download, can only run on 

a PC or a Mac, or they may require extra memory. 

In general, on the Internet you'll find three kinds of files: ASCII (American Standard Code for 

Information Interchange); EBCDIC (Extended Binary Coded Decimal Interchange Code); and bi­

nary. ASCII and EBCDIC are ways of organizing data into something we can understand. ASCII 

codes are computer codes that represent the characters on your screen, such as the uppercase 

letter A or a dollar sign ($). ASCII text files contain nothing but simple character data. They lack 

the sophisticated formatting commands that word processing or desktop publishing programs 

can apply to a document. EBCDIC is like ASCII but you won't normally find EBCDIC files be­

cause they're primarily used by mainframe computers. Binary files contain special coded data and 

can only be run or read by specific computers and software. 

In contrast to plain ASCII text files, there are files that contain sophisticated formatting and 

graphical information in them. Files that adhere to the PostScript page description language are 

of this type. These files are in fact ASCII files, but they contain information about how to format 

and print the file . There are other kinds of files that contain formatting and graphical informa­

tion, such as those in the Adobe Acrobat PDF format, but many of them are binary files instead of 

ASCII files. In order to view or print either of these types of files, you'll need special software 

readers. In the case of PostScript files, you'll generally need a special PostScript printer that can 

print files in that language. Files of this type can be viewed in two ways: either when you're online 

and connected to the Internet, or when you're offline and not connected. To view the files when 

online, you'll use special plug-in modules or helper applications for your Web browser. To view 

the files when offline, you'll need software readers. 

Sound, visual image, animation, and video files are also common on the Internet. These files 

are all binary files, which are made up of bits that are represented by Os and ls. Files of this type 

are often large, requiring special software readers, players, and sometimes hardware in order to 

play and read them. Some of these files can only be played or viewed on a specific type of com­

puter, whereas others can be played or viewed on many types of computers if you have the right 

software. Some of the files, such as streaming audio files and streaming video files, can be viewed 

while you're online, connected to the Internet. Other types of files need to be viewed with special 

readers or.players when you're off line. 
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PART I WHAT IS THE INTERNET? 

File Types on the Internet 
• There are many different types of files on the Internet. Each file has information contained 

in its header. The header is simply the first line of a file or a specific number of bytes at the 
beginning of a file. Software that can read or v iew the files looks into the header of a file 
to distinguish what kind of file it is, and then processes the file accordingly. 

You'll find graphics fi les in many formats, including GIF, JPEG, PNG, 
PCX, and TIF. GIF and JPEG are two of the most common graphics for­
mats. They allow the exchange of image files between different kinds of 
computers and can be downloaded to your computer quickly. A GIF 
reader or JPEG reader can read binary GIF and JPEG files and display 
them on your computer. Graphics programs w ill typically read both 
types of files. A GIF file contains the binary data that w ill display an 
image w hen v iewed w ith the proper reader. Your computer's v ideo card 
takes information from the reader and displays it on your computer's 
monitor. Both GIF and JPEG are the commonly used graphics formats in 
Web pages. Your Web browser has the abi lity to read and display these 
files on Web pages without needing any added softwa re . 

/Win35 Diet 290 dic1 def Wln350Oict 
boginlbd{bind def}bind deffln{72 
mul}bd/ed{mh def}bdlld{load 
def}bd/tr/translato ld/gs/gsave Id/gr 
/grestore ld/M/moveto ld/L/lineto 
1dt'rmtlrmoveto. ld/riL'rlinelo Id 
fretfrcurveto Id/st/stroke ld/nlnewpat 

ld/sm/setmatrix 
ld/cmfcurrentmatirx 
ld/cplclosepath ld/ARC/arcn ld/TR{65536 

divjbdnVsetlinejoin 
3 i roll}repeat setrgbeolor}ifelsejifel 
)blld{bR bG bB sc)bd~C eB sc) 

Rainkids 

Dear Kathy, 

Here's afew~tionsfOf 
theAC.A.P. newsletter. I 
scrcmed the photo you 
lil<td. then •OJt out• the 
background 11round the kids 
and s taff.The outpclt loiKls 
great. can me If you ~ 
mon! questions. 

D 

Video 
Display 
Card \ 

Software Engine 

Several different file types, such as 
Postscript (which ends in a .PS ex­
tension) and Adobe Acrobat (.PDF) 
files, contain complex information 
about documents. This includes· 
placement of pictures, size and type 
of fonts, and the complex shapes 
and formatting information that is 
needed in order to v iew the page. 
You ' ll need specific readers for 
Postscript and Acrobat files. These 
readers allow you to see the fully 
formatted pages on your screen 
over the Internet and print them if 
you w ish. 
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CHAPTER 6 

I] You' ll find many different kinds of binary multimedia files on the 
Internet that let you listen to or play sounds, music, and videos. 
Windows sound files (w hich end in a .WAV extension) and Macintosh 
sound files are common types of files that you can download to 
your computer and play w ith a sound player. Other sound fi les, 
such as those created by Real Audio software, allow you to listen 
to the sounds w hile the file is downloading. This process is ca lled 
streaming audio. W indows .AVI files are common animation files. 
Macintosh QuickTime and MPEG files (which end in an .MPG exten­
sion ) are common video formats. Other animation files allow you to 
watch the v ideo w hile the file is downloading. This process is called 
streaming video. You' ll need special software to use all of these 
types of files. 

INTERNET FILE TYPES 

J 

fl r 

D There are many executable programs you'l l find on the 
Internet that you can download to your computer and 
use just like any other kind of software. Because these 
software files ca n be large and take a long time to 
dow nload, it is often compressed to make it download 
faster. Once it's on your computer, you uncompress it 
with special decompression softwa re and run it like any 
other program. Frequently, PC software has been com­
pressed w ith PKZIP and has a .ZIP extension, whereas 
Macintosh software can be compressed w ith a variety of 
compression software. In general, PC files can only be 
used w ith PCs, w hile Macintosh files can on ly be used 
w ith Macintoshes. 

You' ll f ind many ASCI I 
text files on the Internet 
that you can read w ith 
a text editor or word 
processor. Th ese can 
be articles, FAQs (fre­
quently asked questions 
and their answers), or 
any other kind of infor­
mational files. 

Dear Kathy, 

Here's a few suggestions 
for the A.CAP. newsletter. 
I screened the photo you 
liked, then 'cut out" the 
background around the kids 
and staff.The output loads 
great. Call me if you have 
more questions. 

Josh 

Dear Kathy, 

Here's a few suggestions for the A.C.A.P. 
newsletter. I screened the photo you liked, then 
"cut out" the background around the kids and 
staff.The output loads great. Ca11 me if you have 
more questions. 

Josh 
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30 PART 2 THE INTERNET ' S UNDERLYING ARCHITECTURE 
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you browse the World Wide Web or do anything else on the Internet, you take for granted 

that all information will be handled in a timely way. When you send data, you expect it to get to 

its proper location quickly. It all appears so seamless, as simple as the U.S. mail being delivered to 

the proper address. In fact, though, every time you do the simplest thing, such as contacting a 

Web site, you rely upon a remarkably complex architecture made up of complicated hardware and 

software spread across the planet-architecture that has been developed over the years and'con­

tinues to be refined. This architecture is made up of your own computer and the software it runs; 

hardware, such as powerful servers that take your requests and then relay information to you; 

routers that examine every packet being sent across the Internet and ensure that it is sent to its 

proper destination; name servers that translate between alphanumeric Internet addresses, such as 

pgralla@zi ffdavis. com, and IP addresses, such as 123 . 22. 22 .112; and sets of rules that govern 

how computers on the Internet communicate with each other. When you look at it this way, it ap­

pears a remarkable feat that a simple piece of email you send to a friend manages to 

circumnavigate the globe and is received in a single piece. 

Consider what has to happen for that piece of email to be sent to your friend. After you com­

pose it on your computer and send it, it has to be broken down into many small pieces, and every 

one of those pieces has to be sent to the proper place and reassembled in the proper order. The 

email address, myf riend@hishome.com, for example, must be translated into its IP address, such 

as 123 . 22. 22. 112, so that the Internet's hardware and software can figure out how to get it to its 

proper destination. That translation has to occur in every single packet in the message. After the 

IP address is known, the packets have to travel through many routers across the Internet, each of 

which sends the packets on their way, closer to their final destination. Your email software and 

your friend's email software have to communicate with mail servers to send and receive the mail. 

When you look at it this way, it's not.quite so simple a task. 

The chapters in this section cover the underlying architecture of the Internet-the hardware, 

the software, and the general organization that you rarely see or think of, but without which the . 

Internet would not exist. 

Chapter 7, "How the Domain Name System Works," covers the Domain Name System (DNS) 

and domain name servers. The DNS and its associated servers perform the most basic of tasks for 

the Internet-translating between the common alphanumeric Internet addresses with which 

we're all familiar, such as prepg@tiac.com, and the IP addresses that Internet computers use, 

such as 112. 45. 45. 113. Computers and people "think" differently; we think in letters as well as 

numbers, but computers can handle only numbers. So the DNS translates between human-speak 
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and computer-speak. It ensures that when you send email or try to contact a Web site, the site you 

think you're contacting matches the one on the Internet. 

Chapter 8, "How the Routers Work," details how the most basic piece of hardware on the 

Internet-a router-works. Routers are combinations of hardware and software that perform the 

job of making sure that all data is sent to the proper destination. Think of routers as the traffic 

cops of the Internet. They use the IP addresses that the name servers have translated to route the 

data. Routers look at the address and then send the data to the next-closest router to the destina­

tion and so on, until the data is finally delivered. They use routing tables to determine how to 

route the traffic, and they can also adjust the routes as the traffic on the Internet changes, ensur­

ing that the data is routed in the most efficient way possible. 

Finally, Chapter 9, "The Internet's Client/Server Architecture," looks at the Internet's 

client/server architecture. Servers-also called hosts--are powerful computers that perform func­

tions such as delivering information or Web pages, hosting databases, or handling email. A client 

is your own computer and the software that sits on it, such as a Web browser or a piece of email 

software. Clients request information from servers, which do the heavy-duty processing and then 

send the information back to the client, which displays the information. 

So the next time you send a piece of email or view a Web page, realize that a lot is going on be­

hind the scenes. 
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1 
heart of how the Internet works is the Domain Name System (DNS), the way in which 

computers can contact each other and do things such as exchange email or display Web pages. 

When someone on the Internet wants to contact a location-for example, to visit a Web site-he 

or she will type in an address, such as www. metahouse. com. The Internet Protocol (IP) uses 

Internet address information and the DNS to deliver mail and other information from computer 

to computer. 

The DNS translates the plain English address, www . metahouse . com, for example, into num­

bers that Internet computers can understand, such as 123 . 23 . 43 . 121. In order to do this effi­

ciently, the Internet has been organized into a number of major domains. Major domains refer to 

the letters at the end of a plain English address, such as . com. A number of common domains are 

used in the United States: . com (commercial); . edu (education); . gov (government); . mil (mili­

tary); . net (Internet service providers and networks-companies and groups concerned with the 

organization of the Internet); and . org (organization). Because the number of Internet sites has 

been growing exponentially, the domain name system is being expanded and may also include at 

least seven additional domains, such as . web for Web. Only two letters are used outside the United 

States to identify the domains; for example, . au for Australia; . ca for Canada; . uk for United 

Kingdom; and . fr for France. 

Domains are organized in a hierarchical manner, so that beneath major domains are many 

minor domains. As an example of how the DNS and domains work, look at NASA's SPACElink 

Internet address: space link. msfc . nasa. gov. The top domain is . gov, which stands for govern­

ment. The domain just below that is . nasa, which is the NASA domain. Then below that, . msfc 

(Marshall Space Flight Center) is one of NASA's many computer networks. Spacelink identifies 

the NASA computer that runs the SPACElink program. SPACElink's numeric IP address has 

changed through the years, but its Internet address has stayed the same. 

The DNS system keeps track of changes such as the one just mentioned so that even when an 

IP address changes, if the Internet address is used, email will always be delivered to the proper 

place. Computers called name servers are responsible for keeping track of such changes and trans­

lating them between IP addresses and domain addresses. Name servers also work with the DNS to 

ensure that mail is delivered to the right person. They make sure that when you type in a Web 

Uniform Resource Locator (URL) you're sent to the proper location. Lastly, they're responsible for 

properly routing all messages and traffic on the Internet. 

The Internet can't understand alphanumeric Internet addresses such as pg ralla@zi ff -

davis. com, so name servers translate that address into its proper numeric IP address, such as 
163 · 52. 128 . 72 . Name servers contain tables that match alphanumeric Internet addresses to nu­
meric IP addresses. 
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How Domain Name System 
(DNS) Servers Work 

Browser 
Sue 

e 

www.zdp.com 

~ When a particular uniform resource 
locator (URL) needs to be contacted, the 
address with the URL must be matched to 

• Intranet 
Nameserver 

the true IP address. Your Web browser first goes to a local name server 
maintained by your ISP, on line service, or company to get this information. 
If the IP address is a local one-on the same network as the one you are 
on-the name server will be able to resolve the URL with the IP address. It 
will send the true IP address to your computer. 

Browser 
Joe 

Intranet 
Nameserver 

D If the information you have requested isn't on a local network, the local name server may 
not have the address you're looking for. In that instance, the local name server must get 
the information from a name server on the Internet. The local name server contacts the 
root domain server. The root domain server tells the local server which primary name 
server and secondary name server have the information about the requested URL. 

Browser 
Sue 

lnterNlc 
Internet 

Nameserver 
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D Your Web browser now has the true IP ad­
dress of the place you're trying to locate. 
It uses that IP address and contacts the 
site. The site sends you the information 
you've requested. 

Intranet 
Nameserver 

Secondary 
Nameserver 

The local name server now 
contacts the primary name 
server. If the information can­
not be found in the primary 
name server, the local name 
server contacts the secondary 
name server. One of those 
name servers will have the 
proper information. It will 
then pass the information 
back to the local name server. 

Browser 
Sue 

-
-

interNic 
Internet 

Nameserver 

D 

--
Web Site 

Browser 
Joe 

The local name server 
sends the information 
back to you. Your Web 
browser now uses the IP 
address to contact the 
proper site. 
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are the traffic cops of the Internet. They make sure all data gets sent to where it's 

supposed to go via the most efficient route. When you sit down at your computer on the Internet 

and send or receive data, generally that information must first go through at least one router and 

often more than one router before it reaches its final destination. 

Routers open the IP packets of data to read the destination address, calculate the best route, 

and then send the packet toward its final destination. If the destination is on the same network as 

the sending computer, such as within a corporation, the router will send the packet directly to the 

destination computer. If the packet is destined for a destination outside the local network, the router 

will instead send the packet to another router closer to the destination. That router in turn will send 

the packet to a yet-closer router, and so on, until the packet reaches its final destination. 

When routers determine the next router to receive packets, factors such as traffic congestion and 

the number of hops (routers or gateways on any given path) come into play. The IP packet carries 

a segment that holds the maximum hop counts it can travel and a router will not use a path that 

would exceed that predefined number of hops. 

Routers have two or more physical ports: receiving (input) ports and sending (output) ports. 

In actuality, every port is bidirectional and can receive or send data. When an input port receives 

a packet, a software routine called a routing process is run. This process looks inside the header in­

formation in the IP packet and finds the address where the data is being sent. It then compares 

this address against an internal database called a routing table. The routing table has detailed 

information about the ports to which packets with various IP addresses should be sent. Based on 

what it finds in the routing table, the router sends the packet to a specific output port. This output 

port then sends the data to the next router or to the destination itself. 

At times, packets are sent to a router's input port faster than the port can process them. When 

this happens, the packets are sent to a special holding area called an input queue, which is an area 

of RAM on the router. That specific input queue is associated with a specific input port. A router 

can have more than one input queue. Each input port processes packets from the queue in the 

order in which they were received so the first packets sent in are the first to get processed and 

sent out. 

If the number of packets received exceeds the capacity of the queue ( called the length of the 

queue), packets may be lost. When this happens, the TCP protocol on the sending and receiving 

computers will have the packets re-sent. 
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How Routers Work 
~ A router has input ports for receiving IP packets and output ports 

for sending those packets toward their destination. When a packet 
comes to an input port, the router examines the packet header and 
checks the destination in it against a routing table-a database that 
tells the router how to send packets to various destinations. 

I I 
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Dynamic Routing Table 

125.0.0.* 
'.123.5.8.* 

\27,7.13.* 
117.13.26.* 
12'u.3.* 

123.5.9.4 
125.16.16.31 
120.15.15.7 
121.1.17.3 
123.13.7.9 
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D Dynamic routing is 
•• •• 

more useful than static rout­
ing. It allows a packet to have 

•• •• •• 
multiple routes to reach its final desti­
nation. Dynamic routing also allows routers 
to change the way they route information 

·1 

122.0.0.1 
121.5.8.4 
124.7.13.21 
127.13.26.3 
126.7.3.5 

123.5.9.4 
125.16.16.31 
120.15.15.7 
122.1.17.3 
120.13.7.9 

based on the amount of network traffic on some paths and routers. In dynamic 
routing, the routing table is called a dynamic routing table and changes as net­
work conditions change. The tables are built dynamically by routing protocols, 
constantly changing according to netw ork traffic and conditions. 

t':J There are two broad types of routing protocols: interior 
and exterior. Interior routing protocols are typically used 
only on routers in a company's intranet, or internal net­
work. These interior routing protocols route traffic bound 
only for inside the intranet. A common interior routing 
protocol is the Routing Information Protocol (RIP). 
Exterior protocols are typically used for routers located 
on the Internet. A common exterior routing protocol is 
the .Exterior Gateway Protocol (EGP). 
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B Based on the information in the routing 
table, the packet is sent to a particular 
output port, which sends the packet to a 
router that is one step closer to the 
packet's destination. 

Router 

Output Port 

EJ A simple kind of routing table is called a static 
routing table. In static routing, the routing table 
has specific ways of routing data to other net­
works. Only those pathways can be used. New 
routes can be added to the routing table. Static 
routing can't adjust routes as network traffic 
changes so it isn't an optimal alternative for 
many routers. 

D 

Dynamic Routing Table 

/ 123.5.9.4 
~ 125.16.16.31 

------· 120.15.15.7 . , 
1 , 121.1.1 
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If packets come to the input port more quickly than the 
router can process them, they are sent to a holding area 
called an input queue. The router then processes pack­
ets from the queue in the order they were received. If 
the number of packets received exceeds the length of 
the queue, packets may be lost. When this happens, the 
TCP protocol on the sending and receiving computers 
will have the packets re-sent. 

Static Routing Table 

123.5.9.4 
125.16.16.31 
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123.13.7.9 
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Internet works on the client/server model of information delivery. In this model, a client 

computer connects to a server computer on which information resides; the client depends on the 

server to deliver information. In effect, the client requests the services of the larger computer. 

These services may involve searching for information and sending it back to the client, such as 

when a database on the Web is queried. Other examples of these services are delivering Web 

pages, and handling incoming and outgoing email. Whenever you use the Internet, you're con­

nected to a server computer and requesting the use of that server's resources. 

Typically, the client is a local personal computer and the server (also known as the host) is 

usually a more powerful computer that houses the data. These computers can be of many differ­

ent kinds: powerful Windows-based PCs, Macintoshes, and a wide variety of hardware that runs 

the UNIX operating system, such as computers made by the Digital Equipment Corporation. 

The connection to the server is made via a LAN (local area network), a phone line, or a TCP/IP­

based WAN (wide area network) on the Internet. A primary reason to set up a client/server net­

work is to allow many clients to access the same applications and files that are stored on a server. 

In the case of the Internet's World Wide Web, the client is actually the browser on your PC and 

the server is a host computer located somewhere on the Internet. Typically, the browser se.nds the 

server a request for a specific Web page. The server processes that request and sends an answer back 

to the browser (again, most often in the form of a Web page). 

The connection between the client and server is maintained only during the actual exchange 

of information. Thus, after a Web page is transferred from the host ( or server) computer, the 

HTTP connection between that computer and the client is broken. (HTTP stands for Hypertext 

Transfer Protocol; it's the protocol used by the World Wide Web. ) Even though the HTTP connec­

tion is closed, the ISP maintains the TCP/IP connection to the Internet. 

The client/server model enables the desktop PC to run the browser software to search the Web, 

yet still access host servers around the Internet to execute search and retrieval functions. In essence, 

this architecture enables the Web to be conceived of as a limitless file storage medium and database, 

distributed among thousands ofhost computers, all accessible by any individual PC. 

The following illustration shows how the Web runs on a client/server architecture. Keep in 

mind that all other resources on the Internet run on the client/server model as well. For example, 

in email transactions the client would be the email software on your computer while the server 

would be the email server into which you connect. 
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How Client/Server 
Architecture Works 

• The PC-based browser software controls the 
client end of the Web application. Using TCP/IP, 
the browser issues HTTP requests to the host 
server. The browser can request a specific 
Web page or it can ask the host server to 
perform a database query. In either in­
stance, the request is broken into 
HTTP packets that are sent across 
the Internet's TCP/IP communi­
cations infrastructure to the 
host computer. 

--------~---

The host computer runs·the 
server software that enables 
the host to separate the actual 
request from the packets and 
perform the asked-for services. 
This-will either involve retriev­
ing and sending back to the 
cflent PC the specified Web 
page, or executing a database 
search and send ing back to 
the client the result in the form 
of a Web page. 
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D The host computer houses the Web 
site. Web server software enables 
the host to locate a requested page 
and return it to the client. 

IJ Database and other similar applications on the 
host computer are accessed and controlled 
through a common gateway interface (CGI). 
When the server receives the request for the 
database query, it forwards the request to a 
separate, dedicated database server or appli­
cation for processing via the CGI. 
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46 PART 3 CONNECTING TO THE INTERNET ----~----------~-~------

you know the basics of what the Internet comprises, and you know about its underlying 

architecture. So how do you actually connect to it? 

You can connect to the Internet in many ways-and many more pop up practically every day. 

They range from simple telephone dial-in connections to special ISDN high-speed dial-ins, to 

television connections, Digital Subscriber Lines, and more. You can have a direct connection at 

your place of work or your university. You can browse the World Wide Web through a telephone 

line connection at home. Your computer can be merely a "dumb terminal" that can gain access to 

only a few Internet resources, such as a library database, or your computer can be a full Internet 

computer with access to everything the Internet has to offer. In this part of the book, we'll look at 

the myriad ways that people and computers gain access to the Internet. 

One general rule is true about Internet connections: the faster the better. People want the 

fastest connection possible because many pictures, sounds, and videos are available on the 

Internet. Today, the two most common ways you can connect to the Internet are through a corpo­

rate or university LAN (local area network) or over telephone lines. Direct connections over LANs 

are generally faster than telephone line connections-although a new telephone technology called 

Digital Subscriber Lines (DSL) is changing that. Tomorrow, television and cable connections may 

be just as common. 

In this section we'll look at all the ways that computers can connect to the Internet. Chapter 

10, "Connecting Your Computer;' gives an overview of the types of Internet connections that are 

possible. Not only will we examine different kinds of network connections and phone-line con­

nections, but we'll also look at newer, high-speed connections that are becoming available; cable 

modems and DSL are two such examples. 

Online services, such as CompuServe, America Online, and the Microsoft Network, at one 

time competed directly with the Internet for users. Now, instead of competing, those online ser­

vices have joined the Internet club and provide Internet access to users. An online service can be 

one of the simplest ways to get an Internet connection. When you connect to an online service, 

you also get a full connection to the Internet. Chapter 11 , "Connecting to the Internet from 

Online Services," examines how online services make that Internet connection. 

Someday, we all expect to have extremely high-speed connections to the Internet, possibly via 

fiber-optic cabling in our homes. In fact, some communities are already installing such fiber op­

tics. However, for the whole country to be wired will cost billions of dollars, and that capability 

appears to be at least several years away, if not longer. A quicker solution to reasonably priced, 

high-speed connections is ISDN (Integrated Services Digital Network). ISDN enables us to con­

nect at high speeds to the Internet via normal, existing telephone lines. Not every area in the 
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country has ISDN yet. In some areas it can be an expensive option, but in others it is reasonably 

priced. It requires a special modem, as well. However, it is an increasingly popular way to get to 

the Internet at very high speeds-much faster than even the highest-speed modems. Chapter 12, 

"How ISDN Works," explains that new technology. 

Chapter 13, "The Internet/Television Connection," looks at what may become one of the pri­

mary ways that many of us connect to the Internet-through some kind of television connection. 

The chapter looks at the most common types of television connections, using cable television as a 

way to get onto the Internet, and how to use an ordinary television to browse the Internet. A cable 

connection allows you to use your normal cable TV wires to hook up your PC to the Internet­

and does it at exceedingly high speeds, far beyond even what ISDN has to offer. Meanwhile, 

services such as Web TV go a different route-they enable you to browse the Web using a normal 

TV, although they often make the Internet connection using telephone wires instead of cable 

wires. 

Chapter 14, "How Network Computers (NCs) Work;' details one of the more intriguing ways 

to hook yourself into the Internet, via Network Computers, or NCs (sometimes also called infor­

mation appliances). This calls for very low-cost computers-at perhaps $500 or so-that have no 

local storage or software; instead, all software and storage are held on the Internet. 

Chapter 15, "How the Digital Subscriber Line (DSL) Works," looks at one of the newer high­

speed ways to connect to the Internet-DSLs. These connections enable you to use existing 

telephone lines to hook up to the Internet at extremely high speeds. To use it, you'll need a special 

DSL modem, and your phone company needs the special modems as well. 

As you'll see in this part of the book, it will become increasingly easy to connect to the 

Internet-and at increasingly higher speeds. Not only will you be able to do things faster on the 

Internet, but you will also be able to access entirely new services that will contain video, anima­

tion, and other high-bandwidth content. 
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are many different ways your computer can connect to the Internet, ranging from 

dial-in connections to LANs (local area networks) to connections over cable TV wires. If you are 

connected to a LAN or campus network at your business or school, you may already be connected 

to the Internet. If the LAN or campus network that you're on is connected to the Internet via a 

router or bridge, that means your computer is also connected to the Internet. Often, this offers 

higher-speed access than when you dial into the Internet. If you're not connected to the Internet 

via a network, there are a variety of options for accessing the Internet and many more appear 

every day. 

One option is to find a network or ISP (Internet service provider) that lets you dial into it with 

your home computer. You can do this with terminal emulation software that makes your computer 

function like a "dumb terminal." In this case, the Internet software doesn't actually run on your 

computer. Instead, you run it on the computer you've connected to and your screen merely shows 

what's happening on the computer you've dialed into. If you connect in this way, the Internet ser­

vices you can access are severely limited. For example, you generally won't be able to see graphics 

while you browse the most popular part of the Internet, the World Wide Web. 

If you want to tap the full power of the Internet over telephone lines, you'll need full Internet 

connections, such as those that are available with SLIP (Serial Line Internet Protocol) and PPP 

(Point-to-Point Protocol). When you dial into the Internet with these protocols, your computer 

becomes a part of the Internet and you can use all the processing power you've got. PPP is newer 

and more stable than SLIP and can retransmit packets if they get garbled, which is a fairly common 

situation you'll encounter when sending information over telephone lines. 

ISDN (Integrated Services Digital Network) lines provide high-speed connections to the 

Internet. Typically, these speeds range from 64Kbps to 128Kbps. You'll need a special ISDN modem 

and an ISP that offers ISDN access. Asymmetric Digital Subscriber Line (ADSL), a newer technol­

ogy, allows for very high-speed connections over existing telephone wires, but your ISP will have 

to support the technology. 

Another option is a special cable modem that allows you to use your coaxial television cable to 

access the Internet. Your local cable company may be able to provide you with this service. Speeds 

can be up to 100 times faster than regular modem speeds. 

There are many different kinds of connections you can use to hook up to the Internet. Start at 

your local college or library. Contact an ISP and find out about their fees. There are many na­

tional and local service providers, so shop around. Lastly, the major online services now include 

Internet access, so you can easily use them to connect to the Net. 
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Dumb terminal A terminal that is connected to a main­
frame, minicomputer, or other kind of large computer. 
This type of connection can often be found in libraries or 
universities although those institutions are moving to­
ward offering fuller Internet access than dumb terminals 
provide. 

D Terminal emulation A personal computer can connect via modem 
to a large computer and run a term inal emulation program. The 
most common terminal emulation is t he VT-100. The computer 
works like a dumb term inal, except it is connected via a phone line 
instead of a direct connection. Often, you won't be able to use the 
graphical part of the Internet, such as the World Wide Web, with this 
kind of access, although you' ll be able to browse the text-only por-
tion of the Web. This kind of Internet account is sometimes called a 
shell account. Termina l emulation has become increasingly rare. 

Direct connection LANs or large com­
puters such as mainframes can be di­
rectly connected to the Internet. When a 
LAN is connected to the Internet, all the 
computers on the network can have fu ll 
access to t he Net. This kind of access is 
common inside corporations. 

I] SLIP (Serial Line Internet Protocol) A 
full Internet connection over telephone 
lines that sends Internet packets via 
9,600bps modems or better. 

Mainframe 

. . ,I · 
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TV 
Web TV =·---

(:J Web TV You can also access the 
Internet directly on your television 
set by using a set-top box that dials 
into the Internet and then displays 
Web pages on your television set. 
The best known of these is the 
WebTV set-top box and network. 

Online services All of the major 
onl ine services allow you to tap 
the ful ower of the Internet. No 
special setup is required . When 
you di into the online 
service, ou'II be able to use the 
Internet's resources, including 
browsing the World Wide Web. 

Network Computer (also called an NC or Internet "appliance") 
Some peop le believe that a low-cost Network Computer will eventu­
ally be widely used to access the Internet. This would be a computer, 
modem, and monitor t hat would not include a hard disk or CD-ROM 
drive or very much processing power. Programs would be run from 
the Internet i.!Jstea o ro --th.e C and data would be stored on the 
Internet i stead of on the NC. 

PPP (Point-to oint Protocol) Like SLIP, this is a 
fu 11 Intern et c nnection over telephone lines via 
modem. It is re reliable than SLIP because it 
double-checks to ake sure that Internet packets 
arrive intact. It resends any damaged packets. 

fl Cable modem The Internet can be accessed 
over some cable TV systems using the coaxial 
cable that carries te levision signals. A special 
cable modem must be used. Cable modems may 
be able to send and rece ive data at speeds from 
20 to 100 times as fast as conventional modems. 
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are many ways to get access to the Internet; one is by using an online service such as 

CompuServe or America Online. These online services have long provided their own unique con­

tent, special areas, and services available only to their subscribers. They use proprietary software 

and interfaces to give subscribers access to their resources. Unlike most of the Internet, the con­

tent, areas, and services the online companies provide are not always free. In order to get them, 

you may have to pay a monthly subscription fee to the online service. These online services are 

different from Internet service providers (ISPs) that offer only access to the Internet and don't 

have their own private areas and services. 

The services let you access the Internet in a number of ways. To make it easier to use the 

Internet's resources, the services often use their own proprietary software or "user interface." 

The user interface requires you to issue a command that is then sent out over a gateway to the 

Internet. The information you've asked for is retrieved, sent back over the gateway to your online 

service, and is displayed for you using the online service's proprietary software. 

Most online services also allow you to use your own client software to get to the Internet. To 

do this, you essentially bypass the online service's proprietary interface. You use the online service 

as you would a dial-in ISP. First, you dial into the online service to establish a TCP/IP connection. 

Then you launch the client software on your computer. It is the TCP/IP connection that gives you 

access to the Internet's resources. 

Online services also let you browse the Web. Some let you use only their own proprietary 

Web browsers. Others have their own proprietary Web browsers, but also allow you to browse 

the Web using any Web browser of your choice. To use your own Web browser, you first dial into 

the service to establish a TCP/IP connection. Then you launch your own Web browser and you 

can browse the Web just as you would with any other dial-in ISP. 

In addition to letting you browse the Web, online services also let you use other Internet resources 

such as Telnet (which lets you gain access to a distant computer on the Internet), Gopher (a menu­

ing system that gives you access to a great deal of information and resources), IRC (chat on the 

Internet), and Usenet newsgroups (public Internet discussion areas). In some instances, you'll gain 

access to those resources using the online service's proprietary software while in other instances 

you'll use normal Internet client software. 

Increasingly, the online services are moving toward eliminating their proprietary architecture 

altogether. The trend is to build the service on the same framework as the Internet, such as the 

TCP/IP protocol and related technologies. The Microsoft Network, for example, is now based 

entirely on TCP/IP and Prodigy has launched an Internet-specific version of its service. America 

Online and CompuServe are both incorporating elements of Internet technology inside their 

· services and may one day go entirely to an Internet-based model. 
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How Online Services 
Connect to the Internet 

~ Online services such as CompuServe or America Online provide a very convenient 
way to use Internet resources. These services have their own software that makes it 
easy to access Internet resources such as Telnet , Gopher, and FTP. Some also allow 
you to use you r ow n Telnet, FTP, Gopher, or other software instead of theirs. Using 
t hese resources, you may browse the World Wi e e , e1t er 1ttrttreirown propri- ~~---.-l 
etary Web browser or by using any other Web browser. Finally, some services let 
you use special software required to access Internet resources such as IRC (Internet 
Relay Chat). 

D Each online service has a great deal of re­
sources, content, and special areas that are 
not available to anyone except people w ho 
subscribe to that particular service. These 
areas use the online service's own propri­
etary software and interface; they do not 
work like the Internet. You dia l directly into 
the on line service to get at these resources. 

- Online 
Service 

D 

- Online 
Service 

When you use th e resources of an on l ine 
service, you don't go outside the service to 
the Internet-instead, you stay behind a 
f irewal l. A firewall is a security system of 
accepting or blocking packets as they are 
transmitted across a network. Indiv idual 
on line services establ ish firewalls that only 
let subscribers into the service. 
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D Most services also let you use 
your own client software to ac­
cess Internet resources such as 
Telnet , Gopher, FTP, and IRC that 
the services do not have propri­
etary software for. In order to do 
this, you dial into the on line ser­
vice and establish a TCP/IP con­
nection. You can then get 
directly .onto the Internet using 
your own client software. 

Online services also let you 
browse the World Wide Web. 
One way to browse the Web 
is to use the online service's 
own proprietary Web browser. 
Typically, you can launch a 
browser by clicking on an icon 
or going into a special area of 
the online service. 

EJ Online services use their own 
proprietary software and inter­
face to give you access to many 
common Internet resources, such 
as Usenet newsgroups, Telnet, 
Gopher, and FTP. You issue a 
command using the onl ine ser­
vice's own software. The online 
service then sends the command 
out over the Internet v ia a gate­
way to retrieve the information. 
The information is sent back via 
a gateway, through the on line 
service's own software, and then 
to your computer. 

Some online services let you 
use any Web browser you 
want to browse the World 
Wide Web. In that instance, 
you can click on an icon on 
the onl ine serv ice, go into a 
special area of t he on line 
service, or simply launch 
your Web browser on your 
own computer, and then 
beg in browsing the Web. 
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common complaint about the Internet is that ordinary telephone connections are too 

slow. Even "high-speed" modems that can connect at 28,800Kbps can be too slow to take advan­

tage of the rich graphics now available. The Internet is full of graphics, videos, sounds, and other 

multimedia files that are very large and take a very long time to be sent across the Internet to your 

computer. 

One affordable way to get a faster Internet connection is to use ISDN (Integrated Services 

Digital Network). It's a technology that's been around for years, but the advent of the Internet 

and the need for higher-speed connections has made it more popular. 

ISDN allows for high-speed connections to the Internet using existing copper cable telephone 

wires. It isn't available to everyone in the country yet because it requires telephone companies to 

install special ISDN digital-switching equipment. However, every day more areas of the country 

offer ISDN service. If ISDN is available in your area, you'll pay extra for the service compared to a 

normal telephone line. In order to use ISDN and the Internet, the number you're dialing will have 

to be equipped for ISDN access. Many private Internet dial-in providers and online services allow 

for ISDN access. 

ISDN also requires that you have an ISDN modem. Although it looks like a modem, an ISDN 

modem isn't really a modem at all. Instead, it's a terminal adapter, a piece of hardware that lets 

you send and receive digital signals over ISDN phone lines. Normal modems transform digital sig­

nals from your computer into analog signals that can be sent over normal analog telephone lines. 

Because ISDN is a digital technology, only digital data is sent by the ISDN adapter. Some ISDN 

devices include the capability to function as a regular modem. This capability is needed because 

not every place you can dial into with your computer lets you use ISDN; some services presently 

only allow regular modem access. 

There are different kinds of ISDN access, but the most common one is known as Basic Rate 

Interface (BRI). BRl divides your telephone line into three logical channels. The logical channels 

are not separate wires, but instead are ways in which data is sent and received over your telephone 

lines. BRI has two 64Kbps B (bearer) channels and one 16Kbps D (data) channel-commonly re­

ferred to as 2B+ D. The D channel sends routing information while the two B channels send data. 

You can talk on one B channel while cruising the Internet on the other channel. Or, if your hard­

ware and ISP or online service allows it, you can combine the two B channels into a single high­

speed 128Kbps channel. 
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How ISDN Works 
ISDN (Integrated Services Digital Network) is a way of establishing very high-speed con­
nections to the Internet using existing copper telephone wires. No new telephone wires are 
needed in order for you to use ISDN. To allow you to use ISDN, your local telephone com­
pany will need to have installed special ISDN digital switches. In ISDN, all the information 
sent between your computer and the Internet is digital. Not all areas of the country have 
ISDN access yet. Call your telephone company to find out if it is available to you. 

D In order to use ISDN service, a computer requires an ISDN modem. In fact , this " modem" 
isn't really a modem at all and should be called a terminal adapter instead. A normal 
modem (short for modulator/demodulator) converts the information inside your com­
puter from digital signals into analog signals that can be sent over telephone lines. ISDN 
is a digital technology so there is no need to convert information from digital to analog . 
Instead, the ISDN "modem" sends digital information from your computer over ISDN 
telephone lines and receives digital information from telephone lines. 

D Unlike normal telephone lines, ISDN lines do 
not receive power from the telephone com­
pany. Instead, they have to use power from 
an outside source. Generally, ISDN modems 
also need a power source. In the event of a 
blackout or power failure, however, ISDN 
lines will not work. 

l l •• • •••••••••• 

EJ There are a number of variations of ISDN 
service, but by far the most common is 
known as Basic Rate Interface (BRI). With 
BRI, your telephone line is divided into 
three logical channels. These logical 
channels are the means by which data is 
sent and received over your telephone 
line. BRI has two 64Kbps B (bearer) chan­
nels and one 16Kbps D (data) channel. 
This is commoniy referred to as 2B+D. 
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D The B channels are used to send your data 
and can be used simultaneously. So, for 
example, you can be talking on the tele­
phone through one B channel w hile cru is­
ing the Internet on your computer over the 
other B channel. The D channel is used to 
send signaling information for routing the 
data that is being sent over the B channels. 

In-Band 
Signaling 

l:J Not all telephone companies have the capability to use the D channel to send signaling informa­
tion. In cases where the D channel can't be used for signaling information, that information is in­
stead delivered over the B channels. ln ·this instance, each B channel can only send and receive 
data at 56Kbps because the other 8Kb in each channel is used for signaling information. When 
the B channels carry signaling information, it is referred to as out-of-band signaling. When the D 
channel carries signaling information, it is referred to as in-band signaling. 

When accessing the Internet, ISDN generally uses the 
Point-to-Point Protocol (PPP). However, with the Multilink 
PPP (MP) protocol, the two B channels can be combined 
into a single channel for a speed of 128Kbps w hen in-band 
signaling is used and 112Kbps when out-of-band signaling 
is used. 
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people first began talking about the "information superhighway" about five years ago, it 

wasn't the Internet they were talking about. Instead, it was television-and specifically cable tele­

vision-that they believed would change the way we lived and worked. There were visions of 500 

TV channels, "interactive television," shopping from home, and customized news available when­

ever you wanted it. This information superhighway was going to hook us all together electronically 

so we could more easily communicate and get information, services, goods, and entertainment. It 

didn't pan out that way. Instead, the Internet has become an information superhighway that can 

do almost everything people imagined could be done by using cable TV. 

How much longer the Internet will be the sole driving force behind the information super­

h ighway remains to be seen. Every day, TV and the Internet are drawing closer to one another. 

The Internet is gaining more TV-like qualities, such as the capability to play videos and music, 

and even the capability to broadcast live video feeds. Television technology is also developing in 

ways that will make it more interactive, like the Internet. 

Eventually, the Net and TV will most likely merge in some way. Here's one example of how this 

might work. You may be able to watch a sporting event and simultaneously chat with others while 

you're watching-all on the same screen. Furthermore, when a batter came up to bat during a 

baseball game, you would be able to use the Net to get detailed statistics about the batter, and even 

past videos and highlights of his career. 

Television and the Internet have already begun to merge in a very real way, primarily through 

two different technologies: cable modems and TVs that connect to the Net, allowing you to browse 

the Net through your TV set, such as Web TV. 

Cable modems offer extremely high-speed access to the Internet. They allow you to access the 

Net using the existing coaxial TV cable that comes into your house. Cable modems can receive 

data at up to 1.5 million bits per second and can send data at up to 300,000bps-far faster than 

normal modems and ISDN lines. They offer Tl-like speeds, but at a fraction of the cost of Tl lines. 

They can deliver these high speeds because they are sent through high-capacity cable lines. Because 

Internet data and the normal cable signal coexist on the same lines, you can access the Net and 

watch TV simultaneously. The illustration in this chapter describes how MediaOne provides cable 

modem access to its customers. 

A different technology allows you to browse the Web using your television set. A set-top box 

connects your TV to the Net via a modem, takes the signal from the modems, and sends it to the 

TV. A remote control-like device allows you to browse the Web while watching TV at the same 

time. As of this writing, the connection is still made via normal modem speeds, so access is far 

slower than with a cable modem. That, however, may change in the future. 

6 I 
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How Cable Modems Work 

TV 

~ The coaxial cable-sometimes called a broad­
band wire-that comes into a home from a pole 
is divided into two connections by a splitter in­
side the home. One part of the w ire goes to the 
normal set-top box that provides cable TV ac­
cess. The other part of the wire goes to a cable 
modem, sometimes called a broadband modem. • 

Internet Data 

TV Transmission 

D The signals fo r sending and receiv­
ing data to and from the Internet 
travel through the coaxia l cable, 
through the cable modem, and 
into your computer through the 
network card. The coaxia l cable 
carries television and computer 
signa ls simultaneously. The com­
puter signals travel on a 6MHz 
channel w ithin the broadband 
spectrum on the coaxial cable. 

Splitter 

Coaxial 
Cable 

Cable Modem 

c -- , ....... m 
Ethernet Card 

D The cable modem attaches to an 
ethernet network card inside the 
computer. The network card is con­
figured the same as any other net­
work card on a computer that is 
attached to the Internet and has a 
network address. 

The cable company divides each town 
or city into neighborhoods of about 500 
homes, all of which are located on a 
single local area network, or node. All 
of those 500 homes will share the 
node. Both television and Internet data 
travel to and from those 500 homes to 
the node over coaxial cables. If many 

e simultaneously access the 
single node, access will 

n,-n."flnl a few people si­
multaneously access e nternet. 
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Newsgroup 
Server 

Proxy Server Mail Server 

D 

fl The head end also has high-speed Internet servers. A 
news server offers access to Internet Usenet news­
groups at a high speed because people access the 
server via the high-speed fiber-optic w ires and coax­
ial cables instead of having to go out over the slower 
Internet. Additionally, proxy servers cache in their 
memory the most current versions of the more fre­
quently accessed sites on the Internet. In that way, 
cable modem customers can get high-speed access 
to the sites because they get them via high-speed 
fiber-optic wires and coaxial cables instead of having 
to go out over the slower Internet. 

r:J The head end receives television 
transmissions from satellites and 
has Internet access via high-speed 
links to the Internet. These feeds 
provide the cable programming and 
Internet access to cable customers. 

The nodes are connected via high-speed fiber­
optic lines to a "head end" cab le facility. A single 
head end typically handles al l the nodes for four 
to ten towns. The head end is responsible for 
delivering television programming and Internet 
access to the cable customers. 

Node 

Satellite 
Dish 

High-Speed Internet Access 
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How WebTV Works 

D The Web TV set-top box has the capabil­
ity to accept add-ons in a sim ilar way to 
how computers can accept add-ons. The 
first add-on is a printer, but others are 
expected to fo llow. 

Printer 

.. 

Cable TV 
Line 

~ Web TV allows people to brow se the Internet 
through a TV set and watch telev ision at the 
same time. A special Web TV set-top box sits 
next to a television set. The box has normal 
connectors to the television and/or cable se r­
vice, and special connectors to a modem and 
phone line. It also has the memory required to 
run a Web browser along w ith other hardware 
and softw are. 

TV 

D Television screens and comp uter monitors use different tech­
nologies to display pictures and information. Computer moni­
tors use Red-Green-Blue (RGB) technology in which the three 
colors are combined to form all the colors you see on your 
monitor. Televisions use NTSC (Nationa l Television Standards 
Committee) technology. The Web TV set-top box converts the 
signal from the RG B of the Web to the NTSC used by televi­
sions so that the signal wi ll be as clear as possible. 
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D To speed up access to Internet sites, the WebTV net­
work runs a series of proxy servers. These proxy 
servers cache commonly accessed Web pages. When 
someone w ho uses Web TV goes to one of those 
pages, the page w ill be delivered from the proxy 
server, w hich w ill deliver the page at a higher speed 
than if it w ere accessed from the Internet. 

Web TV Network VPN 

ISP 

Proxy 
Servers 

ISP 
ISP 

~ ISP 

ISP 

IJ When you w ant to access the Internet, the Web TV box connects to the Web TV network 
to get access to the Internet. The Web TV network is not a single network, but instead a 
Virtual Private Network (VPN). Web TV makes deals with ISPs (Internet serv ice providers) 
across the country to provide access via local POPs (points of presence); encryption 
technology knits it all together into what appears to be a single network. This VPN has 
many Web servers on it to provide capabilities such as email and other services. 

[:) Web TV uses its own proprietary Web browser, 
which adheres to HTML standards and can run 
common plug-ins. The browser is designed for 
optimal display on a television set. Some sites, 
such as TV Guide, have developed Web sites 
that make the best use of the browser. 

fl The ability to brow se the Web is con­
trolled by a simple remote control 
unit that allows people to scroll , 
move around the screen, and " click" 
on objects. The control also allows 
people to either brow se the Web, 
w atch television, or to view the Web 
and television simultaneously. 
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are those who believe that because of the widespread use of the Internet, the days of 

traditional computers are numbered. To some, it stands to reason that the Network Computer 

(NC) could take over. The NC will cost less than the traditional systems and will be able to do 

anything you need it to do because of its intimate tie-in to the Net. Some NCs are available now 

and their use is expected to grow in the future. 

The NC can cost $500 or less because it doesn't require nearly as much hardware as a tradi­

tional system. It does not include a hard disk or CD-ROM drive, which cuts the cost of the com­

puter significantly. 

NCs don't require local storage or CD-ROM drives because the files and software aren't stored 

locally on the NC. Instead, the files and software are stored on the Internet, on special, secure NC 

servers. The software is Java-based, so it's portable across a variety of hardware. Rather than being 

written for a specific computer, such as the Macintosh or PC, Java programs will run on a variety 

of platforms. 

NCs require that sophisticated servers be built to manage storing and serving up software and 

data. These servers would be accessible via the Internet. For security reasons, NCs may also be used 

with special "smart cards," credit-sized plastic cards with chips built into them. 

To use an NC, you would put your card into a special reader, type in a personal identification 

number (PIN), and you would then be logged onto the network. A personalized desktop would 

appear on your NC that took into account your preferences about the kind of software you wanted 

to run, and the kind of information you wanted to receive. When you ran software, it would be 

delivered to you over the Internet by the NC server. When you saved files, you would save them 

to your own secure, private portion of the Internet. 

There is no one standard for an NC. Oracle Corporation makes databases for the Internet and 

has been an early backer ofNCs. Oracle would benefit by the NC's widespread adoption because 

the company would sell the server software to make NCs work. 

NCs have a certain lure for corporations. They could cut the cost of buying and maintaining 

hardware and software dramatically by thousands of dollars per computer. Furthermore, because 

all software is delivered straight to the NC from a server, corporations could also ensure that every­

one in the company used the same standardized software. It may well save significant time and 

money when systems needed to be configured and upgraded. Instead ofupgrading 150 separate 

machines, a system administrator could merely install new software on the server and all the ma­

chines would automatically run that new software. 

NCs could also be used in various consumer devices, as a way to bring Internet information 

into people's living rooms. 
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How Network Computers (NCsJ 
Work 
Network Computers (NCs) are low-cost computers with little or no local storage, and no CD-ROM drives 

or similar peripherals. The Internet handles all the software they run and the storage of data. 

~ To use an NC, you' ll need a smart card-a 
card with a computer chip embedded in it 
t hat identifies you to the network, much like a 
bank Automated Teller Machine (ATM) card 
identifies you to your bank's network. 

Smart Card 

:;; 
:;: . 
~ 
~ . 

- Silicon Chip 

File Edit Rrrange Uiew Label Special 

wser: How ~Cs Work 

D 

RPM Is a group of published artists working In Lhe medium of computers . The goal i, to 
push lht- envtlop.e or digllal possibililles. 

The group meets monthly lo exchange Ideas, help solve problems, criUQue work, and 
Inform each other of arl r-ela led events . 

• 
-

You put the NC card into a special card 
reader and will then be asked fo r a per­
sonal identification number (PIN). A 
se rver w ill check that your PIN matches 
your smart card. 

D You can use the soft­
ware to browse the 
Web, use the Internet , 
send and receive email, 
play games, or use a 
word processor. 
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NC 

!] After you receive the software, 
it ru ns loca lly on the NC in its 
random access memory (RAM). 
The software wi ll be either 
HTML-based, such as a Web 
browser, or written in the Java 
programming language. 

Save my file 

D When the server authorizes you to use the NC, the 
NC wi ll display a personal desktop on it, based on 
your preferences for things such as news, stock 
quotes, weather, and entertainment information. 
The desktop also contains icons for the programs 
you want to run. This desktop software is sent to 
you from the server, although alternately, it could 
also be stored locally on a read-only memory 
(ROM) chip. The software you want to run isn't 
stored loca lly. Instead, it's stored on the NC server. 

OK to log on? 

Yes, here's 
software. 

NC Server 

r:J When you want to save a fi le, you don 't save 
that fi le to your NC because it doesn't have a 
hard disk. Instead, you save it to your own 
private, secure portion of the Internet that is 
managed by the NC server. W hen you want 
to use the fi le again, you' l l ca ll it up from 
your own private area. 
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recent years, a plethora of options could be found for gaining high-speed access to the 

Internet. Among the newest, which may eventually prove to be one of the most popular, is the 

Digital Subscriber Line, or DSL. Several kinds of DSL technologies are available, but they all work 

on the same principles. They enable you to use your existing telephone lines to access the Internet 

at very high speeds-potentially as high as SSMbps-using VDSL (Very high data rate DSL), al­

though that kind of extremely high-speed connection is used primarily by large corporations be­

cause of its cost. Home users will probably get speeds of l .SMbps, which is still very fast-about 

50 times the speed of a 28,800bps modem. Additionally, DSL technologies will enable you to use 

the Internet at high speeds and simultaneously talk on your telephone, using the same single 

phone line. 

DSL technologies require that DSL modems be used on each end of the phone line. In fact, the 

term DSL doesn't really refer to a phone line, because an ordinary, existing copper phone line can 

be used for DSL. Instead, it refers to the DSL modems themselves. More confusing still, DSL 

"modems" aren't really modems at all. Traditional modems modulate the digital signals from 

your computer into analog signals so that they can be sent over telephone lines, and then they de­

modulate them back into digital signals so that your computer can understand them-hence the 

name modem, from the terms "MOdulate-DEModulate." DSL modems don't convert signals 

from digital to analog. Instead, they transmit and receive all data as digital signals. Because the 

signals don't need to be converted and can be sent as digital data instead of analog data, data can 

be sent at much higher speeds than data sent via traditional modems. 

DSL technology has one drawback; it requires that your house (and DSL modem) be located 

within a certain distance from the telephone company office and its DSL modem. In cities, this 

should not be a major problem, but it could be a problem in rural areas. The exact distance re­

quired will depend on the kind and speed of DSL service you use. Higher speeds require that you 

be closer to the phone company office. 

Although many kinds of DSL service are available, probably the most popular for people at 

home will be Asymmetric Digital Subscriber Line (ADSL) and DSL Lite. With them, you can re­

ceive data at a faster rate than you can send data-for example, you can receive data at l.SMbps 

and send data at 640Kbps. 
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How Asymmetric Digital 
Subscriber Line (ADSL) Works 
Many kinds of Digital Subscriber Lines (DSLs) exist. One of the most popular for the home will be 

Asymmetric Digital Subscriber Line, called that because it sends and receives data at different speeds. 

Phone Company 
Office 

'. J •• • •••••••••• 

ADSl 
Modem 

D To work properly, your ADSL modem 
must be located within a certain dis­
tance from the phone company's an­
swering ADS L modem. The exact 
distance varies according to the pre­
cise ADSL serv ice and speed being 
offered, and even according to the 
gauge of the copper telephone w ire. 
For an 8.448Mbps service, for exam­
ple, the phone company's ADSL 
modem needs to be within 9,000 feet 
of yours. At 2.048Mbps, on the other 
hand, the modem can be located 
16,000 feet away. 

Plain 01 

Telepho 
System 1, 
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One of the benefits of ADSL is that it doesn't need any special wires. It is 
delivered over existing copper phone lines-w hat is often referred to as 
POTS, or the plain old telephone system. ADSL, in fact, refers to the 
modems being used, not to the lines themselves. 

D ADSL service requires that ADSL modems be on each end of the connection-in your home and 
at the telephone company office. ADSL modems are different than traditional modems. 
Traditional modems take the digital signals from your computer, translate them into analog sig­
nals, and send them over the phone line as analog signals. The receiving traditional modem 
then takes those signals and translates them back into digital information. ADSL modems in­
stead send and receive all data as digital data-no translation to analog signals ever takes place. 

D ADSL divides the phone line into three channels: 
one for receiving data, one for sending data, and 
one for talking over the telephone. That means 
that a single phone line can be used for browsing 
the Internet and talking over the telephone simul­
taneously. The phone line is not always physically 
separated into these channels. Rather, modulation 
techniques can be used to separate the three types 
of signals: voice, sending, and receiv ing. The send­
ing and receiving channels can be divided into a 
va riety of speeds. One form of ADSL may be able 
to receive data at 1.5Mbps, for example, and send 
it at 640Kbps. 

No Connection 

D 

How a 
those Red 

Traditional analog transmissions and 
vo ice calls sent over copper telephone 
w ires use only a small portion of the 
potential bandwidth that can be trans­
mitted over copper telephone w ires. 
ADSL enables people to talk on the 
telephone and use the Internet at high 
speeds simultaneously-all over a sin­
gle phone line. 

D •• ••••••••••• 

ADSL 
Modem 
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its very earliest days, the Internet has been concerned primarily with one task-making 

it easier for people to communicate with one another using computers. The Internet was created 

to enable university researchers to share their thoughts, work, and resources, and for military peo­

ple to communicate with each other in case of war and even, theoretically, a nuclear attack. 

Today, more than two decades after the inception of the first networks that grew into the 

Internet, it is still primarily a communications medium. Millions of people from all over the 

world share their thoughts, hopes, work, gossip, and comments on the wires and computers that 

make up the Internet. Many of the means of communication, such as electronic mail, have 

changed very little in the past 20 years. Yet other, entirely new ways of communicating have been 

devised, such as enabling you to use the Internet as your telephone, completely cutting out long­

distance charges, even if you're calling to the other side of the world. Technologies enable people 

to communicate privately, one-on-one; others allow for vast discussion groups that span the 

globe, and still others allow for both private communication with one person and public commu­

nication with large groups. 

In this section of the book, we'll look at the main ways that people communicate on the 

Internet. 

In Chapter 16, "How Email Works," we'll take a long look at what continues to be the most 

popular way for people to communicate on the Internet-electronic mail, or email. Email re­

mains possibly the greatest use of the Internet and is used for business and personal commun­

ication. We'll see how email gets routed from your computer through the maze of wires that 

makes up the Internet, and then ends up in the proper recipient's in-box. We'll look at all the ele­

ments of a mail message and learn how you can send binary files, such as pictures and sounds, 

through email. We' ll also explore mailing lists, where you can subscribe to any one of thousands 

of public discussions via email, or receive what are essentially electronic newsletters delivered to 

your email in-box. And we'll look at how you can look up anyone's email address using white 

page directories that use a technology called the Lightweight Access Directory Protocol (LADP). 

Chapter 17, "Email Spam and Blocking," covers one of the most controversial modes of com­

munication on the Internet- the use of Spam, the equivalent of junk mail via email, that is sent to 

millions of people each day. Although Spam is a problem on newsgroups as well as email, email is 

the greatest area of controversy. Spam annoys people and wastes their time while they clean out 

their mailboxes; it clogs the Internet so that other messages may be delivered late-or not at all; 

and it can be delivered by piggybacking onto other people's email servers, costing them money. 

The chapter looks at how Spam is sent, as well as ways that it can be blocked. 
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Chapter 18, "How Usenet Newsgroups Work," explores Usenet newsgroups--public discussion 

groups in which anyone can participate. Many thousands of these groups focus on every subject 

conceivable. You'll see how newsgroups work and how you can decipher their often arcane names. 

Chapter 19, "How Internet Chat and Instant Messaging Work," covers the different ways peo­

ple can "chat" on the Internet. The most popular one is IRC, or Internet Relay Chat. IRC is a way 

for people to publicly chat with one another on the Internet. They don't actually speak, but type 

comments on their keyboards instead, and then people all over the world can read and respond to 

them. The chapter also covers instant messaginrways in which people chat one-on-one with 

others when they log onto the Internet. 

Finally, Chapter 20, "Making Phone Calls on the Internet," details one of the more intriguing 

new uses of the Internet-using it as your telephone. Today you can dial into your local Internet 

provider with your computer, and if you have the right hardware and software, you can talk 

with anyone similarly connected to the Internet anywhere in the world, all without paying long­

distance telephone charges. And it covers a new kind oflow-cost telephone service that has 

sprung up: IP Telephony. In IP Telephony, you talk over your telephone as you would normally­

the phone call appears no different to you. But the Internet, rather than the normal phone-system, 

is used to make the connection to the person you're calling. 
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LE TRO IC mail, or email, may be the most heavily used feature of the Internet. You can 

use it to send messages to anyone who is connected to the Internet or connected to a computer 

network that has a connection to the Internet, such as an online service. Millions of people send 

and receive email every day. Email is a great way to keep up with far-flung relatives, friends, co­

workers in different branches of your company, and colleagues in your field. 

Email messages are sent in the same way as most Internet data. The TCP protocol breaks your 

messages into packets, the IP protocol delivers the packets to the proper location, and then the 

TCP reassembles the message on the receiving end so that it can be read. 

You can also attach binary files, such as pictures, videos, sounds, and executable files to your 

email messages. Because the Internet isn't able to directly handle binary files in email, the file first 

must be encoded in one of a variety of encoding schemes. Popular schemes are MIME and 

uuencode. The person who receives the attached binary file ( called an attachment) must decode 

the file with the same scheme that was used to encode the file. Many email software packages do 

this automatically. 
When you send email to someone on the Internet, that message often has to travel through a 

series of networks before it reaches the recipient-networks that might use different email for­

mats. Gateways perform the job of translating email formats from one network to another so that 

the messages can make their way through all the networks of the Internet. 

A mailing list is one of the most intriguing uses of email. It connects a group of people who 

are interested in the same topic, such as Japanese cartoons or home schooling. When one person 

sends email to the mailing list , that message is automatically sent to everyone on the list. You can 

meet others and talk to them on a regular basis about your shared interests, hobbies, or profes­

sions. To get onto a mailing list, you send an email note to the mailing list administrator and in­

clude your email address. 

Mailing lists can be moderated or unmoderated. A moderated mailing list is screened by the 

list administrator, who may kill duplicate messages or messages that are not related to the list's 

theme. An unmoderated mailing list is wide open; all mail sent to it is automatically sent to every­

one on the list. 
Often, when you want to subscribe to a mailing list, you send a message to a computer instead 

of a person. That computer, known as a list server (also called a listserv), reads your email and au­

tomatically subscribes you to the list. You can unsubscribe to the list in the same way. 

In the past, it was very difficult to find the email address of someone if you knew only his or 

her name. These days, it's not so hard. A variety of "white page" directories have sprung up on the 

Internet that enable you to look up people's email addresses easily. These sites mainly use a stan­

dard called the Lightweight Directory Access Protocol (LDAP), which enables you to find people's 

email addresses without even having to visit a Web site. Using the protocol, you can search for 

email addresses on the Internet from directly within your email program. 
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Anatomy of a Mail Message 

• An email message is made up of binary 
data, usually in the ASCII text format. 
ASCII is a standard that enables any 
computer, regard less of its operating 
system or hardware, to read the text. 
ASCII code describes the characters you 
see on your computer screen. 

R Y3 J K78 H E4 V 18 l9 ID 

0 G N5 I E3 A4 12 FD J 02 

N7 S4 F43 H M5 R Y3 J 

K78 H E4 V 18 l9 ID 0 G 

N5 K E3 A4 12 FD J 02 N7 

S4 F43 H M5 R Y3 J K78 H 

E4 V 18 l9 ID D G N5 I E3 

A4 12 FD J 02 N7 S4 F43 H 

M5 R Y3 J K78 H E4 V lB 

l9 ID 0 G N5 I E3 A4 M5 

D You can also attach pictures, executable pro­
grams, sounds, videos, and other binary files to 
your email message. To do this, you' ll have to 
encode the file in a way that will enable it to be 
sent across the Internet. The receiver will also 
have to be able to decode the file after it is re­
ceived. A variety of encoding schemes can be 
used. Some email softw are wil l automatically 
do the encoding for you and w i ll also do the de· 
coding on the receiving end. 

I 
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In the To line, type in the email address of 
the person to whom you're sending a mes­
sage. The address must be typed in follow­
ing very strict rules. If you get a single letter 
or the syntax wrong, your message won't 
get to the intended recipient. 

To: gabegralla@zdnet.com 
From: zlevandov@camb.com 

1subject: Soccer next week 

Yo ur email address w ill appear on the 
From line. Using this address, the recipi­
ent of your message will be able to re­
spond to you . 

I) On the Subject line, type in the subject of your message or a very 
brief summary. 

Gabe, the soccer game next week 
starts at 1 pm on Saturday. Remember 
your cleats this time! If you need to get 
in touch with me, send me back email. 

11The mark of a great man is his friends, 
/not his worth11 

- Gabie 

~ At the bottom of the message is a "signature" area that can contain 
personalized information about you. Some mail programs will auto­
matically append this signature to the bottom of every message you 
send. Signature areas are not required and are used at the discretion 
of the person who creates the email message. Signatures should not 
exceed five lines. 
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How Email Is Delivered 
over the Internet 

1111111 
To: vperry@editors.zpress.com 
From: pgralla@ biz.zd.com 

I finally have your official internet addresses. Internet mail sent 
to these addresses will route directly to your ccMail mailbox. 
MIME encoded file attachments are supposed to work properly. 
If you are to send or receive attached files over ccMail, 
do not use anything over one Megabyte, since our mail server 
is currently hooked up over a 28,800 BPS modem only. 

Note: all internet <10, 
O'r& 

il',s, 

~(, • 
After you create and send an email message, 
it is sent as a stream of packets using the 
Internet's TCP/IP protocol. Each packet bears 
the address of the destination. 

-
Routers on the 
Internet look at the ad­
dresses in each packet 
and send the packets 
on the best path to get 
there. Many factors go 
into how the packets 
are routed, includ ing 
the traffic volume on 
different backbones. 
Each packet may take 
a different route, so 
the mail packets may 
arrive at the destina­
tion out of order. 

• • • • • 
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When all the packets have been received at the re­
ceiving address, they are recombined into an emai l 
message that the recipient can read. 

--------·--·-·-----­··---------

Using a mailing list, you can send a single message to a 
group of people. A mail reflector is the prog ram that runs 
on an Internet computer and routes mail to members of a 
mailing list. In a different kind of mailing list, known as a 
listserv, you subscribe to a mailing list by sending it your 
email address. You will get every message that everyone 
sends to the list. In another kind of email mailing list you 
can subscribe to, you only receive mail that a single person 
sends; only that person can send to the l ist. Often, elec­
tronic newsletters are distributed in this way. 

-·-·-·-·-·-·-·- -·-·-·-·-·-·-· 
D Many Internet resources, including FTP servers, can 

be accessed via email. Email access is slower than 
direct access, but it is helpful w hen you don't have a 
direct connection to the Internet. 

Online Service 

Using the Internet, email can be exchanged among all the major 
online services, computer bulletin boards, and other networks. 
From the Internet, you can send email to any of those networks­
and from any of those networks, mail can be sent to the Internet. 
When mail is sent from one of those networks to another, it often 
must pass through the Internet as a way of routing the mail. 
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~ After the Internet delivers mail to 
your email box, you need some 
way to read the mail, compose 
new mail, and respond to your 
messages. To do all this, you' ll 
use email software, sometimes 
called mailers or readers. 

Mail Server 

+-- , .. I -----+ I - -

D When someone sends you an 
Internet email message, the 
message usually isn't deliv­
ered straight to your com­
puter. Instead, it gets sent to a 
mail server. Your email soft­
ware logs in to the mail server 
and checks to see whether you 
have mail. 

84



D If you have new mail, you'll see a list 
of your new mail messages when 
you log in to the server. You' ll often 

CHAPTER 16 HOW EMAIL WORKS 

see the name of the -
8
-e-nd_e_r-----~---------------------, 

sender, the subject of the !.···Q 
Sub·ect Date 

message, and the date News Flash Re: Access to newsgroups f ... 12/27 /97 1 6:28 PM .... 
and time that the mes- !···Q Bill Jones Re: WebWatch. 1 /3/98 19:49 PM 

sage was sent. l···Q Mary Peterson tt#8522p Mail Server Upgra ... 1 /6/98 13: 1 5 PM 

1-··Q 
]···Q 

Mary Peterson 

Domain Names 

FAQ: Club Member Discoun ... 1 /9/98 20:32 PM 

Re: [ID-95 1 226.578] lnfor. .. 1 / 16/98 13:59 PM 

:···Q 
: ... Q 

info@book.com Re: Information for book "H ... 1/16/9815:11 PM 

Date -
ll16/9813:59 PM 

1116198 19:50PM 

Subject:Re: Information for book "How the Internet Works" 
Date: Tue,16jan199812:11:13-0800 

From: info@book.com 

References: 1 

Dave Martin 

-. 

Re: [ ID-95 1 226.578] lnfor ... 1/17/98 19:50 PM 

Mail Folder 
: .... CJ 
l····CJ 

lnbox 

Trash 

!-···CJ Family mail 

!····CJ 
!····CJ 

Mail from friends 

Office mail 

L. .. CJ Sent mail 

When you want to read a 
mail message, you tell 
your software to down­
load it to your own com­
puter. There, you read 
the message using your 
mail reader, and then 
you can file it, delete it, 
or respond to it. 

Thank you for your recent email. This message is 
automatically generated by our server as we are overwhelmed 
by the number of responses we received. Nevertheless, we 
look forward to seeing your book in print. 

,_,:~'.:_J~"~~--:'._J_.;._,_;·,.,_·,, __________ ~ .., l':J The new est generation of ema il 

software (found in browsers 
such as Netscape Navigator) wi ll 
read HTML-based pages that are 
sent to you so that you ca n re­
ceive, in your mai lbox, full y for­
matted Web pages. When you 
click the links in t hem, your 
browser wi ll launch and visit the 
page it is li nked to. 

D Email software enab les you 
to do thi ngs such as create 
fo lders for storing mail, 
search thro ugh your mes­
sages, keep an address book 
of people to whom you send 
mail, create group mailing 
lists, create and add a signa­
ture file, and more. 

.., ender Sub Dc1te ' 
- ~ Ooma,nN&mes • • Re:[NIC-9S1226.578J lnlor .. 1116/!N!l13:59 PM 

,. c;;i 
,. ':. G] O~t MaM • • Ae:flD-!il51226.578)1!'1for ... 1/1&'981!}:50 PM 

<TITLE> Welcome to the Internet </TITLE> 
<HEAD/> 
<Body BGCOLOR=' #ffffff' LINK =' #0000ff' VLINK="#ff0000" 
ALINK="#ff0000 
TEXT ='#000000" 
<MAP NAME="mainmap"> 
AREA COORDS="0,0,73,24" 
HREF=' http://guide.escape.com/?h">AREA COORDS="0,0,73,24' 
AREA COORDS="142,0,208,24" 
HREF="http://guide.bbentsol/comprocl/at_work/index.html' > 
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How a Mailing List Works 
• Mailing lists are a way for groups of people to 

have public discussions via email. After you 
join a mailing list, every message you write to 
the list can be read by everyone on the list. 

Hi everyone, 

ready for 

soccer season? 

gabebralla@zdnet.com 

Subscribe me to the 

soccer mailing list. 

To join a mailing list, you must subscribe to 
it. You subscribe by sending an email mes­
sage to the mailing list administrator and 
asking to join the list. To cancel a subscrip­
tion to the list, you send a cancellation re­
quest to the list administrator. 

The mailing list itself is a database 
of the email addresses of people 
who have subscribed to it. When 
you ask to subscribe, you are added 
to the database. 

Add 

gabegralla@zdnet.com 

When the computer on which the database re­
sides receives a message to be sent to the mail­
ing list, it automatically mai ls the message to 
every address in the mail ing list database. Some 
mailing lists are very active, and people on them 
can get dozens of messages every day. Because 
of that, it's a good idea to check your mail fre­
quently and clean out your mailbox. Otherwise, 
you can bog down your mail server, which can 
make it difficu lt for you to read your mail be­
cau~e you' ll have so much of it. 

Hi everyone, ready for 
soccer season? 

Hi everyone, ready for 
soccer season? 

Hi everyone, ready for 
soccer season? 
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How Email Is Sent 
Between Networks 
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jon@winet.com 

D 

~ When you send an email message, it is first broken up by the 
Internet's TCP protocol into IP packets. Those packets are then 
sent to an internal router that examines the address. (An in­
ternal router is inside your network, rather than out on the 
Internet.) Based on the address, the internal router decides 
whether the mail is sent to someone on the same network or 
to someone outside the network. If the mail goes to someone 
on the same network, the mail is delivered to them. 

D 

Internet 

Once out on the Internet, the message is sent to 
an Internet router. The router examines the ad­
dress, determines where the message should be 
sent, and then sends the message on its way. 

If the mail is addressed to someone outside the network, it might 
have to pass through a firewall-a computer.that shields the net­
work from the broader Internet so intruders cannot break into the 
network. The firewall keeps track of messages and data going 
into and out of the network, to and from the Internet. It can also 
prevent certain packets from getting through it. 

Internal 
Router 

I] A gateway at the receiving network gets the 
email message. This gateway uses TCP to recon­
struct the IP packets into a full message. The 
gateway then translates the message into the 
protocol the target network uses and sends it on 
its way. The message may also be required to 
pass through a firewall on the receiving network. 

Gateway 

D 
jill@zd.com 

The receiving network exam­
ines the email address and 
sends the message to a spe­
cific mailbox. 
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How White Page Directories 
(LDAP) Work 
Millions of people have email addresses on the Internet, but it's always 

been difficult to find an email address if you know only a name. The 

Lightweight Directory Access Protocol (LDAP) makes creating White 

Page-style directories easier, so it's now possible to look up people's 

addresses if you know only their name. 

jlS find P1•c,pln IJ(J 

EJ Like much other Internet techno logy, LDAP works on a 
client/server model. The client runs on a local computer. 
Many kinds of clients are avai lable for many kinds of 
computers. To find someone's email address, you run 
the client on your computer and type in the name of the 
person whose email address you want to find. 

The client receives the results and 
displays them on the local computer. 

loolsFI: 

p-1 
u-
t-

Nome 

jF.,...11 ::J 

, ... 

IFour11-I 
E-MalAdien 

11/ebSle. 

I [nd Now I 
•"II J 

CJM,AI I 
121 
Clo,e 

Pi-

Add lo-... Boal. I 
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D Before sending the request itself, the 
client sends an LDAP command, 
ca lled the BindRequest, to the 
server. Basically, this is a command 
telling the server that the client 
wants to make a request. 

[I 

D 

The server answers with a com­
mand called the BindResponse, 
te lling the client that it can go 
ahead and make a request. 

The client then sends the request to the 
server, sending a person's name and ask­
ing for his or her email address. 

The LDAP directory per­
forms a search and finds the 
email address or addresses 
in its database. It sends the 
res ults to the client. 

CHAPTER 16 HOW EMAIL WORKS 89 

An LDAP directory is a database that follows LDAP rules and protocols 
for organizing its information. It is located on an Internet server. A com­
pany or business maintains the server and is responsible for keeping the 
information on it up-to-date by adding new names, deleting old names, 
and updating existing names. 

lightweight Directory Access Protocol ILDAPI 
Name 

j .. Q Allan Scott 

)···Q Bill Jones 

:···Q Mary Peterson 

;. .. Q Crash Corrigan 

( Q Stephen Adams 

:-··Q Jenna MacCimbri 

!-··Q Dave Martin 

i··· W Flash Flannagan 

( G'.l Carolyn Jones 

i--Q Carl Magnus 

;. .. Q Darlena Morraine 

; ... Q Clutch Cargo 

: ... Q Patricia Douglas 

Address 

a_scott@lantern.com 

BOJ@pol.net 

Brandywine@rocketmail.com 

Crash _98@mailexcite.com 

s_adams_98@yahoo.com 

CGF@Zamora.net 

Martini@olive.com 

FF_ 1 OO@access.com 

morticia@noctem.net 

aachen@imperator.com 

DCM@blonde.net 

CC_cartoon@tvland.com 

p_ddouglas@yahoo.com 

Depending on the 
software you're 
using, you can now 
add the name and 
email address to your 
local address book, or 
you can immediately 
send an email to the 
person. 
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C H A P T E R 

-~~~~-~-~-----...___ 

Email Spam 
and Blocking 
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of the most contentious issues to surface on the Internet in the last few years has to do with 

what Internet users call "Spam." Spam is unsolicited junk email that commercial companies send 

out, asking you to buy their goods and services. At times it may contain inducements to visit the 

seller's site. The email usually contains a phone number to call, an address to send money to, or a 

Web site to visit to buy the goods and services. 

The term "Spam" comes from a Monty Python skit in which every item on a menu contained 

Spam luncheon meat. It was originally used to refer to unsolicited postings for commercial prod­

ucts or services on Usenet, especially when they were cross-posted to several newsgroups. 

Spam may seem like a minor annoyance, but the truth is, it can cause major problems. Spam 

floods the Internet with unwanted mail, which can lead to delayed or lost mail. It clogs the Internet 

pipeline, making other information slower to send. It wastes time for those who have to go through 

their email boxes deleting unsolicited mail, especially when they pay fo r their email service by the 

hour. Additionally, it's fairly common for Spammers to hide their real email addresses by forging 

other people's names onto the From or Sender header of an email message. So, those people 

whose names were forged may be the target of angry mail. This makes it difficult for Webmasters 

and mail administrators to filter Spam messages by From address or domain name. Sometimes 

Spammers even use other people's servers to deliver their bulk email; in essence, forcing someone 

else to pay the costs of the Spammer's mail delivery. 

In some ways, Spam is not very different from traditional junk mail. Spammers buy or com­

pile massive lists of email addresses, in the same way that junk mailers buy or compile U.S. Postal 

addresses. The Spammer then uses special software to send a solicitation to every person on the 

list-not uncommonly, tens of thousands of pieces of email in a single Spam mailing. To hide 

their true identity, Spammers forge names onto the headers of email messages, and even "relay" 

their Spam to another mail server on the Internet, so that it is impossible to find out where the 

mail comes from. Often, a user will request to be taken off the list by replying to email addresses 

that the Spammers provide. However, this verifies the user's address and he or she will get even 

more Spam. 

A variety of ways have been devised to block Spam, including having email filters on email 

software ignore any mail from known Spammers. This doesn't always work well, however, because 

Spammers often change or forge their email addresses. There are also calls for the courts or 

Congress to take action. Congress has considered several laws, including one that would ban 

Spam entirely, in the same way that junk faxes were banned several years ago. Until then, try 

doing an Internet search for Web sites that will help you download and install software to help fil­

ter your email and stop Spam. 
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How Email 
Spam Is Sent 

Spam is a term used to describe unsolicited email 
sent to you, often by commercial firms that attempt 
to sell you goods and services. Spam is sent out as 
bulk email , often to lists of 10,000 or more people at 
once. It's inexpensive to send, so its use has ex­
ploded on the Internet to the point where it is com­
mon for someone to get severa l dozen of these 
messages in a single day. Spam has become enough 
of an annoyance to warrant cal ls to ban it outright. 

l!I 05121 
i!I 05121 
l!J 05121 
13 05122 
l!I 05122 
l!I 05125 
Ill 05125 
l!J 05126 
i!I 05127 
1!J 05127 

05128 

l!I 05129 

COmlNENTALCOM URGENT MESSAGE 
c r@mailaol.co Classmelster 5.0 • Special 01fer (comlmsg) 
OILPATCH.MARKET E-MAIL LIST FOR SALE GETS RESULTS QUICKLY 
4063986@us.net -·· Cable Television Descrambler - Easy To Make Ill 
seanpage@infoc.om Business Offert!! 
TheCreditMan@big You Are Guaranteed Credit ! 
JIii the coy one 4 MIiiion Email Addresses For Sale 
dospub@,llv.W.usa.c publish at home 
Unknown@unknown This Is awesome! 
563691 JO@swbell. wmT REVENGE· Get It Right Here· FREE SAMPLES 11! 
To Embrace A Surprise Blrthda Party And Gift ForYOU :-)))) 

connect@internet Qualify For Survey sweepstakes Win S25! 

EJ To send out unsolicited bulk email, a Spammer first needs to get a list of email 
addresses. Often, Spammers buy the lists from compan ies that compile them. 
These companies use automated software robots to get the email addresses. The 
robots get the lists from a number of sources. One way is to go into Usenet 
newsgroups and harvest email addresses by looking inside every message, 
w hich usually has in it the email address of the person w ho posted it. 

I Status I s,..:......i ~I From 
8 OAAC 
8 0AAC 

«zJ Re: AGN post• asler likes lo gel complaints. 
lsZJ Re: UCE hom C,t,erproMo via els.CHI 

8 Pelefl(cldino 
8 Bn.,ceH~Ptf 

[i:I A~ UCE from C,t,e,promo 'M els.com 

B M,:hae!Kahne 
«zJ Re: a lo,g 
liZJ Re: "'"" 

Subject Re: I just tailed to AGIS _, the IEMMC 
rom: ~ y.new.edi.l r,,l,yne Ai:en) 

Newsg,~s: news.acinin.net-abuse.emai,.alstop.sparrming.news.amni,.net-abuse.O'UC 

T orbl,nAnderuon {d91 tan@oxo.doci.uu.se) wrote: 
: Moje,tie7@N0SPAM_...com µowazzoo) .. c(e; 
. > Quam.wn is going to n11 the dalabse fo, these guys. I prerune you are 
· > 1efe11ftgt0Wat. Ai'les.. 

.:l~I I I o.-j ow..., OEnon I 

Usenet Newsgroups 

Mw• lllliu"MU, c•U.• c:a-o...,.11,erc net 
Aluanl i.n S..ttle. f'ffl hff to drop • noce. 

Alld.u_ , trviaq hundcrtool cxw 

I Lnn I Oete 

~~~::! 
54 51280: 
38 5/261 ' 
27 51270'..:l 

f'onNr nudent of u.c.•. CUrreatly ruidi.n; ln a.an Pra.nclaco. Would love to tw&r (re. old fd-*. 

wrw, cou a Ctndrectn1W 9PY 
Tall ~ friend,;, p l M H write. 

Adu, CU'lo• OrlHISAPP\IH(Vt SM 
1 ..,. co-lno to the ..,Y Ar-ff t.hi• su:nwr u, eoapl u.e ~ Ulffi• aul~t. . would love to hue frot1 -· .__u , J ou 1Mnht1UM C99 
Oraphlc: •ru end dHl9n, 

• v.t l H ·, •na:i& tt-,u,rt11uehall ere 
Yialt -, JD •lt• a t -.11o11t-1:Jal l .coca. 
Drop IMII • line !' 

Web Email Directory 

ADD: 

D 

Get Email Addresses 

aiken@unity.net 

triweb@li.net 

Email addresses can 
also be harvested from em ail 

directories on the Web sites 
that allow people to look up 
others' email addresses. Soft­
ware robots can go into the di­
rectory and grab every address 
in the directory. Robots also 
can go into chat areas, such as 
those on America Online, and 
gather email addresses. 

Get Email Addresses 

ADD: aiken@unity.net 

triweb@li.net 
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CHAPTER 17 EMAIL SPAM AND BLOCKING 

[I The Spammer either buys the 
resulting email list or com­
piles one of his or her own. 
The Spammer uses the list, 
along with bulk mailing soft­
ware, and sends a Spam 
message to every person on 
the list. In the message may 
be a return address, Web 
site, or phone number w here 
the reciever can get more in­
formation about the goods 
and services being sold. 

Bulk Emailer 

D Some Spammers w ill in­
clude in the email a return 
address w here someone 
w ho no longer wants to re­
ceive Spam can send a 
message and be taken off 
the Spam list. When the re­
move message is received, 
a robot automatically takes 
the person off the list. 
However, Spammers rarely 
do this because most peo­
ple would opt not to be on 
the Spam lists. 

Spammers realize that Spam offends most people, so the Spammers 
go to great lengths to hide their true email addresses. As one way of 
hiding their real email addresses, they "forge" parts of the message 
header in the email address such as the From, Sender, and Reply 
fields so it appears that the email has come from someone other 
than the Spammer. Doing this is sometimes called Spamouflauge. 

As a further way of hiding their true addressers, 
Spammers relay their bulk Spam to a server that 
is not associated with them and then have that 
server send out the bulk Spam. Sometimes 
Spammers have the bulk Spam relayed among 
several different servers to make it even more 
difficult to trace who really sent the mail. 

Spam 

Mail 
Server 

93 

93



-
94 PART 4 COMMUNICATING ON THE INTERNET 

---------------------

How Email Spam Is Blocked 

Match 
J;, Receiving r Sending 

!jeadermtle: jFrom: 

I contains .:J jspam 

jignore .:1 
He~der/Title: j.Any Header> 

I contains .:J lspan-j 

r Manual 

.:1 

.:1 

• There are a number of different ways that Spam can 
be stopped. The first way, and the least useful one, is 
to write back to the Spammer and ask to be taken off 
the Spam list. Because some Spammers go to great 
lengths to hide their true email addresses, th is isn't al­
ways possible. Often the email addresses they list to 
remove your name are dead addresses. 

Spam Filter 

Spammer 

IEJ Some email software allows you to filter out mes­
sages from certain addresses; when email comes 
from t hat address, your emai l software won't 
allow it t hrough. This feature is referred to as a 
Spam filter or Spam blocker. Whenever you receive 
Spam, you can put that address into your Spam 
fi lter and you'll never get email from that address 
again. Spam filters don't always work, however, 
because Spammers often change their addresses 
and forge the From, Sender, and Reply fie lds in an 
email header. Online services such as America 
Onl ine wi ll let you block email from any address 
you specify-in essence, it's a Spam filter for those 
w ho use America Online. Additionally, some 
Internet service providers (ISPs) wil l block Spam. 
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CHAPTER 17 EMAIL SPAM AND BLOCKING 

D ISPs and on line service such as America Online can 
block Spammers from sending bulk mail to their sub­
scribers. A router examines all incoming mail to the 
ISP or online service. The router has been told that 
when email comes from certain addresses, to block 
mail from getting into the network. These addresses 
are put in a routing table that can be changed when­
ever new Spammers are found. 

ISP Router 
Routing Table 

'~: . . . ......... . 

D 

Because Spammers often change their ad­
dresses, using routing tables won't always 
work. Online services and ISPs have gone to 
court to ban Spammers from sending email to 
their customers. Although the law remains 
murky, in a number of instances, the courts 
have decided in favor of online services and 
the ISPs, and have banned Spammers from 
sending mail through them. 

A number of laws and schemes have been proposed 
to regulate or outlaw Spam. In one plan, every piece 
of Spam would have to contain a specific piece of 
information in the message header, identifying it as 
unsolicited email. In this way, people could set their 
Spam filters to block every single piece of Spam, fil­
tering out that piece of information. Some laws have 
been proposed that would outlaw Spam entirely, in 
the same way that junk faxes were banned. 

One way to prevent being Spammed is to make sure that 
your email address isn't added to Spam lists. To do this, 
when posting to Usenet newsgroups, edit your header so 
that it doesn't contain your email address. You should also 
notify email directories that you'd like to be taken off their 
lists. In this way your email address won't be harvested by 
robots, and you should get less Spam. 

9S 
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the world's biggest electronic discussion forum, provides a way for messages to be 

sent among computers across the entire Internet. People from all over the world participate in 

discussions on thousands of topics in specific areas of interest called newsgroups. 

There are at least 20 different major hierarchies of newsgroups, such as recreation (identified 

by the letters "rec") and computers (identified by the letters "comp"). Within these major hier­

archies are subcategories (such as rec.arts) and further subcategories (such as rec.arts.books). 

Individual newsgroups can cover anything from movies to parenting, ecology, sports teams, clip 

art, and news about Usenet itself. Not all Internet sites carry all newsgroups. An administrator at 

each site decides which newsgroups to carry. 

To participate in newsgroups, you'll need special software to read and respond to them. There 

are readers for PC, Macintosh, and UNIX computers. Online services such as CompuServe and 

America Online have their own proprietary software that lets you participate in newsgroups. 

A good newsgroup reader will let you view the ongoing discussions as threads. Threads are on­

going conversations that are grouped by topic. So, for example, in the rec.arts.books newsgroup 

there may be many different threads going on at one time, each discussing a different book. 

Many newsgroups have a list of Frequently Asked Questions, or FAQs (pronounced "facks"), 

associated with them. These FAQs answer common questions about the newsgroup. It's a good idea 

to read the FAQ before submitting questions to the newsgroup as a whole. 

You participate in newsgroups by reading the messages and responding to them. There are 

moderated and unmoderated newsgroups. In a moderated newsgroup, each message goes to a 

human moderator. The moderator looks at the messages, making sure they're appropriate for 

the group. If they are appropriate, the messages are posted. All messages sent to an unmoderated 

newsgroup are automatically posted. 

When messages are posted, Usenet servers distribute them to other sites that carry the news­

group. A site usually carries only the most current messages; otherwise, they would soon run out 

of storage space. Some sites archive, or store, old discussions. 

A convenient way to check newsgroups is to subscribe to those that interest you. That way, 

whenever you check the Usenet server, new messages in your subscribed newsgroup will be deliv­

ered to you. You can also cancel your subscription to a newsgroup if you are no longer interested 

in it. You can read newsgroups without subscribing to them; in that case, you'll have to manually 

ask to read specific newsgroups instead of having it done automatically for you. 

Binary files such as pictures and multimedia can be posted in newsgroups. These files must be 

specially encoded in order for them to be posted. To view them, you'll have to transfer them to your 

computer and then unencode them with special software. A common encoding scheme used on 

newsgroups is called uuencode. 
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PART 4 COMMUNICATING ON THE INTERNET 

How Usenet Works 
Usenet is a global bulletin board and discussion area. It coll ects messages about many thousands 
of different topics into newsgroups, which are freewheeling discussion areas in w hich anyone can 
participate. New sgroups can be found on many host computers across the Internet. There are 
thousands of new sgroups that cover just about every topic you've ever imagined and many you 
probably haven't thought of. 
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_Li I I I I _u_u_u 
Date tr. 

D CUlgeC)II." I• - I 
0 QJI.Rl$C 

Jen John1on 
l:;l Jolt Johnoon 
fQ S.Cla<lc 

• Ro: PARENTnEEN TO BE ON.. f rl 1:5 ... • 
• Ro: PARENT/TEEN TO BE ON... Fri 6:5 .. . 

Q learth.111nenl 
0 easy." (2 groups) 
0 ec.game~bolO 

· Re: PAAEN17TEEN TO BE ONTVA. .. F1l 9:2SM1 

...J 8 {9 ~ R. Sexton · leMy Bruce meetS Ile N ET Tllll t 2:4::J 
8 D. Gardner • Rl: th• NET r rt 3:2 • • 

EB O ed." 110 !IIO"P51 
lil O edm.' 15!101-"SJ 

(!;] R.Suton 
f!) J.Smllh 

se;J JRothen311 
l!;J J. Smlth 

$V n.Soxton 

• Re:the N E T Sat3:4. .. 
• Ro: tho NET Sot 13c. 

8
0 ::;,u,dpc: (3 groups) 

11it.common 
trg.gtl'ltfal "",_ ..._, . ,.., __ , 

• Re: lhe N ET 
• Ro:th• N ET 
• St. Becker of the net. 

..:J - ,,,. .V D.Vaugh • Re: St. B• O;er of the net. 

f or =-•••gea are aent among eoq:,,uter a acr os e the enti r e I nternet. People 
from a ll o~r t ho world par t i cipate in di sc ussions on aany t houaancu o f 
t op ica . i n .specific area.a ot interest: called nevsqr 0Up4. 

1'here are a t least 20 diUerent majo r hiera.rch ies o f nevsgr oupa, auch a a 
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In a moderated newsgroup, a human moderator receives and 
reads all the messages for the newsgroup. The moderator then 
decides w hich messages should be posted. The messages to 
be posted are put on a newsgroup server. The other messages 
are discarded. In unmoderated newsgroups, all messages are 
put directly on the server. Newsgroups and all their messages 
are stored on a Usenet server. They are organized by broad cat­
egories and then broken down into specific topics. 

S.14:5 .. 
Sot13; ... ...J 
Thu23.... 

FriH ... ..:J 

D To pa rt icipate, people 
send and read mes­
sages that are posted 
to the newsgroup. 
There are tw o kinds 
of new sgroups: mod­
erated newsgrou ps 
and unmoderated 
newsgroups . 
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NewtSetve1 
ea aiab: 1s groupsJ 

1--tl abc.unlx 
• C,l abc,ec.l<enduskl!ag 
Ill D ab: (4 groups) 

J 
-' 

,· Q abc.misc 
1B Cl alter: (2 g,oups) 
@C l •le: (11 91oups) 
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' 0 811.0d 
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_ Q alt.20 
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,-Q alt.20,414 
ta all .20.cardz 

•-a l lf.20.COdtl 
!- Q alt20.crackz 
J· ~ alt.20.debale 

Newsgroup reader software lets you read messages 
and respond to newsgroups. The software gives you 
ways to manage your newsgroups by also allowing 
you to subscribe to newsgroups, w hich means th at 
new messages will automatically be delivered to yo u 
w hen you check the server. You'll also be able to 
cancel your subscription. 

1 
r r.J. alt.20.hackerz 

· s 6l att.20.hope: [5 groups) 
· el alt20.hope.announca 

Q llt.20.hOpe.d 
; 1 Q alt.2G.hope.tech 
~- 0 att.20.moderated 
!. (m ell.20.phreakz 
:. (l alt.20.progranu 
LO af1.20.warez. 

; :-0 alt.20.hz 
'-0 alt.2d 
' O an.3d 

. !!JO ~t-3<1.'[71)mups) .:J 

Pictures, multimedia files, and even executable 
programs can be posted in newsgroups for other 
people to see and use. However, because of the 
technology used in newsgroups, those files must 
be specially encoded to be posted. To view, play, 
or use the files, you'll have to first transfer them 
to your own computer and then unencode them 
w ith special software. A common encoding 
scheme used on newsgroups is called uuencode. 
There are versions of this encoding and decoding 
program that work on PC, Macintosh, and UNIX 
computers. MIME is another encoding scheme. 

Usenet servers commun icate w ith one an­
other so that all messages posted on one 
server are duplicated on the other serve rs. 
W hile there are many Usenet servers, not 
all se rvers carry al l newsgroups. Each site 
decides w hich new sgroups to carry. 
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Understanding the Hierarchy 
of Usenet Newsgroups 

• There are thousands of Usenet newsgroups. They are divided into hierarchies of topics to 
make it easier for you to find the particular newsgroups you w ant to participate in. Not all 
sites carry all newsgroups. System administrators decide w hich newsgroups to carry at t heir 
site. Online services, as well as Internet providers that give direct connections to the Internet, 
allow access to Usenet newsgroups. 

COMPUTERS 
D 

.. 
COMP.Al.PHILOSOPHY 

COMP.Al.SHELLS 

COMP.APPS.SPREADSHEETS 

COMP.ARCH 

COMP .ARCH.STORAGE 

In the hierarchy of Usenet newsgroups, the major top ic (such as "rec" for recre­
ation) comes first, followed by a subtopic (such as rec.arts). That subtopic can 
be further subdivided (such as rec.arts.books) and then subdivided even fu rther, 
if need be. Pictured in this illustration are many of the major newsgroup topics, 
but they are only a very tiny percentage of the thousands of newsgroups avail­
able. New newsgroups are constantly being created and old ones 
are constantly being eliminated. You can get a l ist of Internet news­
groups by using your newsgroup client software and asking that it 

SOCIAL 

give you a complete, up-to-date list. 

ALTERNATE .. 
SOC.COLLEGEGRADINFO 

SOC.COUPLES .. 
ALT.COMPIC.BUFFALO-ROAM SOC.CULTURE.AFGHANISTAN 

ALT.CALIFORNIA ALT.CASCADE SOC.CULTURE.AFRICAN 

• ALT.CHINESE.TXT ALT.CO-OPS 

• SOC.CULTURE.BRAZI L 
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D You can often identify the newsgroup by its name. Major Usenet topics include "comp" 
for discussions of computer-related topics; "soc" for discussions of societal topics; "sci" 
for discussions of scientific topics; "news" for discussions about newsgroups; "rec" for 
discussions of recreation topics; and "alt" for discussions of alternate topics, among 
others. So, for example, the rec.arts.books newsgroup carries discussions about books. 

SCIENCE 

SCI.ASTRO.FITS 

• SCI.ASTRO.HUBBLE 

• SCI.BIO 

• SCI.CHEM 

• SCI.CLASS 

• 

RECREATION 

REC.ARTS.BOOKS 

REC.ARTS.CINEMA 

REC.ARTS.COMICS 

REC.ARTS.DANCE 

REC.ARTS.DISNEY 

• 

NEWS 

NEWS.ANNOUNCE.NEWGROUPS 

• NEWS.ANSWERS 

NEWS.CON FIG. 

NEWS.FUTURE 

NEWS.GROUPS 

• 
EJ Networks connected to 

the Internet can also get 
access to Internet new s­
groups. For example, all 
the major onl ine services 
provide access to Internet 
newsgroups. 
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of the most immediate ways to communicate with others via the Internet is to participate 

in live "chat." Chat doesn't refer to people actually talking to each other and hearing each other's 

voices. Instead, it means that you hold live keyboard "conversations" with other people on the 

Internet- that is, you type words on your computer and other people on the Internet can see 

those words on their computers immediately, and vice versa. You can hold chats with many peo­

ple simultaneously all over the world. 

A number of ways are available to chat on the Internet, but one of the most popular ones is 

called IRC, or Internet Relay Chat. Every day, thousands of people all over the world hold conver­

sations on many topics via IRC. Each different topic is called a "channel." When you join a chan-

- nel, you can see what other people on the channel type on their keyboards. In turn, everyone in 

the channel can see whatever you type on your keyboard. You can also hold individual side con­

versations with someone. Channels live on different servers around the world. Some servers have 

only a few channels, and others have many of them. 

IRC has facilitated communications during natural disasters, wars, and other crises. In 1993, 

for example, during the attempted Communist coup in Russia when Russian legislators barri­

caded themselves inside the Parliament building, an IRC "news channel" was set up for-relaying 

real-time, first-person accounts of the events taking place. 

IRC follows a client/server model, which means that both client and server software are re­

quired in order to use it. Many IRC clients are available for many kinds of computers, so whether 

you have a PC, a Macintosh, or a UNIX workstation, you'll be able to use IRC. 

Your IRC client communicates with an IRC server on the Internet. You log on to a server using 

the client and pick a channel on which you want to chat. When you type words on your keyboard, 

they are sent to your server. Your server is part of a global IRC server network. Your server sends 

your message to other servers, which, in turn, send your messages to people who are part of your 

channel. They can then see and respond to your message. 

You can chat on the Internet in other ways, as well. Many Web sites, for example, use propri­

etary chat software that doesn't use the IRC protocol, but enables you to chat when you're on the 

site. 

Another kind of chat is called instant messaging. In instant messaging, you communicate pri­

vately, one-on-one, with another person. You can create special lists so that you're informed when 

your "buddies" come online ready to chat, and they're informed when you come online. 
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How IRC Works 

~ IRC (Internet Relay Chat) is a way for people all over the world to "chat " 
w ith one another by using their keyboards. The typed words are in­
stantly relayed to computers all over the world, w here recipients can 
read them. This process happens in real-time, which means everyone 
sees the words as people type them. 

IRC CHAT - --
I __ ,_,,, ,_r.__ 

-= 

D IRC runs on a client/server model, which means that to use it, 
you need client software on your computer. Many IRC clients 
are available for PCs, Macintoshes, UNIX workstations, and 
other kinds of computers. 

When you want to chat, you make a connection to the 
Internet and then start your cl ient software. Next, you 
need to log on to an IRC server located on the Internet. 
Many IRC servers are located all over the world. They 
are connected together in a network so that they can 
send messages to one another. The servers are con­
nected in a spanning tree fash ion, in which each 
server is connected to severa l others, but all the 
servers are not directly connected to one another. 

IRC Server 
IRC Server ,., ..... 6 

IRC Server 

~ Server 

IRC Server 
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How Instant Messaging 
Works 
People can send instant messages-one-to-one, private communications-to one another on the 

Internet in many ways. The various instant messaging systems don't work with one another. Pictured 

here is one of the most popular instant messaging systems-America Online's Instant Messenger on 

the Internet. Yahoo! Pager works similarly, and is popular as well. 

~ The Internet version of 
America On line's Instant 
Messenger (AIM ) runs as 
a piece of client software 
on your computer. To use 
it, you must be con­
nected to the Internet. 
When you run the soft­
w are, it opens up a TCP 
connection to an Instant 
Messenger login server. 
The software sends your 
screen name and pass­
w ord over the connection 
to log you into the server. 

D Instant Message softw are 
includes "buddy list" ca­
pabilities. That means 
you keep a list of people 
you'd like to send instant 
messages to, and when 
they come online, you 
are notified so that you 
can send instant mes­
sages to and receive in­
stant messages from 
them. You create a buddy 
list in your A IM softw are 
by adding your buddies' 
screen names to it. 

J._ Sign On l!llllil Ei 

~ Auto-login 

am a 
li>lP Sflup !lgn On 

\Nsfon: 1.5N 

--lDG IN---~---~ 

D The server checks the screen name and password. If 
they're correct, t he login server instructs the Instant 
Messenger software to close the connection to t he 
login server and to open up a new connection to a 
different AIM server-the one that w ill handle your 
instant message session. This connection uses a 
special communications protocol t hat allows for AIM 
functionality. 

[I When you establish a connection with t he A IM 
server, your client softw are sends a list of your bud­
dies to the server. The server checks to see if any of 
the buddies are online-and it continues to do that 
for as long as you run the softw are on your com­
puter. If you change the list of buddies during your 
session, that information is sent to the server as w ell 
so that it can keep track of new buddies or ignore 
buddies that you've deleted from your list. 

;'. H Buddy Lost flllli) £i 11 Are my buddies here? 11 

• 

" 

AOL 
lmtonr 
M,_•ul'ngl"r. 

Rdi.t@li:i.Q 

m 
"Hi, Mia! Are you interested 
in getting together 
sometime next week?" 
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Login Server 

OPEN CONNECTION 10------l 
MES SAGING SERVER 

IJ When any of your bud­
dies run AIM and log 
in, your client software 
is told that they're on­
line, and you get a no­
tice that they' re online. 
You can now send 
messages to and re­
ceive instant messages 
from them. 

"Sure. Monday 
would be best for 
me. Let s chat 
more later 
in the week to 
confirm it." 

Messaging Server 

~ Instant Message l!l~Ei I fie fdK '.'{iew 

~., IBestBuddy .:l 

Hi, Mia Are you interested in getting together for 
lunch some time next week? 

"Hi, Mia! Are you 
interested in 
getting together 
sometime next 
week?" 

"Sure. 
Monday 
would be 
best for me. 
Lets chat 
more later in 
the week to 
confirm it. 11 

~ PP al . Instant Message l!I~ Ei 

E':J When you send an instant 
message, your message 
goes to the AIM server. 
The AIM server then 
routes the message to the 
proper person. Similarly, 
w hen they respond, their 
message first goes to the 
server and then to you. 
The Yahoo! Pager soft­
ware, in contrast, enables 
people to chat directly 
with each other without 
having to go through a 
server. 

file Edit ',liew 

To: IPPal B 
A r;t I • • A ~A l B I !.! l link 

Sure, Monday would be best for me. Let's chat 
some time next week to confirm it.I 
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Internet has pioneered many new ways to communicate, such as email, live chat, and 

newsgroups. But it can be used to enable some old-fashioned communications as well: You can 

make telephone calls using the Internet. When you do so, the sound of your voice and that of the 

person you're talking to are broken down into packets. Those packets are delivered using the 

Internet's TCP/IP protocols. 

You can make telephone calls over the Internet in two ways. In the first way, you use your 

computer and special hardware and software to make calls, so that you communicate through 

your PC. In the second way, often referred to as Internet telephony, you make a phone call as you 

normally do on your telephone, except your call is routed over the Internet rather than through 

the normal phone service. This usually cuts the cost to you of making long-distance phone calls. 

The revolutionary part of using the Internet to make phone calls from your PC is the price: it's 

free. You pay only for your Internet connection, as if you were browsing the Web or sending 

email. You don't actually have to pay for the phone call itself. In addition, you can make calls any­

where in the world. However, you will only be able to make telephone calls to and receive calls 

from someone who has an Internet address, so you won't be able to replace your telephone by 

using the Internet. A number of different competing products enable you to talk over the 

Internet, but as yet, they don't communicate with one another. No standard way of making 

Internet telephone calls exists, so you'll be able to talk only to people who use the exact same soft­

ware you do for making and receiving phone calls. 

Many different schemes and software packages will enable you to make phone calls from your 

PC over the Internet. You don't actually use your telephone with any of them. Instead, you speak 

into a microphone attached to your computer and listen through speakers and a sound card. 

Although each company's software works somewhat differently, in general, they use similar 

ways of enabling people to make phone calls over the Internet. To make a phone call, first you'll 

have to know someone's Internet address. (You can consult directories that function like 

telephone books to get this information.) After you find the person's Internet address, you can 

connect to them by running special software and then by double-clicking their name. (The person 

on the other end must be running the same software you are using.) A message goes out to them 

over the Internet to see if they're available to talk. 

When you make phone calls over the Internet using your normal phone, things work differ­

ently. You make the call as you would any other phone call. After you make the call, however, your 

voice will be digitized and converted into IP packets, and then delivered using the same TCP/IP 

technology as the rest of the Internet uses. On the other end of the call, the digitized voice data is 

converted and can be listened to over the phone. 
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How to Make Phone 
Calls Using Your PC and 
the Internet 

• W hen you connect to the Internet and 
want to send or receive telephone 
calls with special phone software, you 
connect to a special directory. The di­
rectory conta ins a list of all the people 
w ho can connect to the Internet using 
that particular phone software. 

D When you find someone 
in the directory you want 
to call, the directory looks up the IP 

Grana, Gabe 127 .42.3.27 

D You can look up someone's name in the directory. 
The directory matches a person's name (such as 
Gabe Gralla) with his or her Internet IP address 
(such as 127. 42. 3. 27). It's important that the direc­
tory match a name w ith an IP address because 
someone potentially can have a different IP address 
every time he or she logs on to the Internet. The 
directory matches names to the most cu rre nt IP 
addresses. 

add ress and then routes your call directly to that computer. The phone "rings" at 
the person's computer. He or she picks up the receiver. The two of you can now 
talk,_using th e sound cards and microphones attached to your computers. 
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"Hi Gabe 
' hOW have You 

been?" EJ When you talk into the microphone, softw are 
turns your voice into binary data files that 
computers can read . It also compresses the 
voice data to make it smaller and able to be 
sent over the Internet more quickly. Normally, 
voice files are very la rge, and without com­
pression, they would be too large to quickly 
send over the Internet. 

D The software also determines the speed of 
the Internet connection. If the connection is 
a high-speed connection, it creates voice 
files of high quality. If it's a lower-speed 
connection, it creates files of a lesser sound 
quality because at lower speeds it would 
take too long to send voice files, even after 
they had been compressed. 

HI GABE, HOW HAV( 1ou BEEN? 
28,S00bps 

HI GABE, 110W HA 

14,400bps 

t:J The software breaks up the voice 
files into a series of packets to be 
sent over the Internet using the 
Internet's TCP/IP protocols. 

fl The packets are sent to the receiver. On the 
receiving compute r, software decompresses 
the packets so they can be played and 
heard. Sometimes packets will arrive out of 
order on the receiv ing end, so some of 
them will be missing. When that happens, 
the software, based on the received pack­
ets, is able to estimate what the sounds are 
in the missing packet that has yet to be re­
ceived. When the missing packet arrives, 
the software knows that it has already re­
created what that packet would have 
sounded like. The software will then discard 
the packet. 
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How Internet 
Telephony Works 

\uoch next Tuesday? 
bout 

~o~~ 
. "''$• "(\,, 

• When you make a phone call using IP telephony, 
you use a normal telephone, not a computer. 
Depend ing on the IP telephony service you use, 
you may have to dial in a special code first, as a 
w ay of routing the call to an IP telephony service. 

D The fi rst part of the call goes 
over the normal Pub lic 
Sw itched Telephone Network 
(PSTN), as does any other cal l; 
at this point, it is no different in 
any w ay . 

IP Voice 
Gateway 

Hi, Mia. How about lunch next Tuesday? 

IP (Internet Protocol) Telephony refers to telephone calls that are 
made over normal telephones but are delivered, in part, through 
the Internet instead of solely through a voice network, commonly 
called the Public Switched Telephone Network, or PSTN. Because 
the calls are routed through the 

Internet, they can be delivered 
at less cost than normal phone 
calls. But the voice quality may 
not be as good as calls delivered 
over the normal phone network. 

PUBUC SWITCHED 
TELEPHONE NETWORK 
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PUBLIC SWITCHED 
TElEPHDNE NETWORK 

D The voice packets are 
sent to the IP voice gate­
way nearest to the 
phone call's destination. 
The receiving IP voice 
gateway takes the voice 
packets, uncompresses 
them, converts them 
back into their original 
form, and then sends 
them through the PSTN. 

D The call is sent to a special IP voice gateway. This gateway-a 
server and server software-may be located at the branch of the 
telephone company, or may instead be in a different location. 
The gateway converts the voice signal to digital data and com­
presses it. It compresses it because the data files of an uncom-
pressed voice call could be too large to deliver in a timely fashion 
across the Internet. 

IP Voice 

IP PACKETS .. 
INTERNET 

El The gateway breaks up the com­
pressed, digitized voice signal into 
IP packets. These packets are sent 
out across the Internet the same 
as any other IP packets, using the 
Internet's TCP/IP protocols. 

r;J The call travels on the PSTN the same ·as any other te lephone call. The per­
son receiv ing the cal l picks up the phone and talks, the same as with any 
other telephone conversation. When the receiving person speaks into the 
phone, the voice is sent back through the PSTN to the IP voice gateway and 
across the Internet in the same way that the call was initially made. 

Hi, Mia. How ab 
OtJt /. 

ll11c1, 
'1e~t. 
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enormous amount of information and entertainment is available on the Internet, but how 

do you access it? Although using the Internet gets easier every day, it's still not quite as simple as 

turning on your television or reading your daily newspaper. 

The solution is to use a variety of Internet tools. These tools enable you to tap into the colossal 

resources of the Internet. Some of these resources, such as the World Wide Web, are quite well 

known. Others, such as FTP (file transfer protocol) are used quite often-and sometimes people 

use them without even knowing it. Still others, such as Telnet, are not nearly as popular, although 

they are still useful. Many of these Internet tools predate the Web, but they are still useful today. 

For many people, the term "Internet" really means the World Wide Web, but as this section of 

the book will show, a world exists well beyond the Web. Turn to Part 6, "How the World Wide 

Web Works;' for information about the Web- the fastest growing and most visible part of the 

Internet. 

The Web, of course, is only one part of the Internet. A lot more information is available on the 

Internet than that found via the Web. However, just as you need a browser to use the Web, you'll 

need special client software-what we can generically call Internet tools-to get at these other 

parts of the Internet. In this section, we'll look at how the most common and useful Internet tools 

work. And we'll also look at how Internet search engines work. Chapter 21, "How Gophers 

Work;' describes how to use gophers. Gophers were one of the first attempts to corral the enor­

mous amount of information available on the Internet. They help solve a major problem with 

the Internet-so much information is available that it can be difficult to find what you want. 

Gophers work on a simple menuing system and enable you to access information no matter 

where it's found, without having to remember to launch other Internet resources such as FTP or 

Telnet. Some of the ideas first introduced in gophers were later taken up by the World Wide Web. 

Chapter 22, "How Telnet Works," covers one of the older Internet technologies, and one that is 

still in widespread use-Telnet. Telnet enables you to take over the resources of a distant computer 

while sitting at your own computer. What you type on your keyboard is sent across the Internet to 

the distant computer, the commands are carried out by the distant computer, and the results of 

your commands are sent to your own computer screen. It appears as if you're sitting at the distant 

computer's keyboard. Telnet is used in many ways, notably by libraries making their catalogs 

available over the Internet. When you log into a distant computer using Telnet, you often use a 

menuing system. 
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In Chapter 23, "FTP and Downloading Files," we'll cover one of the most popular uses of the 

Internet-downloading files. Generally, files are downloaded from the Internet using FTP, the 

Internet protocol. Not only will we look at how FTP works, but also at how files are compressed 

and decompressed on the Internet. A compressed file will take less time to be sent over the 

Internet to your computer. You may not know it, but many times when you're on a Web site 

and download a file, you're actually using the FTP protocol. 

Finally, in Chapter 24, "Searching the Internet," we'll look at Internet search engines. The 

Internet contains such a vast amount of information that it's often impossible to find exactly what 

you want. Search engines look through the entire Internet-not only Web pages, but other sites 

such as newsgroups-and find information you're looking for, based on keywords that you type. 
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a certain extent, the Internet has been a victim of its success. There is such an enormous 

amount of information on it that it's often difficult to find what you want. 

This problem led to the development of a software program called an Internet Gopher. A 

Gopher organizes information in a logical fashion to lead you to files, Internet resources, data, 

and anything else you might search for on the Internet. Gophers were the first client software pro­

grams to allow access to many types of protocols and servers from within one client. 

Because Gophers make it easy to access many types of information, they helped fuel the 

Internet's growth. Because they are easy to build, they set in motion a wave of publishing on the 

Internet. Gophers are not used as frequently now as they were in the early days, however, largely 

due to the explosion of the World Wide Web. 

There are many Gophers located on the Internet. Organizations and universities generally create 

Gophers, often for internal use by employees or students. Most of the Gophers you'll come across 

are created and maintained by universities, and have been set up as a way to make it easier for stu­

dents to tap into the resources of the university and the Internet. Although the Gophers were created 

by the university or an organization, they are often made available to anyone on the Internet. 

Gophers work in a client/server model. You run a Gopher client on your own computer. The 

client sends requests to a Gopher server located on the Internet. The server sends back the infor­

mation to the client, which displays the information on your computer screen. There are Gopher 

clients available for PCs, Macintoshes, and UNIX computers. Online services also have Gopher 

client software built into them. 

Gophers are organized in a tree-like menu fashion. When you first engage a Gopher, you'll be 

greeted with the Gopher's main menu, called the root gopher. From this menu you choose items 

that interest you. Frequently, those items will be other menus, called submenus. Keep burrowing 

down through menus until you reach the information you want. 

Gophers can link you to many types oflnternet resources. The information you request often 

doesn't reside on the Gopher. Instead, the Gopher points you to other locations on the Internet. 

Gophers can lead you to text files, binary files, logins to remote computers, graphics files, multi­

media files, WAIS database searches, other Gophers, and more. 

What's helpful about Gophers is that you won't need to know which kind of Internet re­

source is required to get the information-a Gopher takes care of it for you. For example, if you 

request a file through a Gopher, the Gopher will automatically send it through FTP to your com­

puter; you don't need to launch FTP software. (See Chapter 23, "FTP and Downloading Files," 

for details on FTP.) 

Lastly, if the Gopher leads you to log on to a remote computer, the Gopher will do it for you; 

you won't need to launch a separate Telnet session. (Telnet is the topic of the next chapter.) 
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How Gophers Work 

• A Gopher follows the cl ient/server model. The Gopher client sends 
requests to the Gopher server, w hich then sends back the requested 
information to the client. Next, the cl ient displays the information on 
your computer. You can use special Gopher client software or a Web 
browser, which has the capability to function as a Gopher client. 
Online services have their own built-in Gopher clients. If you don't 
have a Web browser or Gopher client software, you can use Telnet to 
go to a public Gopher on the Internet. No matter how you access 
Gophers, however, they w ill generally work the same. 

Gtrwnl fnform111on 

Keywon!Sea-ch 

D When Gopher client software contacts 
the Gopher server, it sends a line of text 
called a selector. The selector may, in 
fact, be left blank. In a typical Gopher 
session, when the Gopher server is con-
tacted, first the connection is opened to 
the server, and then an empty line of text 
is sent. This empty line of text is a signal 
to the server to send back a menu of the 
available Gopher options on the server. Gopher Server 
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D The server sends a series of lines 
back to the client, each of which 
ends with a carriage return and 
line feed. Each line is made up of 
a series of components sepa­
rated by tab characters-a num­
ber; text called a user display 
string that the Gopher user wi ll 
see in a menu; a selector string 
that wi ll be sent to the Gopher 
server to retrieve a document or 
a directory; the domain name of 
the host that has the document 
or directory; and a port number, 
which tells the Gopher client and 
server how to connect over the 
TCP/IP connection. 

CHAPTER 21 

User Display String 

8 '-library or con ress ... locis.loc gov'· 70 

D When you choose an item from the Gopher menu, 
the entire string-not just the string you see-is 
sent from the client back to the Gopher server. 
The number at the beginning of the string tells the 
server what kind of resource is being requested. 
AO means the item is a file; a 1 means the item is 
a directory; a 5 or a 9 means the item is a binary 
fi le; a 7 means a search wil l be launched; and an 
8 points to a Telnet session. 

l llbr--.,oTCc:rv1J.J1C..C...lor 

2 r..:i.rel Lnuhuor, 

Using the selector 3 c...,1tt,t tnror-U..-. 

HOW GOPHERS WORK 

The Gopher cl ient displays only 
the user display string of each 
line. All the user display lines 
taken together make up the 
Gopher menu that you' ll see. 

About th,s goph<r 

P1aces around town 
Latest news 

Other resources 

Ltbrary of Congress 

• .-.~11• ...:I Au~l o 

!S Oriani.zet.1cns 

, r-1s,,i.-

string, the domain name, and the port number, 
in addition to the number at the beginning of 
the string, the server retrieves the information 
requested by the client. If the information re­
quested was a directory, the Gopher server 
will send a series of lines, each of which dis­
plays a menu option, just as was done when 
t he server was first requested. 

1 ~ lobiz ...cl IHIC Sun:h c-.-ds 
8 ~O"IWClNHI 
, l1br¥'!f or Co,v.n c;.r.rel I,,,._.t.t,:,n 

10 llbr.-yoT~f"Ht.f"Kt.l 

11 ··~·- · 

, ... 

I 2 I 

If the information requested 
was a search, the client soft­
ware w ill be sent data allow­
ing for a search. 

m If the information requested is a fi le or binary document, that 
file or document will be sent. Often, the information requested 
w ill be on a different server than t he Gopher server. In that 
event, the Gopher server wi l l contact the other server and have 
the requested material sent to the Gopher client. The Gopher 
client can now read or otherwise use the materia l. 
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of the more remarkable features of the Internet is the way it lets you use the resources of a 

distant computer somewhere else in the world. From your own home or office, you can log onto 

another computer, issue commands just as if you were at that computer's keyboard, and then 

gain access to all the computer's resources. You do this with an Internet resource called Telnet. 

Telnet follows a client/server model, which means that you run a piece of software on your own 

PC ( the client) to use the resources of a distant server computer. This distant computer is called 

the host. 

The host allows many different clients to access its resources at the same time; it isn't devoted 

to a single user. To use Telnet and the host's resources, you'll need to know the address of the 

Internet host whose resources you want to access. 

When you use Telnet, before you can take over the resources of a host computer you'll typically 

have to log onto the host. Often, you can use the name "guest" to log on. Some systems require that 

you also give information about yourself, such as your name and address. And some may require 

that you choose a username and a password that you will use the next time you log in. 

You can access many hosts on the Internet by using Telnet. They are all different computers, 

so many of them don't work or look alike. For example, some might be UNIX-based systems, 

some might be NT-based computers, some might be Macintoshes, as well as a variety of other 

computers, and they all work and look different from one another. As a way to make things eas­

ier, many hosts use a menuing system that gives you access to their resources. Also, when you 

connect using Telnet, you'll have to use terminal emulation; in essence you make sure your key­

board and monitor function as the host expects. The most common terminal emulation is the 

VT-100 emulation, so if you use Telnet software, that's a safe emulation to use. 

Telnet clients are available for all the major operating systems, including UNIX, Macintosh , 

and all versions ofWindows. If you use an Internet shell account instead of a SLIP/PPP connection, 

you'll typically use a Telnet client by simply typing the word "Telnet" followed by the Internet ad­

dress of the computer you want to access. For example, if you wanted to gain access to a computer 

run by the federal government called Fed World that lets you access a great deal of government 

information, you'd type "Telnet fedworld.gov". A Windows- or Macintosh-based Telnet client is 

easier to use than a DOS- or UNIX-based Telnet client because the former will remember host­

names for you. With clients, you can often keep an address book of hostnames so you can easily 

revisit them. 
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How Telnet Works 

• To use Telnet, yo u need to know the Internet address 
of the host w hose resources you want to use; your 
Telnet client contacts the host, using its Internet 
address. 

,:r= ... ~.--------..... -­.. F::w--.. .. - 111 

D When you contact the host, the distant computer 
and your computer negotiate how they will commu­
nicate with each other. They decide which terminal 
emulation will be used. Terminal emulation deter­
mines how your keyboard will transmit information 
to the distant computer and how information wi ll be 
displayed on your screen. It determines, for exam­
ple, things such as how certain keys like the back­
space key will work. VT-100 is the most common 
type of terminal emulation. 

Fedworld.gov 

11 -
I 
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Network Virtual Terminal Network Virtual Terminal 

Printer Printer 

I I -- -------------·· .. ~- --- ... ----

- -- -f,iif 

Keyboard Keyboard 

4=================····, --------------------------------------------------------------------...... -------------
0 When a client and a server communicate, they use the Telnet protocol. The Telnet protocol assumes that each end of the 

connection-the client and the server- is a Network Virtual Terminal (NVT). Each NVT has a virtual " printer" and a v irtual 
"keyboard ." The keyboard sends data from one NVT to the other. When you type text on your keyboard, you' re using the 
NVT keyboard . The printer is not really a printer at all-it receives and displays the data on the computer screen. When a 
distant Telnet connection sends you data and you display it on your screen, it is the printer that displays the information. 

IJ Typed text in a Telnet session accumulates in a buffer on your computer. When a complete line of data is ready 
for transmission, or w hen you give a command to transmit data (such as pressing the Enter key), the data is sent . 
across the Internet from your NVT keyboard. Along with the data is the host's IP address, w hich makes sure the 
packet is sent to the proper location. 

Printer Printer 

I I ---------·· .. - - . -- -- --- -
0110110101000111 

-----111-11 
- - -- --

Keyboard Keyboard 

4--==============·--·, ------·--··--·---------------------------------------------------------------------- 4=·===============·,..,, ---------------------------------------------------------------------------.. --------

D Your IP address is also sent, so that information can be routed back to you. Additionally, specific Telnet 
commands are sent that the other NVT will use to decide w hat to do with the data, or how to respond to 
the data. For example, when data is sent from one NVT to another, and certain information must be sent 
back to the originating NVT for a process to proceed, the Telnet Go Ahead (GA) command is sent. 

Printer 

DIR 
fedworl!.gov 
spacelink.msfc.nasa.go 

Keyboard 

E':J The Telnet host receives the data you've sent. It processes the 
data and returns to your screen (your NVT "printer") the re­
sults of using the data or running the command on a distant 
computer. So, for example, if you type a series of keys w ith 
the letters "dir" and press Enter, the distant computer w ill carry 
out the dir command. That computer will also return lo Printer 
your screen the dir command and send the results of run-
ning that command on the distant computer. 

Because packets have to go through many Internet 
routers in each direction between your computer 
and the host, there may be a delay between the 
time you send a command and the time you see 
the results on your own computer screen. 

I I --------·· .. -- -- - - ---
------liiif 
- - -- --- --- ---

Keyboard 
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of the most popular uses of the Internet is to download files-that is, transfer files from a 

computer on the Internet to your computer. These files can be of many types: programs that you 

can run on your own computer; graphics you can view; sounds and music you can listen to; or text 

files that you can read. Many tens of thousands of files are downloaded every day on the Internet. 

Most of those files are downloaded using the Internet's File Transfer Protocol, commonly referred 

to as FTP. FTP can also be used to upload files from your computer to another computer on the 

Internet. 

FTP, like many Internet resources, works on a client/server model. You run FTP client soft­

ware on your computer to connect to an FTP server on the Internet. On the FTP server, a pro­

gram called an FTP daemon (pronounced "demon") allows you to download and upload files. 

To log on to an FTP site and download files, an account number (or username) and a pass­

word must be typed in before the daemon will allow you to enter. Some sites allow anyone to 

enter and download files-but an account number (or username) and password must still be en­

tered. Often, to get in, you use "anonymous" as your username and your email address as your 

password. Because of this, these sites are often referred to as anonymous FTP sites. Some FTP 

sites are private, only allowing certain people with the proper account number and password to 

enter. 

FTP is fairly simple to use. When you log on to an FTP site, you can browse through the avail­

able files by changing directories and you can see a listing of all the files available in each directory. 

When you see a file you want to download, you use your client software to instruct the FTP server 

to send you the file. 

As the World Wide Web gains popularity, downloading software is becoming even easier. 

You can use your Web browser and click on links to files; behind the scenes, FTP is often still 

downloading the files. FTP remains the most popular way to download files from the Web and 

the Internet. The HTTP protocol of the Web can be used for downloading files from the Web, 

but it's not as efficient as FTP, so it isn't used as frequently. 

One problem with downloading files over the Internet is that some files are so large it can take 

a tremendous amount of time to download them, especially if the connection is made via modem. 

Even at 28,S00bps, downloading files can be slow. As a way to speed up file transfers and save space 

on the FTP server, files are commonly compressed- shrunk in size using special compression soft­

ware. Many different methods are used to compress files. Depending on the file type, files are usu­

ally compressed from 10 to 50%. After the files have been downloaded, you'll need to run the 

compression software on your own computer to decompress the files so you can use them. 
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How an FTP Session Works 

FTP, like many other Internet resources, 
runs on a client/server model. So, in 
order to use it you' ll need client soft­
ware to run on your computer. To begin 
an FTP session, you run the FTP client 
software and contact the FTP server that 
you w ant to 
dow nload 
files from. 
You can get 
FTP client 
software in 
hundreds of 
places on 
the Internet, 
including 

FTP Client 

the ZDNet 
Software Library at 
www . hotfiles. com. 

The FTP daemon runs 
on the FTP server. This 
daemon handles all 
FTP transactions. When 
an FTP client contacts a 
server, the daemon wi ll 
ask for an account number (or user­
name) and password. Many FTP sites 
let anyone log on to them to down­
load fil es and software. This is ca lled 
anonymous FTP. With anonymous 
FTP, you often use " anonymous" for 
your account number and your email 
address for your password. Note that 
some FTP clients will automatically 
log on to the FTP server for you when 
you connect so you won't be asked to 
log on-your software w ill do it for 
you automatically. 

FTP Sites 
a~ Public software archives 
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Command Link 

D When you log on to the FTP 
server, a connection cal led a 
command link is opened up be­
tween your computer and the 
server. This link is used for send­
ing commands to the server from 
your computer, and sending mes­
sages and information back from 
the server to your computer. 
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Command Link 

IJ When you want to change directories on the FTP 
server, your client software sends an instruction 
to the FTP daemon, using the command link. 
The daemon changes directories and then sends 
back a listing of fi les on that directory via the 
command link. On your cl ient software, you' l l 
see a l isting of fi les in the new server directory. 
When you want to download a fi le, the request 
is issued over the command link. 

-·-·-·-·-·-· Data Link 

D When you issue a command to down­
load a file, a second connection is 
opened up, called the data connection 
(also called the data link). This connec­
tion can be opened up in one of two 
modes: the ASCII mode or the binary 
mode. The ASCII mode is used for 
sending text files and alters th ings 
such as line feed and carriage return; 
the binary mode is used for sending 
binary files and lets files through 
untouched. 

Command Link 

-·-·-·-

Command Link 

The file is downloaded 
from the server to your 
computer via the data 
connection. After the 
fi le is downloaded, the 
data link closes auto­
matical ly. 

fl When the fi le is downloaded and the data link 
closes, the command link stays open. You can 
then change directories or download more 
files. After you're done, you log off and the 
command link closes. You're no longer con­
nected to the FTP server. 
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How File Compression Works 

. .. .. 
A 

B 

~ Compression programs use algo­
rithms-complex mathematica l for­
mu las-to shrink files. In the fi rst step 
in the process, the algorithm exam­
ines the fi le to be compressed, look­
ing for repeating patterns of data . 

• 

• 

fl Fi le extensions, the letters that • 
appear after the period at the 
end of a filename, can te ll you if 
and how a fi le is compressed. 

D When the algorithm finds patterns of data that 
repeat, it replaces the patterns with small er 
"tokens." In a file that has many repeating 
patterns, many tokens are used to replace 
data so the compressed file is much small er 
than the original file. 

D ·A "header" can also be added to the file as it is com­
pressed. This header contains information about the 
file, such as the fi lename, the fi le size, and the com­
pression method used. This information is used to 
help reconstruct the fi le when it is uncompressed. 

Usually MS-DOS 

Types of File-Compression Schemes You'll Find on the Internet 
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GROUP .TAR 

• 
Some compression software, such as PKZIP for the PC, 
can also archive files, combining several compressed 
files. The UNIX command TAR can also combine many 
fi les into a sing le archive. 

D When you want to use a compressed file 
you find on the Internet, t ransfer it over 
the Internet to your computer. 

-

Landscape.TIF 

Macintosh 

To use the file, you'll need decompression software on 
your computer. The decompression software looks into 
the file's header and examines the tokens in the file. 
Using a decompression algorithm, it reconst ructs the 
original file, which you can then use on your computer. 

UNIX 
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much information is available on the Internet, but there is so little organization to the Internet 

that it can seem impossible to find the information or documents you want. A number of solutions 

have sprung up to solve the problem. The two most popular ones are indexes and search engines. 

Indexes present a highly structured way to find information. They enable you to browse 

through information by categories, such as arts, computers, entertainment, sports, and so on. In a 

Web browser, you click a category, and you are then presented with a series of subcategories. Under 

sports, for example, you'll find baseball, basketball, football, hockey, and soccer. Depending on the 

size of the index, several layers of subcategories may be available. When you get to the subcategory 

you're interested in, you'll be presented with a list of relevant documents. To get to those docu­

ments, you click the links to them. Yahoo! (http: / /WWW. yahoo. com/) is the largest and most pop­

ular index on the Internet. Yahoo! and other indexes also enable you to search by typing words that 

describe the information you're looking for. You then get a set of search results-links to docu­

ments that match your search. To get the information, you click a link. 

Another popular way of finding information is to use search engines, also called search tools 

and sometimes called Web crawlers or spiders. Search engines operate differently from indexes. 

They are essentially massive databases that cover wide swaths of the Internet. Search engines don't 

present information in a hierarchical fashion. Instead, you search through them as you would a 

database, by typing keywords that describe the information you want. 

Many popular Internet search engines exist, including Lycos, Excite, and Alta Vista. Although 

the specifics of how they operate differ somewhat, generally they are all composed of three parts: 

at least one spider, which crawls across the Internet gathering information; a database, which con­

tains all the information the spiders gather; and a search tool, which people use to search through 

the database. Search engines are constantly updated to present the most up-to-date information, 

and they hold enormous amounts of information. Search engines extract and index information 

d ifferently. Some index every word they find in a document, for example, and others index only 

the key 100 words in each document. Some index the size of the document; some index the title, 

headings, subheadings, and so on. 

Additionally, each search engine returns results in a different way. Some weigh the results to 

show the relevance of the documents; some show the first several sentences of the document; and 

some show the title of the document as well as the URL. 

Many search engines and indexes are on the Internet, each with its own strengths and weak­

nesses. To cast the widest possible net when looking for information, you'd like to search as many 

of them as you can. The problem is that doing so is too time-consuming. So a type of software 

called meta-search software has been developed. With this software, you type a search on your 

own computer. The software then submits the search to many Internet search engines and indexes 

simultaneously, compiles the results for you, and then delivers the results to your computer. To 

visit any resulting site, just click the link, the same as if you were on an index or search engine site. 
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Hew Internet Search 
Engines Work 

D 

WaIBumTIWilluma 
link link link --~ 

As the spider discovers documents 
and URLs, software agents are in­
structed to get the UR Ls and docu­
ments and send information about 
them to indexing software. 

Each search engine uses a crawler or spider 
with its own set of rules guiding how docu­
ments are gathered. Some follow every link on 
every home page that they find and then, in 
turn, examine every link on each of those new 
home pages, and so on. Some spiders ignore 
links that lead to graphics files, sound files, and 
animation files. Some ignore links to certain 
Internet resources such as WAIS databases, and 
some are instructed to look primarily for the 
most popular home pages. 
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When you click a link to one of the docu­
m ents that interest you, you' re sent 
st raight to that document . The document 
itself is not in the database or on the 
sea rch engine site. 

D 

.:I 

The database is searched, based on the criteria 
you 've set. Results are returned in HTML pages. 
Each search engine returns results in a different 
way. Some weigh the results to show how relevant 
the document is to your search; some show the 
URL, as well as the first several sentences of the 
document; and some show the title of the docu­
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When you visit a search engine and want to 
search the Internet for information, you'll type 
words on a Web page that describe the informa­
tion you want to find. Depending on the search 
engine, more than just keywords can be used. 
For example, you can search by date and other 
criteria with some search engines. 

The indexing software receives the documents and URLs from the 
agent. The software extracts information from the documents and 
indexes it by putting the information into a database. Each search 
engine extracts and indexes different kinds of information. Some 
index every word in each document, for example, but others index 
only the key 100 words in each; some index the size of the docu­
ment and the number of words in it; some index the title, headings 
and subheadings, and so on. The kind of index built will determine 
w hat kind of searching can be done with the search engine and 
how the information w ill be displayed. 
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How Meta-search 
Software Works 
Meta-search software is software that sits on your computer and enables 

you to search through many Internet search engines simultaneously and to 

view and use the results. You can browse through the results on your com­

puter and click those pages that you want to visit. This illustration shows 

how one such piece of meta-search software, called Copernic, works. 

D The meta-search software sends many 
"agents" simultaneously-depending on 
the speed of you r connection, usually 
from 4 to 8, but it can be as many as 32 
different agents. Each agent contacts one 
or more search engines or indexes, such 
as Yahoo!, Lycos, or Excite. 

-----=--~ When you want to search for some­
thing on the Internet, you type de­
scriptive w ords or a search term into 
the meta-search software. 
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The agent sends the results back to the meta-search software. After 
the agent sends its report back to the meta-search software, it goes 
to another search engine and submits a search in that engine's 
proper syntax, and then again sends the results. back to the meta-
search software. · 

The meta-search software takes all the results from all the 
search engines and examines them for duplicate results. If 
it finds duplicate results, it deletes them. It then displays the 
resu lt s of the sea rch, ranking ·each "h it" by the likelihood 
that it contains the information you requested. It figu res out 
the ranking by examining the title of the site found, th e 
header information in the site, and the words on the site. 
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CHAPTER 24 SEARCHING THE INTERNET 

The agents are intelligent enough to know how each search engine functions­
for example, whether a particular engine allows for Boolean searches (search­
ing by using AND, OR and other variables). The agents also know the exact 
syntax that each engine requires. The agents put the search terms in the proper 
syntax required at each specific search engine and submit the search-they 
don't have to fill out forms, as users normally do at search engines. 

av.yahoo.com/bin/query?p = preston¾27s + p1cks&hc = O&hs = o 

EJ The search engines report the results of the search to each agent. The re­
su lts typically include the URL of each site that matches the search, and 
often a summary of information found on the site, the date the site was 
last updated, and other data. 

You browse through the results in 
the meta-search software. When 
you see a page you're interested in, 
you double-click it. You' ll then be 
sent to that site. 
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PART 6 HOW THE WORLD WIDE WEB WORKS 
-----------------~If 

many people use the word "Internet," they are really talking about the World Wide 

Web. The Web is the most interesting, the most innovative, the most visible, and the fastest grow­

ing part of the Internet. To a great degree, the explosive growth of the Web has been what's fueled 

the enormous amount of interest in the Internet in the past several years. When people refer to 

"surfing the Net;' they're usually talking about using the World Wide Web. 

This section of the book looks in great detail at how the World Wide Web works, from basic 

technologies such as how Web pages work, to more advanced features such as imagemaps, and the 

way that the Web is becoming increasingly integrated directly into your computer. We'll learn 

what the Web comprises, how a Web browser works, and thoroughly investigate URLs ( uniform 

resource locators), as well as many other aspects of the Web and Web browsers. 

Chapter 25, "How Web Pages Work," examines the most basic part of the Web. It starts by cov­

ering the general technology of the Web and describes how the Web works. Web pages are, in 

essence, multimedia publications that can include music, audio, video and animation, as well as 

graphics and text. Web pages are connected via hypertext that enables you to jump from any page 

to any other page, and to graphics, binary files, multimedia files, and other Internet resources. To 

jump from one page to another, or to another resource, you merely click a hypertext link. 

The chapter details how all that works and looks at the client/server model of the Web. It 

shows what happens behind the scenes when you type a URL into your browser-how that infor­

mation gets routed properly so that you visit the Web site that interests you. The chapter also 

delves into how Web pages are organized on a site and how an entire Web site works as a unit to 

deliver its information to you. 

Chapter 26, "How Web Browsers Work," examines browsers. Web browsers are pieces of soft­

ware that interpret the language of the Web, Hypertext Markup Language (HTML), and then 

display those results on your computer. The chapter begins by delving into how browsers do that 

job. 

Browsers, however, now go far beyond merely allowing you to visit the Web. Both Netscape . 

Communicator and Internet Explorer have grown to become full-blown application suites. 

Communicator, for example, includes the Navigator browser along with many other programs for 

communicating with others on the Internet. It includes a news reader, an email package, confer­

encing and whiteboard software, and even a powerful editing tool that enables you to create and 

publish your own Web pages. 

Browsers also increasingly blur the distinction between the Internet and your own computer, 

as we'll see in Chapter 26. Internet Explorer allows your Windows desktop to be HTML-enabled, 
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which means you can have hyperlinks directly on your desktop to bring you to the Web. Even 

more significantly, it enables components created on the desktop to take information from the 

Internet automatically and put it on your PC; a real-time stock ticker is an example of this. 

As mentioned earlier, HTML is the language of the Web. Chapter 27, "How Markup 

Languages Work;' explains how HTML forms the building blocks for creating Web pages. The 

language is an essential set of directions that tells your browser how to display and manage a Web 

document. The chapter shows in detail how all that works. 

Chapter 28, "How Hypertext Works," looks at hyperlinks, which set the Web apart from most 

other portions of the Internet. This chapter describes the various ways that documents can link to 

each other on the Web and explains concepts such as relative links and absolute links. 

Chapter 29, "How URLs Work:' looks in great detail at URLs, the addresses you type into your 

browser to visit a Web site. We'll look at the underlying structure of a URL and gain a better un­

derstanding of how a URL is put together and what it can tell you about the site you're visiting. 

We'll also see precisely how URLs help retrieve documents from the Web. 

Chapter 30, "How Imagemaps and Interactive Forms Work," looks at two technologies you 

use every day on the Web without realizing it: imagemaps and interactive forms. Imagemaps aren't 

maps in a traditional sense. Instead, they're graphics with URLs embedded inside them. When 

you click one part of the graphic, you'll be sent to one site, and when you click another, you'll be 

sent to a different site. An imagemap could be a picture of a house, for example, and when you 

clicked the living room, you'd be sent to an entertainment site; when you clicked on a home of­

fice, you'd be sent to a business site. 

Interactive forms are the forms you fill out on the Web for doing things such as registering at a 

site or sending information about yourself before you're allowed to download a particular piece of 

software free of charge. 

Chapter 31, "How Web Host Servers Work," looks at Web server software. As I mentioned be­

fore, the Web works on a client/server model. Your Web browser (the client) contacts the Web 

server. This chapter explains how Web server software interacts with your browser to deliver Web 

content to you. 

Finally, Chapter 32, "How Web Sites Work with Databases," looks at databases. Databases are 

used on the Web for many things. Web indexes and search sites such as Yahoo! are, in essence, 

databases that interact with the Web. 
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H World Wide Web is the fastest growing, and in many ways, the most exciting and intrigu­

ing part of the Internet. When people refer to "surfing the Net;' more often than not they re talk­

ing about using the World Wide Web. 

As its name implies, the World Wide Web is a globally connected network. The Web contains 

many things, but what makes it so fascinating to so many are the Web "pages" that incorporate 

text, graphics, sound, animation, and other multimedia elements. In essence, each page is an in­

teractive multimedia publication that can include videos and music as well as graphics and text. 

Pages are connected to each other using hypertext that allows you to move from any page to 

any other page, and to graphics, binary files, multimedia files, as well as any Internet resource. 

To jump from one page to another, click on a hypertext link. 

The Web operates on a client/server model. You run Web client browser software such as 

Netscape Navigator or Microsoft's Internet Explorer on your computer. That client contacts a 

Web server and requests information or resources. The Web server locates and then sends the 

information to the Web browser, which displays the results. 

Pages on the Web are built using a markup language called HTML (Hypertext Markup 

Language) . The language contains commands that tell your browser how to display text, graph­

ics, and multimedia files . It also contains commands for linking the page to other pages, and to 

other Internet resources. 

The term "home page" is often used to refer to the first, or top, page in a collection of pages 

that make up a Web site. This is to distinguish it from the many pages collected together as a sin­

gle "package" of sorts that often make up Web sites. The home page is like a magazine cover or 

the front page of a newspaper. Usually, it acts as an introduction to the site, explaining its purpose 

and describing the information found on other pages throughout the site. In this way, the home 

page often acts as the table of contents for the rest of the site. 

In general, Web sites use three kinds of organizational structures to organize their pages. In a 

tree structure, a pyramid or outline format makes it easy for users to navigate through the site and 

find the information they want. In a linear structure, one page leads to the next, which then leads 

to the next, and so on, in a straight line. Finally, in a random structure, pages are connected to each 

other, seemingly at random. 

The last illustration in this chapter shows how someone might build his or her own pages using 

an HTML editor. Once you create your pages, you use FTP software to post them onto a small 

portion of a Web server. You can either rent the server space from a local ISP or set up your own 

Web server. 
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PART 6 HOW THE WORLD WIDE WEB WORKS 

How the World Wide Web 
Works 

The World Wide Web is the fastest growing and most innovative part of the Internet. 
When you browse the Web, you v iew multimedia pages composed of text, graphics, 
sound, and video. The Web uses hypertext links that allow you to jump from one place 
to another on the Web. The language that allows you to use hypertext links and to view 
Web pages is ca lled Hypertext Markup Language, more common ly known as HTML. 
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The Web works on a cl ient/server 
model in w hich client softwa re­
known as a Web browser-runs 
on a local computer. The server 
software runs on a Web host. To 
use the Web, you first make an 
Internet connection, and then 
launch your Web browser. 
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In a Web browser, you type the URL 
for a location you want to visit or click 
on a link that w ill send you to the de­
sired location. The names for Web lo­
cations are URLs (uniform resource 
locators). Your Web browser sends the 
URL request using HTTP (Hypertext 
Transfer Protocol), which defines the 
way the Web browser and the Web 
server communicate w ith one another. 

I http://www.mcp.com/zdpress/catalog 
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fl When the server finds the requested home 
page, document, or object, it sends that 
home page, document, or object back to the 
Web browser client. The information is then 
displayed on the computer screen in the 
Web browser. When the page is sent from 
the server, the HTTP connection is closed 
and can be reopened. 
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The Web server receives the re­
quest using the HTTP protocol. It 
is told which specific document 
is being requested. 
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D The request is sent to the Internet. Internet routers 
examine the request to determine w hich server to 
send the request to. The information just to the right 
of the http:// in the URL tells the Internet on which 
Web server the requested information can be found. 
Routers send the request to that Web server. 

L ] • • • • • • • • • • • • • 

EJ URLs contain several parts. The first part-the http://-details which Internet protocol to 
use. The second part- the part that usually has a www in it-sometimes tell s what kind 
of Internet resource is being contacted. The third part-such as zdnet.com-can vary in 
length and identifies the Web server to be contacted. The final part identifies a specific 

, directory on the server and a home page, document, or other Internet object. 
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How Web Pages Are 
Organized on a Web Site 
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~ The home page is the first or top 
page of any Web site. A site can be 
just one page, or can comprise 
dozens or even hundreds of pages. 
In the latter case, the home page 
acts as a table of contents to orga­
nize the site and help users find in­
formation available on the site. 

EJ U cferlined or highlighted hyperlink 
text is often embedded in the home 
page. The hyperlinks serve to con­
nect the top page with other pages 
throughout the site. 

D Related documents residing together 
on a Web host computer make up a 
Web site. However, a single server can 
host multiple Web sites, each con­
tained in a separate.area or directory, 
much like a hard drive g,an accommo­
date multiple directories. Some Web 
sites are so large and heavily t rafficked 
that they cannot fit on a single server 
and require multiple servers. 

EJ Good Web design principles suggest 
that pages throughout a site link back 
to the home page. This approach al· 
lows users to always find their w ay 
back to the top of a site to navigate in 
other directions. 
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Documents with in a site can be linked 
to any other document in the site-and 
even to documents on other sites. Most 
Web sites, however, are designed in a 
pyramid or outline structure that gives 
users a visual model to understand 
how information is arranged, and indi­
cates how to find and navigate through 
the site's documents. 

,. 

r:'I 1:.1 The third organizational struc-
ture is really a lack of struc­
ture, in which pages are 
connected to one another 
seemingly at random. (It's this 
last structure, though, that 
makes it clear why the Web is 
called the Web.) 

,, 
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Tree 

r:J Web sites are typically organized in 
one of three ways. The first is an 
outline or tree structure, which 
arranges information hierarchically, 
moving from gene·ral information to 
more specific data. 

Linear 

.....-EJ The second organiza­
tional method is linear, 
in which one page 
leads to the next, 
which leads to the 
next one, and so on. 
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How Web Sites Work 

Text Graphics 

•• • First, the raw materia ls are col lected 
for the Web page. Content may be 
any number of things-family pho­
tos, poems, personal opinions, text 
of any kind, even sound clips and 
movies. Text can be easi ly compiled 
with any word processor, such as 
Microsoft Word. 

Text Editor 

,.,--..... ,,.__.,.___,T .. '- -11•, t•tN>li'fi-..,... -.. ..-....... .,. __ ....,...,..,.~ .. 
~ -·r-·~-,,.--., .. ,...WIJ,iK,-. 
~ ~ ..... ,_ ..... -.. ~~.,. .... ~ .... ,,,..,.., .. 

1 _ .-11 

I .,..-..,-Mm'!.~----~ ... .;""'"" 
IW.U11tQ t111..._ ... ..,.._- ~.,_=''"''-"";._;;•--a--

• • • • • • 

• • • 
Image Editor 

Multimedia 

•• 

•• • 

<HTML> 

</HTML> 

HTML Page 

Software is avai lable that faci l itates 
the arrangement of text, images, 
and other media without requiring 
a single line of HTML to be typed; 
one such program is Adobe's 
PageMill. However, if the pages 

eed to be tweaked, there is no 
sdB~tute for knowing a little 
HTML. Before posting new pages, 
they should be previewed from the 
hard disk using a Web browser. If 
any changes are necessary, it is 
easier to make them at this s age . 

Media Editors 
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CHAPTER 25 HOW WEB PAGES WORK 

D The Web page can typica t be posted by 
means of a dial-up connectio to the 
Internet (via a local ISP). Many ISPs pro­
v ide the space for doing this free of 
charge as part of their monthly fee. 

An FTP program is used to log on 
to the ISP's Web server; many 
good ones are available as share­
ware on the Internet. The ISP is-
sues a username and password at 
sign-up t ime, which are used to log 
on to the directory where the 
HTML page, graphics, and other 
media w i ll be placed. Once the var­
ious elements are put in the right 
folder, the "live" pages can be 
checked on the Web using the URL 
provided by the ISP. 

•• • 
..... , .. 

-
-ISP 

EJ A page can come to l ife with a few well-chosen images. In designing a 
family home page, for example, a scanned photo might work well on the 
Web page. Icons or colored bullets spruce up a text list, and navigational icons such 
as arrows or pointers let a user move logically around the site. A w hole range of 
shareware image editors is avai lable on the Internet. The most full-featured commer­
cia l image ed itor is Photoshop by Adobe. Ph otoshop is a professional-grade program 
that allows you to modify, create, or resize virtually any digital image. 

..,., ·-

HTML Editor 
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EJ If you want to add other media to your pages-such as digi­
tized sound, music, or video-you wi ll need access to th e dig­
ital files, or you can dig itize them yourself w ith additional 
computer hardware. When you are dealing w ith media w !th 
large fi le sizes-like a 4MB movie-it will take users a very 
long t ime to download the file . During editing, t ry to t rim all 
the fat out of video and audio clips. Also try to scale back the 
length and resolution of audio and video to decrease file size. 
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C H A P T E R How Web 
Browsers Work 
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• much of the Internet, the World Wide Web operates on a client/server model. You run a 

Web client on your computer-called a Web browser-such as Netscape Communicator, or 

Microsoft's Internet Explorer. That client contacts a Web server and requests information or re­

sources. The Web server locates and then sends the information to the Web browser, which dis­

plays the results. 

When Web browsers contact servers, they're asking to view pages built with Hypertext 

Markup Language (HTML). They interpret those pages and display them on your computer. They 

also can display applications, programs, animations, and similar material created with program­

ming languages such as Java and ActiveX, and scripting languages such as JavaScript. 

Sometimes, home pages contain links to files that the Web browser can't play or display, such 

as sound or animation files. In that case, you'll need a plug-in or a helper application. You config­

ure your Web browser to use the helper application or plug-in whenever it encounters a sound or 

animation file that the browser can't run or play. 

Over the years, Web browsers have become increasingly sophisticated. Browsers have now be­

come full-blown software suites that can do everything from videoconferencing to letting you cre­

ate and publish HTML pages. They have also begun to blur the line between your local computer 

and the Internet- in essence, they can make your computer and the Internet function as a single 

computer system. 

Toward this end of bringing the Internet more directly into computers, Microsoft has inte­

grated Web browsing and the Internet directly into the operating system. For example, with 

Internet Explorer 4.0 and above, and with Windows 98, the Windows desktop can be HTML­

based. This means Web links can be directly embedded into the desktop. So, for example, you can 

have links to your favorite Web pages right on the desktop. And even applications such as word 

processors now have Web capabilities built into them, such as being able to browse the Web, or 

build home pages. Even more significantly, using technology that Microsoft calls Active Desktop, 

Internet-based desktop components can live on the desktop. These components can be things such 

as stock tickers, which deliver live Web content directly to the desktop. You don't need to go fire 

up your Web browser to get the information; it's delivered straight to your Windows desktop 

without your having to do anything. 

Both Microsoft and Netscape have also built entire suites of software around their browsers. 

Netscape, for example, calls its suite Netscape Communicator. Communicator includes modules 

for reading newsgroups; for reading, sending and managing Internet mail; for audio conferenc­

ing; for collaborative work on whiteboard applications in which people can view and mark up the 

same documents simultaneously; and more. These enhancements will help usher in an era of col­

laborative computing. Not only will the Internet be used to transmit and receive information, but 

it will also alter the way we do business and help us communicate more effectively. 

I 5 I 
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PART 6 HOW THE WORLD WIDE WEB WORKS 

How a Web Browser Works 
~ Web browsers consist of client soft­

ware that runs on your computer and 
displays home pages on the Web. 
There are clients for PC, Macintosh, 
and UNIX computers. 

D A Web browser displays information on your computer by inter­
preting the Hypertext Markup Language (HTML) that is used to 
build home pages on the Web. Home pages usually display 
graphics, sound, and multimedia files, as well as links to other 
pages, files that can be downloaded, and other Internet resources. 

1 - I 1-1 1--:;:J 

20 .Qrectory ~l'ldow .Qption lie!p 
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<HTML> 
<HEAD> 
<TITLE> 
</HEAD> 

<BODY> 

CHAPTER 26 HOW WEB BROWSERS WORK 

D The coding in the HTML files tells your browser how to display the 
text, graphics, links, and multimedia files on the home page. The 
HTML file that your browser loads to display the home page 
doesn't actually have the graphics, sound, multimedia files, and 
other resources on it. Instead, it contains HTML references to those 
graphics and files. Your browser uses those references to find the 
files on the server and then display them on the home page. 

<P> Do you ever wonder what•s Happening behind 
the screens when you dive into the Web? 

<H3> Vou 1II learn about: 

<A HREF= 11 URL 11 > Go TO URL<IA> 

EJ The Web browser also interprets HTML tags as links to other Web sites, or to other Web re­
sources, such as graphics, multimedia files, newsgroups, or files to download. Depending 
on the link, it will perform different actions. For example, if the HTML code specifies the 
link as another.home page, the browser will retrieve the URL specified in the HTML file 
when the user clicks on the underlined link on the page. If the HTML code specifies a file to 
be downloaded, the browser will download the file to your computer. 

<P> <IMG SRC= 11 BOOK.GIF 11 

___ <H2> Get ready to surf! 

<P> As you cruise around this informative site, 
you 1II also find lots of hyperlinks to other sites all 
across the World Wide Web. 

</BODY> 
<HTML> 

Ul·lli There are many kinds of files on the Internet that Web browsers cannot display. In particular, this per­
tains to many kinds of multimedia files such as sound, video, and animation files. Still, there are often references to 
these kinds of files on Web pages. To view or play these files , you'll need what are called "helper applications" and 
plug-ins. You must configure your Web browser to launch these helper applications and plug-ins whenever you click on 
an object that needs them in order to be viewed. Helper applications and plug-ins can also be used for displayinri vir­
tual reality pages, for chatting on the Internet, and for doing other Internet tasks. 

Ui·I Ii The meanings of tags are easily decipherable. Every HTML tag, or instruction, is surrounded by a 
less-than and a greater-than sign- < P>. Often tags appear in pairs, the beginning tag and the ending tag. 
They are identical except for a simple slash in the end tag. So a paragraph of text will frequently be surrounded 
by tags like this: ·<P> Paragraph of text. </P>. Also, tags are not case sensitive. <P> equals <p>. 
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PART 6 HOW THE WORLD WIDE WEB WORKS 

How Netscape 
Communicator Works 

Netscape Communicator is a complete 
suite of Internet applications, not merely 
a Web browser. Any individual compo­
nent can be run alone, or it can be run in 
concert with other components. 

fl Communicator also in­
cludes an HTML editor 
that allows you to edit, 
create, and post HTML 
to the Web. 

Web Server 

D The centerpiece of 
Communicator is 
Netscape Navigato r, 
the Web browser 
component. 

.. L•.., lit,,._._. 
- 2 --2.. .!. .!..,.!.2.o!..~ !l !. e 

The Netcaster component of 
Communicator allows for push 
technology to send information to 
you over the Internet, and for "sub­
scriptions" to Web sites. This saves 
time and allows information to be 
read offline while you 're not con­
nected to the Internet. 
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D 

HOW WEB BROWSERS WORK 

Netscape Conference is the workgroup and multimedia 
communications component of Communicator, used 
primarily on intranets. It allows people to hold group 
conference calls from their computers, as well as view 
and use shared files and documents together. This is 
called a whiteboard application. 

Conference 

I ... "~~1111 
~°"'2 I 

Messenger 

~ New1ltm I /1 4/97 lnbo11 Nel1C<'lpe Fold.,, Pl~ £1 

Communicator includes an email component 
called Netscape Messenger. Unlike some other 
email packages, Messenger can read HTML docu­
ments so you can receive entire Web pages as 
well as messages that include graphics and multi­
media content. 

- --
D Two other Communicator components allow for reading newsgroups 

and online discussions on the Internet. A Usenet newsgroup reader 
gives access to Usenet, w hereas software called Collabra allows for 
intranet-based discussions . 
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156 PART 6 HOW THE WORLD WIDE WEB WORKS 

How Internet Explorer 
Integrates into Windows 

D 

~ Internet Explorer 4.0 and above-and Windows 98-blur 
the distinction between your computer and the Internet. 
This change has a great impact on Web browsing. Th e 
Active Desktop is primarily responsible for this en­
hancement. 

On top of the backg round HTML layer is the icon 
layer. The icons are the same shortcuts that exist in 
Windows. When icons are clicked upon, they 
launch a program or a file, open a folder, or do 
anything else that icons normally do in Windows. 

D The Active Desktop is built with 
severa l layers. One layer, the 
background, allows your normal 
Windows 95 background to func­
tion as an HTML page instead of 
wallpaper or a color. So, for ex­
ample, Web links could be placed 
on the background of your desk­
top. When you click on the link, it 
launches Internet Explorer and 
sends you to the Web site. 

ftt i.-.,. lit,,.... !Mo 
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CHAPTER 26 HOW WEB BROWSERS WORK 

Browser !!100 El 

D Desktop components can be placed on 
this background HTML layer. Desktop 
components are HTML frames that con­
tain HTML-based content, sites, and ap­
plications. For example, a desktop 
component may be a stock ticker that dis­
plays constantly changing stock prices. - -- -- ---

..:l 

- -- --- -

A 

D A desktop component, such as a stock ticker, can actually be a 
Web page or component that exists on the Internet. The Active 
Desktop contacts the Web server hosting the page, downloads it 
to your loca l PC, and then displays it within the desktop compo­
nent frame, resizing the component or page to fit into the frame. 

Another way Internet Explorer 4.0 and 
above and Windows 98 integrate your 
local PC w ith the Internet is by allowing 
you to browse the contents of your 
computer w hile you're using your 
browser on the Internet. When you type 
the drive letter of your computer (such 
as C:), you will be able to see the folder 
structure of your computer from w ithin 
Internet Explorer. 

Atbw Dwtop is Di& nall'\i kir Iha active eli«ll lct lnlttrltl Eic;h:<~r ,.o. The>c 
desig:ntd for rn«Qfl'Um ftexibi!ity for ltla us9r, '9'\'91'1':,"l,1 cUT9rt tec:l'nc:(ogies, to 
hnd. r tet-1~. and organ'za lnlotW'lil!ion . Th&Actr,,,i D,)sldop pr~du rich m r, 
Oyn.:lf'ic HTML. len9-1~•in~~nd«t1 si::fi1:tjng and «illl)OOeol'S (inctudi~ vs 
JStt'i~ ). and s.i*'Ylli)SS ateK'S I<> S~ll'l sir:Me.as. It is 111n t-Xltnsibl& plsHorm , ,1 
Cefi-,,fre<S c:ross Pltr:form (lh&(5 rid'il ii v,il run en yoor'Mndows meicline Kwt·. 
ma:Nn&). In INS WIClt, W,11 ~Iii ~k9 a loOk II: U'lil ACII"" DMl,Jop trOM a t.M(S •• 

fl You can then launch any document by double-clicking 
it, just as you would normally do in Windows. You'll 
read the document in your normal application, not 
within Internet Explo rer. 
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158 PART 6 HOW THE WOR LD WIDE WEB WORKS 

C H A P T E R How Markup 
Languages 
Work 

Sample Browser: How the Internet Works 

w, 

Destination http: / ! sample. com/sample . ht ml 

00 I 
rll<i 

. . d the scenes when 
ever wonder what's happemog behin 

Do you . 
you dive into the Web? . our own Web site, but 1ust 

h ght about creattng Y 
Have you t ou start? 
aren't sure where to . d ac!nes$ to you? 

ll magic an m 
I the Internet a h ·ght pJace! 
s ' come to t e n out of the 

Well, then, you ve . d to taliliig rNe rnYiteJrhe Internet 
. d dicate nfS JOSI n O -n.;s Web site is e_ . gin-clear ter 

1 w d explainJll 
Internet an 

Works. ti_ 'K _);~ 

D 
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languages are the road signs of a Web page. They are sets of directions that tell the 

browser software how to display and manage a Web document, much like written music scores 

are instructions that tell a musician how to play a particular song. These instructions (called tags 

or markups) are embedded in the source document that creates the Web page. 

Tags reference graphic images located in separate files, and they instruct the browser to re­

trieve and display these images within the page. Tags can also tell a browser to connect a user to 

another file or URL when he or she clicks an active hyperlink. So each Web page has everything it 

needs to be displayed on any computer with a browser that can interpret the markup language. 

Your original text will probably have headings, multiple paragraphs, and some simple format­

ting. A Web browser will not understand all these layout instructions because the original text 

isn't formatted with HTML, the language of the Web (discussed later in this chapter). Paragraphs, 

carriage returns, indents, and multiple spaces will be shown instead as a single space if no HTML 

markup is added. 

Markup languages should not be confused with programming languages, such as C+ or 

Pascal. Programming languages are used to write complex applications, such as word processors 

or spreadsheets. Markup languages, in contrast, are much simpler and describe the way that in­

formation should be displayed-for example, by defining when text should be boldface. In 

markup languages, tags are embedded within documents to describe how the documents should 

be formatted and displayed. 

Hypertext Markup Language (HTML) is the markup language of the Web. It defines the for­

mat of a Web document and enables hypertext links to be embedded in the document. You can 

use any text editor or word processor to add HTML tags to an ASCII text document, although a 

number of shareware and commercially available HTML editors can assist Web page authors as 

well. 

The Web evolves daily, and HTML also expands and changes along with it. The newest 

changes to HTML are a group of technologies, which together are termed Dynamic HTML or 

DHTML. These technologies allow HTML to be more than a static language, and they enable 

HTML to perform animations and become more interactive and flexible. It may take awhile for 

this technology to catch on, but when it does, it should change the way everyone uses the Web. 

Perhaps the best way to get a feel for HTML is to look at text as it is displayed on your screen 

and text that is "marked up" using HTML. Turn the page for an example of this. 
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PART 6 HOW THE WORLD WIDE WEB WORKS 

How HTML Works 

0 

To display Web pages in any browser, you need to 
add HTML tags to your original text. This process 
is called tagging. 

Sample Browser: How the Internet Works 

_ stop 

. b hind the scenes when 
Do you ever wonder what's bappenlJlg e . 

you dive into the Web? . our own Web site, buqust 
h ght about creating y 

Have you t ou start? 
aren't sure where to . . d madness to you? 

umag1can 
Is the Internet ~ come to the right place! out of tbe 
Well, (hen, you ve d to taking tbe !ll,)'Hste~ (he Internet 

- d dicate 1·ust o, 
T

,, Web site 1s e_ . .0 eiear terms 
1uS laJIUOg l 

Internet and exp . -
Works- lo-' 

' '1{ {ear11 aCot1f... ,VY~ 
OIi ti ..-..y of o ,Al -b-

fhe·-AnatO••• ~~ 
... ~ tedW: ·., 111~ 
~~ J gieS~ 
. fechno o - ~ 
~ -
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CHAPTER 27 HOW MARKUP LANGUAGES WORK 161 

D Use HTML to give your text structure. All HTM L 
f iles begin and end w ith the HTML tags. Headings 
are marked as such, as are paragraphs, line 
breaks, block quotes, and special character em­
phasis. Any carriage returns or indentations 
w ithin the source text do not affect the browser's 
display of the page. HTML tags need to be put in 
if they are to be displayed in a browser. 

D The finished HTML document will be the source 
page for any browser on any computer. This 
simplicity of HTML makes cross-platform com­
patibi l ity easy and rel iable. The more complex 
and specia lized the HTML tagg ing, the longer it 
w ill take to download and display the document. 

Display text "How the Internet Works" 

Display text "Do you ever wonder ... " 

Display text "You'll learn about ... " 

Create a link to this site 

Display text "Get ready to surf!" 

Display text "As you cruise ... " 

<HTML> 
<HEAD> 
<TITLE>Sample Browser: How The Internet Works<ITITLE> 
</HEAD> 

<BODY background= "Spider.GIF"> 
<IMG SRC = "top.gif'> 
<P> 
<BLOCKQUOTE> 
Do you ever wonder what's happening behind the scenes when you dive into the Web? 
<P> 
Have you thought about creating your own Web site, but just aren' t sure where to 
start! 
<P> 
Is the Internet all magic and madness to you? 
<P> 
Well, then, you've come to the right place! 
<P> 
This web site is dedicated to taking the mystery out of the Internet and explaining in 
clear terms just How the Internet Works. 

<HI> You'll learn about ... </HI> 
<BLOCKQUOTE> 
<A HREF = "anatomy.html">The Anatomy of a Web Site</A> 
<P> 
<A HREF = "architecture.html">The Architecture of the Web</A> 
<P> 
<A HREF = "emerging.html">Emerging Technologies on the Web</A> 
</BLOCKQUOTE> 
</BLOCKQUOTE> 

<IMG SRC = "footer.gif' ALIGN=LEFT> 

<BLOCKQUOTE> 
<H2> Get ready to surfl</H2> 

As you cruise around this informative site, you'll also find lots of hyperlinks to other 
sites all across the World Wide Web. 

</BODY> 
</HTML> 

EJ Most Web browsers w ill enable your document to retain its structural in­
tegrity w hen you display, or parse, it. Headings wi ll appear in a larger font 
size than text w ithin pa ragraphs, for example, and block quotes wi ll be 
uniformly indented. However, the look may vary from browser to browser. 
Note that browsers determine the exact font, size, and color. Also be 
aware that the relative im portance of the elem ents is always kept intact. 
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162 PART 6 HOW THE WORLD WIDE WEB WORKS 

How Dynamic HTML Works 
~ Dynamic HTML (DHTML) differs from traditiona l HTML in that it enab les Web pages to be 

changed on-the-fl y, after they've been downloaded. In plain HTML, once a page is downloaded, 
it is static and can be changed only when a user takes an action of some kind. But DHTML, for 
example, could cause an animation of a rocket to fly across your browser window several sec­
onds after the page has been dow nloaded-without you doing anything. 

3 E---- Sample Browser: How the Internet Works -----3 E 3 E---- Sample Browser: How the Internet Works -----3 E 

Oesti.nati.on http: www. sample. cOlll/samples/somple. ht•l 

inn 

ROCKET 
SCIENCE 

D DHTML does its work w ithout having 
to contact the server after the page 
downloads, w hich means that it can 
perform some interactive functions 
more quickly than other technolog ies 
t hat have to contact the server. The in­
structions for performing the com­
mands are in the HTML commands 
t hat are in the page itself . 

Web Server 

Des ti.noti.on http :www.sample .com/samples/ sample .html 

Web Page 
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