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4 The HTTP Protocol 51 

new architecture is commonly referred to as HTTP-NG (HTTP-Next 
Generation), or HTTP/2.0. 

The idea is simple: add a session layer on top of the connection, and 
each one of the sessions is an individual HTTP request-response transac­
tion. The session layer interleaves the chunks from each session into a sin­
gle connection (Figure 4.3). At the receiving end, chunks are read, and 
based on their session ID they get passed to the handler of that session 
(request). The next section illustrates a session layer protocol by a simple 
example. 
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Figure 4.3 A session layer protocol. 

Simple Session Layer Protocol Example 
Each chunk of data is prefixed with a session identifier (e.g., 2 bytes), and 
the length of the chunk (2 bytes). The actual data within each chunk 
belongs to the session identified by the session identifier. 

This way multiple HTTP requests and responses can be sent and 
received over a single TCP connection. 

Comparing Multiple Connections vs. Single Persistent Connection 

A single persistent connection is more network friendly. A long-lived con­
nection handling several requests starts to benefit from decongestion 
algorithms used in the network layer of the operating system (or the TCP 
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54 Web Proxy Servers 

form poorly-that is, if the next request is sent only after the previous 
one finishes. Pipelining considerably improves performance. 

HTTP AUTHENTICATION 

HTTP includes two parallel authentication mechanisms. One is used to 
authenticate the user to the final destination (origin) server. The other is 
used to authenticate the user to intermediate proxy servers. Both mecha­
nisms are similar in the way they function: both use a request header, a 
response status code, and a response header. However, those status codes 
and header names are different based on which type of authentication is 
taking place. Furthermore, authentication can be performed simulta­
neously to both intermediate proxy servers, as well as the origin server. 

These two authentication mechanisms provide the framework for 
HTTP authentication. Different authentication schemes can be imple­
mented on top of this framework. The HTTP specification defines the 
"Basic" authentication scheme and also mentions another one, 
"Digest" authentication. These are discussed later in this section. 

Table 4-1 The correspondence between status codes, request 
headers, and response headers used by origin server and 
proxy server authentication. 

Server authentication See page Proxy authentication 

401 101 407 

WWW-Authenticate: 88 Proxy-Authenticate 

See page 

101 

88 

Authorization: 77 Proxy-Authorization 78 

Regular Server Authentication 
Regular server authentication takes these steps: 

1. The origin server receives a request without proper authentica­
tion credentials in the Authorization: header. It responds
with 401 (Authentication Required) status code, and sends a
WWW-Authenticate: header to the client, specifying details
about how to perform authentication.
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