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4 The HTTP Protocol 47

THE HTTP/1.1 PROTOCOL

The HTTP/1.1 specification is the Standards Track RFC 2068 titled
“Hypertext Transfer Protocol—HTTP/1.1.” The major improvements in
HTTP/1.1 over version 1.0 are

Persistent connections. (see the section on HTTP persistent connec-
tions on page47) HTTP/1.1 allows connections to remain open over
several requests [6].

Request pipelining. (see page 53) Together with persistent connections,
request pipelining reduces latency between requests and responses and
delivers better perceived performance.

Cache control. (the sections on HTTP/1.1 Cache Control Terminology
on page 173 and HTTP/1.1 Cache Control on page 176) One of the big-
gest missing features in HTTP/1.0 is the absence of an explicit cache con-
trol mechanism. HTTP/1.1 introduces a variety of directives that can be
used to control caching on proxies and in clients.

Formalized validation model (conditional requests). (see page 158)
HTTP/1.0 mentioned only the conditional GET feature as a mechanism
to perform up-to-date checks. HTTP/1.1 formalizes the HTTP valida-
tion model and provides opaque validators (see page 95), instead of just
the last modification date and time used by HT'TP/1.0.

Content variants. (see page 88) HTTP/1.1 provides the basic utilities for
associating multiple representations of a resource under a single URL.
This is useful when providing a resource in multiple languages or differ-
ent data formats.

Protocol tracing. (see the section on HTTP tracing on page 370)
HTTP/1.1 specifies a new method, TRACE, which is useful in debugging
proxy chains (see the section on proxy chaining on page 22).

HTTP PERSISTENT CONNECTIONS (KEEP-ALIVE)

HTTP is a simple request-response protocol. In basic HTTP/1.0, each
request is made over a new connection. After the data transfer is com-
plete, the connection is torn down, and a new one is established to get
another resource from the same server.

Due to TCP’s three-way handshake [7] there is a fair amount of
latency in establishing each new connection. Therefore it would be bene-
ficial to reuse the TCP connections to make multiple HTTP requests over
a single connection. For this reason, an extension to the HTTP/1.0 pro-
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tocol was made, the so-called keep-alive feature. Figure 4.1 illustrates one-
shot requests compared to persistent connections used to perform several
requests.

The keep-alive (persistent connection) feature allows the same con-
nection to remain open for multiple requests. Obviously, the drawback is
that the next request processing cannot start before the previous response
has been sent by the server.

TCP also has a feature called slow-start. Basically, it is a flow control
mechanism that slows down the speed at which data is sent until the pro-
tocol determines how fast the network link between the sender and
receiver is. This mechanism is designed to prevent bogging down the net-
work by shoving down as much data as possible, only to realize that the
pipe is not big enough and depriving other applications of the network
bandwidth that they need. In other words, due to slow-start, a TCP con-
nection takes a fair amount of time to reach full throughput. In the case
of HTTP with its short-lived connections, the slow-start makes the
HTTP transactions take longer for small files, and they speed up for
larger files. Using the persistent connection feature alleviates this problem
as well.

Persistent Connections in HTTP/1.0

The keep-alive feature in HTTP/1.0 is invoked by the client first sending
the following header in the request:

Connection: keep-alive

and if the server supports this feature, the server will respond with the
same header in its response:

Connection: keep-alive

After that, the server will not close the connection which is the default
behavior upon completion of data transfer, but instead it leaves the con-
nection open and waits for the next request to come over the same con-
nection.

Persistent Connections in HTTP/1.1

In HTTP/1.1, the persistent connection feature changed so that it
became the default. The client and server must now explicitly specify if
they do not want persistent connections by sending the header

Connection: close

Client
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Figure 4.1  a) HTTP without persistent connections. Each request is made over a new

connection.
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b) HTTP with persistent connections. A connection is reused for
performing several requests in a row.
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50 Web Proxy Servers

Multiple Simultaneous Connections n

Many Web clients, such as Netscape Navigator [8], open up several con-
nections simultaneously, so that the document text (HTML) and its
inlined images can be loaded simultaneously to improve the (perceived)
response time (Figure 4.2). The speed improvement is caused by two rea-
g ; ; . g
sons. First, the retrieval for the images in the document can start before
the entire HTML file has been loaded. Multiple images can be rendered
simultaneously, instead of having to wait for the previous one to finish
before starting the next one. Second, TCP/IP tends to give better
throughput with multiple connections—although such “connection hog-
ging” might be considered rude.
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Figure 42  Multiple simultaneous connections to increase speed and provide better
perceived performance. :

Images in the current document view receive priority. They are laid .
out first, and images that are currently hidden outside the document view
will be retrieved only after everything in the current view has been

retrieved and rendered. All of this contributes to the speed perceived by
the user.

Multiplexed Sessions

A widely suggested and generally agreed-upon next step is to allow multi-
ple sessions to be multiplexed (interleaved) over a single connection. This
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4 The HTTP Protocol 51

new architecture is commonly referred to as HTTP-NG (HTTP—Next
Generation), or HTTP/2.0.

The idea is simple: add a session layer on top of the connection, and
each one of the sessions is an individual HTTP request-response transac-
tion. The session layer interleaves the chunks from each session into a sin-
gle connection (Figure 4.3). At the receiving end, chunks are read, and
based on their session ID they get passed to the handler of that session
(request). The next section illustrates a session layer protocol by a simple
example.

Single Connection
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Figure 4.3 A session layer protocol.

Simple Session Layer Protocol Example
Each chunk of data is prefixed with a session identifier (e.g., 2 bytes), and
the length of the chunk (2 bytes). The actual data within each chunk
belongs to the session identified by the session identifier.

This way multiple HTTP requests and responses can be sent and
received over a single TCP connection.

Comparing Multiple Connections vs. Single Persistent Connection

A single persistent connection is more network friendly. A long-lived con-
nection handling several requests starts to benefit from decongestion
algorithms used in the network layer of the operating system (or the TCP
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Client

Req 1
Req 2

Req 3
Req 4

Figure 4.4

Multiple Connections

Web Proxy Servers

stack). On the other hand, a single one-shot connection for each request
doesn’t benefit from them, because by the time the algorithms start to fig-
ure out the state of the network (whether it’s fast or congested), the con-
nection is already torn down.

However, by comparison, multiple simultaneous connections yield a
much better perceived speed than a single persistent connection (Figure
4.4). This is obvious, because each single transfer must complete before
the next one can start in the persistent connection scenario.

f— V7

Server Client Server

One Persistent Connection

Req 1
Resp 1 > Resp 1
Resp 2 Req2
Resp 3 Resp 2
Resp 4 Req 3

Req 4

Comparison between multiple simultaneous connections and a single
persistent connection.

Combining the two—that is, having several persistent connections—
works somewhat better, as you get the best of both worlds (Figure 4.5).
However, the benefit of persistent connections is reduced by the fact that
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there will be fewer requests made over each persistent connection (since
there are more connections among which the requests are divided).

Open 2
connections

Send req 1

Client

Send req 2
Send req 3
Send req 4

Two simultaneous persistent connections.

HTTP/1.1 Request Pipelining

To further reduce the latency, request pipelining was added to the
HTTP/1.1 protocol to be used with persistent connections. Pipelining
means that the next request is sent over the persistent connection before
the previous response has been entirely (or at all) received. Figure 4.6
illustrates pipelining.

Open

connection /

Send several
requests

Client ~ —————

HTTP/1.1 request pipelining with persistent connections.

Persistent connections and request pipelining have been studied
extensively, and it has been found that persistent connections alone per-
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54 Web Proxy Servers

form poorly—that is, if the next request is sent only after the previous 2
one finishes. Pipelining considerably improves performance.

HTTP AUTHENTICATION .

HTTP includes two parallel authentication mechanisms. One is used to
authenticate the user to the final destination (origin) server. The other is

used to authenticate the user to intermediate proxy servers. Both mecha- Prox
nisms are similar in the way they function: both use a request header, a Proxy
response status code, and a response header. However, those status codes P
and header names are different based on which type of authentication is and 1
taking place. Furthermore, authentication can be performed simulta- N a
neously to both intermediate proxy servers, as well as the origin server. P
These two authentication mechanisms provide the framework for
HTTP authentication. Different authentication schemes can be imple-
mented on top of this framework. The HTTP specification defines the
“Basic” authentication scheme and also mentions another one,
“Digest” authentication. These are discussed later in this section.
Table 4-1 The correspondence between status codes, request
headers, and response headers used by origin server and
proxy server authentication.
Server authentication See page  Proxy authentication See page
401 101 407 101
WWW-Authenticate: 88 Proxy-Authenticate 88
Authorization: 7 Proxy-Authorization 78 Basi
The
Regular Server Authentication defir
Regular server authentication takes these steps: passt
obsc
1. The origin server receives a request without proper authentica- tion,
tion credentials in the Authorization: header. It responds the 1
with 401 (Authentication Required) status code, and sends a sche
WWiW-Authenticate: header to the client, specifying details gets
about how to perform authentication. tion:

HTT






