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As a below named inventor, [ hereby declare that:

I believe the inventor(s) named below to be the original and first inventor(s) of the subject matter
which is claimed and for which a patent is sought on the invention entitled:

AUTOMATICALLY RECOMMENDING FIREWALL RULES DURING ENTERPRISE
INFORMATION TECHNOLOGY TRANSFORMATION

the application of which is attached hereto or (if following box is checked):

[0 Application No. , filed on as amended on

(if applicable).

I have reviewed and understand the contents of the above-identified application, including the
claims, as amended by any amendment specifically referred to above: and

I acknowledge the duty to disclose to the United States Patent and Trademark Office all
information known to me to be material to patentability as defined in 37 CFR 1.56, including for
continuation-in-part applications, material information which became available between the
filing date of the prior application and the national or PCT international filing date of the
continuation-in-part application.

Power of Attorney

I hereby appoint Practitioner(s) associated with the following Customer Number as my/our
attorney(s) or agent(s) to prosecute the application identified above, and to transact all business in
the United States Patent and Trademark Office connected therewith:

Customer No. 48062

Direct Inquiries to: Michael J. Cooper, Esq. C OFP Y

Telephone Number: 203-255-6560
Email Address: mjc@rml-law.com

Page 1 of 7



IBM DOCKET NUMBER: YOR920120481US1

Authorization to Permit Access to Application by Participating Offices
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the Japan Patent Office (JPO), and any other intellectual property offices in which a foreign
application claiming priority to the above-identified application is filed access to the above-identified
patent application. See 37 CFR (.14(c) and (h).

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the application-as-filed
with respect to: 1) the above-identified application, 2) any foreign application to which the above-
identified application claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application
that satisfies the certified copy requirement of 37 C.F.R. 1.55 has been filed in the above-identified
US application, and 3) any U.S. application from which benefit is sought in the above-identified
application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of
filing the Authorization to Permit Access to Application by Participating Offices.
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L hereby declare that all statements made herein of my own knowledge are true, all statements made
on information and belicf are believed to be true, and further that these statements were made with
the knowledge that willful false statements and the like are punishable by fine or imprisonment, or
both, under 18 U.S.C. Section 1001, and may jeopardize the validity of the application or any patent
issued thereon.
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AUTOMATICALLY RECOMMENDING FIREWALL RULES DURING
ENTERPRISE INFORMATION TECHNOLOGY TRANSFORMATION

Cross-Reference to Related Applications
This application is a continuation of U.S. Patent Application No. 13/600,891,

filed August 31, 2012, and incorporated by reference herein.

Field of the Invention
Embodiments of the invention generally relate to computer systems, and
computer system service technologies, information technology (IT), and, more

particularly, to IT transformation tasks.

Background
Migration, consolidation, virtualization, data center relocation, and cloudification

are examples of large-scale coordinated changes to an organization’s IT infrastructure.
These changes may pertain to servers, services, or applications. As used herein, those as
well as similar tasks are collectively referred to as “IT transformation.” Also, the original
IT infrastructure is referred to as the source infrastructure or source environment, and the
new IT infrastructure (which in some cases may include part of the source environment)
is referred to as the target infrastructure or target environment. The source and target IT
infrastructures may be physical or virtual, may include the same or different
server/device platforms, and may be located in a traditional data center, server rack, or
even the cloud. During many such activities, a common requirement is that components
that were able to communicate in the source environment should also be able to do so in
the target environment. For example, it may be required that a set of clients that were
previously able to communicate with a server in the source environment should also be

able to do the same with the migrated server in the target environment.
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Accordingly, in IT transformation activities, the network device infrastructure

(which includes routers, firewalls, switches, etc.) may need to be configured such that

communication patterns (plus or minus some patterns) in the source environment are

represented in the target environment. In existing approaches, firewall configuration in

the target environment is performed by migration architects in a complex, manual, and

error-prone fashion, often resulting in missed deadlines, incorrect networking setups, and

application failures. The following factors can contribute to the complexity and error-

prone nature of this exercise:

Some transformation activities may also involve optimization of security and
communications. In such scenarios, some communications that were allowed in
the source environment may be identified as security holes that need to be
plugged or are no longer necessary in the target environment. Likewise, new
applications may be introduced in the target environment, and as a result, new
communications that were not prevalent in the source environment may need to
be introduced in the target environment.

Often in IT transformation, the network topology in the target environment may
differ (partially or completely) from that in the source environment.

The network devices in the target environment may be from a different vendor or
different versions/models from the same vendor.

The transformation activities may be applied to a subset of the devices, servers,
services, and/or applications in the source environment or to the entire
environment.

A need therefore exists to provide migration architects with an automated and

intelligent capability for analyzing, designing, and configuring firewalls as part of IT

transformation activities.

Summary

YOR920120481US2 2
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In one aspect of the present invention, techniques for automatically generating
one or more rules during IT transformation for configuring one or more firewall
interfaces in a post-transformation target environment can include obtaining at least one
communication pattern occurring in a pre-transformation source environment, and
automatically generating one or more vendor-neutral rules for one or more intended
firewall interfaces in a post-transformation target environment based on the at least one
communication pattern occurring in the source environment and based on information
derived from the target environment.

Another aspect of the invention or elements thereof can be implemented in the
form of an article of manufacture tangibly embodying computer readable instructions
which, when implemented, cause a computer to carry out a plurality of method steps, as
described herein. Furthermore, another aspect of the invention or elements thereof can be
implemented in the form of an apparatus including a memory and at least one processor
that is coupled to the memory and operative to perform noted method steps. Yet further,
another aspect of the invention or elements thereof can be implemented in the form of
means for carrying out the method steps described herein, or elements thereof; the means
can include (i) hardware module(s), (ii) software module(s), or (iii) a combination of
hardware and software modules; any of (i)-(iii) implement the specific techniques set
forth herein, and the software modules are stored in a tangible computer-readable storage
medium (or multiple such media).

These and other objects, features and advantages of the present invention will
become apparent from the following detailed description of illustrative embodiments

thereof, which is to be read in connection with the accompanying drawings.

Brief Description of the Drawings

FIG. 1 and FIG. 2 are diagrams illustrating rule generation, according to an

embodiment of the invention;

YOR920120481US2 3
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FIG. 3 is a diagram illustrating vendor-neutral to vendor-specific firewall rules,
according to an embodiment of the invention;

FIG. 4 is a flow diagram illustrating techniques for automatically generating one
or more rules during IT transformation for configuring one or more firewall interfaces in
a post-transformation target environment, according to an embodiment of the invention;
and

FIG. 5 is a system diagram of an exemplary computer system on which at least

one embodiment of the invention can be implemented.

Detailed Description

As described herein, an aspect of the present invention includes automatically
recommending firewall rules during an enterprise IT transformation. As noted herein,
enterprise IT transformation activities can include migration and consolidation of
applications from one IT infrastructure (for example, a source) to another (for example, a
target). The target infrastructure can include, for example, a new data center or the cloud.
As detailed herein, at least one embodiment of the invention includes automatic:
generation of rules for configuring the firewalls in a target environment, on a per-
interface basis, using (potentially incomplete or partial) discovery data about a source
environment and/or details about communication required in the target environment
and/or details about security controls required in the target environment.

By way of example, the firewall infrastructure in a source environment may
include numerous firewalls, and obtaining access to each firewall may not be possible.
Further, even if all of the firewalls could be accessed, such access may not prove entirely
useful because, as part of the migration, security and communication optimizations may
be required. In such scenarios, as noted, some communications that were allowed in the
source environment may be identified as security holes that need to be plugged or are no
longer necessary in the target environment. Likewise, new applications may be

introduced in the target environment, and as a result, new communications may need to
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be introduced in the target environment. Moreover, the network topology in the source
environment and the target environment may be different. Furthermore, the firewall
devices in the source and target environments may be from a different set of vendors,
different models, and/or different versions.

Accordingly, at least one embodiment of the invention includes automatically
recommending rules for firewalls in the target environment, on a per-interface basis,
during an IT transformation. In such techniques, knowledge about communication
patterns happening in the source environment are used to generate abstract vendor-neutral
rules from these patterns for each intended firewall interface in a target environment.
Additionally, abstract vendor-neutral rules can be converted into actual commands for
specific firewalls belonging to a particular vendor.

Vendor-neutral rules are not specific to any particular firewall vendor, and contain
the values for one or more attributes generally needed for configuring flow control in the
network. Examples of these attributes can include source internet protocol (IP) address,
source subnet, destination IP address, destination subnet, protocol (for example,
transmission control protocol (TCP), user datagram protocol (UDP)), action to be taken
(that is, accept packet or deny packet), port number(s), and traffic direction (incoming or
outgoing or both). Vendor-specific rules are commands that be directly used to configure
a particular firewall device.

Knowledge about communication patterns in the source environment may be
obtained by performing analysis of firewall configuration files associated with the source
environment, observing run-time network flow at the source environment, analyzing
configured dependencies at one or more servers running on the source environment,
analyzing firewall log files, or combinations thereof. The communication patterns are
typically expressed using attributes such as source IP address, source subnet, destination
IP address, destination subnet, protocol (for example, TCP, UDP), action to be taken (that
is, accept packet or deny packet), port number(s), traffic direction (incoming or outgoing

or both), or combinations thereof. For example, a run-time network flow at the source
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environment may be obtained by running the netstat tool available on many common
platforms. As a specific example, the netstat tool run on a host with IP address
192.168.254.200 may reveal the following communication pattern, where there is a
connection between 192.168.254.200 at port 22 (ssh) and 64.73.135.198 at port 19583;
that is, 192.168.254.200 is likely a ssh server.

FIG. 1 is a diagram illustrating firewall migration analytics, according to an
embodiment of the present invention. By way of illustration, FIG. 1 depicts observed
communications patterns 202 (in the source environment), a source-target mapping
component 104 and zone contents and firewall interfaces (for the target environment)
106, all of which is provided to an elementary rule generator component 108. Optionally,
specified services ports 120 and known services ports 118 may also be provided as input to
the elementary rule generator component. Source-target mapping provides information
on how an IP address that occurs in the communication pattern(s) changes as a result of
the IT transformation activity. For example, the source-target mapping may specify that

the IP address of the ssh server changes from 192.168.254.200 to 10.20.6.11 as a result of

- the IT transformation. Zone contents and firewall interfaces (for the target environment)

information provides the security zone structure of the target environment, that is, which
subnets belong to which security zone, where there are at least two firewall interfaces
separating every pair of zones, etc.

Elementary information about service ports is useful in the generation of firewall
rules. In the above example of host 64.73.135.198 having a connection with host
192.168.254.200 at the (ssh) service port, the elementary rule generator will deduce that
firewalls on the path between those hosts were configured to allow clients such as
64.73.135.198 to connect to the server 192.168.254.200 at port 22 in the source
environment. Ports such as 21, 22, and 80 fall into the known service ports category,
because they have been officially registered with the Internet Assigned Numbers
Authority (IANA) and assigned for specific services (ftp, ssh, and http, respectively).

Such a list of ports is provided as an (optional) input (represented by known services

YOR920120481US2 6
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ports 118 in FIG. 1) to the elementary rule generator 108. Additionally, certain ports may
be designated for specific services in the IT infrastructure being considered. A system or
network administrator in the source environment may be able to provide this information,
which is provided as an (optional) input (represented by specified services ports 120 in
FIG. 1) to the elementary rule generator 108. Further, the elementary rule generator
receives input in the form of new communication requirements in the target environment
130.

The elementary rule generator 108 generates per-interface elementary rules 116
based on the inputs. An elementary rule is specific to one particular firewall interface in
the target environment. The rule identifies attributes such as source IP address, source
subnet, destination IP address, destination subnet, protocol (for example, TCP, UDP),
action to be taken (that is, accept packet or deny packet), port number(s), traffic direction
(incoming or outgoing), rule type, and any connection specific information (for example,
TCP SYN and ACK flag values). Any packet arriving at the interface satisfying the
attribute values specified in the rule will be subjected to the specified action to be taken;
that is, if the action is accept, then the packet will be allowed through the interface;
otherwise, the packet will be dropped.

Some of the source communication patterns provided as input may have
insufficient or invalid information to generate the right elementary rules. For example, in
the above example of host 64.73.135.198 having a connection to host 192.168.254.200, if
the port information is missing, the elementary rule generator 108 can potentially
generate a rule that allows communication between the two hosts in the target
environment. However, such a rule would also not place any restriction on the ports for
connection, thereby allowing potentially unwanted traffic. Hence, the elementary rule
generator 108 will classify such source communication patterns as unresolvable source
communication patterns 114.

The elementary rules 116 along with known service ports 118 and the specified

services ports 120 provide input to a vendor-neutral firewall rule generation heuristics
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component 122. The vendor-neutral firewall rule generation heuristics component 122
generates recommended vendor-neutral firewall rules 124.

Elementary rules 116 are an intermediate construct used for describing
communication patterns and requirements that have been classified based on their
relevance to individual firewall interfaces that need to be configured in the target
environment. A vendor-neutral firewall rule contains all the attributes and their associated
values necessary for configuring flow-control rules on a firewall device; however, it is
not specific to one particular vendor. A vendor-neutral firewall rule may be likened to
pseudo code, and vendor-specific firewall rules to machine-level code.

Vendor-neutral firewall rule generation can be performed for each firewall
interface in the target environment. Input includes elementary rules for each firewall
interface, and according to at least one embodiment of the invention, for each interface,
the set of firewall rules that will “cover” all of the elementary rules are generated.

To generate the vendor-neutral rules that are needed to configure a firewall
interface based on the elementary rules, the techniques detailed herein include identifying
the following:

(1) what services internal to the security zone guarded by the firewall interface
need to be accessible from the outside, and from which devices and/or networks;

(2) what services external to the security zone guarded by the firewall interface
need to be accessible by devices inside the security zone;

(3) what internal devices/networks/ports need to be blocked for access from
external devices; and

(4) what external devices/networks/ports need to be blocked for access from
internal devices.

Each communication pattern contains two {IP address, port} pairs, one pair for
each peer in the communication pattern. Here, an IP address may denote the address of a
specific host or a subnet, and a port may denote a specific port number or range of

numbers. The IP address or port may have the value ANY, denoting that all IP addresses
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and ports respectively are included. Whether one or both of the {IP address, port} tuples

corresponds to a service can be identified based on the known port and specified ports

information provided. Additionally, the identification can be performed based on

heuristics, such as the following:

If a particular threshold (say, n) of communication patterns observed in the source

environment indicate a connection with a particular {IP address, port} pair, then that

indicates that the IP address is hosting a service on the specified port. Other example

heuristics include:

identifying transmission control protocol (TCP) services using SYN-ACK flags;
aggregating elementary rules based on whether the source (or destination) IP
addresses in those rules are part of the same subnet; and

identifying servers by port ranges.

Additionally, at least one embodiment of the invention can implement tunable

thresholds and strategies.

Once a particular {IP address, port} pair that occurs in the elementary rule for a

firewall interface is identified as corresponding to a service, the vendor-neutral firewall

rule generator generates for that interface:

A rule for allowing inbound traffic into that {IP address, port} pair if the IP
address is internal to the security zone guarded by the interface, unless such a rule
had been previously generated; and

A rule for allowing outbound traffic into that {IP address, port} pair if the IP
address is external to the security zone guarded by the interface, unless such a rule
had been previously generated.

As used herein, an elementary rule for a given firewall interface is covered by a

firewall rule at that interface if and only if:

The specified action to be taken (accept or deny) is the same for both the

elementary rule and the firewall rule, and

YOR920120481US2 9
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e In case of an accept action, the set of all packets accepted by the elementary rule
is a subset of the set of all packets accepted by the firewall rule, and

e In case of a deny action, the set of all packets denied by the elementary rule is a
subset of the set of all packets denied by the firewall rule.
As example, consider the following subset of elementary rules generated for the

firewall interface 10.20.6.1 (Table I):

PROTOCOL SOURCE_IP  SOURCE_PORT DEST_IP DEST_PORT DIRECTION ACTION
TP 10.20.6.11 22 10.20.81.87 50022 OUTGOING ACCEPT
TCP 10.20.6.11 22 192.251.125.40 22880 OUTGOING ACCEPT
Tep 10.20.6.11 22 192.251.125.40 51950 OUTGOING ACCEPT
TCP 10.20.6.11 22 192.251.125.40 54532 OUTGOING ACCEPT
_Tcp 10.20.6.11 22 192.251.125.40 28193 OUTGOING ACCEPT
TCP 10.20.6.11 22 192.251.125.40 43561 OUTGOING ACCEPT
Tcp © 10.20.6.11 22 192.251.125.40 53955 OUTGOING ACCEPT
-TCP 10.20.6.11 22 64.73.135.198 38711 OUTGOING ACCEPT
Tce 10.20.6.11 22 64.73.135.198 19583 OUTGOING ACCEPT
TCP 10.20.6.11 22 64.73.135.198 25571 OUTGOING ACCEPT
TCP 10.20.6.11 22 64.73.135.198 38727 OUTGOING ACCEPT
TCP 10.20.6.11 22 64.73.135.198 25553 OUTGOING ACCEPT
TCP 10.20.6.11 22 64.73.135.198 38654 OUTGOING ACCEPT
TCp 10.20.6.11 22 64.73.135.198 38733 OUTGOING ACCEPT
TCP 10.20.6.11 22 64.73.135.198 25565 OUTGOING ACCEPT
TCP 10.20.6.11 22 64.73.135.198 25580 OUTGOING ACCEPT
Tcp 10.20.6.11 22 64.73.135.198 25551 OUTGOING ACCEPT
TCp 10.20.6.11 22 64.73.135.198 38652 OUTGOING ACCEPT

An example set of vendor-neutral firewall rules that can cover the above

elementary rules can include (Table II):

FW_INTERFACE_IP  SOURCE_ADDRESS SOURCE_SUBNET_MASK |DEST_ADDRESS DEST_SUBNET_MASK PROTOCOL DEST_PORT ACTION FLOW_DIRECTION -SOURCE_PORT

102061 10.2081.87 255.255,255.255 10.206.11 255.255.255.295 Cp 22 accept N ANY
10.206.1 19225112540 255.255,256.25% 10.206.11 255.255.255.255 TCP 22accept N ANY
10.20.6.1 64.73.135.198  255.285.255.255 10.206.11 255.255.255.255 Tcp L accept N ANY

Another example set of vendor-neutral firewall rules that can cover the above

elementary rules can include (Table III):

FW INTERFACE P SOURCE_ADDRESS  SOURCE SUBNET MASK  DEST ADDRESS  DEST SUBNET MASK FROTOCOL DEST PORT ACTION FLOW,_DRECTION SOURCE PORT

102061 ANY ANY 1020611 B52SR15255 TP Raceept N ANY
While both sets of vendor-neutral firewall rules can cover the above elementary

rules (Table I), the first set (Table II) allows a stricter set of flows (that is, only those

originating from IP addresses 10.20.81.87, 192.251.125.40, 64.73.135.198 and destined
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to port 22 of IP address 10.20.6.11) than the second set (Table III) (that is, any flow
destined to port 22 of IP address 10.20.6.11). While the first set (Table II) provides
greater security, the second set (Table III) provides greater flexibility. Based on its
setting, the vendor-neutral firewall rule generation component may generate rules that
provide greater security or greater flexibility or both.

FIG. 2 is a diagram illustrating rule generation, according to one embodiment of
the invention. By way of illustration, FIG. 2 depicts observed communications patterns
202 (from the source environment), which are provided to the elementary rule generator
component 108 (as depicted in FIG. 1). Elementary rule generator component 108
carries out a flow of data between multiple sub-components including a data cleaner
component 204, a de-duplicator component 206, and a transformation component 208
which includes a mapper component 210 (the mapper component receiving a source-
target mapping 104 as input). The data cleaner component 204 categorizes source
environment communication patterns into one of two categories: (1) patterns that have
insufficient or invalid information to generate the right elementary rules are categorized
as unresolvable, and (2) the rest of the patterns are passed on for further processing to
generate elementary rules. The de-duplicator component 206 is an optional component
and removes duplicate communication patterns for improved efficiency in later
processing stages.

The transformation component 208 generates transformed communication
patterns 212 based on the source-target host/IP subnet mapping information 104. If
source-target host/IP subnet mapping information 104 is empty or not provided, the
transformed communication patterns will be the same as the input provided to the
transformation component 208. As explained herein, the source-target host/IP subnet
mapping information 104 describes how an IP address that occurs in the communication
pattern(s) changes as a result of the IT transformation activity. For example, the source-
target mapping may specify that the IP address of the ssh server changes from

192.168.254.200 to 10.20.6.11 as a result of the IT transformation. The transformation
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component 210 applies such mapping information 104 to the cleaned (and possibly, de-
duplicated) source communication patterns provided as input. The transformed
communication patterns 212 will have the mapped IP addresses and subnets, where
applicable.

The transformed communication patterns 212 are forwarded to a re-calibrator
component 214 (which receives input in the form of new communication requirements
130 in the target environment). The new communication requirements may be of two
types:

e Communication patterns previously present in the source environment, but that
should be avoided in the target environment. Suppose that communication to a
web server from a certain client was allowed previously, but in the data center to
which the web server is being migrated to, that client should not be allowed to
connect to the web server.

¢ Communication patterns not were previously present in the source environment,
but should be allowed in the target environment. Suppose that a new service (that
was absent in the source environment) is going to be deployed at port 50505 at a
server that is being migrated to the target environment. Consequently, this new
communication pattern should be taken into account when generating elementary
rules.

Based on the new communication requirements, the re-calibrator component 214
generates adjusted and transformed communication patterns 216, which are provided to a
classifier component 218 (which receives zone contents and firewall interfaces 106 from
the target environment), which ultimately outputs per-interface elementary rules 116.
The classifier component 218 considers each firewall interface that needs to be
configured in the target environment, and identifies the subset of adjusted and
transformed communication patterns 216 that are relevant for the interface. An adjusted
and transformed communication pattern is relevant to an interface, if the pattern contains

the source IP address, source subnet, destination IP address, or destination subnet that is
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part of the security zone guarded by the firewall interface. Note that some adjusted and
transformed communication patterns may not be relevant to any firewall interface in the
target environment, while other patterns may not warrant generating an elementary rule
(for example, when both the source IP address and the destination IP address are in the
same security zone).

In the above example of host 64.73.135.198 having a connection to the ssh server
192.168.254.200 (whose IP address in the target environment is 10.20.6.11), the adjusted
and transformed communication pattern may specify that communication be allowed
from 64.73.135.198 to 192.168.254.200 on port 22. If there is a firewall interface with
IP address 10.20.6.1 that guards the security zone containing subnet 10.20.6.0/24, then
that communication pattern will be classified as relevant for the firewall interface, and
hence will be part of the set of elementary rules generated for the firewall interface.

FIG. 3 is a diagram illustrating vendor-neutral to vendor-specific firewall rules,
according to an embodiment of the invention. By way of illustration, FIG. 3 depicts
vendor-neutral firewall rules 302, which are provided to a vendor-specific generator plug-
in 304. The vendor-specific generator plug-in 304 generates recommended vendor-
specific firewall rules 306. There may be different vendor-specific generator plug-ins for
different firewall vendors and models. The vendor-specific generator plug-in component
converts recommended vendor-specific firewall rules into a set of commands that can be
used to directly configure a particular firewall device.

Consider the set of vendor-neutral firewall rules in the previous example (Table
II):

FW_INTERFACE_IP  SOURCE_ADDRESS SOURCE_SUBNET_MASK DEST_ADDRESS :DEST_SUBNET_MASK PROTOCOL DEST_PORT -ACTION FLOW_DIRECTION SOURCE_PORT
102061 10.20.81.87 255.255.255.255 10.20.6.11 355.255.255.255 TP Qaccept N ANY
102061 192.250112540  255.255.255.255 10.20.6.11 235.25.25.255 TP Qeaccept N ANY
10.206.1 6473.135.198  295.255.255.255 1020611 255.5.285.285  1CP Qaccept IN ANY

A plug-in for the CISCO™ PIX device, for instance, may generate the following
commands for configuring the device to allow flows specified by the above set of vendor-

neutral firewall rules;
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nameif ethernet0 outside intf123

ip address intf123 10.20.6.1 255.255.255.0

access-list ACL1 permit tcp 10.20.81.87 10.20.6.11 eq ssh

access-list ACL1 permit tcp 192.251.125.40 10.20.6.11 eq ssh

access-list ACL1 permit tcp 64.73.135.198 10.20.6.11 eq ssh

access-group ACL1 in interface intf123

FIG. 4 is a flow diagram illustrating techniques for automatically generating one
or more rules during IT transformation for configuring one or more firewall interfaces in
a post-transformation target environment, according to an embodiment of the present
invention. Step 402 includes obtaining at least one communication pattern occurring in a
pre-transformation source environment. Obtaining at least one communication pattern
can include performing an analysis of one or more firewall configuration files associated
with the source environment, observing one or more run-time network flows at the source
environment, analyzing one or more configured dependencies at one or more servers
running on the source environment, analyzing one or more firewall log files, and/or using
manually provided information about one or more flows at the source environment.

Additionally, as detailed herein, obtaining communication patterns can also
include deriving results from an environment discovery tool, deriving results from a flow
spreadsheet, obtaining information pertaining to service ports, etc.

Step 404 includes automatically generating one or more vendor-neutral rules for
one or more intended firewall interfaces in a post-transformation target environment
based on the at least one communication pattern occurring in the source environment and
based on information derived from the target environment. Information derived from the
target environment used for automatically generating one or more vendor-neutral firewall
rules can include firewall topology, security zone topology, security zone contents, and/or
a new internet protocol (IP) address and subnet information.

Automatically generating one or more vendor-neutral rules can include

determining whether a communication pattern and/or one or more additional
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requirements from the target environment are relevant for the one or more firewall
interfaces in the target environment. Additionally, automatically generating one or more
vendor-neutral rules can include automatically generating one or more vendor-neutral
per-interface rules for one or more intended interfaces in the target environment based on
the at least one communication pattern occurring in the source environment and/or one or
more additional requirements from the target environment that are determined relevant
for each of those interface.

Automatically generating one or more vendor-neutral per-interface rules for one
or more intended interfaces in the target environment can include generating at least one
transformed communication pattern by applying a source environment-target
environment IP address or subnet mapping to the at least one communication pattern
occurring in the source environment (where the mapping function may be an identity
function), incorporating new communication and/or new security requirements from the
target environment, and/or incorporating information pertaining to zone contents and
firewall interfaces of the target environment. Additionally, at least one embodiment of
the invention includes applying heuristics and/or user-provided information to identify
one or more service ports.

Further, automatically generating one or more vendor-neutral rules for one or
more intended firewall interfaces in a target environment can include accounting for one
or more rules already implemented for the target environment’s firewalls and
recommending additions, deletions, and/or updates to those rules.

The techniques depicted in FIG. 4 can additionally include automatically
converting the one or more vendor-neutral rules into one or more vendor-specific firewall
rules for the target environment based on information derived from the target
environment. Information derived from the target environment can include already-
implemented vendor-specific firewall rules in the target environment, information about

the firewall vendor, model, and interfaces.
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Also, the techniques depicted in FIG. 4 can include automatically generating
vendor-specific firewall rules for a target environment during an IT transformation
activity. Further, as detailed herein, an IT transformation activity can include migration,
consolidation, virtualization, data center relocation, and cloudification of at least one
application or server or service from a source information technology infrastructure to a
target information technology infrastructure.

As detailed herein, in at least one embodiment of the invention, only a subset of
devices in the source environment are being transformed. Also, firewall and/or security
zone topology in the target environment can be partially or fully different from that of the
source environment, and the devices in the target environment can be from a different
vendor and/or model and/or platform from one or more devices in the source
environment. Additionally, firewall devices can include physical and/or virtual devices.
Further, in at least one embodiment of the invention, security requirements in the source
environment can differ from those in the target environment, and connectivity
requirements in the source environment can also differ from those in the target
environment.

The techniques depicted in FIG. 4 can also, as described herein, include providing
a system, wherein the system includes distinct software modules, each of the distinct
software modules being embodied on a tangible computer-readable recordable storage
medium. All of the modules (or any subset thereof) can be on the same medium, or each
can be on a different medium, for example. The modules can include any or all of the
components shown in the figures and/or described herein. In an aspect of the invention,
the modules can run, for example, on a hardware processor. The method steps can then
be carried out using the distinct software modules of the system, as described above,
executing on a hardware processor. Further, a computer program product can include a
tangible computer-readable recordable storage medium with code adapted to be executed
to carry out at least one method step described herein, including the provision of the

system with the distinct software modules.
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Additionally, the techniques depicted in FIG. 4 can be implemented via a
computer program product that can include computer useable program code that is stored
in a computer readable storage medium in a data processing system, and wherein the
computer useable program code was downloaded over a network from a remote data
processing system. Also, in an aspect of the invention, the computer program product
can include computer useable program code that is stored in a computer readable storage
medium in a server data processing system, and wherein the computer useable program
code is downloaded over a network to a remote data processing system for use in a
computer readable storage medium with the remote system.

As will be appreciated by one skilled in the art, aspects of the present invention
may be embodied as a system, method or computer program product. Accordingly,
aspects of the present invention may take the form of an entirely hardware embodiment,
an entirely software embodiment (including firmware, resident software, micro-code,
etc.) or an embodiment combining software and hardware aspects that may all generally

ke AN 13

be referred to herein as a “circuit,” “module” or “system.” Furthermore, aspects of the
present invention may take the form of a computer program product embodied in a
computer readable medium having computer readable program code embodied thereon.

An aspect of the invention or elements thereof can be implemented in the form of
an apparatus including a memory and at least one processor that is coupled to the
memory and operative to perform exemplary method steps.

Additionally, an aspect of the present invention can make use of software running
on a general purpose computer or workstation. With reference to FIG. 5, such an
implementation might employ, for example, a processor 502, a memory 504, and an
input/output interface formed, for example, by a display 506 and a keyboard 508. The
term “processor” as used herein is intended to include any processing device, such as, for
example, one that includes a CPU (central processing unit) and/or other forms of

processing circuitry. Further, the term “processor” may refer to more than one individual

processor. The term “memory” is intended to include memory associated with a
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processor or CPU, such as, for example, RAM (random access memory), ROM (read
only memory), a fixed memory device (for example, hard drive), a removable memory
device (for example, diskette), a flash memory and the like. In addition, the phrase
“input/output interface” as used herein, is intended to include, for example, a mechanism
for inputting data to the processing unit (for example, mouse), and a mechanism for
providing results associated with the processing unit (for example, printer). The
processor 502, memory 504, and input/output interface such as display 506 and keyboard
508 can be interconnected, for example, via bus 510 as part of a data processing unit
512. Suitable interconnections, for example via bus 510, can also be provided to a
network interface 514, such as a network card, which can be provided to interface with a
computer network, and to a media interface 516, such as a diskette or CD-ROM drive,
which can be provided to interface with media 518.

Accordingly, computer software including instructions or code for performing the
methodologies of the invention, as described herein, may be stored in associated memory
devices (for example, ROM, fixed or removable memory) and, when ready to be utilized,
loaded in part or in whole (for example, into RAM) and implemented by a CPU. Such
software could include, but is not limited to, firmware, resident software, microcode, and
the like.

A data processing system suitable for storing and/or executing program code will
include at least one processor 502 coupled directly or indirectly to memory elements 504
through a system bus 510. The memory elements can include local memory employed
during actual implementation of the program code, bulk storage, and cache memories
which provide temporary storage of at least some program code in order to reduce the
number of times code must be retrieved from bulk storage during implementation.

Input/output or I/O devices (including but not limited to keyboards 508, displays
506, pointing devices, and the like) can be coupled to the system either directly (such as

via bus 510) or through intervening I/O controllers (omitted for clarity).
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Network adapters such as network interface 514 may also be coupled to the
system to enable the data processing system to become coupled to other data processing
systems or remote printers or storage devices through intervening private or public
networks. Modems, cable modem and Ethernet cards are just a few of the currently
available types of network adapters.

As used herein, including the claims, a “server” includes a physical data
processing system (for example, system 512 as shown in FIG. 5) running a server
program. It will be understood that such a physical server may or may not include a
display and keyboard.

As noted, aspects of the present invention may take the form of a computer
program product embodied in a computer readable medium having computer readable
program code embodied thereon. Also, any combination of computer readable media
may be utilized. The computer readable medium may be a computer readable signal
medium or a computer readable storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, magnetic, optical, electromagnetic,
infrared, or semiconductor system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list) of the computer readable
storage medium would include the following: an electrical connection having one or
more wires, a portable computer diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-only memory (EPROM or
Flash memory), an optical fiber, a portable compact disc read-only memory (CD-ROM),
an optical storage device, a magnetic storage device, or any suitable combination of the
foregoing. In the context of this document, a computer readable storage medium may be
any tangible medium that can contain, or store a program for use by or in connection with
an instruction execution system, apparatus, or device.

A computer readable signal medium may include a propagated data signal with
computer readable program code embodied therein, for example, in baseband or as part

of a carrier wave. Such a propagated signal may take any of a variety of forms,
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including, but not limited to, electro-magnetic, optical, or any suitable combination
thereof. A computer readable signal medium may be any computer readable medium that
is not a computer readable storage medium and that can communicate, propagate, or
transport a program for use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium may be transmitted
using an appropriate medium, including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for aspects of the present
invention may be written in any combination of at least one programming language,
including an object oriented programming language such as Java, Smalltalk, C++ or the
like and conventional procedural programming languages, such as the "C" programming
language or similar programming languages. The program code may execute entirely on
the user's computer, partly on the user's computer, as a stand-alone software package,
partly on the user's computer and partly on a remote computer or entirely on the remote
computer or server. In the latter scenario, the remote computer may be connected to the
user's computer through any type of network, including a local area network (LAN) or a
wide area network (WAN), or the connection may be made to an external computer (for
example, through the Internet using an Internet Service Provider).

Aspects of the present invention are described herein with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems) and computer
program products according to embodiments of the invention. It will be understood that
each block of the flowchart illustrations and/or block diagrams, and combinations of
blocks in the flowchart illustrations and/or block diagrams, can be implemented by
computer program instructions. These computer program instructions may be provided to
a processor of a general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a machine, such that the instructions,

which execute via the processor of the computer or other programmable data processing
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apparatus, create means for implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

These computer program instructions may also be stored in a computer readable
medium that can direct a computer, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the instructions stored in the
computer readable medium produce an article of manufacture including instructions
which implement the function/act specified in the flowchart and/or block diagram block
or blocks. Accordingly, an aspect of the invention includes an article of manufacture
tangibly embodying computer readable instructions which, when implemented, cause a
computer to carry out a plurality of method steps as described herein.

The computer program instructions may also be loaded onto a computer, other
programmable data processing apparatus, or other devices to cause a series of operational
steps to be performed on the computer, other programmable apparatus or other devices to
produce a computer implemented process such that the instructions which execute on the
computer or other programmable apparatus provide processes for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks.

The flowchart and block diagrams in the figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and
computer program products according to various embodiments of the present invention.
In this regard, each block in the flowchart or block diagrams may represent a module,
component, segment, or portion of code, which comprises at least one executable
instruction for implementing the specified logical function(s). It should also be noted that,
in some alternative implementations, the functions noted in the block may occur out of
the order noted in the figures. For example, two blocks shown in succession may, in fact,
be executed substantially concurrently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It will also be noted that each
block of the block diagrams and/or flowchart illustration, and combinations of blocks in

the block diagrams and/or flowchart illustration, can be implemented by special purpose
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hardware-based systems that perform the specified functions or acts, or combinations of
special purpose hardware and computer instructions.

It should be noted that any of the methods described herein can include an
additional step of providing a system comprising distinct software modules embodied on
a computer readable storage medium; the modules can include, for example, any or all of
the components detailed herein. The method steps can then be carried out using the
distinct software modules and/or sub-modules of the system, as described above,
executing on a hardware processor 502. Further, a computer program product can include
a computer-readable storage medium with code adapted to be implemented to carry out at
least one method step described herein, including the provision of the system with the
distinct software modules.

In any case, it should be understood that the components illustrated herein may be
implemented in various forms of hardware, software, or combinations thereof, for
example, application specific integrated circuit(s) (ASICS), functional circuitry, an
appropriately programmed general purpose digital computer with associated memory,
and the like. Given the teachings of the invention provided herein, one of ordinary skill
in the related art will be able to contemplate other implementations of the components of
the invention.

The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the invention. As used herein, the
singular forms “a,” “an” and “the” are intended to include the plural forms as well, unless
the context clearly indicates otherwise. It will be further understood that the terms
“comprises” and/or “comprising,” when used in this specification, specify the presence of
stated features, integers, steps, operations, elements, and/or components, but do not
preclude the presence or addition of another feature, integer, step, operation, element,
component, and/or group thereof.

The corresponding structures, materials, acts, and equivalents of all means or step

plus function elements in the claims below are intended to include any structure, material,
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or act for performing the function in combination with other claimed elements as
specifically claimed.

At least one aspect of the present invention may provide a beneficial effect such
as, for example, automatically identifying configurations for the firewalls in a target
environment during migration.

The descriptions of the various embodiments of the present invention have been
presented for purposes of illustration, but are not intended to be exhaustive or limited to
the embodiments disclosed. Many modifications and variations will be apparent to those
of ordinary skill in the art without departing from the scope and spirit of the described
embodiments. The terminology used herein was chosen to best explain the principles of
the embodiments, the practical application or technical improvement over technologies
found in the marketplace, or to enable others of ordinary skill in the art to understand the

embodiments disclosed herein.
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Claims
What is claimed is:

1. An article of manufacture comprising a computer readable storage
medium having computer readable instructions tangibly embodied thereon which, when
implemented, cause a computer to carry out a plurality of method steps comprising:

obtaining at least one communication pattern occurring in a pre-transformation
source environment; and

automatically generating one or more vendor-neutral rules for one or more
intended firewall interfaces in a post-transformation target environment based on the at
least one communication pattern occurring in the source environment and based on

information derived from the target environment.

2. The article of manufacture of claim 1, the method steps comprising
automatically converting the one or more vendor-neutral rules into one or more vendor-
specific firewall rules for the target environment based on information derived from the

target environment.

3. The article of manufacture of claim 1, wherein obtaining at least one
communication pattern comprises at least one of:

performing an analysis of one or more firewall configuration files associated with
the source environment;

observing one or more run-time network flows at the source environment;

analyzing one or more configured dependencies at one or more servers running on
the source environment;

analyzing one or more firewall log files; and

using manually provided information about one or more flows at the source

environment.
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4. The article of manufacture of claim 1, wherein information derived from
the target environment used for automatically generating one or more vendor-neutral
firewall rules comprises at least one of:

firewall topology;

security zone topology;

security zone contents; and

a new internet protocol (IP) address and subnet information.

5. The article of manufacture of claim 1, wherein obtaining at least one

communication pattern comprises obtaining information pertaining to service ports.

6. The article of manufacture of claim 1, wherein automatically generating
one or more vendor-neutral rules comprises:

determining whether a communication pattern and/or one or more additional
requirements from the target environment are relevant for the one or more firewall
interfaces in the target environment; and

automatically generating one or more vendor-neutral per-interface rules for one or
more intended interfaces in the target environment based on the at least one
communication pattern occurring in the source environment and/or one or more
additional requirements from the target environment that are determined relevant for each

interface.

7. The article of manufacture of claim 6, wherein automatically generating
one or more vendor-neutral per-interface rules for one or more intended interfaces in the
target environment comprises generating at least one transformed communication pattern
by applying a source environment-target environment IP address or subnet mapping to

the at least one communication pattern occurring in the source environment.
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8. The article of manufacture of claim 6, wherein automatically generating
one or more vendor-neutral per-interface rules for one or more intended interfaces in the
target environment comprises incorporating new communication and/or new security

requirements from the target environment.

9. The article of manufacture of claim 6, wherein automatically generating
one or more vendor-neutral per-interface rules for one or more intended interfaces in the
target environment comprises incorporating information pertaining to zone contents and

firewall interfaces of the target environment.

10.  The article of manufacture of claim 6, wherein automatically generating
one or more vendor-neutral per-interface rules for one or more intended interfaces in the
target environment comprises applying heuristics and/or user-provided information to

identify one or more service ports.

11.  The article of manufacture of claim 1, wherein only a subset of devices in

the source environment are transformed.

12.  The article of manufacture of claim 1, wherein firewall and/or security
zone topology in the target environment is partially or fully different from that of the

source environment.

13. The article of manufacture of claim 1, wherein one or more devices in the
target environment are from a different vendor and/or model and/or platform from one or

more devices in the source environment.

14. The article of manufacture of claim 1, wherein one or more firewall

devices are physical or virtual devices.
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15.  The article of manufacture of claim 1, wherein one or more security

requirements in the source environment differ from those in the target environment.

16. The article of manufacture of claim 1, wherein one or more connectivity

requirements in the source environment differ from those in the target environment.

17. The article of manufacture of claim 1, wherein information derived from
the target environment comprises already-implemented vendor-specific firewall rules in

the target environment.

18.  The article of manufacture of claim 1, wherein automatically generating
one or more vendor-neutral rules for one or more intended firewall interfaces in a target
environment comprises accounting for one or more rules already implemented for the
target environment’s firewalls and recommending additions, deletions, and/or updates to

the one or more rules.

19. The article of manufacture of claim 1, the method steps comprising
automatically generating one or more vendor-specific firewall rules for a target
environment during an enterprise information technology transformation activity,
wherein an enterprise information technology transformation activity comprises at least
one of migration, consolidation, virtualization, data center relocation, and cloudification
of at least one application or server or service from a source information technology

infrastructure to a target information technology infrastructure.

20. A system for automatically generating one or more rules during IT
transformation for configuring one or more firewall interfaces in a post-transformation

target environment, comprising:
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at least one distinct software module, each distinct software module being
embodied on a tangible computer-readable medium;
a memory; and
at least one processor coupled to the memory and operative for:
obtaining at least one communication pattern occurring in a pre-
transformation source environment; and
automatically generating one or more vendor-neutral rules for one or more
intended firewall interfaces in a post-transformation target environment based on the at
least one communication pattern occurring in the source environment and based on

information derived from the target environment.
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Abstract

A system and computer program product for automatically generating one or
more rules during IT transformation for configuring one or more firewall interfaces in a
post-transformation target environment include obtaining at least one communication
pattern occurring in a pre-transformation source environment, and automatically
generating one or more vendor-neutral rules for one or more intended firewall interfaces
in a post-transformation target environment based on the at least one communication
pattern occurring in the source environment and based on information derived from the

target environment.
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FIG. 4

Obtain at least one communication pattern
occurring in a pre-transformation source
environment

— 402

Automatically generate one or more
vendor-neutral rules for one or more
intended firewall interfaces in a post-
transformation target environment based
on the at least one communication pattern
occurring in the source environment and
based on information derived from the
target environment
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1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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) ) Attorney Docket Number | YOR920120481US2
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automatically Recommending Firewall Rules During Enterprise Information Technology Transformation

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Poartions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Applicant Information:
Applicant 1

Applicant Authority ®Inventor | (JLegal Representative under 35 U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Nancy L. Burchfield

Residence Information (Select One) (¢ US Residency () NonUS Residency () Active US Military Service

City | Dana Point State/Province | CA Country of Residencei | US

Citizenship under 37 CFR 1.41(b}) i us
Mailing Address of Applicant:

Address 1 IBM Corporation

Address 2 600 Anton Boulevard

City Costa Mesa State/Province CA

Postal Code 92626 Countryi | US

Applicant 2

Applicant Authority (e Inventor | {)Legal Representative under 35U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Nathaniel Hang

Residence Information (Select One) () US Residency () Non US Residency () Active US Military Service

City | Ladera Ranch State/Province | CA Country of Residencei | US

Citizenship under 37 CFR 1.41(b) i us
Mailing Address of Applicant:

Address 1 IBM Corporation

Address 2 600 Anton Boulevard

City Costa Mesa State/Province CA

Postal Code 92626 Countryi | US

Applicant 3

Applicant Authority (e Inventor | ()Legal Representative under 35U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Rafah A Hosn

Residence Information (Select One) (8} US Residency () Non US Residency () Active US Military Service

City | New York State/Province | NY Country of Residencei | US
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Attorney Docket Number | YOR920120481US2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automatically Recommending Firewall Rules During Enterprise Information Technology Transformation

Citizenship under 37 CFR 1.41(b}) i CA
Mailing Address of Applicant:

Address 1 IBM T.J. Watson Research Center

Address 2 19 Skyline Drive

City Hawthorne State/Province NY

Postal Code 10532 Countryi | US

Applicant 4

Applicant Authority ®Inventor | (OLegal Representative under 35 U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
James W. Murray

Residence Information (Select One) (¢ US Residency () Non US Residency () Active US Military Service

City | Durham State/Province | NC Country of Residencei | US

Citizenship under 37 CFR 1.41(b}) i us
Mailing Address of Applicant:

Address 1 IBM Corporation

Address 2 002/H106, P.O. Box 12195

City Research Triangle Park State/Province NC

Postal Code 27707 Countryi | US

Applicant §

Applicant Authority ®Inventor | (OLegal Representative under 35 U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Harigovind V. Ramasamy

Residence Information (Select One) (¢) US Residency () Non US Residency () Active US Military Service

City | Ossining State/Province | NY Country of Residencei | US

Citizenship under 37 CFR 1.41(b) i us
Mailing Address of Applicant:

Address 1 IBM T. J. Watson Research Center

Address 2 19 Skyline Drive

City Hawthorne State/Province NY
Postal Code 10532 Countryi | US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 48062
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Attorney Docket Number | YOR920120481US2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automatically Recommending Firewall Rules During Enterprise Information Technology Transformation

Email Address | AddEmail |  [Remove Emaill

Application Information:

Title of the Invention Automaticall_y Recommending Firewall Rules During Enterprise Information Technology
Transformation

Attorney Docket Number| YORS820120481U82 Small Entity Status Claimed [ |

Application Type Nonprovisional

Subject Matter Utility

Suggested Class (if any} Sub Class (if any)

Suggested Technology Center (if any)

Total Number of Drawing Sheets (if any) 5 Suggested Figure for Publication (if any)

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under 35 U.S.

[[] ©. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of
an application filed in ancther country, or under a multilateral international agreement, that requires publication at
eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Enter either Customer Number or complete the Representative Name section below. If both sections
are completed the Customer Number will be used for the Representative Information during processing.

Please Select One: (e) Customer Number (O US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 48062

Domestic Benefit/National Stage Information:

This section allows for the applicant to either ¢laim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by
35 US.C. 119(e) or 120, and 37 CFR 1.78{a){2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification.

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
Continuation of 13600891 2012-08-31

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Add

Foreign Priority Information:
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Attorney Docket Number | YOR920120481US2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Automatically Recommending Firewall Rules During Enterprise Information Technology Transformation

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

[ Remove |
Application Number Country i Parent Filing Date (YYYY-MM-DD} Priority Claimed
(® Yes (O No
Additional Foreign Priority Data may be generated within this form by selecting the o

Add button.

Assignee Information:

Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37
of the CFR to have an assignment recorded in the Office.

Assignee 1
If the Assignee is an Organization check here.

Organization Name International Business Machines Corporation

Mailing Address Information:

Address 1 New Orchard Road

Address 2

City Armonk State/Province NY

Country i| US Postal Code 10504

Phone Number Fax Number

Email Address

Additional Assignee Data may be generated within this form by selecting the Add

button. Add

Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37
CFR 1.4(d) for the form of the signature.

Signature |[/Michael J. Cooper/ Date (YYYY-MM-DD)| 2012-09-14

First Name | Michael Last Name | Cooper Registration Number | 57749

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USFPTO to process) an application. Confidentiality is governed by 35 U.S.C_ 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S5.C. 552)
and the Privacy Act (& U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U_.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GS8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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ABASSI et al., A Model for Specification and Validation of Security Policies in Communication Networks: The Firewall
Case, 2008.

2 ABASSI et al., Towards an Automated Firewall Security Policies Validation Process, 2008.

3 ADEL et al., Policy Segmentation for Intelligent Firewall Testing, 2005.

4 AL-HAJ et al., Measuring Firewall Security, 2011.

5 AL-SHAER et al., Conflict Classification and Analysis of Distributed Firewall Policies, 2005.

6 AL-SHAER et al., Firewall Policy Advisor for Anomaly Discovery and Rule Editing, 2003.

7 AL-SHAER et al., Management and Translation of Filtering Security Policies, 2003.

8 AL-SHAER et al., Discovery of Policy Anomalies in Distributed Firewalls, 2004.

9 AL-SHAER et al., Modeling and Management of Firewall Policies, 2004.

10 Youssef et al., Systematic Deployment of Network Security Policy in Centralized and Distributed Firewalls, 2011.

11 EL-ATAWY et al., An Automated Framework for Validating Firewall Policy Enforcement, 2007.
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12 GOLNABI et al., Analysis of Firewall Policy Rules Using Data Mining Technique, 2006.

13 HAMED et al. Taxonomy of Conflicts in Network Security Policies, 2006.

14 HASSAN, Algorithms for Verifying Firewall and Router Access Lists, 2003.

15 HASSAN et al., A Framework for Translating a High Level Security Policy Into Low Level Security Mechanisms, 2009.
16 KOTENKO et al., Verification of Security Policy Filtering Rules by Model Checking, 2011.

17 LIU et al., Firewall Policy Queries, 2009.
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*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 60%. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 5 Applicant is to place a check mark here i
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Attorney Dacket Number YOR920120481U82

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Michael J. Cooper/ Date (YYYY-MM-DD) 2012-09-14

Name/Print Michael J. Cooper Registration Number 57749

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Docket No. YOR920120481US2
Customer No. 48062

PARENT STATUS AND LOCATION: PENDING, GROUP ART UNIT TBD
PARENT SERIAL NO.: 13/600,891
EXAMINER: TBD

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Patent Application

Applicant(s)

Docket No.:
Serial No.:
Assignee
Name:

Assignee
Address:

Title:

Nancy Burchfield
Nathaniel Hang

Rafah A. Hosn

James Murray

Harigovind V. Ramasamy
YOR920120481US2
Unassigned

International Business
Machines Corporation

Armonk, New York

Automatically Recommending Firewall Rules During Enterprise Information
Technology Transformation

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir;

The above-named application is a continuation application under 37 CFR §1.53(b) of

pending U.S. application Serial No. 13/600,891. Enclosed are the following papers relating to the

application:
1. New specification
2. 5 sheets of informal Drawings
3. Copy of signed Declaration and Power of Attorney from prior application
4. Application Data Sheet
5. Information Disclosure Statement
CLAIMS AS FILED
NO. FILED NO. EXTRA RATE CALCULATIONS
Total Claims 20-20 = 0 x $60 = $0
Independent Claims 2-3 = 0 x $250 = $0
Multiple Dependent $0
Claim(s), if applicable $ 450
Basic Filing Fee $380 $380
Search Fee $620 $620
Examination Fee $250 $250
Application Size Fee (for each additional 50 sheets $310
that exceeds 100 sheets)
TOTAL FEE: $1,250
-1-
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Docket No. YOR920120481US2
Customer No. 48062

This application is being filed by all the inventors named in the prior application.
2. The prior application is assigned of record to International Business Machines, Inc.

Please file the application. In the event of non-payment or improper payment of a required fee,
the Commissioner is authorized to charge or to credit Deposit Account No. 50-0510 as required
to correct the error.

Please associate this application with Customer No. 48062.
Please address all correspondence to: Customer No. 48062.

Respectfully submitted,

Date: September 14, 2012 Michael J. Cooper
Attorney for Applicants
Reg. No. 57,749
Ryan, Mason & Lewis, LLP
1300 Post Road, Suite 205
Fairfield, CT 06824
(203) 255-6560
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number
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Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
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DETAILED ACTION
1. The present application is being examined under the pre-AlA first to invent
provisions.

This action is responsive to the application filed 09/14/2012 and directed towards
computer readable storage with computer processing instructions and system to provide
for:

“Automatically Recommending Firewall Rules During Enterprise Information
Technology Transformation.”

Claims 1 — 20 have been presented

Claims 1 — 20 are pending.

Oath
2. The Oath filed on 09/14/2012 complies with all the requirements set forth in

MPEP 602 and is therefore accepted.

Double Patenting
3. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the claims at issue are not identical, but at least

one examined application claim is not patentably distinct from the reference claim(s)
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because the examined application claim is either anticipated by, or would have been
obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d
1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir.
1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the reference application or patent either is shown to
be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement. A terminal
disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO internet Web site contains terminal disclaimer forms which may be
used. Please visit http://www.uspto.gov/forms/. The filing date of the application will
determine what form should be used. A web-based eTerminal Disclaimer may be filled
out completely online using web-screens. An eTerminal Disclaimer that meets all
requirements is auto-processed and approved immediately upon submission. For more
information about eTerminal Disclaimers, refer to
http://www.uspto.gov/patents/process/file/efs/guidance/e TD-info-1.jsp.

Claims 1 — 20 are provisionally rejected on the ground of nonstatutory double

patenting over claims 1 - 20 of copending Application No. 13/600,891. This is a
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provisional double patenting rejection because the patentably indistinct claims have not

in fact been patented.

The subject matter claimed in the instant application is fully disclosed in the

referenced copending application and would be covered by any patent granted on that

copending application since the referenced copending application and the instant

application are claiming common subject matter, as follows:

13/618298

13/600891 as amended 08/12/2014

1 An article of manufacture comprising a
computer readable storage

medium having computer readable
instructions tangibly embodied thereon which,
when implemented, cause a computer to
carry out a plurality of method steps
comprising:

obtaining at least one communication pattern
occurring in a pre-transformation

source environment; and

automatically generating one or more vendor-
neutral rules for one or more

intended firewall interfaces in a post-
transformation target environment based on
the at least one communication pattern
occurring in the source environment and
based on information derived from the target
environment

(Currently Amended) A method for automatically
generating one or more rules

during IT transformation for configuring one or
more firewall interfaces in a post-transformation
target environment, the method comprising:
obtaining at least one communication pattern
occurring in a pre-transformation source
environment automatically generating one or more
vendor-neutral rules for ene-ermere-multiple
intended firewall interfaces, on a per-interface
basis, in a post-transformation target environment
based on the at least one communication pattern
occurring in the source environment and based on
information derived from the target environment,
wherein the one or more vendor-neutral rules
contain multiple attributes and values associated
therewith for configuring flow-control rules on a
firewall device that is not specific to any particular

2 | The article of manufacture of claim 1, the
method steps comprising automatically
converting the one or more vendor-neutral
rules into one or more vendor-specific firewall
rules for the target environment based on
information derived from the target
environment.

vendor; and

automatically converting the one or more vendor-
neutral rules into one or more vendor- specific
firewall rules for the target environment based on
information derived from the target environment,
wherein the one or more vendor-specific rules
comprise commands to be directly used to
configure a particular firewall device associated
with a particular vendor;

wherein at least one of the steps is carried out by a
computer device.

3 | The article of manufacture of claim 1, wherein
obtaining at least one communication pattern
comprises at least one of:

performing an analysis of one or more firewall
configuration files associated with

The method of claim 1, wherein obtaining at least
one communication

pattern comprises at least one of:

performing an analysis of one or more firewall
configuration files associated with the source
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the source environment;

observing one or more run-time network flows
at the source environment;

analyzing one or more configured
dependencies at one or more servers running
on the source environment;

analyzing one or more firewall log files; and
using manually provided information about
one or more flows at the source

environment.

environment;

observing one or more run-time network flows at
the source environment;

analyzing one or more configured dependencies at
one or more servers running on the source
environment;

4 | The article of manufacture of claim 1, wherein
information derived from the target
environment used for automatically
generating one or more vendor-neutral
firewall rules comprises at least one of:
firewall topology;

security zone topology;

security zone contents; and

a new internet protocol (IP) address and
subnet information.

The method of claim 1, wherein information derived
from the target

environment used for automatically generating one
or more vendor-neutral firewall rules comprises at
least one of;

firewall topology;

security zone topology;

security zone contents; and

a new internet protocol (IP) address and subnet
information.

5 | The article of manufacture of claim 1, wherein
obtaining at least one communication pattern
comprises obtaining information pertaining to
service ports.

The method of claim 1, wherein obtaining at least
one communication

pattern comprises obtaining information pertaining
to service ports.

6 | The article of manufacture of claim 1, wherein
automatically generating

one or more vendor-neutral rules comprises:
determining whether a communication pattern
and/or one or more additional requirements
from the target environment are relevant for
the one or more firewall interfaces in the
target environment; and

automatically generating one or more vendor-
neutral per-interface rules for one or more
intended interfaces in the target environment
based on the at least one communication
pattern occurring in the source environment
and/or one or more additional requirements
from the target environment that are
determined relevant for each interface

The method of claim [, wherein automatically
generating

one or more vendor-neutral rules comprises:
determining whether a communication pattern
and/or one or more additional requirements from
the target environment are relevant for the ene-e+
more-multiple firewall interfaces in the target
environment; and

automatically generating one or more vendor-
neutral per-interface rules for one or more intended
interfaces in the target environment based on the
at least one communication pattern occurring in the
source environment and/or one or more additional
requirements from the target environment that are
determined relevant for each interface.

7 | The article of manufacture of claim 6, wherein
automatically generating one or more vendor-
neutral per-interface rules for one or more
intended interfaces in the target environment
comprises generating at least one
transformed communication pattern by
applying a source environment-target
environment IP address or subnet mapping to
the at least one communication pattern
occurring in the source environment

The method of claim 6, wherein automatically
generating one or more vendor-neutral per-
interface rules for ene-ormore-multiple intended
interfaces in the target environment comprises
generating at least one transformed communication
pattern by applying a source environment-target
environment IP address or subnet mapping to the
at least one communication pattern occurring in the
source environment.
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8 | The article of manufacture of claim 6, wherein
automatically generating one or more vendor-
neutral per-interface rules for one or more
intended interfaces in the target environment
comprises incorporating new communication
and/or new security requirements from the
target environment.

The method of claim 6, wherein automatically
generating one or more vendor-neutral per-
interface rules for ene-or-mere-multiple intended
interfaces in the target environment comprises
incorporating new communication and/or new
security requirements from the target environment.

9 | The article of manufacture of claim 6, wherein
automatically generating

one or more vendor-neutral per-interface rules
for one or more intended interfaces in the
target environment comprises incorporating
information pertaining to zone contents and
firewall interfaces of the target environment.

The method of claim 6, wherein automatically
generating one or more vendor-neutral per-
interface rules for ereermeore-multiple intended
interfaces in the target environment comprises
incorporating information pertaining to zone
contents and firewall interfaces of the target
environment.

The article of manufacture of claim 6, wherein
automatically generating one or more vendor-
neutral per-interface rules for one or more
intended interfaces in the target environment
comprises applying heuristics and/or user-
provided information to

identify one or more service ports.

10

The method of claim 6, wherein automatically
generating one or more vendor-neutral per-
interface rules for ere-ormere-multiple intended
interfaces in the target environment comprises
applying heuristics and/or user-provided
information to identify one or more service ports.

11 | The article of manufacture of claim 1, wherein
only a subset of devices in the source
environment are transformed.

The method of claim |, wherein only a subset of
devices in the source environment are transformed.

12 | The article of manufacture of claim 1, wherein | The method of claim 1, wherein firewall and/or
firewall and/or security zone topology in the security zone topology in the target environment is
target environment is partially or fully different | partially or fully different from that of the source
from that of the source environment. environment.

13 | The article of manufacture of claim 1, wherein | The method of claim 1, wherein one or more
one or more devices in the target environment | devices in the target environment are from a
are from a different vendor and/or model different vendor and/or model and/or platform from
and/or platform from one or more devices in one or more devices in the source environment.
the source environment.

14 | The article of manufacture of claim 1, wherein | The method of claim 1, wherein one or more
one or more firewall devices are physical or firewall devices are physical or virtual devices.
virtual devices.

15 | The article of manufacture of claim 1, wherein | The method of claim 1, wherein one or more
one or more security requirements in the security requirements in the source environment
source environment differ from those in the differ from those in the target environment.
target environment.

16 | The article of manufacture of claim 1, wherein | The method of claim 1, wherein one or more
one or more connectivity requirements in the connectivity requirements in the source
source environment differ from those in the environment differ from those in the target
target environment. environment.

17 | The article of manufacture of claim 1, wherein | The method of claim 1, wherein information derived
information derived from the target from the target environment comprises already-
environment comprises already-implemented | implemented vendor-specific firewall rules in the
vendor-specific firewall rules in the target target environment.
environment

18 | The article of manufacture of claim 1, wherein | The method of claim 1, wherein automatically

automatically generating
one or more vendor-neutral rules for one or
more intended firewall interfaces in a target

generating one or more vendor-neutral rules for
one-or-moere-multiple intended firewall interfaces in
a target environment comprises accounting for one
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environment comprises accounting for one or
more rules already implemented for the
target environment's firewalls and
recommending additions, deletions, and/or
updates to the one or more rules.

or more rules already implemented for the target
environment's firewalls and recommending
additions, deletions, and/or updates to the one or
more rules.

19 | The article of manufacture of claim 1, the
method steps comprising

automatically generating one or more vendor-
specific firewall rules for a target environment
during an enterprise information technology
transformation activity,

wherein an enterprise information technology
transformation activity comprises at least

one of migration, consolidation, virtualization,
data center relocation, and cloudification

of at least one application or server or service
from a source information technology
infrastructure to a target information
technology infrastructure.

The method of claim 1, comprising automatically
generating one or more vendor-specific firewall
rules for a target environment during an enterprise
information technology transformation activity.

20. (Original) The method of claim 19, wherein an
enterprise information technology transformation
activity comprises at least one of migration,
consolidation, virtualization, data center relocation,
and cloudification of at least one application or
server or service from a source information
technology infrastructure to a target information
technology infrastructure.

A system for automatically generating one or
more rules during IT transformation for
configuring one or more firewall interfaces in a
post-transformation target environment,
comprising:

at least one distinct software module, each
distinct software module being

embodied on a tangible computer-readable
medium;

a memory; and

at least one processor coupled to the memory
and operative for:

obtaining at least one communication pattern
occurring in a pre-transformation source
environment; and

automatically generating one or more vendor-
neutral rules for one or more intended firewall
interfaces in a post-transformation target
environment based on the at least one
communication pattern occurring in the
source environment and based on information
derived from the target environment.

20
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Furthermore, there is no apparent reason why applicant would be prevented from
presenting claims corresponding to those of the instant application in the other
copending application. See In re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA 1968).

See also MPEP § 804.

Claim Rejections - 35 USC § 102
4. The following is a quotation of the appropriate paragraphs of pre-AlA 35 U.S.C.

102 that form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country
or in public use or on sale in this country, more than one year prior to the date of application
for patent in the United States.

5. Claims 1-13, and 15-20 are rejected under pre-AlA 35 U.S.C. 102(b) as being
anticipated by Bartal et al. (US Pub. 2006/0288409 filed 08/10/2006 hereinafter
referred to as Bartal).

Regarding claim 1, Bartal teaches:

“An article of manufacture comprising a computer readable storage medium
having computer readable instructions tangibly embodied thereon which,
when implemented, cause a computer to carry out a plurality of method steps
(abstract) comprising:
obtaining at least one communication pattern occurring in a pre-

tfransformation source environment;” (par. 28-31, 35-40, 96-100;

automatically generate firewall configuration files from security policy data
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based on functionality of devices/servers determine roles/capabilities for
multiple gateways).

and

“automatically generating one or more vendor-neutral rules for one or more
intended firewall interfaces in a post-transformation target environment
based on the at least one communication pattern occurring in the source
environment and based on information derived from the target
environment.” (par.63-67; using Model Definition Language "MDL” data
parser to generate entity relation model for policies that can be translated
into firewall configuration files for generic network conditions and further
providing for a topology adapter for more precise packet filtering at each

of the gateway interfaces).

Regarding claim 2, Bartal taught the invention of claim 1 and further teaches:

“automatically converting the one or more vendor-neutral rules into one or more
vendor-specific firewall rules for the target environment based on information
derived from the target environment.” (abstract, par.64-67; entity relationship

model translated into configuration files for each interface)

Regarding claim 3, Bartal taught the invention of claim 1 and further teaches:

“wherein obtaining at least one communication pattern comprises at least one

of:
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performing an analysis of one or more firewall configuration files associated
with the source environment,” (par. 96; a visualization and debugging tool
260 transforms the firewall configuration files 250 into a graphical
representation that provides a visual representation of both the host-
groups structure and the services (packets) that the firewall passes)

“observing one or more run-time network flows at the source environment;”
(par. 96; visualization and debugging tool 260 creates a visualization of
the policy as it is seen from the point of view of a single gateway
interface).

“analyzing one or more configured dependencies at one or more servers
running on the source environment;” (par. 98; visualization and debugging
tool 260 visualizes the structure of the host-groups with respect to
containment and intersection. A rule that applies to some host-group, A,
is inherited by any host whose IP address falls with A)

“analyzing one or more firewall log files; (par. 97) and

“using manually provided information about one or more flows at the source

environment.”(pars. 96-100).
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Regarding claim 4, Bartal taught the invention of claim 1 and further teaches:
“wherein information derived from the target environment used for automatically
generating one or more vendor-neutral firewall rules comprises at least one
of:
firewall topology;
security zone topology;
security zone contents; and
a new internet protocol (IP) address and subnet information.” (pars. 47-58;
taking data from the MDL, to instantiate a security policy which can be
mapped to a desired topology based on a grouping of services defined by

roles).

Regarding claim 5, Bartal taught the invention of claim 1 and further teaches:
“‘wherein obtaining at least one communication pattern comprises obtaining
information pertaining to service ports.” (Fig. 3, par.43; service 320 is
executed from the role 310 to the peer for an outgoing capability 315, or from
the peer to the role 310 for an incoming capability 315. The service entity
320 has a protocol-base and two port number attributes, dest-port-no-

range and src-port-no-range).
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Regarding claim 6, Bartal taught the invention of claim 1 and further teaches:
“‘wherein automatically generating one or more vendor-neutral rules
comprises:

“determining whether a communication pattern and/or one or more additional
requirements from the target environment are relevant for the one or more
firewall interfaces in the target environment;” and

“automatically generating one or more vendor-neutral per-interface rules for
one or more intended interfaces in the target environment based on the at
least one communication pattern occurring in the source environment
and/or one or more additional requirements from the target environment
that are determined relevant for each interface.” (pars. 59-62; MDL for,
“Topology Description and Policy Mapping” shows various
reconfigurations of the roles for various host devices internal or external to

the associated zone).

Regarding claim 7, Bartal taught the invention of claim 6 and further teaches:

"wherein automatically generating one or more vendor-neutral per-interface rules
for one or more intended interfaces in the target environment comprises
generating at least one transformed communication pattern by applying a
source environment-target environment IP address or subnet mapping to the
at least one communication pattern occurring in the source

environment.”(pars. 59-62; defining the zones payroll_zone and corp_zone as
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host-groups, specifies their IP-ranges and then defines parts of the network
topology by specifying the payroll_zone to be connected to the payroll_gw by
means of the payroll_gw_interface1, and the second interface of the

payroll_gw to be connected to the corp_zone).

Regarding claim 8, Bartal taught the invention of claim 6 and further teaches:

“wherein automatically generating one or more vendor-neutral per-interface rules
for one or more intended interfaces in the target environment comprises
incorporating new communication and/or new security requirements from the
target environment.” (pars. 52-58; defining service roles and mapping the
service roles to service groups, role groups, gateway, etc. for the intended

network topology).

Regarding claim 9, Bartal taught the invention of claim 6 and further teaches:

“wherein automatically generating one or more vendor-neutral per-interface rules
for one or more intended interfaces in the target environment comprises
incorporating information pertaining to zone contents and firewall interfaces of
the target environment.”(par. 59-62; defining the zones payroll_zone and
corp_zone as host-groups, specifies their IP-ranges and then defines parts of
the network topology by specifying the payroll_zone to be connected to the
payroll_gw by means of the payroll_gw_interface1, and the second interface

of the payroll_gw to be connected to the corp_zone).
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Regarding claim 10, Bartal taught the invention of claim 6 and further teaches:

“wherein automatically generating one or more vendor-neutral per-interface rules
for one or more intended interfaces in the target environment comprises
applying heuristics and/or user-provided information to identify one or more
service ports.” (pars. 11 and 47-55; taking data from the MDL, to instantiate a
security policy, an administrator can maintain a consistent policy in the
presence of Intranet topology changes, allowing the administrator to reuse the

same policy at multiple corporate sites with different network details).

Regarding claim 11, Bartal taught the invention of claim 1 and further teaches:
wherein only a subset of devices in the source environment are transformed.”
(pars. 38-40; adapting a set of computers within an IP address range or a

particular grouping of computers to fit a desired network topology ).

Regarding claim 12, Bartal taught the invention of claim 1 and further teaches:
“wherein firewall and/or security zone topology in the target environment is
partially or fully different from that of the source environment.” (pars. 27-30;

customization of security policy details for use in different network topologies).
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Regarding claim 13, Bartal taught the invention of claim 1 and further teaches:
“wherein one or more devices in the target environment are from a different
vendor and/or model and/or platform from one or more devices in the source

environment .” (pars. 28-30).

Regarding claim 15, Bartal taught the invention of claim 1 and further teaches:
“wherein one or more securily requirements in the source environment differ from
those in the target environment.” (par.38-40; operating a computer device in a

closed role-group environment for which inheritance of parent roles do not

apply).

Regarding claim 16, Bartal taught the invention of claim 1 and further teaches:

“wherein one or more connectivity requirements in the source environment differ
from those in the target environment.” (pars. 26-30 and 38-40; setting up
separate security zones within a network topology and controlling which

network interface connections are allowed to communicate between zones).

Regarding claim 17, Bartal taught the invention of claim 1 and further teaches:

“wherein information derived from the target environment comprises already-
implemented vendor-specific firewall rules in the target environment.” (pars.
89-95; using a topology adapter to determine gateway explicit rules derived

from the target environment).
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Regarding claim 18, Bartal taught the invention of claim 1 and further teaches:

“wherein automatically generating one or more vendor-neutral rules for multiple
intended firewall interfaces in a target environment comprises accounting for
one or more rules already implemented for the target environment's firewalls
and recommending additions, deletions, and/or updates to the one or more
rules.” (pars. 89-95 and 104; using a topology adapter to determine gateway
explicit rules derived from the target environment would inherently include
the ability to update/upgrade attributes and other objects to accommodate

evolving firewall technologies).

Regarding claim 19, Bartal taught the invention of claim 1 and further teaches:
“automatically generating one or more vendor-specific firewall rules for a target
environment during an enterprise information technology transformation
activity.” (pars.13 and 27-31; visualization and debugging tool is provided to

transform the firewall-specific configuration files into a graphical
representation of the current policy on the actual topology, allowing the
viability of a chosen policy to be evaluated).

“wherein an enterprise information technology transformation activity comprises
at least one of migration, consolidation, virtualization, data center relocation,
and cloudification of at least one application or server or service from a
source information technology infrastructure to a target information

technology infrastructure.” (par.29-31; the configuration and maintenance of
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consistent security policies that can be used to configure network sites with
differing network details would inherently read on the technology

transformation activity associated with a change to a new network topology).

Regarding claim 20, Bartal teaches:
“A system, comprising a computer readable storage medium having computer
readable instructions tangibly embodied thereon which, when implemented,
cause a computer to carry out a plurality of method steps (abstract)
comprising:
obtaining at least one communication pattern occurring in a pre-
transformation source environment;” (par. 28-31, 35-40, 96-100;
automatically generate firewall configuration files from security policy data
based on functionality of devices/servers determine roles/capabilities for
multiple gateways).

and

“automatically generating one or more vendor-neutral rules for one or more
intended firewall interfaces in a post-transformation target environment
based on the at least one communication pattern occurring in the source
environment and based on information derived from the target
environment.” (par.63-67; using Model Definition Language "MDL” data
parser to generate entity relation model for policies that can be translated

into firewall configuration files for generic network conditions and further
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providing for a topology adapter for more precise packet filtering at each

of the gateway interfaces).

Claim Rejections - 35 USC § 103
6. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102 of this title, if the differences between the subject matter sought to
be patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the manner in which the
invention was made.

7. Claim 14 is rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable
over Bartal, and further in view of Chang et al. (US Pub. 2013/0019277 A1 filed

07/12/2011 hereinafter referred to as Chang).

Regarding claim 14, Bartal does not expressly disclose, however Chang teaches:
“wherein one or more firewall devices are physical or virtual devices.” (par.58-
60).

Therefore, it would have been obvious to one having ordinary skill in the art at
the time the invention was made to apply the teachings of Chang to the system of
Bartal.

One of ordinary skill in the art would have been motivated to perform such a

modification to further protect access to resources (Chang, par.58-60).
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to FELICIANO MEJIA whose telephone number is
(571)270-5994. The examiner can normally be reached on Monday thru Friday 7:30am
to 5:00pm EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Saleh Najjar can be reached on (571) 272-4006. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/F. M./ 10/17/2014
Examiner, Art Unit 2492

*k %

/SALEH NAJJAR/
Supervisory Patent Examiner, Art Unit 2492
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IN THE CLAIMS

1. (Currently Amended) An article of manufacture comprising a computer readable
storage medium having computer readable instructions tangibly embodied thereon which, when
implemented, cause a computer to carry out a plurality of method steps comprising:

obtaining at least one communication pattern occurring in a pre-transformation source

environment by analyzing (i) one or more firewall configuration files and/or firewall log files

associated with the source environment, (ii) one or more run-time network flows at the source

environment, and (iii) one or more configured dependencies at one or more servers running on

the source environment; and

automatically generating one or more vendor-neutral firewall rules for ene—or—more

multiple intended firewall interfaces, on a per-interface basis, in a post-transformation target

environment based on (i) the at least one communication pattern occurring in the source

environment and based-ea (ii) information derived from the target environment, wherein the one

or more vendor-neutral firewall rules contain multiple attributes and values associated therewith

for configuring flow-control rules on a firewall device that is not specific to any particular

vendor, and wherein said automatically generating comprises:

generating a transformed version of the at least one communication pattern by

applying source-target host and internet protocol (IP) subnet mapping information to the at least

one communication pattern:

generating an adjusted version of the at least one communication pattern by

incorporating one or more communication requirements associated with the target environment

to the transformed version of the at least one communication pattern; and

identifying a subset of the adjusted version of the at least one communication

pattern to be utilized for each of the multiple intended firewall interface in the post-

transformation target environment: and

automatically converting the one or more vendor-neutral firewall rules into one or more

vendor-specific firewall rules for the target environment based on information derived from the
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target environment, wherein the one or more vendor-specific firewall rules comprise commands

to be directly used to configure a particular firewall device associated with a particular vendor.

2. (Cancelled)

3. (Currently Amended) The article of manufacture of claim 1, wherein obtaining at

least one communication pattern further comprises atleast-one-of:

using manually provided information about one or more flows at the source environment.

4, (Original) The article of manufacture of claim 1, wherein information derived
from the target environment used for automatically generating one or more vendor-neutral
firewall rules comprises at least one of:

firewall topology;

security zone topology;

security zone contents; and

a new internet protocol (IP) address and subnet information.
5. (Currently Amended) The article of manufacture of claim 1, wherein obtaining at

least one communication pattern further comprises obtaining information pertaining to service

ports.
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6. (Currently Amended) The article of manufacture of claim 1, wherein
automatically generating one or more vendor-neutral rules comprises:

determining whether a communication pattern and/or one or more additional

requirements from the target environment are relevant for the ene—er—mere multiple firewall

interfaces in the target environment; and

automatically generating one or more vendor-neutral per-interface rules for one or more

intended interfaces in the target environment based on the at least one communication pattern

occurring in the source environment and/or one or more additional requirements from the target

environment that are determined relevant for each interface.

7. (Currently Amended) The article of manufacture of claim 6, wherein
automatically generating one or more vendor-neutral per-interface rules for ene-er-mere multiple
intended interfaces in the target environment comprises generating at least one transformed
communication pattern by applying a source environment-target environment IP address or

subnet mapping to the at least one communication pattern occurring in the source environment.

8. (Currently Amended) The article of manufacture of claim 6, wherein
automatically generating one or more vendor-neutral per-interface rules for ene-ermere multiple
intended interfaces in the target environment comprises incorporating new communication

and/or new security requirements from the target environment.

9. (Currently Amended) The article of manufacture of claim 6, wherein
automatically generating one or more vendor-neutral per-interface rules for ene-er-mere multiple
intended interfaces in the target environment comprises incorporating information pertaining to

zone contents and firewall interfaces of the target environment.

10. (Currently Amended) The article of manufacture of claim 6, wherein

automatically generating one or more vendor-neutral per-interface rules for ene-or-more multiple
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intended interfaces in the target environment comprises applying heuristics and/or user-provided

information to identify one or more service ports.

11. (Original) The article of manufacture of claim 1, wherein only a subset of devices

in the source environment are transformed.

12.  (Original) The article of manufacture of claim 1, wherein firewall and/or security
zone topology in the target environment is partially or fully different from that of the source

environment.

13. (Original) The article of manufacture of claim 1, wherein one or more devices in
the target environment are from a different vendor and/or model and/or platform from one or

more devices in the source environment.

14. (Original) The article of manufacture of claim 1, wherein one or more firewall

devices are physical or virtual devices.

15. (Original) The article of manufacture of claim 1, wherein one or more security

requirements in the source environment differ from those in the target environment.

16. (Original) The article of manufacture of claim 1, wherein one or more

connectivity requirements in the source environment differ from those in the target environment.
17.  (Original) The article of manufacture of claim 1, wherein information derived

from the target environment comprises already-implemented vendor-specific firewall rules in the

target environment.
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18. (Currently Amended) The article of manufacture of claim 1, wherein
automatically generating one or more vendor-neutral firewall rules for ene—er—mere multiple
intended firewall interfaces in a target environment comprises accounting for one or more rules
already implemented for the target environment’s firewalls and recommending additions,

deletions, and/or updates to the one or more rules.

19. (Original) The article of manufacture of claim 1, the method steps comprising
automatically generating one or more vendor-specific firewall rules for a target environment
during an enterprise information technology transformation activity, wherein an enterprise
information technology transformation activity comprises at least one of migration,
consolidation, virtualization, data center relocation, and cloudification of at least one application
or server or service from a source information technology infrastructure to a target information

technology infrastructure.

20.  (Currently Amended) A system for automatically generating one or more rules
during IT transformation for configuring one or more firewall interfaces in a post-transformation
target environment, comprising:

at least one distinct software module, each distinct software module being embodied on a
tangible computer-readable medium;

a memory; and

at least one processor coupled to the memory and operative for:

obtaining at least one communication pattern occurring in a pre-transformation

source environment by analyzing (i) one or more firewall configuration files and/or firewall log

files associated with the source environment, (ii) one or more run-time network flows at the

source environment, and (iii) one or more configured dependencies at one or more Servers

running on the source environment; and

automatically generating one or more vendor-neutral firewall rules for ene-er

meore multiple intended firewall interfaces, on a per-interface basis, in a post-transformation
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target environment based on (i) the at least one communication pattern occurring in the source

environment and based-es (ii) information derived from the target environment, wherein the one

or more vendor-neutral firewall rules contain multiple attributes and values associated therewith

for configuring flow-control rules on a firewall device that is not specific to any particular

vendor, and wherein said automatically generating comprises:

generating a transformed version of the at least one communication pattern

by applying source-target host and internet protocol (IP) subnet mapping information to the at

least one communication pattern;

generating an adjusted version of the at least one communication pattern

by incorporating one or more communication requirements associated with the target

environment to the transformed version of the at least one communication pattern; and

identifving a subset of the adjusted version of the at least one

communication pattern to be utilized for each of the multiple intended firewall interface in the

post-transformation target environment:; and

automatically converting the one or more vendor-neutral firewall rules into one or

more vendor-specific firewall rules for the target environment based on information derived from

the target environment, wherein the one or more vendor-specific firewall rules comprise

commands to be directly used to configure a particular firewall device associated with a

particular vendor.
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REMARKS

The present application was filed on September 14, 2012 with claims 1-20. Claims 1-20
are presently pending in the above-identified patent application. Claim 2 is proposed to be
cancelled herein without prejudice. Claims 1, 3, 5-10, 18 and 20 are proposed to be amended
herein. Applicant is not conceding that the subject matter encompassed by the claims prior to
this Amendment is unpatentable over the art cited by the Examiner. Applicant respectfully
reserves the right to pursue claims in one or more continuing applications, including claims
capturing the subject matter encompassed by the claims prior to this Amendment and additional
claims. Support for the amendments can be found, for example, on page 5, lines 20-24, and page
11, line 20 through page 13, line 1 of the specification. No new matter is being introduced.

In the Office Action, the Examiner (i) provisionally rejected claims 1-20 allegedly on the
ground of non-statutory double patenting over claims 1-20 of co-pending Application No.
13/600,891; (ii) rejected claims 1-13 and 15-20 under 35 U.S.C. §102(b) as allegedly being
anticipated by Bartal et al. (US 2006/0288409) (hereinafter “Bartal”); and (iii) rejected claim 14
under 35 U.S.C. §103(a) as allegedly being unpatentable over Bartal in view of Chang et al. (US
2013/0019277) (hereinafter “Chang”).

The comments of the Examiner in forming the rejections are acknowledged and have
been carefully considered.

Further, Applicants acknowledge with gratitude Examiner Mejia’s courtesy in granting a
telephonic interview, which was conducted with Applicants’ undersigned representative on
January 13, 2015, and wherein proposed draft amendments and the cited references were

discussed.
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DOUBLE PATENTING REJECTION

As noted above, the Examiner provisionally rejected claims 1-20 allegedly on the ground
of non-statutory double patenting over claims 1-20 of co-pending Application No. 13/600,891.
Applicants submit that the cited rejection is a provisional double patenting rejection and propose

to defer resolution of the rejection until the allowable subject matter has been determined.

§102 REJECTION
Additionally, the Examiner rejected claims 1-13 and 15-20 under 35 U.S.C. §102(b) as

allegedly being anticipated by Bartal. With respect to §102 rejections, MPEP §2131 notes that
“[a] claim is anticipated only if each and every element as set forth in the claim is found, either
expressly or inherently described, in a single prior art reference.” Verdegaal Bros. v. Union Oil
Co. of California, 814 F.2d 628, 631, 2 USPQ2d 1051, 1053 (Fed. Cir. 1987). As detailed
below, Applicants respectfully submit that the cited reference does not disclose all of the claim
elements.

For example, Applicants assert that the cited reference does not disclose the claimed
aspect of “obtaining at least one communication pattern occurring in a pre-transformation source
environment by analyzing (i) one or more firewall configuration files and/or firewall log files
associated with the source environment, (ii) one or more run-time network flows at the source
environment, and (iii) one or more configured dependencies at one or more servers running on
the source environment,” as explicitly taught in independent claims 1 and 20. Beginning on page
8, the Office Action alleges that Bartal discloses

obtaining at least one communication pattern occurring in a pre-
transformation source environment;” (par. 28-31, 35-40, 96-100; automatically
generate firewall configuration files from security policy data based on
functionality of devices/servers determine roles/capabilities for multiple
gateways).
However, Applicants note that the cited portions of Bartal do not teach the specific
limitation of obtaining communication patterns by “analyzing (1) one or more firewall

configuration files and/or firewall log files associated with the source environment, (ii) one or
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more run-time network flows at the source environment, and (iii) one or more configured
dependencies at one or more servers running on the source environment.”

By way of support for the amendments and to further highlight the noted distinctions,
Applicants point, for example, to page 5, lines 20-24 of the specification, which teaches that

[k]nowledge about communication patterns in the source environment
may be obtained by performing analysis of firewall configuration files associated
with the source environment, observing run-time network flow at the source
environment, analyzing configured dependencies at one or more servers running
on the source environment, analyzing firewall log files, or combinations thereof.

Accordingly, Applicants assert that the cited reference does not disclose this claim aspect
as explicitly disclosed in independent claims 1 and 20, and for at least this reason, the §102

rejection should be withdrawn.

Additionally, Applicants assert that the cited reference does not disclose the claimed
aspects, as explicitly taught in independent claims 1 and 20, of

generating a transformed version of the at least one communication pattern
by applying source-target host and internet protocol (IP) subnet mapping
information to the at least one communication pattern;

generating an adjusted version of the at least one communication pattern
by incorporating one or more communication requirements associated with the
target environment to the transformed version of the at least one communication
pattern; [and]

identifying a subset of the adjusted version of the at least one
communication pattern to be utilized for each of the multiple intended firewall
interface in the post-transformation target environment.

Page 9 of the Office Action alleges that Bartal discloses

“automatically generating one or more vendor-neutral rules for one or
more intended firewall interfaces in a post-transformation target environment
based on the at least one communication pattern occurring in the source
environment and based on information derived from the target environment.”
(par. 63-67; using Model Definition Language “MDL” data parser to generate
entity relation model for policies that can be translated into firewall configuration
files for generic network conditions and further providing for a topology adapter
for more precise packet filtering at each of the gateway interfaces).

10
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However, Applicants respectfully submit that the cited portions of Bartal do not teaches

the specific limitation of automatically generating one or more vendor-neutral rules by

b TY

“generating a transformed version of the at least one communication pattern,” “generating an

adjusted version of the at least one communication pattern,” and “identifying a subset of the
adjusted version of the at least one communication pattern to be utilized,” as taught by amended
independent claims 1 and 20.

By way of support for the amendments and to further highlight the noted distinctions,
Applicants point, for example, to page 11, line 20 through page 13, line 1 of the specification,
which teaches that

[tthe transformation  component 208  generates transformed
communication patterns 212 based on the source-target host/IP subnet mapping
information 104. If source-target host/IP subnet mapping information 104 is
empty or not provided, the transformed communication patterns will be the same
as the input provided to the transformation component 208. As explained herein,
the source-target host/IP subnet mapping information 104 describes how an IP
address that occurs in the communication pattern(s) changes as a result of the IT
transformation activity. For example, the source-target mapping may specify that
the TP address of the ssh server changes from 192.168.254.200 to 10.20.6.11 as a
result of the IT transformation. The transformation component 210 applies such
mapping information 104 to the cleaned (and possibly, de-duplicated) source
communication patterns provided as input. The transformed communication
patterns 212 will have the mapped IP addresses and subnets, where applicable.

The transformed communication patterns 212 are forwarded to a re-

calibrator component 214 (which receives input in the form of new
communication requirements 130 in the target environment). The new
communication requirements may be of two types:
Communication patterns previously present in the source environment, but that
should be avoided in the target environment. Suppose that communication to a
web server from a certain client was allowed previously, but in the data center to
which the web server is being migrated to, that client should not be allowed to
connect to the web server.

Communication patterns not were previously present in the source
environment, but should be allowed in the target environment. Suppose that a
new service (that was absent in the source environment) is going to be deployed at
port 50505 at a server that is being migrated to the target environment.
Consequently, this new communication pattern should be taken into account when
generating elementary rules.
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Based on the new communication requirements, the re-calibrator
component 214 generates adjusted and transformed communication patterns 216,
which are provided to a classifier component 218 (which receives zone contents
and firewall interfaces 106 from the target environment), which ultimately outputs
per-interface elementary rules 116. The classifier component 218 considers each
firewall interface that needs to be configured in the target environment, and
identifies the subset of adjusted and transformed communication patterns 216 that
are relevant for the interface. An adjusted and transformed communication
pattern is relevant to an interface, if the pattern contains the source IP address,
source subnet, destination IP address, or destination subnet that is part of the
security zone guarded by the firewall interface.

Accordingly, Applicants assert that the cited reference does not disclose this claim aspect
as explicitly disclosed in independent claims 1 and 20, and for at least this reason, the §102

rejection should be withdrawn.

§103 REJECTION
Also, the Examiner rejected claim 14 under 35 U.S.C. §103(a) as allegedly being

unpatentable over Bartal in view of Chang. With regard to the §103 rejections, Applicants
initially note that to establish prima facie obviousness of a claimed invention, all of the claim
limitations must be taught or suggested by the prior art. In re Royka, 490 F.2d 981, 180 USPQ
580 (CCPA 1974). Further, if an independent claim is nonobvious under 35 U.S.C. 103, then
any claim depending therefrom is nonobvious. In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed.
Cir. 1988). Therefore, because the cited references, as detailed above, do not teach or suggest
the claimed limitations of independent claim 1, Applicants request withdrawal of the rejection

of claim 14 under 35 U.S.C. §103(a).

Consequently, all of the pending claims are in condition for allowance and such favorable
action is earnestly solicited.

If any outstanding issues remain, or if the Examiner has any further suggestions for
expediting allowance of this application, the Examiner is invited to contact the undersigned at

the telephone number indicated below.
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Michael J. Cooper
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Reg. No. 57,749
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Westport, CT 06880

(203) 255-6560
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—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)
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should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
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the examiner.
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4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.
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Application Number 13618298

Filing Date 2012-09-14

INFORMATION DISCLOSURE

First Named Inventor | Nancy Burchfield et al.

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Art Unit 2492

Examiner Name Feliciano S. Mejia

Attorney Dacket Number YOR920120481U82

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Michael J. Cooper/ Date (YYYY-MM-DD) 2015-02-26

Name/Print Michael J. Cooper Registration Number 57749

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17

159




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 21608077
Application Number: 13618298
International Application Number:
Confirmation Number: 1015

Title of Invention:

Technology Transformation

Automatically Recommending Firewall Rules During Enterprise Information

First Named Inventor/Applicant Name:

Nancy Burchfield

Customer Number:

48062

Filer:

Michael J. Cooper

Filer Authorized By:

Attorney Docket Number: YOR920120481US2
Receipt Date: 26-FEB-2015
Filing Date: 14-SEP-2012
Time Stamp: 13:46:43

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:

D t . . File Size(Byt Multi P
ocumen Document Description File Name ile Size( y es)/ u I. . ages
Number Message Digest | Part/.zip| (ifappl.)

613992
1 Information Disclosure Statement (IDS) [ YOR920120481US1_IDS_02-26- no 9
Form (SB08) 2015.pdf
4c86f7ech41a3579f10fb5e26765ee1d9eb8|
5ac?
Warnings:

Information:
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A U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form. You may remove the form to add the
required data in order to correct the Informational Message or if you chose not to, the image of the form will be processed and be made
available within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign
Patent Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

Total Files Size (in bytes); 613992

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/25

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING

REJECTION OVER A PENDING "REFERENCE" APPLICATION

Application Number 13618298

Filing Date 14-Sep-2012

First Named Inventor Nancy Burchfield
Attorney Docket Number YOR920120481US2

Title of Invention

Automatically Recommending Firewall Rules During Enterprise Information Technology
Transformation

X Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] Thiselectronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

International Business Machines Corporation 100%

The owner(s) of percent interest listed above in the instant application hereby disclaims, except as provided below, the terminal
part of the statutory term of any patent granted on the instant application which would extend beyond the expiration date of the
full statutory term of any patent granted on pending reference Application Number(s)

13600891 filed on 08/31/2012

as the term of any patent granted on said reference application may be shortened by any terminal disclaimer filed prior to the
grant of any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are
commonly owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its
sUCCessors or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application
that would extend to the expiration date of the full statutory term of any patent granted on said reference application, "as the
term of any patent granted on said reference application may be shortened by any terminal disclaimer filed prior to the grant of
any patent on the pending reference application,” in the event that any such patent granted on the pending reference
application: expires for failure to pay a maintenance fee, is held unenforceable, is found invalid by a court of competent
jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321, has all claims canceled by a
reexamination certificate, is reissued, or is in any manner terminated prior to the expiration of its full statutory term as shortened
by any terminal disclaimer filed prior to its grant.

@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(O Small Entity

(O Micro Entity

(® Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 57749

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signat
ignature /Michael J. Cooper/

Name Michael J. Cooper

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number:

13618298

Filing Date:

14-Sep-2012

Title of Invention:

Automatically Recommending Firewall Rules During Enterprise Information

Technology Transformation

First Named Inventor/Applicant Name:

Nancy Burchfield

Filer:

Michael J. Cooper

Attorney Docket Number: YOR920120481US2
Filed as Large Entity
Filing Fees for Utility under 35 USC111(a)
Description Fee Code Quantity Amount Sub-Total in
UsD($)
Basic Filing:
Statutory or Terminal Disclaimer 1814 1 160 160
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

165




Description Fee Code Quantity Amount SU{JJ-STS::; in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 160
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 13618298
Filing Date: 14-Sep-2012

Applicant/Patent under Reexamination: Burchfield et al.

Electronic Terminal Disclaimer filed on  March 13, 2015

X APPROVED

This patentis subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFSID: 21765674
Application Number: 13618298
International Application Number:
Confirmation Number: 1015

Title of Invention:

Automatically Recommending Firewall Rules During Enterprise Information
Technology Transformation

First Named Inventor/Applicant Name:

Nancy Burchfield

Customer Number:

48062

Filer:

Michael J. Cooper

Filer Authorized By:

Attorney Docket Number: YOR920120481US2
Receipt Date: 13-MAR-2015
Filing Date: 14-SEP-2012
Time Stamp: 15:40:48

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $160

RAM confirmation Number 2193

Deposit Account 500510

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
33943
1 Electronic Terminal Disclaimer-Filed eTerminal-Disclaimer.pdf no 2
aca2f42f13989cd 1a9b8f8h44ac3257d9beb)
93bc
Warnings:
Information:
30503
2 Fee Worksheet (SB06) fee-info.pdf no 2
0f0af935d7285edabc29b1383d2ch8cadb7
h3ef
Warnings:
Information:
Total Files Size (in bytes); 64446

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

169




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
48062 7590 03/25/2015
RYAN, MASON & LEWIS, LLP MEJIA, FELICIANO S
1175 Post Road East
2nd Floor | ART UNIT PAPERNUMBER |
Westport, CT 06880 2492
DATE MAILED: 03/25/2015
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. |  CONFIRMATION NO.
13/618,298 09/14/2012 Nancy Burchfield YOR920120481US2 1015

TITLE OF INVENTION: Automatically Recommending Firewall Rules During Enterprise Information Technology Transformation

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 $0 $0 $960 06/25/2015

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

48062 7550 03/25/2015 I hereby certify that this Fee(s) Transmittal is being deposited with the United
RYAN, MASON & LEWIS, LLP States Postal Service with sufficient postage for first class mail in an envelope
1175 Post Road East addressed to the Mail Stop ISSUE FEE address above, or being facsimile

ost koad Eas transmitted to the USPTO (571) 273-2885, on the date indicated below.
2nd Floor —
Westport, CT 06880 Deposiiors namne)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/618,298 09/14/2012 Nancy Burchfield YOR920120481US2 1015
TITLE OF INVENTION: Automatically Recommending Firewall Rules During Enterprise Information Technology Transformation
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 06/25/2015
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
MEIJIA, FELICIANO S 2492 726-001000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
| Applicant certifying micro entity status. See 37 CFR 1.29

| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature

Date

Typed or printed name

Registration No.

PTOL-85 Part B (10-13) Approved for use through 10/31/2013.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
13/618,298 09/14/2012 Nancy Burchfield YOR920120481US2 1015
| EXAMINER |
48062 7590 03/25/2015
RYAN, MASON & LEWIS, LLP MEJIA, FELICIANO S
1175 Post Road East
2nd Floor | ART UNIT PAPERNUMBER |
Westport, CT 06880 2492

DATE MAILED: 03/25/2015

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)

) .. ) 13/618,298 BURCHFIELD ET AL.
Examiner-Initiated Interview Summary

Examiner Art Unit

FELICIANO MEJIA 2492

All participants (applicant, applicant’s representative, PTO personnel):

(1) EELICIANO MEJIA. (3) .
(2) Michael Cooper. (4) .

Date of Interview: 12 March 2015.

Type: [X Telephonic [ Video Conference
[ Personal [copy given to: [] applicant [ applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes X No.
If Yes, brief description:

Issues Discussed [X]101 []112 [J102 []103 []Others

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: Claim 1.
Identification of prior art discussed:

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

The Examiner with approval from primary Michael Chao discussed the amended claims and suggested an Examiner's
Amendment to clear up potential double patent and 101 issues associated with Claim 1. Applicant agreed to further
amend claim 1 to provide patent eligible subject matter by amending claim 1 to read. "Non-transitory computer
readable..." and file a terminal disclaimer for application 13/600298 .

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

] Attachment

/FELICIANO MEJIA/
Examiner, Art Unit 2492

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20150311
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Application No. Applicant(s)
13/618,298 BURCHFIELD ET AL.
: IH i i AlA (First Inventor to
Notice of Allowability E’E‘i%'&e,\jo MEJIA gﬂqg"“ File) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to Applicant Remarks 01/23/2015.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1 and 3 - 20. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see hifp:/fwww, usplc.govipatents/inil_events/gph/index.jsp or send an inquiry to PPHisedback@usplo.goy .

4. [J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[J Some *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [0 Notice of References Cited (PTO-892) 5. [X] Examiner's Amendment/Comment

2. X Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date See Continuation Sheet

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date herewith .

/Michael Chao/ /FELICIANO MEJIA/
Primary Examiner, Art Unit 2492 Examiner, Art Unit 2492

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20150311
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Continuation Sheet (PTOL-37) Application No. 13/618,298

Continuation of Attachment(s) 2. Information Disclosure Statements (PTO/SB/08), Paper No./Mail Date: 11/25/2014 and 02/26/2015.
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Application/Control Number: 13/618,298 Page 2
Art Unit: 2492

DETAILED ACTION
1. The present application is being examined under the pre-AlA first to invent
provisions.

This action is responsive to the application filed 12/05/2013 and directed towards
methods computer readable storage with computer processing instructions and system
to provide for:

“Automatically Recommending Firewall Rules During Enterprise Information
Technology Transformation.”

Claims 1 — 20 have been presented.

Claim 2 has been cancelled.

Claims 1 and 3 - 20 are pending.

Information Disclosure Statement
2. The information disclosure statements (IDS) submitted on 11/25/2014 and
02/26/2015 are in compliance with the provisions of 37 CFR 1.97. Accordingly, the

information disclosure statement is being considered by the examiner.

Terminal Disclaimer
3. The terminal disclaimer filed on 03/13/2015 disclaiming the terminal portion of
any patent granted on this application which would extend beyond the expiration date of
02/12/2035 has been reviewed and is accepted. The terminal disclaimer has been

recorded.
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4.

EXAMINER’S AMENDMENT

An examiner’s amendment to the record appears below. Should the changes

and/or additions be unacceptable to applicant, an amendment may be filed as provided

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be

submitted no later than the payment of the issue fee.

Authorization for this examiner’'s amendment was given in a telephone interview

with Michael Cooper Reg. No. 57,749 on 03/12/2015.

IN THE CLAIMS

1. (Currently Amended) An article of manufacture comprising a non-
transitory computer readable storage medium having computer readable
instructions tangibly embodied thereon which, when implemented, cause a
computer to carry out a plurality of method steps comprising:

obtaining at least one communication pattern occurring in a pre-
transformation source environment by analyzing (i) one or more firewall
configuration files and/or firewall log files associated with the source
environment, (i) one or more run-time network flows at the source environment,
and (iii) one or more configured dependencies at one or more servers running on
the source environment;

automatically generating one or more vendor-neutral firewall rules for
multiple intended firewall interfaces, on a per-interface basis, in a post-
transformation target environment based on (i) the at least one communication
pattern occurring in the source environment and (ii) information derived from the
target environment, wherein the one or more vendor-neutral firewall rules contain
multiple attributes and values associated therewith for configuring flow-control
rules on a firewall device that is not specific to any particular vendor, and wherein

said automatically generating comprises:
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generating a transformed version of the at least one communication
pattern by applying source-target host and internet protocol (IP) subnet mapping
information to the at least one communication pattern;

generating an adjusted version of the at least one communication
pattern by incorporating one or more communication requirements associated
with the target environment to the transformed version of the at least one
communication pattern; and

identifying a subset of the adjusted version of the at least one
communication pattern to be utilized for each of the multiple intended firewall
interface in the post-transformation target environment; and

automatically converting the one or more vendor-neutral firewall rules into

one or more vendor-specific firewall rules for the target environment based on
information derived from the target environment, wherein the one or more
vendor-specific firewall rules comprise commands to be directly used to configure
a particular firewall device associated with a particular vendor.

Allowable Subject Matter
5. Claims 1 and 3 — 20 (renumbered as claims 2 - 19) are allowed. The following

is an examiner’s statement of reasons for allowance.

Claim 1 is directed towards “Automatically Recommending Firewall Rules During
Enterprise Information Technology Transformation.” In particular, the invention provides
for the includes automatic generation of rules for configuring the firewalls in a target
environment, on a per-interface basis, using (potentially incomplete or partial) discovery

data about a source environment and/or details about communication required in the
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target environment and/or details about security controls required in the target
environment.

The closest prior art, Bartal et al. (US Pub. 20206/0288409 ) teaches a method
and apparatus for managing a firewall that facilitates the generation of a security policy
for a particular network environment, and automatically generates the firewall-specific

configuration files from the security policy simultaneously for multiple gateways.

Claim 1 is allowed because the prior art of record does not teach, or define

neither singly nor in combination the claimed limitations.

Claims 3 - 19 (renumbered as claims 2 - 18) are also allowed because they

depend on independent claim 1.

Claim 20 (renumbered as claim 19) represents a system that performs the
method steps of claim 1. Claim 20 (now claim 19) is allowed for the same reasons cited

in the claim 1 reasons for allowance.

Conclusion
6. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to FELICIANO MEJIA whose telephone number is
(571)270-5994. The examiner can normally be reached on Monday thru Friday 7:30am

to 5:00pm EST.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Saleh Najjar can be reached on (571) 272-4006. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/F. M./ 03/12/2015
Examiner, Art Unit 2492

/Michael Chao/
Primary Examiner, Art Unit 2492
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Application No. Applicant(s)

) .. ) 13/618,298 BURCHFIELD ET AL.
Examiner-Initiated Interview Summary

Examiner Art Unit

FELICIANO MEJIA 2492

All participants (applicant, applicant’s representative, PTO personnel):

(1) EELICIANO MEJIA. (3) .
(2) Michael Cooper. (4) .

Date of Interview: 12 March 2015.

Type: [X Telephonic [ Video Conference
[ Personal [copy given to: [] applicant [ applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes X No.
If Yes, brief description:

Issues Discussed [X]101 []112 [J102 []103 []Others

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: Claim 1.
Identification of prior art discussed:

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

The Examiner with approval from primary Michael Chao discussed the amended claims and suggested an Examiner's
Amendment to clear up potential double patent and 101 issues associated with Claim 1. Applicant agreed to further
amend claim 1 to provide patent eligible subject matter by amending claim 1 to read. "Non-transitory computer
readable..." and file a terminal disclaimer for application 13/600298 .

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

] Attachment

/FELICIANO MEJIA/
Examiner, Art Unit 2492

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20150311
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Name/Print Michael J. Cooper Registration Number 57749

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a henefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S5.C. 122 and 37 CFR
1.14. This cellecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 11/25/2014 13618298 - GAl: 2492
Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the informaticon solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicatich or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatich shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclesed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under autherity of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became ahandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law cr regulation.
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That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
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any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).
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public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S5.C. 122 and 37 CFR
1.14. This cellecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /F.MJ/
211



Receipt date: 02/26/2015 13618298 - GAl: 2492
Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the informaticon solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicatich or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatich shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclesed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under autherity of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became ahandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law cr regulation.
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Country
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data associated with an existing Customer Number use “Request for Customer Number Data
Change” (PTO/SB/124).
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D Applicant/Inventor

Assignee of record of the entire interest.
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Attomey or Agent of record. Registration Number 57,749

D Registered practitioner named in the application transmittal letter in an application without an
executed oath or declaration. See 37 CFR 1.33(a)(1). Registration Number
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to process) an application. Confidentiality is govened by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 3 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. .
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
- - Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be uscd for transmitting the 1SSUE FEE and PUBLICATION FEE (if requir_EdL.eBlocks | through 5 should be completed where
gpg_mpr;ate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the curent corres ndence address as
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meintenance fee notifications.
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wansmitted to the USPTO {371) 273-2885. on the date indicated below.

45062 590 03:2572015
RYAN, MASON & LEWIS, LLP
1175 Post Road East

2nd Floor - -
Westport, CT 06380 {Depositor’s mane)
{Signature)
{Date)
l APPLICATION NO. ] FILING DATE l *. FIRET NAMED INVENTOR - | ATTORNEY DOCKET NO. [ CONFIRMATION NO. ]
13/618,298 09/14:2012 Nancy Burchfield YOR920120481U52 1015

TITLE OF INVENTION: Automatically Recommending Firewall Rules During Enterprise Information Technology Transformation

l APPLN. TYPE [ ENTITY STATUS l ISSUE FEE DUE ] PUBLICATION FEE DUE I PREV. PAID ISSUE FEE ‘ TOTAL FEE(S) DUE I DATE DUE J
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1. Change of correspondence address or indication of "Fee Address™ (37 2. For printing on the patent front page. list .
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. R (1) The names of up to 3 registered patent attomeys = Sripied S -

Change of cortespondence address (or Change ol Correspondence or agents OR. altematively,

Address form PTO/S$B/1.22) aitached. . . 2

{2) The name of a single firm (having as a membera =

(] "Fee Address” indication (or “Fee Address” Indication form registered attorney or agent) and the names of up to

PTO/SB/47; Rev 03-02 or more receni) attached. Use of o Customer 2 registered patent atlomeys or agents. if no nameis 3

Number is required. - i listed. no name will be printed. -

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi'%nee»is jdentified below, no assignee data will appear on the patent. if an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

{A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

International Business Armonk, New York

Machines Corporation B
Please check the appropriate assignee calegory or categories (will not be printed on the .ﬁixlenl) + O windividuat B¢ ‘orpuration or other private group entity ) Government

"4a. The following fee(s) are submitied: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown shove)
B 1ssue Fee [ A check is enclosed.
[ publication Fee {No small enlity discount permitted) 3 Payment by credit card. Fonn PTO-2038 is attached. .
(3 Advance Order - # of Copies . & The director is hereby authorized to charge the required fee(s), any deficiency. or credits any
- PIsS - T overpayment, to Deposit Account Number §Q& 10 {enclose an extra copy of this form).

5. Change in Entity Status {from staws indicated above)

(] Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status {see forms PTO/SB/13A and 1SB), issue ’
fee payment in the micro entity amount will not be aceepted at the risk of application abandoument.
] Applicant asserting small entity status. See 37 CFR 1.27 NOTE: I’ the applicalion was previously under micro entity stalus, checking this box will be taken
to be a notification of loss of entitlement to micru entity status.
Q Applicant changing o regular undiscounted fee status. NOQTE: Checking this box will be taken to be a notification of lass of catitlement to small or micro

entily status, as applicable. .

NOTE: This form must be signed in accordance with 37 £:FR 1.31 and 1.33. Sce 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature : Date 7 // 5_ e e

Ml chael J Registration No. 5 ‘Z7 49
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/618,298 08/04/2015 9100363 YOR920120481US2 1015
877 7590 07/15/2015
IBM CORPORATION

IP Law Department

294 Route 100

P.O. BOX 100

Somers, NY 10589-0100

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 294 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Nancy Burchfield, Dana Point, CA;
Nathaniel Hang, I.adera Ranch, CA;
Rafah A. Hosn, New York, NY;

James Murray, Durham, NC;

Harigovind V. Ramasamy, Ossining, NY;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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To: iplawyor@us.ibm.com,,

From: PAIR_eOfficeAction@uspto.gov
Cc: PAIR_eOfficeAction@uspto.gov
Subject: Private PAIR Correspondence Notification for Customer Number 877

Jul 16, 2015 05:54:38 AM
Dear PAIR Customer:

IBM CORPORATION

IP Law Department

294 Route 100

P.O. BOX 100

Somers, NY 10589-0100
UNITED STATES

The following USPTO patent application(s) associated with your Customer Number, 877 , have new
outgoing correspondence. This correspondence is now available for viewing in Private PAIR.

The official date of notification of the outgoing correspondence will be indicated on the form PTOL-90
accompanying the correspondence.

Disclaimer:
The list of documents shown below is provided as a courtesy and is not part of the official file
wrapper. The content of the images shown in PAIR is the official record.

Application Document Mailroom Date Attorney Docket No.
13618298 ISSUE.NTF 07/15/2015 YOR920120481US2

To view your correspondence online or update your email addresses, please visit us anytime at
https://sportal.uspto.gov/secure/myportal/privatepair.

If you have any questions, please email the Electronic Business Center (EBC) at EBC@uspto.gov
with 'e-Office Action’ on the subject line or call 1-866-217-9197 during the following hours:

Monday - Friday 6:00 a.m. to 12:00 a.m.
Thank you for prompt attention to this notice,

UNITED STATES PATENT AND TRADEMARK OFFICE
PATENT APPLICATION INFORMATION RETRIEVAL SYSTEM

216



	Certification
	09-14-2012 Oath or Declaration filed
	09-14-2012 Specification
	09-14-2012 Claims
	09-14-2012 Abstract
	09-14-2012 Drawings-only black and white line drawings
	09-14-2012 Fee Worksheet (SB06)
	09-14-2012 Electronic Filing System Acknowledgment Receipt
	09-14-2012 Application Data Sheet
	09-14-2012 Information Disclosure Statement (IDS) Form (SB08)
	09-14-2012 Transmittal of New Application
	10-03-2012 Fee Worksheet (SB06)
	10-03-2012 Filing Receipt
	10-15-2012 Drawings-only black and white line drawings
	10-15-2012 Electronic Filing System Acknowledgment Receipt
	03-06-2014 Notice of Publication
	08-12-2014 Information Disclosure Statement (IDS) Form (SB08)
	08-12-2014 Electronic Filing System Acknowledgment Receipt
	10-23-2014 Non-Final Rejection
	10-23-2014 List of references cited by examiner
	10-23-2014 Index of Claims
	10-23-2014 Bibliographic Data Sheet
	10-23-2014 List of References cited by applicant and considered by examiner
	10-23-2014 List of References cited by applicant and considered by examiner
	10-23-2014 Search information including classification, databases and other search related notes
	10-23-2014 Examiner's search strategy and results
	11-25-2014 Information Disclosure Statement (IDS) Form (SB08)
	11-25-2014 Electronic Filing System Acknowledgment Receipt
	01-23-2015 Amendment/Request for Reconsideration-After Non-Final Rejection
	01-23-2015 Claims
	01-23-2015 Applicant Arguments/Remarks Made in an Amendment
	01-23-2015 Electronic Filing System Acknowledgment Receipt
	02-03-2015 Applicant Initiated Interview Summary (PTOL-413)
	01-23-2015 Fee Worksheet (SB06)
	02-26-2015 Information Disclosure Statement (IDS) Form (SB08)
	02-26-2015 Electronic Filing System Acknowledgment Receipt
	03-13-2015 Terminal Disclaimer-Filed (Electronic)
	03-13-2015 Fee Worksheet (SB06)
	03-13-2015 Terminal Disclaimer-Electronic-Approved
	03-13-2015 Electronic Filing System Acknowledgment Receipt
	03-25-2015 Notice of Allowance and Fees Due (PTOL-85)
	03-25-2015 Examiner initiated interview summary (PTOL-413B)
	03-25-2015 List of References cited by applicant and considered by examiner
	03-25-2015 Search information including classification, databases and other search related notes
	03-25-2015 Issue Information including classification, examiner, name, claim, renumbering, etc.
	03-25-2015 Examiner's search strategy and results
	03-25-2015 Index of Claims
	03-25-2015 List of References cited by applicant and considered by examiner
	06-24-2015 Change of Address
	06-24-2015 Issue Fee Payment (PTO-85B)
	07-15-2015 Issue Notification
	07-16-2015 Email Notification



