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Cable modems are provided for measuring a noise signal
power level on the upstream side of the cable network. 'I'he

cable modeni may bc configured to make thc signal power
mcasurcmcnts at a variety of frequencics and at a sclcctcd
bandwidth during a spccificd test time pcriocl responsive to
a request receivecf from the cable network. Methods and
systems are provided for idenufying a noise signal source on
a cable network including specifying a t)me window for
measurements, the desired measurements and the cable
moclcms from which nicasuremcnts are clcsircd when thc
nccd to initiate a test to identify a noise source is dctcctcd.
Tests may l&c initiated based on noise signal mcasurcments
by inclividual cable, modems or by the cable services pro-
vider which inclicate an unacceptable noise level. In
addition, the reliability of the test measurements may be
improved by not allowing any transmiss)ons on the upstream
side clurin the concurrent test window while cable modems
arc making thc requested nieasuremcnts. Thc mcasurcments
may then be used to identify which end user location(s) is
the source of the noise signal.

Comcast, Ex. 10161
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CABLE MODEMS AND SYSTEMS AND
METHODS FOR IDENTIFICATION OF A
NOISE SIGNAL SOURCL ON A CABLE

NETWORK

FIELD OF THE INVENTION

Thc present invention rclatcs Io the fiel of commumca-
tions in general amf more particularly to cable modems and

lo
melhoCk for using lhe same.

BACKGROUND OF THE INVENTION

SUMMARY OF THE INVENTION ao

It is, therefore, an object of the present invention to
providk cattle moclcms, systems and methods for identifying
noise signal sources which may improve thc pcrformancc of
lhe upstream side of a cable network. ai

In order to provide for the foregoing and other objectives,
ca(tie modems are provided with the ability to measure a

With thc risc in popularity of Ihc Intcrnct and other
bi-clircctional communication scrviccs, new demands have is
bccn placed upon thc existing communications infrastruc-
ture lo support the provision of such services. One installed
system that is capable of supporting such services, is the
ca(tie system sometimes referred to as the ('ble 'I'elevision
System (('ATV) which is typically a coaxial wired connec- zo

tion from a cable system service provider facility to cnd
users. While thc CATV system has primarily been used to
dclivcr downstream communications from the caffic system
lo Ihe end users (such as cable television signals), il has the
capiabdiiy lo support upstream communicalions from emf
users to the CA'I'V system provider. (liven the bandwidth
limitations of the Public Switched Telephone Netivork
(PSTN) commonly used for communications such as Intcr-
nct data communications, there have bccn efforts to provide
Intcrnct service over thc CATV system. Cable modems have 'o

been proposed lo support such bidirectional data commum-
calions over the cable system at high baud rates rather than
through the telephone system. Accorclingly, the user may
access the Internet over the cable system using a cable
modem to provide data rates of 4g million hits per second or zc

hi hcr, particularly as the CATV system in some regions
may usc fiber optic cabling providin cvcn higher system
caput:ilyc

Unfortunately, the demancls placecl on the upstream side
of the cable system to support services such as the Internet
are cncrally much grcatcr than those typically cncountercd
previously with morc limited scrviccs, such as rcqucsting
delivery of pay-per-view movies. The greater volume of
inlormauon being transmiued places more demands on the
avaihible throughput of lhe upstream side of the cable
netivork. Irurthermore, while the downstream side is typi-
cally a one-tn-many distribution network, the upstream side
is a many-to-onc distribution network placing further
clcmancls on the upstream side of thc cable network.
Therefore, lhe sensiuvity of the upstream side of the cable
network to noise is increased when uulizecl to support
services such as the Internet. This is particularly problemahc
as one of the largest sources of noise on the cable netivork
is noise in ress from the end user location (such as a
subscriber's home). Noise may enter at thc back of tclevi- cs

sion sets, at untcrminatccl splitter ports cvithin thc home and
at other poorly configured in-house cables which often may
not be within the control of the operator of the cable system.

noise signal power level on the upstream stele of the cable
network. The cable modem may be configureci to make the
signal power nieasuremcnts at a vancty of frcqucncics and
at a sclcctcd bandwidth during a specifie test time period
responsive to a request received from the cable network
Methods and systems are providecl for identifying a noise
signal source on a cable network including speciTying a ume
winciow for measurements, the desired measurements anci
thc cable modems from which mcasurcmcnts arc dcsircd
when thc nccd to initiate a test to iclcntify a noise source is
detected I'eats may lie initiated based on noise signal
measurements by individual cable modems or by the cable
services provicfer which inchcate an unacceptable noise
level. In addition, the reliability of the test measurements
may be improved bv not allowing any transmissions on the
upstream side durin the concurrent test winclow while cable
modems arc niakin the rcqucstccl mcasuremcnts. Thc mca-
surcmcnts may then bc used to identify which cnd user
location(s) is lhe source of. Ihe noise signal.

In onc cmbodimcnt of the prcscnt invention, a self-testing
cable modem is proviclcd which includes a cable modem and
a signal measurement circuit. The signal measuremenl cir-
cuit is responsive to the upstream side of the cable networl
(i e. channels communicating information from the cable
modem over the cable network) The cable modem may
incluclc a media access controller coupkd to a cable network
which has a downstrcani siclc to thc cabk moclcm aml an
upstream side front thc cable moclcm. Thc cable modem in
this embodiment further includes a processor coupled to the
mecha access controller and a host interface coupled lo a host
system I'he signal measurement circuit is preferably a

signal power measurement circuit.
In a further embodiment of lhe present invenuon, the

signal power measurement circuit includes a bandpass filter
having a sefectable center frequency having an input side
coupled to thc upstream side of the cable network and a

power detector coupled to an output side of thc bandpass
lifter. The power cfelector may be a power integrator. The
bamfpass lifter may also have a selectable banciwidth. The
center frequency aml bandwicllh may be seleclable respon-
sive to the processor

In another embochment, Ihe processor is configured to
receive commands over the cable network specifying a
desirecl center frequency for signal power measurements and
a desired liandividth The processor further includes means
for dctcrminin a lcvcl of a noise signal on thc upstream side
of thc cable nctcvork based on mcasurcmcnts performed by
the signal measuremenl circuit.

In addition, thc processor may include means for dctcr-
mining a frcqucncy of occurrcncc of thc noise signal on Ihc
upstream sicfe of lhe cable network based on measurements
perfiirmecf by Ihe signal measurement circuit.

In a further aspect of thc present invention methods arc
provided for idenhfying a noise signal source on an
upstream safe of a cable network including cable modems.
A test initiation event is first detected Cable moclems
selected from the cable modems nn the upstream side of the
cable network arc then idcntificd to participate in a test.
Signal power mcasurcmcnts on the upstream side of Ihc
cabk network are rcqucstccl from thc idcntificd calilc
modems. The requested si mal power measu remen la are then
received from the identified cable modems and al least one
of the identified cable modems is identified as the noise
signal source based on the received requested signal power
mcasurcmcnts.

I'he test initiation even may be detectecl by detecting a
noise signal level violatin a detection criteria on the
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. I schemaucally illustrates cable moilems and sys-
tems aml methods lor identifying a nome signal source in a
CAI'V operating environment according to an embodiment
of the present invention; n

FIG. 2 is a block diagram of a cable mortem secor(ling to
an embodiment of thc prcscnt invention;

I'l(l 3 is a fiowchart illustrating operations for an embodi-
ment of the present inventinn with reference to nperations by
a noise source identification system; anil

FIG. 4 is a fiowchart illustrating operations for an embodi-
ment of. Lhe present invennon with relerence Lo operations by
a cable modem

DL'TAII.L'D DLS('RIPTION

OI'IIIL'NVENTION

ao

The present invenuon now will be described more fully
hereinafier with reference to the accompanying iirawings, in
which preferre&l embodiments of Lhe invenhon are shown. es
'I'his invention may, however, be embodied in many ditl'erent
forms and should not be construerl as limited tn the embodi-

upstream side of the cable networl dunn ~ normal operatin ~

conditions of the cable system Alternatively, an indication
of a test initiation event may be received frnm at least one
of the cable modems over the upstream side nf the cable
network. Thc noise signal source may bc idcntificd by
identifying at least onc of thc identified cable modems which
proviileil signal power measurements violating a selechon
critena as the noise signal source. Furthermore, after the
noise signal source is identiiied, a corrective action for the
identified noise signal source may be initiated io

In onc embodiment, after the cable modems arc identificrl
for the test, a test ume winriow is determined anil the request
for signal power measuremenLs specilies Lhe test Lime win-
dow for the requested signal power measurements by all of
the identified cable modems. In addition, a plurality of the
cattle modems on the upstream side of the cable netivork
ivhich arc coupled to a branch of the upstream side of the
cable network which inclurlcs at least onc of thc identifie
cable modems may be noulied that no transmissions on the
upstream side of the cable network should be generated
during the test ume winrlow. The no(iliad plurality of the
cable modems may include the identified cable modems and
may further include at least one cable mndem which is not
one of thc idcntificd cable modems.

In a further aspect of Lhe present invention, a method is
provided for idenufying a noise signal source on a cable
netivork. A request for signal power measurements on an
upstream side of the cable netwnrk at the cable modem is
received hy the cable morlem over a downstream side of the

iccaliie network. A signal power is then mcasurcrl on thc
upstream side of thc cabk network at thc cable modem anti
the measured signal power is provided Lo a remote locahon
over Lhe cable network. The receiveci request for a power
measurement may specify a time period for measurement
and at least one frequency for measurement and the signal 33

poiver may be measurerl during the specified time perind and
at thc specific(i at least onc frcqucncy Lo provide thc mca-
surcd signai power. In onc cmbodimcnt, transmissions on
Lhe upstream side of the cable network are suspendeil dunn ~

Lhe specilie&l ume period. Lo

While the present invention has been described above m
part with rcfi:rcnce to method aspects, corrcsponrling sys-
tems arc also provided

ments set forth herein, rather, these embodiments are pro-
vided so that this disclosure will he thorough and complete,
and will fully cnnvey the scope of the invention tn those
skilled in the art As will be appreciated hy those of skill in
thc art, thc prcscnt invention may bc cmbodicd as methods
or dcviccs. Accordingly, thc prcscnt invention may take thc
lorm of a hardware embodiment, a sofiware embodiment or
an embodiment combining software and hardware aspects.

Referring now to I'IG. I, an embodiment of a cable
system including cable niodems according to an cmbodi-
mcnt of thc present invention will now bc dcscribcd. As
shown in FIG. I, a plurahty of cable modems IUU are
connected to a branch of a cable network 120 which branch
connects to the remmmler of the cable network 120 through
an amplifier 115 The illustrated branch may, for example,
service a plurality of houses within a neighhorhnnrl 'I'here

may bc additional branches 110 serving, for cxamplc, other
neighborhoods.

Various devices in Lhe encl user location such as a sub-
scriber*s hnme may exist on the subscriber side of the cable
modem 100. One such exemplary user device 125 is illus-
trated as connected to one of the cable modems 100 The
user dcvicc 125 may lic, for example, a personal computer
which is confi urcd to obtain access for communications
over the Internet 145. It is Lo be understood that each oi the
cable modems IUU may also support other user devices
within the subscriber*s home, all interfaced thrnugh a cable
modem 100.

Thc cable nctivork 120 figurativel illustrative in FIG. I
incluiles cabhng infrastructure such as coaxial cable or liber
optm cables connectmg the remote subscmber locafions Lo a

Cable Modem Terminauon System or Cable Modem Ter-
minal Server (CM'IS) 130 'I'he CMTS 130 can prnvide
services, such as television service, telephone service, and
Intcrnct service to subscribers of thc cable system via thc
cable modems 100 by transferring data over the cable
network 12U. For example, an eml user may access the
Internet 145 through Lhe respective cable modem IUU from
the user device 125.

Thc CMTS 130 niana cs thc services provirlcrl to thc
rcspcctivc subscribers in thc caliic system. For cxamplc, a
first subscriber niay rcceivc television, tclcphonc and Inter-
net services while a seconil subscnber may receive only
Internet service. Moreover, dilferent subscnbers may
receive a different quality of service I'or example, a first
subscriber may receive Internet service at relatively low
bandwidth while a second subscriber may receive Internet
scrvicc at relatively high bandwirlth Accordingly, thc
CMTS 130 transniits anti rcccivcs data to anil from Lhc

respecnve cable modems 100 at Lhe rates a~~ociated with the
respective subscnbers.

I'he ('MTS 130 may also transmit control messages to the
cable modenis 100. For example, a specific cable modem
100 may bc identified as a tar ct destination for a particular
control message usin ~ a media access controller (MAC)
arlrlress uniquely associated with each respective cable
modem IUU. Through the use of such mntroi messages, the
CM I'S 130 may, fnr example, adjust parameters nf the cable
modems 100 such as phase timin, frequencies and power
lcvcls associated ivith thc transfer of data bctwcen thc
rcspcctivc cable modems 100 anti thc CMTS 130. For
multiple access Internei access over the cable network 120,
the CMTS 130 may, for example, provide a specilic channel
or frequency to respecuve ones of the cable modems IUU for
use in transmitting messages to and receiving messages from
the Internet 145 The ('MTS 130 operates to route transmis-
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aeons between accessing user devices 125 and the Internet
145 through the respective cable modems 100

It ivill be undcrstoorl by those of skill in the art, that the
data transfers bctwccn thc CMTS 130 and the cable modems
100 may be perl ormed according to atamlards I nown in the
art. For example, data tranalers between the CMTS 130 aml
the cable modems 1UU may be performed using a ume
division multiple access (TDMA) technique ivherein data is
transmitted anal received over the cable network 120 using
channels irlcntificrl as a prc-dcfined time slot or slots at a

frcqucncy. Standards for thc transfer of data in cable systems
are thscussed in the Data Over Cable System Interface
Specilication (DOCSIS) publwheii by Cable Television
Laboralones Incorporate&I.

When thc cable modems 100 arc turne(i on, the cable
morlcms 100 typically perform an initialization scqucncc
wherein the cabk modems 100 rcgistcr with thc cable
system provider controlhng access to the cable networl 120.
In parncular, the cable modems 100 preferably transfer an
identifier, such as the MAC address, to the ('M1'S 130 which
identifies the cable modem 100 on the cable network 120.
Accordingly, the CM'I'S 130 may subsequently commum-
catc ivith the respective cable modems 100 using thc cable
modcni's rcspcctivc idcntificra.

As shown in FIG. 1, the CMTS 130 in the illustrated
embodiment is connected through a hub 135 to a router 140.
The router 140, in turn, provides access lor communicauons
over the Internet 145.

Also connected to the hub 135 is a noise source ident&-

fication system 150 accorrling to an emliodiment of the
present invention. Operations of thc noise source irlcntifi-
cation system 150 will bc dcscrilicrl further herein morc
particularly with relerence to FIG. 3. While illustrated
separately, lhe noise source identiiication system 150 may be
implemented as code executing on a device v hich also acts
as the huh 135 or the CM'I'S 130.

Referrin now to I'l(l 2, a block rliagram of an embodi-
ment of a cable modem 100 as shown in FIG. 1 is provirlcd.
Data is transferred bctwccn thc CMTS 130 and thc cable
modcni 100 by a media access controller 210 coupled to the
cable network 120. The MAC 21U accepts data transfers
from lhe CMTS 13U if the idenulier included m the data
transfer matches the associated identifier of the cable
modem 100. 'I'he data transfer can include information
intcndcd for onc or morc devices at thc subscriber location
such as the user dcvicc 125 (shown in FIG. 1). The data
transfers may include an address specifying which end user
device coupled to the cable modem IUU is the ulumate
desunalion of the data tranaler.

Although not shown specilically in FIG. 2, the MAC 21U
may be coupled to a radio frequency (Rl') tuner or other
circuitry that modulates anal rlemorlulates the data included
in the data transfi:rs to put the data in an appropriate form for
transmission over thc cable network 120. For example, data
transfers from the CMTS 130 may be received over a

channel on lhe downstream artie of the cable network 12U
and demodulated by a demodulator, such as an RF tuner, aml
provided to the MAC 210. In turn, data transfers to the
CMTS 140 may be modulaterl and transferred over a second
channel on the upstream side of the cable network 120. As
used hcrcin, thc term 'upstream side" rcfcrs to communi-
cations to the CMTS 130 from a cable modem IUU aml the
term "downstream xi&le'efers to communicahons from the
CMTS 130 to the cable modem 10U. It ia further to be
understood that the upstream side and downstream side of
the cable network 120 will typically not be provided hy

separate physical cabling but will instead be allocated a

diiferent channel or channels. I'or example, the downstream
side may he allocated a different frequency range at which
signals are modulated (carrier frequency) than the upstream
stile.

A processor 215 coordinates operanons of the cable
modem 100 to provide lhe selected services to the sub-
scriber. A host interface controller (I II(') 220 provides the
data received hy the processor 215 to the adrlressed user

'" dcvicc and provides rlata front user rlcvices to thc processor
215 for transfer to thc CMTS 130. Thc host intcrfacc
controller 22U may be a controller sunable for interlacing to
al least one user device, usmg, for example, an ethernet, a

umversal senal bus (USB) or other type of interlace known
to those of skill in the art

As shown in FIG. 2, thc cattle modem 100 further inclurlcs
a signal mcasurcment circuit 225 which is coupled to thc
upstream side of the cable network 120 through interface
228 so as to provide access to the upstream side of the cable
network 120 for signai measurement. Preferably, the signaI
measurement circuit is a signal power measurement circuit

Thc signal measurement circuit 225 in thc illustrated
embodiment includes a bandpaas liber 230 having a aelect-
able center frequency aml, preferably a aelectable hand-
widlh. The input side of lhe bandpass lilter 230 is coupled
over the interface 225 to the upstream side of the cable
network 120 I'he output side of the bandpass filter 230 is
conncctcd to a power dctcctor 235 or other power measurc-
mcnt means. Those of skill in thc art will unrlcrstaml that thc
signal power measuremenl circuit 225 may be proviiied by
a power rfetector such as a power integrator aa well aa by
using other techniques such as spectral power meaau re ments

using I ast I ourier 'I'ransfonns (I I Iis) It will also be under-
stood that techniques such as I'lrlis may operate by applying
a broadband power analysis and sclccting out from that
analysis the frcqucncy spectrum ranges of intcrcst thereby
providing both the bandpasa lilter and the power detector in
a single circuit which may be implemented as code execut-
ing on a processor or as a custom device. The power detector
may determine the power of a signal heing measured by
integrating the received si nal from the handpass filter 230
rlurin thc measurcmcnt time period anil may, for cxamplc,
include a peak detector circuit.

The center frequency and bandwidth of the bandpasa tilter
230 in the embodiment shown in I I(l 2 are set responsive
to commands from the processor 215. 'I'he processor 215 is
configured to receive commands from the noise source
identification system 150 over thc cable network 120 which

sn commands specify the desired center frcqucncy for power
measurements and desired bamlwi&lth for power measure-
ments for a particular test protocol aa will be deacnbed
further with reference to the iloivcharts of 11GS 3 anal 4
The processor 215 is further coupled to the power integrator
235 anil provides a means for determining a level of a noise
signal on thr upstream side of thc cable network 120 based
on thc measurcmcnts pcrfornicrl by thc signal mcasurcmcnt
circuit 225. For example, the measuremen(s Irom the power
inlegralor 235 may be di ntized and accumulated by the
processor 215 and put into proper form for a return trans-
mission to the noise source identihcation system 150 over
the caliie network 120

In vanous embodiments, lhe si nal processing capabili-
nea of processor 215 may be unlized to idennly the I're-

ss quency of a noise signal aml a rate of occurrence ol'a nome
signal on the upstream side of the cable network 120 as seen
at the caliie modem 100 based on measurements performerl

8
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by the signal measurement circuit 225. Alternahvely, raw
sample elate from the signal measurement circun 225 may be
transmitted to the noise source identificatio system 150 for
further processing and characterization of thc mcasurctl
noise signals.

As will be appreciated by those of sl ill in this art, the
above-described aspects of thc present invention in FIG I
and FIG. 2 may bc provide(i by hardware, software, or a
combination of the above While various components of the
cable modem 100 have been illustrated in I'l(i 2, in part, as ic
discrete elements, they may, in pracnce, be implemented by
a microcontroller incluthng input anti output ports and
running software code, by custom or hybrid chips, by
discrete components or by a combination nf the above. I'or
example, macha access controller 210 and signal mcasurc-,a
ment circuit 225 may bc implcmcnted in part as code
executing on a processor 215. Similarly, the noise source
iilennficaiion system 150 illustrated in FIG. I, may, in
pracnce, be implementetl by a microcontroller includin ~

input and output ports and running software code, by custom
or hybrid chips, by discrete components nr by a combination
of thc above

Operations of the present invention will now be described
with respect to the fiowchan illustrations nf I IG 3 and FIG.
4. It will bc unrlcrstootl that c&ch block of thc fiov chart,,
illustrations, anil combinations of blocks in thc flowchart
&line(rations, can be implemented by computer program
instrucnons. These program instrucnons may be provnied to
a processor to produce a machine, such that the instructions
which exec&tte on the processor create means for implement-
ing the functions specified in the tlowchart block or blncks.
Thc computer program instructions may bc exccutcd by a
processor tocause a scrics of operational steps to bc per-
formed by the processor to produce a computer implemented
process such that the instructions which execute on the
processor provide steps for implementing the functions
specihed in the flowchart block or blocks

Accorthngly, blocks of the fiowchart illustranons support
combinations of means for performing the specihed
functions, combinations of steps fnr perfnrming the speci- ap
fied functions anil pro ram instruction means for performing
thc spccificrl functions It will also bc umlcrstood that each
block of thc flowchart illustrations, and combinations of
blocks in the fiowchart illustrauons, can be implemented by
special purpose hardware-based systems which perform the
specihed functions or steps, or combinations of special
purpose hardware and computer instructions

Referring now to the fiowchart illustrahon of FIG 3,
operations according to an emborliment of the present inven-
tion for identifying a noise signal source on an upstream side so
of a cable system using cable modems 100 will bc further
tlcscribcd. More particularly, thc flowchart of FIG. 3 illus-
trates noise identification operations from thc pcrspcctivc of
the noise source idenniication system 150. Operations begin
at blocl 30U with the detecnon of a test imuanon event by
the noise source identification system 150. I'nr example, m
one embodiment, the noise source identification system 150
monitors thc cntirc cabk network 120 at thc hcadend of the
nct&vork through CMTS 130 for noise ingress problems.
This nionitorin may occur rlurin normal operations of the re
cable network 120 anil when a noise signal level violanng a

detection or&tuna is detected on the upstream side of the
cable network 120 during these normal operating conditions
a test initiation event may be recognizerl by the noise source
identification system 150 ai

Alternatively, a test initiation event may be detected based
on an exception report received from a cable modem 100.

Such an indication of the need for inination of a test mav be
triggererf by cable modem 1UU, for example, based on
tlctcction of a noise si nal lcvcl on thc upstream side of thc
cable network 120 at thc cable motlcm 100 by signal
measurement circuit 225 This exception event detection
may be prnvided by configuring the cable modem 100 to
periodically male noise signal measurements for the pur-
pose of rfetecting unacceptable noise level events.

I'o initiate a test event, the noise source irlentification
system 150 establishes various cnteria for the test to identify
thc norse signal source or sources. Onc or, prcfcrably, morc
cable modems arc sclccted from thc cable morlcms that arc
coupled to ihe upsiream side of the cable network 12U to
participate in the test being ininated by the noise source
identiticatinn system 150 (block 305) I'or example, all of
the cable mndems 100 in a particular neighborhood nn the
cable netivnrk 120 could be included in the test. Such an
approach may l&e appropriate where thc noise source can, in
part, bc isolated by thc noise source itlcntification system
15U as occurring on a parncular branch of the cable networl
12U This would be the case, for example, where the test was
initiated based upon an exception report from a specific
cable modem 100 on a particular node of the cable netwnrk
120 Alternatively, &vhere the source cannot be so limited,
thc test may include measurcmcnts by all of thc cable
motlcms 100 on thc cable network 120.

In addition to identifying target cable modems 100 to
inclutlc in the test, a test time window is prcfcrably spccificd
along with a test protocol (block 3101 By specifying a test
nme v:imlow, the irleniilied cable modems 100 may all
sample a designated pornon of the signal spectrum of the
upstream side of the cable network 120 simultaneouslv
during a test period A test pennd, for example, may be
specific( to occur when thc noise source is known or
cxpcctctl to bc active. This may bc particularly bcncficial
whcrc interniittcnt noise problems arc idcntificrl, such as
may occur when a parncular eml user device coupled to the
cable neiworl 120 generates noises on the upstream side of
the cable network 120 only &vhen in active use. An example
would be a situation such as when a subscriber mndifies the
cable wiring within his rcsidencc anil inadvcrtcntly creates
a noise ingress situation. Subsequently, thc subscriber may
activate a device, such as a virlco game, on an inmrmittcnt
basis which generates noise on the upstream side of the cable
network 12U through the noise ingress situanon inadvert-
ently created by the subscriber.

The test protocol for idennfying a noise signal source may
take a variety of iorms. For example, the test may actually
be implemented as a sequence of tests over a sequence of
time windoivs with a progressively narrower frequency
bandwidth as the particular characteristics of a noise source
arc identified. In this case, thc test is prcfcrably broken into
a scqucncc of test windows providing an opportunity for
analysis from the results of. ihe lira( pass at a lirst higher
bamlwirfth of noise measuremeni to be unlized to narrow the
search tn a tighter band&vidth in the subsequent test window,
thereby providing the potential fnr a more accurate deter-
mination of thc frequency anil rate of occurrcncc of a noise
source as well as thc location of thc noise source.
Alternatively, a test protocol may specify a single test
wintlow with a plurahty of dilferent noise signal power
measurements occurnng withm the test window utilizing,
for example, a pluralitv of selected center frequencies for the
desirerl measurements

Once the lest window aml iesi protocol have been iden-
tified at block 310, the power measurements on the upstream
side of the cable network 120 are requesterl from the

9



U,a 6,772,437 B1
10

iilennfieil cable modems 10U (block 315). The request to the
cable modems 100 may include a specdication of lhe test
time window for thc rcqucstcrl power mcasuremcms by the
idcntificd cable morlcms 100 and may further specify thc
protocol of the test. In additinn, in the illustrated embodi-
ment of I'IG 3, operations at blnck 315 include suspension
of transmisaions on lhe upstream aide of. the cable network
120 by the cable modems 100 I'or example, in one scenano
the noise source has been identified as resirling on a specihc
branch of the cable network and a plurality of the cable
modcnis 120 on thc branch have been identified to partici-
pate in the test although other cable modems 120 on this
branch may not participate. Vanous of. the cable modems
100 on this branch (i.e. which are coupled to the upstream
side of the cable netivork 120 on the branch) are notified that
no transmissions should be sent on the upstream side of the
cable netivork 120 during the test time winrlow In general,
thc plurality of cable modems being rcqucstcd to suspcnrl
cncration of transmissions on lhc upstream side of the cable

network 120 will include all of the identiiied cable modems
100 parncipanng in lhe test. However, it may also include
additional cable modems 100 which are not themselves
making measurements as part of the test but which could
nonetheless intluence the test in an undesired fashion by
transmissions on thc upstream side of the cable ncnvork 120.

After the leal window has occurred anil the cable modems
100 have had an opportunity lo make thc rcqucstcd power
mcasurcmcnts, thc noise source identification system 150
rcccives thc power mcasuremcnts, prcfcrably by transmis-
sions from the cable modems 100 over the upstream side of
the cable network 120 (block 320). The nome source iden-
tification system 150 may then accumulate the measure-
ments from all of the identifierl cable modems 100 partici-
pating in thc test and, based on that information, may
identify at least onc of thc calilc modems 100 as thc noise
signal source based on thc rcccivcrl requesterl pov cr mca-
suremenls. For example, any of the idenuiied cable modems
100 which provided power measurements violating a selec-
tion criteria may be identified as the noise signal source

The node wide snapshot of nome characterisucs may be
analyzeil automancally or by an operator interacnng with a
user inputioutput interface of the noise source identification
system 150 A source of noise ingress may thereliy poten-
tially bc quickly isolated or, almrnativcly, a further search
area may bc at least narrowed bcforc manual maintenance
intcrvcntion is initiatcrl Furthcrmorc, liy utilizin a common
specilied leal nme win&low anil suspending transmissions on
lhe upstream side dunng the teat lime window, more accu-
rate and reliable measurements may be generated from the
test to increase the likelihnod of an accurate identification of
thc noise signal source on the cable network 120.

As further illustrated in I I(i 3, the benefits of the present
invention in identifymg a noise source nn the cable system
may be utilizcrl to initiate a corrcctivc action for the iden-
tified noise signal source (block 330). For example, a
technician may be directed to proceed to an identilieil noise
mgnal source location Lo ininale repairs lo correct the noise
ingress situanon. The system maintenance burilen is thereby
fieneficially impacted by utilization of the systems, methods
and cable morlems of the present invention as the often
tedious and time consuming task of isolating thc noise si nal
source niay bc greatly simplifie. This may bc particularly
beneficial as convennonally such isolation may require a
technician to dnve lo vanoua points within the covera e area
and possibly climb poles or be required to tale other
potentially dan erous steps to successively divide the area of
uncertainty of the noise source until the pniblem is isolated.

Such convenuonal manual invesngation by a technician in
the Iield may be ume consuming and expensive in the best
of conrlitions and may bc cxaccrbatcrl by unfavorable
wcathcr conditions vvhich arc thcmsclvcs a factor in tri-
gering the very noise ingress problems identilied by the
present invention The promptness, cnsts and safety nf cable
network maintenance may thereby be benelicially affected
by the present invention I'urthermore, the present invention
is particularly advantageous in addressing intermittent noise

to problems which, simply by the intermittent nature of the
noise source itself, may have a greater potential to mislead
a technician working in thc field in isolating thc noise source
simply by the intermittent nature of the noise source itself.

An altcrnativc approach to thc corrcctivc action at block
,; 330 could include utilization of an embodiment of the cable

moilem 10U which is coniigured as a direct interface point
between the cable network 12U anal all user devices 125
within a subscriber home Where the cable modem 100 is
installed such that the cable wiring within the subscriber

zo home is all downstrcani of thc cable modem 100, lhc cable
morlcm 100 niay be used to isolate a particular subscriber
home from thc cable network 120. For cxamplc, the cable
modem 100 could be modilied lo include a switch which
may be activated by lhe processor 215 responsive to com-
mands from the noise source identification system 150
transmitted over the ca(ale netivork 120 In this embodiment,
thc corrective action once a particular cabk modem 100 is
idcntificd as a noise si nal source may inclurlc transmission
of a control mcssa c from thc noise source identificatio
system 150 to the noise signal source cable modem 100
initialing operanon of the switch disconnecting the sub-
scriber home from the cable network 120. Accorrlingly, the
noise signal source may be removerl from the cable netwnrk
120 as soon as it is identified, thereby providing immcdiatc

zs improvements to the performance level of thc upstream side
of thc cable network 120 for the remaining subscribers. A
technician may ihen be direcleil to the parucular subacnber
home which has been switched oif-line to undertake the
necessary repairs and allow the subscriber to resume access

ao to the cable netivork 120 I'urthermore, the switch within the
cable modem 100 niay, altcrnativcly, only isolate a particular
subscriber location front access to thc upstream side of thc
cable network 120 so that the subscriber will still bc able to
recetve downstream lransmissions such as cable television
signals

A further altcrnativc corrective action would bc to switch
the cable modems 1UO lo a dilferent upstream channel. More
particularly, the frequency range of the noise source could be
characterized from the measurements and the portion of the

so upstream channel affected by the noise source coukl be taken
out of usc and altcrnativc channels, Less subicct to thc noise
source could then be utilizcrl.

Referring noiv to the tlowchart illustration of U(l 4,
operations according to an embodiment of thc present inven-

s tion will now bc further describerl with rcfcrcncc to thc cable
modem 1UO. Operanons begin at block 400 when a cable
modem 100 receives a request for power measuremenls on
the upstream side of. the cable network 120. The request
itself may be received by the cable modem 100 over the

ro downstream side of the cable network 120 to provirle for
fully automated test initiation. The cable modem 100 then
obtains thc specified tinie period for thc test and the test
protocol, such aa a specilieil al least one frequency to be
meaaureil at a specilied bandwidth, from lhe received

es request (blocl 4U5). The cable modem 100 then waiLs for the
specitied time period for the power measurements (block
410).
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In thc drawings and spccification, there have been dis-
closed typical preferred embodiments ol the invention and,
ahhough specilic terms are employed, they are used in a
generic anti debcnpnve sense only and not for purposes of od

limitation, the scope of the invention heing set forth in the
following claims

In Ihe embodiment of FIG. 4, once the time for measure-
ment arrives, the cable modem IUU suspends upstream
transmissions from thc user location in preparation for noise
signal power measurcmcnts (block 415). Thc signal power
on the upstream side of the cable network 120 at the cable
modem is then measured by the cable modem 100 (lilock
420). If. Ihe test protocol bpecilieb a plurality of measure-
ments at different frequencies and/or banrlwidths, the cable
modem 100 determines if additional points are required for
the measurement (block 425) If additional measurement in
points arc specifictl by thc test protocol, the cable modem
100 appropriately adjusts thc bandwidth and center fre-
quency of the signal measurement circuit 225 (blocl 428)
and returns lo execute operations at block 420 usin ~ the new
settin s.

Once all of the specilieei measurements have been
generaleil, Ihe measured signal power is provideil to the
noise source irlentification system 150 (block 430) The
noise signal power measurements may be provided as raw
measured data or may bc processed by thc processor 215 zo
bcforc forwarding to thc noise source identificatio system
150.

As rlcscrilicd above, thc GMTS 130 may initiate si nal
power nicasurcmcnts by cable modems 100 by transmitting
commainls over the cable network 12U. The message struc-
ture for initiahng measuremenhs may be proviiled with a
format such ab that illustrated in the embodiment described
in Table I belosv

That which is chiimed.
I Ascii-lasting cable modem for testing a cable networl,

thc self-testing cable modcni comprising:
a media access controller coupled to a cable network, the

cable networl having a downstream stele to the cable
modem ainl an upstream side from the cable modem,

a processor coupled to the media access controller; anti
a host interface coupled to a host system;
a signal power measurement circuit responsive to an

upstream sicle of. Ihe cable network, the signal power
measurement circuit composing:
a bandpass filter having a sclectablc center frcqucncy

having an input side couplctl to thc upstream side of
the cable network;

a power detector coupled to an output side of the
bandpass lilter, anni

wherein the selectable center frequency is selectable respon-
sive to thc processor and whcrcin the processor is confi urcd
to rcccivc conimands over thc cabk network specifying a
tlcsirctl center frequency for posvcr measurcmcnts and
whcrcin thc power detector is a power intcgrator.

2 A cable modem according to claim I wherein the
bandpabs filter has a selectable bantlwidth and wherein the
selectable bandsvidth is selectable responsive to the proces-
sor and wherein the processor is configured to receive
commands over thc cable network specifying a dcsircd
bandwidth for power mcasurcments.

3 A cable modem according to claim I wherein thc
processor further compmses means lor determining a level of
a noise signal on Ihe upstream bide of the cable network
based on measurements performed by the signal measure-
ment circuit

4 A cable niodem accordin to claim 3 wherein thc
processor further comprises means for determining a frc-
qucncy of occurrence of thc noise signal on the upstream
bide of the cable networl based on measurements performed
by Ihe signal measurement circuit.

5 A method for identifying a noise signal source on an
upstream side of a cable network including cable morlems,
thc method comprising:

detecting a test initiation event;
nlentifying cable modems selected from the cable

modems on the upstream side of the cable network to
participate in a test;

requesting signal power measurements on the upstream
side of the cable netsvork from the identified cable
modems;

receiving the requested signal power measurements from
the identified cable modems; and

nlennfying at least one of. Ihe idenhiietl cabk modems as
the noise signal source based on the received requested
signal posver measurements.

Fa A method according to claim 5 wherein the step of
tlctccting comprises thc step of tlctccting a noise signal level
violating a detection criteria on thc upstream side of thc
cable nelworl during normal operann ~ condiuons of the
cable system.

7 A method according lo claim 5 wherein the step of
detecting comprises the step of receiving an inrlication of a
test initiation event from at least one of the cable modems
over thc upstream side of the cable network

8 A method accordin to claim 5 wherein thc step of
identiTying cable modems is followetl by the step of deter-
mining a lest lime window anil wherein the slap of request-
ing signal power me asu remenhs further comp nses the step of
specifying the test time window for the requested signaI
power measurements by all of the identified cable modems
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9. A methml according to claim 8 wherein the step oi
requesting si nal power measurements further comprises the
step of notifying a plurality of the cable modems on the
upstream side of the cable network which are coupled to a
branch of thc upstream side of thc cable network which
includes at least onc of thc itlcntificrl cable modems that no
transmtssions on the upstream side oi the cable network
should be generated dunng the test time winilow.

10. A methotl according to claim 9 wherein the plurality
of the cable modems includes the identified cable modems. io

11 A methotl according to claim 10 wherein the plurality
of the cattle modems includes at least one cable modem
ivhich is not one of thc idcntificrl cable modems.

12. A method according to claim 8 wherein the step oi
iilenufying at least one of the idenuiied cable modems
comprises the step of identifying any of the identified cable
modems ivhich provided signal power measurements vio-
lating a selection cnteria as the noise signal source

13. A method according to claim 12 wherein the step of
identifying at least onc of thc identificrl cable modems is zo

iollowetl by the step oi initiaung a corrective action for the
idennlied noise signal source.

14. A method for identifying a noise signal sriurce on a
cattle network, the method comprising

receiving over a downstream side of thc cable network at -"

e cable modem a request for signal power measure-
menas on an upstream side oi the cable network at the
cable modem,

measuring a signal pnwer on the upstream side of the
cable network at thc cable modem; and io

providing the measured signal power to a remote location
over the cable network.

15. A method accorrling to claim 14 wherein the step of
receiving further comprises the step of receiving a request
for si nal power measurcmcnt specifying a time period for
mcasurcmcnt anil at least onc frequency for mcasuremcnt
and wherein the measunng step further comprises the step of
measunng the signal power dunng the speciiied ume penod
and at the specilied at least one frequency to provide the
measured signal power.

16. A method according to claim 14 wherein the step of
measuring is preceded by thc step of suspending transmis-
sions on the upstream side of the cable network during the
specilied time penod

17. A system for idenuiying a noise signal source on an
upstream side oi a cable networl including cable modems,
the system comprismg

means for dctcctin a test initiation cvcnt;
means for idenuiying cable modems selected from the o

cable modems on the upstream side oi the cable net-
work Io participate m a test;

nicans for rcqucsting signal power measurcmcnts on thc
upstream side of thc cable network from the identifictl
cable modems,

means for receiving Ihe requested signal power measure-
mcnts from the idcntificrl cable motlcms; and

means for identifying at least one of the identified cable
modems as the noise signal source based on thc
received requested signal power measurements.

18. A system according to claim 17 wherein thc means for
detecting compnses means for detectin ~ a noise signal level
violating a detection criteria on the upstream sirle of the
cable networl during normal operaung condiuons oi the
cable system

19. A system accortling to claim 17 further comprising
means for determining a test time window and wherein the
means for requesting si nal power mcasuremcnts further
comprises means for specifymg the test ume window for the
rcqucstcd signal power nicasuremcnts by all of thc idcntificd
cable modems.

20 A system according to claim 19 wherein the means for
requesting signal power measurements further comprises
means for notifying a plurality of the cable modems on the
upstream side of the cable network which arc coupled to a
branch of the upstream side of the cable network which
includes at least onc of the irlcntificd cable modems that no
transmissions on the upstream side of the cable networl
shoultl bc enrratcd during the test time winrlow.

21. A system according to claim 20 wherein the means lor
idcntifyin at least one of thc irlcntificd cable modems
comprises means i or idenufying any of the idenuiied cable
modems which provided si nal power measurements vio-
lating a selection cnteria as the noise signal source.

22. A system for identifying a noise signal source on a

cable network comprising:
means fnr receiving over a downstream side of the cable

networl at a cable modem a request ior signal power
measurements on an upstream side of the cable network
at thc cal&lr modem;

means for measuring a signal power on the upstream side
oi the cable network at the cable modem; and

means for providing thc mcasurcrl signal power to a

remote location over the cable network.
23. A system according to claim 22 wherein the means for

recetving further comprises means ior receiving a request
for pnwer measurement specifymg a time period for mea-
surcmcnt and at least onc frequency for mcasurcmcnt and
wherein the means for measuring further compnses means
for measuring thc si nal power tlunng thc spccificd time
perind and at the specified at least one frequency to provide
thc measured signal power.

24. A system accordmg to claim 23 iurther compnsing
means for suspending all transmissions on the upstream side
of thc cable network tluring thc spcciticd time period.

r r a

12




