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(54) Title of invention: Visual patrol system using virtual reality for security control and method thereof 

(57) Abstract 

The present invention relates to a security control system, and more specifically to a visual patrol system using virtual reality 
technique for security control that converts and displays 2D images taken through cameras such as CCTV, etc., into 3D 
virtual reality images, and provides a 3D virtual patrol function which makes it look like a patroller actually patrolling crime 
prevention areas through 3D virtual reality images, and method thereof. 
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Scope of Claims 

Claim 1 

A visual patrol system using virtual reality technique for security control comprised of: a plurality of cameras installed in a 
patrol route of a particular crime prevention area and shooting some areas of the said patrol route at any location of the patrol 
route to output 2D images; and 

a security control member which acquires and keeps 3D spatial graphic data for the space of the patrol route of the patrolling 
area, generates 2D image texture for the 2D images taken on the multiple cameras according to the patrol route, projects the 
2D image texture sequentially onto the object of the 3D spatial graphic data to generate 3D virtual reality images, and display 
the generated 3D virtual reality images,  

wherein the security control member contains 

a digital image recorder server that receives 2D images from the multiple cameras and stores and manages them in a 2D 
image DB; and 

a security control server which acquires and keeps camera identification information and camera location information for 
each of at least one or more patrol routes of the crime prevention area, 3D spatial graphic data for the space of the patrol 
route, acquires 2D images taken through the multiple cameras through the digital imaging record server when a patrol 
requesting event occurs, generates a texture for the acquired 2D images, and then sequentially projects the 2D image textures 
taken from the cameras along the direction of progression of the patrol route to the 3D spatial graphic data to generate 3D 
virtual reality images, and displays the generated 3D virtual reality images. 

Claim 2 

Deleted 

Claim 3 

The visual patrol system using virtual reality technique for security control of Claim 1,  

wherein the security control server comprises: 

a storage member storing the route information including camera identification information and camera position information 
for each of at least one or more patrol routes of the patrolling area and 3D spatial graphic data for the space of the patrol 
route; 

a communication member that is connected to a wired and wireless network and receives and outputs 2D images by 
performing data communication with a NVR server connected to the wired and wireless network; 

an image processing member that creates a texture for the 2D images and projects the resulting 2D image texture onto the 
3D spatial graphic data to generate 3D virtual reality images; 

a display member which displays the 3D virtual reality images; and 

a control member performing control to ensure that which 2D images taken from multiple cameras along the direction of 
progression of the patrol route are acquired from the NVR server through the communication member when a patrol 
requesting event by any patroller occurs, the textures for the acquired 2D images are generated through the image processing 
member, and then the 2D image textures are projected sequentially onto the 3D space graphic data to generate 3D virtual 
reality images, and the generated 3D virtual reality images are displayed to the display member. 

Claim 4 

The visual patrol system using virtual reality technique for security control of Claim 3,  

wherein the control member comprises: 

a 2D images acquisition member which acquires 2D images from an NVR server via the communication member when a 
patrol requesting event by any patroller occurs; and 
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a tracking member which generates the textures for the acquired 2D images by outputting the 2D images taken sequentially 
from cameras along the direction of progression of the patrol route through the 2D image acquisition member to the image 
processing member upon the occurrence of the patrolling request event, projects the 2D image textures sequentially to the 
3D space graphic data to generate 3D virtual reality images, and displays the resulting 3D virtual reality images to the display 
member. 

Claim 5 

The visual patrol system using virtual reality technique for security control of Claim 4,  

wherein the security control server further comprises: 

an input member that generates and outputs patrol route progress manipulation data for the progression route on the patrol 
route from the patroller, and 

the tracking member includes 

a manual patrol member which generates the textures for the acquired 2D images by outputting the 2D images taken 
sequentially from cameras along the direction of progression of the patrol route according to the patrol route progression 
manipulation data input from the input member to the image processing member when a patrol requesting event by any 
patroller occurs, projects the 2D image textures sequentially to the 3D space graphic data to generate 3D virtual reality images, 
and displays the resulting 3D virtual reality images to the display member. 

Claim 6 

                       The visual patrol system using virtual reality technique for security control of Claim 4 or Claim 5, 

wherein the tracking member includes 

an automatic patrol member which generates the textures for the acquired 2D images by outputting the 2D images taken 
sequentially from cameras along the direction of progression of the patrol route in accordance with the route information 
saved in the storage member to the image processing member, projects the 2D image textures sequentially to the 3D space 
graphic data to generate 3D virtual reality images, and displays the resulting 3D virtual reality images to the display member. 

Claim 7 

The visual patrol system using virtual reality technique for security control of Claim 4,  

wherein the control member further includes 

a dual image processing member that generates the display data to display the 2D images corresponding to the location of 
the patrol currently in progress dually on one side of the 3D virtual reality images while displaying 3D virtual reality images 
according to the patrol route through the display data generating member of the image processing member. 

Claim 8 

The visual patrol system using virtual reality technique for security control of Claim 4,  

wherein the security control server further includes 

a patroller identifying member that obtains and outputs the patroller identifying information, 

the storage member further stores patroller authentication information for an authorized patroller, and 

the control member further includes 

a patroller authentication member that provides an authentication means for requesting patroller identification information 
upon occurrence of the patrolling request event, checks whether there is patroller authentication information corresponding 
to the patroller identification information by comparing the patroller identification information entered through the patroller 
identification member with the patroller authentication information stored in the storage member to perform patroller 
authentication, and allows 3D virtual reality imaging patrol on the patrol route to be performed upon successful authentication. 
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Claim 9 

The visual patrol system using virtual reality technique for security control of Claim 3,  

wherein the image processing member comprises: 

a 2D image texture generator that generates 2D image texture for the 2D images; 

a 3D virtual reality image generating member that projects the generated 2D image texture onto the 3D spatial graphic data 
of the corresponding location of the patrol route to generate 3D virtual reality images; and 

a display data generating member that generates display data comprising the generated 3D virtual reality images and the 
graphic data according to the controller and displays them through the display member. 

Claim 10 

A visual patrol system using virtual reality technique for security control comprised of: a plurality of cameras installed in a 
patrol route of a particular crime prevention area and shooting some areas of the said patrol route at any location of the patrol 
route to output 2D images; and 

a security control member which acquires and keeps 3D spatial graphic data for the space of the patrol route of the patrolling 
area, generates 2D image texture for the 2D images taken on the multiple cameras according to the patrol route, projects the 
2D image texture sequentially onto the object of the 3D spatial graphic data to generate 3D virtual reality images, and display 
the generated 3D virtual reality images, 

wherein the security control member contains 

an image processing member that acquires 2D images from the multiple cameras, creates a texture for the acquired 2D images 
and projects the resulting 2D image texture onto the 3D spatial graphic data to generate 3D virtual reality images; 

a display member which displays the 3D virtual reality images; 

a storage member acquiring and storing at least one or more route information including camera identification information 
and camera position information for the patrol routes of the patrolling area and 3D spatial graphic data for the space of the 
patrol route; and 

a control member performing control to ensure that which 2D images taken from multiple cameras along the direction of 
progression of the patrol route are acquired by controlling the image processing member when a patrol requesting event by 
a particular patroller occurs, the textures for the acquired 2D images are generated, and then the 2D image textures are 
projected sequentially onto the 3D space graphic data to generate 3D virtual reality images, and the generated 3D virtual 
reality images are displayed to the display member. 

Claim 11 

The visual patrol system using virtual reality technique for security control of Claim 10,  

wherein the image processing member comprises: 

a 2D image acquisition member connected with the multiple cameras to receive and obtain 2D images from each of the 
cameras; 

a 2D image texture generator that generates 2D image texture for the 2D images; 

a 3D virtual reality image generating member that projects the generated 2D image texture onto the 3D spatial graphic data 
of the corresponding location of the patrol route to generate 3D virtual reality images; and 

a display data generating member that generates display data comprising the generated 3D virtual reality images and the 
graphic data according to the controller and displays them through the display member. 

Claim 12 

A method of visual patrol using virtual reality technique for security control comprises: a 2D image acquisition process in 
which the security control member acquires 2D images by taking images such that some areas overlap with each other at any 
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location in the patrol route of any of the prevention areas; and 

a security control process in which the security control member projects 2D images taken from multiple cameras along the 
patrol route onto 3D spatial graphic data to generate 3D virtual reality images and display generated 3D virtual reality images; 

wherein the security control process comprises: 

a 2D image saving step at which the digital image recorder server receives 2D images taken from the multiple cameras and 
stores and manages them in a 2D image DB;  

a 2D image loading step at which the security control server loads 2D images taken by the multiple cameras via the digital 
image record server when a patrol requesting event by any patroller occurs; and 

a tracking step at which 3D virtual reality images are generated by outputting the 2D images taken sequentially from cameras 
by the route information along the direction of progression of the patrol route to the image processing member and projecting 
the 2D images onto the 3D spatial graphic data sequentially, and the resulting 3D virtual reality images are displayed on the 
display member. 

Claim 13 

Deleted 

Claim 14 

The method of visual patrol using virtual reality technique for security control of Claim 12,  

wherein the tracking step comprises: 

a route information acquisition step at which route information by a direction of progression of the patrol route is obtained; 

a 3D virtual reality image generation step at which the 2D image sequentially acquired for cameras of route information 
along the direction of progression of the patrol route are output to the image processing member and the 2D images are 
projected onto the 3D spatial graphic data to generate 3D virtual reality images; and 

a patrolling step at which patrol is conducted by displaying 3D virtual reality images generated sequentially for the camera 
based on route information along the direction of progression of the patrol route. 

Claim 15 

The method of visual patrol using virtual reality technique for security control of Claim 14, 

wherein the 3D virtual reality image generation step comprises: 

a 2D image texture generation step at which the texture for the loaded 2D images is generated; 

a 3D virtual reality image generation step at which the 2D image texture taken by the cameras along the direction of 
progression of the patrol route are projected sequentially onto the 3D spatial graphic data to generate 3D virtual reality images; 
and 

a display step at which display data including the generated 3D virtual reality images are generated and displayed. 

Claim 16 

The method of visual patrol using virtual reality technique for security control of Claim 14, 

wherein the route information obtained in the route information acquisition step is 
the information acquired through the input member on the patrol route progression manipulation data by a patroller moving 
along the patrol route, and patrol is conducted by displaying 3D virtual reality images that are generated sequentially with 
the camera according to the direction of the patrol route by the route progression manipulation data at the patrolling step. 

Claim 17 

Exhibit 1006 
Page 29 of 48



Registered Patent 10-1400169 

— 7 — 

The method of visual patrol using virtual reality technique for security control of Claim 14, 

wherein the patroller authentication step comprises: 

a patroller identification information acquisition step at which a patroller’s identification information is obtained; 

a patroller authentication step at which the patroller identification information obtained is compared with the previously 
stored patroller authentication information to determine if the patroller is a registered patroller; and 

an approval step at which a patrol using 3D virtual reality images is approved if the person is determined to be a registered 
patroller. 

Specifications 

Technical Field 

[0001]             The present invention relates to a security control system, and more specifically to a visual patrol system using virtual reality 
technique for security control that converts and displays 2D images taken through cameras such as CCTV, etc., into 3D 
virtual reality images, and provides a 3D virtual patrol function which makes it look like a patroller actually patrolling crime 
prevention areas through 3D virtual reality images, and method thereof.  

Background Art 

[0002] Due to the development of imaging technology and storage media, digital security control system technologies have been 
disclosed and are being applied to monitor buildings or spaces that require crime prevention through cameras such as CCTV, 
etc., and to store monitored images. These systems include the Network Video Recorder (NVR) system. 

[0003] In general, the security control system to whichconventional NVR systems are applied displayed and stored the images of 
the spaces being taken by the image acquisition devices (e.g., camera) that are installed only in the spaces necessary for the 
prevention of crime in the crime prevention area, and thus, it was difficult to determine what properties or parts of the space 
the images being taken belong to, where cameras are installed at the location adjacent to the space being monitored, etc. 

[0004] In order to determine this, the administrator must directly recall the camera identification information and which location 
each camera is shooting in the entire crime prevention area using the camera identification information. 

[0005] Therefore, the administrator of the conventional security control system should memorize the location monitored by each 
camera or remember which space the space monitored by each camera is in the entire security control area along with the 
objects of the pertinent space. Therefore, it was cumbersome and there was a problem because response could be delayed as 
the pertinent space, i.e., the area monitored by the camera could not be recalled quickly in an emergency situation. 

[0006] In addition, since conventional security control systems only install and manage cameras only at critical parts out of the entire 
crime prevention area, there was a limitation in maintaing the crime prevention in the area of the crime prevention only by 
video. 

[0007] To address this problem, the guard, or patroller, frequently patrols the crime prevention zone to complement the crime 
prevention function of the crime prevention control system. However, in this case, since many guards have to be provided, 
there was a problem of high cost in maintaining the security control, and there was another problem in that guards could be 
exposed to robbery, accidents, etc. during patrol. 

Prior Technology Literature 

Patent Document 

[0008] (Patent Document0001) Registered Patent No. 10-0934978 

Contents of Invention 

Problems to Be Solved 

[0009] The object of the present invention is, therefore, to provide a visual patrol system using virtual reality technique for security 
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control and method thereof that converts and displays the 2D images taken through cameras such as CCTV, etc., into 3D 
virtual reality images, and provides the 3D virtual patrol function through 3D virtual reality images in which they feel as if 
they are actually patrolling the crime prevention area. 

Means to Solve the Problems 

[0010] A visual patrol system using virtual reality technique for security control of the present invention for achieving the above 
purpose comprises: a plurality of cameras installed along the patrol route of any crime prevention area which shoots some 
areas of the patrol route at any location of the patrol route to output 2D images; and a security control member which acquires 
and keeps 3D spatial graphic data for the space of the patrol route of the patrolling area, generates 2D image texture for the 
2D images taken on the multiple cameras according to the patrol route, projects the 2D image texture sequentially onto the 
object of the 3D spatial graphic data to generate 3D virtual reality images, and displays the generated 3D virtual reality 
images. 

[0011]             The security control member comprises: a digital image recorder server that receives a 2D images captured from the multiple 
cameras and stores and manages them in a 2D image DB; and a security control server which acquires and keeps camera 
identification information and camera location information for each of at least one or more patrol routes of the crime 
prevention area, 3D spatial graphic data for the space of the patrol route, acquires 2D images taken through the multiple 
cameras through the digital imaging record server when a patrol requesting event occurs, generates a texture for the acquired 
2D images, and then sequentially projects the 2D image textures taken from the cameras along the direction of progression 
of the patrol route onto the 3D spatial graphic data to generate 3D virtual reality images, and displays the generated 3D virtual 
reality images.  

[0012]        The security control server comprises: a storage member storing the route information including camera identification 
information and camera position information for each of at least one or more patrol routes of the patrolling area and 3D 
spatial graphical data for the space of the patrol route; a communication member that is connected to a wired and wireless 
network and receives and outputs 2D images by performing data communication with a NVR server connected to the wired 
and wireless network; an image processing member that creates a texture for the 2D images and projects the resulting 2D 
image texture onto the 3D spatial graphic data to generate 3D virtual reality images; a display member which displays the 
3D virtual reality images; and a control member performing control to ensure that 2D images taken from multiple cameras 
along the direction of progression of the patrol route through the communication member are acquired from the NVR server 
when a patrol requesting event by a particular patroller occurs, the textures for the acquired 2D images are generated through 
the image processing member, and then the 2D image textures are projected sequentially onto the 3D space graphic data to 
generate 3D virtual reality images, and the generated 3D virtual reality images are displayed to the display member.  

[0013] The controller comprises: a 2D images acquisition member which acquires 2D images from an NVR server via the 
communication member when a patrol requesting event by any patroller occurs; and a tracking member which generates the 
textures for the acquired 2D images by outputting the 2D images taken sequentially from cameras along the direction of 
progression of the patrol route through the 2D image acquisition member to the image processing member upon the 
occurrence of the patrolling request event and projecting the 2D image textures sequentially onto the 3D space graphic data 
to generate 3D virtual reality images, and displays the resulting 3D virtual reality images to the display member. 

[0014] The security control server further includes an input member that generates and outputs patrol route progress manipulation 
data for the progression route on the patrol route from the patroller, and the tracking member includes a manual patrol member 
which generates the textures for the acquired 2D images by outputting the 2D images taken sequentially from cameras along 
the direction of progression of the patrol route according to the patrol route progression manipulation data input from the 
input member to the image processing member when a patrol requesting event by any patroller occurs, projects the 2D image 
textures sequentially onto the 3D space graphic data to generate 3D virtual reality images, and displays the resulting 3D 
virtual reality images to the display member. 

[0015] The tracking member includes an automatic patrol member which generates the textures for the acquired 2D images by 
outputting the 2D images taken sequentially from cameras along the direction of progression of the patrol route in accordance 
with the route information saved in the storage member to the image processing member, projects the 2D image textures 
sequentially to the 3D space graphic data to generate 3D virtual reality images, and displays the resulting 3D virtual reality 
images to the display member. 

[0016] The controller includes a dual image processing member that generates the display data to display the 2D images 
corresponding to the location of the patrol currently in progress dually on one side of the 3D virtual reality images while 
displaying 3D virtual reality images according to the patrol route through the display data generating member of the image 
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processing member. 

[0017] The security control server further includes a patroller identification member that obtains and outputs the patroller 
identification information, the storage member further stores patroller authentication information for an authorized patroller, 
and the controller further includes a patroller authentication member that provides an authentication means for requesting 
patroller identification information upon occurrence of the patrolling request event, checks whether there is patroller 
authentication information corresponding to the patroller identification information by comparing the patroller identification 
information entered through the patroller identification member with the patroller authentication information stored in the 
storage member to perform patroller authentication, and allows 3D virtual reality imaging patrol on the patrol route to be 
performed upon successful authentication. 

[0018] The image processing member comprises: a 2D image texture generator that generates 2D image texture for the 2D images; 
a 3D virtual reality image generating member that projects the generated 2D image texture onto the 3D spatial graphic data 
of the corresponding location of the patrol route to generate 3D virtual reality images; and a display data generating member 
that generates display data comprising the generated 3D virtual reality images and the graphic data according to the controller 
and displays them through the display member. 

[0019] The security control member comprises: an image processing member that acquires 2D images from the cameras, creates a 
texture for the acquired 2D images and projects the resulting 2D image texture onto the 3D spatial graphic data to generate 
3D virtual reality images; a display member which displays the 3D virtual reality images; a storage member acquiring and 
storing at least one or more route information including camera identification information and camera position information 
for the patrol routes of the patrolling area and 3D spatial graphical data for the space of the patrol route; and a control member 
performing control to ensure that 2D images taken from multiple cameras along the direction of progression of the patrol 
route are acquired by controlling the image processing member when a patrol requesting event by a particular patroller occurs, 
the textures for the acquired 2D images are generated, and then the 2D image textures are projected sequentially onto the 3D 
space graphic data to generate 3D virtual reality images, and the generated 3D virtual reality images are displayed to the 
display member. 

[0020] The image processing member comprises: a 2D image acquisition member connected with the multiple cameras to receive 
and obtain 2D images from each of the cameras; a 2D image texture generator that generates 2D image texture for the 2D 
images; a 3D virtual reality image generating member that projects the generated 2D image texture onto the 3D spatial 
graphical data of the corresponding location of the patrol route to generate 3D virtual reality images; and a display data 
generating member that generates display data comprising the generated 3D virtual reality images and the graphic data 
according to the controller and displays them through the display member. 

[0021] A visual patrol method using virtual reality technique for security control of the present invention for achieving the above 
purpose comprises: a 2D image acquisition process in which the security control member acquires 2D images by taking 
images such that some areas overlap with each other at any location in the patrol route of any of the prevention areas; and a 
security control process in which the security control member projects 2D images taken from multiple cameras along the 
patrol route onto 3D spatial graphic data to generate 3D virtual reality images and displays generated 3D virtual reality images. 

[0022] The security control process comprises: a 2D image saving step at which the digital image recorder server receives 2D images 
taken from the multiple cameras and stores and manages them in a 2D image DB; a 2D image loading step at which the 
security control server loads 2D images taken by the multiple cameras via the digital image record server when a patrol 
requesting event by any patroller occurs; and a tracking step at which 3D virtual reality images are generated by outputting 
the 2D images taken sequentially from cameras by the route information along the direction of progression of the patrol route 
to the image processing member and projecting the 2D images onto the 3D spatial graphic data to generate 3D virtual reality 
images and the resulting 3D virtual reality images are displayed on the display member. 

[0023] The tracking step comprises: a route information acquisition step at which route information by a direction of progression of 
the patrol route is obtained; a 3D virtual reality image generation step at which the 2D image sequentially acquired for 
cameras of route information along the direction of progression of the patrol route are output to the image processing member 
and the 2D images are projected onto the 3D spatial graphic data to generate 3D virtual reality images; and a patrolling step 
at which patrol is conducted by displaying 3D virtual reality images generated sequentially for the camera based on route 
information along the direction of progression of the patrol route. 

[0024] The 3D virtual reality image generation step comprises: a 2D image texture generation step at which the texture for the loaded 
2D images is generated; a 3D virtual reality image generation step at which the 2D image texture taken by the cameras along 
the direction of progression of the patrol route are projected sequentially onto the 3D spatial graphic data to generate 3D 
virtual reality images; and a display step at which display data including the generated 3D virtual reality images are generated 
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and displayed. 

[0025] The route information obtained in the route information acquisition step is is the information acquired through the input 
member on the patrol route progression manipulation data by a patroller moving along the patrol route and patrol is conducted 
by displaying 3D virtual reality images that are generated sequentially with the camera according to the direction of the patrol 
route by the route progression manipulation data at the patrolling step. 

[0026] The patroller authentication step is comprised: a patroller identification information acquisition step at which a patroller’s 
identification information is obtained; a patroller authentication step at which the patroller identification information obtained 
is compared with the previously stored patroller authentication information to determine if the patroller is a registered 
patroller; and an approval step at which a patrol using 3D virtual reality images is approved if the person is determined to be 
a registered patroller. 

Effects of the Invention 

[0027] The present invention has the effect of minimizing the risk of the exposure of guards, i.e., patrollers to accidents, and 
minimizing the number of guards, thereby minimizing the cost of maintaining the patrolling since the cameras are configured 
so that the areas imaged in the patrol route within the crime prevention area overlap to some degree, and thereby the crime 
prevention area can be patrolled without the direct patrolling of guards. 

[0028] Furthermore, the present invention has the advantage of generating 3D spatial graphic data for the pertinent crime prevention 
area with 2D images taken through 2D cameras such as CCTV, etc., and projecting textures for 2D images onto the resulting 
3D spatial graphic data to create 3D virtual reality images, thereby providing patrolling functionality to provide the same 
effect as actually patrolling the crime prevention area. 

[0029] Furthermore, the present invention has the effect of determining the situation of the patrolling position more accurately by 
displaying the 2D images of the cameras for the corresponding position during patrolling through the 3D virtual reality 
images, and has the effect of clearly being able to know which part of the patrol route of the crime prevention area the 
pertinent 2D image corresponds to. 

Brief Description of Drawings 

[0030] FIG. 1 is a diagram illustrating the configuration of a visual patrol system using virtual reality technique for security control 
according to the present invention. 

FIG. 2 is a diagram illustrating the configuration of a visual patrol system using virtual reality technique for security control 
according to the first embodiment of the present invention. 

FIG. 3 is a diagram illustrating the configuration of the security control server of the visual patrol system using virtual reality 
technique for security control according to the first embodiment of the present invention. 

FIG. 4 is a diagram illustrating the configuration of a visual patrol system using virtual reality technique for security control 
according to the second embodiment of the present invention. 

FIG. 5 is a flow chart illustrating a method of visual patrol using virtual reality technique for security control according to 
the present invention. 

FIG. 6 is a flow chart illustrating a method of generating 3D virtual reality images of the method of visual patrol using virtual 
reality technique for security control according to the present invention. 

FIG. 7 is a flow chart illustrating a method of authenticating a patroller, who is a guard, of the method of visual patrol using 
virtual reality technique for security control according to the present invention. 

Detailed Contents to Embody the Invention 

[0031] Henceforth, referring to the drawings attached, the configuration and operation of the visual patrol system using virtual reality 
technique for security control of the present invention is described, and the method of security control of the system is 
described. 

[0032] FIG. 1 is a diagram illustrating the configuration of a visual patrol system using virtual reality technique for security control 
according to the present invention. 

[0033] The visual patrol system using virtual reality technique for security control according to the present invention comprises a 
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plurality of cameras (80) and a security control member (100). 

[0034] The cameras (80) are installed on at least one or more patrol routes of a crime prevention area, such as a building, etc., and 
take pictures of some areas at any location of the patrol route to output 2D images. It would be desirable for any camera (80) 
to be arranged such that an area being imaged by each overlaps partially with an area being photographed by an adjacent 
camera (80). For example, if a camera (80-2) is installed in a position adjacent to the camera (80-1) and the camera (80-3), it 
would be desirable to set up the camera (80-2), the camera (80-1) and the camera (80-3) such that the edges of the area being 
imaged overlap partially with each other. This may be able to improve the performance and patrolling function of 3D virtual 
reality images. 

[0035] The security control member (100) acquires and keeps 3D spatial graphic data for the space of the patrol route of the patrolling 
area, generates 2D image texture for the 2D images taken on the multiple cameras according to the patrol route, projects the 
2D image texture sequentially onto the 3D spatial graphic data to generate 3D virtual reality images, and display the generated 
3D virtual reality images. 

[0036] The 3D spatial graphic data may be generated by a 3D spatial information generator (410) performing a 3D laser scan of the 
space of the area for the patrol route of the crime prevention region. The 3D spatial information generator (410) may be a 3D 
laser scanner HDS 6100, etc. 

[0037] The security control member (100) may be configured in the form of a server system according to the first embodiment of 
the present invention, or in the form of a terminal system according to the second embodiment. 

[0038] (First embodiment) 

[0039] FIG. 2 is a diagram illustrating the configuration of a visual patrol system using virtual reality technique for security control 
according to the first embodiment of the present invention. 

[0040] Referring to FIG. 2, in accordance with the first embodiment of the present invention, the security control member (100) is 
connected with the plurality of cameras (80) through a wired and wireless data communication network (150). 

[0041] According to the first embodiment of the present invention, a camera (80) includes a communication member (81) that 
performs data communication according to a protocol corresponding to the wired and wireless data communication network 
(150) for transmitting 2D images taken to the security control member (100) via the wired and wireless data communication 
network (150). 

[0042] The wired and wireless data communication network (150) may be a network that includes at least one or more of a Wi-Fi 
(WiFi) network, a wired and wireless Internet network combining a Wide Area Network (WAN) and a Local Area Network 
(LAN), a cellular network such as a 3rd generation (3Generation: 3G) and a 4th generation (4Generation = Long Term 
Evolution LTE) network, and a Personal Area Network (PAN) composed of ZigBee and Bluetooth, and the like. 

[0043] The security control member (100) includes a Network Video Recorder (NVR) server (200) and a security control server 
(300) to store and manage 2D images taken by the cameras (80), and may be configured to further include a 3D spatial 
graphic management server (400). 

[0044]            The  NVR server (200) receives 2D images from the camera (80) through the wired and wireless data communication network 
(150) and stores them in the 2D image DB (210) for each unique identification information of the camera (80), and provides 
2D images for the corresponding camera to the security control server (300) at the request of the security control server (300) 
for 2D images that include camera identification information. 

[0045] The security control server (300) acquires, stores, and manages route information including identification and location 
information of the cameras installed for at least one or more patrol routes for the crime prevention area and the 3D spatial 
graphic data for the space of each patrol route. 

[0046] In the event of a patrolling request by any patroller or automatic patrol setup information, the security control server (30) 
acquires 2D images taken through the multiple cameras (80) through the NVR server (200), generates textures for the 
acquired 2D images, and then sequentially projects the 2D image textures taken from the cameras along the direction of 
progression of the patrol route onto the 3D spatial graphic data to generate 3D virtual reality images, and displays the 
generated 3D virtual reality images. The automatic patrol settings will include information on when and which patrol route 
to patrol. 

[0047] Although the above description describes a case in which the security control member (100) consists of the NVR server (200) 
and the security control server (300), it may further include a 3D spatial graphic management server (400) and a 3D spatial 
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information generator (410) that can access the wired and wireless data communication network (150). In addition, the 
security control member (100) may be configured only with the security control server (300). In other words, the security 
control server (300) may be configured to perform the functionality of both the NVR server (200) and the 3D spatial graphic 
management server (400). 

[0048] If the above 3D spatial graphics management server (400) is provided, the 3D spatial information generator (410) may be 
configured to connect on a wire and wirelessly to a wired and wireless data communication network (150) to generate 3D 
spatial information about the pertinent space when changing the space of the patrol route of the crime prevention area and 
transmit them to the 3D spatial graphics management server (400) via the wired and wireless data communication network 
(150). 

[0049] And the 3D spatial graphics management server (400) will be configured to receive 3D spatial graphics data received via the 
3D spatial information generator (410) and store and manage them in the 3D spatial DB (410), and provide such data to the 
security control server (300) upon request for 3D spatial graphics data for any patrol route from the security control server 
(300). 

[0050] FIG. 3 is a diagram illustrating the configuration of the security control server of the visual patrol system using virtual reality 
technique for security control according to the first embodiment of the present invention. Henceforth, referring to Fig. 3, the 
detailed configuration and operation of the security control server (300) according to the first embodiment of the present 
invention are described . 

[0051] The security control server (300) includes a controller (10), a storage member (20), an input member (30), a patroller 
identification member (40), an image processing member (50), a display member (60), and a communication member (70). 

[0052] The storage member (20) stores route information including camera identification and camera location information for the 
crime prevention area, identification and location information of the cameras installed for at least one or more patrol routes 
and the 3D spacial graphic data for the space of the patrol route. In addition, the storage member (20) stores the patroller 
authentication information including patroller identification information for the certified patroller. 

[0053] The input member (30) generates and outputs patrol route progression manipulation data from the patroller for the progression 
path on the patrol route, and it may consist of one or more of a keyboard, a joystick, a ball mouse, a mouse, or a touchpad. 

[0054] The patroller identification member (40) obtains the patroller identification information from the patroller, i.e., the guard, 
and outputs it to the controller (10). The patroller identification information may be the patroller’s ID/password, 
authentication certificate, biometric identification information, etc. The biometric identification information may be such 
biometric information as fingerprint, iris, voice, pulse, etc. 

[0055] The image processing member (50) includes a 2D texture generator (51) that generates 2D image textures for 2D images 
taken by cameras (80) of the patrol route of the present invention, a 3D virtual reality image generator (52) that projects the 
generated 2D textures onto the 3D spatial graphic data for the patrol route stored in the storage member (20) to generate 3D 
virtual reality images, and a display data generating member (53) that generates display data including the 3D virtual reality 
images and the graphical user interface (GUI) means. 

[0056] The 2D texture generator (51) views the 2D images of the cameras (80) such as CCTV as the final rendered images, and (1) 
converts the location vector of the vertex of the local coordinate system into the world coordinate system, (2) converts the 
location vector of the vertex of the world coordinate system into the view coordinate system, (3) converts the location vector 
of the vertex of the view coordinate system into the projection coordinate system in order to convert the location vector of 
the vertexes in the world space into the 2D space from the viewpoint of the corresponding camera (80), using a matrix 
operation, and then converts it into the UV coordinate system of the texture space via Equation 1. 

[0057] [Education 1] 

[0058] U = (X/Z+1)/2 

[0059] V = (1-Y/Z)/2 

[0060] (X, Y, Z) are the location vector components of the vertex converted into the projection coordinate system, wherein X is the 
horizontal axis, Y is the vertical axis, and Z is the depth axis coordinate. 

[0061] (U, V) are the coordinates used for texture mapping, where U is the horizontal axis and V is the vertical axis coordinate. 
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[0062] The 3D virtual reality image generating member (52) converts the vertices on the 3D space into 2D space, connects the 
converted 2D vertices to form a polygon, and maps the 2D texture therein. In particular, in order to convert 3D vertex to 2D 
vertex, the 3D virtual reality image generating member (52) (1) converts the vertex of the local coordinate system into the 
world coordinate system, (2) converts the vertex of the world coordinate system into the view coordinate system, (3) converts 
the vertex of the view coordinate system into the projection coordinate system, (4) finally converts the vertex of the projection 
coordinate system to the screen coordinate system, and (5) performs texture mapping using the UV coordinates stored at the 
vertex. Each of the above steps is subject to well-known matrix operations in the field of 3D graphic processing. 

[0063] The display member (60) receives and displays the display data. 

[0064] The communication member (70) connects to a wired and wireless data communication network (150) to perform data 
communication with the NVR server (200) connected to the wired and wireless data communication network (150) or the 
NVR server (200) and the 3D spatial graphics management server (400). 

[0065] The controller (10) controls the overall operation according to the first embodiment of the present invention. 

[0066] Specifically, the controller (10) includes a 2D image acquisition member (11), a tracking member (12), a dual image 
processing member (15), and a patroller certification member (16). 

[0067] The 2D image acquisition member (11) obtains the 2D images for the cameras of the corresponding patrol route from the 
NVR server (200) through the communication member (70) in the event of a patrol request and outputs it to the tracking 
member (12). 

[0068] In the event of the patrol request, the tracking member (12) is acquired sequentially for the cameras along the direction of 
progression of the patrol route through the 2D image acquisition member (11), and the acquired 2D images are output to the 
image processing member (50) to create the textures for the 2D images. Then, the 2D image textures are projected 
sequentially onto the 3D spatial graphic data to generate 3D virtual reality images, and display data including the generated 
3D virtual reality images are generated and displayed on the display member. 

[0069] The tracking member (12) includes a manual patrolling member (13) that generates 3D virtual reality images to perform 
patrolling functions according to the operation of the patroller and an automatic patrol member (14) that automatically 
generates 3D virtual reality images for predetermined patrol routes to perform patrol function. 

[0070] Specifically, the manual patrolling member (13) outputs the 2D images sequentially acquired for the cameras in the direction 
of progression of the patrol route according to the patrol route progression manipulation data entered from the input member 
(30) to the image processing section (50) to create a texture for the 2D images when a patrol requesting event by any patroller 
occurs, and then sequentially projects the 2D image textures onto the 3D spatial graphic data to generate the 3D virtual reality 
images, and the resulting 3D virtual reality images are displayed on the display member. 

[0071] The automatic patrol member (14) generates the textures for the acquired 2D images by outputting the 2D images taken 
sequentially from the cameras along the direction of progression of the patrol route in accordance with the route information 
of the automatic patrol setting information saved in the storage member (20) to the image processing member (50), projects 
the 2D image textures sequentially onto the 3D space graphic data to generate 3D virtual reality images, and displays the 
resulting 3D virtual reality images on the display member. 

[0072] The dual image processing member (15) generates the display data to display the 2D images corresponding to the location of 
the patrol currently in progress dually on one side of the 3D virtual reality images while displaying 3D virtual reality images 
according to the patrol route through the display data generating member (53) of the image processing member (50). 

[0073]            The  patroller authentication member (16) obtains patroller identification information through the patroller identification 
member (40) upon occurrence of a patroller authentication request through the input member (30) or upon occurrence of the 
patrolling request event, compares the obtained patroller identification information with at least one or more patroller 
authentication information pre-registered in the storage member (20) to perform authentication, and performs patrolling 
functions through the tracking member (12) upon successful authentication. 

[0074] (Second embodiment) 

[0075] FIG. 4 is a diagram illustrating the configuration of a visual patrol system using virtual reality technique for security control 
according to the second embodiment of the present invention. Henceforth, referring to Fig. 4, the configuration of the security 
control system according to the second embodiment of the present invention is explained, but it should be noted that the 
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description is omitted or brief with respect to the configuration that performs the same operation as FIG. 3 above. 

[0076] The security control member (100) of the security control system according to the second embodiment of the present 
invention is connected directly to the cameras (80) via an interface device based on the protocol, such as RS-232, RS-485, 
Universal Serial Bus (USB), and a network. 

[0077] The image processing member (350) of the security control member (100) of this second embodiment includes a 2D image 
acquisition member (351), a 2D image texture generating member (252), a 3D virtual reality image generating member (353), 
and a display data generating member (354). 

[0078]            The  2D image acquisition member (351) is directly connected with the cameras (80) to acquire the image signals taken by 
each camera (80), convert the acquired signals to 2D image data in a preset format, and then output them to the storage 
member (320) or to the 2D image texture generating member (352) according to the control of the controller (310). 

[0079] The 2D image texture generating member (352) is controlled by the controller (310) to create the 2D image texture for the 
2D images that are output from the 2D image acquisition member (351) or the 2D images loaded from the storage member 
(320), and then output them to the 3D virtual reality image generating member (353). 

[0080]            The  3D virtual reality image generating member (353) projects the generated 2D texture onto the 3D spatial graphic data for 
the patrol route stored in the storage member (320) to generate and output the 3D virtual reality images. 

[0081] The display data generating member (354) generates display data comprising the 3D virtual reality images and a graphical 
user interface (GUI) means. 

[0082] FIG. 5 is a flowchart illustrating a method of visual patrol using virtual reality technique for security control in accordance 
with the embodiments of the present invention, and the flowchart is equally applied to the first embodiment and the second 
embodiment. However, the description will be provided below referring to the configuration of Fig. 3 according to the first 
embodiment. 

[0083] First, the controller (10) acquires the 2D images taken by the cameras (80) from the NVR server (200) or the 2D images 
taken directly from the cameras (80) and stores them in the storage member (20) (S111). 

[0084] When a 2D image taken is obtained, the controller (10) inspects whether a patrolling vent is generated by the input member 
(30) or the patrolling time of the automatic patrolling setting information, etc. (S113). 

[0085] If no patrol event occurs, the controller (10) creates a 2D image texture for the 2D image corresponding to the camera (80) 
currently set to display on the display member (60) (S27). 

[0086] After the creation of the texture, the controller (10) projects the 2D image texture onto the 3D spatial graphic data to generate 
the 3D virtual reality image (S129). 

[0087] When the 3D virtual reality image is generated, the controller (10) generates the display data and displays them on the display 
member (60). 

[0088] In other words, even if the patrolling function is not being performed, the controller (10) generates a 3D virtual reality image 
and displays it on the display member (60). However, when the patrolling function is not performed, only the 2D images may 
be configured to display. 

[0089] On the other hand, if a patrol event occurs in the determination of whether or not the patrol event occurs during the display 
of the typical 3D virtual reality image as described above, the controller (10) determines whether the patrol event is a patrol 
event generated through the input member (30) or a manual patrol event or an automatic patrol event depending on whether 
the patrol event is a result of the automatic patrol setup information set forth in the storage member (20) (S117, S119). 

[0090] If it is a manual patrol, the controller (10) checks whether the patrol route progression manipulation data are input from the 
input member (30) (S121). The patrol route progression manipulation data may include patrolling start camera information 
and movement data for movement in the 3D virtual reality image from the position of the start camera (80), etc. 

[0091] In the event of the patrol event, the controller (10) may be configured to be able to perform a 3D virtual reality patrol only if 
the patroller authentication is performed and then, the authentication is successful. In addition, the patroller authentication 
may be configured to be performed only if it is a manual patrol. 

[0092] When patrol route progression manipulation data are entered, the controller (10) acquires camera information corresponding 
to the patrol route progression manipulation data (S123) and creates 2D image textures for the 2D images taken by the camera 
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of acquired camera information (S127). 

[0093] When the 2D image texture is created, the steps of S129 to S133 described above are performed identically to display the 3D 
virtual reality image according to the patrol route progression manipulation data on the display member (60). At this time, 
the controller (10) may generate display data including the 2D images of the cameras (80) of a patroll route in progress 
through the dual image processing member (314) and display them on the display member (60). 

[0094] And if the patrol event is an automatic patrol, the controller (10) obtains camera information from the storage member (20) 
according to the patrol route of the automatic patrol setup information (S125) and acquires the 2D images sequentially 
according to the camera information based on the acquired patrolling route, performing the steps of S127 to S133 described 
above to display the display data including the 3D virtual reality image on the display member (60). 

[0095] FIG. 6 is a flowchart illustrating a method of generating 3D virtual reality images for the visual patrol using virtual reality 
technique for security control according to the present invention, and this flowchart shows the details of S127 and S129 of 
FIG. 5 above. 

[0096] Referring to FIG. 6, the controller (10) first decodes the 2D images input from the NVR via the 2D image acquisition member 
(11) in a preset format (S211). However, the 2D image format generated in the NVR server (200) may be used as is. This 
format may be Audio Video Interleave (AVI), a standard video format of Windows, Moving Picture Experts Group (MPEG), 
etc. 

[0097] When the decoded 2D image is acquired, the controller (10) drives the image processing member (50) and provides the 2D 
image to the 2D texture generating member (51) of the image processing member (50). The 2D texture generating member 
(51) then creates a 2D image texture for the 2D image (S213). 

[0098] When the 2D image texture is created, the 3D virtual reality image generating member (52) of the image processing member 
(50) performs the vertex conversion of the objects of the 3D spatial graphic data from the camera point of view (S215). 

[0099] Once the vertex conversion of the objects of the 3D spatial graphic data is performed, the 3D virtual reality image generating 
member (52) converts the vertex coordinates into the UV coordinates (S217). 

[0100] Once the vertex coordinates of the above objects are converted to the UV coordinates, the 3D virtual reality image generating 
member (52) maps the 2D image texture to the mesh of the space object converted to the UV coordinates, and then generates 
the 3D virtual reality image through the retroconversion of the UV coordinate conversion process of the object of the 3D 
spatial graphics (S219). 

[0101] FIG. 7 is a flow chart illustrating a method of authenticating a patroller, who is a guard, for the visual patrol using virtual 
reality technique for security control according to the present invention. 

[0102] Henceforth, referring to FIG. 7, the controller (10) requests that the patroller identification information be entered through 
the display member (60) upon the occurrence of a patrol event or the occurrence of a manual patrol event in FIG. 5 (S311). 

[0103] After the request for input of the patroller identification information above, the controller (10) checks whether the patroller 
identification information is obtained through the patroller identification member (40) (S313). 

[0104] When the patroller identification information is obtained, the controller (10) compares the obtained patroller identification 
information with the patroller authentication information which includes the patroller identification information pre-
registered in the storage member (20) (S315) to determine whether a matching patroller identification information has been 
registered (S317). 

[0105] If a matching patroller identification information has been registered, the controller (10) notifies the display member (60) of 
the approval decision and approval and allows the patrol function to be performed (S319). 

[0106] On the other hand, if the matching patroller identification information has not been registered in the storage member (20), it 
is considered to have failed authentication, and after notifying the approval failure (S321) via the display member (60), it 
displays the initial screen, i.e. the 3D virtual reality image for the camera set to be displayed on the current display member 
(60) rather than the typical 2D image or patrol 3D virtual reality image (S323). 

[0107] On the one hand, it will be readily understood by those of ordinary skill in the art that the present invention may be modified, 
altered, replaced or added in various ways without being limited to the typical preferred embodiments described above, but 
within the scope not exceeding the essential points of the present invention. If any embodiment with such modification, 
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alteration, replacement or addition falls within the scope of the appended claims below, the technical idea should also be 
regarded as belonging to the present invention. 

 Description of the Codes 
[0108] 10, 310: Controller 11: 2D image acquisition 

member 
 12: Tracking member 13: Manual patrol member 

 14: Automatic patrol member 15: Dual image processing 
member 

 16: Patroller authentication member  20: Storage member 

 30: Input member  40: Patroller 
Identification member 

 50: Image processing member 52: 3D virtual reality image 
generating member 

 53: Display data generating member 60: Display member 

 70: Communication member  100 Security Control 
Member 

 150: Wired and wireless data communication 
network 

200: NVR Server 

 210: 2D image DB 300: Security control server 

 400: 3D space server  410: 3D space DB    
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FIG. 5 
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FIG. 6 
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FIG. 7 
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