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METHOD AND APPARATUS FOR 
TOKENIZATION OF SENSITIVE SETS OF 

CHARACTERS 

FIELD OF THE INVENTION 

[0001] The present invention relates to a system and a 
method for handling sensitive set of characters, such as credit 
card numbers, in a distributed hierarchical system comprising 
at least one local server on a loWer hierarchic level and at least 
one central server at a higher hierarchic level. The distributed 
hierarchical system can e. g. be a computer system for a retail 
organization, With local servers at the point of sales, and 
central servers at centers or high quarters on regional and/or 
national level. 

BACKGROUND OF THE INVENTION 

[0002] Handling of sensitive sets of characters, such as 
credit card numbers, is often problematic. In a typical retail 
situation, the card is sWiped at a register, and then transferred 
to a local server, Where information about the transaction and 
the credit card number is stored. The information may also be 
stored at the registers. The information is also forWarded to 
servers at higher levels, such as a central server for the region, 
the nation etc. At all levels, it is important that enough infor 
mation about the transaction is stored to render folloW-up 
checks, audits, analysis etc. possible. HoWever, at the same 
time the information stored on the servers is a security risk, 
and the risk is inevitably higher on the loWer levels of the 
hierarchy. Even though the examples discussed in this appli 
cation are mostly concernedWith credit card numbers, similar 
type of problems are encountered in handling other sets of 
sensitive characters, such as social security numbers, driving 
license numbers, bank account numbers, etc. For example, 
social security numbers are in many systems less protected 
than credit card data. 
[0003] The problem is often not that cryptography is no 
used, or used badly, but that the data itself is too Weak to 
protect adequatelyithere are simply not enough possible 
credit card numbers, alloWing an attacker routine measures to 
test them all using simple brute force techniques. While it 
may appear that a credit card number is 16 digits, and 1016 
Would be an insurmountably large number of tests, more than 
half of a card number is easily learned or is “guessable”. First, 
the last four digits of a card number are normally not required 
to be secured, and are in fact helpfully printed on receipts, and 
are permitted to be present in the stored data. Thus, these 
digits may reside in register printer logs, sales data, etc. If I 
kneW four digits and Were to guess all the remaining digits, I 
Would have to make only 1012 guesses instead of 1016. 
Further, credit association is identi?ed by the ?rst digit on a 
credit card: “4” for Visa, “5” for Mastercard, “3” for Ameri 
can Express, etc. This can be used in reverse. If a credit 
transaction identi?es the association (by printing the Word 
VISA, for example) I knoW the ?rst digit of the credit card is 
a 4. Combined With the last four digits, I noW have to make 
only 1011 guesses. In most markets around a country, there 
are also often only a handful of card issuing banks that Will 
dominate any given area. There are perhaps a doZen truly 
cosmopolitan large cities that have a great diversity of credit 
cards, but in the vast majority of eg American heartland 
cities only a feW banks issue a large fraction of the cards a 
retailer Will see; perhaps as many as 50% of cards are issued 
by just 10 banks or so in a given region. A retailer With a 
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private label Visa or Mastercard Will have an even easier 
avenue of attack. The ?rst 6 digits of a card number is devoted 
to the Bank Identi?cation Number (BIN). If 10 banks issue 
50% of the Visa cards used in a geographic region, that means 
I have one chance in ten of correctly identifying perhaps 50% 
of the BINs, if I knoW the region the card Was used in. And 
ordinary merchant identi?cation, such as a store number, Will 
give me the region. Six digits is a lot to reduce the search 
space by: it gets me from 10012 to 1006 guesses; but With 10 
possible BIN numbers to try I have to make 1007 guesses. In 
addition, the ?nal digit of a credit card number is convention 
ally a check-sum digit, calculated by the so-called Luhn algo 
rithm. Just because the check digit is computed and placed as 
the last digit does not meanI cannot use it to verify a test of an 
account number. I can generate a test case With the nine digits 
I knoW, generate six digits sequentially, and compute the 
check digit to recover the missing digit. Thus I start out 
knoWing “ten” digits Worth of a sixteen digit card number. I 
noW have to test only 1006 digits. On a modern desktop that 
calculation Would take 4 seconds or less. Further, there is the 
risk that protective algorithms present in cash register soft 
Ware can be obtained by thieves by the simple act of stealing 
a register’s hard drive. 

[0004] In this context, it is also to be remember that the goal 
of an attacker is very different from the goals of the retailer. 
The attacker is not trying to do the same job as a sales auditor, 
and does not have to identify every speci?c account number 
from any given protective scheme With 100% accuracy. The 
goal of an attacker is to acquire as many account numbers as 
easily as possible. With a stolen database of sales information, 
cracking even 25% of the valid credit card numbers Would 
yield great pro?ts. 
[0005] There are in principle three different Ways to render 
data unreadable: l) TWo-Way cryptography With associated 
key management processes, 2) One-Way transformations 
including truncation and one-Way cryptographic hash func 
tions, and 3) Index tokens and pads. TWo-Way encryption of 
sensitive data is one of the most effective means of preventing 
information disclosure and the resultant potential for fraud. 
Cryptographic technology is mature and Well proven. The 
choice of encryption scheme and topology of the encryption 
solution is critical in deploying a secure, effective and rea 
sonable control. Hash algorithms are one-Way functions that 
turn a message into a ?ngerprint, usually not much more than 
a doZen bytes long. Truncation Will discard part of the input 
?eld. These approaches can be used to reduce the cost of 
securing data ?elds in situations Where you do not need the 
data to do business and you never need the original data back 
again. TokeniZation is the act of replacing the original data 
?eld With reference or pointer to the actual data ?eld. This 
enables you to store a reference pointer anyWhere Within your 
netWork or database systems. This approach can be used to 
reduce the cost of securing data ?elds along With proper 
netWork segmentation in situations Where you do not need the 
data to do business, if you only need a reference to that data. 

[0006] Thus, problems that need to be addressed in secure 
handling of sensitive sets of characters are e. g. that you typi 
cally do not Want to outsource your data, since you cannot at 
the same time outsource your risk and liability. Accordingly, 
an organiZation Will normally not be Willing to move the risk 
from its environment into a potentially less secure hosted 
environment. Further, you normally need to maintain certain 
information about transactions at in the point of sales (POS), 
as Well as on higher levels. In most retail systems, there are a 
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plurality of applications that use or store card data, from the 
POS to the data Warehouse, as Well as sales audit, loss pre 
vention, and ?nance. At the same time, the system need to be 
adequately protected from attacks from data thieves. Still 
further, protective measures cannot be alloWed to be to com 
plicated, cumbersome and expensive. Accordingly, there is a 
need for an improved Way to adequately protect the complete 
How of data and still support the interdependencies among 
and referential integrity across the system. 

SUMMARY OF THE INVENTION 

[0007] It is therefore an object of the present invention to 
provide an improved method and a system for secure han 
dling of sensitive sets of characters in a distributed hierarchi 
cal system alleviating the above-discussed disadvantages and 
problems of the prior art. 
[0008] This object is achieved With a method and a system 
according to the appended claims. 
[0009] According to the invention, there is provided a 
method for secure handling of sensitive sets of characters in a 
distributed hierarchical system comprising at least one local 
server on a loWer hierarchic level and at least one central 

server at a higher hierarchic level, said method comprising the 
steps: 
[0010] receiving a sensitive set of characters in said local 
server; 
[0011] replacing a part of said sensitive set of characters 
With a token to form a tokeniZed set of characters, said token 
belonging to a subset of possible tokens assigned to the local 
server by the central server; 
[0012] transferring at least one of said sensitive set of char 
acters and said tokeniZed set of characters to the central 
server; and 
[0013] canceling said sensitive set of characters from said 
local server Within a limited time from said transferring, 
While maintaining said tokeniZed set of characters in a local 
database connected to said local server. 

[0014] The term “characters” is herein used to indicate any 
alphanumerical values. Accordingly, the sensitive set of char 
acters can consist of solely numerical digits, as is typically the 
case for credit card numbers, bank account numbers, social 
security numbers, driver license numbers and birth certi?cate 
numbers. HoWever, the sensitive set of characters can alter 
natively consist of solely alphabetic letters, or a combination 
of letters and numbers. The sensitive set of characters is 
preferably at least one of a number associated With personal 
information related to an individual, such as a social security 
number, and a number associated With ?nancial holdings and 
transactions, such as a credit card number or a bank account 
number. 
[0015] The present invention provides a very high degree of 
security, and is at the same time very e?icient, With relatively 
loW demands on the communication netWork and the process 
ing capabilities. A speci?c advantage is that the local servers 
can operate as stand-alone units at times When they are not 
connected to the central server, since the tokeniZation occurs 
locally, and there is no need to have access to the central 
server around the clock. Further, the system is highly predict 
able, since the tokens used by each local server belong to a 
dedicated subset of possible tokens assigned to each local 
server. The present invention is also operable Within existing 
systems, and can easily be used directly in any organiZation’s 
system, thus avoiding any need for outsourcing of vital func 
tions, and hosting of third parties. 
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[0016] Since tokens are used to replace only a part of each 
sensitive set of characters, Whereby each tokeniZed set of 
characters still contains at least one of the original characters, 
the tokeniZed sets of characters may still be used for analysis, 
folloW-ups etc When eg the characters containing certain 
information, such as the BIN codes of credit card numbers, 
can be maintained. 

[0017] The present invention is especially useful in a dis 
tributed system for retail industry, and can e. g. be compliant 
With the Payment Card Industry (PCI) Data Security Standard 
(DSS). By means of the present invention the risk exposure 
can be minimiZed, but still alloWing merchants to get to their 
data for business needs. 

[0018] The sensitive set of characters preferably comprises 
at least one subsets of characters generated in a random fash 
ion, Wherein in said step of replacing said part to be replaced 
is contained Within said subset of random characters. For 
example, a credit card number typically comprises some ini 
tial digits indicating issuing organiZation, country, etc, and at 
least one checksum digit at the end, Whereas the remaining 
digits are typically generated in a random fashion. Further, 
the sensitive set of characters preferably comprises at least 16 
characters, Wherein said subset to be replaced by a token 
comprises at least 6 characters. 

[0019] The canceling of the sensitive set of characters from 
said local server is preferably performed regularly, and pref 
erably at least once every 24 hours. For example, the cancel 
lation may take place after business hours every Working day. 
[0020] The subset of possible tokens assigned to the local 
server by the central server is preferably assigned in the form 
of a list mapping at least one token value to each possible digit 
combination of the part of said sensitive set of characters to be 
replaced, said list being transferred from the central server to 
said local server. In order to increase the security further, the 
list is preferably replaced regularly in said local server. In case 
the hierarchical system comprises at least tWo local servers, 
the list may be a general list assigned to all said local servers, 
or a unique local list assigned to each of said local servers, so 
that the local lists comprise tokens belonging to different 
sub sets of possible tokens. The list may map at least tWo token 
values to each possible digit combination of the part of said 
sensitive set of characters to be replaced, Wherein the choice 
betWeen said at least tWo token values is preferably made by 
random. 

[0021] Alternatively, the local server generates the tokens 
algorithmically based on the characters to be replaced, said 
algorithm being arranged to provide tokens only Within a 
subset of possible tokens assigned to the local server by the 
central server, and Wherein said subset is a unique local subset 
assigned to each of a plurality of local servers, said local lists 
comprising tokens belonging to different subsets of possible 
tokens. 

[0022] The method according to the invention may further 
comprise the step of generating a hash value for said sensitive 
set of characters, and storing said hash value in association 
With said tokeniZed set of characters in the local database 
connected to said local server. This further reduces the need to 
maintain the original set of sensitive characters at loWer levels 
of the hierarchy. Hash values may be used on some or all 
levels of the hierarchical system. 

[0023] In a preferred embodiment, the system in said loWer 
hierarchic level comprises at least one primary local server 
and at least one secondary local server, said primary local 
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servers being of a higher hierarchic level than said secondary 
local servers, comprising the steps of: 
[0024] receiving a sensitive set of characters in said sec 
ondary local server; 
[0025] transferring said sensitive set of characters to said 
primary local server; 
[0026] canceling said sensitive set of characters from said 
primary local server Within a limited time from said transfer 
ring; 
[0027] replacing, in said primary local server, a part of said 
sensitive set of characters With a token to form a tokeniZed set 
of characters, said token belonging to a subset of possible 
tokens assigned to the primary local server by the central 
server; 
[0028] transferring, from said primary local server, at least 
one of said sensitive set of characters and saidtokeniZed set of 
characters to the central server; and 
[0029] canceling said sensitive set of characters from said 
primary local server Within a limited time from said transfer 
ring, While maintaining said tokeniZed set of characters in a 
local database connected to said local server. 

[0030] In an also preferred embodiment, the system in said 
higher hierarchic level comprises at least one primary central 
server and at least one secondary central server, said primary 
central servers being of a higher hierarchic level than said 
secondary central servers, comprising the further steps of: 
[0031] receiving, in a secondary central server, from said 
local server, at least one of said sensitive set of characters and 
said tokeniZed set of characters to the central server; 
[0032] replacing, in said secondary central server, a part of 
said sensitive set of characters With a second token to form a 
second tokeniZed set of characters, said second token belong 
ing to a subset of possible tokens assigned to the secondary 
central server by the primary central server; 
[0033] transferring, from said secondary local server, at 
least one of said sensitive set of characters and said second 
tokeniZed set of characters to the central server; and 

[0034] maintaining said sensitive set of characters, said 
tokeniZed set of characters received from the local server and 
said second tokeniZed set of characters in a central database 
connected to at least one of said primary and secondary cen 
tral server. 

[0035] The tokeniZed set of characters received from the 
local server is preferably a transient token, providing a unique 
set of characters for each reception of a sensitive set of char 
acters, and Wherein the second tokeniZed set of characters is 
a persistent token, providing a unique set of characters for 
each set of sensitive characters, but being persistent to each 
occurrence of said set of sensitive characters. 

[0036] Further, the primary central server preferably 
replaces a part of said sensitive set of characters With a third 
token to form a third tokeniZed set of characters, Wherein third 
tokeniZed set of characters is a personal identifying informa 
tion token, providing a unique set of characters for each 
individual, but being persistent to each set of sensitive char 
acters associated to said individual. 

[0037] As a further protective measure, a trap database may 
be provided and connected to the at least one of said primary 
and secondary central server in order to attract intruders. 

[0038] The set of sensitive characters is preferably trans 
ferred betWeen at least tWo units in said system in encrypted 
form. Further, the key for said encryption is preferably 
reneWed regularly, Wherein a neW key is generated based on 
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the current key, and Wherein the current key is subsequently 
erased in units of loWer hierarchic level. 

[0039] As an extra security measure, the frequency of 
replacing a part of a sensitive set of characters With a token to 
form a tokeniZed set of characters Within each local server 
may be continuously monitored. This “velocity checker” may 
be used to issue an alarm if a determined threshold level is 
exceeded, Whereby attempts to receive information about the 
tokeniZation process may be hindered. 

[0040] Alternatively or additionally, it is also possible to 
use intrusion detection based on intrusion detection pro?les 
for different user for improving the security of the database 
(s). Such intrusion detection methods are e.g. described in 
Us. Pat. No. 7,120,933 and Us. Pat. No. 7,305,707, both by 
the same applicant, said patents hereby incorporated by ref 
erence. 

[0041] The subset ofpossible tokens may be assigned to the 
local server by the central server in the form of at least one 
range of numerical or alphanumerical token values reserved 
by the central server for each one of said at least one local 
server, for dynamic generation of token values by said local 
server Within said range. Alternatively, the subset of possible 
tokens may be assigned to the local server by the central 
server in the form of a static list provided by the central server, 
said list mapping every possible digit combination of saidpart 
of said sensitive set of characters to be replaced to at least one 
token value. 

[0042] The steps of receiving a sensitive set of characters in 
the local server and replacing a part of said sensitive set of 
characters With a token to form a tokeniZed set of characters 
are preferably performed locally at said local server, Without 
any communication With the central server. Hereby, the need 
for constant communication is avoided, and the local server 
can operate even When disconnected. 

[0043] As a further option, the step of replacing a part of the 
sensitive set of characters With a token to form a tokeniZed set 
of characters may further comprise the sub-step of perform 
ing a check-sum test for the last digit of said tokeniZed set of 
characters, and, in case the result of said check-sum test is 
unsatisfactory, repeating said step of replacing With another 
token until said check-sum test is satis?ed. If the check-sum 
digit is correct, the tokeniZed set of characters may be mis 
taken for an original sensitive set of characters. Thus, for 
some applications, the result of the check-sum test may be 
deemed unsatisfactory if the check-sum digit is correct, 
Whereas for other applications, the result of the check-sum 
test may be deemed unsatisfactory if the check-sum digit is 
incorrect. 

[0044] Alternatively or additionally, it is also possible to 
use a special indicator in the tokens, to make the tokeniZed set 
of characters clearly recognizable, and to make certain that 
the tokeniZed set of characters is not mistaken for e. g. a valid 
credit card number. For example, the special indicator may be 
the character “T”. Further, the special indicator may be 
assigned a certain position in the token, such as the ?rst 
position in the token. 
[0045] According to another aspect of the present inven 
tion, there is provided a system for secure handling and stor 
ing of sensitive sets of characters, said system comprising a 
distributed hierarchical environment With at least one local 
server on a loWer hierarchic level and at least one central 
server at a higher hierarchic level, said at least one local server 
comprising: 
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[0046] means for receiving a sensitive set of characters in 
said local server; 
[0047] means for replacing a part of said sensitive set of 
characters With a token to form a tokeniZed set of characters, 
saidtoken belonging to a subset of possible tokens assigned to 
the local server by the central server; 
[0048] means for transferring at least one of said sensitive 
set of characters and said tokeniZed set of characters to the 
central server; and 
[0049] means for canceling said sensitive set of characters 
from said local server Within a limited time from said trans 
ferring, While maintaining said tokeniZed set of characters in 
a local database connected to said local server. 

[0050] According to this aspect, similar advantages as dis 
cussed above in relation to the ?rst feature are obtainable, and 
the preferable features as discussed above are also applicable 
in relation to this aspect of the invention. 
[0051] These and other aspects of the invention Will be 
apparent from and elucidated With reference to the embodi 
ments described hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0052] For exemplifying purposes, the invention Will be 
described in closer detail in the folloWing With reference to 
embodiments thereof illustrated in the attached draWings, 
Wherein: 
[0053] FIG. 1 is a schematic overvieW of a hierarchical 
system for handling sensitive sets of characters in accordance 
With an embodiment of the present invention; 
[0054] FIG. 2 is a schematic illustration of a ?rst embodi 
ment of tokeniZation With the present invention; 
[0055] FIG. 3 is a schematic illustration of a second 
embodiment of tokeniZation With the present invention; 
[0056] FIG. 4 is a schematic illustration of an embodiment 
using different tokens at different level; 
[0057] FIG. 5 is a schematic illustration of an example of 
the principles indicated in FIG. 4; and 
[0058] FIG. 6 is a schematic illustration of a key derivation 
scheme that may be used in combination With the tokeniZa 
tion scheme of the present invention. 

DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0059] With reference to FIG. 1, a hierarchical system for 
handling sensitive sets of characters is schematically illus 
trated. The system comprises registers 10 connected to a local 
server 20. Each local server 20 de?nes a point of sale (POS), 
illustrated With dashed lines, and each local server 20 may be 
connected to a plurality of registers 10. In large retail stores, 
a local server may be connected to hundreds of registers. The 
local servers at different POS are connected to one or several 

central server(s). In this example, the local servers are con 
nected to tWo different regional servers 30, each serving a 
speci?c region or district. The regional servers 30 are con 
nected to a national server 40, Which in turn is connected to a 
global server 50, Which in turn is connected to a central head 
quarter server 60. Even though not illustrated in this draWing, 
it should be acknoWledged that each server can be connected 
to one or several servers on a loWer level. Further, further 

hierarchical levels are also feasible, as Well as feWer levels. 
For example, in a less vast system, all local servers may be 
connected directly to a single central sever. 
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[0060] A ?rst embodiment of the present system and 
method is schematically illustrated in FIG. 2. In this example, 
Credit Card Numbers (CCN) are registered at the registers 1 0. 
The CCN is of the form ABC, Where A is the BIN, Which is 
normally 6 digits, B is a random number, typically 12 digits 
long, and C is the ?nal digits, eg the last 4 digits, typically 
including a ?nal check digit. The check digit may typically be 
calculated in accordance With the Luhn algorithm. The CCN 
is transmitted from the register 10, and received in the local 
server 20. The local server comprises a processor 21, Which 
embodies a token service, and optionally also With a velocity 
checker. In this embodiment, the Token service uses a static 
table 23, corresponding to an identical table 31 generated by 
a central server 30. The static table maps every possible B 
value With a corresponding unique token X. In the case Where 
a 6 digit B is used, 1 million alternative B values exist, and 
correspondingly the table comprises the same number of 
entries. The X values can be numerical or alphanumerical 
values, and are preferably of the same length as the B values, 
i.e. in this example 6 digits. Consequently, the token service 
identi?es a token corresponding to the received B value, and 
replaces the B value With the token X to form a tokeniZed set 
of characters AXC. 

[0061] As an extra security measure, the processor 21 may 
also comprise a velocity checker for monitoring the fre 
quency of replacing a part of CCNs With a token to form 
tokeniZed sets of characters. In particular, the velocity 
checker can be used to detect a peek in the frequency of 
requests from a certain user/client. The velocity checker may 
be used to issue an alarm if a determined threshold level is 
exceeded. 

[0062] Further, it is also possible to add a check-sum test 24 
for the tokeniZed set of characters AXC. This test may evalu 
ate if the ?nal digit in C is a correct digit in accordance With 
a check-sum test, e.g. folloWing the Luhn algorithm. If the 
check-sum digit is correct, the tokeniZed set of characters 
may be mistaken for an original sensitive set of characters. 
Thus, for some applications, the result of the check-sum test 
may be deemed unsatisfactory if the check-sum digit is cor 
rect, Whereas for other applications, the result of the check 
sum test may be deemed unsatisfactory if the check-sum digit 
is incorrect. In case the result of said check-sum test is unsat 
isfactory, the step of replacing section B With a token X may 
be repeated With another token until said check-sum test is 
satis?ed. 

[0063] The tokeniZed set of characters AXC is stored in a 
local token database 22 in or connected to the local server 20. 
This database stores the tokeniZed set of characters AXC, and 
possibly in combination With the original CCN value ABC 
and/or a hashed version ofABC. Since many applications that 
uses CCN values are primarily looking at the A and/or C part 
of the number, such applications may instead be operated on 
the tokeniZed values AXC stored in the local token database. 

[0064] Further, the tokeniZed set of characters AXC is 
transferred to the central server 30, to be stored in a central 
token master database 32. The central token master database 
32 stores the tokeniZed sets of characters AXC in connection 
With the original CCN values ABC. If a static list is used, as in 
the above-discussed example, it is suf?cient to transfer AXC 
from the local server, since the mapping of the tokens With 
corresponding B values is also knoWn by the server, and can 
be used in a reveres process in the central server. HoWever, it 
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is also possible to transfer both the tokeniZed value AXC and 
the corresponding original value ABC from the local server to 
the central server. 

[0065] The transfer of tokeniZed sets of data from the local 
server to the central server may occur immediately, but may 
also be delayed. For example, it is possible to transfer the 
information to the central server periodically, such as every 
hour, or once a day, such as during the night When the store is 
closed. 
[0066] If the original CCN is stored in the local server, this 
is only temporary, and the sensitive sets of characters CCN 
are cancelled from the local server regularly Within a limited 
time from said transferring, While maintaining said tokeniZed 
set of characters in the local database connected to the local 
server. The original CCNs can eg be cancelled once a day, 
immediately after closing hours, once every second or third 
day, once every Week or the like. More frequent cancellation 
may also be used, such as Within a speci?ed time limit, e.g. 
Within the range 1-15 minutes after the transfer. 
[0067] All communication betWeen the registers 10 and the 
local server 20, as Well as betWeen the local server 20 and the 
central server 30 may be encrypted. 
[0068] The above-discussed example uses a static list to 
map the place to replaced With a token. In order to increase the 
security further, the list is preferably replaced regularly in 
said local server. In case the hierarchical system comprises 
several local servers, the list may be a general list assigned to 
all said local servers, or a unique local list assigned to each of 
said local servers, so that the local lists comprise tokens 
belonging to different subsets of possible tokens. 
[0069] It is also possible to use a list that map at least tWo 
token values to each possible digit combination of the part of 
said sensitive set of characters to be replaced, Wherein the 
choice betWeen said at least tWo token values is preferably 
made by random. This increases the security even further. In 
such an embodiment, a counter may be used to guarantee the 
uniqueness of each concatenation of the part to be replaced, 
i.e. B, and the counter value. This may lead to doublets, i.e. 
several tokeniZed character sets for a single CCN, but this 
may be handled at higher levels, as is discussed in more detail 
in the folloWing. 
[0070] The list may also be based on a part of the sensitive 
set of characters not to be replaced, e. g. the C part in the ABC 
example used above. Thus, the list may comprise a plurality 
of tokens for each possible C value, such as a 100 different 
tokens assigned to each C value, and the C value together With 
a counter value is used to identify an X value to replace B to 
form the tokeniZed set of AXC. The replacement is preferably 
preceded by a step of checking if the original CCN already 
has a token in the token database, and if so, this token can be 
used again. 
[0071] An example of such an alternative embodiment of 
local token assignment is illustrated in FIG. 3. Here, the C 
value together With a B counter Bl-BN are used for determi 
nation of a token to replace the B value. Thus, a CCN of the 
format ABC is used as an input, and the C value is used to 
determine an X to be used in an output tokeniZed set of 
characters AXC. The local server checks out a subset of 
tokens for local token assignment, e. g. in the form of numeri 
cal and/or alphanumerical sub ranges. In this example, the 
local server is assigned the sub ranges 999 9** (i.e. sub range 
999 900-999 999), Aa* *** (i.e. sub range AaAAAA to AaZ 
ZZZ), and sub range Ab* * * *. The local token assignment can 
be based on an algorithm used in the local server, or by a static 
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list assigning a token to every useable combination of C and 
B counter. The B counter can preferably be randomiZed, 
Whereby the pick of a certain B counter value, of eg 100 
available alternatives, for each C value is made at random. 
[0072] Alternatively, the local server may generate the 
tokens algorithmically based on the characters to be replaced, 
said algorithm being arranged to provide tokens only Within a 
subset of possible tokens assigned to the local server by the 
central server, and Wherein said subset is a unique local subset 
assigned to each of a plurality of local servers, said local lists 
comprising tokens belonging to different subsets of possible 
tokens. 
[0073] A hash value for said sensitive set of characters may 
also be generated, and stored in association With the token 
iZed set of characters in the local database connected to said 
local server, and/or in databases at higher levels of the hier 
archical system. The hash value is preferably obtained by 
means of an iterative cryptographic has function, such as 
MD5 or SHA-l. It is also preferred to use a keyed Hash 
Message Authentication Code (HMAC). 
[0074] In one exemplary embodiment, illustrated sche 
matically in FIG. 4, the system in said loWer hierarchic level 
comprises at least one primary local server, in tier 3 at Region 
level, and at least one secondary local server, in tier 2 at Store 
level. Further, the system comprises a secondary central 
server at Country level, tier 4, and a primary central server at 
Global level, tier 1. 
[0075] In this case, the local server at Store level (tier 2) 
receives information about CCN numbers from registers at 
tier 1 as encrypted data. The information is subsequently 
cancelled from the registers. The local server in the stores 
generate an algorithmic token, e.g. based on a table or an 
encryption algorithm, as discussed above, for the CCN, and 
transfers it to the local server at a regional level. Thereafter, 
Within a certain time period, the CCNs are removed from the 
local servers at the store level. The CCN is converted to a 
hashed CCN hash value and to a transient token in the 
regional server. Thereafter, the CCN is transferred to the 
country server at tier 4 together With the transient token, and 
the CCN is, Within a certain time, removed from the regional 
server. At the country server, the CCN is again converted into 
a hashed CCN hash value, and into a persistent token. The 
CCN and persistent token are subsequently moved to the 
global server at tier 5, and Within a certain time period, the 
CCN is removed from the country server. All the tokens may 
be generated in any of the different Ways discussed above, and 
it is also possible to use different methods for generation of 
each of the different tokens. The algorithmic token used at 
loWer levels is only a temporary token, and used only for a 
limited time. The transient token is preferably unique for each 
transaction, but the same CCN may generate duplicates at 
different transaction occasions. The persistent token is pref 
erably unique for each CCN. As discussed in the folloWing 
example, it is also possible to assign a Personal Identi?able 
Information (PII) token at higher level servers, said PII token 
being unique for any individual, even though more than one 
CCN is assigned to said individual. 
[0076] Thus, in the above-discussed example, the servers at 
tier 2 Will, after a certain time, not have access to any infor 
mation related to the CCNs. The servers at tier 3 Will have 
access to information about the hashed CCN hash values and 
associated transient token sets, but not to the original CCN 
values. The servers at tier 4 Will also have access to hashed 
CCN hash values, and thereto associated persistent token sets. 
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At the server at tier 5, a database comprising both the original 
CCNs, hashed CCNs and persistent token sets Will be avail 
able. 
[0077] The above-discussed architecture is suitable for 
large organizations, having eg 1 million registers on tier 1, 
connected to 100 000 stores on level 2, in about 10 000 
regions in 100 countries. HoWever, in less vast organizations, 
feWer hierarchical levels may be used. 
[0078] A more speci?c example is illustrated schematically 
in FIG. 5. In this example, CCNs are moved from a local 
server on tier 3 to a server on tier 4. In this server, each 

transaction is assigned a local token (transient token). In the 
speci?c example, CCN no 1 is assigned local token no M at 
the ?rst transaction, and local token no N at next transaction. 
CCN no 2 is assigned local token O. The CCN and local 
tokens are transferred to a server at tier 5, and the original 
CCNs are removed from the loWer level servers. The local 
token is preferably of an alphanumer‘ical format. At the server 
at tier 5, each CCN is further assigned a global token. Thus, in 
the example CCN no 1 is assigned a global token X, Whereas 
CCN no 2 is assigned a global tokenY. The global token and 
the original CCN may further be copied to another central 
server at tier 6, Where each individual is further assigned a PII 
token. In the illustrative example, CCN no 1 and CCN no 2 
belongs to the same individual, and are both assigned the 
same PII token ULFM06807. 

[0079] Based on the above-discussed system With data 
bases of different content at various levels, data processing 
applications may be operated at each level but still maintain 
ing a high level of security. For example, databases at store 
levels or beloW, temporarily comprising information about 
the CCN, may be used for data applications such as authori 
zation, transaction logs, archive and reports. Databases at a 
higher level, comprising local tokens may be used for appli 
cations involved With settlements, charge back and fraud 
analysis. Databases at still higher levels, comprising both 
original CCNs, local tokens and global tokens, and possibly 
also PII tokens, may be used for basket analysis applications 
and the like. 
[0080] Even though the above-discussed examples are 
solely concerned With a system and method handling credit 
card numbers (CCN), it should be appreciated by persons 
skilled in the art that similar methods and systems may also be 
used for secure handling of other sensitive sets of characters, 
such as social security numbers (SSN), driver license num 
bers, bank account numbers, and the like. The sensitive sets of 
characters may be of different formats, such as 

[0081] a) 6 digits clear, 6 digits randomized, and to be 
replaced by a token, and 4 digits clear (6+6+4), as in a 
standard CCN; 

[0082] b) 4 digits clear, 8 digits randomized, and to be 
replaced by a token, and 4 digits clear (4+8+4); 

[0083] c) 12 digits randomized, and to be replaced by a 
token, and 4 digits clear (12+4); d) 21 digits randomized, 
and to be replaced by a token, and 4 digits clear (21+4); 
and 

[0084] e) 15 digits randomized, and to be replaced by a 
token, and 1 digit clear (15+1). 

HoWever, other types of formats are also feasible. 
[0085] Alternatively or additionally, it is also possible to 
use a special indicator in the tokens, to make the tokenized set 
of characters clearly recognizable, and to make certain that 
the tokenized set of characters is not mistaken for eg a valid 
credit card number. For example, the special indicator may be 
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the character “T”. Further, the special indicator may be 
assigned a certain position in the token, such as the ?rst 
position in the token. Some examples With a special indicator 
“T” in the ?rst position of the privat data (middle part) in the 
token to explicitly signal that this is not a valid credit card 
number is, With a length 16: 
[0086] 4_xi4: 1302 T8710940 0123 
[0087] 6_xi4: 1302 11T4 7410 0123 
[0088] 0_xi4: T356 7787 9836 0123 
[0089] 0_xi0: T553 6187 1643 4475 
[0090] Thus, With the possibility of using a special indica 
tor, various options to use Luhn checksum or not exist: 

[0091] 1. Luhn (checksum) value not used; all-random pri 
vate data 

[0092] 2. Luhn value veri?ed; must be valid 
[0093] 3. Luhn value veri?ed; mustn’t be valid 
[0094] 4. Luhn value not used; token indicator ‘T’ set 
[0095] As discussed above, the x (the middle part, to be 
replaced by the token) can also be Wholly or partly alpha 
numeric instead of numeric, such as e.g.: 123456 abcdEF 
1234 
[0096] For the encrypted data transfer betWeen loWer level 
servers and higher level servers it is preferred that to exchange 
keys frequently. In the folloWing, a preferred key derivation 
scheme is discussed, With reference to FIG. 6. 
[0097] With this method e.g. each retail store encryption 
service may use a unique key for each day, yet never hold any 
information Which Would alloW the determination of any key 
previously used by this encryption service, nor of any key 
Which has been or Will be used by any other retail store 
encryption service. The higher level server, eg the head 
quarter encryption service can determine the current transac 
tion key used by any retail store encryption service from 1) the 
non-secret information contained in the day’s Key-Genera 
tion, and 2) a Data Element Key. 
[0098] The data element key resides in an encryption ser 
vice Which relies exclusively on physical barriers, such as in 
the head quarter encryption services, but should not reside in 
any retail store (e.g., POS’s) encryption service. It is used to 
generate the retail store encryption service’s unique initial 
store key using the data element, and can be used to generate 
the unique initial store keys for many retail store encryption 
services. The data element key is preferably a double-length 
or triple-length key. The data element preferably comprises 
three sub?elds. The left-most sub?eld is a key generation 
Which is used to select the data element key appropriate to the 
encryption service retail store at the present day. The second 
sub?eld is an encryption service store ID, and the concatena 
tion of the key generation store ID and the Encryption service 
store ID is encrypted using the selected data element key. The 
result is the initial store key Which is loaded into the retail 
store encryption service, but subsequently erased from this 
encryption service. The third sub?eld is an encryption day. 
The retail store encryption service should preferably increase 
its encryption day for each day. The retail store encryption 
service shouldpreferably cease operation When its encryption 
day over?oWs to zero. The HQ encryption service should 
preferably verify that the originator’s encryption service 
encryption day in the key- generation has increased. 
[0099] The initial store key and the encryption day are 
inputs to a non-reversible transformation process Which pro 
duces the transaction key used for the current day. The ini 
tially loaded key is a function of the data element key, the key 
generation, and the encryption service store ID. Therefore no 
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tWo retail store encryption services Will be given the same 
initial store keys provided that no tWo retail store encryption 
services With the same key generation have identical encryp 
tion service store IDs. 

[0100] The retail store encryption service generates and 
uses a current transaction key such that the HQ encryption 
service can determine that key using the process shoWn in 
FIG. 6. The retail store encryption service also erases all 
record of the current transaction key immediately after 
completion of the current day. 
[0101] An example of hoW this method operates at the retail 
store encryption service is shoWn in FIG. 6. This encryption 
service stores a number of future keys. At the beginning of a 
neW day, the encryption day is incremented, and then is used 
to select one of these future keys as the current transaction 
key. The selected key is erased from future key storage. The 
data element is transmitted in the key-generation With the 
current day. At the completion of the day, some number of 
future keys (sometimes none, sometimes one or more) are 
generated by non-reversibly transforming the current trans 
action key as a function of the encryption day. These neWly 
generated future keys are then stored into those locations in 
future key storage determined by the encryption day. The 
current transaction key is then erased. Therefore, the encryp 
tion service retains no information about any key used for any 
previous day. In FIG. 6, the non-reversible transformation 
processes ‘A’ and ‘B’ are different but related. Future keys are 
generated, stored, and selected at the retail store encryption 
service in a manner such that the HQ encryption service is 
able to determine the current transaction key. 

[0102] As a further protective measure, a trap database may 
also be provided at the central server(s) comprising informa 
tion about the original CCNs. Such a trap database preferably 
comprises fake CCNs, and is used as a “honey pot” to attract 
intruders. This may be used both to fool intruders, and for 
detecting attempts to break into the database systems. 
[0103] TokeniZation is like netWork segmentation, as a Way 
to move card data to another internal or external server. HoW 
ever, the access to the card data is still in your point of sale or 
other systems, so there is still a need to be careful of hoW a 
tokeniZed system can be attacked. For example, by combin 
ing standard encryption With an approach to encryption in 
Which sensitive data is centraliZed and tokeniZed, organiZa 
tions can bene?ts in terms of security, e?iciency, and cost 
savings for some application areas Within an enterprise. 
TokeniZation combined With an enterprise class encryption 
solution can be the fastest Way to substantially reduce the risk 
to certain sensitive data. Protection of the complete ‘How of 
data’ and supporting the interdependencies among and refer 
ential integrity across systems can be supported by a tokeni 
Zation solution combined With an enterprise class encryption 
solution. As discussed above, an attractive solution to this 
problem can be tokeniZation that is the act of replacing the 
original data ?eld With reference or pointer to the actual data 
?eld. The tokeniZation enables you to store a reference 
pointer anyWhere Within your netWork or database systems 
and can be used to reduce the cost of securing data ?elds but 
Will normally require a central service to assign permanent 
(persistent) token values. TokeniZation by a local service can 
be used to assign a non-permanent token value at multiple end 
points early in the data How. A tokeniZation system should 
preferably be supported by a rigorous encryption system 
based on separation of duties, secure audit, random key gen 
eration and protection of keys and credentials. 
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[0104] Security administrators must determine Where to 
keep payment data and Where it shouldn’t be kept. It’s pretty 
obvious that the feWer repositories housing credit card infor 
mation, the feWer points of exposure and the loWer the cost of 
encryption and PCI initiatives. Before security administrators 
dedicate the time and money to encrypting data, it must be 
assessed Whether that data needs to be retained at all, and if 
not, take steps to remove it immediately. If it is determined, 
eg for business reasons, that some credit card data should be 
stored on a particular system, administrators must then decide 
hoW to optimiZe the storage and management of that data. 
Ef?cient tokeniZing Will often require a solid encryption and 
key management system both at the heart of the tokeniZer 
(might even be distribute) and to encrypt data that cannot be 
tokeniZed in a cost effective manner. 

[0105] TokeniZation is often based on tWo key facets in an 
enterprise: First-CentraliZation of sensitive information. All 
credit card numbers stored in disparate business applications 
and databases are removed from those systems and placed in 
a highly secure, centraliZed encryption management server 
that can be protected and monitored utiliZing robust encryp 
tion technology. TokeniZation is like netWork segmentation, 
as a Way to move card data to another internal or external 

server. HoWever, the access to the card data is still in your 
POS or other systems, so be careful of hoW a tokeniZed 
system can be attacked. Secondly, tokeniZation of informa 
tion. Each credit card number that previously resided on an 
application or database is replaced With a token that refer 
ences the credit card number. A token can be thought of as a 
claim check that an authorized user or system can use to 
obtain the associated credit card number. In the event of a 
breach of one of the business applications or databases, only 
the tokens could be accessed, Which Would be of no value to 
a Would-be attacker. With the tokeniZation approach, a central 
server issues a token to replace the credit card number in the 
application server. A bene?t of this approach is that there is no 
need to encrypt or decrypt at every step in the application 
Work?oW, but only When the unencrypted number is speci? 
cally needed, such as for payment processing. In most steps of 
the application Work?oW, the token becomes a surrogate for 
the credit card number itself and may even be exchanged With 
other applications in the enterprise as if it Was a real credit 
card numberiWithout the overhead of decryption and re 
encryption, or the risk of exposure. 

[0106] In respect of tokeniZation compared to database 
encryption, this neW approach in Which the centraliZed server 
interfaces With databases and applications by issuing a token 
in place of the credit card number, offers signi?cant bene?ts 
over traditional database encryption. First, unencrypted pay 
ment data is removed from the application and database at all 
times, Which boosts security. Second, cryptographic process 
ing is completely removed from the applications and database 
servers, Which enhances application and database perfor 
mance. 

[0107] Further, tokens can improve security in many areas. 
By centraliZing and tokeniZing data, organiZations gain the 
folloWing security bene?ts: 

[0108] MinimiZed exposure of data: As mentioned 
above, keeping of payment data in the minimum number 
of locations strengthens security by minimiZing the 
number of potential targets for Would-be attackers. 

[0109] Segregation of card data from applications: 
Unencrypted data never resides in databases or in appli 
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cation memory. Application users never see payment 
data in clear text unless they have speci?c, valid permis 
s1on. 

[0110] Reduced exposure of keys: By centralizing keys 
on a secure server, an encryption management server 
optimally addresses the requirements that access to keys 
is restricted to the feWest number of custodians and that 
keys are stored securely in the feWest possible locations. 

[0111] Impact of breach limited: With this approach, if 
an attacker somehoW bypasses both the token and 
encryption, they Will have access to only one card num 
ber. In contrast, With many encryption solutions, if an 
attacker gains access to one cryptographic key, they can 
potentially decrypt thousands or even hundreds of thou 
sands of records. 

[0112] Optimized Application Integration and Perfor 
mance: Through employing an encryption management 
server, organizations can enjoy a range of advantages in 
integration and performance. 

[0113] Improved application processing: Tokens can be 
passed betWeen applications Without requiring any 
encryption or decryption. Further, application and data 
base servers are freed from having to do resource-inten 
sive cryptographic processing. This can signi?cantly 
streamline transactions across the enterprise. 

[0114] Optimized application availability: Full key rota 
tion can be realized Without application doWntime and 
can be scheduled to happen during maintenance Win 
doWs to minimize the performance impact on applica 
tions during business hours. 

[0115] Smart tokens: Smart tokens, tokens that feature 
embedded strings, can be used and can eliminate the 
need to do frequent decryption of data for reporting and 
related purposes. 

[0116] Simpli?ed Administration: Tokenization signi? 
cantly eases the administrative burden of encryption, 
offering a range of administrative advantages. 

[0117] Minimized compliance requirements: By remov 
ing payment data from disparate systems, the scope of 
PCI requirement 3 is drastically reduced. Instead of 
implementing encryption, managing keys, and imple 
menting policies on multiple systems, only one central 
server Will be the focus of PCI encryption efforts. 

[0118] Streamlined key management: All keys and poli 
cies canbe managed centrally, as opposed to having keys 
in multiple, distributed locations. This makes PCI-re 
quired tasks, such as key revocation and rotation, much 
faster and easier. 

[0119] Centralized log management: With an encryption 
management server, administrators gain one centralized 
location that contains information on all decryption 
requests, Which signi?cantly eases compliance audits as 
Well as surveillance and remediation efforts. 

[0120] In addition to the tokenization in itself, there is also 
preferably additional security measures, such as: 

[0121] Logging: The server should preferably track all 
decryption activity to provide an audit trail specifying 
Who has decrypted sensitive payment data. 

[0122] Secure access: Capabilities are preferably in 
place to ensure that only authorized staff can access 
administrative functions. 

[0123] Performance and high availability: The server 
preferably supports high volumes of encryption routines 
and token requests Without impeding the performance of 
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associated applications and Work?oW. In addition, the 
server preferably enables for continuous processing, 
even in the event of a server outage. 

[0124] Speci?c embodiments of the invention have noW 
been described. HoWever, several alternatives are possible, as 
Would be apparent for someone skilled in the art. For 
example, the methodology herein described can be used for 
any type of sensitive character sets, and not only CCNs. 
Further, the system may comprise any level of hierarchical 
levels’. Still further, it is possible to use only one set of tokens 
Within the system, or a multitude of different tokens, and the 
tokens may be uniquely assigned to each transaction/occa 
sion, each original set of sensitive sets of characters, such as 
each CCN, and/or each individual. Still further, the imple 
mentation of the control method could be accomplished in 
different Ways, such as in especially dedicated hardWare or in 
softWare for control of already existing control means. 
[0125] Such and other obvious modi?cations must be con 
sidered to be Within the scope of the present invention, as it is 
de?ned by the appended claims. It should be noted that the 
above-mentioned embodiments illustrate rather than limit the 
invention, and that those skilled in the art Will be able to 
design many alternative embodiments Without departing 
from the scope of the appended claims. In the claims, any 
reference signs placed betWeen parentheses shall not be con 
strued as limiting to the claim. The Word “comprising” does 
not exclude the presence of other elements or steps than those 
listed in the claim. The Word “a” or “an” preceding an element 
does not exclude the presence of a plurality of such elements. 
Further, a single unit may perform the functions of several 
means recited in the claims. 

1. A method for secure handling of sensitive sets of char 
acters in a distributed hierarchical system comprising at least 
one local server on a loWer hierarchic level and at least one 

central server at a higher hierarchic level, said method com 
prising the steps: 

receiving a sensitive set of characters in said local server; 
replacing a part of said sensitive set of characters With a 

token to form a tokenized set of characters, said token 
belonging to a subset of possible tokens assigned to the 
local server by the central server; 

transferring at least one of said sensitive set of characters 
and said tokenized set of characters to the central server; 
and 

canceling said sensitive set of characters from said local 
server Within a limited time from said transferring, While 
maintaining said tokenized set of characters in a local 
database connected to said local server. 

2. The method of claim 1, Wherein the sensitive set of 
characters is at least one of a number associated With personal 
information related to an individual and a number associated 
With ?nancial holdings and transactions. 

3. The method of claim 2, Wherein the sensitive set of 
characters is at least one of a credit card number, a bank 
account number, a social security number, a driver license 
number and a birth certi?cate number. 

4. The method of claim 1, Wherein the sensitive set of 
characters comprises at least one subsets of characters gen 
erated in a random fashion, Wherein in said step of replacing 
said part to be replaced is contained Within said subset of 
random characters. 

5. The method of claim 4, Wherein the sensitive set of 
characters comprises at least 16 characters and said subset to 
be replaced by a token comprises at least 6 characters. 
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6. The method of claim 1, wherein said step of canceling 
said sensitive set of characters from said local server is per 
formed at least once every 24 hours 

7. The method of claim 1, Wherein the subset of possible 
tokens assigned to the local server by the central server is 
assigned in the form of a list mapping at least one token value 
to each possible digit combination of the part of said sensitive 
set of characters to be replaced, said list being transferred 
from the central server to said local server. 

8. The method of claim 7, Wherein said list is replaced 
regularly in said local server. 

9. The method of claim 7, Wherein said hierarchical system 
comprises at least tWo local servers, and Wherein said list is a 
general list assigned to all said local servers. 

10. The method of claim 7, Wherein said hierarchical sys 
tem comprises at least tWo local servers, and Wherein said list 
is a unique local list assigned to each of said local servers, said 
local lists comprising tokens belonging to different subsets of 
possible tokens. 

11. The method of claim 9 or 10, Wherein the list maps at 
least tWo token values to each possible digit combination of 
the part of said sensitive set of characters to be replaced, 
Wherein the choice betWeen said at least tWo token values is 
made by random. 

12. The method of claim 1, Wherein the local server gen 
erates the tokens algorithmically based on the characters to be 
replaced, said algorithm being arranged to provide tokens 
only Within a subset of possible tokens assigned to the local 
server by the central server, and Wherein said subset is a 
unique local subset assigned to each of a plurality of local 
servers, said local lists comprising tokens belonging to dif 
ferent subsets of possible tokens. 

13. The method of claim 1, further comprising the step of 
generating a hash value for said sensitive set of characters, 
and storing said hash value in association With said tokeniZed 
set of characters in the local database connected to said local 
server. 

14. The method of claim 1, Wherein said system in said 
loWer hierarchic level comprises at least one primary local 
server and at least one secondary local server, said primary 
local servers being of a higher hierarchic level than said 
secondary local servers, comprising the steps of: 

receiving a sensitive set of characters in said secondary 
local server; 

transferring said sensitive set of characters to said primary 
local server; 

canceling said sensitive set of characters from said primary 
local server Within a limited time from said transferring; 

replacing, in said primary local server, a part of said sen 
sitive set of characters With a token to form a tokeniZed 
set of characters, said token belonging to a subset of 
possible tokens assigned to the primary local server by 
the central server; 

transferring, from said primary local server, at least one of 
said sensitive set of characters and said tokeniZed set of 
characters to the central server; and 

canceling said sensitive set of characters from said primary 
local server Within a limited time from said transferring, 
While maintaining said tokeniZed set of characters in a 
local database connected to said local server. 

15. The method of claim 1, Wherein said system in said 
higher hierarchic level comprises at least one primary central 
server and at least one secondary central server, said primary 
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central servers being of a higher hierarchic level than said 
secondary central servers, comprising the further steps of: 

receiving, in a secondary central server, from said local 
server, at least one of said sensitive set of characters and 
said tokeniZed set of characters to the central server; 

replacing, in said secondary central server, a part of said 
sensitive set of characters With a second token to form a 
second tokeniZed set of characters, said second token 
belonging to a subset of possible tokens assigned to the 
secondary central server by the primary central server; 

transferring, from said secondary local server, at least one 
of said sensitive set of characters and said second token 
iZed set of characters to the central server; and 

maintaining said sensitive set of characters, said tokeniZed 
set of characters received from the local server and said 
second tokeniZed set of characters in a central database 
connected to at least one of said primary and secondary 
central server. 

16. The method of claim 15, Wherein the tokeniZed set of 
characters received from the local server is a transient token, 
providing a unique set of characters for each reception of a 
sensitive set of characters, and Wherein the second tokeniZed 
set of characters is a persistent token, providing a unique set 
of characters for each set of sensitive characters, but being 
persistent to each occurrence of said set of sensitive charac 
ters. 

17. The method of claim 16, Wherein the primary central 
server further replaces a part of said sensitive set of characters 
With a third token to form a third tokeniZed set of characters, 
Wherein third tokeniZed set of characters is a personal iden 
tifying information token, providing a unique set of charac 
ters for each individual, but being persistent to each set of 
sensitive characters associated to said individual. 

18. The method of claim 15, Wherein a trap database is 
further provided and connected to the at least one of said 
primary and secondary central server in order to attract 
intruders. 

19. The method of claim 1, Wherein said set of sensitive 
characters is transferred betWeen at least tWo units in said 
system in encrypted form. 

20. The method of claim 19, Wherein the key for said 
encryption is reneWed regularly, Wherein a neW key is gener 
ated based on the current key, and Wherein the current key is 
subsequently erased in units of loWer hierarchic level. 

21. The method of claim 1, further comprising the step of 
monitoring the frequency of replacing a part of a sensitive set 
of characters With a token to form a tokeniZed set of charac 
ters Within each local server, and issuing an alarm if a deter 
mined threshold level is exceeded. 

22. The method of claim 1, Wherein said subset of possible 
tokens assigned to the local server by the central server is 
assigned in the form of at least one range of numerical or 
alphanumerical token values reserved by the central server 
for each one of said at least one local server, for dynamic 
generation of token values by said local server Within said 
range. 

23. The method of claim 1, Wherein said subset of possible 
tokens assigned to the local server by the central server is 
assigned in the form of a static list provided by the central 
server, said list mapping every possible digit combination of 
said part of said sensitive set of characters to be replaced to at 
least one token value. 

24. The method of claim 1, Wherein said steps of receiving 
a sensitive set of characters in said local server and replacing 
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a part of said sensitive set of characters With a token to form 
a tokeniZed set of characters are performed locally at said 
local server, Without any communication With the central 
server. 

25. The method of claim 1, Wherein the step of replacing a 
part of said sensitive set of characters With a token to form a 
tokeniZed set of characters further comprises the sub-step of 
performing a check-sum test for the last digit of said token 
iZed set of characters, and, in case the result of said check-sum 
test is unsatisfactory, repeating said step of replacing With 
another token until said check-sum test is satis?ed. 

26. A system for secure handling and storing of sensitive 
sets of characters, said system comprising a distributed hier 
archical environment With at least one local server on a loWer 
hierarchic level and at least one central server at a higher 
hierarchic level, said at least one local server comprising: 
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means for receiving a sensitive set of characters in said 
local server; 

means for replacing a part of said sensitive set of characters 
With a token to form a tokeniZed set of characters, said 
token belonging to a subset of possible tokens assigned 
to the local server by the central server; 

means for transferring at least one of said sensitive set of 
characters and said tokeniZed set of characters to the 
central server; and 

means for canceling said sensitive set of characters from 
said local server Within a limited time from said trans 
ferring, While maintaining said tokeniZed set of charac 
ters in a local database connected to said local server. 

* * * * * 


