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(57) ABSTRACT

A method and system for mobile commerce, communication,
and transaction processing to real-world POS. web, e-com-
merce, virtual terminal, mobile personal digital assistant,
mobile phone, mobile device, or other computer based trans-
actions involving either one or both financial and non-finan-
cial such as loyalty based transactions as a mobile payment
system is described. One embodiment comprises using a
mobile phone via a consumer mobile software application
(CMA) in lieu of a consumer card (examples include physi-
cal, virtual, or chips) to conduct payment transactions in the
Real or Virtual World of commerce. An embodiment is related
to making payments to real-world stores via having the CMA
on a mobile device on behalf of the consumer present to
conduct transactions and no physical card required.
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Mobile Payment System
E-Commerce Payment Processing

To complete payment using 26
Mobile Payment foliow instruction
steps:

Please login into your Mobile Payment
app on your phone or register now.
Entar mystore.com or our store
number: B675309 into search box to
pull up our mobile storefront.

Enter the following order 1D:

506 254

Tap on the "Make Payment” bution
on your phone screen.

Click “Confirm Payment Now"
button below.
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Mobile Payment System
Consumer Perspective Workflow Sample Embodiment
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MOBILE SYSTEM AND METHOD FOR
PAYMENTS AND NON-FINANCIAL
TRANSACTIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority to U.S. Provisional
Application No. 61/399,793, filed on. Jul. 19, 2010 and to
U.S. Provisional Application No. 61/344,563, filed on Aug.
23, 2010, which are incorporated herein by reference in their
entireties.

TECHNICAL FIELD

[0002] The present invention relates generally to mobile
systems and methods for payments and non-financial trans-
actions.

DESCRIPTION OF THE RELATED ART

[0003] Anemerging technology in the industry of payment
processing is mobile payments. Mobile payments addresses
many needs including offering greater convenience to con-
sumers through eliminating the use of plastic cards, stickers,
or key tags that use magnetic-striped, radio frequency iden-
tification (RFID), barcodes, blue tooth, or chips to store and
transmit payment account data to authorize and conduct pay-
ment transactions at point of sale terminals. Current mobile
payment solutions might include the use of near-field com-
munication (NFC), barcodes including two dimensional bar-
codes, Bluetooth, or significant software upgrades to the
point of sale (POS) system. Each solution has significant
unique setbacks for merchant and consumer adoption.
[0004] Conventional cards store payment account data on
the card and payment terminal readers at point of sale in stores
will read and capture the data required to submit and gain a
transaction authorization and approval for the transaction
from the card issuer. Since the invention of the magnetic
striped cards and their readers, new inventions have been
centered around improving the security and speed by which
transactions occur, but most methods still employ using a
physical or virtual card that is read by a point of sale terminal.
Through a variety of means, the payment account data by
which the consumer is going to make a payment to a merchant
is captured by the merchant payment terminal, via magnetic-
stripe, RFID, Bluetooth, barcodes or chips and submitted for
authorization and approval. The industry method of capturing
card payment data has created the necessity for merchants to
have payment terminal readers that are able to read the cards
being used to make payments at their stores.

[0005] Virtual mobile or web enabled software applications
are now in use which display an electronic barcode on the
mobile phone screen. This requires the card data encoded in
the barcode to be read by barcode readers at the POS to
initiate the transaction. RFID or NFC technology transmits
the payment card data to merchant payment terminals
equipped to receive the radio signal. The cards or stickers that
utilize this NFC solution must be swiped by the NFC enabled
payment terminal reader in order to capture the payment card
data and thus initiate the transaction. This NFC technology
has also been used in phones to transmit the card data. The
payment card data may be stored on the phone in a software
application or it may be accessed via a mobile or web
accessed software application that supplies the card data from
an electronic wallet. With the prescribed NFC tag stored on
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the phone through a software application method a payment
card or sticker equipped with NFC is not required to be
present to capture the payment card data and to initiate the
transaction as the NFC technology is embedded into the
mobile phone itself. This NFC technology embedded into
mobile phones or devices still requires a payment terminal
capable of reading the payment card data transmitted via the
NFC technology. In the United States, this technology is as of
yet mainstream and intermediate solutions have also been
developed that plug NFC technology into a port on the mobile
phone.

[0006] Security remains a significant concern for most, if
not all mobile solutions, as they send the consumer card data
at point of sale to the merchant. This opens the transmission
of the card data to hack attempts as was observed when the
Hannaford Brothers regional grocery company announced a
data breach on Mar. 17, 2008. In the Hannaford Brothers case,
when the consumer swiped their magnetic payment card at a
POS terminal, the track data from the customer card (the PAN
and possibly the expiration date and PIN with PIN related
transactions) was transmitted from the POS terminal to the
store server and then from the store server out to the bank
responsible for authorizing the transaction. The criminals
were able to steal this data while it was moving through this
authorization process (in-transit) by inserting a malware pro-
gram onto the store server. It was estimated over 4.2 million
credit and debit card numbers were compromised through
every one of the chain’s 300 grocery stores.

[0007] The Hannaford Brothers case was cause for even
greater concern as the data theft was occurring despite the fact
that Hannaford Brothers had a security firm to monitor its
network security and their stores used a modern POS system
that should have been secure (in fact, Hannaford Brothers had
been featured in a 2005 Computerworld article as an example
ofaretailer aggressively updating and modernizing their POS
system (Hoffman, 2005)). An NFC solution could increase
risk as the ability to intercept in-transit data is greatly
increased when the medium of exchange is no longer limited
to a magnetic card swipe and instead broadened by the use of
radio technology. The inventors of this patent application
have observed that by eliminating the transmission of the
sensitive financial card data at the point of sale, security
measures are able to be greatly increased in protecting the
financial transaction and account information exchanged dur-
ing the transaction process whereby the financial account data
is only exchanged between trusted financial institutions and
not the merchant or POS system.

[0008] A recent alternative payment solution developed by
Mocapay, Inc. offers a mobile payment solution whereas
consumers pre-authorize payment to a store from a virtual
electronic gift card. While yet to be seen in the form of a
product, Mocapay discloses in US Patent Publication No.
2009/0063312 Al an ability to use a credit card transaction;
however the processing and interaction with the merchant’s
point of sale remains the same. The consumer utilizes a
mobile application to pre-approve a transaction at a specific
merchant. After the user submits their approval, the software
issues an authorization code. This code is displayed numeri-
cally or in the form a barcode on their phone. When the user
s at checkout they tell the merchant or cashier they will be
paying using Mocapay. The consumer then shows the mer-
chant the approval code to be entered into the point of sale
payment terminal to complete the transaction or they may
scan the barcode to complete the transaction. Either method
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requires that the merchant’s point of sale payment terminal or
software system be changed or reprogrammed to be able to
enter in and accept the authorization code generated and
provided to the consumer’s mobile device upon displaying it
to the merchant.

[0009] Other methods of conducting payment or loyalty
transactions require a physical chip or card or virtual card
displayed in the form of a barcode to capture the payment card
data at point of sale from which the funds will be drawn upon.

BRIEF SUMMARY OF EMBODIMENTS OF THE
INVENTION

[0010] In view of the above-identified drawbacks, there
exists a need for an alternative mobile commerce system and
method. Embodiments of the present invention provide sys-
tems and methods for mobile commerce, communication,
and transaction processing to real-world POS, web, E-com-
merce, virtual terminal, mobile PDA, mobile phone, or other
computer based transactions involving either financial and/or
non-financial transactions (such as loyalty based transac-
tions) as a mobile payment system. Some embodiments of the
invention provide a more readily available product for market
adoption through a highly secure, non-card data transmitting
POS process. Such a product provides a relatively low cost
solution to implement at the merchant, and is a scalable
product for ease of distribution to address both consumer and
merchant adoption needs.

[0011] Oneembodiment of the invention is directed toward
using a mobile phone or mobile device via a consumer mobile
software application of the mobile payment system (herein-
after referred to as the consumer mobile application or CMA)
in lieu of a consumer card (e.g., a physical card, virtual card,
or chips) to conduct payment transactions in the real or virtual
world of commerce. One implementation is related to making
payments to real-world stores by having only the mobile
phone or mobile device on behalf of the consumer to conduct
transactions and requiring no card or exchange of card
account information.

[0012] The transaction route may be initiated as any con-
ventional payment transaction to gain authorization for the
transaction from the card issuer. In cases where an authoriza-
tion request is made to an issuer to gain an additional autho-
rization from the mobile payment service provider for a mer-
chant initiated mobile payment transaction, the transaction is
rerouted to obtain additional authorization prior to issuing a
standard authorization request to the issuer (such as account
status and fund verification).

[0013] The various embodiments of the invention can
include pre-set and designated cards (hereinafter referred to
as mobile payment cards) used for the express purpose of
requiring the prescribed additional authorization. Such cards
may be any type of payment card such as a credit, debit, gift,
alternative payment, or loyalty card. This additional method
of authorization allows consumers to directly authorize a
payment transaction via their mobile device using proprietary
software such as the CMA. These pre-set or designated
mobile payment cards, with a pre-designated card range, are
used to initiate mobile payment transactions and may be
initially programmed for use only at merchant locations
where the cards are permitted for use. However, these mobile
payment cards are read and routed by POS terminals or sys-
tems as would be any type of payment card. Again, these cards
may comprise credit cards, debit cards, pin-debit cards, gift
cards, or alternative form of payment, and therefore may be
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open or closed-loop. Therefore, they may comprise cards
using a payment network such as MasterCard, Visa, Discover,
American Express, STAR Network (or any other pin-debit
card) or any host-to-host or proprietary non-financial, gift or
private payment or communication network of any type used
to conduct payment or loyalty transactions, not excluding
mobile carrier network communication channels.

[0014] These specific use and merchant restricted access
mobile payment cards are used to initiate a mobile payment
transaction. As described above, the pre-set or pre- designated
card number is in one illustrative embodiment read by a POS
payment terminal or system and an authorization request is
forwarded to a processor in a conventional manner or method.
Upon reaching the processor, the issuer Identification Num-
ber (TIN) or Bank Identification Number (BIN) is read to
route to the payment network (Visa/MasterCard/Discover/
American Express—open loop) or a proprietary (closed-
loop) gift card network.

[0015] In embodiments using an open-loop IIN or BIN
(together herein referenced as I1IN) as assigned by a payment
network, the IIN is forwarded to the payment network as per
current industry standard routing methods. Thereafter, the
payment network routes the authorization to a backend
switch where the transaction is then forwarded to the mobile
payment service provider (mimicking an issuer’s card man-
agement system) through a conventional or proprietary mes-
sage format thatis used to route to card management systems.
Most processor systems are set up to accommodate specific
routing for third parties that have a specified IIN. As such,
when the processor reads a closed-loop 1IN, the transaction
may be rerouted to the mobile payment service provider
through a conventional or proprietary message format that is
used to route to card management systems. The additional
authorization is routed to the mobile payment service provid-
er’s TAS (transaction authorization system) to match the mer-
chant’s authorization request with the consumer’s transaction
approval for the request.

[0016] Upon the merchant request matching the consumer
approval of the transaction, the transaction is routed from the
TAS to a mobile electronic wallet containing the payment
account information as previously selected by the consumer
from which to make the mobile or web enabled payment.
From here the transaction is routed to gain a conventional
authorization from the card issuer of the payment method of
choice as selected by the consumer from a mobile electronic
wallet (herein referenced as e-wallet). Upon approval from
the card issuer, the transaction authorization approval is sent
back to the TAS from the payment gateway partner that stores
the e-wallet. At this point, the authorization data is sent back
to the phone and originating POS system or terminal in the
required format of the phone or system, thereby completing
the transaction.

[0017] One illustrative embodiment of this invention from
the consumer’s perspective allows mobile payment system
users to utilize the CMA on their mobile web enabled phone
or device by: (i) opening the CMA, (ii) entering their user
PIN, (iii) selecting the specific merchant listed in the CMA,
(iv) selecting a method of payment available to the user (e.g.,
credit, debit, gift or alternative payment form), (v) entering
the TID (terminal identifier) of the merchant, (vi) selecting
the “Pay Now” button, and (vii) announcing the merchant to
process the mobile payment transaction. This announcement
can be non-verbal by simply displaying the “Show Phone to
Cashier” screen to the trained merchant. Regarding the step of
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selecting the specific merchant listed in the CMA, GPS geo-
location services may be employed to identify the phone’s or
device’s physical location and match that against the mer-
chant’s store front in the CMA so that a listing of merchants
displays the merchant’s store on top of the list. In some
embodiments, a search function is available for the user by
merchant’s store name or ID should the mobile device’s GPS
service be absent or disabled by the user. Groups can be
utilized during the search process for the merchants having
multiple locations or for displaying merchants associated
with a specific group such as a store mall, plaza, or special
interest.

[0018] Another illustrative embodiment of this invention
from the consumer’s perspective allows for pre-authorization
transactions such as those found in full service restaurants,
hotels, and car rental agencies. Such a method may comprise
the user: (i) opening the CMA, (ii) entering their user PIN,
(iii) selecting the specific merchant listed in the CMA (such as
through prescribed GPS or search functions of the CMA), (iv)
selecting a method of payment available to the user (e.g.,
credit, debit, gift or alternative payment form), (v) entering
the virtual table, ticket, invoice, or order number assigned by
the merchant POS, (vi) selecting the “Pay Now” button, and
(vii) announcing the merchant to process the mobile payment
system transaction. The announcement can be non-verbal by
simply displaying the “Show Phone to Cashier” screen or in
lieu of showing the phone screen to cashier. The mobile phone
user may be instructed to place a mobile payment instruction/
marketing card [paper or plastic] into the end of the bill fold
in place of where the credit card is normally placed. This
embodiment therefore does not require a pay-at-table device
to conduct a mobile transaction as might be required by NFC
type solutions. As used herein, a merchant POS system may
comprises a POS system used for electronic commerce or a
conventional POS system located in a real world store.

[0019] Another illustrative embodiment includes the TID
(terminal identifier) as a number posted in the form of either
an adhesive sticker adhered to the merchant’s terminal or
location nearby that the consumer either scans as a barcode
version or enters in a numeric value representing the TID. The
barcode version of the TID can be a standard or 2D barcode
such as a QR (Quick Response) code that is scanned by the
consumer’s mobile device through the use of a camera on the
mobile device. Another illustrative embodiment allows the
TID to be represented by the use of a two-factor authentica-
tion token device (such as might be supplied by RSA, the
security division of EMC), whereby a code is generated
according to an algorithm set by the device and displayed by
the merchant at the POS to allow the consumer to enter in the
code into the CSA.

[0020] Another illustrative embodiment of this invention
from the merchant’s perspective allows the merchant to use a
merchant mobile payment card with a magnetic stripe or NFC
equipped card to initiate the mobile payment system transac-
tion. This solution allows the merchant to participate in
mobile transactions without POS interface hardware
upgrades (such as NFC and Bluetooth), use of barcodes, SMS
text messaging, or software (such as Mocapay’s authorization
code software), and still affords the consumer the conve-
nience of paying by phone and not sharing their financial data
with the merchant or storing it on the phone. The merchants
also gain by not obtaining the consumer’s sensitive financial
data that becomes a responsibility and liability of the mer-
chant. The mobile payment system transaction is initiated by
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swiping the merchant’s mobile payment card through the
merchant’s existing payment terminal or POS when
prompted by the consumer’s announcement to conduct a
mobile payment system transaction. The merchant receives a
standard confirmation of successful payment or error code at
their existing POS as is already programmed to handle. This
process is accomplished by utilizing an [IN to route transac-
tions through the merchant POS, middleware software pro-
vider, frontend switch, gateway, processor, payment network,
or backend switch.

[0021] In one example, the mobile payment service pro-
vider may enter into an agreement with one of the payment
networks (such as Discover, Visa, MasterCard, American
Express, or JCB). Upon receiving the card number during the
normal transaction authorization process used for financial
and non-financial payments and identifying the unique IIN
assigned to the mobile payment service provider (such as in
accordance with ISO/IEC 7812), the payment network routes
the transaction to TAS (Transaction Authorization System)
for transaction authentication prior to routing for payment
authorization. At the TAS, the transaction is used to link the
process with the consumer’s device, authenticate the transac-
tion, seek payment authorization through the TPPN (third
party payment network or gateway provider for mobile pay-
ment system services) and send a response (approval or
related error code such as non-sufficient funds—NSF) to the
merchant’s existing POS terminal. Such an agreement with a
payment network or other entity requires the company to
integrate with the mobile payment service provider’s TAS
system for transaction rerouting. As such, the TAS system has
an API (application programming interface) model that is
compliant with the payment network or other party using the
standard adopted by such entity. One example of a standard
that might be used is International Organization for Standard-
ization or ISO 8583 on Financial transaction card originated
messages.

[0022] Another illustrative embodiment may utilize an
identification card number with the mobile payment service
provider’s IIN. IIN and BIN are terms used interchangeably
herein and represent the number (commonly the first 6 digits)
used for determining the transaction routing destination. The
merchant simply enters the mobile payment card number
utilizing the mobile payment service provider’s IIN into their
POS system in lieu of swiping a mobile payment card through
the payment terminal or POS.

[0023] Another illustrative embodiment may utilize a soft-
ware button programmed in the POS system in lieu of a
merchant mobile payment card. In this embodiment, the soft-
ware button redirects the merchant’s transaction to the mobile
payment service provider’s TAS solution through the use of
the mobile payment system’s API. No authorization code is
required for the merchant to input on their POS system and
the merchant may only be required to initiate the mobile
payment system’s transaction process by pushing or selecting
the software button.

[0024] Another illustrative embodiment may utilize a vir-
tual terminal in lieu of a merchant mobile payment card. Such
a virtual terminal solution functions similar to the software
button option for the POS. However this solution comprises a
standalone software or hardware device such as a mobile
personal digital assistant, mobile phone, other mobile device,
or computer based system or device or software application
installed alongside the POS software and residing on the same
platform and hardware of the merchant POS.
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[0025] Another illustrative embodiment involves a system
d method that records payment transaction data, such as mer-
chant ID, terminal ID, payment amount, transaction ID, time
and date of the transaction, and user ID. Accordingly, the
system possesses sufficient information for running a variety
of loyalty programs and offerings for the merchant. This
embodiment allows users to conduct loyalty only transactions
using the mobile phone as well. In some cases, the user may
tell the store clerk that she will be using her mobile rewards
card, and then she will pay with cash or card as usual.

[0026] Another illustrative embodiment may be used to pay
mobile, web or Internet merchants from the CMA. As for a
web or Internet related transaction enabled via the merchant’s
website, the merchant only needs to add a button programmed
in conjunction with the mobile payment service provider’s
API to enable the transaction to begin. Upon the consumer
clicking on the button via the merchant’s web or Internet site
or link to begin the mobile payment system transaction, the
transaction may be routed according to several methods. A
first method entails a conventional payment transaction using
the same method as a mobile payment card solution as
described above. A second method involves routing the trans-
action directly to the mobile payment service provider’s TAS
(Transaction Authorization System) that matches the mer-
chant request with the consumer authorization and approval
of'a transaction. The transaction proceeds normally from this
point. A third method involves clicking on a button such that
the authorization is sent first through the online or e-com-
merce merchant gateway, and is then routed directly or
through a processor or payment network to gain consumer
authorization. Each of these methods utilizes the method of
matching merchant authorization request with consumer
authorization approval via the CMA, as described.

[0027] Ineach of the three routing methods, the actual card
number is not provided to the e-commerce merchant. Instead,
an authorization system first authorizes and authenticates
each transaction and then accesses the e-wallet software to
gain the payment card data to run a secondary, but conven-
tional payment authorization. The e-wallet is consumer cen-
tric because it enables consumers to upload all types of card
accounts to the e-wallet. The e-wallet is a service provided by
the TPPN (third Party payment network or gateway provider
for mobile payment services) and may be a customized e-wal-
let solution for the mobile payment system. The CMA has
ability to select the tokenized payment method data used by
the TAS for calling the TPPN’s e-wallet according to he
corresponding token and card account of the user. This
enables the user to select a method of payment available to the
user and in accordance with the card information the user has
uploaded to the mobile payment system directly or via the
TPPN’s web portal. As for a mobile merchant related trans-
action, any person can act as a merchant and accept mobile
payments by downloading and installing the software related
to their mobile device such as through the use of the virtual
terminal software provided by the mobile payment service
provider. In some cases, the virtual terminal software may be
unique from the CMA and exist as a separate mobile software
application for merchant related transactions. Additionally,
the CMA of the mobile payment system could enable a func-
tion to allow a consumer to send a payment to any other
mobile payment service provider’s users or consumers, thus
creating a consumer-to-consumer transaction relationship.

[0028] Another illustrative embodiment involves adding a
peripheral that connects to a merchant POS system or pay-
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ment terminal via a communication wire or cable or via any
type of wireless data connection. This peripheral could sim-
ply be a “Button” to push and could be a plastic, metal or glass
button. The button can serve to initiate a mobile payment
system transaction solution. In some cases, the button may
also be part of a separate device, such as a mobile phone,
pager or a keychain to be used by the cashier to initiate
payments for the invention’s mobile payment solution. This
embodiment can be enabled via a hardware and software
solution on the independent device. The button could also be
displayed virtually on a touch screen enabled monitor and
pressed by the cashier or the consumer to initiate a payment
transaction for the solution. In one implementation, the but-
ton requires a minimal amount of coding to enable the button
such that it processes the transaction with the mobile payment
service provider’s IIN (in place of card swipe that transmits
card data) and forwards it to TAS (directly from POS or
indirectly such as through middleware, frontend switch, gate-
way, processor, payment networks, or a backend switch). In
such embodiments, the button may be pressed to begin the
transaction by either the consumer or the merchant cashier to
initiate a mobile payment system transaction for the inven-
tion’s solution. When the button is pushed it replicates the
swiping of a card or having to manually enter a card number
to initiate a mobile payment transaction to the mobile pay-
ment service provider’s system.

[0029] Another illustrative embodiment entails allowing a
consumer to utilize the CMA to access an ATM (Automated
Teller Machine, Cash Point, or Cash Machine) used for con-
sumer financial transactions including obtaining cash with-
drawals or making cash deposits. The CMA obviates the need
and use of an issuer’s magnetic card for account access and
authorization as the necessary card account information is
stored in the e-wallet of the mobile payment system. The
ATM only requires a button added prior to conducting any
transaction for mobile ATM transactions. The button replaces
the card swipe fun on and otherwise allows the ATM to
behave in a similar fashion as it is customarily used.

[0030] Other features and aspects of the invention will
become apparent from the following detailed description,
taken in conjunction with the accompanying drawings, which
illustrate, by way of example, the features in accordance with
embodiments of the invention. The summary is not intended
to limit the scope of the invention, which is defined solely by
the claims attached hereto.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] The present invention, in accordance with one or
more various embodiments, is described in detail with refer-
ence to the following figures. The drawings are provided for
purposes of illustration only and merely depict typical or
example embodiments of the invention. These drawings are
provided to facilitate the reader’s understanding of the inven-
tion and shall not be considered limiting of the breadth, scope,
or applicability of the invention. It should be noted that for
clarity and ease of illustration these drawings are not neces-
sarily made to scale.

[0032] FIG. 1 is an overview of one embodiment of the
mobile payment system.

[0033] FIG. 2 illustrates one embodiment of the flow
involved in the payment method storage and retrieval process.
[0034] FIG. 3 illustrates one embodiment of the flow
involved in retrieving daily deals and loyalty rewards.
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[0035] FIG. 4 illustrates one embodiment of the flow
involved in setting a merchant marketing plan.

[0036] FIG. 5 illustrates one embodiment of the flow
involved in the initiation of a transaction through the consum-
er’s device or CMA.

[0037] FIG. 6 illustrates one embodiment of the flow
involved when the merchant POS system attempts to com-
plete a transaction.

[0038] FIG. 7 illustrates one embodiment of the device
transaction request table.

[0039] FIG. 8illustrates one embodiment of the POS trans-
action request table.

[0040] FIG. 9illustrates the payment processing or routing
of a transaction through the use of a standard payment card
utilizing an IIN or BIN number, in accordance with an
embodiment of the invention.

[0041] FIG. 10 illustrates one embodiment of the mobile
payment system e-commerce payment processing solution.
[0042] FIG. 11 illustrates one embodiment of the mobile
payment system consumer perspective workflow.

[0043] FIG. 12 illustrates an example computing module
on which various features of embodiments of the invention
may be implemented.

[0044] The figures are not intended to be exhaustive or to
limit the invention to the precise form disclosed. It should be
understood that the invention can be practiced with modifi-
cation and alteration, and that the invention be limited only by
the claims and the equivalents thereof.

DETAILED DESCRIPTION OF THE
EMBODIMENTS OF THE INVENTION

[0045] Various illustrative embodiments of the invention
address the problem of establishing merchant services (i.e.,
processing electronic payments) in a mobile environment,
while increasing financial and personal identity data security
and minimizing equipment and merchant adoption costs.
Such embodiments may be accomplished through the use of
additional authentication in place of financial account
exchange between merchants and consumers. This is enabled
by multiple optional paths for additional authentication
including 1IN transaction rerouting, direct communication
with POS software, or a virtual terminal solution utilizing
similar transaction rerouting processes.

[0046] Referring now to FIG. 1, one embodiment of a
mobile payment system is depicted. In particular, a TPPN 1
may comprise any processing platform, card association, or
other processing host that is responsible for the formal autho-
rization and settlement of the consumer and merchant pay-
ment information (See FIG. 9). The TPPN 1 should be an
entity that is compliant and certified according to the industry
rules, regulations, and best practices. In addition to authori-
zation and settlement processing, the TPPN 1 may provide
additional features and functionalities including transaction
reporting, cardholder data storage, fraud screening and pro-
tection, and related processing offerings.

[0047] Still referring to FIG. 1, a TAS 4 coordinates the
activities among a customer device 7 that hosts the CMA
(consumer mobile software application), a POS system 9, and
the TPPN 1, in order to authorize and void transactions. The
TAS 4 may also store and retrieve loyalty information from a
loyalty data store 3 that may be used by merchant 11 to offer
discounts and additional services to the customer 10 through
the device 7. The TAS 4 may also be used by the customer 10
to store payment method data at the TPPN 1. In order to
protect the customer’s data, TAS 4 only stores tokenized
versions of the payment methods in a tokenized payment
method data store 2. The tokenized versions reference the
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actual payment methods stored at the TPPN 1. A tender type
button 9a serves to initiate the transaction by the merchant. In
some embodiments, the tender type button 9a may be
replaced with a merchant mobile payment card having a
magnetic swipe or a card number that can be keyed into the
POS system 9. In some cases, a virtual terminal solution or
device can be employed that acts in much the same manner as
the tender type button 9a.

[0048] With further reference to FIG. 1, a terminal ID 8
serves to link the customer 10 and merchant 11 upon the
transaction reaching the TAS 4. One method of this commu-
nication can be by the merchant posting a sticker, label, or
other display of the terminal ID 8 on or near the POS 9 in order
for the customer 10 to read and enter the terminal ID 8 into the
CMA. The terminal ID 8 can exist as a numeric value, a
barcode, or other representation including technology oppor-
tunities such as Bluetooth, RFID, NFC, QR codes, Two Fac-
tor Authentication, etc., that can be shared with the CMA. The
CMA on the device submits a transaction to the TAS 4 for a
purchase at a merchant POS and the transaction is stored by
the TAS 4 as a pending transaction 6. The POS 9 then submits
a transaction to the TAS 4 and the next available pending
transaction with the same terminal ID 8 for that merchant 11
completes the additional authentication step required by the
mobile payment system prior to submitting the transaction to
the TPPN 1 for account authorization. In some embodiments,
historical transactions 5 are available for review by the cus-
tomer and merchants as facilitated by the TAS 4. The mer-
chant marketing plan 14 (described below with respect to
FIGS. 3 and 4) relates to the plan used for action upon loyalty
data accumulated through transactions.

[0049] FIG. 2 illustrates one embodiment of the flow
involved in the payment method storage and retrieval process.
Specifically, the customer 10 may interface with either the
CMA onthe device 7, or a website 13 that allows the customer
to perform similar functions as the CMA. The customer may
establish a user account for the mobile payment system by
logging into the website or device via the CMA and request-
ing a user ID by supplying necessary information such as full
name, email, PIN for CMA, password for website access, and
optionally a payment loyalty card account information.
Thereafter, the system forwards the information to the TAS 4
and those items related to card account information are for-
warded to the TPPN 1 as required for the e-wallet. The card
account information is not stored by the TAS 4, which only
serves to transmit the information to the TPPN 1 for initial
establishment of a token to be stored as a part of the tokenized
payment method data 2. Optionally, the tokenized payment
method data 2 may be transmitted directly from a website
portal offered by the TPPN 1 so as to prevent the TAS 4 and
mobile payment system from responsibility of in-transit data.

[0050] FIG. 3 illustrates one illustrative embodiment of the
flow involved in retrieving daily deals and loyalty rewards. In
this embodiment, the customer 10 using the CMA on the
device 7 conducts transactions at participating mobile pay-
ment system merchants. Through the use of the system, the
merchant 11 is able to make a loyalty plan 3 and at least one
merchant marketing plan 14 available to the customer 10 via
the TAS 4. Though data transfers between all functions and
the TAS 4 are in a bidirectional path flow, the arrows in the
diagram suggest the primary path taken for sending data in
response to a request. As an example of data traversing in this
pattern occurs when the customer 10 uses the device 7 and
corresponding CMA for purchases at a particular merchant
11 on multiple occasions. In such an instance, the merchant
11 is able to offer in accordance with a merchant marketing
plan 14 a free product (such as single serving of yogurt at a
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yogurt shop) after some frequency of visits by the customer
10 that is tracked as loyalty data.

[0051] FIG. 4 illustrates one embodiment of the flow
involved in setting a merchant marketing plan 14. In particu-
lar, the merchant 11 utilizes the website 13 of the mobile
payment system to define a merchant marketing plan 14. As in
the previous example regarding yogurt, the merchant 11
defines the rule as acceptable to the merchant 11. The rule
might be that ten visits and purchases of a large yogurt grants
the customer a free yogurt. As the merchant 11 defines and
sets the merchant marketing plan 14 and defines the loyalty
value expected (customer’s eleventh visit to purchase a large
yogurt is free), a loyalty program is set for the merchant
marketing plan and the data is sent to the TAS 4 and stored in
the merchant marketing plan 14.

[0052] FIG. 5 illustrates one embodiment of the flow
involved in the initiation of a transaction through the custom-
er’s device. Specifically, the terminal ID 8 serves to link the
customer 10 and merchant 11 upon the transaction reaching
the TAS 4. The CM A onthe device 7 sends an intent to initiate
a transaction to the TAS 4 for a purchase at a merchant POS,
and then the transaction is stored by the TAS 4 as a pending
transaction 6. The POS then submits a transaction to the TAS
4 and the next available pending transaction 6 with the same
terminal ID) 8 for that completes 11 completes the additional
authentication step required by the mobile payment system
prior to submitting the transaction to the TTPN 1 for account
authorization.

[0053] FIG. 6 illustrates one embodiment of the flow
involved when the POS system attempts to complete a trans-
action. Though data transfers between all functions and the
TAS 4 are in a bidirectional path flow, the arrows in the
diagram suggest the primary path taken for sending data in
response to a related data request. The device 7 sends a
pending transaction to the TAS 4 by way of the CMA (con-
sumer mobile software application) upon a customer 10
intending to transact with a merchant 11 at their POS 9. The
pending transactions 6 are stored by the TAS 4 and await the
POS 9 to initiate the transaction. Once the transaction and
pending transaction are linked by way of the terminal ID 8
and a merchant ID, the transaction is forwarded to the TPPN
1 utilizing the payment method selected by the customer 10
and is stored in the tokenized payment method data store 2
accessible by the TAS 4. The TPPN 1 is sent an authorization
request by the TAS 4, and upon successful account authori-
zation by the issuer of the corresponding account selected by
the customer 10, the TPPN 1 issues a transaction authoriza-
tion to the TAS 4. The TAS 4 records and updates loyalty data
3 for the transaction, and if applicable, also retrieves the
loyalty data. The transaction is recorded in the historical
transactions data store 5 while a payment confirmation is
pushed to the device 7.

[0054] FIG. 7 illustrates one embodiment of a device trans-
action request table that provides a sample of what data might
be exchanged. As would be appreciated by those of skill inthe
art, many variations of data transferred are possible without
departing from the scope of the invention.

[0055] FIG. 8 illustrates one embodiment of a POS trans-
action request table that provides a sample of what data might
be exchanged. As would be appreciated by those of skill inthe
art, many variations of data transferred are possible without
departing from the scope of the invention.

[0056] FIG. 9illustrates the payment processing or routing
of a transaction through the use of a standard payment card
utilizing an IIN. Currently, the standard or traditional 1IN
routing process involves a transaction process beginning at a
merchant 15, whereby a consumer makes a card transaction
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purchase at the merchant POS 16. The 1IN on a payment card
(Credit, Debit, Gift, etc) routes the payment transaction to the
issuing bank’s card management system or CMS 21 (where
applicable) to obtain account authorization (sufficient or non-
sufficient fund verification, etc). As depicted in FIG. 9, rout-
ing can occur direct from the POS 16 to the processors 19, or
from the POS 16 the transaction can be routed to the front-end
switch or middleware provider 17, or to gateways 18. The
front-end switch or middleware provider 17 can also option-
ally connect to either the gateways 18 or the processors 19.
Once the transaction has reached the processors 19 on behalf
of'the acquiring banks, the processor 19 routes the transaction
over the payment networks 20 and to the CMS 21 in order to
obtain an authorization. This process can be enhanced by an
additional authentication validation of both user and mer-
chant involved in a given transaction.

[0057] One embodiment of such an enhancement involves
a transaction process beginning at the merchant 15, whereby
a consumer makes a card transaction purchase at the POS 16
via a mobile device and without exchanging card account
data. Assisting in the process, the mobile device is equipped
with an e-wallet containing a tokenization of the card account
data stored with a banking partner of the mobile software. The
consumer uploads their sensitive payment card data one time
to the mobile payment service provider’s banking partner
(TPPN) e-wallet solution. The e-wallet solution can contain
any type of financial or non-financial payment or loyalty card
tokens representing the card accounts. The merchant 15 is
assigned a mobile payment card and the payment process
entails the merchant 15 utilizing the mobile payment card to
swipe for authentication (non-financial) processing. The mer-
chant 15 and consumer’s transaction meet at the TAS 4 as set
forth hereinabove with respect to FIG. 1 prior to requesting a
payment authorization through the TPPN or gateway pro-
vider 18, in order to obtain a conventional transaction autho-
rization.

[0058] In an example embodiment, the mobile payment
card is assigned to merchant 15, the card including the mobile
payment service provider’s IIN number within the card num-
ber, which distinguishes the transaction as one to be for-
warded to the mobile payment system’s TAS 4. Another
embodiment might entail the POS software utilizing a button
that requires a minimal amount of coding to enable the button
such that it processes the transaction with a proprietary 1IN (in
place of card swipe that transmits card data) and forward to a
proprietary TAS 4 (directly from POS system or indirectly
such as through middleware, frontend switch, gateway, pro-
cessor, payment networks, backend switch). In another
embodiment, in lieu of the POS provider redirecting the trans-
action, a font-end switch or middleware provider 17, gateway
18, or processor 19 redirects the transaction to TAS 4 for
transaction authentication. Another embodiment allows (in
place of a magnetic card bearing the IIN assigned to the
merchant 15) the merchant to key in the unique card number
which includes IIN number assigned for TAS routing.
Another embodiment allows any payment network 20 to
route any transactions initiated on their network by a mobile
payment card utilizing a network approved IIN.

[0059] FIG. 10 illustrates one embodiment that uses the
mobile payment software to authorize e-commerce transac-
tions. This is accomplished by the consumer/user shopping
online at an Internet website 22. Once the user has identified
product from the online merchant’s website, the user is
prompted to pay for the purchase at the merchant’s website
23. The user can choose payment card types from either a
drop down menu or by clicking on a button 24. The user then
selects the “Pay with mobile payment” button or drop down
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menu choice as the payment method 25. Upon selection, the
user is prompted with instruction steps 26 outlining how to
process the transaction on their mobile device.

[0060] The instructions may include the merchant’s store
1D and the user’s order ID. Upon identifying the merchant’s
store in the application on the mobile device, the user enters
their order ID and selects the “Make Payment” button on the
mobile device. The user then selects the “Confirm Payment
Now” on the website. Upon the user mouse clicking the
“Confirm Payment Now” button, the merchant’s website
shopping cart (“shopping cart” is synonymous with POS or
POS for website transactions) sends off authorization request
to the Mobile Pay USA’s TAS 27. Within a short interval, the
user receives a payment confirmation on the phone and the
merchant receives a payment confirmation related to the
user’s order and a confirmation is displayed for view by user
on the web 28.

[0061] FIG. 11 illustrates one embodiment of the mobile
payment consumer perspective workflow. The user’s experi-
ence is consistent with the application on the mobile device
for all transactions. An example involves a user opening the
application on the mobile device and entering their user PIN
29. Upon entering the PIN, the application conducts a GPS
location lookup 30 (if enabled on device) and shows the
merchant store on a short list. If GPS is disabled on the device,
the user can search 30 for the store using the application’s
search functions. Once the store is identified and selected by
the user, the merchant’s store may display loyalty informa-
tion, coupons, check-in L.BS (Location Based Services) fea-
tures, and display a “Make Payment” button 31. The user then
selects the “Make Payment” button 31 when they are ready to
make a payment to the merchant. The e-wallet allows the user
to choose the payment card of user’s choice from within the
application and the user inputs the TID (terminal ID) and
selects the “Submit Payment” button 32. The phone displays
a green screen and instructs the user to show the phone to the
merchant 33. This facilitates anon-verbal transaction between
the consumer and the merchant. The merchant according to
their POS embodiment solution, will process payment 33.
The user observes payment confirmation upon a successful
transaction or view error codes as may apply such as in the
case with a NSF (Non-Sufficient Funds) 34.

[0062] As used herein, the term module might describe a
given unit of functionality that can be performed in accor-
dance with one or more embodiments of the present inven-
tion. As used herein, a module might be implemented utiliz-
ing any form of hardware, software, or a combination
thereof’. For example, one or more processors, controllers,
ASICs, PLAs, PALs, CPLDs, FPGAs, logical components,
software routines or other mechanisms might be imple-
mented to make up a module. In implementation, the various
modules described herein might be implemented as discrete
modules or the functions and features described can be shared
in part or in total among one or more modules. In other words,
as would be apparent to one of ordinary skill in the art after
reading this description, the various features and functional-
ity described herein may be implemented in any given appli-
cation and can be implemented in one or more separate or
shared modules in various combinations and permutations.
Even though various features or elements of functionality
may be individually described or claimed as separate mod-
ules, one of ordinary skill in the art will understand that these
features and functionality can be shared among one or more
common software and hardware elements, and such descrip-
tion shall not require or imply that separate hardware or
software components are used to implement such features or
functionality.
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[0063] Where components or modules of the invention are
implemented in whole or in part using software, in one
embodiment, these software elements can be implemented to
operate with a computing or processing module capable of
carrying out the functionality described with respect thereto.
One such example computing module is shown in FIG. 12.
Various embodiments are described in terms of this example-
computing module 300. After reading this description, it will
become apparent to a person skilled in the relevant art how to
implement the invention using other computing modules or
architectures.

[0064] Referring now to FIG. 12, computing module 300
may represent, for example, computing or processing capa-
bilities found within desktop, laptop and notebook comput-
ers; hand-held computing devices (PDA’s, smart phones, cell
phones, palmtops, etc.); mainframes, supercomputers, work-
stations or servers; or any other type of special-purpose or
general-purpose computing devices as may be desirable or
appropriate for a given application or environment. Comput-
ing module 300 might also represent computing capabilities
embedded within or otherwise availableto a given device. For
example, a computing module might be found in other elec-
tronic devices such as, for example, digital cameras, naviga-
tion systems, cellular telephones, portable computing
devices, modems, routers, WAPs, terminals and other elec-
tronic devices that might include some form of processing
capability.

[0065] Computing module 300 might include, for example,
one or more processors, controllers, control modules, or other
processing devices, such as a processor 304. Processor 304
might be implemented using a general-purpose or special-
purpose processing engine such as, for example, a micropro-
cessor, controller, or other control logic. In the illustrated
example, processor 304 is connected to a bus 302, although
any communication medium can be used to facilitate interac-
tion with other components of computing module 300 or to
communicate externally.

[0066] Computing module 300 might also include one or
more memory modules, simply referred to herein as main
memory 308. For example, preferably random access
memory (RAM) or other dynamic memory, might be used for
storing information and instructions to be executed by pro-
cessor 304. Main memory 308 might also be used for storing
temporary variables or other intermediate information during
execution of instructions to be executed by processor 304.
Computing module 300 might likewise include a read only
memory (“ROM?”) or other static storage device coupled to
bus 302 for storing static information and instructions for
processor 304.

[0067] The computing module 300 might also include one
or more various forms of information storage mechanism
310, which might include, for example, a media drive 312 and
a storage unit interface 320. The media drive 312 might
include a drive or other mechanism to support fixed or remov-
able storage media 314. For example, a hard disk drive, a
floppy disk drive, a magnetic tape drive, an optical disk drive,
a CD or DVD drive (R or RW), or other removable or fixed
media drive might be provided. Accordingly, storage media
314 might include, for example, a hard disk, a floppy disk,
magnetic tape, cartridge, optical disk, a CD or DVD, or other
fixed or removable medium that is read by, written to or
accessed by media drive 312. As these examples illustrate, the
storage media 314 can include a computer usable storage
medium having stored therein computer software or data.

[0068] In alternative embodiments, information storage
mechanism 310 might include other similar instrumentalities
for allowing computer programs or other instructions or data
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to be loaded into computing module 300. Such instrumentali-
ties might include, for example, a fixed or removable storage
unit 322 and an interface 320. Examples of such storage units
322 and interfaces 320 can include a program cartridge and
cartridge interface, a removable memory (for example, a flash
memory or other removable memory module) and memory
slot, a PCMCIA slot and card, and other fixed or removable
storage units 322 and interfaces 320 that allow software and
data to be transferred from the storage unit 322 to computing
module 300.

[0069] Computing module 300 might also include a com-
munications interface 324. Communications interface 324
might be used to allow software and data to be transferred
between computing module 300 and external devices.
Examples of communications interface 324 might include a
modem or softmodem, a network interface (such as an Eth-
ernet, network interface card, WiMedia, IEEE 802.XX or
other interface), a communications port (such as for example,
a USB port, IR port, RS232 port Bluetooth® interface, or
other port), or other communications interface. Software and
data transferred via communications interface 324 might
typically be carried on signals, which can be electronic, elec-
tromagnetic (which includes optical) or other signals capable
of’being exchanged by a given communications interface 324.
These signals might be provided to communications interface
324 via a channel 328. This channel 328 might carry signals
and might be implemented using a wired or wireless commu-
nication medium. Some examples of a channel might include
a phone line, a cellular link, an RF link, an optical link, a
network interface, a local or wide area network, and other
wired or wireless communications channels.

[0070] In this document, the terms “computer program
medium” and “computer usable medium” are used to gener-
ally refer to media such as, for example, memory 308, storage
unit 320, media 314, and signals on channel 328. These and
other various forms of computer program media or computer
usable media may be involved in carrying one or more
sequences of one or more instructions to a processing device
for execution. Such instructions embodied on the medium,
are generally referred to as “computer program code” or a
“computer program product” (which may be grouped in the
form of computer programs or other groupings). When
executed, such instructions might enable the computing mod-
ule 300 to perform features or functions of the present inven-
tion as discussed herein.

[0071] Whilevarious embodiments of the present invention
have been described above, it should be understood that they
have been presented by way of example only, and not of
limitation. Likewise, the various diagrams may depict an
example architectural or other configuration for the invention,
which is done to aid in understanding the features and func-
tionality that can be included in the invention. The invention
is not restricted to the illustrated example architectures or
configurations, but the desired features can be implemented
using a variety of alternative architectures and configurations.
Indeed, it will be apparent to one of skill in the art how
alternative functional, logical or physical partitioning and
configurations can be implemented to implement the desired
features of the present invention. Also, a multitude of difter-
ent constituent module names other than those depicted
herein can be applied to the various partitions. Additionally,
with regard to flow diagrams, operational descriptions and
method claims, the order in which the steps are presented
herein shall not mandate that various embodiments be imple-
mented to perform the recited functionality in the same order
unless the context dictates otherwise.
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[0072] Although the invention is described above in terms
of various exemplary embodiments and implementations, it
should be understood that the various features, aspects and
functionality described in one or more of the individual
embodiments are not limited in their applicability to the par-
ticular embodiment with which they are described, but
instead can be applied, alone or in various combinations, to
one or more of the other embodiments of the invention,
whether or not such embodiments are described and whether
or not such features are presented as being a part of a
described embodiment. Thus, the breadth and scope of the
present invention should not be limited by any of the above-
described exemplary embodiments.

[0073] Terms and phrases used in this document, and varia-
tions thereof,unless otherwise expressly stated, should be
construed as open ended as opposed to limiting. As examples
of the foregoing: the term “including” should be read as
meaning “including, without limitation” or the like; the term
“example” is used to provide exemplary instances of the item
in discussion, not an exhaustive or limiting list thereof; the
terms “a” or should be read as meaning “at least one,” “one or
more” and or the like; adjectives such as “conventional,”
“traditional,” “normal,” “standard,” “known” and terms of
similar meaning should not be construed as limiting the item
described to a given time period or to an item available as of
a given time, but instead should be read to encompass con-
ventional, traditional, normal, or standard technologies that
may be available or known now or at any time in the future.
Likewise, where this document refers to technologies that
would be apparent or known to one of ordinary skill in the art,
such technologies encompass those apparent or known to the
skilled artisan now or at any time in the future.

[0074] The presence of broadening words and phrases such
as “one or more,” “at least,” “but not limited to” or other like
phrases in some instances shall not be read to mean that the
narrower case is intended or required in instances where such
broadening phrases may be absent. The use of the term “mod-
ule” does not imply that the components or functionality
described or claimed as part of the module are all configured
in a common package. Indeed, any or all of the various com-
ponents of a module, whether control logic or other compo-
nents, can be combined in a single package or separately
maintained and can further be distributed in multiple group-
ings or packages or across multiple locations.

[0075] Additionally, the various embodiments set forth
herein are described in terms of exemplary block diagrams,
flow charts and other illustrations. As will become apparent to
one of ordinary skill in the art after reading this document, the
illustrated embodiments and their various alternatives can be
implemented without confinement to the illustrated
examples. For example, block diagrams and their accompa-
nying description should not be construed as mandating a
particular architecture or configuration.

1. A mobile payment system, comprising:

a merchant POS system;

a TPPN comprising a processing platform, card associa-
tion, or other processing host for the formal authoriza-
tion and settlement of customer and merchant payment
information;

a TAS that coordinates the activities among a customer
device that hosts a CM A, the merchant POS system, and
the TPPN, in order to authorize and void transactions;
and

a terminal ID that is read by the customer and entered into
the CMA for linking the customer and merchant upon
the transaction reaching the TAS.
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2. The mobile payment system of claim 1, wherein the
TPPN provides additional features and functionalities includ-
ing transaction reporting, cardholder data storage, fraud
screening and protection, and related processing offerings.

3. The mobile payment system of claim 1, wherein the TAS
stores and retrieves loyalty information from a loyalty data
store that is used by the merchant to offer discounts and
additional services to the customer through the customer
device.

4. The mobile payment system of claim 1, wherein the TAS
stores tokenized versions of the customer’s payment methods
in a tokenized payment method data store.

5. The mobile payment system of claim 1, further compris-
ing a tender type button for initiating a transaction by the
merchant POS or payment system.

6. The mobile payment system of claim 5, wherein the
button processes the transaction with the mobile payment
service provider’s IIN and forwards it to TAS (directly from
POS or indirectly such as through middleware, frontend
switch, gateway, processor, payment networks, or a backend
switch

7. The mobile payment system of claim 5, wherein the
button is replaced by the use of a mobile payment card com-
prising the mobile payment service provider’s 1IN and mer-
chant assigned card number and capable of being magneti-
cally swiped through the merchant POS system.

8. The mobile payment system of claim 7, wherein the
mobile payment card is replaced by the merchant keying in
the merchant assigned card number at the merchant POS
system.

9. The mobile payment system of claim 1, further compris-
ing a virtual terminal including a standalone software or
hardware device.

10. The mobile payment system of claim 9, wherein the
standalone software or hardware device selected from the
group consisting of: a mobile personal digital assistant; a
mobile phone; a mobile device; and a computer based system,
device or software application installed alongside the POS
software and residing on the same platform and hardware of
the merchant POS or existing as an independent device.

11. The mobile payment system of claim 1, wherein the
customer device comprises a mobile device selected from the
group consisting of: an iPhone; an iPad; an iTouch; an
Android; a Windows-based mobile device; and a RIM Black-
berry device.

12. The mobile payment system of claim 1, wherein the
merchant communicates the terminal ID to the customer by
posting a sticker, label, or other display of the terminal ID on
or near the merchant POS.

13. The mobile payment system of claim 1, herein the
terminal ID comprises a numeric value, a barcode, a QR
barcode, or other representation consisting of a unique value
for a transaction occurring at a point of time with the mer-
chant and the specific terminal.
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14. The mobile payment system of claim 1, wherein the
terminal ID is transmitted to the customer device using Blue-
tooth, RFID, NFC, QR codes, or Two Factor Authentication.

15. The mobile payment system of claim 1, wherein the
merchant POS system comprises a POS system used for
electronic commerce or a conventional POS system located in
a real world store.

16. A method for a user to permit a pre-authorization trans-
action at a merchant POS, comprising:

opening a CMA;

entering a user PIN;

selecting a specific merchant listed in the CMA;

selecting a method of payment available to the user;

entering a virtual table, ticket, invoice, or order number

assigned by he merchant POS; and

selecting a payment button.

17. A method for performing a transaction using a mobile
payment system including a merchant POS system, a TPPN
comprising a processing host for the formal authorization and
settlement of customer and merchant payment information, a
TAS that coordinates the activities among a customer device,
the merchant POS system, and the TPPN, in order to autho-
rize and void transactions, and a terminal ID that is entered
into the CMA for linking the customer and merchant upon the
transaction reaching the TAS, the method comprising:

receiving a transaction from a customer device that hosts a

CMA at the TAS for a purchase at the merchant POS;
storing the transaction at the TAS as a pending transaction;
the merchant POS submitting a transaction to the TAS such

that the next available pending transaction with the same
terminal ID for that merchant completes the additional
authentication step;

submitting the transaction to the TPPN for account autho-

rization.

18. The method of claim 17, further comprising providing
historical transactions for review by the customer and mer-
chants as facilitated by the TAS.

19. The method of claim 17, wherein the account authori-
zation comprises a sufficient or non-sufficient fund verifica-
tion.

20. The method of claim 17, wherein the CMA enables a
function to allow the customer to send a payment to any other
mobile payment service provider’s customers, thus creating a
customer-to-customer transaction relationship.

21. The method of claim 17, further comprising allowing
the customer to utilize the CMA to access an ATM for per-
forming a consumer financial transaction.

22. The method of claim 21, wherein the consumer finan-
cial transaction comprises making a cash withdrawal.

23. The method of claim 21, wherein the consumer finan-
cial transaction comprises making a cash withdrawal making
a cash deposit.



