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(57) ABSTRACT

Embodiments provide systems, methods, processes, com-
puter program code and means for using mobile devices to
conduct payment transactions at merchant locations includ-
ing brick and mortar locations and remote locations as well as
for person to person transactions.

/100

l

(-108 (130

102
uld
136~ ] 112

4—L> MERCHANT

[~-138

118 TRANSACTION
._L. MANAGEMENT

SYSTEM

VISA EXHIBIT - 1042
Visa Inc. v. Cortex MCP, Inc.



Patent Application Publication  Oct. 13,2011 Sheet 1 of 15 US 2011/0251892 A1

/100

s 14
108 l 130
102 L C
mid
| MERCHANT PN UAACENET
~138

FIG. 1



US 2011/0251892 A1l

Oct. 13,2011 Sheet 2 of 15

Patent Application Publication

r—— -7 7
_ _
INOd _
| sy [ i
_ |
_ _
B0 | |
_ _ ¥
27~ 51z |
o | g0
AVALLYO | =RON=
0w 7 | oo
STOMNTS »\f\« %
H0LYI0T W m. _ —
_ % m
T Y A | ! a0
r— - {
WALSAS | |
INSSTO0Yd NALSAS
—{  ININTIYNVA — | 000
INvd NOLLOYSNYAL _ INVHOESH _ ,.,/_rem
251~ 067~ - 60z~ LI L nmam 1FIE|_

0ce 807



Patent Application Publication  Oct. 13,2011 Sheet 3 of 15 US 2011/0251892 A1

500 \

f302

ACCESS REGISTRATION
SERVER

l s 304

ESTABLISH ACCOUNT

l (—306

DENTIFY PAYMENT
ACCOUNT(S)

l s 308

IDENTIFY RULE(S) AND
PREFERENCE(S)

l (‘310

DOWNLOAD AND INSTALL
APPLICATION

FIG. 3



Patent Application Publication  Oct. 13,2011 Sheet 4 of 15 US 2011/0251892 A1

400
\

r402
TOTAL PURCHASE TRANSACTION AT POINT OF SALE

404 406

MOBILE PAYMENT CONTINUE STANDARD
OPTION SELECTED? PAYMENT PROCESSING
r408

TRANSMIT MERCHANT PAYMENT AUTHORIZATION REQUEST,
INCLUDING MERCHANT CHECKOUT TOKEN, AMOUNT, AND
TRANSACTION DATA TO TRANSACTION MANAGEMENT SYSTEM

l (‘410

DISPLAY CHECKOUT TOKEN TO CUSTOMER

l r412

RECEIVE PAYMENT AUTHORIZATION FROM
TRANSACTION MANAGEMENT SYSTEM

l e

GENERATE TRANSACTION RECEIPT 70
COMPLETE TRANSACTION

FIG. 4A



Patent Application Publication  Oct. 13,2011 Sheet 5 of 15 US 2011/0251892 A1

420
\

(—422

LAUNCH MOBILE PAYMENT APPLICATION

* 424
PROMPT CUSTOMER T0 ENTER AUTHENTICATION INFORMATION

426 48
NO PRESENT ALTERNATIVE
PAYMENT
YES 40
CAPTURE CHECKOUT TOKEN
Y 432

TRANSMIT CUSTOMER TRANSACTION LOOKUP REQUEST AND
CHECKOUT TOKEN TO TRANSACTION MANAGEMENT SYSTEM

| 43

RECEIVE TRANSACTION DETAILS AND PAYMENT ACCOUNT
INFORMATION FROM TRANSACTION MANAGEMENT SYSTEM

{ 43

PRESENT TRANSACTION DETAILS AND ENHANCED
PAYMENT ACCOUNT CHOICES TO CUSTOMER

Y 138

RECEIVE PAYMENT ACCOUNT SELECTION AND REQUEST
CONFIRMATION OF SELECTION, PAYMENT AMOUNT
& MERCHANT

V 40

TRANSMIT CUSTOMER PAYMENT AUTHORIZATION REQUEST
TO TRANSACTION MANAGEMENT SYSTEM FOR PROCESSING

{ 4
RECEIVE TRANSACTION COMPLETE MESSAGE

FIG. 4B




Patent Application Publication  Oct. 13,2011 Sheet 6 of 15 US 2011/0251892 A1

s 452

RECEIVE MERCHANT PAYMENT AUTHORIZATION REQUEST, P
TRANGACTION DATA AND ASSIG CHECKOUT TOKEN

{, 54

INSERT MERCHANT PAYMENT AUTHORIZATION REQUEST
INTO MERCHANT TRANSACTION QUEUE

* 456
RECEIVE CUSTOMER AUTHENTICATION REQUEST

458 40
NO TRANSMIT
AUTHENTICATION DENIAL
TO MOBILE DEVICE
YES
462
TRANSMIT AUTHENTICATION RESPONSE TO MOBILE DEWCE
Y [

RECEIVE CUSTOMER TRANSACTION LOOKUP REQUEST
MESSAGE INCLUDING CUSTOMER CHECKOUT TOKEN

{, (466

MATCH CUSTOMER CHECKOUT TOKEN WITH MERCHANT
CHECKOUT TOKEN AND RETRIEVE PAYMENT DETAILS

.} 468

RETRIEVE CUSTOMER PAYMENT ACCOUNT INFORMATION AND
TRANSMIT WITH TRANSACTION DETAILS TO MOBILE DEMICE

! 470

RECEIVE CUSTOMER PAYMENT AUTHORIZATION REQUEST
INCLUDING CUSTOMER PAYMENT ACCOUNT SELECTION

Y 40

RETRIEVE ACTUAL PAYMENT PAYMENT CREDENTIALS BASED
ON RECEIVED CUSTOMER PAYMENT ACCOUNT SELECTION

+ s 474

OBTAIN PAYMENT AUTHORIZATION FROM PAYMENT NETWORK
USING ACTUAL PAYMENT CREDENTIALS

¥ 476
TRANSMIT PAYMENT AUTHORIZATION TO MERCHANT AND

CONFIRMATION TO MOBILE DEWCE
FIG. 4C




Patent Application Publication  Oct. 13,2011 Sheet 7 of 15 US 2011/0251892 A1

/- 500

s 518 s 504 s 532
INTEGRATION INTEGRATION SYSTEM
% ’ 4
r h14 ! s a2 I
PAYWENT ACCOUNT- |
) PATMENT
MANROENENT  1=-=1pR0CESSING SYSTEM I (8
I ——— PHONE
(518 L5056 WOBILE APPLICATION
MERCHANT TRANSACTION
MANAGEMENT |  MANAGEMENT  fe— MOBLE GATEWAY
SYSTEM SYSTEM 10
1 t ANDROID
e b NOBILE. APPLICATION
N | 5%
e | [
SYSTEM NTEGRATION AUDITNG
5% e 508 53
SECURITY
MANAGEMENT REPORTS ADMIN PORTAL CSR SYSTEM
SYSTEM

FIG. 5



Patent Application Publication  Oct. 13,2011 Sheet 8 of 15 US 2011/0251892 A1

/600
[ 75"13 T PO COMPLANT CowPONENTS r—535_|
| [~ PAYMENT ACCOUNT- I
| | THRD PARTY SERVCE GATEWAY (AUTHORIZENET, CHASE PAYMENTECH| |
I INTEGRATON — |
k
| (5)1 l(ﬁ) fﬁl 4 " (‘622 - (23)i I(D}BD 4|
PAYMENT ACCOUNT- |« .
> PAYMENT » GATEWAY |
: WANAGENENT (0) __ | PROCESSNG SYSTEM - CMECTR | |
} '3
I.__ — - o e e — e T_E_ ________ __J
Oy !
| |
E } (‘512 (3) (524 : (533 (‘518
CUSTOMER | SECURITY ! A0S & OFFERS MERCHANT
MANAGENENT | (2) | MANAGEMENT | ST MANACEMENT
SYSTEM “> T SYSTEM H SYSTEM
b § | i b
(): . (4! 1(15) i () i(b) (10) i(ﬁ)
i (18)1 1(25) ] I
{ 4 ¥ 4 830
TRANSACTION
WOBILE GATEWAY ~ MANAGEMENT SYSTEM POS GATEWAY
1 ] 1 T .
M1 1 0T of
802~ ! H{13) ™\ | GATEWAY L Yoo
(16) el 609\ ."" 4--}
b - {2 (12) @/
N -y Qo 4_--(-2;) &N’}
“““““““ SHOPPING
MOBILE CART POS

FIG. 6



US 2011/0251892 A1l

Oct. 13,2011 Sheet 9 of 15

Patent Application Publication

L Ol

85t ¥t
ﬂn ™
SAE VLN
UMY/ LeN | || (S)amoning) (Sioss 10044 ASOWIA v NOLYaNdeY | L—zu
AL 1NdNI 43HL0 9, 5
0L 201 » .
®
NTIS ¥TTIONIND
HonaL [T | Na3os-HonaL 0Ly *
J 4/ TV | NOLYOMddy [ +—0l
e T s o [ STV
> EEEEERE
h Y h Y
NOLLYIINIAMO 4OSNIS 200
43 INOLINOVA 0iany LN YHINYO 0 1 | o Tlong | | S03M0MTIO0Y | | SowiHosg
W 51— o, w 0w’ i~ e e

Sh\




Patent Application Publication  Oct. 13,2011 Sheet 10 of 15

US 2011/0251892 A1l

802\ / 800

)

Scan Payment Code
Manuglly enter code Enter
837
LE "M L- ]
Analyzing payment code ¢ ) Reset ull
— 842
CLP [ ACCOUNTS | PAY | MORE. [

o

FIG. 8A




Patent Application Publication  Oct. 13,2011 Sheet 11 of 15 US 2011/0251892 A1

802 / 800
W

T

836
(tncel|  PetPlace T
Hello Richard! PetExtra account 12480789 847

Regular price $39.09, Petixira price $34.00

You saved $5.09 today with PetExtral

PetPlace Store # 112

PetPlace 1745 W Home Road $34.00
Phoenix, AZ 85015

) PetPerks Credit... 685 O —844q

@ PetPlace —]

Available: $500.00 ——
e % Additional 5% off if used today!

PetPerks Debit...8888 O |
@ PetPlace 1

eccs e 7777 qgeg | Vailable: $428.50  ——

PetPlace Gift...3518 O

PetPlace |
© Available: $100.00 |l A——844n

1)

Q@

FIG. 8B




Patent Application Publication  Oct. 13,2011 Sheet 12 of 15

802
W

US 2011/0251892 A1l

/800

=

{ Cancel PetPlace

Merchant PetPlace
Date Mar 29, 2010 03:49 PM
Payment Method Petbxtra Credit
Location Phoenix, AZ 85015
Total ' §34.00
PetExtra Account Number 12450789

PetExtra Savings Today $5.09

Confirm —

8%
/""-846
P -

- -/

FIG. 8C



Patent Application Publication

Oct. 13,2011 Sheet 13 of 15

802
W

//

N

-

—D
{ Cancel PetPlace pans
Save $2.00

SuperDog
on (6) cans of SuperDog
dogfood, any variety

Merchant PetPlace

fate Mar 29, 2010 03:49 PM

Location Phoenix, AZ 85015

Total $34.00> LA

PetExtra Savings Today $5.09 1+
4] T |

OK

US 2011/0251892 A1l

/- 800

| ——836

—B856

——850

—852

-

-/

FIG. 8D



Patent Application Publication  Oct. 13,2011 Sheet 14 of 15 US 2011/0251892 A1

302\ / 800

=

L ——836

Thank you for purchasing at

PetPlace

858

O )

FIG. 8E




US 2011/0251892 A1l

Oct. 13,2011 Sheet 15 of 15

Patent Application Publication

t Ll Hi
L = ALMORd Nvd YINY
190
YBY ONIXD3HD
7 = ALIMOWd MNYAILE
LL/01
HH Nvd
L = ALIOIN “297d S¥VIS
70/60 ‘HEEF|  SISNIdX3 SSINISNA
NYd 0V ILVIVAIS 7
{ = ALIMOW | St ¥V QILINN SOMVMIY Nav3 1| ZZZZiaial  SINOF WYS| 200N
01/80
‘HHHH Nvd
| = ALMORI | ‘LA SONGUVLS
11/90
Fiiiiiiii
000§ = W8 NIN| N¥d :LI930 YSIA
‘T = ALMON | YNYE ¥3LSHIM
10w
000'l = VA NIW|  “vaY "INDIOIHD
7= ALMOWd|  INVE ¥ILSTIM
1/50 HHH 5334 N0 7 G965
NVd Qv VSN | -66520¢)
b= ALMOMG|  LIO3¥D ISYHD LIG3Y0 30003 1| SEZION| 300 WP 1000IN
7101 (S)3ny 0101 800/ 9001 ¥00i 2001
TITI-INNCOOY (S)LNNODOY (SN al 330 INVN al ¥350




US 2011/0251892 Al

MOBILE PHONE PAYMENT PROCESSING
METHODS AND SYSTEMS

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is based on, and claims ben-
efit and priority of, U.S. Provisional Patent Application Ser.
Nos. 61/322,477 (filed on Apr. 9, 2010), and 61/362,567 (filed
onJul. 8, 2010) the contents of each of which are incorporated
herein in their entirety for all purposes.

BACKGROUND

[0002] Credit cards, debit cards and other payment cards
have been in use for years. The manner in which these pay-
ment cards are used is substantially unchanged since their
introduction—a cardholder presents their payment card to a
merchant, who uses a magnetic stripe reader to read the
cardholder’s payment account information, and then the mer-
chant transmits the payment account information along with
transaction details to a payment network for authorization,
clearing and settlement. While this approach has worked
well, there are a number of disadvantages associated with it.

[0003] For example, not all merchants are able to properly
secure the user information that is read from a payment card.
There have been a number of highly publicized incidents
where cardholder data was stolen from merchant systems. In
other incidents, employees directly skimmed or copied card-
holder data and used it for fraudulent transactions. If mer-
chants are required to continue to read, store and transmit
payment card information, such thefts will persist. Further,
the systems and procedures required to properly save, store
and transmit cardholder information is a significant cost to
merchants. It would be desirable to provide systems and
methods in which payment card information is not stored,
captured, or transmitted by merchants.

[0004] As another example disadvantage, current payment
cards are typically associated with a single payment account.
A cardholder may have a number of payment cards, but must
make a conscious decision regarding which one (or ones, in
the case of a split tender transaction) of those payment cards
to use in a given transaction. It would be desirable to provide
systems and methods which allow a customer to select one or
more payment accounts for use in conducting a transaction.
Further, it would be desirable to provide a customer with
information about which account(s) should be used in a given
transaction (e.g., in order to save on transaction costs, to earn
rewards, to manage balances and spend, etc.).

[0005] Another disadvantage of existing payment systems
is that current payment cards are unable to easily be used in
conjunction with mobile devices such as smart phones. Some
payment card associations and issuers have proposed the use
of RFID chips or tags installed on mobile phones as a way to
allow payment card information to be presented at a point of
sale location. However, such solutions require that point of
sale devices have RFID readers installed. The installation of
such devices is expensive and time consuming. It would be
desirable to provide an ability to conduct purchase transac-
tions (both online and at brick and mortar stores) using a
mobile device.
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[0006] These, and other, problems are solved by using sys-
tems and methods of the present invention. Other advantages
and features will become apparent upon reading the following
disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 11is a block diagram depicting a payment sys-
tem configured pursuant to some embodiments.

[0008] FIG. 2 is a block diagram depicting further details of
apayment system configured pursuant to some embodiments.
[0009] FIG. 3 is a flow diagram depicting a customer reg-
istration process pursuant to some embodiments.

[0010] FIGS. 4A-4C are flow diagrams depicting a trans-
action process pursuant to some embodiments.

[0011] FIG. 51is a block diagram depicting system compo-
nents of a system pursuant to some embodiments.

[0012] FIG. 6 is a block diagram depicting a transaction
flow pursuant to some embodiments.

[0013] FIG. 7 is a block diagram depicting components of
a mobile device pursuant to some embodiments.

[0014] FIGS. 8A-8E are sample user interfaces associated
with embodiments of the present invention.

[0015] FIG. 9 is a table depicting a portion of a customer
database pursuant to some embodiments.

DESCRIPTION

[0016] Embodiments of the present invention relate to sys-
tems, methods, processes, computer program code, and
means for using mobile devices to conduct payment transac-
tions at merchant locations including brick and mortar loca-
tions and remote (e.g., such as Internet or mail order and
telephone) locations, as well as for person to person transac-
tions. In some embodiments, the mobile device can be used to
initiate and conduct payment transactions involving a number
of different payment accounts, including, for example, credit,
debit, deposit, stored value, checking and other accounts. In
some embodiments, a mobile device configured using fea-
tures of the present invention may be capable of initiating
payment transactions that are processed over a variety of
different payment networks (e.g., such as the credit card
networks operated by Visa, Inc. or MasterCard International
Incorporated, private label processing networks, electronic
funds transfer networks, Automated Clearing House net-
works, or the like). In some embodiments, mobile devices
configured using features of the present invention are capable
of determining or suggesting a most desirable payment
account to use in a given transaction (e.g., based on one or
more predefined user-specified rules, account characteristics,
merchant information or the like). In this manner, users are
provided with greater payment options and better information
about which payment account to use in any given transaction.
[0017] Pursuant to some embodiments, transaction meth-
ods, systems, apparatus, means and computer program code
are provided for conducting payment transactions which
include selecting a mobile payment option at a point of sale,
obtaining, using a mobile device, a checkout token printed or
otherwise displayed at the point of sale, selecting, using said
mobile device, a payment account, viewing, on the mobile
device, payment transaction details associated with a pending
payment transaction, and authorizing, using the mobile
device, the payment transaction. Pursuant to some embodi-
ments, the checkout token is obtained by the mobile device by
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capturing a barcode image, key entering the checkout token,
by wireless communication or otherwise receiving the check-
out token at a mobile device.

[0018] Embodiments of the present invention are believed
to provide desirable advantages from a fraud reduction stand-
point, as the chance for fraud is low, and PCI compliance is
made very easy for the merchant for a variety of reasons,
including: (i) the customer’s actual payment credentials are
never provided to a merchant, and (ii) the customer’s payment
credentials can never be accessed for use in a payment trans-
action unless the access request is coming from one of the
authorized devices that has been designated by the customer
as having access to the customer’s payment credentials.
[0019] A number of terms are used herein for convenience
and ease of exposition. For example, the term “capture” will
be used to refer to the act of scanning, reading or other
capturing of a “checkout token™ (an identifier used to facili-
tate transactions pursuant to some embodiments). The term
“capturing” (or “captured”) is not intended to be limiting, and
is intended to encompass embodiments where a mobile
device is operated to receive a checkout token (or data asso-
ciated with a checkout token) via key entry, via image capture,
via RFID reading, and using other scanning, reading, or other
techniques described herein. Pursuant to some embodiments,
the term “capture” further includes any decoding or image
processing of a checkout token required to retrieve or other-
wise obtain information from the checkout token.

[0020] As another example, the term “wireless™ is used to
refer to unwired remote communication techniques, such as,
for example, using radio frequency or other electromagnetic
radiation based communication techniques (including RFID,
wifi, Bluetooth, zigbee or other techniques). Those skilled in
the art, upon reading this disclosure, will appreciate that the
use of these terms is not intended to be limiting, but for the
purposes of exposition.

INTRODUCTION
Tustrative Examples

[0021] Embodiments of the present invention allow cus-
tomers to make purchases at merchant locations using their
mobile devices. In the following, a number of processes and
transaction flows will be described. To help in describing
those processes and transaction flows, two illustrative
example users will now be introduced. The examples will be
used to illustrate features of some embodiments and to aid in
describing certain features of the present invention. The
examples are not intended to be limiting and are merely
provided for illustration.

[0022] A first example user is referred to herein as “Jane”.
In the example, Jane has four payment accounts that she uses
on a regular basis: (i) a high interest rate credit card, (ii) a
checking account, (iii) a debit card linked to her checking
account, and (iv) a Starbucks® gift card. Jane only likes to use
her credit card when she has to, and always wants to make
sure that she keeps at least $1,000 in her checking account.
Jane also prefers, when possible, to reduce the amount of fees
she has to pay for any transaction.

[0023] A second example user is referred to herein as
“Sam”. In the example, Sam has five payment accounts that
he uses regularly: (i) a rewards credit card, (ii) a private label
Sears® credit card, (iii) a checking account, and (iv) an
American Express® charge card that Sam uses for work-
related expenses. Sam prefers to earn rewards when possible,
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which he earns with his rewards credit card and his Sears
private label card (when shopping at Sears), and to put any
business-related expenses on his American Express charge
card.

[0024] Both Sam and Jane have mobile phones. Sam has a
mobile phone that has a Web browser, and Jane has an Apple
iPhone®. Sam will access and use the payment system of the
present invention using his phone’s browser, while Jane will
access and use the payment system of the present invention by
downloading and configuring an iPhone® application (or
“app”’) configured to facilitate payment transactions pursuant
to the present invention.

[0025] Using features of the present invention, customers
such as Jane and Sam may use their mobile devices to pay for
products or services at point of sale (or “POS”) locations.
Merchants need not modify their point of sale hardware (al-
though some embodiments involve the merchant displaying a
checkout token on a point of sale display terminal) and users
may pay using their existing payment accounts. Embodi-
ments allow users to choose among a variety of payment
accounts to use the most appropriate or most desirable pay-
ment account for a given transaction. Embodiments also
allow merchants, payment account issuers, and/or payment
network operators to establish rules governing which pay-
ment instruments are made available for use on the phone.
These illustrative examples will be used in conjunction with
some of'the following descriptionto aid in describing features
of some embodiments of the invention. In FIG. 1, an overview
of a system according to the present invention will be
described. In FIG. 2, a more detailed block diagram of some
components of a system is provided. In FIG. 3, a customer
registration process will be described, and in FIGS. 4A-C
transaction processes will be described.

[0026] System Overview

[0027] Features of some embodiments ofthe present inven-
tion will now be described by reference to FIG. 1, which is a
block diagram of a system 100 pursuant to some embodi-
ments. As shown, a payment account holder, buyer, or other
user or operator (hereafter, the “customer”) may have or use
a mobile device 102 (such as a mobile telephone or the like).
The mobile device 102 has a display screen 136 and a data
entry device 138 (such as a keypad or touch screen). Pursuant
to embodiments of the present invention, the customer may
use the mobile device 102 to conduct a purchase transaction
with a merchant 108. The merchant 108 may be a physical
storefront, electronic commerce merchant, or mail order and
telephone (“MOTO”) merchant (or another person or entity).

[0028] In a typical example transaction, a customer may
purchase products or services from the merchant 108 by first
taking the products or services to a point of sale (e.g., such as
a physical checkout counter, an electronic shopping cart, or
the like, generally referred to herein as the “point of sale” or
“POS”). The merchant 108 begins the checkout transaction as
normal, by totaling the items to be purchased (e.g., by using a
bar code scanner, key entry of product codes, or the like). The
merchant (acting through a clerk, a display screen, a POS
terminal facing the customer, or the like) then prompts the
customer to select a payment option. In prior systems, the
merchant might prompt the customer to select “credit”,
“debit” or another payment option. Pursuant to the present
invention, the merchant (acting through a clerk, display
screen, a POS terminal facing the customer, or the like) may
prompt the customer for those options as well as a mobile
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payment option. If the customer selects the mobile payment
option, features of the present invention are utilized to process
the transaction.

[0029] Insomeembodiments, rather than requiring the cus-
tomer to select the mobile payment option by an action (such
as by pushing a button on a POS terminal or communicating
the choice to a clerk, etc.), the choice may be made by the
customer’s act of scanning, capturing or entering a checkout
identifier (as discussed below). For example, in such embodi-
ments, the action of capturing the checkout identifier used in
the present invention will cause the transaction to proceed
pursuant to the present invention.

[0030] If the mobile payment option is selected, and once
the purchase total has been generated, the merchant 108 trans-
mits a merchant payment authorization request message to a
transaction management system 130 (via path 116). The mer-
chant payment authorization request message may include
one or more pieces of data or information about the transac-
tion. For example, the message may include one or more of a
merchant identifier, the amount due, and a unique checkout
token (“checkout token™) which, as will be described further
herein, is used to identify the merchant and the transaction for
further processing.

[0031] A number of techniques may be used to generate or
present the checkout token. For example, in some embodi-
ments, one or more checkout tokens may be predefined or
established for use with a given merchant 108 (e.g., the mer-
chant 108 could have a number of checkout tokens available
to display or present at the point of sale). In such embodi-
ments, the merchant 108 would choose a checkout token for
use with a given transaction. In some embodiments, such
checkout tokens may be generated or provided using a stan-
dardized format. As an illustrative example, a merchant 108
may be issued or provided with a range of checkout tokens or
a predefined series or sequencing of numbers. As a specific
example, a merchant may be instructed to use a range of
numbers (e.g., from “00000” to “99999”) as well as a
sequencing or usage pattern (e.g., a specific checkout token
may only be used in conjunction with a single active transac-
tion). In such an embodiment, the POS system would pass a
selected checkout token to the transaction management sys-
tem 130. In other embodiments, however, the checkout tokens
are issued or selected by the transaction management system
130 and are provided to the merchant 108 in response to a
merchant authorization request message (as will be described
further below). Those skilled in the art will recognize that
other techniques for issuing, using and selecting checkout
tokens may be used.

[0032] Pursuant to some embodiments, the checkout token
is dynamically generated for each transaction. In some
embodiments, the checkout token is a static identifier associ-
ated with an individual checkout location (e.g., such as a
specific point of sale terminal or location, or with a small
business person such as a plumber or electrician who has no
specific checkout location, or with an individual). The mer-
chant 108 causes the checkout token to be displayed or pre-
sented to the customer. For example, the checkout token may
be displayed on a display device associated with the mer-
chant, or pre-printed on a placard or other display near the
point of sale.

[0033] From the customer perspective, the payment pro-
cess of the present invention may begin with the customer
performing an authentication process to confirm their identity
and authority to conduct transactions using the present inven-
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tion. The authentication process may be performed after, or in
some situations, prior to the customer’s selection of the
mobile payment option at the point of sale. Pursuant to some
embodiments, the authentication process serves to authenti-
cate the customer to the transaction management system 130.
The authentication process may involve the customer launch-
ing a mobile payment application or a Web browser on the
mobile device 102 and providing one or more credentials or
items of information to the transaction management system
130 via communication path 114. For example, the authenti-
cation process may involve the entry of a user identifier, a
password, or other credentials into a login screen or other user
interface displayed on a display device 136 of the mobile
device 102. The transaction management system 130 com-
pares the received information with stored information to
authenticate the customer.

[0034] The authentication process, in some embodiments,
also involves the comparison of one or more attributes of the
mobile device 102 with a stored set of attributes collected
from the mobile device 102 during a registration process
(such as the process of FIG. 3). For example, the attributes
may include identifiers associated with the mobile device 102
which uniquely identify the device. In this way, the customer
is authenticated two ways—with something they know (login
credentials), and something they have (mobile device). Once
the customer is successfully authenticated, then the system
has access to a variety of attributes about the customer,
including a list of payment accounts that the customer previ-
ously identified to the transaction management system 130 as
part of the registration process.

[0035] After a successful authentication process, the cus-
tomer is prompted to scan, capture (or otherwise enter) a
checkout token from a device associated with the merchant
108 (shown as interaction 112 between the mobile device 102
and the merchant 108). The checkout token is used, as will be
described further herein, to link messages from the mobile
device 102 and the merchant 108, and the transaction man-
agement system 130, so that transactions pursuant to the
present invention may be accomplished. After capture of the
checkout token, the mobile device 102 transmits the token to
the transaction management system 130 in a customer trans-
action lookup request message (over communication path
114). The customer transaction lookup request message
includes the checkout token captured by the mobile device
102.

[0036] Pursuant to some embodiments, either a “static”
checkout token or a “dynamic” checkout token may be used.
In an embodiment where a “static” checkout token is used
(e.g., such as one that is assigned for use by a specific check-
out location and which does not include any variable infor-
mation for each transaction), the transaction management
system 130 matches the information in the customer transac-
tion lookup request (received from the mobile device 102)
with the information in the merchant payment authorization
request (received from the merchant 108) by matching the
checkout token information received in each of the messages.
Once a match is found, the transaction management system
130 transmits a transaction detail message (via path 114) to
the customer’s mobile device 102. The information from the
transaction detail message provides the customer with details
about the transaction, including but not limited to the amount
due, the name and location of the merchant (information
contained in or derived from the merchant payment authori-
zation request), and possibly one or more marketing mes-
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sages. In addition, the transaction management system may
also send to the phone a list of payment accounts the customer
has registered with the system, including credit, debit, check-
ing, prepaid and other types of accounts. The list of accounts
may include all of the accounts the customer registered with
the system, or it may include a subset of accounts, based on
rules established by the mobile payment network operator,
the merchant, the issuer of each payment account, the cus-
tomer, or another entity (e.g., the list of accounts sent to the
mobile device may only include those accounts that may be
used for the current transaction). Now the customer can see on
the display 136 of their mobile device 102 the name of the
merchant they are about to pay, the amount to be paid, and a
list of their payment accounts they can use to pay the mer-
chant 108.

[0037] In some embodiments, the merchant’s checkout
token may be derived from a unique identifier in the merchant
payment authorization request. For example, in cases where
the merchant can’t easily modify their system to pass the
transaction management system 130 a static checkout token,
such a derivation may reduce or even eliminate the need for
equipment upgrades and software changes that might other-
wise be required by a merchant adopting a new payment
method. The checkout token may be derived using a mapping
table which maps a merchant identifier, a terminal identifier,
or other information (passed by the merchant system to the
transaction management system 130) to a checkout token.
Based on the received identifier, a mapping process may
occurto identify the appropriate checkout token for use in that
payment transaction. The selected checkout token is associ-
ated with the transaction in the merchant transaction queue
where it is made available to be matched with transactions
from the customer message queue. Those skilled in the art
will recognize that other matching and mapping techniques
may also be used. In either event, the checkout token is an
identifier (consisting of a combination of letters, numbers,
and/or symbols) used to link a merchant payment authoriza-
tion request to a payment authorization request received from
a customer operating a mobile device pursuant to the present
invention.

[0038] Inembodiments using a “dynamic” checkout token
(e.g., where the checkout token is generated by either the
merchant 108 or the transaction management system 130
before it is displayed on a display device associated with the
merchant during a checkout transaction, and where the check-
out token may include additional information about a trans-
action), checkout processing may proceed without a need for
a customer transaction lookup request message to be trans-
mitted to the transaction management system 130. For
example, in some embodiments, some or all of the transaction
details may be encoded in a dynamic checkout token which,
when captured and processed by the mobile device 102, pro-
vides the transaction details to the mobile device 102. Further
details of both “static” and “dynamic” checkout token
embodiments will be discussed further below. In either event,
however, the checkout token is used to match messages from
the mobile device 102 with messages from the merchant 108
at the transaction management system 130.

[0039] To complete the payment transaction, the customer
then interacts with the mobile device 102 to select a desired
payment account to use in the present transaction, and causes
a customer payment authorization request message to be sub-
mitted (via path 114) to the transaction management system
130. In some embodiments, the transaction management sys-
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tem 130 transmits a payment authorization request message
to the customer’s mobile device, enabling the customer to
have a final opportunity to confirm or cancel the payment
transaction, although this step is optional. The customer’s
confirmation or cancellation is transmitted from the mobile
device 102 as a customer payment authorization message to
the transaction management system 130 via path 114.

[0040] Once the payment authorization message from the
customer’s mobile device is received, the transaction man-
agement system 130 creates an authorization approval
request message for transmission through one or more pay-
ment processing networks (not shown in FIG. 1) to cause the
authorization, clearing and settlement of funds for the trans-
action. This request message includes information from the
merchant payment authorization request such as the amount
of the transaction, or at least a pointer or reference to the
relevant merchant payment authorization request (received
from the merchant 108) and a payment account identifier
identifying the payment account selected by the customer and
previously stored in the transaction management system 130.
The authorization approval processing is performed using
standard financial authorization processing over one or more
authorization networks (e.g., such as the VISANET® net-
work operated by Visa, Inc., an Automated Clearing House
system such as NACHA, or the like). Once the availability of
funds is confirmed, the transaction management system then
sends the merchant payment authorization response message
(via path 116) to the merchant so the transaction can be
completed at the point of sale. A customer payment authori-
zation response message may also be displayed to the cus-
tomer at the point of sale and/or transmitted to the customer’s
mobile device.

[0041] Pursuantto some embodiments, as will be described
further below, the merchant 108 is not provided with any
actual payment credentials of the customer during the check-
out process. Further, the mobile device 102 never stores,
sends or receives actual payment credentials. Instead, the
mobile device 102 stores or has access to a proxy associated
with actual payment credentials, and the proxy is used to
identify a desired payment account for use in a given trans-
action. The proxy is transmitted to the transaction manage-
ment system 130 in a customer payment authorization request
message and the transaction management system 130 uses the
proxy to lookup or identify the actual payment credentials
associated with the selected account. The actual payment
credentials are then transmitted from the transaction manage-
ment system 130 to an account issuer or agent for authoriza-
tion. By ensuring that actual payment credentials are not
revealed to or stored at a merchant 108 or mobile device 102,
embodiments provide increased account security and reduced
potential for fraud or abuse.

[0042] Pursuant to some embodiments, the mobile device
102 may be a smart phone or a Web enabled mobile device
such as, for example, an iPhone®, an Android® phone, or any
phone that can access and display Web content or access the
Internet. In some embodiments, the mobile device 102 com-
municates with transaction management system 130 using a
cellular or wireless network. In some embodiments, the trans-
action management system 130 is a secure server (or network
of servers). In some embodiments, the transaction manage-
ment system 130 is in communication with one or more
payment processing networks (not shown in FIG. 1) such as
the VISANET® network operated by Visa Inc., the BANK-
NET® network operated by MasterCard International, or the
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like. The transaction management system 130 may also be in
communication with other financial transaction networks
(such as ACH and EFT networks, private label networks,
alternative payment systems such as PayPal®, or the like) to
allow customers operating mobile devices 102 to conduct
transactions using a wide variety of different forms of pay-
ment instruments and accounts. The transaction management
system 130 may further be in communication with one or
more ad or offer management networks, such as those pro-
vided by Google®, Apple®, Yahoo®, Microsoft® or the like.
As will be described further below, data, including advertise-
ments and offers may be received from those networks and
presented to customers via the mobile device 102.

[0043] Although the system depicted in FIG. 1 (and else-
where throughout this disclosure) shows only a single mobile
device 102, merchant 108 and transaction management sys-
tem 130, those skilled in the art will appreciate that in use
there will be a number of devices in use, a number of mer-
chants using the system, and potentially multiple instances of
the transaction management system in operation.

[0044] As will be described further below, transactions
conducted using embodiments of the present invention have a
number of desirable advantages over existing payment meth-
ods. For example, customers are able to conduct payment
transactions at a wide variety of merchant locations using
their mobile device. Further, the mobile device may be used to
access a variety of different payment accounts held by the
customer, allowing the customer to select the most appropri-
ate or desirable payment account for each transaction. Using
features of the present invention, merchants need not under-
take costly hardware retrofit or replacements, as embodi-
ments may utilize existing point of sale systems and hard-
ware. In addition, paying with embodiments of the present
invention can be more secure than existing payment methods,
as it is possible to require that each transaction be authenti-
cated using two items—user information (such as a user
identifier and/or password, or a PIN) known to the customer,
as well as unique attributes associated with the mobile device
the customer uses to initiate the transaction. Other benefits
and advantages will become apparent to those skilled in the
art upon reading this disclosure.

[0045] Further System Details

[0046] Further details of some aspects of a system accord-
ing to some embodiments of the present invention will now be
described by reference to FIG. 2. FIG. 2 is a block diagram of
an example payment system network environment showing
communication paths between a mobile device 202, mer-
chants 208, transaction management system 230 and pay-
ment processing systems 232. Mobile device 202 may be, for
example, a mobile telephone, PDA, personal computer, or the
like. For example, mobile device 202 may be an iPhone®
from Apple, Inc., a BlackBerry® from RIM, a mobile phone
using the Google Android® operating system, or the like.
Pursuant to some embodiments, mobile device 202 may oper-
ate a payment application allowing mobile device 202 to
operate as a payment device as described herein. In some
embodiments, mobile device 202 is capable of accessing and
displaying Web content or otherwise accessing the Internet so
that a customer operating mobile device 202 may interact
with transaction management system 230 to initiate a trans-
action via a Web interface.

[0047] Mobile device 202 of FIG. 2 can, for example, com-
municate over one or more wired and/or wireless networks
201. As an example, a wireless network can be a cellular
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network (represented by a cell transmitter 215). A mobile
device 202 may communicate over a cellular or other wireless
network and through a gateway 216 and then communicate
with a network 214 (e.g., such as the Internet or other public
or private network). An access point, such as access point 218
may be provided to facilitate data and other communication
access to network 214. Access point 218 may be, for example,
compliant with the 802.11g (or other) communication stan-
dards. For example, in embodiments in which a mobile device
202 is operating a payment application which allows mobile
device 202 to function as a payment device pursuant to the
invention, the payment application may cause or control com-
munication of data through network 201 to transaction man-
agement system 230.

[0048] In some embodiments, mobile device 202 may
engage in both voice and data communications over wireless
network 214 via access point 218. For example, mobile
device 202 may be able to place or receive phone calls, send
and receive emails, send and receive short message service
(“SMS”’) messages, send and receive email messages, access
electronic documents, send and receive streaming media, or
the like, over the wireless network through access point 218.
Similar communications may be made via network 215.

[0049] In some embodiments, a mobile device 202 may
also establish communication by other means, such as, for
example, wired connections with networks, peer-to-peer
communication with other devices (e.g., using Bluetooth net-
working or the like), etc. Mobile device 202 can, for example,
communicate with one or more services over networks 201,
such as the transaction management system 230 (to conduct
payment transactions, to create, edit, view or otherwise
modify payment account settings and preferences, etc.), the
Web 240, and other services 242. Mobile device 202 can also
access other data over the one or more wired and/or wireless
networks 201. For example, content providers, such as news
sites, RSS feeds, web sites, blogs, social networking sites,
developer networks, etc., can be accessed by mobile device
202. Such access can be provided by invocation of a web
browsing function or application (e.g., a browser) in response
to a customer launching a Web browser application installed
on mobile device 202. In some embodiments, a user may
utilize a Web browser to interact with transaction manage-
ment system 230 to register payment accounts, establish
account preferences, perform payment transactions, etc.

[0050] Mobile device 202 has a display screen 236 and a
data entry device 238 (such as a keypad or touch screen, or
voice interface). Pursuant to embodiments of the present
invention, the customer may use the mobile device 202 to
conduct a purchase transaction with a merchant 208. Mer-
chant 208 may be a physical storefront, electronic commerce
merchant, or MOTO merchant (or another person or entity).
Mobile device 202, in some embodiments, also has a camera
(not shown) or other image capture device which allows the
mobile device 202 to capture an image or representation of a
checkout token 210. Mobile device 202, in some embodi-
ments, also has a wireless receiver (not shown) or other wire-
less signal receiving device which allows the mobile device
202 to capture a wireless signal representation of a checkout
token 210. For example, a customer may operate mobile
device 202 to take a digital picture or capture the image of a
checkout token 210 displayed on or at a merchant point of sale
device to initiate a payment transaction using the present
invention. The captured image is shown as item 237 on the
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display screen 236. As will be described further below, the
checkout token 210 may be used to initiate and conduct
transactions with a merchant.

[0051] Merchant 208 may operate one or more merchant
systems 209 to process payments and transactions, including,
as will be described, payment transactions pursuant to the
present invention (as well as “traditional” or standard pay-
ment transactions involving cash, standard payment cards, or
the like). Merchant system 209 may be a networked point of
sale system (such as for a physical retail location) or it may be
a shopping cart system (such as for an electronic commerce or
Internet retail location). Merchant system 209 may further be
a combination of systems designed to allow a merchant to
accept payments for goods or services. In some embodi-
ments, merchant system 209 may be in communication with
one or more point of sale devices 212 which have display
devices 213 for presenting and receiving information from
customers. For example, in the situation where the merchant
208 is a physical retail location, a merchant system 209 may
be in communication with a number of different point of sale
devices 212 each of which is located at a different checkout
lane or location within the store (or in different stores in
different geographical locations). Each of the point of sale
devices 212 may present, display, or communicate transac-
tion information to customers at the point of sale (or “POS”)
so that the customer can approve or authorize purchases and
present payment for the purchases.

[0052] As another example, where the merchant 208 is an
Internet or other electronic commerce merchant, the mer-
chant system 209 may be a Web server (or a network of
servers, some of which may be Internet accessible) config-
ured to process purchase transactions associated with mer-
chant 208. Point of sale devices 212, in such an example, may
be a number of remote terminals interacting with merchant
system 209 such as, for example, personal computers, mobile
devices, or the like that are able to interact with the merchant
system 209 via a network such as the Internet. Because
embodiments of the present invention are capable of initiating
and conducting transactions for both physical and remote
types of merchants, the point of sale, point of purchase, or
interaction between a buyer and merchant may be referred to
as the “point of sale” herein.

[0053] Pursuant to embodiments of the present invention, a
checkout token 210 is displayed on or near the point of sale.
The checkout token 210 may be either a “static” checkout
token or a “dynamic” checkout token. In situations where
static checkout tokens are used, the token may be printed,
displayed, or provided near the point of sale location (such as
on a sticker or placard displayed so the customer can easily
see and read or capture the token). Static checkout tokens 210
may be printed as a bar code image, as an alphanumeric
identifier, or in other forms. In general, checkout tokens may
be presented in forms which are easily discernable by a
human so that they may be both key-entered or captured using
a mobile device 202. In embodiments where static checkout
tokens are used, an additional processing step may be per-
formed (as will be described further below) in order to pro-
vide the mobile device 202 with detailed information about
the transaction.

[0054] In embodiments where dynamic checkout tokens
are used, the token may be displayed on a display device 213
associated with a point of sale device 212. A dynamic check-
out token may be generated to include transaction informa-
tion (e.g., such as the purchase amount, etc.) and may, in some
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embodiments, involve fewer messages between the mobile
device 202 and the transaction management system 230 dur-
ing a payment transaction. The checkout token 210 may be
encoded or displayed as a bar code image, as an alphanumeric
identifier, as a wireless signal, or in other forms to allow the
checkout token 210 to be captured as an image (e.g., using a
camera or scanner associated with the mobile device 202).
The checkout token 210 may also be key entered by a cus-
tomer of the mobile device 202 or be captured by a wireless
receiver associated with the mobile device 202. In some
embodiments, a mobile device may be operated in conjunc-
tion with multiple types of checkout tokens 210 (e.g., a
mobile application may be capable of capturing a checkout
token 210 using image capture, wireless receiving, or key
entry, depending on how the checkout token 210 is presented
at a point of sale).

[0055] The display device 213 could be an LCD (or other
display technologies) display (e.g., such as those currently
available at many merchants in systems such as the Hyper-
com 4150 terminal, or the Verifone MX870 terminal or the
like). The use of the checkout token 210 in transactions pur-
suant to the present invention will be described further below.
In general, however, the checkout token 210 is used by the
transaction management system 230 to match a payment
request from a mobile device 202 with a payment authoriza-
tion request from the merchant 208 to complete a payment
transaction using information stored at, or accessible to, the
transaction management system 230. In embodiments where
the checkout token 210 is a dynamic checkout token, the
token may further be used to communicate transaction details
from the merchant 208 to the mobile device 202.

[0056] In a typical example transaction, a customer may
purchase products or services from the merchant 208 by first
selecting mobile payment as a payment option, performing an
authentication process with a payment application on a
mobile device 202 (or via a Web browser interacting with
transaction management system 230), capturing a checkout
token 210 from a device associated with the merchant 208
(such as from a display 213 of a point of sale device 212),
receiving transaction details and a payment account list or list
of preferred or eligible accounts from the transaction man-
agement system 230, selecting a payment option on the
mobile device 202, and submitting a customer payment
authorization request to a transaction management system
230 over a network 201.

[0057] The selection of a payment option involves receiv-
ing information identifying one or more payment accounts
available to the customer. The available payment accounts
may be those specified by the customer during a registration
process such as the process described further below in con-
junction with FIG. 3. Pursuant to some embodiments, the
presentation of the different payment account options may
include applying one or more rules or preferences to a list of
available payment accounts so that the customer is presented
with the account(s) that are best suited or available for the
current transaction. The customer selects the payment
account (or accounts, in the case of a split tender transaction)
to use and the information is transmitted to the transaction
management system 230. In some embodiments, all of the
customer’s available payment accounts may be displayed to
the customer after the customer has been authenticated.
[0058] In some embodiments, the list of accounts later
received from the transaction management system (after it
processes the customer transaction lookup request) may
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include additional metadata or information associated with
each payment account (e.g., such as the current available
account balance, any special offers available if the account is
used in the current transaction, etc.). In some embodiments,
the list of accounts later received from the transaction man-
agement system may include fewer accounts based on the
application of rules at the transaction management system
(e.g., such as the application of one or more customer, mer-
chant or system rules). For example, a rule may specify that a
specific payment account not be used for low dollar value
transactions. In such a case, that specific payment account
would not be included in the list of accounts sent from the
transaction management system in response to the customer
transaction lookup request. Put another way, the list of pay-
ment accounts received from the transaction management
system after it processes the customer transaction lookup
request may be a subset of all the accounts the customer has
registered.

[0059] Substantially at the same time, the merchant 208
transmits a merchant payment authorization request message
to the transaction management system 230 over a network
220. The transaction management system 230 matches the
customer payment authorization request (received from the
mobile device 202 over network 201) with the merchant
payment authorization request (received from the merchant
208 over network 220) by using the checkout token 210.
[0060] In some embodiments where a dynamic checkout
token 210 is used, no transaction details need be received by
the mobile device 202 from the transaction management sys-
tem 230—instead, the transaction details may be provided to
the mobile device 202 via data encoded or otherwise con-
tained in the dynamic checkout token 210. In some embodi-
ments, the mobile device 202 requests or receives some or all
of the transaction details from the transaction management
system even where a dynamic checkout token is used.
[0061] Insomeembodiments, the transaction management
system 230 then transmits a customer payment confirmation
request message to the customer’s mobile device 202,
enabling the customer to have a final opportunity to confirm
or cancel the payment transaction. For example, the customer
may be prompted to “confirm” or “cancel” the payment trans-
action. The prompt may provide additional information about
the transaction and the selected payment account so the cus-
tomer can have detailed information about the transaction
before selecting “confirm” or “cancel”. In some embodi-
ments, customers may be given the opportunity to set prefer-
ences or otherwise configure the mobile payment application
to enable or disable certain messages or transaction steps. As
a specific example, customers may be given the opportunity
to receive (or not receive) customer payment confirmation
request messages.

[0062] Once the final confirmation to proceed with the pay-
ment has been received from the customer’s mobile device
202, the transaction management system 230 creates an
authorization approval request message for transmission
through one or more payment processing network(s) 232 to
cause the authorization, clearing and settlement of funds for
the transaction. This request message includes the transaction
details, such as the amount of the transaction or other infor-
mation, from the merchant payment authorization request
(received from the merchant 208) and the actual payment
credentials associated with the payment account selected by
the customer. The actual payment credentials may be
obtained by using the payment account selection information

Oct. 13,2011

and performing a lookup of actual payment account creden-
tials previously stored in a database or location accessible to
the transaction management system 230. The authorization
approval processing may be performed using standard finan-
cial authorization processing over one or more payment pro-
cessing networks 232 (e.g., such as the VISANET® network
operated by Visa, Inc., an Automated Clearing House system
such as NACHA, or the like). Once the availability of funds is
confirmed, the transaction management system then sends a
merchant payment authorization response message to the
merchant 208 so the transaction can be completed at the point
of'sale 212, and a customer payment authorization response
message to the customer’s mobile device 202.

[0063]

[0064] Pursuant to some embodiments, before a customer
can use a mobile device (such as the mobile device 202 of
FIG. 2) to conduct a purchase transaction using the present
invention, the customer must perform a registration process
such as the process described in conjunction with FI1G. 3. Data
collected or provided in association with the process 300 may
be stored at or be accessible to one or more databases asso-
ciated with the transaction management system 230. An
example database is shown in FIG. 9 (which will be refer-
enced in conjunction with the following description of pro-
cess 300).

[0065] The registration process 300 of FIG. 3 begins when
a customer first (at 302) interacts with a registration server
(which may be a component of, or related to, transaction
management system 230 of FIG. 2) to initiate a registration
process. For example, the customer may operate an Internet
browser (either on a mobile device or another computing
device) to access a registration Web page associated with the
registration server. The registration Web page may request the
customer provide some identifying information to begin the
account creation process. For example, a customer may pro-
vide name, address and other contact information as well as
contact preferences, including one or more email addresses
and phone numbers. A customer identifier or other unique
record (or records) may be established in a database as illus-
trated in table of FIG. 9. A customer identifier U1002 may be
used to uniquely identity the customer. The customer identi-
fier U1002 may be an alphanumeric identifier assigned by the
transaction management system 230 or may be information
based on or provided by the customer (e.g., such as a mobile
phone number or identifier associated with a mobile device
202).

[0066] Processing continues at 304 where the customer
establishes an account. In some embodiments, the account
creation includes providing contact and identifying informa-
tion associated with the customer, as well as information
identifying one or more mobile device(s) from which the
customer wishes to make transactions. Each mobile device
202 may, for example, be identified by its phone number
and/or other unique identifier(s) (such as a hardware serial
number, an ASIN, a UUID in the case of an iPhone, a com-
ponent serial number such as a CPU serial number or the like).
In some embodiments, where the customer registers from a
browser on their mobile device, or by first downloading a
payment application having a registration module onto their
mobile device, the system may capture unique identifying
information associated with the mobile device (e.g., suchas a
hardware serial number, an ASIN, a UUID or other device
identifiers).

Customer Registration Process
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[0067] Processing continues at 306 where the customer
provides information about one or more payment devices or
payment accounts that the customer wishes to have associated
with the payment system of the present invention. For
example, the customer may enter information about one or
more credit cards, debit cards, gift cards, bank accounts,
checking accounts, or the like. The information about each
account includes the actual payment credentials or sufficient
information to process a transaction using the account. For
example, with respect to a credit or debit card, the information
may include: the primary account number (or PAN), the
expiry date, and the verification code. With respect to a bank
account, the information may include: the routing number
and the account number. Other information, such as bank or
issuer information may also be entered at 306. Some or all of
the information may be stored in one or more fields of the
database table shown in FIG. 9. As shown in FIG. 9, a cus-
tomer may register several payment accounts, and the details
are shown as being stored in a field 1010 labeled “Account(s)
[0068] Referring to the illustrative examples introduced
above, the customer named “Jane” has entered details about
four of her payment accounts that she would like to be able to
utilize in conjunction with the present invention, including: a
Chase Credit Card, having a primary account number (or
“PAN”) of ###i####, and a card expiration date of 05/12, a
Webster Bank Checking account having an ABA number of
#iH#HHHHE and an account number of ##H#H#HHH#H, a Webster
Bank Visa debit card having a PAN of ######## and a card
expiration date of 06/11, and a Starbucks gift card having a
PAN of ###### and an expiration date of 8/10. Additional
account identifying information may be provided as required
(e.g., in some embodiments, for payment cards, a card veri-
fication number may also be provided). The data provided in
the table of FIG. 9 is securely stored in a PCI compliant
database. In some embodiments, by securely storing payment
card data (including expiry date and verification codes), pay-
ments made using the present invention may qualify for
reduced interchange as “card present” transactions. Pursuant
to some embodiments, a customer may add, remove or update
account information as needed.

[0069] Processing continues at 308 where the customer
may optionally establish one or more preferences or rules
associated with the use of one or more of the accounts entered
at 306. For example, the customer may designate one of the
accounts as the “primary” or default account. Other rules and
preferences may also be set to enable accounts to be selected
and used in an efficient and logical manner. For example, a
customer may specify priorities or other account-based rules
to indicate how a particular payment account should be
treated with respect to other payment accounts. A customer
may also specify spend limitations or balance requirements
that govern how and when a payment account is to be pre-
sented as an option. A customer may also specify the order in
which accounts are displayed on the mobile phone, based on
what merchant they are purchasing from, or the funds avail-
able in each account, or the rewards received for using each
account.

[0070] In some embodiments, a rule (such as a customer-
specified rule), may cause a payment process to proceed more
quickly, or with fewer customer steps. For example, a cus-
tomer may specify that when making a purchase (or a certain
type of purchase, such as a purchase below a certain dollar
amount) at a specific merchant, that a default payment
account be used. In such situations, a purchase transaction
using the present invention may proceed without need for the
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customer to select or confirm the selection of a payment
account—it is done automatically by application of the cus-
tomer-specified rule.

[0071] Thoseskilled inthe art will appreciate, upon reading
this disclosure, that a wide variety and type of account-level
rules may be specified to allow a customer to manage how
(and when) payment accounts are presented as payment
options.

[0072] In the illustrative embodiment introduced above
(and in the table of FIG. 9), the customer named “Jane” has
specified the following account preferences: (i) she wants to
reduce the use of credit, and (ii) she wants to reduce transac-
tion fees. Jane has also specified rules to be applied when
specific payment accounts are analyzed for use in a given
transaction: (i) her Starbucks gift card balance should be used
where possible (having been assigned the highest priority),
(ii) her checking account or the debit card associated with her
checking account should be used as the second highest prior-
ity (although she prefers not to use the checking account if a
transaction would reduce her balance to below $1,000), and
(iii) her credit card should be the final payment option, having
the lowest priority.

[0073] When Jane uses her mobile device to conduct a
transaction using the present invention, the transaction man-
agement system will compare the rules and preferences Jane
has specified to the details of the transaction to recommend
which payment account(s) are available for the transaction.
For example, if Jane uses her mobile device to purchase a cup
of coffee at Starbucks, the transaction management system
will let her know that she can use her Starbucks gift card for
the purchase. In this manner, customers having a variety of
payment accounts may be presented with choices of payment
options that are based on their overall preferences and usage
objectives. Further, a payment account that is unavailable or
unsuitable for a particular transaction may be identified as
such by the transaction management system so that the cus-
tomer need not be presented with that payment account as an
option (e.g., if Jane is purchasing gas at a gas station, she will
not be presented with the Starbucks gift card as a payment
option for that transaction). Further details of how payment
accounts are presented to a customer during a transaction are
provided below in conjunction with FIG. 4B and FIG. 8.
[0074] In some embodiments, processing may continue at
310 if the customer operates or uses mobile devices that are
capable of operating an application that is associated with the
present invention (such as an iPhone or an Android phone). At
310, the customer is prompted to download and install an
application on their mobile device. The application allows the
customer to operate their mobile device to quickly and easily
conduct payment transactions pursuant to the present inven-
tion. For phones or devices that are not capable of running
such an application, a link or Web page may be created or
provided to the customer that may be accessed via a mobile
phone browser, so that the customer can conduct payment
transactions pursuant to the present invention.

[0075] Once a customer has established an account and
registered one or more payment accounts with the transaction
management system, the customer may utilize the system of
the present invention to conduct purchase transactions at mer-
chants that support transactions of the present invention.
[0076] Transaction Process

[0077] An illustrative transaction process 400 will now be
described in conjunction with FIGS. 4A-C (while also refer-
ring to the components of system 200 of FIG. 2). FIG. 4A
depicts a transaction process from the perspective of a mer-
chant (such as merchant 208), FIG. 4B depicts a transaction
process from the perspective of a mobile device (such as
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mobile device 202), and F1G. 4C depicts a transaction process
from the perspective of transaction management system (such
as system 230 of FIG. 2). In general, the three transaction
processes are performed in parallel or in conjunction with
each other to perform a payment transaction pursuant to some
embodiments of the present invention. Each of the transaction
processes of FIG. 4 begin when a customer (who participates
in the payment system of the present invention) is done shop-
ping or is otherwise ready to make a purchase at a point of
sale. For example, the processes may begin once a customer
has selected goods or services to purchase and has taken them
to a point of sale to purchase them. The point of sale may be
a checkout lane at a retail store, an electronic shopping cart at
an ecommerce store, a clerk or waiter at a restaurant, a gas
station pump, or the like, or it may be one person using the
present invention to pay another person.

[0078] Reference is first made to FIG. 4A, where a trans-
action process 400 is shown. The process of FIG. 4A is
generally presented from the perspective of a merchant. For
example, transaction process 400 may be performed by or at
a merchant 208 and may be performed using software or
systems associated with a merchant 208 such as, for example,
merchant system 209 and point of sale device 212. Processing
begins at 402 where the goods or services are rung up to total
the purchase. Processing continues at 404 where the point of
sale device 212 (or the clerk) prompts the customer to select
a payment option, and a determination is made whether a
mobile payment option is selected. If the mobile payment
option is not selected, processing continues at 406 where
standard payment processing or processing to complete the
purchase using another payment option occurs.

[0079] Ifthe mobile payment option is selected, processing
continues at 408 where the merchant system 209 create and
transmit a merchant payment authorization request, including
a merchant checkout token (in embodiments where a check-
out token is sent from the merchant), a transaction amount,
and other transaction data (such as a terminal identifier, date,
time, enhanced transaction data, etc.) to a transaction man-
agement system 230 (e.g., via a network such as network
220). The merchant payment authorization request is then
used by the transaction management system 230 (as will be
described further below in conjunction with FIG. 4C), to
create a pending transaction in a merchant transaction queue.
In some embodiments, as discussed above, the checkout
token is not sent from the merchant system 209. Instead, the
checkout token may be retrieved, generated or “looked up” by
the transaction management system 230 in response to a
message received at 408 from merchant system 209. For
example, the checkout token may be looked up from a table
associating a merchant ID (received at 408) with a static
checkout token. In some embodiments, the checkout token
could be generated by the transaction management system
230 when it receives the merchant payment authorization
request at 408, and then the checkout token would be passed
back to the merchant system 209 as part of the acknowledge-
ment of the merchant payment authorization request.
Although processing at 408 is shown as including a checkout
token transmitted from the merchant to the transaction man-
agement system 230, in some embodiments, the token is not
sent at 408, instead, the checkout token is provided by the
transaction management system 230.

[0080] Processing continues at 410 where a checkout token
is displayed or otherwise provided to the customer. Process-
ing at 410 may be performed in a number of different ways,
depending, in some embodiments, on whether a static check-
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out token or a dynamic checkout token is used. In situations
where static checkout tokens are used, the display of the
checkout token may be performed prior to the transaction by
placing or otherwise displaying a static checkout token in an
area associated with the point of sale device 212. In some
embodiments, for example, static checkout tokens may be
used in applications where a merchant would not want to
incur the cost of purchasing and deploying a display device at
the point of sale for displaying dynamic checkout tokens, and
where only one checkout event occurs at a time at each check-
out location. For example, a sticker or placard may be created
with the static checkout token on it and displayed near the
point of sale device 212 so customers and clerks can easily see
the static checkout token. The static checkout token may be
used for multiple transactions and may remain static for a
relatively long period of time (such as days, weeks, months,
or even longer). The static checkout token is generated such
that it uniquely identifies details about the merchant, includ-
ing but not limited to the location of the store, the merchant’s
account number, and the specific point of sale device 212
within a store with which the static checkout token is associ-
ated, and may be an alphanumeric identifier (e.g., such as a
4-7 character identifier) allowing it to be easily keyed in or
entered into a mobile device 202, or it may be an encoded bar
code image, or a radio signal such as that produced by an
RFID device.

[0081] In embodiments where dynamic checkout tokens
are used, processing at 410 may include the generation and
then the display of the dynamic checkout token. For example,
the dynamic checkout token may be created as an encoded bar
code image that, when decoded, reveals an identifier that
uniquely identifies a number of items associated with the
point of sale device 212 and a particular checkout transaction.
The decoding of the bar code image may, in some embodi-
ments, reveal a checkout identifier that may be used (e.g., by
the transaction management system 230) to identify informa-
tion about the POS device 212 such as, for example, the
merchant, the particular POS device 212, the lane or checkout
location, the location of the merchant, or a particular trans-
action, etc. For example, each dynamic checkout token may
be associated with: a particular merchant, a specific checkout
lane at a specific merchant location, a particular checkout
transaction, and a specific POS device. Each POS device 212
may have a POS identifier, and that POS identifier may be
associated with a specific dynamic checkout token generated
for atransaction. As a specific illustrative example, a dynamic
checkout token generated for a grocery store may identify the
name of the grocery store (e.g., such as the chain), the location
of the grocery store (such as the specific geographical loca-
tion of the store), the checkout lane within the specific store,
and the POS device in the checkout lane. In some embodi-
ments, for each dynamic token there may be several ways the
information encoded in the token can be used by the transac-
tion management system 230 to reveal information about the
merchant or the actual transaction. First, the information can
be stored inside the checkout token itself (in such scenarios,
the token may not be appropriate for key-entry by a human,
and instead should be captured or scanned by the mobile
device). Next, the checkout token itself may be an identifier
that can be used to “lookup” or reference the transaction
details stored in a database table. In such a case, the checkout
token may be, for example, a 4 to 7 position combination of
alphanumeric characters or shapes. Such tokens may be either
key-entered by a human or captured by a mobile device.
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[0082] Insomeembodiments, the dynamic checkout token
can further be generated to reveal the total transaction amount
and other transaction details associated with the transaction
for which the dynamic checkout token was generated. In
some currently preferred embodiments, however, the
dynamic checkout token does not include the total transaction
amount or other transaction details—instead, the additional
payment related data is transmitted from the merchant to the
transaction management system for later matching and trans-
mission to the mobile device. The more information that is
included in a checkout token, the more complex it becomes
for the mobile device to decode the information when it is
encoded as a barcode image, or radio signal, which can
impact the speed of the checkout process. In addition, keeping
checkout tokens short (e.g. 4 to 7 characters, number, or
symbols) makes it possible for customers to use the present
invention with any phone that has a browser, greatly expand-
ing the number of phones (no image scanner or wireless
receiver would be required to be present in the phone) and
therefore the number of consumers who could utilize the
present invention. Once authenticated, the customer can key
in the checkout token presented by a merchant to make a
payment transaction. For this reason, it is frequently desirable
to have transaction detail information be delivered to the
mobile device through a network 201 rather than through the
checkout token 210. In some embodiments, dynamic check-
out tokens (as well as static checkout tokens) may be dis-
played on a display device 213 associated with a point of sale
device 212.

[0083] In either embodiment, the checkout token 210 is
displayed for scanning, capture or other entry by a customer
using their mobile device 202 (as will be described further
below in conjunction with FIG. 4B).

[0084] Processing at the merchant 208 continues at 412
where the merchant system 209 receives a merchant payment
authorization response message from the transaction man-
agement system 230. The merchant payment authorization
response message is generated by the transaction manage-
ment system 230 after certain customer-related processing
steps (described in FIG. 4B) and certain transaction manage-
ment system-related processing steps (described in FIG. 4C)
have been completed, and after a payment account selected by
the customer (using their mobile device 202) has been autho-
rized for the purchase transaction. Processing continues at
414 where the merchant system 209 is operated to cause the
generation of a transaction receipt to complete the transac-
tion.

[0085] Of note in the merchant processing described above
is that at no point, in some embodiments, does the customer
provide actual payment account data to the merchant 208.
Those skilled in the art, upon reading this disclosure, will
appreciate that such a process has desirable fraud and other
benefits.

[0086] Pursuant to some embodiments, the process of FIG.
4A (and similarly, for FIGS. 4B and 4C) may be modified to
allow the merchant to transmit a merchant payment authori-
zation request before the transaction total has been calculated.
Further, in such embodiments, the customer may capture the
checkout token before the transaction total has been calcu-
lated. Such an embodiment generally proceeds as follows.
First, at the beginning of every new checkout event, the mer-
chant transmits a merchant payment authorization request to
the transaction management system 230. This merchant pay-
ment authorization request contains information identifying
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the merchant and, in some embodiments, a point of sale
terminal identifier and/or a unique transaction identifier, but it
contains no amount due information, as the clerk has either
not yet started to ring up the goods, or is in the middle of
ringing up the goods. In response to this merchant payment
authorization request, the transaction management system
230 generates a checkout token, and the merchant displays
the checkout token to the customer (e.g., on a display device
of the point of sale terminal).

[0087] Such an embodiment may be provided in situations
where the merchant wants the customer portion of the check-
out process to go as quickly as possible. By having the check-
out token displayed at the start of the checkout process, the
customer can capture at the beginning or middle (while items
are still being scanned and totaled), and doesn’t have to wait
until the final transaction total is calculated. Capturing early
allows the transaction management system 230 to retrieve the
customer’s available payment accounts that are appropriate
for the merchant and customer based on any available rules.
[0088] Further, in some embodiments, by transmitting the
merchant payment authorization request early in a transaction
(before calculation of a transaction total), the transaction
management system 230 has an opportunity to provide any
relevant offers, coupons or loyalty incentives to the customer.
For example, if the customer has registered her loyalty cre-
dentials with a particular merchant (such as the example
introduced above, where Jane shops at Starbucks frequently),
then before the total amount due is displayed, the merchant
may want to cause an offer or promotion on the customer’s
mobile device that are appropriate for or tailored to the spe-
cific customer. This allows for advertising and promotional
offers to be displayed to the customer before they finish the
checkout process.

[0089] In general, a transaction process in which the mer-
chant payment authorization request message is generated
prior to the calculation of a total amount due proceeds as
follows. First, the merchant payment authorization request
message is generated and transmitted to the transaction man-
agement system 230. The request does not include the total
amount due (but includes information identifying the mer-
chant and/or the point of sale terminal or checkout lane). The
transaction management system 230 creates a pending trans-
action record and transmits a checkout token to the merchant.
The merchant then causes the checkout token to be displayed
or presented to the customer. For example, it may be dis-
played to the customer on a display screen of a point of sale
terminal while she is waiting for the transaction to be totaled.
The customer then captures the checkout token using her
mobile device 202.

[0090] The mobile device 202 transmits the information
(after the customer authentication process, for example) to
the transaction management system 230 and the transaction
management system 230 matches the information with the
pending transaction message. The system 230 returns infor-
mation to the mobile device 202 including information iden-
tifying the merchant and possibly a list of available payment
accounts (but no amount due as it has not yet been commu-
nicated to the system 230). Any targeted offers or advertise-
ments may also be delivered to the mobile device at this time.
While the customer is waiting for the transaction total, a
message may be displayed on the mobile device 202 inform-
ing her that the device is “waiting for an amount due” (or
similar message). After the merchant calculates the transac-
tion total, the merchant transmits the total in an updated
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merchant payment authorization request message to the
transaction management system 230. The system 230 uses
this information to update the pending transaction record and
then causes a message to be transmitted to the mobile device
202 to update the mobile device 202 with the total amount due
(and may also include information about a list of available
payment accounts that may be used in the transaction). The
mobile device 202 may be updated to display the total as well
as any loyalty savings (if any were earned in the transaction)
as well as the list of available payment accounts. The cus-
tomer then selects her desired payment account(s) to com-
plete the transaction as normal. Those skilled in the art will
appreciate that other modifications may be made to some or
all of the processes shown herein to achieve different trans-
action flows.

[0091] Reference is now made to FIG. 4B, where a further
transaction process 420 is shown. The process 420 is shown
from the perspective of a customer operating a mobile device.
For example, transaction process 420 includes a number of
steps that may be performed by a customer operating a mobile
device (such as the device 202 of FIG. 2) to complete trans-
actions pursuant to the present invention. As described above,
the process 420 may be performed in conjunction with the
process 400 performed by the merchant 208. Processing
begins at 422 where a customer who is a participant in the
mobile payment program of the present invention launches a
mobile payment application on their mobile device 202. The
mobile payment application may be an “app” or computer
program code stored on the mobile device 202, or, in some
embodiments, the mobile payment application may be
accessed by pointing a Web browser associated with the
mobile device 202 to a Web page associated with a mobile
payment application over the Internet. For the remainder of
this discussion of process 420, it will be assumed that the
mobile payment application is an application stored on the
mobile device 202 (but such discussion is not intended to
limit the application of the present invention to such an
embodiment).

[0092] Processing continues at 424 where the customer is
prompted to enter authentication information. For example,
the customer may be prompted to enter information such as a
user identifier, a password, or other credentials into a login
screen displayed on the mobile device 202. Processing at 424
may also include collecting or generating device-related
information for use in authenticating the customer. The cus-
tomer authentication information, as well as any device-re-
lated information, are transmitted to the transaction manage-
ment system 230 (e.g., over a network 201) for authentication
by the transaction management system 230 (as described
further below in conjunction with FIG. 4C). A determination
is made at 426 whether the authentication passed or failed
(e.g., based on a response received from the transaction man-
agement system 230). If the authentication failed, processing
may continue at 428 where the customer is informed of the
failure and is either prompted to use a different form of
payment or to reattempt the authentication process.

[0093] Processing continues at 430 if the authentication
processing is successful (that is, if the customer and the
device have successfully been identified by the transaction
management system 230), where the mobile payment appli-
cation enables the customer to take steps to capture a check-
out token associated with the point of sale. Processing at 430
may also include presenting a list of payment options to the
customer. For example, the mobile device may display all of
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the customer’s payment accounts that have been registered
with the system. This allows a customer to view their avail-
able accounts (and, in some embodiments, the balance avail-
able on each account as well as other information) prior to
completing a transaction.

[0094] For example, in some embodiments, the customer
may be prompted to point a camera of the mobile device 202
at a bar code image of a checkout token and operate the
mobile device 202 to capture the image. As another example,
the customer may be prompted to key enter the checkout
token or otherwise enter it into the mobile device 202. In some
embodiments, the checkout token 210 is captured by a camera
or other image capture device of the mobile device 202 (e.g.,
as shown in the screen shot of FIG. 8A). For example, in some
embodiments, the mobile application (downloaded and
installed at 310 in FIG. 3) is configured to automatically
detect and capture the checkout token 210 using a camera
associated with the mobile device 202, or a wireless receiver.

[0095] Insome embodiments, the camera may be operated
in a continuous scanning mode where (without input from the
user except, for example, a single push of the “Pay” button)
the camera will rapidly (multiple times each second) capture
animage ofthe checkout token, each of which is processed by
the mobile application until it successfully decodes the image
of the checkout token. This continuous scanning mode is
useful, since it frees the user from repeatedly having to push
the camera button to capture images in the case where the first
images captured cannot be decoded by the application, due to,
for example, the image not being clear enough due to the
camera’s viewfinder not completely capturing the image of
the checkout token or for other reasons. To optimize and
speed this process, the application may take into account
specific attributes of the phone and its camera hardware,
including the resolution of the image captured, the focal
length of the camera, and other attributes. To further optimize
the capture process, the size of the token, the angle of the
surface on which the token is displayed, and other informa-
tion may also be used to optimize the speed and accuracy of
the checkout token capture process.

[0096] The mobile payment application installed on the
mobile device 202 may interact with one or more other sen-
sors (such as those described below in conjunction with FIG.
7, including, for example, a magnetometer, a gyroscope, and/
or an accelerometer) during a capture process. In some
embodiments, the payment application may interact with
such sensors to improve capture accuracy. For example, the
mobile application may adjust characteristics or control of the
mobile device’s camera hardware (e.g., such as by adjusting
or controlling the image resolution and/or focal length of the
camera), or adjust the algorithms and processes used to search
the image data for a checkout token, based on data received
from sensors such as a magnetometer, gyroscope, accelerom-
eter or the like. For example, data associated with a mobile
device, it’s sensors, and hardware characteristics (such as the
focal length of the device’s camera, the model of the phone,
etc.) may be used as inputs for calculating a camera matrix or
aprojection matrix which is used to assist in compensating for
image distortions including skew or the like. In this manner,
data from mobile device 202 positioning or other character-
istics may be taken into account when attempting to capture
checkout tokens, thereby ensuring accurate and consistent
capture of data. Further, this data and these compensation
techniques may be used to more quickly locate a checkout
token during an imaging or capture process.
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[0097] As an illustrative example, referring to an example
camera on an iPhone device, the projection matrix may be
dependent on a few physical characteristics, including the
camera focal length (which is 3.85 mm for one version of the
phone), the imaging plane (which is 12" for the same version
of the phone), the physical size of the position marks in a
capture, and the physical distance between the position
marks. Based on this information, embodiments are able to
identify a spatial location for position marks relative to the
camera, and from that data, a tilt of the checkout token relative
to the camera sensor may be calculated. Pursuant to some
embodiments, a projection matrix (or camera matrix) is used
to describe the tilt with respect to the camera sensor and is
used to adjust the capture process to ensure that checkout
tokens may be efficiently and accurately captured even in
situations where the customer is not holding the mobile
device 202 in a manner where the camera sensor is directly
orthogonal to the capture token. By improving the capture
process using these techniques, the customer experience and
speed and accuracy of capturing checkout tokens is improved.

[0098] In embodiments where the checkout token 210 is
displayed in the form of an encoded bar code image, the
payment application installed on the mobile device 202 may
automatically operate to decode the bar code image to obtain
the checkout token 210. The encoded bar code image may be
presented in a number of diftferent formats, including as a one
dimensional or two dimensional bar code image or the like. In
some embodiments, the checkout token 210 may be displayed
as an unencoded string of characters that may be key-entered
into the payment application of the mobile device. In some
embodiments, the checkout token 210 may be read or entered
into the payment application of the mobile device using other
means, such as, for example, by wireless communication
(e.g., such as by Bluetooth communication, by RFID detec-
tion, by optical character recognition, or the like). In some
embodiments, processing may continue at 432 where the
mobile device 202 transmits the customer checkout token to
the transaction management system 230 as a customer trans-
action lookup request for payment account information and
transaction details. In some embodiments, the transaction
lookup request includes information associated with the iden-
tity of the customer (determined during the authentication
process). This information, coupled with information about
the mobile device 202, allows the transaction management
system 230 to determine that it is interacting with an autho-
rized user, allowing the system to locate the appropriate list of
payment accounts for the user. As will be described further
below in conjunction with FIG. 4C, the transaction manage-
ment system 230 uses the checkout token and additional
information received from the mobile device 202 to retrieve
the transaction details received from the merchant (transmit-
ted from the merchant at step 408 of FIG. 4A), and to retrieve
a list of the customer’s payment accounts that are suitable for
the transaction.

[0099] Processing continues at 434 where the mobile
device 202 receives the transaction details and payment
account information from the transaction management sys-
tem 230. For example, at 434, the device may receive a
message including a number of data elements, including data
associated with the current transaction (such as the transac-
tion total, the merchant name and information, and other
transaction details) as well as data identifying the customer’s
payment account(s) that may be used for the current transac-
tion, and information about the order in which the payment
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accounts should be presented to the customer, as well as
marketing messages or advertisements that might be dis-
played in proximity to the payment account information. The
data identifying the customer’s payment account(s) may
include proxies or non-sensitive identifiers used by the trans-
action management system 230 to identify each account
(rather than the actual payment credentials). Further, the data
may include information about current account balances, loy-
alty programs, discounts, marketing messages, or the like
associated with one or more of the available payment
accounts.

[0100] Processing continues at 436 where the mobile
device 202, under control of the mobile application, presents
the transaction details and enhanced payment account choice
(s) to the customer on a display screen of the mobile device
202. For example, if the customer (during the registration
process 300) provided information about one or more pay-
ment accounts, the customer may be given the opportunity to
select which one(s) of those accounts are to be used in the
current transaction. For example, the customer may be pre-
sented with a display of options such as the one shown as FIG.
8B. In some embodiments, the display of options may include
information about the status of each of the available accounts
(e.g., such as the balance, the current interest rate, any current
rewards or loyalty points, etc.) so that the customer may select
the most appropriate account for use in the current transac-
tion. In some embodiments, the actual payment account
information is not stored in the mobile device; instead, a
non-confidential or non-sensitive identifier is used to identify
the account (where the actual account number is stored at the
remote transaction management system 230). In some
embodiments, the customer may select to split the transaction
among two or more payment accounts.

[0101] Pursuant to some embodiments, the payment
accounts available for use in the payment transaction are
displayed in a priority or preference order based on any com-
bination of: (i) rules or preferences established by the cus-
tomer (e.g., such as the rules or preferences defined by the
customer at 308 of FIG. 3 during a registration process), (ii)
rules or preferences established by the merchant, (iii) rules or
preferences established by the issuer of a payment account,
and (iv) rules or preferences established by the transaction
management system operator. A hierarchy or ordering of
rules or preferences and their priorities may be specified to
ensure that there are no conflicts between rules or prefer-
ences.

[0102] Insome embodiments, the payment accounts avail-
able for use in the transaction are displayed in order based on
one or more rules established by the merchant or based on the
identity of the merchant 208. For example, the transaction
management system may determine the identity of the mer-
chant based on the checkout token 210 and may then deter-
mine if any merchant-specific rules have been established.
Examples of merchant specific rules may include rules
regarding interchange (e.g., such as rules which allow the
merchant to reduce interchange by requiring PIN entry for
debit cards, etc), or presenting payment accounts in a top to
bottom order where the top account is the one that when used
by the customer results in the merchant paying the smallest
interchange fee, and the bottom account is the one that when
used by the customer results in the merchant paying the
highest interchange fee. Merchant specific rules may also
include rules specifying that merchant-controlled payment
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types (such as private label credit cards, gift cards, etc) are to
be displayed with a higher preference than other available
payment types.

[0103] Insomeembodiments, the display of available pay-
ment accounts may also involve the application of one or
more rules established by an operator of the transaction man-
agement system 230. For example, in some embodiments, the
transaction management system operator may be compen-
sated (e.g., by issuers or sponsors) to display certain payment
account types with a higher priority. Those skilled in the art,
upon reading this disclosure, will recognize that other types
and combinations of rules and preferences may be applied to
display a list of available payment accounts to a customer
during transactions of the present invention.

[0104] Processing continues at 438 where the customer
interacts with the mobile device 202 (e.g., via a touch screen
display or the like) to select a desired payment account (or
payment accounts in the case of a split tender transaction) to
use for the current transaction. In some embodiments, the
customer may be presented with a confirmation screen at 438
where the customer is prompted to confirm the transaction
details (including the merchant, the transaction amount and
the selected payment account(s)). An example of such a con-
firmation screen and transaction details is shown at FIG. 8C.
Once one or more payment accounts have been selected for
use, processing continues at 440 where a customer payment
authorization request message is transmitted to the transac-
tion management system 230 for processing. In some
embodiments, the message includes data such as information
identifying the selected payment account(s) as well as the
transaction amount. In cases such as fine dining (or transac-
tions of the sort involving the addition of a tip or further
amount after an initial transaction total has been generated),
the present invention may allow the customer to change the
transaction amount to include a tip amount for service, requir-
ing that the transaction amount be updated by the customer.
The transaction management system 230 receives the mes-
sage and processes it as described below in conjunction with
FIG. 4C. If the transaction is successful (e.g., the transaction
management system 230 is able to use the selected payment
accounts to obtain a payment authorization from the financial
institutions associated with the accounts), processing contin-
ues at 442 where the mobile device 202 receives a transaction
complete message. Examples of such a message are shown
below in FIGS. 8D and 8E.

[0105] Reference is now made to FIG. 4C, where a further
transaction process 450 is shown. The process 450 generally
shows steps from the perspective of the processing performed
by the transaction management system (e.g., the transaction
process 450 includes a number of steps that may be performed
by a transaction management system, such as the system 230
of FIG. 2, or by systems or components related to a transac-
tion management system to complete transactions pursuant to
the present invention). As described above, the process 450
may be performed in conjunction with the process 400 per-
formed by the merchant 208 and process 420 performed by a
mobile device 202. Processing begins at 452 where the trans-
action management system 230 receives a merchant payment
authorization request, including transaction data (such as a
time stamp, terminal identifier, purchase details, or the like),
an optional amount due (the “transaction amount™). The mer-
chant payment authorization request may also include a
checkout token or information used to assign a checkout
token to the transaction. The merchant payment authorization
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request may also optionally include a checkout token if the
merchant has previously been allocated a set of valid check-
out tokens and is assigning those checkout tokens to transac-
tions using its own system, rather than requesting them on a
per transaction basis from the transaction management sys-
tem. The merchant payment authorization request is received
from a merchant 208 based on a transaction conducted by a
customer who has selected to use a mobile payment option
pursuant to the present invention.

[0106] Insome embodiments, the transaction management
system 230 receives the merchant payment authorization
request message (at 452) first, and later receives a customer
payment authorization request message (at 470). However, in
some embodiments, a two step process may be performed in
which a merchant first transmits a merchant payment autho-
rization request (even prior to totaling a transaction for a
customer) and then doing an “update” to the merchant pay-
ment authorization request message when the total has been
calculated. In such embodiments, a customer may be allowed
to capture the checkout token at the beginning of the checkout
process so the merchant (or the transaction management sys-
tem 230) can present the customer with one or more targeted
offers for viewing while the customer is in line or otherwise
waiting for the transaction to be totaled. The customer may, in
such embodiments, be presented with a message informing
them that the system is “waiting for a total” on their mobile
device along with the targeted offers. Once the total is calcu-
lated, the merchant systems send an update to the merchant
payment authorization request to the transaction management
system which includes the total transaction amount, and then
the customers’ mobile display would be updated to show the
transaction details and the list of payment accounts with all
rules applied.

[0107] Processing continues at 454 where the system 230
inserts the merchant payment authorization request data into
a merchant transaction queue. In some embodiments, the
merchant transaction queue is a queue that contains a set of
“pending” or unmatched transactions that have been initiated
at merchant locations. In some embodiments, merchant pay-
ment authorization request data stays in the queue until
matched with a customer payment authorization request
received from a customer operating a mobile device. In some
embodiments, a merchant payment authorization request
may “time out” or expire if a matching customer payment
authorization request is not received within a certain time-
frame. In other embodiments, the merchant payment autho-
rization requests in the merchant transaction queue may not
be sent to the transaction management system; instead, they
may reside on a server at the merchant location or some other
location, and the transaction management system may have
access to these merchant payment authorization requests so
that it can match customer payment authorization requests
received from mobile devices with the merchant payment
authorization requests residing on the server at the merchant’s
location.

[0108] Processing continues at 456 where a customer
authentication request is received from a customer operating
amobile device 202 (e.g., the customer authentication request
may be received as a result of processing at step 424 of FIG.
4B). The customer authentication request includes customer
authentication data as well as, in some embodiments, device
authentication data. The transaction management system 230
uses the received information to determine if the customer
(and/or device) can be successfully authenticated based on
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information previously stored at or accessible to the transac-
tion management system 230. For example, in the situation
where a password authentication is required, processing at
458 may include a determination of whether the password
received at 456 matches a stored password for the customer. If
the customer (and/or device) can be successfully authenti-
cated, processing continues at 462, otherwise, processing
continues at 460 where an authentication denial is transmitted
to the mobile device 202.

[0109] Ifprocessing continues at 462, the system 230 oper-
ates to transmit an authentication response to the mobile
device 202 allowing the mobile payment transaction to pro-
ceed. Processing continues at 464 where the system 230
receives a customer transaction lookup request message from
the mobile device 202, including the checkout token (cus-
tomer checkout token) from the mobile device. In some cur-
rently preferred embodiments, the message at 464 may also
include (or be) a request for transaction details. Processing
continues at 466 where the system 230 matches the customer
checkout token received at 464 with a merchant checkout
token received or looked up at 452. If a match is found, the
transaction details associated with the merchant checkout
token and the corresponding merchant payment authorization
request are used to create a response to the request at 468.
Further, processing at 466 includes identifying any payment
account(s) associated with the customer that are available for
use in the current transaction.

[0110] The transaction information (including merchant
name and location and the transaction amount, for example)
and the available payment account information, are transmit-
ted to the customer’s mobile device 202 at 468. Processing
continues at 470 where the system 230 receives a customer
payment authorization request message which includes the
customer’s selected payment account(s) for use in completing
the transaction. At 472, the system 230 uses the payment
account information received at 470 to lookup the actual
payment credentials associated with the account(s) identified
by the customer. The actual payment credentials may be
stored in a system accessible to the transaction management
system 230 which is PCI compliant (e.g., which securely
stores and protects the actual payment credentials). At 474,
the actual payment credentials are used to obtain payment
transaction authorization from the appropriate payment net-
work and/or financial institution. The payment authorization
response is then sent to the merchant as well as to the cus-
tomer at 476 to complete the transaction.

[0111] In this manner, embodiments allow payment pro-
cessing to occur where the customer does not need to reveal
payment account information to a merchant. Further, the cus-
tomer is able to use a mobile device to complete the transac-
tion. No card need be presented, nor does any customer infor-
mation need to be transmitted over unsecured networks.
Further, the customer can select from a number of different
payment account types and may even create split transactions
(where different account types are used in the same transac-
tion).

[0112] To illustrate some embodiments of the transaction
flow described above, an illustrative example will be provided
(continuing the illustrative examples introduced above). Con-
sider the example of the customer named Jane, who has an
Apple iPhone and who has downloaded and installed the
payment application of the present invention and who has
registered four payment accounts to be used with the system
of'the present invention. If Jane orders a coffee at a Starbucks
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and chooses to pay using the payment system of the present
invention, the clerk at Starbucks will ring up Jane’s coffee
order on a merchant terminal and communicate the total
amount due to Jane. When Jane activates the payment appli-
cation on her Apple iPhone, she may be required to perform
an authentication process to confirm her authority to use the
payment application. Once authenticated, a list of available
payment accounts may be transmitted to and displayed on a
display screen of her iPhone.

[0113] A checkout token may be generated by the merchant
systems at Starbucks and displayed on a point of sale display
so Jane can then capture an image of the checkout token with
her mobile phone. The payment application on Jane’s phone
captures the checkout token, and transmits a customer trans-
action lookup message to a remote system. The system uses
the token to match Jane’s request with information sent from
Starbucks about the transaction, and also uses it to retrieve a
subset of Jane’s available payment accounts that are appro-
priate for use in making this particular purchase. The list of
available payment accounts may be retrieved by the payment
application on Jane’s mobile device communicating with the
remote transaction management system (e.g., by causing the
transaction management system to look up the list of payment
accounts Jane has registered, and to look up and apply any
relevant rules or preferences). In this case, Jane has indicated
a preference that her Starbucks gift card be used whenever
possible. As a result, her Starbucks gift card will be displayed
as the top payment choice for this transaction. In some
embodiments, an image of the card as well as current balance
information will also be displayed to Jane so that she will
know that she has sufficient funds to use the card.

[0114] Jane may then select to use her Starbucks gift card
for the transaction by clicking on the image of the card and
confirming her selection. The mobile device then transmits a
payment request message to the transaction management
server indicating that Jane wants to use her Starbucks gift card
to complete a purchase associated with a particular checkout
token for a particular amount. The transaction management
server authorizes the transaction and sends a confirmation
message to Jane and to the Starbucks point of sale system. In
this manner, Jane enjoys the ability to complete the transac-
tion even if she forgot her purse or her Starbucks card.
[0115] System Modules

[0116] Reference is now made to FIG. 5 where a block
diagram illustrating a system 500 pursuant to some embodi-
ments is shown. The system 500 and modules therein are
provided for illustrative purposes only, and represent one
possible implementation of a system pursuant to the present
invention. Those skilled in the art will appreciate, upon read-
ing this disclosure, that other implementations may also be
used. System 500 includes a number of modules or compo-
nents that, together, provide the functions of the transaction
management system (such as the system 230 described
above) to support the processing of payment transactions
pursuant to some embodiments. System 500 may be
deployed, for example, on one or more server systems. Those
skilled in the art will appreciate that this illustrative architec-
ture is just one example of an implementation, and that a
number of design and configuration alternatives may be pro-
vided to achieve the functionality of the present invention.

[0117] As shown, system 500 includes a transaction man-
agement system core 530 interacting with a number of other
components, including a mobile gateway 506 in communica-
tion with the transaction management system core 530. The
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mobile gateway 506 may be a server or system configured to
operate as a mobile application communication enablement
platform which supports multiple mobile devices such as
iPhone and Android. Functionalities such as communication
with transaction management system core 530 and customer
management system 532 are implemented in this component.
The mobile gateway 506 is used to handle communications
and transaction processing between the mobile payment
application and the transaction management system. The
iPhone mobile application 508 implements and optimizes
screen flows, image capturing etc using an iPhone specific
software development kit.

[0118] An ecommerce platform integration 522 may be
provided which is a component that implements application
programming interfaces which enable the integration of the
transaction management system with a variety of electronic
commerce applications, including custom applications as
well as commercial shopping cart applications. The ecom-
merce platform integration 522 may allow communication
between electronic commerce systems and the transaction
management system core 530 to allow payment transactions
using features of the present invention to be implemented and
performed in a variety of electronic commerce systems.
[0119] A merchant POS integration system 520 may be
provided that enables various POS systems implemented in
vendor specific technologies to be integrated with the trans-
action management system. For example, the client API may
allow communication by and between PUS systems and POS
terminals provided by NCR, IBM, Micros, Verifone, Ingenico
or the like to allow payment transactions pursuant to the
present invention to be implemented and performed using a
variety of different POS systems and POS terminals.

[0120] A customer management system 532 is provided to
allow the management of end customers using the payment
system of the present invention. The customer management
system 532 allows the management, registration and admin-
istration of customers, their profiles and provides functional-
ities such as login to system and access to payment history
and preference data.

[0121] A paymentaccount management module 514 is pro-
vided to manage payment accounts of customers. The module
514 implements account creation, establishment of prefer-
ences, etc. The module 514, in some embodiments, maintains
account information such as payment account details, pay-
ment card numbers, or the like. The module 514, in some
embodiments, is PCI compliant or otherwise configured to
secure the payment account information. In some embodi-
ments, this module maintains sensitive details related to pay-
ment account data. The module 514 is closely integrated with
the payment processing system 512 in such a way that the
payment processing system 512 need not store any sensitive
account data.

[0122] A payment account third party service integration
module 516 is provided to allow integration with partner
systems to obtain information such as an account balance, or
marketing messages for a payment account of a customer as
well as to obtain other payment account related information.
[0123] A merchant management system module 518 is pro-
vided to allow the management of retailer or merchant pro-
files, their identification codes, and the like. For example, the
module 518 may manage the distribution, assignment and use
of checkout tokens for each merchant location, so that pay-
ment transaction requests received from customer mobile
devices may be properly matched to pending transactions of
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the correct merchant. Other profile information, such as what
payment instruments are accepted by the merchant, or a list of
current offers or promotions the merchant wants to present to
users of the present invention, may also be managed by this
system.

[0124] A transaction management system core 530 is pro-
vided to manage and monitor all messages and transactions
between the key components of the overall system. The func-
tionality supported by the module 530 is described in general
above in conjunction with FIGS. 1-4 and generally provides
queuing and transaction matching and management for trans-
actions between mobile applications and POS systems,
ecommerce shopping carts, and the system components pre-
sented in FIG. 5.

[0125] One or more gateway integration modules 504 are
provided to serve as an interface or bridge between the pay-
ment processing system module 512 and one or more pay-
ment gateways (such as those provided by Chase Payment-
ech®, Authorize.net, or the like).

[0126] A number of support and management modules may
also be provided. For example, in some embodiments, a secu-
rity management system module 524 may be provided to
manage and provide security functions for the system 500,
including the management of security keys, and roles and
privileges. In some embodiments, an auditing module 536 is
provided to perform auditing activities as specified by admin-
istrators. A CSR system module 534 is provided as a portal for
customer service for merchants, end customers, and other
entities. An admin portal module 528 is provided to perform
all administration functions such as configurations, updates,
account maintenance, etc. for merchants, end customers, and
other entities. A reporting module 526 is provided to provide
access to information and data for administrators, merchants,
and end customers.

[0127] Those skilled in the art will appreciate that a number
of other modules may be used to provide service, manage-
ment, administration and other services to the system 500.
[0128] System Modules—Transaction Flow Overview
[0129] Reference is now made to FIG. 6, where a block
diagram of a system 600 pursuant to some embodiments is
shown illustrating one example embodiment of a transaction
flow between selected modules or components of the pay-
ment system 600 pursuant to some embodiments of the
present invention. The components of system 600 generally
correspond to the components shown and discussed above in
conjunction with FIG. 5 (and also include a number of exter-
nal components such as those described above in conjunction
with FIG. 2, such as point of sale devices, mobile devices, and
the like). Those skilled in the art, upon reading this disclosure,
will appreciate that payment system 600 is an illustrative
embodiment, and that a number of variations of the illustrated
system architecture and flows may be made to deploy
embodiments of the present invention.

[0130] The block diagram of FIG. 6 shows a number of
illustrative messages that may be generated between compo-
nents of an illustrative system according to some embodi-
ments of the present invention. Each of the messages (or
“steps”) that make up an example transaction are labeled with
a numeric identifier on FIG. 6. A brief description of each of
the “steps” are provided below. Those skilled in the art will
appreciate that this is but one example of an implementation
pursuant to the present invention.

[0131] Atstep “1”, a message is transmitted from a mobile
application on mobile device 602 to the customer manage-
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ment system module 612. When a customer wishes to con-
duct a payment transaction at a merchant, the customer inter-
acts with the mobile application on the customer’s mobile
device 602 to initiate a login request with customer identifi-
cation information. The login request may include a userid
and password, personal identification number or other
authentication challenge to authenticate the customer. Pro-
cessing at this step may include processing to authenticate the
mobile device 602 by comparing stored information about the
customer’s registered mobile device to the information
received from mobile device 602. For example, this hardware
or device authentication may include comparing stored
details about the device to identifiable details transmitted in
the message from the mobile device 602 (such as hardware
identifiers, serial numbers, or the like, as discussed above).

[0132] Once the customer has been successtully authenti-
cated, an Ads and Offers management system 638 may be
accessed to retrieve any advertisements or offers that should
bedisplayed to the customer in conjunction with the customer
receiving a login response message indicating that they have
been authenticated. The Ads and Offers management system
638 serves as a gateway enabling the transaction management
system 630 to access advertisements and offers available
from a variety of sources, including advertising and offer
management systems and networks such as those operated by
Google®, Microsoft®, Apple®, Yahoo®, Catalina Market-
ing®, and others. The transaction management system 630
may pass to the Ads and Offers management system non
personally identifiable information related to the customer,
information about the merchant (including the merchant’s
location), and information about the items being purchased or
the payment instruments being considered in order to present
to the customer the most relevant advertisements and offers at
different times during the customer’s use of the present inven-
tion. Ads and offers may be presented to the customer at any
time when they are using the mobile device 602, including
immediately after they have been authenticated, when they
are deciding which payment instrument to use to make a
payment, and after the payment has been completed and they
are presented with an electronic receipt or e-receipt on the
mobile device 602.

[0133] Atstep “2”, the customer management system mod-
ule 612, upon receipt of the login request from the customer,
transmits a login request message to the security management
system module 624. The security management system mod-
ule 624 processes the login request by comparing received
credentials (and any authentication data) to stored data to
authorize or deny the login request. At step “3” the security
management system module 624 transmits a login response
message to the customer management system module 612. In
this way, multiple modes of authentication are provided to
authenticate the customer as well as the device. A number of
variations of validation processes may be followed. For
example, in one embodiment, an authentication may proceed
as follows: (1) a customer launches the mobile payment appli-
cation on their mobile device, (2) mobile device-related infor-
mation is validated, and (3) the customer credentials are vali-
dated (e.g., by prompting the customer to provide a username,
password or PIN). Those skilled in the art will appreciate that
other authentication processes and flows may be used.

[0134] Atstep “4”, the customer management system mod-
ule 612 transmits a payment account summary message to a
payment account management system module 614. The pay-
ment account management system would contain a list of all
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of'the payment accounts the customer had registered with the
system, including balance information and other details
cached on the system. In most cases, the payment account
management system would return the list of accounts and
related information to the mobile device, as shown in step 8.
In the case where the payment account management system
needed to refresh the balance information associated with one
or more payment accounts, the payment account manage-
ment system module 614 (at step “5”) would translate the
payment account summary message request message into one
or more requests that may be processed by the financial insti-
tution(s) that issued the accounts, or a financial institution
intermediary with the ability to access the accounts. These
requests would then be processed by a payment account—
third party service integration module 616. The response
(with account balance information and details) is received via
the message at step “6” and then is passed back to the cus-
tomer management system module 612 at step “7” for trans-
mission to the mobile device 602 at step “8”. The message at
step “8” may also include a login response message along
with any other appended messaging from the customer man-
agement system module 612 (such as any account updates or
notifications that need to be presented to the customer). At
this point in time, the customer is logged in to the payment
application on his or her mobile device 602, and knows the
account balance of any payment accounts that may be used in
the present transaction.

[0135] Inaddition, at step “8”, the transaction management
system 630 may access the Ads and Offers management
system 638 to locate appropriate ads and offers to present to
the customer (on a display screen of the mobile device 602) in
conjunction with the list of available payment accounts.
Some of the offers or advertisements might appear on the
visual representation of a payment account on the display
screen. An example of such a presentation of an offer is the
“Additional 5% off if used today!” offer shown on payment
account 844q in FIG. 84. In some embodiments, some mes-
sages, such as messages “1” and “8” may be processed
through the mobile gateway.

[0136] In the situation where the customer is making a
purchase using the present invention using an online shop-
ping cart (e.g., such as in a checkout of an electronic com-
merce store), processing continues at the step labeled “9” (in
communication with the shopping cart 640). In the situation
where the customer is making a purchase using the present
invention at a physical merchant point of sale (“POS”) loca-
tion, processing continues at the step labeled “9” (in commu-
nication with the POS device 609). In general, the messaging
is similar in nature and will be described together for simplic-
ity. Processing at step “9” involves the generation and trans-
mission of a message from the shopping cart 640 or the POS
609 to the transaction management system 630 notifying the
transaction management system 630 of the customer’s selec-
tion of the present invention as the customer’s payment
choice for a particular transaction. The message at “9”
includes information to notify the transaction management
system 630 about the initiation of a transaction at the mer-
chant associated with the shopping cart 640 or the POS 609.
The notification may include details of the purchase amount,
time and other information, including a merchant identifier.
The transaction information received at “9”” will be placed in
a pending transaction queue at the transaction management
system 630 awaiting subsequent information from the cus-
tomer and mobile application to complete the transaction.
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[0137] The transaction process continues at step “10”
where the transaction management system 630 transmits a
request to the merchant management system module 618 to
authenticate the merchant and obtain merchant information
associated with the merchant at which the POS 609 or shop-
ping cart 640 transaction is taking place. At step “11”, the
merchant management system 618 transmits an authentica-
tion success or failure message back to the transaction man-
agement system 630, along with merchant information if the
authentication request is successful. The merchant informa-
tion may include detailed information associated with the
merchant (such as, for example, the merchant name, address,
and, in some embodiments, a unique merchant identifier
which may be used to identify any relevant loyalty, rebate or
other information that may be matched to the present trans-
action).

[0138] At step “12” the transaction management system
630 transmits a checkout token to the shopping cart 640 or the
POS 609. The checkout token may be either generated for the
transaction or retrieved from a set of one or more available
checkout tokens. Pursuant to some embodiments, the mes-
saging at steps “9” through “12” are done in the same “ses-
sion” without terminating the shopping cart or POS session.
[0139] At step “13” the mobile application installed on the
mobile device 602 is operated to transmit a message to the
transaction management system 630 to notify the transaction
management system 630 of the customer’s intent to use the
payment system of the present invention in the transaction.
The message at “13” may include a checkout token which
could be a decoded bar code, or a code keyed in by the
customer, or a code derived from a wireless signal along with
customer and device details. At message “14”, the transaction
management system 630 transmits a request to the security
management system module 624 with a request to perform
any necessary security checks on the customer and device
information provided from the mobile device 602.

[0140] At “15”, the security management system module
624 sends a response message to the transaction management
system 630 with information about the security status of the
mobile device 602 (and, for example, the status of the cus-
tomer’s account). Processing continues at “16” where the
transaction management system 630 transmits a response to
the mobile application on the mobile device 602 with infor-
mation including the merchant information and the transac-
tion details. The response “16” to the mobile application may
include advertisements and offers from the Ads and Offers
management system 638. At this point, the targeting of the ads
and offers, in some embodiments, may be based on a rich set
of data, including the customer’s profile, the merchant’s pro-
file and the location of the store where the checkout event was
occurring, the time of day, the items being purchased, the
payment instruments that are available to the customer, and a
number of other factors. The transaction management system
630 may pass some or all of this information to the Ads and
Offers management system 638 which may interact with one
or more ad and offer networks and select the offers to present
to the customer on the mobile device 602 that have the highest
probability of motivating the customer to act on one of the
offers or advertisements.

[0141] At this point in time, the mobile application and the
customer have been authenticated, and the mobile application
now has detailed information about the merchant and the
pending transaction (including, for example, the total pay-
ment amount requested by the merchant).
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[0142] The transaction process continues at “17” where the
mobile application on the mobile device 602 sends a customer
payment authorization request message to the transaction
management system 630. In particular, before generating and
transmitting message “17”, the customer selects which pay-
ment account he or she would like to use for the transaction.
The customer may select from a variety of available payment
accounts displayed by the mobile application on a display
screen of the mobile device 602. The message transmitted at
“17” may include a code that represents the particular pay-
ment account to be used by the customer (that is, the actual
payment account information is not transmitted at “17”—
instead, a proxy or representation of the payment account is
sent).

[0143] At“18”transaction management system 630 creates
apayment request message using the information received at
“17” and transmits the request to payment processing system
module 622. The payment processing system module 622
(which is in a PCI compliant server system, for example)
transmits a message “19” to a payment account management
system module 614 requesting a lookup ofthe actual payment
account credentials for the selected account. The actual pay-
ment account credentials stored at the payment account man-
agement system 614 are then returned. The mapping between
the proxy code and the real identifier (or actual payment
credentials) is stored at the payment account management
system 614. The actual payment account number and other
related payment account information (such as, in the case of
a credit or debit card, the expiration date) is then sent to the
payment processing system module 622 at “20” to allow the
module 622 to create a payment authorization request mes-
sage “21” for submission to a payment gateway module 636
through a payment gateway connector 604 message “22”. A
payment authorization or decline and other status and related
information may be returned from the gateway 636 to the
payment processing system 622 via the payment gateway
connector 604 which receives the authorization message via
step “23” and passes the information back to the payment
processing system module 622 at “24” for return to the trans-
action management system 630 at “25”.

[0144] Ifthe transaction is authorized, the transaction con-
firmation message (the transaction authorization or decline
message) is transmitted to the shopping cart 640 or POS 609
at “26” to complete the transaction. A transaction completion
(atransaction authorization or decline) message is also sent to
the mobile application of the mobile device 602 at “27”.
[0145] Those skilled in the art will recognize that other
transaction messages may be provided, and other configura-
tions of modules may be used to complete payment transac-
tions pursuant to the present invention. The configuration of
FIG. 6 is provided to illustrate one example embodiment of
the present invention.

[0146] Mobile Device

[0147] Reference is now made to FIG. 7, where a block
diagram is shown depicting components of a mobile device
700 pursuant to some embodiments. As depicted, the mobile
device 700 includes a number of components which may be
controlled or perform functions in conjunction with one more
application programs 710-712 to perform the features of
some embodiments.

[0148] The mobile device 700 can include a memory inter-
face 702 one or more data processors, image processors and/
or central processing units 704, and a peripherals interface
706. The memory interface 702, the one or more processors
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704 and/or the peripherals interface 706 can be separate com-
ponents or can be integrated in one or more integrated cir-
cuits. The various components in the mobile device 700 can
be coupled by one or more communication buses or signal
lines.

[0149] Sensors, devices and subsystems can be coupled to
the peripherals interface 706 to facilitate multiple function-
alities. For example, one or more sensors, including a bio-
metrics sensor 714, an accelerometer 716, a photoelectric
device 718, a proximity sensor 720, a camera 722, a wireless
communication unit 724, an audio unit 726 and a magnetom-
eter 728 may be provided to facilitate the collection, use and
interaction with data and information and to achieve the func-
tions of the payment applications described herein. For
example, when provided, the magnetometer 728 may be used
to calculate a position of the mobile device 700 in space,
allowing improved capturing of checkout tokens.

[0150] The mobile device 700 may include one or more
input/output (I/0O) devices 730 and/or sensor devices. For
example, input controllers 734 may be provided with a
speaker and a microphone (not shown) to facilitate voice-
enabled functionalities, such as phone and voice mail func-
tions. In some implementations, a loud speaker can be
included to facilitate hands-free voice functionalities, such as
speaker phone functions. An audio jack can also be included
for use of headphones and/or a microphone.

[0151] The I/O subsystem 730 can include a touch screen
controller 732 and/or other input controller(s) 734. The
touch-screen controller 732 can be coupled to a touch screen
736. The touch screen 736 and touch screen controller 732
can, for example, detect contact and movement or break
thereof using any of a plurality of touch sensitivity technolo-
gies, including but not limited to capacitive, resistive, infra-
red, and surface acoustic wave technologies, as well as other
proximity sensor arrays or other elements for determining
one or more points of contact with the touch screen 736.
[0152] The other input controller(s) 734 can be coupled to
other input/control devices 738, such as one or more buttons,
rocker switches, thumb-wheel, infrared port, USB port, and/
or a pointer device such as a stylus. The one or more buttons
(not shown) can include an up/down button for volume con-
trol of the speaker and/or the microphone.

[0153] In some implementations, a proximity sensor 720
can be included to facilitate the detection of the customer
positioning the mobile device 700 proximate to a point of sale
terminal or display and, in response, to activate the camera or
other reader to detect or capture an image of a checkout token.
[0154] Other sensors can also be used. For example, in
some implementations, a photoelectric device 718 may be
provided to facilitate adjusting the brightness of the touch-
screen display 738. In some implementations, an accelerom-
eter 716 can be utilized to detect movement of the mobile
device 700, and a magnetometer can also be used to help
detect the position of the mobile device. In some embodi-
ments, the mobile device 700 may include circuitry and sen-
sors for supporting a location determining capability, such as
that provided by the global positioning system (GPS) or other
positioning system (e.g., systems using Wi-Fi access points,
television signals, cellular grids, cellular towers, or Uniform
Resource Locators (URLs)). In some implementations, a
positioning system (e.g., a GPS receiver) can be integrated
into the mobile device 700 or provided as a separate device
that can be coupled to the mobile device 700 through a periph-
erals interface 706 to provide access to location-based ser-
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vices. The positioning and location-based services may be
used, for example, to tag data transmitted from the mobile
device 700 to transaction management systems. For example,
such location data may be used to further identify the identity
of'a merchant which the customer is interacting with during a
payment transaction, and may also be used to assist in fraud
detection by insuring that the mobile device is in close prox-
imity to the point of sale location specified in the information
received in or derived from a merchant payment authorization
request.

[0155] The mobile device 700 can also include a camera
lens and sensor 722. In some implementations, the camera
lens and sensor 722 can be located on the back surface of the
mobile device 700, or on the front surface. The camera can
capture still images and/or video. The camera may be used,
for example, to capture or capture images of a checkout token
associated with a merchant point of sale location. In some
embodiments, the operation of the camera 722 may be con-
trolled by a payment application installed on the mobile
device 700. As a specific example, when the payment appli-
cation is activated to make a purchase transaction, the camera
722 may be placed in a ready mode of operation so that as
soon as the camera lens and sensor 722 are placed proximate
to a checkout token, the camera lens and sensor 722 may be
operated to capture an image of the checkout token for use in
the payment application.

[0156] The mobile device 700 can also include one or more
wireless communication subsystems 724, such as an 802.
11b/g communication device, RFID, NFC, and/or a Blue-
tooth® communication device. Other communication proto-
cols can also be supported, including other 802x
communication protocols (e.g., WiMax, Wi-Fi), code divi-
sion multiple access (CDMA), global system for mobile com-
munications (GSM), Enhanced Data GSM Environment
(EDGE), 3G (e.g., EV-DO, UMTS, HSDPA,)), 4G, LTE, etc.
[0157] Insomeimplementations, additional sensors or sub-
systems may be coupled to the peripherals interface 706 via
connectors such as, for example a Universal Serial Bus (USB)
port, or a docking port, or some other wired port connection.

[0158] The memory interface 702 can be coupled to
memory 708. The memory 708 can include high-speed ran-
dom access memory and/or non-volatile memory, such as one
or more magnetic disk storage devices, one or more optical
storage devices, and/or flash memory (e.g., NAND, NOR).
The memory 708 can store an operating system, such as
Android, IOS from Apple, Darwin, RTXC, LINUX, UNIX,
OS X, WINDOWS, or an embedded operating system such as
VxWorks. The operating system may include instructions for
handling basic system services and for performing hardware
dependent tasks. In some implementations, the operating sys-
tem can be a kernel (e.g., UNIX kernel).

[0159] The memory 708 may also store application pro-
grams 710-712 which act, in conjunction with the processors
704, to cause the mobile device to operate to perform certain
functions, including the payment application related func-
tions described herein.

[0160] The memory 708 can also store data, including but
not limited to documents, images (including payment
account card images and images containing advertisements
and offers), video files, audio files, and other data. The mobile
device 700 may be configured to operate using a number of
different operating systems and to communicate using a num-
ber of different communications networks. Those skilled in
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the art will appreciate that the mobile device 700 may be sized
as a handheld mobile phone, or other portable device such as
a tablet computer or the like.

[0161] User Interface Examples

[0162] Reference is now made to FIG. 8 A-8E which depict
a number of illustrative user interfaces that may be presented
to a user operating a mobile device (such as the mobile device
202 of FIG. 2) on a display screen of the device (such as the
display 236 of FIG. 2) so that the customer can conduct
payment transactions using features of embodiments of the
present invention. Each of the customer interfaces are shown
as being displayed on an Apple iPhone mobile device—those
skilled in the art will appreciate that similar user interfaces
may be displayed on other mobile devices.

[0163] Referring first to FIG. 8A, a mobile device 802 is
shown which has a display 836 showing an image of a check-
out token (represented as a dynamic two dimensional bar
code image or “QR code” 837) which has been captured or
imaged by a camera associated with the mobile device 802.
The checkout token or code has been captured by a customer
operating the mobile device 802 during the course of a pay-
ment transaction using embodiments of the present invention
(e.g., the display shown in FIG. 8 A may have been captured
during the transaction processing described at step 430 of
FIG. 4B, or step “13” of FIG. 6, etc.). In some embodiments,
the mobile payment application running on the mobile device
802 is configured to automatically capture, decode, and trans-
mit the code during the course of a transaction. While the code
is shown as being an encoded two dimensional bar code
image, those skilled in the art will appreciate that it may be
displayed in any of a number of different formats, such as, for
example, a 1 dimensional barcode format such as a UPC, code
39, EAN 8 or EAN 13, other two dimensional formats such as
PDF 417 or Datamatrix, other n dimensional barcode for-
mats, or alphanumeric text or symbols or the like.

[0164] Thedisplay of the mobile device 802 also includes a
number of buttons or icons 840, 842 which allow the cus-
tomer to perform functions associated with the payment sys-
tem of the present invention. For example, as depicted, the
customer may choose to reset 840 the capturing of the check-
out code (e.g., in the event that the code was not properly
captured or read) or the customer may select among other
choices 842 including to clip or view special offers associated
with the merchant location where the customer is currently
shopping, view different payment accounts and related infor-
mation, pay (which is shown as the currently selected option)
or view more options.

[0165] Referring now to FI1G. 8B, a further user interface is
shown, again on a display device 836 of a mobile device 802.
In the user interface of FIG. 8B, the user has captured the
checkout token or QR code (e.g., using the screen of FIG.
8A), and has received a response message from a transaction
management system (such as the system 230 of FIG. 2) with
details of the payment transaction that the customer is about
to complete. In particular, the transaction management sys-
tem has returned detailed transaction information about the
purchase transaction, including merchant information and the
purchase amount (shown as item 842). The user interface also
shows the customer a number of available payment options
844a-n. The available payment options 844a-r» may be shown
in the order of preference or desirability based on, for
example, customer preferences or rules established by the
customer (e.g., pursuant to the process described above in
conjunction with FIG. 3 or the like), by the merchant, or by
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the payment system operator. For example, as shown, a pri-
vate label credit card is displayed as the first (or top-most)
payment account 844a. Information about each of the pay-
ment accounts 844 may be displayed, including the current
available balance as well as any reward, loyalty or other
benefits associated with using that particular payment
account in the current transaction.

[0166] In the user interface of FIG. 8B, the customer may
select which of the available payment accounts 844a-# to use
by simply clicking on the portion of the screen associated
with the available payment account 844a-» desired. In some
embodiments, further information about each available pay-
ment account may be viewed by clicking on a portion of the
display screen. For example, details of each accounts balance,
terms and conditions and other information may be viewed.
The user interface of FIG. 8B may be presented to the cus-
tomer in conjunction with transaction processing such as at
step 436 of FIG. 4B, step “17” of FIG. 6.

[0167] Referring now to FIG. 8C, an (optional) further user
interface is shown again on a display device 836 of a mobile
device 802. The user interface of FIG. 8C is an optional
interface (in some embodiments, a user may go directly from
the interface of FIG. 8A or FIG. 8B to obtaining an authori-
zation, such as in the case where the user has specified a single
“default” payment account to use for all transactions. In this
case the user may choose to not be presented with the inter-
face of FIG. 8B, and would instead go directly from the
interface of FIG. 8A to obtaining an authorization.). In the
user interface of FIG. 8C, the customer has selected which
payment account to use and has been presented with a screen
to confirm the payment details using the selected payment
account. The user interface may display, for example, trans-
action details 846 and a confirmation button 848. The trans-
action details show the detailed transaction information
received by the mobile device 802 from the transaction man-
agement system. For example, the user interface of FIG. 8C
may be displayed after the customer has selected a desired
payment account, and immediately prior to the transmission
of a message to the transaction management system (e.g.,
such as at step 438 of FIG. 4B, step “17” of FIG. 6).

[0168] Referring now to FIG. 8D, a further user interface is
shown, again on a display device 836 of a mobile device 802.
In the user interface of FIG. 8D, the customer has confirmed
the purchase (e.g., by selecting “Confirm” 848 on FIG. 8C or
by tapping on one of the payment accounts 844a-» in FIG. 8B,
or by having specified a default payment instrument to use for
all transactions after capturing the checkout token as shown in
FIG. 8A), and the payment message has been transmitted to
the transaction management system. The user interface of
FIG. 8D shows the customer the details 850 of the just-
completed transaction including any loyalty rewards, rebate
amount or the like earned from the transaction (shown at 854
as a savings amount). The user interface also shows a region
856 where coupons, advertisements, or other offers sourced
from advertising and offer management networks via the Ads
and Offers management system (such as the system 638 of
FIG. 6) may be presented to the customer. Once the customer
is done viewing the transaction details, the customer may
click on a button 852 to navigate away from the screen and to
return to the home page of the payment application or to a
thank you page such as the page 858 shown in the user
interface of FIG. 8E.

[0169] Those skilled in the art will appreciate that other
user interfaces, messages and screens may be used to present
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payment options, transaction information and other details to
auser ofa mobile payment application pursuant to the present
invention.

[0170] Although the present invention has been described
in connection with specific exemplary embodiments, it
should be understood that various changes, substitutions, and
alterations apparent to those skilled in the art can be made to
the disclosed embodiments without departing from the spirit
and scope of the invention as set forth in the appended claims.
For example, transactions using the present invention may
extend to situations where a customer needs to add a tip or
other service fee after an original transaction total has been
tallied, such as, for example, when paying a bill at a restau-
rant, or when paying for a taxi fare. In such situations, the
amount due is optional, as the buyer may wish to add a tip
after the transaction is initiated. In other situations, such as
taxi cabs, the taxi may just have displayed a sticker with a
barcode (where the barcode is a static checkout token), and
capturing the sticker will link the buyer’s payment account to
the receipt printer in the taxi once payment has been autho-
rized.

[0171] In some embodiments, the system of the present
invention can be used to initiate and conduct “decoupled
debit” types of transactions that: (i) do not require a physical
plastic card with a magnetic stripe to initiate a debit against a
checking account at the point of sale, (ii) do not require a
magnetic stripe reader to initiate a debit against a checking
account at the point of sale, (iii) do not require the use of the
standard point of sale transaction routing networks—VISA,
MC, Discover, etc. to route transactions to the Federal
Reserve’s ACH network. A number of advantages are pro-
vided, for example, (i) lower transaction costs for mer-
chants—by bypassing the card swipe terminal at the POS and
the associated payment transport networks—VISA/MC/Dis-
cover, etc. —embodiments are able to remove significant
costs from the system, (ii) improved convenience for custom-
ers—the mobile form factor means the payment instrument is
always close at hand.

[0172] Insomeembodiments, merchants are provided with
anew way to accept checking account payments at a physical
point of sale without requiring the customer to physically
present a check to the merchant. Today, NACHA rules specify
how check payments may be originated at the point of sale,
including specifying “origination codes™ that specify the type
of'the ACH transaction. Today, the only way that a merchant
can take in an electronic check from a customer at a physical
in store point of sale is to either: (i) capture a scanned image
of the check via a check21 scanner, or (ii) follow a NACHA
defined process to create an ACH transaction with an origi-
nation code of POP, which stands for Point of Purchase Check
Conversion. Embodiments allow transactions to be con-
ducted at the point of sale using the NACHA WEB transaction
type.

[0173] In some embodiments, a POS to payment authori-
zation device token capturing system is provided that is token
delivery mechanism agnostic. For example, the mobile
device works with both near field communication or barcode
ormulti-dimensional barcode recognition techniques to link a
transaction initiated at the POS with a corresponding autho-
rization message sent by the customer from their mobile
device to authorize the transaction. In some embodiments,
systems of the present invention provide customer initiated
delivery of both payment and loyalty credentials to online
and/or physical POS using a mobile device. For example,
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during processing of a transaction, both loyalty and payment
account information associated with the customer may be
retrieved and presented to the customer during a transaction
(and, in some embodiments, the loyalty account may be auto-
matically applied to all transactions at a participating mer-
chant) allowing ready and efficient insertion of loyalty and
payment information in a single transaction.

I claim:

1. A method for operating a mobile device to complete a
payment transaction between a customer and a merchant,
where the merchant transmits a merchant payment authori-
zation request message to a transaction management system
to initiate transaction processing, the method comprising:

causing a checkout token to be captured by the mobile

device, the checkout token presented to the customer at
a point of sale;
transmitting, to said transaction management system,
information captured from said checkout token;
receiving, from said transaction management system,
information associated with said payment transaction;
and
transmitting, to said transaction management system, a
customer payment authorization request message
including information identifying a selected payment
account for use in completing said payment transaction.

2. The method of claim 1, wherein said checkout token is
captured prior to a calculation, by said merchant, of a total
amount due in said payment transaction.

3. The method of claim 2, wherein said checkout token is an
identifier usable to lookup information associated with said
merchant.

4. The method of claim 3, wherein said checkout token
further comprises information usable to identify at least one
of (i) a timestamp, (ii) a merchant identifier, and (iii) a point
of sale terminal identifier.

5. The method of claim 4, wherein said information asso-
ciated with said payment transaction received from said trans-
action management system further comprises information
identifying said merchant, the method further comprising:

displaying said information associated with said payment

transaction to said customer using a display screen of
said mobile device.

6. The method of claim 5, wherein said information asso-
ciated with said payment transaction received from said trans-
action management system further comprises information
identifying a list of payment accounts associated with the
customer, the method further comprising:

displaying said information associated with said payment

transaction to said customer using a display screen of
said mobile device.

7. The method of claim 5, wherein said information asso-
ciated with said payment transaction received from said trans-
action management system further comprises at least a first
offer, said offer selected based at least in part on information
from said merchant payment authorization request message,
the method further comprising:

displaying said information associated with said payment

transaction to said customer using a display screen of
said mobile device.

8. The method of claim 2, further comprising:

receiving updated information associated with said pay-

ment transaction, said updated information including
said total amount due; and
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displaying said total amount due to said customer using a

display screen of said mobile device.

9. The method of claim 2, wherein said checkout token is a
fixed token associated with said merchant and said point of
sale.

10. The method of claim 2, wherein said checkout token is
generated by said merchant for use in said payment transac-
tion.

11. The method of claim 2, wherein said checkout token is
generated by said transaction management system for use in
said payment transaction.

12. The method of claim 1, wherein said checkout token is
captured after a calculation, by said merchant, of a total
amount due in said payment transaction.

13. The method of claim 12, wherein said checkout tokenis
an identifier usable to lookup information associated with
said merchant.

14. The method of claim 13, wherein said checkout token
further comprises information usable to identify at least one
of (1) a timestamp, (ii) a merchant identifier, and (iii) a point
of sale terminal identifier.

15. The method of claim 12, wherein said information
associated with said payment transaction received from said
transaction management system further comprises informa-
tion identifying said merchant, the method further compris-
ing:

displaying, on a display screen of said mobile device, infor-

mation identifying said merchant and said total amount
due.

16. The method of claim 15, wherein said displaying infor-
mation further comprises:

displaying, on a display screen of said mobile device, a list

of available payment accounts and a request for selec-
tion of at least one of said available payment accounts.

17. The method of claim 15, wherein said displaying infor-
mation further comprises:

displaying, on a display screen of said mobile device, at

least a first offer, said offer selected based at least in part
on said information from said merchant payment autho-
rization request message.

18. The method of claim 12, wherein said checkout tokenis
a fixed token associated with said merchant and said point of
sale.

19. The method of claim 12, wherein said checkout tokenis
generated by said merchant for use in said payment transac-
tion.

20. The method of claim 12, wherein said checkout tokenis
generated by said transaction management system for use in
said payment transaction.

21. The method of claim 1, further comprising:

transmitting, to said transaction management system, at

least one of (i) customer and (ii) mobile device authen-
tication data prior to said transmitting information cap-
tured from said checkout token.

22. The method of claim 21, wherein the transmitting the
authentication data includes establishing a connection
between the mobile device and a transaction management
system, wherein said transaction management system is oper-
able to compare said authentication data with stored data
about at least one of the customer and the mobile device.

23. The method of claim 1, wherein said checkout token is
presented using at least one of: (i) an alphanumeric code, (ii)
a code consisting of a combination of letters, numbers or
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symbols, (iii) an encoded image including at least one of (a)
abarcode, (b) a QR code, and (¢) an image pattern, and (iv) a
wireless signal.

24. The method of claim 1, further comprising:

receiving, from said transaction management system, a list

of available payment accounts for use in said payment
transaction, wherein said list of available payment
accounts is determined by at least one of (i) a customer
specified rule, (ii) a payee specified rule, and (iii) a
system specified rule; and

displaying, on a display device of said mobile device, said

list of available payment accounts.

25. The method of claim 24, wherein said displaying said
list of available payment accounts further comprises:

displaying, on a display device of said mobile device, for

each of said available payment accounts, at least one of
(1) an available balance, (i) an image representation of
said payment device, and (iii) offer information.

26. The method of claim 24, wherein displaying said list of
available payment accounts further comprises:

displaying, on a display device of said mobile device, in an

order of preference for said payment transaction,
wherein said order is determined by at least one of (i) a
merchant rule, (ii) a user rule, (iii) a transaction manage-
ment system rule, and (iv) a financial institution rule.

27. The method of claim 1, further comprising:

displaying, on a display device of said mobile device, a

promotional message, said promotional message based
on at least one of (i) an identity of the payee, (ii) a
location of the payee, (iii) a time of day, (iv) an identifier
associated with one of the products being purchased as
part of said payment transaction, (v) a shopping history
of the customer, (vi) a shopping history of the customer,
(vii) a profile of the customer, and (viii) the payment
accounts used by the customer.

28. The method of claim 1, wherein said information iden-
tifying a selected payment account is an identifier represent-
ing a payment account associated with a user of said mobile
device, said identifier usable by said transaction management
system to retrieve the actual payment account details associ-
ated with said selected payment account.

29. The method of claim 28, wherein said identifier repre-
senting a payment account is an identifier assigned by said
transaction management system.

30. The method of claim 1, wherein said checkout token is
printed using a printer associated with said point of sale,
wherein said checkout token is captured by at least one of: (i)
capturing said checkout token using a data capture device of
said mobile device, and (ii) entering said checkout token into
said mobile device using a data entry device of said mobile
device.

31. The method of claim 30, wherein said checkout token is
printed as at least one of: (i) an alphanumeric code, (ii) a code
consisting of a combination of letters, numbers or symbols,
(iii) an encoded image including at least one of (a) a bar code,
(b) a QR code, and (c) an image pattern.

32. The method of claim 1, wherein said checkout token is
displayed on a display device associated with said point of
sale, wherein said checkout token captured by at least one of
(1) capturing said checkout token using a data capture device
of said mobile device, and (ii) entering said checkout token
into said mobile device using a data entry device of said
mobile device.
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33. The method of claim 32, wherein said checkout tokenis
displayed as at least one of: (i) a bar code image, (ii) an image
pattern, and (iii) an alphanumeric code.

34. The method of claim 1, wherein said checkout token is
captured from a terminal associated with said point of sale via
wireless communication.

35. The method of claim 1, wherein said checkout token is
displayed proximate said point of sale, and wherein said
checkout token is captured by at least one of: (i) capturing
said checkout token using a data capture device of said mobile
device, and (ii) entering said checkout token into said mobile
device using a data entry device of said mobile device.

36. The method of claim 1, wherein said checkout token is
captured by using at least one of: (i) an RFID chip in said
mobile device, (ii) a Bluetooth receiver in said mobile device,
and (iii) a Wireless receiver in said mobile device.

37. The method of claim 21, wherein said mobile device
authentication data includes at least one of (i) a mobile phone
number, (ii) a unique identifier associated with an application
installed on said mobile device, and (iii) a unique identifier
associated with said mobile device.

38. The method of claim 37, wherein said unique identifier
associated with said mobile device is at least one of (i) a
hardware identifier, (ii) a serial number, (iii) a MAC address,
(iv) an ASIN, and (v) a UUID.

39. The method of claim 21, wherein said mobile device is
a smart phone having a payment application installed in a
memory thereof, wherein said transmitting customer authen-
tication data further comprises:

prompting said user for a passcode, said passcode authen-

ticating said user to said payment application.

40. The method of claim 21, wherein said transmitting
customer authentication data further comprises:

verifying an identity of said user based on at least one of: (i)

a user identifier and password, (i) a personal identifica-
tion number, (iii) a mobile telephone number, (iv) a
facial recognition, and (v) a keyboard biometric process.

41. The method of claim 21, wherein said mobile device is
a Web-enabled phone, wherein said transmitting customer
authentication data further comprises:

pointing a browser of said mobile device to a Web page

associated with said transaction management system;
and

prompting said user for a passcode, said passcode authen-

ticating said user to said transaction management sys-
tem.

42. A mobile device, operable to conduct a payment trans-
action at a point of sale device, the mobile device comprising:

a display screen;

a communication port;

a processor;

a memory;

and a program, wherein the program is stored in the

memory and configured to be executed by the processor,

the program including:

instructions for causing a checkout token to be captured
by the mobile device, the checkout token presented to
the customer at a point of sale;

instructions for transmitting, to said transaction man-
agement system, information captured from said
checkout token;

instructions for receiving, from said transaction man-
agement system, information associated with said
payment transaction; and
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instructions for transmitting, to said transaction man-
agement system, a customer payment authorization
request message including information identifying a
selected payment account for use in completing said
payment transaction.

43. A method for operating a point of sale system associ-
ated with a merchant to complete a payment transaction
between the merchant and a customer operating a mobile
device, where the mobile device transmits at least one of
customer and mobile device authentication data to a transac-
tion management system, the method comprising:

transmitting, to the transaction management system, a mer-

chant payment authorization request including informa-
tion identifying at least one of (i) the merchant and (ii) a
point of sale device,

presenting a checkout token to the customer for capture

using the mobile device, the checkout token containing
information associated with said merchant payment
authorization request, the checkout token for transmis-
sion from said mobile device to said transaction man-
agement system,

receiving, from said transaction management system, a

payment authorization message; and

completing said payment transaction.

44. The method of claim 43, further comprising:

after said presenting a checkout token to the customer for

capture, calculating an amount due in said payment
transaction; and

transmitting, to the transaction management system, an

updated merchant payment authorization request
including information identifying an amount due in said
payment transaction.

45. The method of claim 43, wherein said merchant pay-
ment authorization request further includes information iden-
tifying an amount due in said payment transaction.

46. The method of claim 43, wherein said checkout token is
a fixed checkout token identifying said point of sale system.

47. The method of claim 43, wherein said checkout token is
a dynamic checkout token containing information associated
with said merchant payment authorization request.

48. The method of claim 43, wherein said checkout token is
a dynamic checkout token containing information associated
with said merchant payment authorization request, and
wherein said checkout token is generated by said transaction
management system.

49. A point of sale system associated with a merchant,
operable to complete a payment transaction between the mer-
chant and a customer operating a mobile device, where the
mobile device transmits at least one of customer and mobile
device authentication data to a transaction management sys-
tem, the point of sale device comprising:

a communication port;

a processor;

a memory;

and a program, wherein the program is stored in the

memory and configured to be executed by the processor,

the program including:

instructions for transmitting, to the transaction manage-
ment system, a merchant payment authorization
request including information identifying at least one
of (1) the merchant and (ii) a point of sale device,

instructions for presenting a checkout token to the cus-
tomer for capture using the mobile device, the check-
out token containing information associated with said
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merchant payment authorization request, the check-
out token for transmission from said mobile device to
said transaction management system;

instructions for receiving, from said transaction man-
agement system, a payment authorization message;
and

instructions for completing said payment transaction.

50. A method for operating a device to complete a payment
transaction involving a customer and a merchant, the method
comprising:

receiving, from the merchant, a merchant payment autho-

rization request, including information identifying at
least one of (i) the merchant and (ii) a point of sale
device;

receiving a customer authentication request from said

mobile device and authenticating at least one of said
customer and said mobile device;

receiving, from said mobile device, a customer transaction

lookup request including information captured from a
checkout token;

matching said information captured from said checkout

token to information associated with said merchant pay-
ment authorization request;

identifying a set of available customer payment accounts

for use in said payment transaction;

transmitting, to said mobile device, information associated

with said merchant payment authorization request and
information identifying said set of available customer
payment accounts;

receiving, from said mobile device, a customer payment

authorization request including information identifying
at least one payment account selected from said set of
available customer payment accounts; and

obtaining an authorization of said payment transaction

based on said customer payment authorization request.

51. The method of claim 50, wherein said obtaining an
authorization further comprise:

retrieving actual payment account credentials based on

said information identifying at least one payment
account; and

obtaining a payment authorization from a payment net-

work using said actual payment account credentials.

52. The method of claim 50, the program further including:

transmitting a first payment authorized message to said

merchant; and

transmitting a second payment authorized message to said

mobile device.

53. A transaction management system for use in complet-
ing a payment transaction between a customer operating a
mobile device and a merchant, the transaction management
system comprising:

a communication port;

a processor;

a memory;

and a program, wherein the program is stored in the

memory and configured to be executed by the processor,

the program including:

instructions for receiving, from the merchant, a mer-
chant payment authorization request, including infor-
mation identifying at least one of (i) the merchant and
(ii) a point of sale device;

instructions for receiving a customer authentication
request from said mobile device and authenticating at
least one of said customer and said mobile device;
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instructions for receiving, from said mobile device, a
customer transaction lookup request including infor-
mation captured from a checkout token;

instructions for matching said information captured
from said checkout token to information associated
with said merchant payment authorization request;

instructions for identifying a set of available customer
payment accounts foruse in said payment transaction;

instructions for transmitting, to said mobile device,
information associated with said merchant payment
authorization request and information identifying
said set of available customer payment accounts;

instructions for receiving, from said mobile device, a
customer payment authorization request including
information identifying at least one payment account
selected from said set of available customer payment
accounts; and

instructions for obtaining an authorization of said pay-
ment transaction based on said customer payment
authorization request.

54. A method for operating a mobile device to conduct a
payment transaction at a point of sale, comprising:

receiving, by said mobile device, a checkout token associ-

ated with said point of sale;

selecting a first payment account for use in said payment

transaction;

transmitting a mobile payment request message to aremote

transaction management system, said mobile payment
request message including information identifying said
first payment account and said checkout token, said
mobile payment request message usable by said remote
transaction management system to authorize said pay-
ment transaction.

55. The method of claim 54, wherein said first payment
account is a customer bank account, the method further com-
prising:

receiving a debit authorization request from said remote

transaction management system, said debit authoriza-

tion request specifying a debit amount and a debit date;
receiving an authorization from a user of said mobile
device; and

transmitting a debit authorization response to said remote

transaction management system.

56. The method of claim 55, wherein said authorization
from a user is at least one of: a user-entered password, a voice
authorization, and a digital signature.

57. The method of claim 55, wherein said debit authoriza-
tion request further comprises data informing said user of the
user’s right to revoke said authorization.

58. The method of claim 55, further comprising:

receiving, by said remote transaction management system,

said debit authorization response;

generating a debit instruction identifying said customer

bank account to debit, a debit amount, and a merchant

bank account to credit; and

causing said debit instruction to be transmitted to a clearing

house network for processing.

59. The method of claim 1, wherein said merchant payment
authorization request message is transmitted to said transac-
tion management system over a first network and said cus-
tomer payment authorization request message is transmitted
to said transaction management system over a second net-
work.
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60. The method of claim 1, wherein said causing said
checkout token to be captured further comprises:
determining a type of said checkout token, said types
selected from (i) an image, (ii) a wireless signal, and (iii)
an alphanumeric identifier; and
capturing said checkout token using at least one of (i)
optical scanning, (ii) wireless scanning, and (iii) key
entry based on said type.
61. The method of claim 1, wherein said causing said
checkout token to be captured further comprises:
adjusting an image sensor of said mobile device to adjust at
least one of an image resolution and a focal length based
on data received from at least a first sensor associated
with said mobile device, said at least first sensor selected
from at least one of a magnetometer, a gyroscope and an
accelerometer.
62. The method of claim 1, wherein said causing said
checkout token to be captured further comprises:
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adjusting an image processing algorithm operated by said
mobile device to improve the ability to locate a checkout
token in image data by utilizing data associated with at
least one of (i) a focal length of the mobile device’s
camera, (ii) a model of the phone, (iii) a resolution of the
image data captured by the mobile device’s camera, (iv)
data from the mobile device’s gyroscope, (v) data from
the mobile device’s magnetometer, and (vi) data from
the mobile device’s accelerometer.

63. The method of claim 1, wherein said causing said

checkout token to be captured further comprises:

detecting a request to capture a checkout token; and

operating said mobile device in a continuous scanning
mode, said continuous scanning mode causing said
mobile device to automatically capture multiple images
in succession until said checkout token is detected.

* * * * *





