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Kinds Codes of USPTO Patent Documents at www.uspto.gov or MPEP 901.04. ® Enter Office that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent
document. ° Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.18 if possible. ® Applicant is to
place a check mark here if English language Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2
hours to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the
individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief Information Officer, U.S. Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2.
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CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.
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dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
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*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance
and not considered. Include copy of this form with next communication to applicant.

' Applicant’s unique citation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached. This
collection of information is required by 37 CFR 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to
complete, including gathering, preparing, and submitting the compieted application form to the USPTO. Time will vary depending upon the individual
case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief
Information Officer, U.S. Patent and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SENDTO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 (1-800-786-9199) and select option 2.
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Electronic Acknowledgement Receipt
EFSID: 18522564
Application Number: 13794878
International Application Number:
Confirmation Number: 5721
Title of Invention: FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF
CREDENTIALS
First Named Inventor/Applicant Name: Shaunt M. Sarkissian
Customer Number: 26285
Filer: Roberto Capriotti/Autumn Vanatta
Filer Authorized By: Roberto Capriotti
Attorney Docket Number: 120393
Receipt Date: 19-MAR-2014
Filing Date: 12-MAR-2013
Time Stamp: 15:38:42
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment no
File Listing:
142521
1 03-19-2014_IDS.pdf yes 4
b e
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Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 2
Information Disclosure Statement (IDS) Form (SB08) 3 4
Warnings:
Information:
1788012
2 Non Patent Literature 13834763 _filed_3-15-2013.pdf no 41
a6eab5893f00f1fbc70d7b49b371296fac82
Warnings:
Information:
2270719
3 Non Patent Literature 14031757 _filed_9-19-2013.pdf no 58
4bbf7b637a184bd66100d351362929b970
chcbae
Warnings:
Information:
Total Files Size (in bytes); 4201252

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT
Attorney Docket No. 120393

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Applicants: Shaunt M. Sarkissian ) Examiner: Wasika Nipa
Serial No.: 13/794,878 g Art Unit: 2433
Filing Date: March 12, 2013 g Confirmation No.: 5721
Title: FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF
CREDENTIALS

INFORMATION DISCLOSURE STATEMENT

Pittsburgh, Pennsylvania 15222
March 19, 2014

VIA ELECTRONIC FILING

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Sir:

Assignee of the entire right, title and interest in and to the above-captioned
application (hereinafter “Applicant”), in accordance with the duty of disclosure pursuant
to 37 C.F.R. § 1.56, hereby advises the United States Patent and Trademark Office of
the references listed on the accompanying forms PTO/SB/08a (substitute for 1449/PTO)
Information Disclosure Statement by Applicant. A copy of each of the non-U.S. patent
references cited therein is herewith enclosed.

Applicant notes that although the cited references may be relevant to the

examination of the above-referenced application, under 37 C.F.R. § 1.97(h), the filing of
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this Information Disclosure Statement “shall not be construed to be an admission that
the information cited in the statement is, or is considered to be, material to patentability
as defined in § 1.56(b).”

Applicant submits that no fee is necessary for consideration of this Information
Disclosure Statement under 37 C.F.R. §1.97(b)(3). Nevertheless, the Office is hereby
authorized to charge Account No. 11-1110 for any fees necessary for consideration of
this Information Disclosure Statement.

Respectfully submitted,

Roberto Capriotfi
Registration No\46,5

K&L Gates LLP

K&L Gates Center

210 Sixth Avenue

Pittsburgh, Pennsylvania 15222-2613

(412) 355-6423
(412) 355-6501 (FAX)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
13/794,878 03/12/2013 2431 1122 120393 39 3
CONFIRMATION NO. 5721
26285 REPLACEMENT FILING RECEIPT
K&L GATES LLP
210 SIXTH AVENUE ROV

PITTSBURGH, PA 15222-2613
Date Mailed: 07/09/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Shaunt M. Sarkissian, Ladera Ranch, CA;
Applicant(s)

Cortex MCP, Inc., Ladera Ranch, CA

Power of Attorney: The patent practitioners associated with Customer Number 26285

Domestic Priority data as claimed by applicant
This appln claims benefit of 61/740,731 12/21/2012

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 04/15/2013

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/794,878

Projected Publication Date: 06/26/2014
Non-Publication Request: No

Early Publication Request: No

** SMALL ENTITY **
page 1 of 3
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Title

FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS
Preliminary Class

726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USDLO. g0V
APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO/TITLE |
13/794,878 03/12/2013 Shaunt M. Sarkissian 120393
CONFIRMATION NO. 5721
26285 POA ACCEPTANCE LETTER
K&L GATES LLP

210 SIXTH AVENUE

IR A
PITTSBURGH, PA 15222-2613 000000062336538

Date Mailed: 07/09/2013

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/26/2013.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/mbeyene/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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Doc Code: PA..
PTO/AIA/B2A (07-1

Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

2)

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

s ™

. J/

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B or equivalent) to identify the
application to which the Power of Attorney is directed, in accordance with 37 CFR 1.5. If the Power of Attorney by Applicant form
is not accompanied by this transmittal form or an equivalent, the Power of Attorney will not be recognized in the application.

Application Number 13/794,878

Filing Date March 12, 2013

First Named Inventor Shaunt M. Sarkissian

Title FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS
{Art Unit 2431

Examiner Name Not Yet Assigned

Attorney Docket Number [120393

- SIGNATURE of Applicant or Patent Practitioner

Signature L DW Date 6/ 96/413

Name Daniel J. Tarr 412-355-6385

Telephone

Registration Number 66 ’ 595

NOTE: This form must be signed in accordance with 37 CFR 1.33, See 37 CFR 1.4(d) for signature requirements and certifications.

lil *Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Doc Code: PA..
o PTO/AIA/82B(07-12)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in the attached transmittal letter.

E | hereby appoint Practitioner(s) associated with the following Customer Nufnber as my/our attorney(s) or agent(s), and to ‘
transact all business in the United States Patent and Trademark Office connected therewith for the application referenced
in the attached transmittal letter (form PTO/AIA/82A or equivalent):

o 26285

D | hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s), and to transact all business in the
United States Patent and Trademark Office connected therewith for the application referenced in the attached
transmittal letter (form PTO/AIA/B2A or equivalent):

Registration . Name Registration

Name Number . Number

Please recognize or change the correspondence address for the application identified in the attached

transmittal letter to:
[!—_l The address associated with the above-mentioned Customer Number.

OR
I:I The address associated with Customer Number:

OR

Firm or
Individual Name

Address

City | state | [ zip ]

Country

Telephone ! Email |

| am the Applicant:
I:] Inventor or Joint Inventor
|:|Legal Representative of a Deceased or Legally Incapacitated Inventor

EAssignee or Person to Whom the Inventor is Under an Obligation to Assign

Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was
granted in the application or is concurrently being filed with this document)

SIGNATURE of Applicant for Patent

3

Signature : Date 6/26/2013
Name . Shaunt M. Sarkissian Telephone |408-417-0928
Title and Company | CEO. Cortex MCP, Inc.

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and |
certifications. Submit multiple forms for more than one signature, see below *.

E *Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information s required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandiia, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0-9199 and select optlon 2.
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Electronic Acknowledgement Receipt

EFSID: 16163405
Application Number: 13794878
International Application Number:
Confirmation Number: 5721

Title of Invention:

CREDENTIALS

FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF

First Named Inventor/Applicant Name:

Shaunt M. Sarkissian

Customer Number:

26285

Filer:

Daniel J. Tarr/Amanda Kernan

Filer Authorized By:

Daniel J. Tarr

Attorney Docket Number: 120393
Receipt Date: 26-JUN-2013
Filing Date: 12-MAR-2013
Time Stamp: 17:08:38

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . . File Size(Bytes)/ Multi Pages
D tD t File N . . .
Number ocument Lescription rie Mame Message Digest | Part/.zip| (ifappl.)
142632
6-26-2013_Transmittal_and_P
1 Power of Attorney no 2
OA.pdf
e72f1cc2¢43921¢52a4202ef5f10f83560b8e|
222
Warnings:

Information:

177



Total Files Size (in bytes):| 142632

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
13/794,878 03/12/2013 2431 1122 120393 39 3
CONFIRMATION NO. 5721
26285 FILING RECEIPT
K&L GATES LLP
210 SIXTH AVENUE IR A O AR
000000060468519

PITTSBURGH, PA 15222-2613
Date Mailed: 04/19/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Shaunt M. Sarkissian, Ladera Ranch, CA;
Applicant(s)

CORTEX MCP, INC., Ladera Ranch, CA
Assignment For Published Patent Application

CORTEX MCP, INC., Ladera Ranch, CA

Power of Attorney: None

Domestic Priority data as claimed by applicant
This appln claims benefit of 61/740,731 12/21/2012

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 04/15/2013

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/794,878

Projected Publication Date: 06/26/2014

Non-Publication Request: No

Early Publication Request: No
page 1 of 3
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** SMALL ENTITY **
Title

FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS
Preliminary Class

726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 13/794,878
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 70 N/A
SEARCH FEE
e o N/A N/A N/A 300 N/A
EXAMINATION FEE
it ey N/A N/A N/A 360 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 39 minus 20= 19 40 = 760 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 3 minus 3 = 210 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 1490 TOTAL
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATES) FEE($) RATE®) FEE($)
E AMENDMENT PAID FOR
L Total * i - =
> a7 CF% ?.16(i)) Minus = OR
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATES) FEE($) RATE®) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR
% Independent * Minus | *** = _ OR
w (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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Under the Paperwork Reduction Act of 1995, no persons are required to re

PTO/AIA/15 (07-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office. U.S. DEPARTMENT OF COMMERCE

pond to a collection of information unless it displays a valid OMB control number.

( UTILITY

PATENT APPLICATION
TRANSMITTAL

120393 )

Attorney Docket No.

Shaunt M. Sarkissian

First Inventor

FILE FORMAT AND PLATFORM...

See MPERP chapter 600 concerning utility patent application contents.

Title
k (Only for new nonprovisional applications under 37 CFR 1.53(b)) Express Mail Label No. J
Commissioner for Patents
APPLICATION ELEMENTS ADDRESS TO:  P.0. Box 1450

Alexandria VA 22313-1450

1. Fee Transmittal Form.
(PTO/SB/17 or equivalent)

2. Applicant claims small entity status.
See 37 CFR 1.27.

3. Specification. [Total Pages 34 ]
Both the claims and abstract must start on a new page
(For information on the preferred arrangement, see MPEP § 608.01(a))

4, Drawing(s). (35 U.S.C. 113) [Total Sheets 12 1

5. Inventor's Oath or Declaration.  [Total Sheets 1 ]

(including substitute statements under 37 CFR 1.64 and assignments serving as an
oath or declaration under 37 CFR 1.63(e))

a. Newly executed (original or copy)
b. | | A copy from a prior application (37 CFR 1.63(d))

6. Application Data Sheet. *Ses Note below.
See 37 CFR 1.76 (PTO/AIAM4 or equivalent)

7._] cD-ROM or CD-R.

in duplicate, large table or Computer Program (Appendix)

D Landscape Tabte on CD

8. Nucleotide and/or Amino Acid Sequence Submission.
(if applicable, items a. — c. are required)
a. Computer Readable Form (CRF)

b. [:] Specification Sequence Listing on:
i. ] CD-ROM or CD-R (2 copies); or

i. (] Paper

c. D Statements verifying identity of above copies

ACCOMPANYING APPLICATION PARTS

9. D Assignment Papers.

{cover sheet & document(s})
Name of Assignee

10. [:] 37 CFR 3.73(c) Statement.

(when there is an assignee)

[:] Power of Attorney.

11. D English Translation Document.
(if applicable)
12. L____l Information Disclosure Statement.
(PTO/SB/08 or PTO-1449)
Copies of citations attached

13. [:] Preliminary Amendment.

14. []JReturn Receipt Postcard.
(MPEP § 503) (Should be specifically itemized)

15. ]:l Certified Copy of Priority Document(s).
(if foreign priority is claimed)
16. D Nonpublication Request.

Under 35 U.S.C. 122(b)(2)(B)(i). Applicant must attach form PTQ/SB/35 or
equivalent.

17. E:I Other:

interest in the matter, See 37 CFR 1.46(b).

*Note: (1) Benefit claims under 37 CFR 1.78 and foreign priority claims under 1.55 must be included in an Application Data Sheet (ADS).
(2) For applications filed under 35 U.S.C. 111, the application must contain an ADS specifying the applicant if the applicant is an
assignee, person to whom the inventor is under an obligation to assign, or person who otherwise shows sufficient proprietary

18. CORRESPONDENCE ADDRESS

26285

z] The address associated with Customer Numbér:

OR D Correspondence address below

Signature

74

Name

Address

City A l State Zip Cc?de
Country Telephone Email

—

Date

March 12, 2013

W

N -
ame Daniel J. Tarr

\ (Print/Type)

Registration No.
(Attorney/Agent)

66,595

This collection of information is required by 37 CFR 1.53(b). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO., Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commeree, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PTOS8/17 (20-32)

Approved for use through 01/31/2014. OMB 0651-0032
L5, Patert and Trademark Offwce, us. DEPARTMENT OF COMMERCE

Compiete if kﬂcwn B

Application Number Not Yet Assigned

FEE TRANSMITTAL e Not Yot Assgned

First Named Inventor Shaunt M. Sarkissian

Examiner Name Not Yet Assigned
[ =] Applicant claims small entity status. See 37 CFR 1.27 Art Unit Not Yet Assigned
TOTAL AMIOUNT OF PAYMENT l {81 4 ,122.00 Practitioner Docket No. | 120393 /

METHOD OF PAYMENT {check all that apply)
I:l Check D Credit Card D Money Order D None D Other {please identify):

E Deposit Account Deposit Account Number; 11-1110 Deposit Account Name: K&L Gates LLP
for the above-identified deposit account, the Director is hereby authorized to {check alf that apply):
@ Charge fee{s) indicated below D Charge fee{s) indicated below, except for the filing fee

@ Charge any additional fee{s) or underpayment of fee(s} @ Credit any overpayment of fae(s)
under 37 CFR 1.16and 1.17
WARNING: Information on this form may become public. Credit card information should not be included on this form, Provide credit card
information and authorization on PTO-2038.

FEE CALCULATION
1. BASIC FILING, SEARCH, AND EXAMINATION FEES
FILING FEES i SEARCH FEES EXAMINATION FEES
Application Type  Fee (S} Small Entity Fee ($} Fee (8] Srmatl Entity Fee (8] Fee {8} Small Entity Fee {5} Fees Paid (8}
Utility 360 +o5—- 98 520 310 250 125 §533.00
Design 250 125 120 50 160 80
Plant 250 - 125 380 150 200 100
Reissue 390 195 620 310 760 380
Provisional 250 125 0 0 0 0
2. EXCESS CLAIM FEES
Fee Description Fee [$} Small Entity Fee {3}
Each claim over 20 {including Reissues) 62 31
fach independent claim over 3 {including Reissues) 250 125
Multiple dependent daims 460 230
Total Claims Extra Claims Fee (8] Fee Paid {$)
3 ~20 or HP = ® X $31.00 = 588000 ttiple B faj
HP = highest number of total claims paid for, if greater than 20. Fee {5} Fee Paid (§)}
Indep. Claims Extra Clalms Eeed$) Feg Pajd ($) R R
3 “30rHP = o x & = o .

HP = highest number of independent claims paid for, if greater than 3.
3. APPLICATION SIZE FEE

if the specification and drawings exceed 100 sheets of paper (excluding slectronically filed sequence or computer listings under 37 CFR 1.52{e}},
the application size fee due is $320 {5160 for small entity) for each additional 50 sheets or fraction thereof. See 35 U.5.C, 41{a}{1){G) and
37 CFR 1.16(s).

Total Sheets Extra Sheets Number of each additional 50 or fraction thereof Fee (S) Fge Paid {$]
-100= /50 = {round up to a whole number) b3 =
4, OTHER FEE{S) ' Fees Paid (31

Non-English specification, 5130 fee {no small entity discount}
Non-electronic filing fee under37)CFR 1.16{t) for a utility application, $400 fee {$200 small entity)

SUBMITTED BY Y\
Signature A"/ W m;ﬁ;:;;;) 66 ’595 Telephone (41 2) 355.6385
\_Name {Print/Type) | Daniel J. Tarr pate March 12, 2013 Yy

This collection of information is required by 37 CFR 1.138. The information s required to obtain or retain a benefit by the public which is ta file (and by the USPTO 10
process] an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complets, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Departmerit of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND
TO G issi for P , PO, Box 1450, Alexandria, VA 22313-1450,

#f your need assistance in completing the form, cofl 1-860-PTD-9199 und select option 2.
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Electronic Patent Application Fee Transmittal
Application Number:
Filing Date:
Title of Invention: FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF
CREDENTIALS
First Named Inventor/Applicant Name: Shaunt M. Sarkissian
Filer: Daniel J. Tarr/Amanda Kernan
Attorney Docket Number: 120393
Filed as Small Entity
Utility under 35 USC 111(a) Filing Fees
Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 28 28
Utility Search Fee 2111 1 310 310
Utility Examination Fee 2311 1 125 125
Pages:
Claims:
Claims in excess of 20 2202 19 31 589
Miscellaneous-Filing:
Petition:
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1122
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Electronic Acknowledgement Receipt

EFSID: 15183778
Application Number: 13794878
International Application Number:
Confirmation Number: 5721

Title of Invention:

FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF
CREDENTIALS

First Named Inventor/Applicant Name:

Shaunt M. Sarkissian

Customer Number:

26285

Filer:

Daniel J. Tarr/Amanda Kernan

Filer Authorized By: Daniel J. Tarr
Attorney Docket Number: 120393
Receipt Date: 12-MAR-2013
Filing Date:
Time Stamp: 09:02:47

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1122
RAM confirmation Number 18726

Deposit Account

111110

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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File Listing:
Document —r . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
41722
1 Oath or Declaration filed Declaration.pdf no 1
b4ef93edcab1b2ad72303b5¢3d5a4815101
b6854
Warnings:
Information:
534821
2 Application.pdf yes 34
al1badf11¢c8f9da2a1cc94778706ddab0ceal
3c0d
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 27
Claims 28 33
Abstract 34 34
Warnings:
Information:
1437236
3 Application Data Sheet ADS.pdf no 6
822bb5fc7f1de3174442aeb16d527d1ebde]
d5¢5d
Warnings:
Information:
N Applicati T ittal 317321
4 Transmittal of New Application ew_Applica |odr;_ ransmittals. no 2
p 31ec65f7d83d203aa4072478fa5932802ef5
2a5b
Warnings:
Information:
1191094
Drawings-only black and white line .
5 . Figures.pdf no 12
drawings
2¢89748940130a9304f40a6e963768abelc
Warnings:
Information:
36391
6 Fee Worksheet (SB06) fee-info.pdf no 2
06689f77¢8aa61a581dbfb792936¢7fbbb5
8b%e
Warnings:
Information:
Total Files Size (in bytes); 3558585
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Acknowledgement Receipt

EFSID: 15183778
Application Number: 13794878
International Application Number:
Confirmation Number: 5721

Title of Invention:

FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF
CREDENTIALS

First Named Inventor/Applicant Name:

Shaunt M. Sarkissian

Customer Number:

26285

Filer:

Daniel J. Tarr/Amanda Kernan

Filer Authorized By: Daniel J. Tarr
Attorney Docket Number: 120393
Receipt Date: 12-MAR-2013
Filing Date:
Time Stamp: 09:02:47

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1122
RAM confirmation Number 18726

Deposit Account

111110

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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File Listing:
Document —r . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
41722
1 Oath or Declaration filed Declaration.pdf no 1
b4ef93edcab1b2ad72303b5¢3d5a4815101
b6854
Warnings:
Information:
534821
2 Application.pdf yes 34
al1badf11¢c8f9da2a1cc94778706ddab0ceal
3c0d
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 27
Claims 28 33
Abstract 34 34
Warnings:
Information:
1437236
3 Application Data Sheet ADS.pdf no 6
822bb5fc7f1de3174442aeb16d527d1ebde]
d5¢5d
Warnings:
Information:
N Applicati T ittal 317321
4 Transmittal of New Application ew_Applica |odr;_ ransmittals. no 2
p 31ec65f7d83d203aa4072478fa5932802ef5
2a5b
Warnings:
Information:
1191094
Drawings-only black and white line .
5 . Figures.pdf no 12
drawings
2¢89748940130a9304f40a6e963768abelc
Warnings:
Information:
36391
6 Fee Worksheet (SB06) fee-info.pdf no 2
06689f77¢8aa61a581dbfb792936¢7fbbb5
8b%e
Warnings:
Information:
Total Files Size (in bytes); 3558585
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
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FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit, under 35 U.S.C. § 119(e), of United States
provisional patent application number: 61/740,731, filed December 21, 2012, entitled “FILE
FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS”, which

is hereby incorporated by reference in its entirety.

TECHNICAL FIELD
[0002] The present disclosure relates to electronic transactions, and more particularly

to systems, methods, and apparatuses for securely storing and displaying user credentials.

BACKGROUND

[0003] The rapid growth and evolution of traditional and electronic commerce markets
has resulted in a wide-spread demand for monetary payments by digital transactions. However,
currently payment systems are highly fragmented and insecure, which creates a threat of data
compromise and theft during the transfer and use of electronic commerce data. This threat may
result in losses for corporations as well as users of such systems, and these losses factor into
escalating fees and client costs.

[0004] Additionally, as more users move to a digital transaction model, the need for
digital identification also increases. As fewer users carry wallets or traditional payment forms,
traditional forrhs of ID will become less common. Current platforms are insecure and carrying
digital credentials increases the risk of identity theft or fraud in transactions. What is needed is

secure system for storing and displaying user credentials.

SUMMARY

[0005] in various embodiments, a computer-implemented method for generating and
verifying officially verifiable electronic representations may be disclosed. The method may
comprise receiving, by a credential database, a request for a credential action. The credential
database may be configured to store one or more credentials comprising a status indicator. The
method may further comprise determining, by the credential database, a response to the
credential action based on the one or more user credentials stored in the credential database

and transmitting, by the credential database, the response to a client device.
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[0006] In various embodiments, a computer-implemented method for requesting an
officially verifiable electronic representation is disclosed. The method may comprise generating,
by a processor, a request for a credential action. The request may comprise a credential
identifier. The processor may transmit the request for the credential action to a credential
database and receive a response to the request for the credential action.

[0007] In various embodiments, an apparatus for generating and verifying officially
verifiable electronic representations is disclosed. The apparatus may comprise a processor and
a memory unit operatively coupled to the processor. The memory unit may be configured to
store a plurality of instructions, wherein the instructions are configured to program the
processor. The processor may be programmed to maintain a credential database. The
credential database may be configured to store one or more credentials comprising a status
indicator. The processor may further receive a request for a credential action and determine a
response to the credential action based on the one or more user credentials stored in the
credential database. The processor may be programmed to transmit the response to a client
device. In various embodiments, a credential database may store the one or more credentials
inan encrypted format which can only be decrypted by the apparatus. In various embodiments,
the credential database may access additional information via a network to complete a
verification of a credential. In various embodiments, the credential database may use additional
information provided by a client, such as, for example, passwords, biometric information, client

GPS location information, and/or a unique device identifiers, to complete the verification.

BRIEF DESCRIPTION OF THE FIGURES

[0008] The features of the various embodiments are set forth with particularity in the
appended claims. The various embodiments, however, both as to organization and methods of
operation, together with advantages thereof, may best be understood by reference to the
following description, taken in conjunction with the accompanying drawings as follows:

[0009] Fig. 1 illustrates one embodiment of a virtual credential management platform.

[0010] Fig. 2 illustrates one embodiment of an Officially Verifiable Electronic
Representation (OVER) File generation process.

[0011] Fig. 3 illustrates one embodiment of an OVER File verification process.

[0012] Fig. 4 illustrates one embodiment of a virtual wallet platform.

[0013] Fig. 5 illustrates one embodiment of an OVER File storage client component of

the virtual wallet platform of Fig. 4.
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[0014] Fig. 6 illustrates one embodiment of a credential type display of the OVER File
storage client. ]

[0015] Fig. 7 illustrates one embodiment of a displayed OVER File credential oriented
horizontally.

[0016] Fig. 8 illustrates one embodiment of a displayed OVER File credential oriented
vertically.

[0017] Fig. 9 illustrates one embodiment of an OVER File generation screen.

[0018] Fig. 10 illustrates one embodiment of a information code for generation or
verification of an OVER File.

[0019] Fig. 11 illustrates one embodiment of a credential presentation and verification
process. '

[0020] Fig. 12 illustrates one embodiment of a computing environment for

implementing an OVER File management platform.

DESCRIPTION

[0021] In various embodiments, a computer-implemented method for generating and
verifying officially verifiable electronic representations may be disclosed. The method may
comprise receiving, by a credential database, a request for a credential action. The credential
database may be configured to store one or more credentials comprising a status indicator. The
credential database may further be configured to store one or more methods for accessing one
or more status indicators on a network, such as, for example, via web-service or access to a
second data store. The method may further comprise determining, by the credential database,
a response to the credential action based on the one or more user credentials stored in the
credential database and transmitting, by the credential database, the response to a client
device. The method may further incorporate additional information submitted by a client, such
as, for example, passwords, device identifiers, client GPS location, and/or biometric data, in
conjunction with the stored credential, to determine a response to the request for a credential
action.

[0022] In various embodiments, a computer-implemented method for requesting an
officially verifiable electronic representation is disclosed. The method may comprise generating,
by a processor, a request for a credential action. The request may comprise a credential
identifier. The request may further comprise additional information to verify the credential. The
processor may transmit the request for the credential action to a credential database and

receive a response to the request for the credential action. In various embodiments, the
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processor may incorporate additional information submitted by a client, such as, for example,
passwords, device identifiers, GPS location information, and/or biometric information, to
determine a response. .In various embodiments, the processor may access other data stores
available via a network to determine a response.

[0023] In various embodiments, an apparatus for generating and verifying officially
verifiable electronic representations is disclosed. The apparatus may comprise a processor and
a memory unit operatively coupled to the processor. The memory unit may be configured to
store a plurality of instructions, wherein the instructions are eonfigured to program the
processor. The processor may be programmed to maintain a credential database. The
credential database may be configured to store one or more credentials comprising a status
indicator. The processor may access other data stores via a network. The processor may
access remote functionality via a network. The processor may further receive a request for a
credential action and determine a response to the credential action based on the one or more
user credentials stored in the credential database. The processor may be programmed to
transmit the response to a client device. ‘ '

[0024] Reference will now be made in detail to several embodiments, including
embodiments showing example implementations of systems and methods for genefating,
storing, and displaying OVER File credentials. Wherever practicable similar or like reference
numbers may be used in the figures and may indicate similar or like functionality. The figures
depict example embodiments of the disclosed systems and/or methods of use for purposes of
illustration only. One skilled in the art will readily recognize from the following description that
alternative example embodiments of the structures and methods illustrated herein may be
employed without departing from the principles described herein.

[0025] In some embodiments, an Officially Verifiable Electronic Representation
(OVER) File may provide a secure file format and platform for the storage and verification of key
user or consumer credentials. As shown in Fig. 1, in one embodiment, an OVER File
management platform 2 may comprise three main components, an OVER File storage client 4,
an OVER File third party client 6, and an OVER File generation and authorization engine 8. The
OVER File storage client 4 may be executed by a user device to store generated OVER Files
representative of the user’s credentials. The OVER File storage client 4 may be included as
part of a virtual wallet platform or may comprise a stand-alone user application. The OVER File
storage client 4 may initiate generation of new OVER Files and may comprise a display function

“for displaying stored user credentials for third-party verification. The OVER File credentials may

comprise any officially verifiable electronic credential, such as, for example, a government
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issued identification such as a driver’s license, non-driver’s identification card, or professional
license. The OVER File credentials may also comprise privately issued credentials, such as, for
example, employee identification cards, merchant loyalty cards, access cards, insurance
credentials, transportation credentials, or any other credential that may be electronically verified
by an issuing agency. |

[0026] In some embodiments, an OVER File third party client 6 may be executed by a
third party device to verify the existence and validity of OVER File credentials presented by a
user. The OVER File third party client 6 may allow a third party to scan or otherwise interact
with OVER File credentials displayed on a user device. The OVER File third party client 6 may
contact a remote server, such as the OVER File generation and verification engine 8, for
verification of the displayed user credential, as explained in more detail below. The OVER File
third party client 6 may further allow a third party to request generation of an OVER File
credential for delivery to an OVER File storage client 4. In some embodiments, the OVER File
third party client 6 may comprise a stand alone application executed by the third party device.
In other embodiments, the OVER File third party client 6 may comprise an application program
interface (API) configured to provide OVER File credential verification through a third party
application.

[0027] In some embodiments, an OVER File generation and authorization engine 8
may generate OVER File credentials in response to requests from an OVER File storage client
4 or an OVER File third party client 6. The OVER File credentials may be generated from data
provided by a user, a third party, or an issuing agency or authority. The OVER File generation
and authorization engine 8 may further provide authorization of OVER File credentials
requested by third parties. The OVER File generation and authorization engine 8 may operate
on a remote server. Client devices, such as the user device or the third party device, may
communicate with the OVER File generation and authorization engine 8 using any suitable
network or communication system. In some embodiments, the OVER File generation and
verification engine 8 may generate and maintain a status indicator for each stored OVER File
credential configured to indicate whether the OVER File credential is currently valid.

[0028] Fig. 2 illustrates one embodiment of a process 100 for generating and storing
an Officially Verifiable Electronic Representation (OVER) File credential. OVER File generation
may be performed by the OVER File generation and verification engine 8. An engine may
comprise computer program that drives the functionality of a system or process, such as, for
example, the process 100 for generating and storing an OVER File credential. A user may open

102 an application for generating and/or displaying OVER Files, such as the OVER File storage
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client 4. In some embodiments, the application may be a stand-alone application. In other
embodiments, the OVER File storage client 4 may be included in an integrated application.

[0029] A user may access 104 the OVER File credential features of an OVER File
storage client to add 106 a new credential to the OVER File storage client 4. The user may be
presented with a credential generation screen, such as the credential generation screen 518
shown in Fig. 7. A credential may be added manually by a user or automatically by the
application. In some embodiments, a user may select 108 the method of entering the
credential, for example, manual or automated entry, using the credential generation screen. In
some embodiments, a user may select 110 manual entry of the credential. The user may
interact with the credential generation screen to enter 112 information about the credential, such
as, for example, the issuing agency, a credential identifier such as a credential identification
number, or any other information associated with the credential. For example, in one
embodiment, a user may choose to manually enter a credential representing a rewards card for
a retailer. The user may be prompted to identify the retailer, a rewards card identification
number, and a name associated with the rewards card.

[0030] In some embodiments, information for generating an OVER File credential may
be automatically added to the OVER File storage client 4. For example, information necessary
for the generation of an OVER File credential may be entered by scanning an information code.
The information code .may be represented, for example, by a quick-response (QR) Code,
standard one dimensional bar code, alpha numeric bar code (for example, Type-128), and/or
other suitable information codes. The information code may be represented data sent by a
radio transmission or by an electronic transmission broadcast over a network. In some
embodiments, a user device may scan an information code provided by an issuing agency. The
information code may comprise information, such as a credential identifier, necessary for
generating an OVER File and contacting an issuing agency database 130 for verification of the
credential. The information code may be provided by the issuing agency during creation of the
credential and may be scanned by a user using a scan function of the user device.

[0031] In some embodiments, the information code may comprise information
necessary for the generation of a credential by a third party. A user may select 114 a third-party
scan option for generation and delivery of a new credential. The OVER File storage client 4
may generate a information code on the user device for scanning by the third party. The
information code may comprise any necessary information for generation and delivery of the
OVER File credential to the user device, such as, for example, the user’s name, contact

information, social security number, biometric information, location information, user-selected

-6-
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password, and/or a device identifier to identify the user device. The information code may be
displayed 120 on the user device vand may be scanned 122 by a third-party using a third-party
device. The third party device may execute an application, such as the OVER File third party
client 6, for scanning the information code and contacting an OVER File generation and
verification engine 8. The OVER File generation and verification engine 8 may be executed by
any suitable system. The OVER File generation and verification engine 8 may comprise a
credential data store, such as, for example, a database, a web service, a flat file configured to
store data, and/or any other suitable datastore. The credential datastore may comprise a
memory unit formed integrally with the system configured to execute the OVER File generation
and verification engine 8 or may comprise a remote storage device, such as, for example, a
database connected to the OVER File generation and verification engine 8 through a local area
network (LAN), wide area network (WAN), or Internet connection. Although the various
embodiments of the OVER File generation and verification engine 8 are discussed with respect
to an OVER File database, those skilled in the art will recognize that any suitable architecture
and/or datastore may be employed by the OVER File generation and verification engine.

[0032] In some embodiments, an issuing agency may set one or more business rules
that a user may be required to meet prior to verification of the OVER File credential by the
issuing agency, such as being required to verify the user’s identity prior to generation of the
OVER File credential. For example, a user attempting to add a driver’s license credential may
be required to visit a state DMV office. After verifying the identity of the user, the DMV office
may provide the user wi'th a scannable information code for generation of an OVER File
credential for the user’s driver’s license. The information code may comprise a credential
identifier and an authorization code to enable the OVER File database 128 to generate the
OVER File credential. In some embodiments, a physical credential issued by the issuing
agency may contain an information code that may be scanned by the user at any time to add
the credential to the OVER File storage client 4. For example, a retailer loyalty card may
comprise a scannable quick-response (QR) code that a user may scan to add an OVER File
credential of the loyalty card to a user device. _

[0033] After the necessary information has been entered to generate an OVER File
credential, either manually or through an automated process such as scanning, the generating
device may contact an application gateway 124 to deliver an OVER File generation request to
an OVER File database 128. The OVER File database 128 may comprise an OVER File
generation and verification engine 8. The application gateway may request 126 generation of
an OVER File and verification of the generated OVER File credential. The OVER File database
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128 may be configured to create a new OVER File containing the entered credential
information. The OVER File database 128 may contact an issuing agency datastore, such as,
for example, an issuing agency database 130, to verify the information contained in the OVER
File generation request and to obtain additional credential information stored by the issuing
agency database 130. Issuing agencies may comprise, for example, government entities such
as States or licensing agencies, corporations issuing credentials to employees, retailers issuing
loyalty or other customer identifiers, or any other suitable agency for issuing credentials.
Although the various embodiments are generally described as communicating with an issuing
agency database, those skilled in the art will recognize that issuing agencies may utilize any
suitable datastore to store one or more credentials generated by the issuing agency. |

[0034] The additional credential information may comprise any information stored by
the issuing agency database but not provided in or contradictory to the OVER File generatioh
request. For example, in one embodiment, a user may generate a credential representative of a
driver’s license. The user device may provide a driver’s license identification number and an
issuing state to the OVER File database 128 for generation of the OVER File. The OVER File
database 128 may contact the issuing agency database 130, such as a state DMV database,
and provide the driver’s license identification number fo the issuing agency database 130. The
issuing agency database may respond by indicating the validity of the requested credential
containing the driver’s license identification number and may provide the legal name, address,
and birth date of the person associated with the driver’s license identification number. The
issuing agency database may also provide an image of the requested credential for display on
the user device. Once the information has been verified, the OVER File database 128 may
generate a new OVER File containing the entered credential information. In some
embodiments, the OVER file may be generated by the issuing agency database 130 and sent to
the OVER File database 128 for storage and distribution to the user device. The issuing agency
may also provide a status indicator for the generated OVER File credential.

[0035] In some embodiments, the OVER File may be delivered to a device identified in
the OVER File generation request for storage. For example, generated OVER File credential
may be delivered to the device requesting generation of the OVER File generation, such as a
user device. As another example, if a user provides a information code to a third party for
scanning and generation of a credential, the information code may contain a device identifier
identifying the user device as the destination for the genérated OVER File credential. Copies of
the OVER File credential may be stored on both a user device and in the OVER File database

128. The delivered OVER File credential may be tied to a specific user device. For example,
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the OVER File credential may contain a device identifier identifying the user device or
application and/or the OVER File may be encrypted in a format which requires the device
identifier and/or a user-provided password to decrypt. The OVER File may include a hash value
which requires the device identifier and/or a user-provided password to verify. The OVER File
credential may only be usable by a device matching the device or application identifier. By tying
the OVER File credential to a specific device, the security of the credential is increased, as an
OVER File delivered to a device other than the user device, for example through network
snooping, may be prevented from working on a device other than the user device. The
delivered OVER File credential may execute 134 a device check to verify the current device
matches the specific device identifier. If the current device and the device identifier are the
éame, the OVER File credential may be stored 136 on the user device. If the specific device
identifier and the current device are not the same, the OVER File credential may be
inaccessible or destroyed. In some embodiments, the OVER File may require user-specific
information, such as, for example, biometric information, location information, and/or passwords,
to decrypt the file or to verify the OVER File credential. '

[0036] Fig. 3 illustrates one embodiment of an OVER File verification process 200. A
user may begin 202 the verification process by opening 204 an OVER File storage client,
accessing 206 the credential features of the OVER File storage client, and selecting 208 a
stored OVER File credential for display 210 on the user device. The user may select the OVER
File credential from a list of credentials stored on the user device, such as, for example, the
credential category screen 514 shown in Fig. 6. Credential information stored in the OVER File
may be displayed on the user device. In some embodiments, the displayed information may
comprise some or all of the information stored in the OVER File credential. For example, a
stored OVER File credential may be displayed as shown in Figs. 18 and 19, and may comprise
one or more text fields, an image field, a title field, and a information code field. The user may
present 212 the displayed credential to a third party for verification. The displayed information
code may comprise a credential identifier, such as, for example, a credential identification
number.

[0037] The third-party may initiate a third party verification process by opening 216 a
verification application, such as the OVER File third party client 8, for verifying credentials
displayed on a user device. In some embodiments, the verification application may be a stand-
alone application specifically configured for verification of OVER File credentials. In other
embodiments, the verification application may comprise an application capable of verification of

OVER Files through an application programming interface (API). The third party may use the
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verification application to select a scanning option 218 to scan 220 the information code
displayed on the user device. After scanning the information code, the third-party verification
application may contact an application gateway 224 to provide verification of the scanned OVER
File credential. The third-party verification application may transmit the information contained in
the information code displayed on the user device, such as the credential identifier. For
example, an information code may comprise an issuing agency identifier and a credential
identifier for the displayed credential.

[0038] The application gateway 224 may communicate with a verification server 226
and an OVER File database 228. The verification server 226 may comprise the OVER File
generation and verification engine 8. Alithough the application gateway 224, the verification
server 226 and the OVER File database 228 are shown as separate systems in Fig. 2, those
skilled in the art will recognize that the application gateway 224, the verification server 226 and
the OVER File database 228 may be combined into a single system. The OVER File database
228 may store copies of all generated OVER File credentials. The OVER File credentials may
be stored in any suitable manner, such as, for example, on a memory unit or other suitable
storage device. In some embodiments, the OVER File credentials may be stored on a remote
device, such as a networked database, and may be accessed by a reference stored in an
OVER File datastore, such as, for example, the OVERE File database. In various
embodiments, the reference may comprise a hash code, a pointer, network address, and/or any
other suitable reference to a remotely stored file. The OVER File database 228 may compare
information received from the third-party verification application, such as, for example, a
credential identifier, with the OVER File credentials stored in the OVER File database 228. A
status indicator providing the validity of the OVER File credential may be sent to the OVER File
third party client. If the OVER File database determines 230 that the credentials are valid, the
verification server 226 may provide a valid status indicator to the third party device. The
verification server 226 may further provide a portion of the stored OVER File credential, such as
a credential image, to the third'party device. In some embodiments, the status indicator and a
portion of the stored OVER File credential may be displayed on the third-party device. If the
OVER File verification server 226 determines 230 that the credentials are invalid, the OVER File
verification server 226 may transmit a status indicator indicating an invalid credential and may
provide the reason for the invalid status indicator to the third party device.

[0039] The OVER File database 228 may be in communication with one or more
issuing agency databases 230. The issuing agency database 230 may be maintained by an

issuing agency authorized to issue one or more credentials. For example, a state Department
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of Motor Vehicles may maintain a database comprising all driver’s licenses issued by the state.
The OVER File database 228 may receive periodic updates from the issuing agency database
230 for the OVER File credentials stored in the OVER File database 228. The update period
may depend on the type of credential, requirements of the issuing agency, frequency of
verification requests, or other factors affecting the security requirements for a specific credential
type. For example, the OVER File database 228 may receive updates on a daily basis for high-
security credentials, such as, for example, driver’s licenses. The OVER File database 228 may
receive updates on a weekly basis for credentials requiring a lower security level, such as
merchant loyalty cards. In some embodiments, the OVER File database 228 may contact the
issuing agency database 230 to begin the update process. In some embodiments, the issuing
agency database 230 may initiate the update process. The OVER File database 228 may be
updated for individual OVER File credentials or may receive a batch update from an issuing
agency for all OVER File credentials issued by the issuing agency.

[0040] A status indicator may be sent to the third party device to indicate the validity
statubs of an OVER File credential matching the credential identifier associated with the OVER
File credential displayed on the user device. The status indicator may comprise a valid indicator
if the verification server 226 determines that a valid OVER File credential matching the
credential identifier received from the third party verification application is stored in the OVER
File database 228 and the OVER File database 228 indicates that the OVER File credential is
currently valid. The verification server 226 may provide a response 232 to the third party device
comprising the status indicator indicating a valid credential and may provide a portion of the
credential information stored in the OVER File database 228. For example, in response to a
verification request for an OVER File credential of a driver’s license, the verification server 226
may provide a valid status indicator and may provide an image of the driver’s license to the third
party device. As another example, in response to the same request, the verification server 226
may provide a valid status indicator, an image of the credential holder provided by the issuing
agency, and the birth date of the credential holder. Those skilled in the art will recognize that
the response to the verification request may be customized based on each type of credential
and by each issuing agency.

[0041] In some embodiments, the verification server 226 may determine 222 that a
requested credential is invalid. For example, the credential verification request may be
considered invalid if an OVER File credential matching the provided credential identifier was not
located in the OVER File database 228. In another embodiment, an OVER File credential
matching the provided credential identifier may be stored in the OVER File database 228 but
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may be expired. In another embodiment, an OVER File credential matching the provided
credential identifier may be stored in the OVER File database but may not match a provided
device identifier, provided biometric data, and/or a provided password. The verification server
226 may provide a status indicator indicating an invalid credential. The invalid status indicator
may indicate why 234 the credential is considered invalid. For example, an invalid status
indicator may indicate 236 an expired credential and may display 238 a response on the third-
party device that the requested credential exists but has expired. As another example, the
invalid status indicator may indicate 240 that the requested credential does not exist. An invalid
status indicator may be displayed 242 on the third party device stating that there is no data
available for the requested OVER File. As another example, additional information submitted by
the client, such as, for example, a password, biometric information, and/or location information,
may not match information stored with the credential.

[0042] Fig. 4 illustrates one embodiment of a virtual wallet platform 300. The virtual
wallet platform may provide an electronic platform for payment and credential storage. The
virtual wallet platform 300 may provide electronic replacement for credit cards, cash,
identification, or other cards traditionally carried in a wallet. In some embodiments, the virtual
wallet platform may provide a Reducing Currency Denomination (RCD) payment platform and
an OVER File credential storage client 4. Fig. 4 shows a logon screen for a virtual wallet
platform 300. In some embodiments, the virtual wallet platform 300 may require a username
304 and a password 306 be provided prior to accessing the RCD payment platform or the
OVER File credential platform. After entering a username 304 and password 306, a user may
submit the username 304 and password 306 for verification using a send button 308. The
username 304 and password 306 may be verified by a local processor and memory or may be
sent to a remote server for verification. The logon screen may comprise a logo 302 of the virtual
wallet platform 300. An RCD payment platform is described in more detail in U.S. Patent
Application No. 11/851,215, entitled “SYSTEMS, METHODS, AND APPARATUSES FOR
SECURE DIGITAL TRANSACTIONS,” which is hereby incorporated by reference in its entirety.

[0043] Fig. 5 illustrates one embodiment of an Officially Verifiable Electronic
Representation (OVER) File storage client 500. The OVER File storage client 500 may provide
storage and retrieval of one or more OVER File credentials associated with a user device. Fig.
5 illustrates one embodiment of an OVER File storage client 500 home screen 502. The home
screen 502 may provide access to one or more OVER File credehtials stored by the OVER File
storage client 500 as part of the virtual wallet platform 300. A primary ID 506 may be displayed '

on the home screen 502 to allow quick and convenient access to the primary ID 506. The
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primary ID 506 may be selectable by the user, and may comprise, for example, a government
issued driver’s license or an employer issued employee ID. In some embodiments, the primary
ID 506 may be accessible from any screen of the OVER File storage client 500, for example,
through a predetermined user gesture, such as swiping the top of the screen down.

[0044] The home screen 502 may further provide one or more credential buttons
508a-508f for accessing a specific category of credentials, such as, for example, insurance
credentials 508a, access credentials 508b, electronic coupons 508c, loyalty card credentials
508d, transportation credentials 508e, or miscellaneous credentials 508f. The user credentials
may displayed in a wallet card design 504. A user may select one of the credential buttons
508a-508f to access OVER File credentials stored on the user device and classified in the
selected category. For example, a user may select the loyalty credentials button 508d and may
be presented with a list of OVER File credentials stored on the usér’s device that have been
categorized as loyalty credentials, such as, for example, retailer loyalty cards, frequent buyer
cards, retailer discount cards, or any other type of loyalty credenﬁal. The home screen 502 may
- further comprise a new button 510 for adding one or more new credentials and a manage button
512 for accessing a screen for managing the OVER File credentials stored on the user device.

[0045] Fig. 6 illustrates one embodiment of a credential category screen 514
configured to display stored OVER File credentials classified in the selected category. The
credential category screen 514 may be accessed by selecting one of the credential buttons
508a-508f displayed on the home screen 502. The credential category screen 514 may display
one or more available credentials that have been categorized in the selected category. For
example, credential category screen 514 illustrates one embodiment of an insurance and
automobile credential category displaying OVER File credentials 516a-516h classified as
insurance or automobile credentials. For example, the OVER File credentials 516a-516h may
comprise auto insurance credentials, home insurance credentials, or medical insurance
credentials. Additionally, the OVER File credentials may comprise automobile credentials, such
as, for example, a registration card, inspection documents, or an automobile club member card.
The OVER File credentials 516a-516h may be associated with a single category, such as the
insurance category, or may be associated with multiple categories.

[0046] Fig. 7 illustrates one embodiment of a credential generation screen 518. The
credential generation screen 518 may be accessed by selecting the new credential button 510
displayed on the homé screen 502. The credential generation screen 518 may be configured to
allow a user to request the generation of a new OVER File by an OVER File generation and

verification engine 8. The credential generation screen 518 may allow a user to input
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information necessary for the generation of a new credential either manually or through an
automated process. If a user wishes to enter the information manually, the user may enter the
necessary credential information in credential fields 520-528. Necessary credential information
may comprise a credential name 520, a credential category 522, an issuer type 524, an issuer
526, and a credential number 528. The credential category 522 and the issuer type 524 may be
automatically set by the OVER File generation and verification engine 8 or may be manually set
by the user. The credential number 528 méy comprise a unique credential identifier generated
by the issuing agency. The credential number 528 may be used by the OVER File generation
and verification engine 8 to verify the validity of the requested credential and to obtain additional
information associated with the generated OVER File credential not entered by the user. For
example, a loyalty credential may have a certain number of loyalty points associated with the
credential. The OVER File generation and verification engine 8 may use the credential number
528 to query the issuing agency regarding the current value of loyalty points associated with the
credential. After entering the required credential information, a user may transmit the input
information for the generation of a new OVER File credential to the OVER File generation and
verification engine 8. The user may transmit the information using the add button 532.

[0047] In some embodiments, the credential generation screen 518 may allow a user
to automatically enter a credential by scanning an information code, such as a barcode or quick
response (QR) code. A user may access the scanning functionality by selecting the scan to add
button 530. After selecting the scan to add button 530, the scanning function of a user device
may be activated to allow the user to scan an information code provided by an issuing agency.
The information code may comprise the information necessary for the OVER File server to
contact an issuing agency database to verify the scanned credential and to obtain additional
credential information. For example, in one embodiment, a user may wish to add a driver’s
license to the stored OVER File credentials on the user device. The user may be required to go
to a state department of motor vehicle (DMV) location to verify the user’s identity. After verifying
the user’s identity, the DMV may generate an information code for the user to scan containing
the user’s driver’s license identification number and an authorization number.

[0048] Once the necessary ihformation has been entered, either manually or
automatically, the OVER File storage client 500 may contact the OVER File generation and
verification engine 8 to generate the requested OVER File credential. The OVER File
generation and verification engine 8 may contact the issuing agency database to verify the
credential using the provided information as discussed above with respect to Fig. 2. The issuing

agency database may provide additional information associated with the requested credential
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and not provided during the initial entry of the credential information. For example, a user
request to add a driver's license may comprise a driver’s license identification number. The
issuing agency database may provide additional information such as the user’s photo, address
information, age information, or license class information. The use of an information code for
adding a user credential provides convenience and security, as the user does not have to
manually enter the credential information and an issuing agency can control the generation of
OVER Files associated with the issuing agency’s credentials.

[0049] In some embodiments, a user may present a stored OVER File credential to a
third party for verification. For example, a user may wish to gain access to an age restricted
location or purchase an age restricted product. A third party may require a user to present
identification to verify the user’s age prior to allowing the user access to the age restricted
location or product. A user may choose to present a stored OVER File containing the user’s
age information, such as, for example, an OVER File credential representative of the user’s
driver’s license. A third party may be required to verify the validity of the presented credential.
The OVER File storage client 500 may generate a scannable information code for scanning by
the third party to provide verification of the credential, as described in more detail above. In
another embodiment, the OVER File storage client may generate an information code in the
form of a networked or radio transmission, such as, for example, a Near Field Communication
(NFC) or Bluetooth, or in the form of sensor information, such as, for example, a bump. A
credential code screen 536 may be generated on the user device. The credential code screen
536 may comprise a scannable information code 538 representative of the selected OVER File
credential. The third party may scan the information code 538 using an OVER File third party
client 6. The OVER File third party client 6 may use the information contained in the information
code 538 to contact an OVER File generation and verification engine 8 to verify the validity of
the presented OVER File credential. In some embodiments, the information code 538 may be
presented on the user device for a predetermined period of time at which point the user device
may revert to a previously displayed screen, such as the credential category screen 514. In
some embodiments, the user may be able to revert to the previous screen by pressing a back
button 534.

[0050] When presenting a credential to a third party for verification, the OVER File
storage client 500 may display a scannable information code, as described above. In some
embodiments, a portion of the stored OVER File may be displayed on the user device for
presentation to the third party. Fig. 9 illustrates one embodiment of a credential display 600.

The credential display 600 may be configured to display a selected OVER File credential on a
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user device. The credential display 600 may be standardized, such that each stored OVER File
credential utilizes the same fields in a similar manner. in some embodiments, the credential
display may be standardized based on the category in which the OVER File credential is stored.
For example, a first standardized display may be used for all insurance credentials and a
second standardized display may be used for all loyalty credentials. A credential title field 602
may display the name of the displayed credential. The credential name may be set by the
issuing agency, by the user, or by the OVER File generation and verification engine 8. As
shown in Fig. 9, the credential display 600 may comprise three text sections, text section A 606,
text section B 608, and text section C 610. Each text section may be configured to display
textual information based on the type of credential selected for presentation. For example, a
user may select a driver’s license as the displayed OVER File credential. Text section A 606
may be configured to display the user's name as it appears on the user’s driver license. Text
section B 608 may be configured to display the user's home address and birth date. Text
section C 610 may be configured to display a driver’s license identification number. Those
skilled in the art will recognize that any suitable textual information may be displayed in any of
the available text sections 606, 608, 610. In some embodiments, one or more of the text
sections 606, 608, 610 may be configured to display the same information regardless of the
type of credential displayed. For example, text section C 610 may be configured to always
display a credential identification number associated with the credential by the issuing agency.
In some embodiments, an image field 604 may be included in the credential display 600. The
image field 604 may be configured to display an image selected by the issuing agency, such as,
for example, an image of a physical credential which forms the basis of the OVER File
credential such as a driver’s license, a logo of the issuing agency such as a corporate logo for a
loyalty card, or any other image selected by the issuing agency. The image field 604 may
display the selected image as a further validity check for the displayed OVER File credential.
[0051] An information code section 612 may be included in some embodiments of the
credential display 600. As discussed above, an information code may be displayed by the
OVER File storage client 500 for third-party verification of stored OVER File credentials. An
information code, such as the information code 538 shown in Fig. 8, may be displayed with the
selected OVER File credential in the information code section 612. By displaying the
information code with other available credential information, the OVER File platform may
facilitate easier verification, such as allowing a merchant to quickly establish whether an age

restriction has been met prior to scanning the displayed information code. In addition, a third-
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party may ensure that the credential information received from the OVER File generation and
verification engine 8 matches the OVER File credentialldisplayed on the user device.

[0052] In some embodiments, one or more functions of the user device may be
disabled when an OVER File credential is displayed on the user device. For example, a user
device may be capable of taking a screenshot of the content displayed on the device screen. In
order to prevent duplication of an OVER File credential outside of the OVER File management
platform 2, the OVER File storage client 500 may disable the screenshot capability of the user
device during the time that the OVER File credential is displayed on the user device. In some
embodiments, all functions, with the exception of the display function, may be disabled for a
predetermined period of time while the OVER File credential is displayed on the screen. For
example, the OVER File credential may be displayed for a predetermined time period, such as
20 seconds, during which time all functions of the user device may be disabled. After the
predetermined time period, the credential display 600 may revert to a previously displayed
- screen, such as the home screen 502, at which point the functions of the user device may be re-
enabled.

[0053] Fig. 10 illustrates another embodiment of a credential display 700. The
credential display 700 is similar to the credential display 600 shown in Fig. 9. The credential
display 700 comprises the same fields as the credential display 600, such as the credential title
702, the image field 704, text section A 706, text section B 708, text section C 710, and
information code section 712. The credential display 700 is oriented horizontally. In some
embodiments, the OVER File storage client 500 may switch between the credential display 600
and the credential display 700 depending on the orientation of the user device. For example, a
user may hold a user device such that the user device is horizontally oriented. The credential
display 600 may be displayed to match the orientation of the user device. If a user rotates the
user device such that the user device is vertically oriented, the OVER File storage client 500
may display the credential display 700 to match the new orientation of the user device.

[0054] Fig. 11 illustrates one embodiment of a credential presentation and verification
process 800. As discussed above, a user may display a selected credential on a user device
804 using the OVER File storage client 4. The displayed user credential may comprise a
information code 838 and an image field 808. The image field 808 may display an image
provided by the issuing agency, such as, for example, an image of a physical credential, an
image of a user, or a logo of the issuing agency. The information code 806 may comprise a
scannable code such as, for example, a barcode or a QR code, comprising a credential

identifier. A third-party may use a third-party device 806 comprising the OVER File third party
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client 6 to scan the displayed information code 806. The third-party device 806 may contact the
application gateway 824 to request verification of the OVER File credential identified by the
credential identifier contained in the scanned information code 838. The application gateway
824 may contact the OVER File database 828 to verify the existence and validity of the
requested OVER File. The OVER File database 828 may comprise the OVER File generation
and verification engine 8. The OVER File database 828 may be in contact with an issuing
agency database 830 to periodically update the validity and status of the OVER Files stored in
the OVER File database 828. The application gateway 824 may provide a status indicator to
the third-party device 804 indicating the validity of the requested credential. In one ’
embodiment, if the status indicator indicates a valid credential, a response to the third party
device 804 may comprise an image displayed in the image field 810 on the third party device
806. The displayed image may be the same image as displayed in the image field 808 of the
user device 802. The third-party device may display the status indicator 812. A valid status
indicator may be displayed as, for example, a checkmark indicating that the requested
credential exists and is valid. In some embodiments, if the status indicator indicates an invalid
credential, a response to the third party device may comprise a reason for the invalid response.
The reason for the invalid response may be displayed in the image field 810. The status
indicator 812 may display as, for example, an X indicating that the requested credential is
invalid.

[0055] Fig. 12 illustrates one embodiment of a computing device 900 which can be
used in one embodiment of the system and method for generating, storing, and displaying
OVER Files and associated credentials. For the sake of clarity, the computing device 900 is
shown and described here in the context of a single computing device. It is to be appreciated
and understood, however, that any number of suitably configured computing devices can be
used to implement any of the described embodiments. For example, in at least some
implementation, multiple communicatively linked computing devices are used. One or more of
these devices can be communicatively linked in any suitable way such as via one or more
networks (LANs), one or more wide area networks (WANSs) or any combination thereof.

[0056] In this example, the computing device 900 comprises one or more processor
circuits or processing units 902, on or more memory circuits and/or storage circuit component(s)
904 and one or more input/output (I/O) circuit devices 906. Additionally, the computing device
900 comprises a bus 908 that allows the various circuit components and devices to

communicate with one another. The bus 908 represents one or more of any of several types of
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bus structures, including a memory bus or local bus using any of a variety of bus architectures.
The bus 908 may comprise wired and/or wireless buses.

[0057] The processing unit 902 may be responsible for executing various software
programs such as system programs, applications programs, and /or module to provide
computing and processing operations for the computing device 900. The processing unit 902
may be responsible for performing various voice and data communications operations for the
computing device 900 such as transmitting and receiving voice and data information over one or
more wired or wireless communication channels. Although the processing unit 902 of the
computing device 900 includes single processor architecture as shown, it may be appreciated
that the computing device 900 may use any suitable processor architecture and/or any suitable
number of processors in accbrdance with the described embodiments. In one embodiment, the
processing unit 900 may be implemented using a single integrated processor.

[0058] The processing unit 902 may be implemented as a host central processing unit
(CPU) using any suitable processor circuit or logic device (circuit), such as a as a general-
purpose processor. The processing unit 902 also may be implemented as a chip multiprocessor
(CMP), dedicated processor, embedded processor, media processor, input/output (I/O)
processor, co-processor, microprocessor, controller, microcontroller, application specific
integrated circuit (ASIC), field programmable gate array (FPGA), programmable logic device
(PLD), or other processing device in accordance with the described embodiments.

[0059] As shown, the processing unit 902 may be coupled to the memory and/or
storage component(s) 904 through the bus 908. The memory bus 908 may comprise any
suitable interface and/or bus architecture for allowing the processing unit 902 to access the
memory and/or storage component(s) 904. Although the memory and/or storage component(s)
904 may be shown as being separate from the processing unit 902 for purposes of illustration, it
is worthy to note that in various embodiments some portion or the entire memory and/or storage
component(s) 904 may be included on the same integrated circuit as the processing unit 902.
Alternatively, some portion or the entire memory and/or storage component(s) 904 may be
disposed on an integrated circuit or other medium (e.g., hard disk drive) external to the
integrated circuit of the processing unit 802. In various embodiments, the computing device 900
may comprise an expansion slot to support a multimedia and/or memory card, for example.

[0060] The memory and/or storage component(s) 904 represent one or more
computer-readable media. The memory and/or storage component(s) 904 may be implemented
using any computer-readable media capable of storing data such as volatile or non-volatile

memeory, removable or non-removable memory, erasable or non-erasable memory, writeable or
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re-writeable memory, and so forth. The memory and/or storage component(s) 904 may
comprise volatile media (e.g., random access memory (RAM)) and/or nonvolatile media (e.g.,
read only memory (ROM), Flash memory, optical disks, magnetic disks and the like). The
memory and/or storage component(s) 904 may comprise fixed media (e.g., RAM, ROM, a fixed
hard drive, etc.) as well as removable media (e.g., a Flash memory drive, a removable hard '
drive, an optical disk, etc.). Examples of computer-readable storage media may include, without
limitation, RAM, dynamic RAM (DRAM), Double-Data-Rate DRAM (DDRAM), synchronous
DRAM (SDRAM), static RAM (SRAM), read-only memory (ROM), programmable ROM (PROM),
erasable programmable ROM (EPROM), electrically erasable programmable ROM (EEPROM),
flash memory (e.g., NOR or NAND flash memory), content addressable memory (CAM),
polymer memory (e.g., ferroelectric polymer memory), phase-change memory, ovonic memory,
ferroelectric memory, silicon-oxide-nitride-oxide-silicon (SONOS) memory, magnetic or optical
cards, or any other type of media suitable for storing information.

[0061] The one or more I/O devices 906 allow a user to enter commands and
information to the computing device 900, and also allow information to be presented to the user
and/or other components or devices. Examples of input devices include a keyboard, a cursor
control device (e.g., a mouse), a microphone, a scanner, biometric sensors, and the like.
Examples of output devices include a display device (e.g., a monitor or projector, speakers, a
printer, a network card, etc.). The computing device 900 may comprise an alphanumeric
keypad coupled to the processing unit 902. The keypad may comprise, for example, a
QWERTY key layout and an integrated number dial pad. The computing device 900 may
comprise a display coupled to the processing unit 302. The display may comprise any suitable
visual interface for displaying content to a user of the computing device 4000. In one
embodiment, for example, the display may be implemented by a liquid crystal display (LCD)
such as a touch-sensitive color (e.g., 76-bit color) thin-film transistor (TFT) LCD screen. The
touch-sensitive LCD may be used with a stylus and/or a handwriting recognizer program.

[0062] The processing unit 902 may be arranged to provide processing or computing
resources to the computing device 900. For example, the processing unit 902 may be
responsible for executing various software programs including system programs such as
operating system (OS) and applicati‘on programs. System programs generally may assist in the
running of the computing device 900 and may be directly responsible for controlling, integrating,
and managing the individual hardware components of the computer system. The OS may be
implemented, for example, as a Microsoft® Windows OS, Symbian OSTM, Embedix OS, Linux
0S, Binary Run-time Environment for Wireless (BREW) OS, JavaOS, Android OS, Apple OS or
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other suitable OS in accordance with the described embodiments. The computing device 900
may comprise other system programs such as device drivers, programming tools, utility
programs, software libraries, application programming interfaces (APIs), and so forth.

[0063] The computer 900 also includes a network interface 910 coupled to the bus
908. The network interface 910 provides a two-way data communication coupling to a local
network 912. For example, the network interface 910 may be a digital subscriber line (DSL)
modem, satellite dish, an integrated services digital network (ISDN) card or other data
communication connection to a corresponding type of telephone line. As another example, the
communication interface 910 may be a local area network (LAN) card effecting a data
communication connection to a compatible LAN. Wireless communication means such as
internal or external wireless modems may also be implemented.

[0064] In any such implementation, the network interface 910 sends and receives
-electrical, electromagnetic or optical signals that carry digital data streams representing various
types of information, such as the selection of goods to be purchased, the information for
payment of the purchase, or the address for delivery of the goods. The network interface 910
typically provides data communication through one or more networks to other data devices. For
example, the network interface 910 may effect a connection through the local network to an
Internet Host Provider (ISP) or to data equipment operated by an ISP. The ISP in turn provides
data communication services through the internet (or other packet-based wide area network).
The local network and the internet both use electrical, electromagnetic or optical signals that
carry digital data streams. The signals through the various networks and the signals on the
network interface 910, which carry the digital data to and from the computer system 400, are
exemplary forms of carrier waves transporting the information.

[0065] The computer 900 can send messages and receive data, including program
code, through the network(s) and the network interface 910. In the Internet example, a server
might transmit a requested code for an application program through the internet, the ISP, the
local network (the network 912) and the network interface 910. In accordance with the
invention, one such downloaded application provides for the identification and analysis of a
prospect pool and analysis of marketing metrics. The received code may be executed by
processor 904 as it is received, and/or stored in storage device 910, or other non-volatile
storage for later execution. In this manner, computer 900 may obtain application code in the
form of a carrier wave.

[0066] In various embodiments, a computer-implemented method for generating and

verifying officially verifiable electronic representations may be disclosed. The method may
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comprise receiving, by a credential database, a request for a credential action. The credential
database may be configured to store one or more credentials comprising a status indicator. The
method may further comprise determining, by the credential database, a response to the
credential action based on the one or more user credentials stored in the credential database
and transmitting, by the credential database, the response to a client device. The credential
action may comprise generating a credential. The credential may be generated when the
credential database determines that no matching credential is stored in the credential database.

[0067] In some embodiments, generation of a credential may comprise requesting, by
the credential database, the credential from an issuing agency database. The issuing agency
database may be configured to store credentials issued by an issuing agency. The method may
further comprise receiving, by the credential database, the status indicator and credential
information associated with the credential transmitted by the issuing agency database and
storing the credential and the status indicator in the credential database. The credential
information may comprise the credential, and wherein the status indicator indicates a valid
credential. The response transmitted to the user device may comprise the credential and a
copy of the credential may be stored in the credential database. The credential database may
generate a device identifier for the credential. The device identifier may limit the credential to
the client device. The status indicator may indicate an invalid credential. When the status
indicator indicates an invalid credential, the response transmitted to the user device may
comprise the status indicator. In some embodiments, the validity of the credential may
additionally depend upon other information submitted by the client, such as, for example,
biometric, location, password, device identifiers, and/or other user-specific information.

[0068] The credential action may comprise checking a status indicator of a stored
credential. The request for the credential action may comprise a credential identifier. The
credential response may be determined by comparing the credential identifier with the one or
more credentials stored in the credential database. When the credential identifier matches a
stored credential, the response to the request for the credential action may comprises the status
indicator of the stored credential and may further comprise a portion of the stored credential.
When the credential identifier does not match a stored credential, the response to the request
for the credential éction comprises an invalid credential response.

[0069] In various embodiments, a computer-implemented method for requesting an
officially verifiable electronic representation is disclosed. The method may comprise generating,
a processor, a request for a credential action. The request may comprise a credential identifier.

The method may further comprise transmitting, by the processor, the request for the credential
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action to a credential database and receivihg, by the processor, a response to the request for
the credential action. The request for credential action may comprise a credential generation.

[0070] In some embodiments a scanner may scan an information code comprising the
credential identifier. The response to the request for the credential action may comprise a
generated credential. The generated credential may comprise the credential identifier and
additional credential information. The additional credential information may be obtained, for
example, from the issuing agency database. The generated credential may comprise a device
identifier. The device identifier may limit the generated credential to the processor. The request
* for the credential action may comprise a credential verification request. The response to the
request for the credential action may comprise a status indicator. When the status indicator
indicates a valid credential, the response to the request for the credential action may comprise a
credential image. When the status indicator indicates an invalid credential, the response to the
request for the credential action may comprise an invalidity response identifying a reason for the
invalid credential.

[0071] In various embodiments, an apparatus for generating and verifying officially
verifiable electronic representations is disclosed. The apparatus may comprise a processor and
a memory unit operatively coupled to the processor. The memory unit may be configured to
store a plurality of instructions, wherein the instructions are configured to program the
processor. The processor may be programmed to maintain a credential database. The
credential database may be configured to store one or more credentials comprising a status
indicator. The credential database may be configured to store pointers to other data stores
and/or services accessible via a network. The processor may further receive a request for a
credential action and determine a response to the credential action based on the one or more
user credentials stored in the credential database. The processor may be programmed to
transmit the response to a client device.

[0072] In some embodiments, generation of a credential may comprise generating a
request for the credential from an issuing agehcy database. The issuing agency database may
be configured to store credentials issued by an issuing agency. The processor may receive the
status indicator and credential information associated with the credential transmitted by the
issuing agency database and méy store the credential and the status indicator in the memory
unit. The credential information may comprise the credential when the status indicator indicates
a valid credential. The response transmitted to the user device may comprise the credential
and a copy of the credential may be stored in the memory unit. The processor may generate a

device identifier for the credential. The device identifier may limit the credential to the client
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device. The status indicator may indicate an invalid credential. When the status indicator
indicates an invalid credential, the response transmitted to the user device may comprise the
status indicator.

[0073] The credential action may comprise checking a status indicator of a stored
credential. The request for the credential action may comprise a credential identifier. The
credential response may be determined by comparing the credential identifier with the one or
more credentials stored in the memory unit. In some embodiments, the response may
additionally be determined by comparing other information submitted by the client, such as, for
example, location, biometric information, and/or device identifiers, with stored credentials.
When the credential identifier matches a stored credential, the response to the request for the
credential action may comprise the status indicator of the stored credential and may further
comprise a portion of the stored credential. When the credential identifier does not match a
stored credential, the response to the request for the credential action comprises an invalid
credential response.

[0074] Various embodiments may be described herein in the general context of
computer executable instructions, such as software, program modules, and/or engines being
executed by a computer. Generally, software, program modules, and/or engines include any
software element arranged to perform particular operations or implement particular abstract
data types. Software, program modules, and/or engines can include routines, programs,
objects, components, data structures and the like that perform particular tasks or implement
particular abstract data types. An implementation of the software, program modules, and/or
engines components and techniques may be stored on and/or transmitted across some form of
computer-readable media. In this regard, computer-readable media can be any available
medium or media useable to store information and accessible by a computing device. Some
embodiments also may be practiced in distributed computing environments where operations
are performed by one or more remote processing devices that are linked through a
communications network. In a distributed computing environment, software, program modules,
and/or engines may be located in both local and remote computer storage media including
memory storage devices.

[0075] Although some embodiments may be illustrated and described as comprising
functional components, software, engines, and/or modules performing various operations, it can
be appreciated that such components or modules may be implemented by one or more
hardware components, software components, and/or combination thereof. The functional

components, software, engines, and/or modules may be implemented, for example, by logic
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(e.g., instructions, data, and/or code) to be executed by a logic device (e.g., processor). Such
logic may be stored internally or externally to a logic device on one or more types of computer-
readable storage media. In other embodiments, the functional components such as software,
engines, and/or modules may be implemented by hardware elements that may include
processors, microprocessors, circuits, circuit elements (e.g., transistors, resistors, ca\pacitors,
inductors, and so forth), integrated circuits, application specific integrated circuits (ASIC),

programmable logic devices (PLD), digital signal processors (DSP), field programmable gate

array (FPGA), logic gates, registers, semiconductor device, chips, microchips, chip sets, and so

forth.

[0076] Examples of software, engines, and/or modules may include software
components, programs, applications, computer programs, application programs, system
programs, machine programs, operating system software, middleware, firmware, software
modules, routines, subroutines, functions, methods, procedures, software interfaces, application
program interfaces (API), instruction sets, computing code, computer code, code segments,
computer code segments, words, values, symbols, or any combination thereof. Determining
whether an embodiment is implemented using hardware elements and/or software elements
may vary in accordance with any number of factors, such as desired computational rate, power
levels, heat tolerances, processing cycle budget, input data rates, output data rates, memory
resources, data bus speeds and other design or performance constraints.

[0077] In some cases, various embodiments may be implemented as an article of
manufacture. The article of manufacture may include a computer readable storage medium
arranged to store logic, instructions and/or data for pberforming various operations of one or
more embodiments. !n various embodiments, for example, the article of manufacture may
comprise a magnetic disk, optical disk, flash memory or firmware containing computer program
instructions suitable for execution by a general purpose processor or application specific
processor. The embodiments, however, are not limited in this context.

[0078] The functions of the various functional elements, logical blocks, modules, and
circuits elements described in connection with the embodiments disclosed herein may be
implemented in the general contéxt of computer executable instructions, such as software,
control modules, logic, and/or logic modules executed by the processing unit. Generally,
software, control modules, logic, and/or logic modules comprise any software element arranged
to perform particular operations. Software, control modules, logic, and/or logic modules can
comprise routines, programs, objects, components, data structures and the like that perform

particular tasks or implement particular abstract data types. An implementation of the software,
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control modules, logic, and/or logic modules and techniques may be stored on and/or
transmitted across some form of computer-readable media. In this regard, computer-readable
media can be any available medium or media useable to store information and accessible by a
computing device. Some embodiments also may be practiced in distributed computing
environments where operations are performed by one or more remotevprocessing devices that
are linked through a communications network. In a distributed computing environment,
software, control modules, logic, and/or logic modules may be Iocéted in both local and remote
computer storage media including memory storage devices.

[0079] Additionally, it is to be appreciated that the embodiments described herein
illustrate example implementations, and that the functional elements, logical blocks, modules,
and circuits elements may be implemented in various other ways which are consistent with the
described embodiments. Furthermore, the operations performed by such functional elements,
logical blocks, modules, and circuits elements may be combined and/or separated for a given
implementation and may be performed by a greater number or fewer number of components or
modules. As will be apparent to those of skill in the art upon reading the present disclosure,
each of the individual embodiments described and illustrated herein has discrete components
and features which may be readily separated from or combined with the features of any of the
other several aspects without departing from the scope of the present disclosure. Any recited
method can be carried out in the order of events recited or in any other order which is logically
possible.

[0080] It is worthy to note that any reference to “one embodiment” or “an embodiment”
means that a particular feature, structure, or characteristic described in connection with the
embodiment is comprised in at least one embodiment. The appearances of the phrase “in one
embodiment” or “in one aspect” in the specification are not necessarily all referring to the same
embodiment.

[0081] Unless specifically stated otherwise, it may be appreciated that terms such as
“processing,” “computing,” “calculating,” “determining,” or the like, refer to the action and/or
processes of a computer or computing system, or similar electronic computing device, such as a
general purpose processor, a DSP, ASIC, FPGA or other programmable logic device, discrete
gate or transistor logic, discrete hardware components, or any combination thereof designed to
perform the functions described herein that manipulates and/or transforms data represented as
physical quantities (e.g., electronic) within registers and/or memories into other data similarly
represented as physical quantities within the memories, registers or other such information

storage, transmission or display devices.
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[0082] It is worthy to note that some embodiments may be described using the
expression “coupled” and “connected” along with their derivatives. These terms are not
intended as synonyms for each other. For example, some embodiments may be described
using the terms “connected” and/or “coupled” to indicate that two or more elements are in direct
physical or electrical contact with each other. The term “cou‘pled," however, also may mean that
two or more elements are not in direct contact with each other, but yet still co-operate or interact
with each other. With respect to software elements, for example, the term “coupled” may refer
to interfaces, message interfaces, application program interface (API), exchanging messages,
and so forth.
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CLAIMS

What is claimed is:

1. A computer-implemented method for generating and verifying officially verifiable
electronic representations, the method comprising:

receiving, by a credential engine executed by a processor, a request for a credential
action;

determining, by the credential action, a response to the credential action based on the
one or more user credentials; and

transmitting, by the processor, the response to the credential action.

2. The computer-implemented method of claim 1, comprising storing, by the credential

engine, one or more credentials.

3. The computer-implemented method of claim 2, generating, by the credential engine, a
credential, wherein the credential is generated when the credential engine determines that no

matching credential is stored.

4. The computer-implemented method of claim 3, comprising:

requesting, by the credential engine, the credential from an issuing agency, wherein the
issuing agency stores credentials issued by the issuing agency;

receiving, by the credential engine, the status indicator and credential information
associated with the credential transmitted by the issuing agency;

storing, by the credential engine, the status indicator.

5. The computer-implemented method of claim 4, receiving, by the credential engine,
credential information comprising the credential, wherein the status indicator indicates a valid

credential.
6. The computer-implemented method of claim 5, comprising storing, by the credential

engine, the credential, and wherein the response transmitted to the client device comprises the

credential.
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7. The computer-implemented method of claim 6, comprising generating, by the credential
engine, a device identifier for the credential, wherein the device identifier limits the credential to

the client device.

8. The computer-implemented method of claim 4, wherein the status indicator indicates an
invalid credential and the credential information indicates the reason for the invalid credential, -
and wherein the response transmitted to the client device comprises the status indicator and the

credential information.

9. The computer-implemented method of claim 2, comprising generating, by the credential
engine, a reference to a remotely stored credential, wherein the one or more credentials stored

by the credential engine comprise the reference to the one or more remotely stored credentials.

10. The computer-implemented method of claim 2, comprising storing, by the credential

engine, user-specific information.

11. The computer-implemented method of claim 10, comprising storing, by the credential
engine, the user specific-information selected from the group consisting of: biometric

information, location information, a password, a device identifier.

12. The computer-implemented method of claim 1, comprising checking, by the credential
engine, a status indicator of a stored credential, wherein the request for the credential action

comprises a credential identifier.

13. The computer-implemented method of claim 12, comprising determining, by the
credential engine, the credential response by comparing the credential identifier with the one or

more stored credentials.
14. The computer-implemented method of claim 13, comprising generating, by the credential

engine, the response to the request for the credential action comprising the status indicator of

the stored credential when the credential identifier matches a stored credential.
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15. The computer-implemented method of claim 14, comprising generating, by the credential
engine, the response to the request for the credential action comprising a portion of the stored

credential.

16. The computer-implemented method of claim 13, comprising generating, by the credential
engine, the response to the request for the credential action comprising an invalid credential

identifier when the credential identifier does not match a stored credential,.

17. A computer-implemented method for requesting an officially verifiable electronic
representation, the method comprising:

generating, by a processor, a request for a credential action comprising a credential
identifier;

transmitting, by the processor, the request for the credential action to a credential
engine;

receiving, by the processor, a response to the request for the credential action.

18. The computer-implemented method of claim 17, wherein the requested credential action

comprises generating a credential.

19. The computer-implemented method of claim 18, comprising scanning, by a scanner, an

information code comprising the credential identifier.

20. The computer-implemented method of claim 18, wherein the response to the request for
the credential action comprises a generated credential comprising the credential identifier and

additional credential information.

21. The computer-implemented method of claim 20, wherein the generated credential
comprises a device identifier, wherein the device identifier limits the generated credential to the

processor.

22. The computer-implemented method of claim 17, comprising:
collecting, by the processor, user-specific information; and
transmitting, by the processor, the user-specific information to a credential engine,

wherein the user-specific information is included in the request for a credential action.
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23. The computer-implemented method of claim 17, wherein the request for the credential
action comprises a credential verification request, and wherein the response to the request for

the credential action comprises a status indicator.

24, The computer-implemented method of claim 23, wherein when the status indicator
indicates a valid credential, the response to the request for the credential action comprises a

credential image.

25. The computer-implemented method of claim 23, wherein when the status indicator
indicates an invalid credential, the response to the request for the credential action comprises a

reason for the invalid credential.

26. An apparatus for generating and verifying officially verifiable electronic representations,
the apparatus comprising:
a processor,;
a memory unit operatively coupled to the processor, the memory unit configured to store
a plurality of instructions, wherein the instructions are configured to program the processor to:
execute a credential engine, wherein the credential engine is configured to
receive a request for a credential action;
receive the request for a credential action; ,
determine a response to the credential action based on one or more stored user
credentials; and

transmit the response to a client device.

27. The apparatus of claim 26, wherein the credential action comprises generating a
credential, wherein the credential is generated when the processor determines that no matching

credential is stored.

28. The apparatus of claim 27, wherein the instructions are configured to program the
processor to:

request the credential from an issuing agency, wherein the issuing agency stores
credentials issuéd by an issuing agency;

receive the status indicator and credential information associated with the credential

transmitted by the issuing agency; and
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store the credential and the status indicator.

29. The apparatus of claim 28, wherein the credential information comprises the credential,

and wherein the status indicator indicates a valid credential.

30. The apparatus of claim 28, wherein the credential information comprises user-specific

information.

31. The apparatus of claim 30, wherein the user-specific information is selected from the

group consisting of: biometric information, location information, a password, a device identifier.

32. The apparatus of claim 29, wherein the response transmitted to the user device

comprises the credential.

33. The apparatus of claim 32, wherein the instructions are configured to program the
processor to generate a device identifier for the credential, wherein the device identifier limits

the credential to fhe client device.

34. The apparatus of claim 28, wherein the status indicator indicates an invalid credential,

and wherein the response transmitted to the user device comprises the status indicator.

35. The apparatus of claim 28, wherein the stored credential comprises a reference to a

remotely stored credential.

36. The apparatus of claim 28, wherein the credential action comprises checking, by the
processor, a status indicator of a stored credential, wherein the request for the credential action

comprises a credential identifier.

37. The apparatus of claim 36, wherein the credential response is determined by comparing

the credential identifier with the one or more stored credentials.
38. The apparatus of claim 37, wherein when the credential identifier matches a stored

credential, the response to the request for the credential action comprises the status indicator of

the stored credential.
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39. The apparatus of claim 38, wherein when the credential identifier does not match a
stored credential, the response to the request for the credential action comprises an invalid

credential response.
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ABSTRACT

In various embodiments, a compdter—implemented method for generating and verifying officially
verifiable electronic representations may be disclosed. The method may comprise receiving, by
a credential database, a request for a credential action. The credential database may be
configured to store one or more credentials comprising a status indicator. The method may
further comprise determining, by the credential database, a response to the credential action
based on the one or more user credentials stored in the credential database and transmitting,

by the credential database, the response to a client device.

-34-

Pg. 239



PTO/AIA/14 (08-12)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persoens are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | 120393

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | FILE FCRMAT AND PLATFORM FOR STORAGE AND VERIFICATICON OF CREDENTIALS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
[] 37CFR5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:
Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Shaunt M. Sarkissian

Residence Information (Select One) (¢ US Residency () NonUS Residency () Active US Military Service

City | Ladera Ranch State/Province | CA Country of Residence i | US

Mailing Address of Inventor:

Address 1 35 Terrastar Lane

Address 2

City Ladera Ranch | State/Province | CA
Postal Code | 92694 | Country | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 26285

Email Address | AddEmail | [Remove Email

Application Information:

Title of the Invention FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS
Attorney Docket Number| 120393 Small Entity Status Claimed
Application Type Nonprovisional

Subject Matter Utility

Suggested Class (if any) Sub Class (if any) |

Suggested Technology Center {if any)

Total Number of Drawing Sheets (if any) 12 Suggested Figure for Publication {if any)

Pg.

EFS Webh 2.2.5

240



PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 120393

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDBENTIALS

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. I hereby request that the attached application not be published under

[] 35U.S.C.122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select COne: (e) Customer Number (O US Patent Practitioner (O Limited Recognition (37 CFR 11.9)

Customer Number 26285

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
non provisional of 61/740731 2012-12-21
Additional Domestic Benefit/National Stage Data may be generated within this form o

by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not ¢laimed. Providing this information in the application data sheet constitutes the ¢laim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

[ Remove |
Application Number Country i Filing Date (YYYY-MM-DD) Priority Claimed
(O Yes (® No
Additional Foreign Priority Data may be generated within this form by selecting the =

Add button.

Pg. 241

EFS Web 2.2.5



PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 120393

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDBENTIALS

Authorization to Permit Access:

Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPQ), the Korean Intellectual Property Office (KIPQO), the World Intellectual Property Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h){3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119(a)-{(d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c}, access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignhee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should he

identified in this section.

(&) Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor :

If the Applicant is an Organization check here.

Organization Name Cortex MCP. Inc.

EFS Web 2.2.5 Pg 242



PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 120393

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDBENTIALS

Mailing Address Information:

Address 1 35 Terrastar Lane
Address 2
City Ladera Ranch State/Province CA
Country il us Paostal Code 92694
Phone Number Fax Number
Email Address
Additional Applicant Data may be generated within this form by selecting the Add button. Add

Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1

Complete this section only if non-applicant assignee information is desired to be included on the patent application publication in
accordance with 37 CFR 1.215(b). Do not include in this section an applicant under 37 CFR 1.46 (assignee, person to whom the
inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest), as the patent application publication will
include the name of the applicant(s).

Remove

If the Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information:

Address 1

Address 2

City State/Province

Country i Postal Code

Phone Number Fax Number

Email Address

Additional Assignee Data may be generated within this form by selecting the Add button.

Pg. 243

EFS Web 2.2.5



PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

120393

Application Number

Title of Invention

FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDBENTIALS

Signature:
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications
Signature |/Daniel Tarr/ Date (YYYY-MM-DD)| 2013-03-12
First Name | Daniel Last Name | Tarmr Registration Number | 66595
Additicnal Sighature may he generated within this form by selecting the Add button. Add

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Cffice, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.5

Pg. 244



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S5.C. 552)
and the Privacy Act (& U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U_.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GS8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Webh 2.2.5

o

-245



DocCode - SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 13794878 Document Date: 03/12/2013

The presence of this form in the IFW record indicates that the following document type was received in
electronic format on the date identified above. This content is stored in the SCORE database.

e Drawings — Other than Black and White Line Drawings

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is recorded in
PALM, and no paper documents or physical media exist. The TIFF images in the IFW record were created
from the original documents that are stored in SCORE.

To access the documents in the SCORE database, refer to instructions developed by SIRA.

At the time of document entry (noted above):
e Examiners may access SCORE content via the eDAN interface.
e Other USPTO employees can bookmark the current SCORE URL (http://es/ScoreAccessWeb/).
¢ External customers may access SCORE content via the Public and Private PAIR interfaces.

Form Revision Date: February 8, 2006
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