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CREDENTIAL MANAGEMENT SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims the benefit of U.S.
Provisional Patent Application No. 61/598,219, filed on Feb.
13, 2012, which is hereby incorporated by reference in its
entirety.

BACKGROUND

[0002] The present invention generally relates to creden-
tials, and more particularly, but not exclusively, relates to a
credential management service. Credentials may be used in
various systems and managed in various ways. Some existing
systems have various shortcomings relative to certain appli-
cations. Accordingly, there remains a need for further contri-
butions in this area of technology.

SUMMARY

[0003] One embodiment of the present invention is a
unique credential management service. Other embodiments
include apparatuses, systems, devices, hardware, methods,
and combinations for credential management services. Fur-
ther embodiments, forms, features, aspects, benefits, and
advantages of the present application shall become apparent
from the description and figures provided herewith.

BRIEF DESCRIPTION OF THE FIGURES

[0004] The description herein makes reference to the
accompanying figures wherein like reference numerals refer
to like parts throughout the several views, and wherein:

[0005] FIG.1isaschematic block diagram of an exemplary
system.
[0006] FIG.2 is a schematic block diagram of'a computing
device.
[0007] FIG. 3 is a schematic block diagram of a credential

and a reader device.

[0008] FIG.4isaschematic block diagram of an exemplary
system including a cloud credential management service.
[0009] FIG.5 is a schematic flow diagram for an exemplary
process for enrolling a reader device.

[0010] FIG. 6is a schematic flow diagram for an exemplary
process for enrolling a host device.

[0011] FIG.7isaschematic block diagram of an exemplary
system including a cloud credential management service.
[0012] FIG. 8 is a schematic flow diagram for an exemplary
process for transmitting a credential to a mobile device.
[0013] FIG.9isaschematic block diagram of an exemplary
cloud credential management service.

[0014] FIG.10is a schematic flow diagram of an exemplary
cloud credential management service.

[0015] FIG.11isa schematic flow diagram of an exemplary
system including a cloud credential management service and
a credential administration app.

DETAILED DESCRIPTION OF
REPRESENTATIVE EMBODIMENTS

[0016] For the purposes of promoting an understanding of
the principles of the invention, reference will now be made to
the embodiments illustrated in the drawings and specific lan-
guage will be used to describe the same. It will nevertheless
be understood that no limitation of the scope of the invention
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is thereby intended. Any alterations and further modifications
in the described embodiments, and any further applications of
the principles of the invention as described herein are con-
templated as would normally occur to one skilled in the art to
which the invention relates.

[0017] FIG. 1 illustrates a schematic block diagram of an
exemplary system 100, which includes a cloud credential
management service 102 that, among other things, commu-
nicates information and data to and/or from mobile devices
104, reader devices 106, and other devices such as computers
108, printers, or the like.

[0018] The cloud credential management service 102 may
generate and deliver credentials 110 to the mobile devices
104, reader devices 106, and other devices such as computers
108. The credentials 110 may be in several different formats
or types. In addition, the cloud credential management ser-
vice 102 may generate keys 111 and transmit the keys 111 to
the reader device 106 for use. The keys 111 may be several
different formats or types.

[0019] Inthe embodiment shown in FIG. 1, the system 100
is an access control system. It is contemplated that in other
embodiments, the system 100 may be a payment system,
transit system, or any other system.

[0020] The mobile device 104 may be a mobile phone, such
as a cell phone or smartphone, a tablet computer, such as an
iPad, a smartcard, or any other type of mobile computing
device. In the embodiment shown in FIG. 1, the mobile device
104 is a mobile phone. The mobile device 104 may store one
or more credentials and it is contemplated that the credentials
are of different types. In addition, the mobile device 104 may
store the one or more credentials in a secure element. The
secure element may be part of the mobile device 104. It is
contemplated that the secure element may be in an accessory
coupled to the mobile device 104. It is further contemplated
that the secure element may be in an secure digital (SD) card,
a subscriber identity module (SIM) card, a universal inte-
grated circuit card (UICC), or the like. It is further contem-
plated that the secure element may be embedded in the mobile
device 104 such as being attached to the logic board of the
mobile device 104.

[0021] The reader device 106 may be part of system for
access control, payment, transit, vending, or any other appli-
cation. In addition, the reader 106 includes one or more com-
munication modules such as an NFC system 107 to commu-
nicate with a communication module such as an Near Field
Communication (NFC) system 105 of the mobile device 104.
The NFC systems 105 and 107 may each include an NFC
transceiver. It is contemplated that other types of wireless
technologies other than or in addition to NFC may be utilized
such as Bluetooth low energy, among others. In the embodi-
ment shown in FIG. 1, the reader device 106 is an NFC reader
for an electronic lock. The reader device 106 may store the
credentials 110 and/or keys 111 in a secure access module
(SAM). Itis also contemplated that the reader device 106 may
store keys 111 of several different formats or types.

[0022] Generally, the credential 110 is a string of bits of
variable length. The length of the credential 110 depends on
the type or format of the credential 110. The present applica-
tion allows mobile devices 104 to be utilized as a credential
110 for access control, payment, transit, vending, or any other
application. In the embodiment shown in FIG. 1, the creden-
tial 110 is a credential for an access control system.

[0023] Inan access control system, the credential 110 may
include information such as keys, access bits, a facility code,



US 2013/0212248 Al

and/or a badge identifier. The credential 110 may be any type
of credential such asa MIFARE Classic or MIFARE DESFire
EV1. In a payment system, the credential 110 may have a
different format and include different information that is per-
tinent determining whether a payment should be granted or
denied.

[0024] The credential 110 is sometimes referred to as a
virtual credential so that the credential 110 is not confused
with a traditional plastic card credential. The credential 110 is
capable of being stored in a mobile device 104 in which the
mobile device 104 is configured to emulate or behave like a
contactless smartcard and transmit at least some of the cre-
dential 110’s data, e.g., facility code and badge ID, to the
reader device 106.

[0025] The cloud credential management service 102 is
generally implemented with one or more servers executing
operating logic with a processing device. The instructions and
operating logic are defined in the different aspects of the
present application.

[0026] Generally, a provider makes the cloud credential
management service 102 available to one or more customers
over the Internet. More than one customer may connect to and
utilize the various services provided by the cloud credential
management service 102 concurrently. It is contemplated,
that in some embodiments, credential management services
may be provided without using a cloud service.

[0027] The various mobile devices 104, reader devices 106,
and other devices 108 each include components, program-
ming, and circuitry suitable to its particular application, and
also include communication circuitry operatively coupled
their respective antennas for communication over the Internet
or NFC (or similar technology) or both.

[0028] The circuitry in the NFC systems 105 of the mobile
devices 104, the NFC systems 107 in the reader devices 106,
and communication modules in other devices 108 may be
configured to provide appropriate signal conditioning to
transmit and receive desired information (data), and corre-
spondingly may include filters, amplifiers, limiters, modula-
tors, demodulators, CODECs, digital signal processing, and/
or different circuitry or functional components as would
occur to those skilled in the art to perform the desired com-
munications.

[0029] In one nonlimiting form, the NFC systems 105 of
the mobile devices 104, the NFC systems 107 of the reader
devices 106, and communication modules of the other
devices 108 include circuitry to store or process information,
modulate or demodulate a radio-frequency (RF) signal, or the
like, or a combination thereof. The information may include
a credential, identification information, status information, or
any other type of information that would occur to those
skilled in the art.

[0030] FIG.2 is a schematic block diagram of'a computing
device 200. The computing device 200 is one example of a
cloud credential management service, mobile device, reader
device, and/or other device configuration which may be uti-
lized in connection with the cloud credential management
service 102, mobile device 104, reader device 106, and/or
other device 108 shown in FIG. 1. Computing device 200
includes a processing device 202, an input/output device 204,
memory 206, and operating logic 208. Furthermore, comput-
ing device 200 communicates with one or more external
devices 210.

[0031] The input/output device 204 may be any type of
device that allows the computing device 200 to communicate
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with the external device 210. For example, the input/output
device 204 may be a NFC system including an antenna and
chip, a Bluetooth system including an antenna and chip,
transceiver, network adapter, network card, interface, or a
port (e.g.,a USB port, serial port, parallel port, an analog port,
a digital port, VGA, DVI, HDMI, FireWire, CAT 5, or any
other type of port or interface). The input/output device 204
may be comprised of hardware, software, firmware, and/or
state machines. It is contemplated that the input/output device
204 may include more than one transceiver, network adapter,
network card, or port.

[0032] The external device 210 may be any type of device
that allows data to be inputted to or outputted from the com-
puting device 200. For example, the external device 210 may
be an NFC system, a Bluetooth system including a Bluetooth
antenna and Bluetooth chip, a mobile device, an accessory, a
reader device, equipment, a handheld computer, a diagnostic
tool, a controller, a computer, a server, a processing system, a
sensor, a printer, a display, an alarm, an illuminated indicator
such as a status indicator, a keyboard, a mouse, or a touch
screen display. Furthermore, it is contemplated that the exter-
nal device 210 may be integrated into the computing device
200. For example, the computing device 200 may be a mobile
phone, a handheld diagnostic tool, a smartphone, a laptop
computer, or a tablet computer in which case the display
would be an external device 210, but the display is integrated
with the computing device 200 as one unit, which is consis-
tent with the general design of mobile phones, handheld
diagnostic tools, smartphones, laptop computers, tablet com-
puters, and the like. It is further contemplated that there may
be more than one external device in communication with the
computing device 200. The computing device 200 is one
example of an external device 210.

[0033] Processing device 202 can be a programmable type,
a dedicated, hardwired state machine; or a combination of
these; and it can further include multiple processors, Arith-
metic-Logic Units (ALUs), Central Processing Units
(CPUs), Digital Signal Processors (DSPs), or the like. Pro-
cessing devices 202 with multiple processing units may uti-
lize distributed, pipelined, and/or parallel processing. Pro-
cessing device 202 may be dedicated to performance of just
the operations described herein or may be utilized in one or
more additional applications. In the depicted form, process-
ing device 202 is of a programmable variety that executes
algorithms and processes data in accordance with operating
logic 208 as defined by programming instructions (such as
software or firmware) stored in memory 206. Alternatively or
additionally, operating logic 208 for processing device 202 is
at least partially defined by hardwired logic or other hard-
ware. Processing device 202 can be comprised of one or more
components of any type suitable to process the signals
received from input/output device 204 or elsewhere, and pro-
vide desired output signals. Such components may include
digital circuitry, analog circuitry, or a combination of both.

[0034] Memory 206 may be of one or more types, suchasa
solid-state variety, electromagnetic variety, optical variety, or
a combination of these forms. Furthermore, memory 206 can
be volatile, nonvolatile, or a mixture of these types, and some
or all of memory 206 can be of a portable variety, such as a
disk, tape, memory stick, cartridge, or the like. In addition,
memory 206 can store data that is manipulated by the oper-
ating logic 208 of processing device 202, such as data repre-
sentative of signals received from and/or sent to input/output
device 204 in addition to or in lieu of storing programming
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instructions defining operating logic 208, just to name one
example. As shown in FIG. 2, memory 206 may be included
with processing device 202 and/or coupled to the processing
device 202.

[0035] FIGS. 3-7 illustrate an exemplary embodiment of
the present application. As seen in FIG. 3, credentials 302
(e.g., credentials 110) and reader systems 304 (e.g., reader
device 106) share a secret key or secret information 306. The
credential 302 may be based on the secret key or secret
information 306. The credential 302 may be part of symmet-
ric key system.

[0036] FIG. 4 illustrates an exemplary cloud credential
management service 308 (e.g., cloud credential management
service 102) that includes a master key 303. The cloud cre-
dential service 308 uses the master key 303, among other
data, to generate credentials 302 and custom keys 309 (e.g.,
keys 111). The cloud credential management service 308
transmits the virtual credentials 302 to a credential host 310,
such as the mobile device 104. The credential host 310 trans-
mits at least a portion of the credential 302 to the credential
reader system 304 (e.g., reader device 106) for access, pay-
ment, transit, or any other application.

[0037] The cloud credential management service 308 also
communicates with the credential reader system 304 by trans-
mitting and/or receiving custom keys 309 and virtual creden-
tials 302. The reader system 304 uses the custom keys 309 to
communicate with the credential host 310 because the master
key 303, custom keys 309, and credentials 302 share secret
information 306.

[0038] In some embodiments, the reader system 304 may
receive virtual credentials 302 from the cloud credential man-
agement service 308 and store them locally to make an access
control decision. For example, when a user presents a creden-
tial host 310 to the reader system 304, the reader system 304
uses the custom keys 309 to access the virtual credential 302
stored in the credential host 310. If the reader system 304 has
the correct custom key 309, the credential host 310 will trans-
mit at least a portion of the credential 302 (e.g., a facility code
and badge ID) to the reader system 304. The reader system
304 may then compare the credential 302 received from the
credential host 310 to the credentials 302 downloaded from
the cloud credential management service 208 to determine if
there is a match. If there is a match, then the reader system 304
may grant access to the user of the credential host 310 by
unlocking a door. If there is not a match, then the reader
system 304 will not unlock a door.

[0039] As shown in FIG. 4, mobile device credentials 302
and reader systems 304 may be programmed via Internet
connections. Secret information 306 and/or keys 309 can now
be managed in a cloud service 308 and may be transmitted to
reader systems 304. The cloud credential management ser-
vice 308 may keep track of matching credential hosts 310
(e.g., smartphones) and credential readers systems 304 via
Internet connections to ensure that the credentials 302 on
credential hosts 310 and keys 309 correspond to the same
secret information 306. Secret information 306 and/or keys
309 can be securely distributed to reader systems 304 at
arbitrary frequencies and/or using various technologies. Vir-
tual credentials 302 can be generated and delivered to creden-
tial hosts 310 (e.g., mobile devices 104) on demand.

[0040] FIG. 5 illustrates an exemplary process 311 for
enrolling a reader system 304 with the cloud credential man-
agement service 308. Operations illustrated are understood to
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be exemplary only, and operations may be combined or
divided, and added or removed, as well as re-ordered in whole
or in part.

[0041] Process 311 begins at operation 312 in which the
reader system 304 authenticates with the cloud credential
management service 308. The reader system 304 may trans-
mit a unique ID (e.g., the reader system’s serial number)
and/or a password or PIN. In another embodiment, the reader
system 304 may use a certificate to authenticate, which gen-
erally includes a public key and a private key to encrypt/
decrypt messages between the reader system 304 and the
cloud credential management service 308. In some embodi-
ments, the reader system 304 transmits a token to the cloud
credential management service 308.

[0042] Process 311 then proceeds from operation 312 to
operation 314. At operation 314, the cloud credential man-
agement service 308 transmits an authentication status,
which may include a token, to the reader system 304.

[0043] Process 311 then proceeds from operation 314 to
operation 316. Once authenticated, at operation 316, the
reader system 304 then requests to be enrolled with the cre-
dential management service 308 by sending a request along
with a specifier such as a unique ID (e.g., a device ID or an
email address of the site administrator). In some embodi-
ments, the specifier may include set-up or configuration infor-
mation about a particular reader system 304. In some embodi-
ments, the specifier may include the location of the reader
system 304. The reader system 304 may also send the token to
the credential management service 308 to ensure an authen-
ticated communication.

[0044] Process 311 then proceeds from operation 316 to
operation 318. At operation 318, the credential management
service 308 sends custom keys 309 to the reader system 304.
The custom keys 309 may be stored at the credential manage-
ment service 308 or may be generated by the service 308
based on the specifier (e.g., a unique ID) sent by the reader
304. The custom keys 309 are unique to the reader 304.
[0045] FIG. 6 illustrates an exemplary process 320 for
enrolling a host 310 (e.g., amobile device 104) with the cloud
credential management service 308. Operations illustrated
are understood to be exemplary only, and operations may be
combined or divided, and added or removed, as well as re-
ordered in whole or in part.

[0046] Process 320 begins at operation 322 in which the
credential host 310 authenticates with the cloud credential
management service 308 by transmitting a user ID and PIN,
such as an email address and password. The credential host
310 may also transmit a globally unique identifier (GUID) to
the cloud credential management service 308. In another
embodiment, the credential host 310 may use a certificate to
authenticate, which generally includes a public key and a
private key to encrypt/decrypt messages between the creden-
tial host 310 and the cloud service 308.

[0047] Process 320 proceeds from operation 322 to opera-
tion 324. At operation 324, the cloud credential management
service 308 transmits an authentication status, which may
include a token, to the credential host 310.

[0048] Process 320 proceeds from operation 324 to opera-
tion 326. Once authenticated, at operation 326, the credential
host 310 then requests to be enrolled with the credential
management service 308 by sending a request along with a
specifier such as a unique device ID. The unique device ID
may be the serial number or unique number associated with
the NFC system 105 that is part of the credential host 310
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(e.g., mobile device 104). The credential host 310 may also
send the token to the credential management service 308 to
ensure an authenticated communication.

[0049] Process 320 proceeds from operation 326 to opera-
tion 328. At operation 328, the credential management ser-
vice 308 generates a virtual credential 302 and sends the
virtual credential 302 to the credential host 310. The creden-
tial management service 308 may generate the virtual creden-
tial 302 based on the unique device ID by hashing the unique
1D with the master key 303.

[0050] FIG. 7 illustrates an exemplary system 330 in which
a cloud credential management service 308 shares a secret
key or secret information 306 by distributing credentials 302
and/or custom keys 309 to devices, readers, and systems
through web services 332. For example, the devices, readers,
and systems may include a mobile phone 334, an access
control system 336, a biometric device 338, and/or a lock/
reader 340.

[0051] FIG. 8 illustrates another embodiment of the present
application including an exemplary process 400 in which a
mobile device 402, such as a smartcard or mobile phone, or a
card programming device downloads a mobile or virtual cre-
dential 404 from a cloud credential management service 406.
Operations illustrated are understood to be exemplary only,
and operations may be combined or divided, and added or
removed, as well as re-ordered in whole or in part.

[0052] Process 400 begins at operation 407 in which the
cloud credential management service 406 transmits an invi-
tation 401 to the mobile device 402. The invitation 401 may
be an email, push notification, and/or a text message. The
invitation 401 is processed by an application 403 in the
mobile device 402. The invitation 401 includes a uniform
resource identifier (URI) that includes a uniform resource
locator (URL) to the cloud credential management service
406 for downloading the credential 404.

[0053] The cloud credential management service 406 may
transmit the invitation 401 to mobile device 402 in response to
receiving a credential request from a customer. The informa-
tion in the credential request from the customer may be stored
in a database in the cloud credential management service 406.
It is contemplated that the invitation 401 may come from a
customer and not the cloud credential management service
406.

[0054] Process 400 then proceeds from operation 407 to
operation 408. At operation 408, the mobile device 402
authenticates with the cloud credential management service
406 by the application 403 using the URL in the invitation
401. The URL may include arguments in a query string such
as auser ID, PIN, and/or GUID. The user ID may be an email
address. The PIN may be a password. For example, the
mobile device 402 connects to the cloud credential manage-
ment service 406 using a Hypertext Transfer Protocol Secure
(HTTPS) connection, which uses Secure Sockets Layer
(SSL).

[0055] Process 400 then proceeds from operation 408 to
operation 410. At operation 410, upon receiving an accept-
able user ID and PIN (such as by comparing the received user
ID and PIN to the ones received in the database in the cloud
credential management service 406), the cloud credential
management service 406 sends an authentication status,
which may include a token, to the mobile device 402. Once
the device 402 has been authenticated, the communications
between the device 402 and the cloud credential management
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service 406 may occur over secure sockets, such as using
secure sockets layer (SSL), over the Internet.

[0056] Process 400 then proceeds from operation 410 to
operation 412. At operation 412, the device 402 then sends a
unique device identifier to the credential management service
406 along with the token. It is contemplated that in some
embodiments the token is not sent. The unique device ID may
be the serial number or unique number associated with the
NFC system 105 that is part of the mobile device 402 (e.g.,
mobile device 104).

[0057] Process 400 then proceeds from operation 412 to
operation 414. At operation 414, the credential management
service 406 then generates a unique diversified credential 404
using the unique device identifier that is hashed using a mas-
ter key (e.g., master key 303).

[0058] Process 400 then proceeds from operation 414 to
operation 416. At operation 416, the unique diversified cre-
dential 404 is then sent from the cloud credential manage-
ment service 406 to the mobile device 402. For example, the
cloud credential management service 406 may encrypt the
credential 404 and encapsulate the encrypted credential in a
package such as a JavaScript Object Notation (JSON) object,
an XML-format message to the mobile device 402, or the like.
The cloud credential management service 406 may then
transmit the package to the mobile device 402.

[0059] The application 403 on the mobile device 402
receives, unpackages, and/or decrypts the credential 404. The
mobile device 402 may store the credential 404 in a secure
element. The mobile device 402 may then use the unique
diversified credential 404 for access control, payment, transit,
vending, or any other application. Generally, with this
method of delivery, credentials 404 can be securely pro-
grammed onto cards, phones, and other devices remotely,
rather than with a card programmer.

[0060] FIGS.9 and 10 illustrate another embodiment of the
present application of an exemplary system 500 in which
different types of credentials 502 may be generated and
hosted in a cloud credential management service 504. There
are credentials of different types (e.g., CISA, XceedID, etc.)
and each credential type has distinct algorithms which take
source information and encode it so that the credential can be
transmitted to a credential host (mobile device 104, e.g., a
smartcard or smartphone). Virtual credential generators 505
generate the various types of credentials 502 supported by the
cloud credential management service 504. The credential 502
is then presented to and read by a credential reader system 106
(as shown in FIG. 1). The credential generators 505 may
include a processing device and operating logic configured to
generate the particular type of credential requested using
information such as a unique device identifier that is hashed
with a master key 303.

[0061] As seen in FIG. 9, by virtualizing these credentials
502 (i.e., generating them in a central cloud credential man-
agement service 504 rather than on type specific program-
mers) several features may be realized. For example, world-
wide encoding schemes can be consolidated into one central
cloud credential management service 504. Rather than creat-
ing and selling hardware devices that create credentials, the
virtual credentials 502 themselves may be sold, which are
hosted by and delivered to a mobile device 104 such as a
smartphone. Virtual credentials 502 may be written to any
credential host (e.g., a mobile device 104 such as a smartcard,
smartphone, or the like). Virtual credentials 502 can be gen-
erated by the cloud credential management service 504 in
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multiple formats (e.g., prox, MIFARE Classic, MIFARE
DESFire EV1, optical, XceedID, elSA, bar code, QR code)
depending on the requesting host. Virtual credentials 502 can
be generated and encoded for multiple regions and localities
(e.g., Americas, Europe, Asia etc.). Customers of the cloud
credential management service 504 may purchase these vir-
tual credentials 502 and have them generated on demand by
the cloud credential management service 504.

[0062] FIG. 10 illustrates a schematic flow diagram of an
exemplary process 506. Operations illustrated are understood
to be exemplary only, and operations may be combined or
divided, and added or removed, as well as re-ordered in whole
or in part.

[0063] Process 506 begins at operation 508 in which an
owner or provider 510 of the cloud credential management
service 504 creates and maintains customer information in
the cloud credential management service 504. For example,
the cloud credential management service 504 may store cus-
tomer information, among other data, in a database 507.
[0064] Process 506 proceeds from operation 508 to opera-
tion 512. At operation 512, the provider 510 allocates any
type of credential 502 to customers 514 using the cloud cre-
dential management service 504. For example, a customer
may purchase 500 credentials for their company. The cloud
credential management service 506 may allocate 100 virtual
credentials for the customer’s employees who may download
the credentials once generated.

[0065] Process 506 proceeds from operation 512 to opera-
tion 516. At operation 516, customers 514 may assign cre-
dentials 502 to end-users 518 using the cloud credential man-
agement service 504. For example, the customer may send a
credential request to the cloud credential management service
504 that includes information about the user, information
about site, information about the format and type of creden-
tial, and/or other similar information. The credential request
may be a web service call.

[0066] Process 506 proceeds from operation 516 to opera-
tion 520. At operation 520, the end-users 518 may receive
notifications (e.g., an email, push notification, or text mes-
sage) concerning the availability of credentials 502 at the
cloud credential management service 504.

[0067] Process 506 proceeds from operation 520 to opera-
tion 522. At operation 522, the end-users 518 enroll and
download credentials 502 from the cloud credential manage-
ment service 504. As described with respect to FIG. 8, an
application on the mobile device of the end-user 518 utilizes
the URL in the notification to enroll with the cloud credential
management service 504. Once enrolled, the cloud credential
management service 504 generates a credential 502 based on
the unique device ID and a master key. After the credential
502 is generated, the cloud credential management service
504 may encrypt the credential and transmit the encrypted
credential in a JSON object or an XML format-message. An
application on the mobile device receives, unpackages, and/
or decrypts the credential 502.

[0068] FIG. 11 illustrates a schematic flow diagram of an
exemplary process 600 of the present application in which a
reader device 602, such as an offline lock, is manageable
through NFC. To reset the lock 602, a button on the lock is
pressed and a master credential 604 is presented close to the
lock 602. The master credential 604 then becomes the mecha-
nism for adding new access credentials 606, 612, 614 to the
lock. After the master credential 604 is programmed, the
master credential 604 is presented to the lock 602, then within
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a few seconds an access credential 606 is presented. The
access credential 606 is then granted access to the lock 602.
[0069] In FIG. 11, a credential administration application
or app 608, in the form of operating logic 208 as in FIG. 2, for
a mobile device (e.g., 104), such as an NFC-enabled smart-
phone 610, acts like (i.e., emulates) the master credential 604
and several access credentials 606, 612, 614.

[0070] In one embodiment, to program credentials 606,
612, 614 on the lock 602, a smartphone 610 includes the
credential administration app 608. The lock 602 is initialized
with the credential administration app 608 on the smartphone
610 by emulating the master credential 604. Then, access
credentials 606, 612, 614 may be programmed from the same
smartphone 610 using the credential administration app 608.
For example, the credential administration app 608 on the
smartphone 610 may toggle back and forth between emulat-
ing the master credential 604 and emulating the access cre-
dentials 606, 612, 614.

[0071] In one embodiment, a notification such as an email
616 may be sent to the end-user NFC-enabled phone 618 with
a link (e.g., a URL) or instructions on how to download the
access credential 606 from the cloud credential management
service 620. It is contemplated that the notification may also
be a push notification, text message, or any other type of
electronic message.

[0072] In another embodiment, an email 616, containing
the access credential 606, may be sent to an end-user NFC-
enabled phone 618. In yet another embodiment, a physical
access card (not shown) may be programmed using the cre-
dential administration app 608 on the smartphone 610 as a
card programmer.

[0073] Itis contemplated that the cloud credential manage-
ment service 620 may transmit the master credential 604
and/or access credentials 606, 612, 614 to the smartphone 610
for use. It is also contemplated that the smartphone 610 may
transmit the programmed access credentials 606, 612, 614 to
the cloud credential management service 620 for distribution.
[0074] The following are operations for managing creden-
tials in an offline lock 602 as shown in FIG. 11. Operations
illustrated are understood to be exemplary only, and opera-
tions may be combined or divided, and added or removed, as
well as re-ordered in whole or in part.

[0075] Process 600 begins at operation 1 in which the cre-
dential administration app 608 on the smartphone 610 is
launched, and ‘master credential’ is selected in the app 608.
The NFC-enabled smartphone 610 may be presented to the
lock/reader 602. The lock 602 may provide visual and audible
feedback that the master credential 604 has been pro-
grammed. In addition, this will place the lock 602 in a build-
ing, construction, or programming mode so that access cre-
dentials can be programmed into the lock 602.

[0076] Process 600 then proceeds from operation 1 to
operation 2. At operation 2, ‘create new access credential’
may be selected and the smartphone 610 first emulates the
master credential 604, waits for a second or two, and then
emulates a new access credential 606. The lock 602 may
provide visual and audible feedback that the new access cre-
dential 606 has been created or granted access.

[0077] Process 600 proceeds from operation 2 to operation
3, which is generally the same as operation 2 except a new
distinct ‘access’ credential 612 is created or granted access.
Similarly, operation 4 is generally the same as operation 2
except that yet another distinct ‘access’ credential 614 is
created or granted access.



US 2013/0212248 Al

[0078] Process 600 proceeds from operation 4 to operation
5. At operation 5, on the credential administration app 608 on
the smartphone 610, ‘send credential to user’ can be selected
and an email 616 is sent to an end-user with a link (e.g., a
URL) to enroll and download the credential 606 as discussed
with respect to FIGS. 8 and 10. Itis contemplated that in some
embodiments the email include the credential rather than a
link for downloading the credential. It is contemplated that
the notifications, such as email 616, may be sent by a com-
puting device other than the smartphone 610 such as by the
cloud credential management service 620 or by the computer
619 of the administrator of the access control system.
[0079] The end-user receives the email 616, authenticates,
and downloads the access credential 606 to their NFC enabled
phone 618 from the cloud credential management service
620. Operation 6 is generally the same as operation 5 except
a different credential 612 is sent to smartphone 622 via a link
in email 623. Operation 7 is generally the same as operation
5 except a different credential 614 is sent to smartphone 624
via a link in email 625. This aspect of the present application
may simplify the programming of offline electronic locks and
simplify the distribution of credentials to offline lock users.
[0080] It is contemplated that the various aspects, features,
computing devices, processes, and operations from the vari-
ous embodiments may be used in any of the other embodi-
ments unless expressly stated to the contrary.

[0081] The various aspects of the processes in the present
application may be implemented in operating logic 208 as
operations by software, hardware, artificial intelligence,
fuzzy logic, or any combination thereof, or at least partially
performed by a user or operator. In certain embodiments,
operations represent software elements as a computer pro-
gram encoded on a computer readable medium, wherein the
cloud credential management service, mobile device, and/or
reader device performs the described operations when
executing the computer program.

[0082] Oneembodiment of the present application includes
a method, comprising: enrolling a reader system with a cloud
credential management service; enrolling a host with the
cloud credential management service; and transmitting a vir-
tual credential to the host from the cloud credential manage-
ment service.

[0083] Additional features of the embodiment may
include: wherein the host is a mobile device; and/or transmit-
ting a custom key to the reader system.

[0084] Another embodiment of the present application
includes a method, comprising: transmitting, with a mobile
device, a user ID and PIN to a cloud credential management
service; receiving, with the mobile device, an authentication
status from the cloud credential management service; trans-
mitting, with the mobile device, a device ID to the cloud
credential management service; and receiving, with the
mobile device, a diversified credential from the cloud creden-
tial management service.

[0085] Additional features of the embodiment may
include: wherein the mobile device is a mobile phone;
wherein the authentication status includes a token; and/or
wherein the mobile device transmits the token with the device
1D.

[0086] Yet another embodiment of the present application
includes a method, comprising: receiving, with a cloud cre-
dential management service, a user ID and PIN from a mobile
device; transmitting, with the cloud credential management
service, an authentication status including a token to the
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mobile device; receiving, with the cloud credential manage-
ment service, a device ID from the mobile device; generating,
with the cloud credential management service, a diversified
credential based on the device ID; and transmitting, with the
cloud credential management service, the diversified creden-
tial to the mobile device.

[0087] Another embodiment of the present application
includes a method, comprising: hosting a cloud credential
management service over the Internet; providing access to the
cloud credential management service to a customer to allow
the customer to assign a credential to an end-user’s mobile
device; and transmitting the credential to the end-user’s
mobile device.

[0088] Additional features of the embodiment may
include: wherein the mobile device is a mobile phone; and/or
wherein the cloud credential management service is struc-
tured to generate credentials in a plurality of formats.
[0089] Yet another embodiment of present application
includes a method, comprising: hosting a cloud credential
management service; receiving, with the cloud credential
management service, requests to generate credentials in a
plurality of formats; and delivering, with the cloud credential
management service, the credentials to mobile devices.
[0090] Additional features of the embodiment may
include: wherein the format includes at least one of prox,
Mifare, EV1, optical, XceedID, and elSA; and/or wherein the
credential is structured to be read by a reader.

[0091] Another embodiment of the present application
includes a system, comprising: a plurality of servers having
processing devices and operating logic in memory, wherein
the operating logic when executed includes a cloud credential
management service; a customer computer operable to con-
nect to the cloud credential management service over the
Internet and assign credentials to end-users; and a plurality of
mobile devices of the end-users, wherein the mobile devices
are structured to receive the credentials from the cloud cre-
dential management service.

[0092] Yet another embodiment of the present application
includes a system, comprising: a reader coupled to a door
lock, wherein the reader is structured to open the door lock
when a registered credential is presented; an administrative
mobile device including means for selectively transmitting
wirelessly a master credential and an end-user credential to
the reader to register the reader to accept the end-user creden-
tial; and a server including means for hosting a cloud creden-
tial management service, wherein the server is structured to
transmit the end-user credential to an end-user mobile device.
[0093] Additional features of the embodiment may
include: wherein the mobile device is a mobile phone.
[0094] Yet another embodiment of the present application
includes a method, comprising: programming a plurality of
credentials in a reader with a mobile phone; notifying end-
users to download credentials from a cloud credential man-
agement service; and providing, with the cloud credential
management service, credentials to the end-users.

[0095] Another embodiment of the present application
includes a method, comprising: receiving a notification with
a mobile device; utilizing, with the mobile device, informa-
tion in the notification to request a server to generate a cre-
dential; receiving, with the mobile device, a package from the
server; extracting the credential from the package; and storing
the credential in a secure element of the mobile device.
[0096] Additional features of the embodiments may
include: wherein the notification is at least one of an email, a
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text message, and a push notification; wherein the package is
at least one of a JSON object and an XML-formatted mes-
sage; decrypting the credential before storing the credential in
the secure element; wherein the information includes a uni-
form resource locator; authenticating the mobile device with
the server based on an argument string in the URL; and/or
wherein the mobile device is a mobile phone.

[0097] Yet another embodiment of the present application
includes a method, comprising: transmitting, from a reader
device, arequest for a server to generate a reader key, wherein
the request includes a specifier; receiving the reader key from
the server; and storing the reader key in a secure access
module of the reader device.

[0098] Additional features of the embodiments may
include: utilizing, with the reader device, the reader key to
communicate with amobile device to receive at least a portion
of a mobile device credential from the mobile device; trans-
mitting, from the reader device, a request for the server to
transmit one or more reader device credentials to the reader
device; receiving, with the reader device, the one or more
reader device credentials from the server; and storing the one
or more reader device credentials in the secure access module
of the reader device; and/or determining, with the reader
device, whether to grant an action request based on analysis of
the at least a portion of the mobile device credential and one
or more of the reader device credentials.

[0099] Another embodiment of the present application
includes a system, comprising: a server configured with non-
transitory computer executable instructions to generate a cre-
dential based on a unique device identifier and a master key,
to encrypt the credential, and to encapsulate the encrypted
credential in a package; and a mobile device in communica-
tion with the server, wherein the mobile device is configured
with non-transitory computer executable instructions to
authenticate with the server, to transmit the unique device
identifier to the server, and to download the package from the
server.

[0100] Additional features of the embodiments may
include: wherein the server is further configured with non-
transitory computer executable instructions to generate a
reader key based on a specifier and the master key; a reader
device in communication with the server, the reader device
configured with non-transitory computer executable instruc-
tions to authenticate with the server, to transmit the specifier
to the server, and to download the reader key from the server;
wherein the mobile device comprises a NFC communication
module configured to transmit at least a portion of the cre-
dential to a NFC communication module of the reader device;
wherein the reader device includes a secure access module to
store the reader key; wherein the system is one of an access
control system, a payment system, a transit system, and a
vending system; wherein the server includes a plurality of
credential generators, wherein each of the credential genera-
tors is configured to generate a different type of credential;
wherein the mobile device is configured to receive and store
a plurality of credentials, wherein each of the plurality of
credentials is a different type of credential; and/or wherein the
mobile device is a mobile phone.

[0101] Yet another embodiment of the present application
includes a method, comprising: providing, with at least one
server, a cloud credential management service including gen-
erating credentials of at least two different types; receiving,
with the server, a credential request from a customer com-
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puter to assign a virtual credential to a mobile device; and
transmitting, with the server, the virtual credential to the
mobile device.

[0102] Additional features of the embodiments may
include: wherein the mobile device is a mobile phone; gen-
erating the virtual credential based on a unique device iden-
tifier and a master key; encrypting the virtual credential; and
encapsulating the virtual credential in a package before trans-
mitting the virtual credential to the mobile device; receiving a
key request from the customer computer to assign a reader
key to a reader device; and transmitting the reader key from
the server to the reader device; generating the reader key
based on a specifier and a master key; and/or wherein the
server is in communication with a plurality of customer com-
puters, wherein the plurality of customer computers include
at least two different customers.

[0103] Another embodiment of the present application
includes an apparatus, comprising: one or more servers com-
munication with a plurality of customer computers, wherein
the one or more servers are configured with non-transitory
computer executable instructions to manage credentials of a
plurality of different types, to receive credential requests from
the customer computers, to generate virtual credentials in
response to the credential requests, and to deliver the virtual
credentials to mobile devices.

[0104] Additional features of the embodiments may
include: wherein the one or more servers are configured with
non-transitory computer executable instructions to encrypt
the virtual credentials, to encapsulate the encrypted creden-
tials in packages, and to deliver the virtual credentials to the
mobile devices by transmitting the packages to the mobile
devices; wherein the one or more servers are configured with
non-transitory computer executable instructions to receive
key requests from the customer computers, generate reader
keys for reader devices in response to the key requests, and to
deliver the reader keys to the reader device; wherein the
virtual credentials include at least one of access control cre-
dentials, payment credentials, transit credentials, and vend-
ing credentials; wherein the mobile device is a mobile phone.

[0105] Yet another embodiment of the present application
includes a system, comprising: a plurality of servers config-
ured with non-transitory computer executable instructions to
receive credential requests and generate virtual credentials,
wherein the virtual credentials are in a plurality of formats; a
plurality of customer computers configured with non-transi-
tory computer executable instructions to connect to the serv-
ers to request assignment of the virtual credentials to end-
users; and a plurality of mobile devices of the end-users,
wherein the mobile devices are configured with non-transi-
tory computer executable instructions to receive the virtual
credentials from the servers.

[0106] Additional features of the embodiments may
include: a reader device configured to receive a reader key
from the plurality of servers; and/or wherein the system is at
least one an access control system, a payment system, a transit
system, and a vending system.

[0107] Another embodiment of the present application may
include a method, comprising: managing credentials of a
plurality of different types; receiving credential requests from
the customer computers to assign virtual credentials to
mobile devices; generate virtual credentials in response to the
credential requests; and deliver the virtual credentials to
mobile devices.
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[0108] Additional features of the embodiments may
include: encrypting the virtual credentials; encapsulating the
encrypted credentials in packages; and delivering the virtual
credentials to the mobile devices by transmitting the packages
to the mobile devices; receiving key requests from the cus-
tomer computers; generating reader keys for reader devices in
response to the key requests; and delivering the reader keys to
the reader device; wherein the virtual credentials include at
least one of access control credentials, payment credentials,
transit credentials, and vending credentials; and/or wherein
the mobile device is a mobile phone.

[0109] Yet another embodiment of the present application
may include a method, comprising: presenting a mobile
device within a field of a reader device; emulating a master
credential with the mobile device to place the reader device in
a programming mode; and emulating a plurality of user cre-
dentials with the mobile device to program the user creden-
tials into the reader device;

[0110] Additional features of the embodiments may
include: receiving, with the mobile device, at least one of the
master credential and the user credentials from a server; trans-
mitting, with the mobile device, the user credentials to the
server; wherein the reader device is an electronic lock;
wherein the mobile device is a mobile phone; transmitting a
notification to mobile phones associated with the user creden-
tials, wherein the notification includes a status of an associ-
ated user credential; wherein the notification is one of an
email and a text message; wherein the notification includes
the corresponding user credential; wherein the notification
includes a uniform resource locator associated with a server,
wherein the server is configured to store the user credentials
and provide the user credentials for downloading.

[0111] Another embodiment of the present application
includes a system, comprising: a reader device configured to
actuate a lock when presented with a registered user creden-
tial; and an administrative mobile device configured to wire-
lessly transmit a master credential to the reader device to
place the reader device in a programming mode, wherein the
administrative mobile device is further configured to wire-
lessly transmit a user credential to the reader device when the
reader device is in the programming mode to register the user
credential in the reader device.

[0112] Additional features of the embodiments may
include: wherein the administrative mobile device is a mobile
phone; a server configured to transmit the user credential to a
user mobile device; wherein the server is further configured to
generate credentials in a plurality of formats; wherein the
server is further configured to transmit the master credential
to the administrative mobile device.

[0113] Another embodiment of the present application
includes an apparatus, comprising: a mobile phone config-
ured to wirelessly emulate a master credential to place a
reader device in a programming mode and to wirelessly emu-
late a plurality of user credentials to program the user creden-
tials into the reader device.

[0114] Additional features of the embodiments may
include: wherein the mobile phone is configured to receive at
least one of the master credential and the user credentials
from a server; wherein the reader device is an electronic lock;
wherein the mobile phone is configured to transmit a notifi-
cation to user mobile phones associated with the user creden-
tials; wherein the notification is one of an email and a text
message; and/or wherein the notification includes the corre-
sponding user credential.
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[0115] While the invention has been illustrated and
described in detail in the drawings and foregoing description,
the same is to be considered as illustrative and not restrictive
in character, it being understood that only the preferred
embodiments have been shown and described and that all
changes and modifications that come within the spirit of the
inventions are desired to be protected. It should be understood
that while the use of words such as preferable, preferably,
preferred or more preferred utilized in the description above
indicate that the feature so described may be more desirable,
it nonetheless may not be necessary and embodiments lack-
ing the same may be contemplated as within the scope of the
invention, the scope being defined by the claims that follow.
In reading the claims, it is intended that when words such as
“a,” “an,” “at least one,” or “at least one portion” are used
there is no intention to limit the claim to only one item unless
specifically stated to the contrary in the claim. When the
language “at least a portion” and/or “a portion” is used the
item can include a portion and/or the entire item unless spe-
cifically stated to the contrary.

What is claimed is:

1. A method, comprising:

providing, with at least one server, a cloud credential man-

agement service including generating credentials of at
least two different types;

receiving, with the server, a credential request from a cus-

tomer computer to assign a virtual credential to a mobile
device; and

transmitting, with the server, the virtual credential to the

mobile device.

2. The method of claim 1, wherein the mobile device is a
mobile phone.

3. The method of claim 1, further comprising:

generating the virtual credential based on a unique device

identifier and a master key.

4. The method of claim 3, further comprising:

encrypting the virtual credential; and

encapsulating the virtual credential in a package before

transmitting the virtual credential to the mobile device.

5. The method of claim 3, further comprising:

receiving a key request from the customer computer to

assign a reader key to a reader device; and

transmitting the reader key from the server to the reader

device.

6. The method of claim 5, further comprising:

generating the reader key based on a specifier and a master

key.

7. The method of claim 1, wherein the server is in commu-
nication with a plurality of customer computers, wherein the
plurality of customer computers include at least two different
customers.

8. An apparatus, comprising:

one or more servers communication with a plurality of

customer computers, wherein the one or more servers
are configured with non-transitory computer executable
instructions to manage credentials of a plurality of dif-
ferent types, to receive credential requests from the cus-
tomer computers, to generate virtual credentials in
response to the credential requests, and to deliver the
virtual credentials to mobile devices.

9. The apparatus of claim 8, wherein the one or more
servers are configured with non-transitory computer execut-
able instructions to encrypt the virtual credentials, to encap-
sulate the encrypted credentials in packages, and to deliver
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the virtual credentials to the mobile devices by transmitting
the packages to the mobile devices.

10. The apparatus of claim 8, wherein the one or more
servers are configured with non-transitory computer execut-
able instructions to receive key requests from the customer
computers, generate reader keys for reader devices in
response to the key requests, and to deliver the reader keys to
the reader device.

11. The apparatus of claim 8, wherein the virtual creden-
tials include at least one of access control credentials, pay-
ment credentials, transit credentials, and vending credentials.

12. The apparatus of claim 8, wherein the mobile device is
a mobile phone.

13. A system, comprising:
a plurality of servers configured with non-transitory com-
puter executable instructions to receive credential

requests and generate virtual credentials, wherein the
virtual credentials are in a plurality of formats;

a plurality of customer computers configured with non-
transitory computer executable instructions to connect
to the servers to request assignment of the virtual cre-
dentials to end-users; and

aplurality of mobile devices of the end-users, wherein the
mobile devices are configured with non-transitory com-
puter executable instructions to receive the virtual cre-
dentials from the servers.
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14. The system of claim 13, further comprising:

a reader device configured to receive a reader key from the

plurality of servers.

15. The system of claim 13, wherein the system is at least
one an access control system, a payment system, a transit
system, and a vending system.

16. A method, comprising:

managing credentials of a plurality of different types;

receiving credential requests from the customer computers

to assign virtual credentials to mobile devices;
generate virtual credentials in response to the credential
requests; and

deliver the virtual credentials to mobile devices.

17. The method of claim 16, further comprising:

encrypting the virtual credentials;

encapsulating the encrypted credentials in packages; and

delivering the virtual credentials to the mobile devices by

transmitting the packages to the mobile devices.

18. The method of claim 16, further comprising:

receiving key requests from the customer computers;

generating reader keys for reader devices in response to the
key requests; and

delivering the reader keys to the reader device.

19. The method of claim 16, wherein the virtual credentials
include at least one of access control credentials, payment
credentials, transit credentials, and vending credentials.

20. The method of claim 16, wherein the mobile device is
a mobile phone.
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