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The present invantion genarally relatss to credentials, and more particutarly, but

not axclusively, relates to a credential managemeant service.
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SUMMARY

o
-

saervice, Othar embodiments include apparatuses, svstems, devices, hardware,

Further embodiments,

gthods, and combinations for credential managems

EE

forms, fealures, asp s of the present application shall

kecome apparent from the description and figures provided harewith.



IRMII-40 £ 813

P 3504

ERIEF DESCRIPTION GF THE FIGURES
The description harein makes reference 1o the accompanying figures wherain like
reference numerals refer to like parts throughout the zeveral views, and whersin:
FIG. 118 a schaematic diagram of ¢
FIG. 2 iz a schemalic diagram of a compuiet.

FIGG. 3 is a schematic diagram of a credential and a reader,

stern including & cloud credantial

T
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e
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FIG, B s a flow diagram for a technique for enrolling a reader.

FIG. 8 iz a flow diagram for a technique for enrolling 2 host.

id cradantial
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FIG, 7 ig a schematic diagram of a aystemn ncluding

& e,

FIG. 8 is a flow diagram for a technigue for sending a credential i a host
i

am of cloud credential managsment service,
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FIG. 10 is a schematic diagram of a cloud credential management service.
FIG. 11 is a schematic diagram of 2 system including 2 cloud credential

management service and a credential adminisiration app.



DETAILED DESCEIFTION OF REFRESENTATIVE EMBODIMENTS

oy

For the purposes of promoting an undersiandin

]

of the principlas of the

’..

invention, refarencs will now be made to the embodiments illusirated in the drawings

and specific language will be usad to describe the same. W will neverthaless be
uiidersiood that no limitation of the scope of the inverdion iz thersby inter

alterations and further modifications in the descoribed embodiments, ¢
anplications of the principles of the invention as described herein are contemplated as

y one skilled in the art to whigh the invention relates

wae,
c: V]

would normally cceuwr

FIG. 1 ilustrates

}tf‘\

ncluding a cloud credential management service

102 thatl, among other things, communicates information and data 1o and/or from mobile

et

devices 104, readers 108, and other devices such as computers 108 or printers. The
cloud credeniial management service 102 may generais and deliver credentials 110 1o

_,.a;:
fIr
s.
b

mokile devices 104, readers 106, and other devices such as computers 103,
The mobile device 104 may be a mobile phone, such as a cell phone or

smartphone, a tablet computer, such as an iFad, a smaricard, or any of
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mabile computing device, The reader 102 ma am for access control,

payment, transit, vending, or any other application. Moreover, the reader 106 inciudes

an NFC system (nol shown) 1o communicale with an Near Field Communication (NFC)

The length of

Morgover, tha
prassnt application allows mobile devices 104 {0 be wlilized az a credential 110 for

access contrad, payment, transil, vending, or any other application.



[FHD-40 /K03

4 _1.DOCHSP

The cloud credential managemsnt service 102 12 generally implemeanted with one

operating logic with a processing device, The instructions

and operating logic are defined in the different aspacis of the present spplic

:3 the cloud credential management service 102 available 1o

oné of more customers over the Internet. Morgsover, more than one customer may
connect to and utilize the various services provided by the cloud credenitial

7

service 102 concurrently. It is contemplated, that in some embodiments,

£

cregential managemeant services may be providad without using a cloud service.
The various mobils devices 104, readars 108, and other devices 108 each
includs componenis, programming, and circuitry suitable to its particular application,

Ve Griennas

and alse include communication cireuitry op

eorpmunication over the Intemet or NFC {(or s

104, readers 106, and cther devicss 108 may

i
o,

The circuiliy in the mobile devices

be configurad 1o provide appropriate signal conditioning to transmit and raceive

information (data), and correspondingly may include filters, amplifiers, limiters,

masdulato al signal procassing, and/or different circuitry

, demadulators, CO

or functional componenis as would oncur to those skilled in the art 1o perform the
desired communications.

In cne nonlimiting form, the mobile devices 104, readers 106, and other devices
108 include clirowtry 1o siore or process infermation, modulate or demodulate a radic-
frequency (RF) signal, or the like, or a combination thereof. The information may
include a credential, identification information, status information, or any other type of

information that would occur those skilled w the art.

]
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FlG. 2 iz a schematic diagram of 2 compuder 200, The cormputer 200 may be

5 that are part of the orax

6. andfor othar

. an inputfouiput device 204, memory 208, and opsrating logic

r 200 may take other forms. Furthermore, in somes

smbodimanis, computer 200 may communicate with one or more extarnal devices 210,

The input/ouipui device 204 miay be any fvpe of device thai allows the compuler

200 io communicate with the external device 2108, For axample, the input/ouiput device

ray be a NFC system including an antenna and chip, a Blusicoth system including an

3
V
P,

anterina and chip, nelwork adapler, a netwaork card, or a port (8.9,

port, parallel port, VGA, DV, HDMI, FireWire, CAT &, or any other type of

inpud/ouiput device 204 may be comprised of hardware, software, firmware, and/or sials

ted that the input/output de

Yol

machines. iz

network card, and/or nort

vy tvpe of device thai allows
19

inputted o or oudpuited from the computer 200, For example, the external device 210

, a Blustooth systern, a readar, a mobile device, a compuisgr,

sarver, a handheald diagrie - inol, a controller, a prinder, a display, an alarm, an

illuminatad indicator, 3 keyvboard, 2 mouss, of a fouch screen display, Furthenmore, it is

x_

niaimplated that the extermnal device 210 may be integrated into the computer 200,

For exampls, the computar 200 may be a mobile device, a reader, a server, a handhald

0

diagnosiic iool, a smariphone, a laptop computer, or a tablet computer in which case

)



xtemal device 210, but the display is integrated with the

compuier 200 as ong unit, which iz consistent with the ¢

L
=

handheld diagnostic ool

fjj

. smartphones, laptop computers, tablet computers, and the

ke, It is further contemplated that thers may be more than one exdernal device in

comimuiication with the computer 200, The computer 20

rnal device 210.

Processing device 202 can be of g programmable type, a dedicated, hardwired

combination of these; and can further include mulll

Ceniral Proc CRUs), or the ke, For forme

U"

of processing device 202 with mulliple processing units, distributed, pipelined, and/or

appropriate. Processing devic

2 may be

narallel processing

dedicated o peiformance of just the operations

one or more additional applications. In the depicted form, pr

ramimable varisty th

operating logic 208 az defined by programming instructions {such as sofiware or

i stored in mernory 206, Allematively or additionally, opsrating logic 208 for

firrm

at least partiaily defined by hardwired logic or other hardware.

Is received from inputfouiput de

Such componenis may include digital circuitry, analog

J-
7
i Y

zolid-siate varie

¥,

forms. Furthermore,

varigty, of a combination of thess

weneral design of mobils phones,
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memery 206 can be volatils, nonvolatile, or a mikture of these iypes, and some or all o
mamory 2086 can be of a portable variety, such as a disk, tape, memory stick, cartridge,

or the like. In addition, memuory 2 e data thai is manipulated by the operating

seniative of

s

zuch as data rep zignals received

from and/or sent to input/ouiput device 204 in addition to or in lieu of storng

programming instructions defining operating logic 208, just to name ona

202

shiown in FIG, 2, memory 206 may be included with processing device 202 and/or

coupled o the proc

FiGs. 3-7 illustrate an embodiment of the present application. As seen in FIG. 3,

307 and readers 304 shars a1 ¢

may be based on the secrat key 306, FIG. 4 illusiratas a cloud credential managemeni

service 308 that ransmits virtual credentials 2302 10 g cradential host 310, such as a

mabile device. The credential host 210 presents the credential 302 to the credential

vayment, ransit, or any other application. The cloud

credential managemeant sarvics 308 also communicates with the credential reade

tern 204 by iransmitting and

Az showriin FIG. 4, ary

34y

309 can now be

distribuisd (o readers sysiems 304

at arbitrary freguencies. Virtual credentials 302 can be generated and deliverad o

ch as smartphones, on demand,

o
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FIG. & llustraies a technigue 311 for enrolling a reader system 304 with the cloud

credential management service 308, Operations iliustrated are undersicod fo d

mplary only, and operations may be combined or divided, and added or removed, ag

well as re-ordered in whole or in part. In operatio

authenticates with the cioud service 303 by transmitting a unique 1D and password, for

..,..
=
ﬁ:u
ey
i
et
i

in ancthar embodiment, the readar sysiem 304 may uge a cert

authenticate, which genaraily inciudes a public key and a privaie key to encrypt/decrypt

he reader system 304 and the cloud s

30

the cloud credential management service 208 franamiis an authentication status, which

miay include a token, to the reader 304, Once authenticatad, in eperation 316, ihe

ollad with the creds

scifier such as unique 10 (8.9, ;

o the credential management service 308 o

anzure an authenticaied o & oredantial managament

'ﬂ
o

sends custo

R X

£ n;‘;

1

SRS

[epd

P

ustigue 1o the

FIG. 6 lusirstes a technique 320 for enrolling a host 310 with the cloud

Cperations Hllustrated are understood io be

v only, and operations may be combined or divided, and addad or removed, as

&

B

-

aderpiial host 310

wall as re-ordered in whole or in part. In operation

ser 1D and PIN, such as an
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amail address and password, for example. In another embodiment, the credential host
310 may use a certificats to authenticate, which generally includes a public key and a

private kev to encryptidecrypt massages belween the credential host 310 and the ¢loud

£

service 308, In cperation 324, the cloud credential management service 308 iransmiis

an guthentication status, which may include

avtheniizated, in aperation 328, the o

et service 308 by sending a request along with a specifier

zuch as a unigue device 1D, The cradential host 310 may alse send tha token o the

e 208 o ensure an authenticated communisation. In

g virtual credential to the

3 may generate the virtual

credential host 310, The credential management service 30

FIG. 7 illustrates a svstem 330 in which a cloud cradential management service
308 shares a secret key 308 by distribuling credaentials and/or cusiom keys with

devices, readers, and systems through web services 332,

338, and/or & lockireader 340,
FIG. 8 illustrates another embodimeant of the present application including
technigue 420 in which a mobile device 402, such as 2 smarteard or mobile phone, or
card programiming device downloads a mobile or virtual credential 404 from a cloud

cradential managameni service 406, Operations illustraied are undersiood to be

exemplary only, and operations may be combined or divided, and added or removed, as

FY:

well as re-ordered in whole or in part. In operalion 408, the mobile d

.10



pragramming device authenticates with the cloud credential managerment service 405

<F

i.,"? 3

using a user 1D and PIMN. The user 1D may be an smail address, for example. The PIN

may be a8 password. Upon receiving an accepiable user 1D and PIM, in operation 410,

the cloud oredential management service 408 sends an authantication status, including
a token, to the device 402, Once the device 402 has beean authenticated, the

crinunications betwsen the de

408 may occur over secure sockels over the Intemst,

In operation 412, the device 402 then sends a unique device identifier t¢ the

553

credential management service 405 along with the token. In operation 414, the

cradential mana

ce 406 then generates a unique diversifiad cradential 404

using the unique device identifier and a

I operation 4186, the unigue

=d cradential 404 iz then sent o the device 402, The device 402 may then use

the unique diversified cradential 4 s contiol, pavment, transit, vending, or

w
-
g

other application. Genarally, with this method of delivery, credentials 404 oan be

L(J

securely programmed onto cards, phones, and other davices remotaly, rather than with
a card programmer,

T

FiGe. 9 and 10 llustrate an embodimeant of the pre

=it application in which

H

sdentials 502 may be generaled and hosted in 3 cloud cradential

different tvpe

managemant ssrvice 504 There are credentialz of differant types {(a.g., Cl

Xeeadild, ete )} and sach credential type has distinct slgorithims which take source

infonmation and encaode it so that i can be transmitted 1o a credential host (mobile
device, e.q., a smartcard or smariphone). Moreover, virtual credential ganarators 508

E

generator the various types of credentiale 502 supported by the cloud credantial

11

redential management service

11
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. The credential 502 is then prezentad 1o and read by a

yetem (not shown),

4, by virtualizing these creds

saveral features

central cloud service 504 rather than on type spacific programmer:

sofidated into

may be realized. For example, worldwide encoding schemes

one central cloud service 504, Rather than creating and selling a hardware davicss that

create cradentials, virtual credentiale 502 can be sold, which are hosted and delivered

4 in multiple farmais {.9..

ing host, Virtual

the reques

ciedentiale 502 can be genarated and encodead for multiple regions and localities (a.q.
Americas, Turope, etc.). Customsrs of the doud credential managemeani service 504

can buy and generate these viriual cregentials 502 on demand.

f.aJ

FIG. 10 illustrates a schematic diagram and technique using sy

3

emplary only, and opsrations may be

Operations illustrated are unders

~,

LJI*

[}

-ombined or divided, and added or removed, as well as re-ardersd in whole or in part,
In operation 508, an owner or provider 510 of the cloud credential management sarvice

redential management

204 creates and maintaing customar

service 504, In operai

!»

on 512, the provider &

it

i..w

?'n..)

Hal Bz

ustomears 514 using the cloud credential management service 504, In operation 516,

azsign credentiale 502 1o end-users $18 using the cloud credential

In operation 520, the end-usgers 518 may recaive

Y
B3

Pg. 12
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arming credentials 502 from the credential management seivice 504,

notifications con

in operation 522, the end-usars 518 enroll and download credentials 502 from the cloud

cradential management sarvic

FIG. 11 iilustrates ¢ flow diagram 8GO0 of another aspect of the present

um
o
241
+3

4
D
=
EZ;

3
7

application in which a reader 802, such as an offline lock, is manageable

e

wet the lock 802, a button on the lock is pressed and a master credential 804 is

presented close 1o the leck 592, The master cradential 804 then becomes the

rmachanism for adding new ac

leniial 504 iz programmed, th

then within a few secoinds an acoess

credential 606 is then granted acces

ation or app 808, i the form of

In FiG. 11, a aredential adminiztration s

an NFC-anabled

operating logic 208 as in FIG. Z, for a mobile ¢

smartphone 5§14, acts as both the master ¢

am oredentials

...ﬁ

812, 614, In one embodiment, 1o progra

Iphene 10 has the credential administration app 808,

a¢ with the credential adminisiration a n the amartphone 510 as the

master credantial 604, Then, access credentialz 608, 612, 814 may be programmed

"

fror the same smartphone 810 using the credential administration app 608, For

axampie, the credantial agministration on the smartphone 610 may toggle back

and forth between the mastsr gredential &

In one embodiment, an emaii 810 may be and-user NFC-enabled phone €18

with 2 link or instruction fo download the acoess credential 808 from the cloud cradential

——ti
oo
Bt

Pg. 13



management service 620, In another embodiment, an email 618, containing the access

cradential 806, mav be sent to an end-user NFC-enabled phone 818, In vet ancther

embodimant, a physica s card (not shown) may be creaied using the cradentia

610 as a card programmer.

erations for managing credentials in an offine lock 802 as

3

Cperations illustrated are undersiood to be exemplary only, and

operations may be combined or dividad, and added o

in whole or in part,

In operation 1, the cradential adminisiration app 608 on the smariphone 810 s

10 s

oy

“credential s selecied and the MFC-enabled smariphone

. and ‘mas

(02 may provide visual and audible

s credential 604 has been programmed,

s credential” may

smartohone 610 first emulates the masier credential 804, waits for a sscond or two, and

then emulaltes g new access credantial &

audible feed redentisd 806

cradential 812 is created. O

vet another distinet "access’ ¢

In operation 5, on the credential administration app 608 on the smartphone 510,

]

denlial 1o user’ can be seledied and an email 8148 18 sent 1o an end-user with a

KT=Tats let

Y

fink o the credential 808, The end-user receives the emait 816, authenticaias, and

i

i

_m,

rom the oloud

downloads the access credential 608 to thelr NFO anabled phone 618

otk
RN

Pg. 14
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agement saervice 820, Operation § is generally the same as operaiion §

cradential man

except a different credential 612 is zentic s

P
L]

srnariphione £

ration 7 s generally the same as operation 5 except differant credential 614 is semt

a fink in email 625, Thiz aspedt of the present application may

to smartphone 824 via a
simplify the programming of offine electronic locks and simplify the distribution of

filine lock users.

figls o o

vWhile the invention has been illustraied and ¢ ribed in detail in the drawings

e foregeing description, the saime is to be considerad as illustrative and nol resiriclive

ng understood that only the preferred embodiments have besn shown

it character, it beir

ibed and that all changes and modifications that come v

within the spirit of the

should ba understood thal while the use of

*ﬁ

v, preferred or more preferred utilized in the

=
b3
W
jo
Lrad
fead
2
S
"‘l
.‘.43
o]
ho
b
45
;
2
et
£

sature so described may be mors desirable, it

sseary and embodiments lacking the sarme may e

]

contemplated as within the zcope of the invention, the scops

o inteniion 1o it the

@
J

7 “al least one pu;;lugi are usad ther

v it thie claim, When the

("‘\
-
[

=

Pl
=
oY

=

claim fo only ons item unless specifically stated io the

an includs a portion

" andfor “a portion” is used the item

z")

Pg. 15



WHAT IS CLAIMED IS

1. A method, comprising:

enrolling a reader systen

1 with a cloud credential manageme

Nt servic

eniial manageiy went service; and

redantial to the host from the doud credential managemeni

the host is a2 mobile

ter sysiem.

3¢

anroliing a host with the cloud cred
transmitting & virtusl ©
Servise
2. The method of claim 1, wherein
3. The method of claim 1, further compriaing:
transmitiing a customn key 1o the e
4. A method, comprising,

transmitiing, with a mobila device, a use

managament sevice;
receiving, with

credential management

service;

fransmitling, with the mobile

servics and

wn

managemsant ¢
with the mob

recelv f

credential management service.

the mobile dev

device, a device 1D 1o

sile devics, g dive

ioe, an guthentication status from the cloud

the sloud credertial

edential from the cloud

et
v
[

Pg. 16



. wherein the mobils

B The

'ilm

s mnmethod of claim

&, The method of ciaim 4, whearein the authenticaiion siatus includes a toksn,

i

7. The method of ¢laim 8. whersin the mobile device tranamils the ioken wil

8. mathod, comprising

-l
=
b=

ziving, with a cleud credential managament service, a user 1D and PIN from a

«E,
&’Fb

transmitting, with the cloud credential management service, an authentication
status including a ioken to the mobile device;
cradartial management sarvice, a device 1D from the
mobile device;

generating, with the cloud oredential management service, a diversified

credential based on the devics ) and

fransmitting, with the cloud cradeniial management service, the diversilied

cradential o the mohbile devics,

Pg. 17
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r the ltarmet;

i

0 3 customer to

¥

providing accsss to the cloud credential managemeant aervice

allow the customer 1o assign a credential (o an end-user’s mobile davice; and

tranamitting the credential to the end-user's mobile devics

104, The mathod of ¢

m @ whersin the mobile device is 3 moebiie phongs,

4

11, The method of ¢laim 8, wherein the cloud credential management service is

ucturad o generate credentials in a plurality of formats.

12, A methed,

COMpTising:

—
)
L)
oh
=
Ao}
o3
'y
foom

fﬂ

=%
=1

i{t

SRy

ud erederitial management ¢

with the cloud credential management sarvice, raquasis o generals

cradertials in a plurality of formats; and

13, The method of claim 12, wherein the format includes at least one of prox, Mifare,

14, The method of daim 12, wherein the ocredential is structurad o be

18
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15 Asyslem, comprising:

a plurality of servers ing devices and operating logis i memory,
b =3 o

whetein the operating logic visd includes g cloud credential manggemant

vice,

— B R
A CHEDIMST COmg

sarvice over the Intemet and assign credentials to end-users; and

a plurality of mobile devicos of the end-users, wherein the mobile davices are

SErVt

m

structured to receive the credentialz from the cloud credential managament

tearm, compiising:

ctured to open the dog

e
P
o
X3
b
4%
frke
]
~
&
:r;'
-.,.J
==

a reader coupled 16 2 door lock, whereir

ck when a ragistered credential is presenied;

an administrative mobile davice including means for selsctively transmitiing

and an end-user ¢ der to regisie

- credential and

server including meaans for hosting a cloud crede management servics,

whersin the ver is structurad to transmit the end-uszer oredential 1o an end-user

17, The sysiem of claim 18, wherain the mohile devic 2 phone.

Pg. 19
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§

programming a plurality of credentials in a reader with 2 mobile phons;

ars o download credeniials from a cloud cradential management

ntial ianagemsnt service, credentials {o the end-

Pg. 20
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8805cf6c7819378752d90945648352e2b91
eafd9
Warnings:
This is nota USPTO supplied Provisional Cover Sheet SB16 form.
Information:
1439423
2 Specification IRND-40-Specification.pdf no 15
b81f8d6de8d56dead02bb38569a40d79d0
51836¢
Warnings:
Information:
345421
3 Claims IRND-40-Claims.pdf no 5
9f15521205005d91100145951417b1452cf|
b84ba
Warnings:
Information:
R T 1190529
4 Drawings-only bla.ck and white line IRND-40-Drawings.pdf no 1
drawings
67ab12ca40ef074771d5c6ffad 46455300«
648
Warnings:
Information:
29121
5 Fee Worksheet (SB06) fee-info.pdf no 2
df119331b833¢5fb01ch48aalc80fe068269
e6l
Warnings:
Information:
Total Files Size (in bytes); 3065810
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: TR.PROV
Document Description: Provisional Cover Sheet (SB16)

PTO/SB/16 (11-08)

Approved for use through 01/31/2014 OMB 0651-0032
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

Provisional Application for Patent Cover Sheet
This is a request for filing a PROVISIONAL APPLICATION FOR PATENT under 37 CFR 1.53(c)

Inventor(s)

Inventor 1

Given Name Middle Name Family Name City State Country j
Jeffrey | Neafsey Golden o) us

inventor 2

Given Name Middle Name Family Name City State Country j
Rocco Vitali

inventor 3

Given Name Middle Name Family Name City State Country j
Alberto Andrini

All Inventors Must Be Listed — Additional Inventor Information blocks may be

generated within this form by selecting the Add button.

Title of Invention CREDENTIAL MANAGEMENT SERVICE

Attorney Docket Number (if applicable) IRND-40

Correspondence Address

Direct all correspondence to (select one):

(® The address corresponding to Customer Number

(OO Firm or Individual Name

Customer Number

52450

The invention was made by an agency of the United States Government or under a contract with an agency of the United

States Government.

(® No.

(O VYes, the name of the U.S. Government agency and the Government contract number are:
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Doc Code: TR.PROV

Document Description: Provisional Cover Sheet (SB16)
PTO/SB/M6 (11-08)
Approved for use through 01/31/2014 OMB 0651-0032
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

Entity Status
Applicant claims small entity status under 37 CFR 1.27

(O Yes, applicant qualifies for small entity status under 37 CFR 1.27
(® No

Warning

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card
numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required
by the USPTO to support a petition or an application. If this type of personal information is included in documents submitted
to the USPTO, petitioners/applicants should consider redacting such personal information from the documents before
submitting them to USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public
after publication of the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the
application) or issuance of a patent. Furthermore, the record from an abandoned application may also be available to the
public if the application is referenced in a published application or an issued patent (see 37 CFR1.14). Checks and credit
card authorization forms PTO-2038 submitted for payment purposes are not retained in the application file and therefore are
not publicly available.

Signature

Please see 37 CFR 1.4(d) for the form of the sxgnature

<
Signature % /!7 /// /ﬁ\/ Date (YYYY-MM-DD)  |2012-02-13
7 i
First Name /John/ 4 / Last Name Allie Registration Number 39088
( (If appropriate)

This collection of information is required by 37 CFR 1.51. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection
is estimated to take 8 hours to complete, including gathering, preparing, and submitting the completed application form to the USPTO.
Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department
of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. This
form can only be used when in conjunction with EFS-Web. If this form is mailed to the USPTO, it may cause delays in handling
the provisional application.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

CREDENTIAL MANAGEMENT SERVICE

First Named Inventor/Applicant Name:

Jeffrey Neafsey

Filer:

John Harold Allie/Patricia Foor

Attorney Docket Number: IRND-40
Filed as Large Entity
Provisional Filing Fees
Description Fee Code Quantity Amount Sub-Total in
UsD($)
Basic Filing:
Provisional application filing 1005 1 250 250
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:




o ) Sub-Total in
Description Fee Code Quantity Amount USD($)
Miscellaneous:
Total in USD ($) 250
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSIND CLAIMS
61/598,219 02/13/2012 250 IRND-40
CONFIRMATION NO. 1063

52450 FILING RECEIPT
KRIEG DEVAULT LLP
ONE INDIANA SQUARE R DA
SUITE 2800 000000052853575

INDIANAPOLIS, IN 46204-2079
Date Mailed: 03/05/2012

Receipt is acknowledged of this provisional patent application. It will not be examined for patentability and will
become abandoned not later than twelve months after its filing date. Any correspondence concerning the application
must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF
APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. Please verify
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Jeffrey Neafsey, Golden, CO;
Rocco Vitali, Residence Not Provided,;
Alberto Andrini, Residence Not Provided;
Power of Attorney:
John Allie--39088

If Required, Foreign Filing License Granted: 02/29/2012

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 61/598,219

Projected Publication Date: None, application is not eligible for pre-grant publication

Non-Publication Request: No

Early Publication Request: No

Title

CREDENTIAL MANAGEMENT SERVICE
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing

of patent applications on the same invention in member countries, but does not result in a grant of "an international
page 1 of 3
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patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national

security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
page 2 of 3
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Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
61/598,219 02/13/2012 Jeffrey Neafsey IRND-40
CONFIRMATION NO. 1063
52450 FORMALITIES LETTER
KRIEG DEVAULT LLP
ONE INDIANA SQUARE IR L e
SUITE 2800 000000052853576

INDIANAPOLIS, IN 46204-2079
Date Mailed: 03/05/2012

NOTICE TO FILE MISSING PARTS OF PROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(c)
Filing Date Granted

An application number and filing date have been accorded to this provisional application. The items indicated
below, however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

+ The provisional application cover sheet under 37 CFR 1.51(c)(1), which may be an application data sheet (37
CFR 1.76), is required identifying:
« either city and state, or city and foreign country, of the residence of each inventor.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« A surcharge (for late submission of filing fee or cover sheet) as set forth in 37 CFR 1.16(g) of $50 for a
non-small entity, must be submitted.

SUMMARY OF FEES DUE:

Total fee(s) required within TWO MONTHS from the date of this Notice is $50 for a non-small entity
+ $50 Surcharge.

page 1 of 2
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Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserlL ocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/hchin/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 2 of 2
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KD_4048724_1.DOCX/RSP

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Customer No. 52,450 } Certificate Under 37 CFR 1.8)
} | hereby certify that this correspondence is being
GfOU,O.' Unassigned } filed using the U.S. Patent Office EFS-Web
} electronic filing system.
Confirmation 1063 } on_August6, 2012
No.: }
. . } {Paul Gosnell/
Application No.: 61/598,219 } (Signature)
} Paul Gosnelt
Title of CREDENTIAL MANAGEMENT } (Printed Name)
Invention: SERVICE }
}
Inventors: Neafsey, et al }
}
Filed: February 13, 2012 }
}
Attorney IRND-40 }
Docket: }
}
Examiner: Unassigned }
}

RESPONSE TO NOTICE TO FILE MISSING PARTS OF A PROVISIONAL
APPLICATION FILED UNDER 37 CFR 1.53(c)

Mail Stop: MISSING PARTS
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
The above-identified application was filed on February 13, 2012. A filing receipt
was mailed on March 5, 2012, together with a Notice to File Missing Parts of a

Provisional Application.

The Notice to File Missing Parts of a Provisional Application indicates that, in

RESPONSE TO NOTICE TO FILE MISSING PARTS
Application No. 61/598,219

Docket No. IRND-00040

Page 1 0of 2
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KD_4048724_1.DOCX/RSP

order to avoid abandonment of the application, Applicant must submit a provisional
application cover sheet providing the city and state or city and foreign country of each
inventor and pay the surcharge fee. The provisional application filing fee of $250 was
previously paid.

In reply to the Notice to File Missing Parts, Applicants submits herewith a
corrected provisional application cover sheet and payment of the late filing surcharge of
$50. Also submitted is a three-month extension of time ($1270) up to and including
August 5, 2012, which falls on a Sunday. Thus, the total fee submitted is $1320.

No additional fees are believed to be due; however, if any such fees are deemed
necessary, please charge such fees or credit any overpayments to Deposit Account No.
12-2424, but not to include payment of issue fees.

Respectfully submitted,

/Paul Gosnell/

Paul Gosnell

Reg. No. 46,735

KRIEG DeVAULT LLP

One Indiana Square, Suite 2800
Indianapolis, IN 46204-2079
Tel.: (317) 238-6284

Fax: (317) 636-1507

RESPONSE TO NOTICE TO FILE MISSING PARTS
Application No. 61/598,219

Docket No. IRND-00040

Page 2 of 2
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PTO/SB/16 (12-08)

Approved for use through 09/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
PROVISIONAL APPLICATION FOR PATENT COVER SHEET - Page 1 of 2
This is a request for filing a PROVISIONAL APPLICATION FOR PATENT under 37 CFR 1.53(c).

Express Mail Label No.

INVENTOR(S)
Given Name (first and middie [if any]) Family Name or Surname Residence
(City and either State or Foreign Country)
Jeffrey Neafsey Golden, CO
Rocco Vitali Forli, Italy
Alberto Andrini Faenza (Ravenna), Italy
Additional inventors are being named on the separately numbered sheets attached hereto.

TITLE OF THE INVENTION (500 characters max):

CREDENTIAL MANAGEMENT SERVICE

Direct all correspondence fo: CORRESPONDENCE ADDRESS
The address corresponding to Customer Number:
> 52,450
OR
Firm or
Individual Name
Address
City State Zip
Country Telephone Email
ENCLOSED APPLICATION PARTS (check all that apply)
[ ] Application Data Sheet. See 37 CFR 1.76 [ ] cDis), Number of CDs
Drawing(s) Number of Sheets 11 D Other (specify)
Specification (e.g. description of the invention) Number of Pages 20

Fees Due: Filing Fee of $220 ($110 for small entity). if the specification and drawings exceed 100 sheets of paper, an application size fee is
also due, which is $270 ($135 for small entity) for each additional 50 sheets or fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).

METHOD OF PAYMENT OF THE FILING FEE AND APPLICATION SIZE FEE FOR THIS PROVISIONAL APPLICATION FOR PATENT

D Applicant claims small entity status. See 37 CFR 1.27.

D A check or money order made payable to the Director of the United States Patent and Trademark Office

is enclosed to cover the filing fee and application size fee (if applicable).

TOTAL FEE AMOUNT ($
Payment by credit card. ®

0.00

The Director is hereby authorized to charge the filing fee and application size fee (if applicable) or credit any overpayment to Deposit
Account Number: 12-2424 .

USE ONLY FOR FILING A PROVISIONAL APPLICATION FOR PATENT
This collection of information is required by 37 CFR 1.51. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to

process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 10 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PROVISIONAL APPLICATION COVER SHEET
Page 2 of 2

PTO/SB/16 (12-08)

Approved for use through 09/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Th.e invention was made by an agency of the United States Government or under a contract with an agency of the United States Government.
No.

D Yes, the name of the U.S. Government agency and the Government contract number are:

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card
numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by
the USPTO to support a petition or an application. If this type of personal information is included in documents submitted to the
USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them
to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of
the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of
a patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent {(see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

sianaTure /Paul Gosnell/ bate August 8, 2012

TYPED or PRINTED Name _PaUl Gosnell REGISTRATION NO. 46,735
(if appropriate)

TELEPHONE 317-238-6284 Docket Number: IRND-40
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Electronic Patent Application Fee Transmittal

Application Number:

61598219

Filing Date:

13-Feb-2012

Title of Invention:

CREDENTIAL MANAGEMENT SERVICE

First Named Inventor/Applicant Name:

Jeffrey Neafsey

Filer:

Paul C. Gosnell/George Gray

Attorney Docket Number:

IRND-40

Filed as Large Entity

Provisional Filing Fees

Description

Fee Code Quantity Amount

Sub-Total in
UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Late provisional filing fee/cover sheet

1052 1

50

50

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:




. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension - 3 months with $0 paid 1253 1 1270 1270
Miscellaneous:
Total in USD ($) 1320
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Electronic Acknowledgement Receipt

EFSID: 13429474
Application Number: 61598219
International Application Number:
Confirmation Number: 1063

Title of Invention:

CREDENTIAL MANAGEMENT SERVICE

First Named Inventor/Applicant Name:

Jeffrey Neafsey

Customer Number:

52450

Filer:

Paul C. Gosnell/George Gray

Filer Authorized By:

Paul C. Gosnell

Attorney Docket Number: IRND-40
Receipt Date: 06-AUG-2012
Filing Date: 13-FEB-2012
Time Stamp: 17:49:47
Application Type: Provisional
Payment information:
Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $1320
RAM confirmation Number 5183
Deposit Account 122424
Authorized User GOSNELL,PAUL C.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

e

R

.50



Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document . . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
) 82661
1 2012_08_06_As_Filed_Respons| e 4
e_to_Missing_Parts.pdf y
868feb8afdb01c1819237d4e649b065e249
2c526
Multipart Description/PDF files in .zip description
Document Description Start End
Miscellaneous Incoming Letter 1 2
Provisional Cover Sheet (SB16) 3 4
Warnings:
Information:
32125
2 Fee Worksheet (SB06) fee-info.pdf no 2
99537e27edc320caeb21f0e0fbasfdae 15
Warnings:
Information:
Total Files Size (in bytes); 114786

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
61/598,219 02/13/2012 300 IRND-40
CONFIRMATION NO. 1063
52450 UPDATED FILING RECEIPT
KRIEG DEVAULT LLP
ONE INDIANA SQUARE RO AR R
SUITE 2800 000000055858236

INDIANAPOLIS, IN 46204-2079
Date Mailed: 08/10/2012

Receipt is acknowledged of this provisional patent application. It will not be examined for patentability and will
become abandoned not later than twelve months after its filing date. Any correspondence concerning the application
must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF
APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. Please verify
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Jeffrey Neafsey, Golden, CO;
Rocco Vitali, Forli, ITALY;
Alberto Andrini, Faenza (Ravenna), ITALY;
Power of Attorney:
John Allie--39088
Paul Gosnell--46735

If Required, Foreign Filing License Granted: 02/29/2012

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 61/598,219

Projected Publication Date: None, application is not eligible for pre-grant publication

Non-Publication Request: No

Early Publication Request: No

Title

CREDENTIAL MANAGEMENT SERVICE
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
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of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national

security or the export of technical data. Licensees should apprise themselves of current regulations especially with

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
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State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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