
CREDENTIAL Ml\NAGEf\11ENT SERVICE 

BAC:KGROUND 

The present invHntion genr~ral!y n➔ lat1,:~s to credentials, and rnore particularly, but 

not exclusively, relates to a credential management service. 

VISA EXHIBIT - 1016
Visa Inc. v. Cortex MCP, Inc.
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SUi'vlMAJ{Y 

One ernbodirnent of the present invention is a unique credential rnanage1nent 

service. Other embodirnents include apparatuSta}S, systems, devices, hardware, 

become apparent from the description and figures provided here,.Nitli. 
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BRIEF DESCRIPTION OF THE FIGURES 

The descriotion herein rnakes reference to tilt? accompanvino fiqures vvherein like " ~ V ..._, 

reference nurnem!s refer to !ike narts throuqhout the several views. and wherein: - - - - ~ - - ,_ - - ' 

FIG. 1 is a schematic diacirarn of a svstern. ~ , 

FIG. 4 is a schematic diagram of a system indudinu a cloud credential 

. . 
rnanagemern service. 

FIG. 5 is a f!ow diagram for a technique for enromng a reader. 

FIG. 6 is a flovv diaqrmn for a technioue for enroilinci a riost ,,.__ ·1 .. ,.-

manar1ement service. 

FIG. 8 is a f!ow diagrarn for a technique for sending a credential to a host. 

Fl(3. 9 is a schematic diagrarn of cloud credential manai1ement service. 

FIG. 11 is a schematic diagram of a system including a cloud credentlal 
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DETAILED DESCHIPTION OF REPRESENTATIVE EMBODIMEf\lTS 

For the purposes of prornoting an understanding of the principles of the 

invention. reference will novv be made to the ernbociiments illustrated in tht?. drawinfJS 

unden';tood that no !imitation of the scope o-f the invention is thereby intended. Any 

alterations and frniher rnodifications in lhe described embodiments, and any further 

vvould norrnally occur to one skilled in the art to which the invention relates. 

FIG. "l illustrates a system '100 including a cloud credential rnanagernent service 

·102 that, among other things, comrnunicates information and data to and/or frorn mobile 

devices '104, readers ·iOt3, and other devices 8uch as computers 108 or printers The 

cloud credential rnanac~ement service ·102 rnav aenerate anci deliver credentials ·1·10 to 
- - .,_ - - 4 "'-.ii - - - -

the rnobi!e devices ·104, readers ·10e, and other devices such as computers ·ms. 

Thf3 mobile d1avice ·104 rnay be a rnobi!e phone, such as a cell phone or 

smartphone, a tab!et cornputer, such as an iPad, a srnartcard, er any other type of 

mobile cornpuUn9 device. The reader 106 rnay be part of system for access control, 

payrnent, transit, vendlng, or any other application. f'v1oreover, the reader 106 inciudes 

an NFC system (not shown) lo communicate v,.dth an Near Field Cornmunication (NFC) 

syste1T1 (not shown) of the 1nobile device 104. 

Generally, the credential no is s string of bits of variable length. The longth of 

present application al!m,vs mobile devices 104 to be utilized as a credentfai ·110 for 

4 
Pg. 4



The cloud credential managernent ::;ervice 102 is [;!EHlt"➔ rally implemented with one 

or more servers oxecutinn Ot)eratino loqic: with a nnJCl%Sinu device. The instructions .,__.,. f .,,_,,, - F ~ 

and operatJng logic are defined in the different aspects of the present application. 

Genera!lv, a rJrovider rnakes the cloud credential mam:1qernent service 102 available to ~ - t ~~ 

one or more custorners over the Internet tv1oreover, rnore than one c:ustorner may 

connect to and utiiize the various services provided by the cloud credential 

rnana9ernent service 102 concurrently. It is conternplated, that in some ernbodirnents, 

' t' I t . ~ . J ' .,. • • I d .• creoenJa1 mana9emen. services may iY3 provKieo wn:i1out using a c ouc service. 

The variou8 rnobile d(~vices 104, readers 106, and other devices 108 each 

include components, prograrmnin9, and circuitry suitable to its particular application, 

' I , 1 l , t· • ·t ,.. ' I ' th • t· ' ano a so mciuc e commurnea _ion CffCUi ry operauveiy coup eo eir res.pee 1ve tHHermas 

for cornrnunication over the Internet or NFC {or similar technology) or both. 

The circuitrv in the rnobi!e devices •i 04. readers ·1 Oti. and other devices 108 may . . • 

be configured to provide appropriate signal conditioning to transrnit and receive desired 

infom1ation (data). and correspondingly may inciude filters, amplifiers, lirniters, 

modulators, demodulators; CODEC:1, digital signal processing, and/or different circwtry 

or functional components as 'vVould occur to those skilled in tt1e art to p,~rform the 

desired communication~.,. 

In one nonlirnltino form, the mobile devices I 04. readers -106. m1d other devices - • 

·108 include Gircwtry to store or procesE, information, modulate or dernodulate a radio-

frequency (RF) signal, or the like, or a cornbination thereof. The informaticn may 

include a credential, ldentificaticm inforrrmtion, status information, or any other type of 

infonnation that would occur tlK,se skilled in the art. 

5 
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FIG. 2 is a schernatic dia~Jrnm of a cornputer 200. The cornputer 200 may be 

ono or mon::: servers that are p·art of the crEKlential rnanaqement service "H)2. a mobi!e 
~ . 

device 104, a reader 106, ancl/or other device ·1013. Computer 200 includes a 

.208. In other ernbodiments, carnouter 200 rnav take other fonns. Furthermore. in some 
~ ~ - .... . 

embodiments, computer 200 may cornniunlcate with one or rnore external devices 210. 

Th,~ input/output device 204 rnay be any type of clevice that allows the computer 

200 to communicate with the external device 2·10. For example, the input/output device 

rnay be a NFC system including an m1tt':lr1na and chip, a Bluetcoth system including an 

antenna and chip, netvvork adapter, a network card, or a port (e.g., a USB port, serial 

pon:, parallel prni. VC3A, DVL HDf·:11, FireVVire, CAT 5, or any other type of port). The 

inpu1Joutput device 204 rnay be comprised of hardware, software, firrrn,vare, and/or state 

machines. H is contemplated that the input/output device 204 may include more than 

one systern, 11(3twork aclapter, network card, and/or port. 

The external device 2'l0 may be any type of device thal allows data to be 

inputted to or outputted from the computer 200. For exarnple, the external device 2·10 

may be a NFC system, a B!uetooth system, a reader, a mobile device, a cornputer, a 

server, H handl1eld diaqnostic tool, a controller, a printer, a display, an a!arrn, an 

illwninated indicator, a keyboan:L a mouse, or a touch screen displ3.y, Furtherniore, it is 

contomp!at(~d that the external device 2 '10 may tie integrated into the cornputer 20CL 

For t:1xarnple. lhe cornputer 200 may be a mobHe device, a reader, a server, a handhe!d 

diagnostic tool, a srnartphone, a laptop computer, or a tablet cornputer in which case 
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the display v;ould be an external device 2·10. but the display is integrated \Nith the 

handheld ci!agnostic tools, srnartpiKmes, laptop con1puters, tablet computers, and the 

iike. It is further contemplated that them rnay be more than one ,=:::xternal device in 

communication vvith the cornputer 200. Tl1e computer 200 is one example of an 

externai device 2·10. 

state machine, or a combination c,f these; and can further include multiple processors, 

/l,rithmetic-Lo,g. ic Units (ALUsi, Central Processinq Units (CPUs), or the like. For forms 
- - ~ - JO - - '· ,·. 

of processing device 202 v1ith multip!e processing units, distributed, pipelined, and/or 

.-J J' • d . f t' . ,. 'I +· I ., d ' • ~ '°I" ~ • uec11care, to per ormance o JUSl t 1e operc.uons oescnoe\. nere1n or rnay ,:,e un,1zec.1 1n 

one or more additional applications. In the depicted form, processinr] device 202 m of a 

firmware) stored in rnernory 206. P.Jternatively or additionally, operating lor11c 208 for 

' ..J • ,.._ -•· -"', • t I • • 'I l c• < b ( d • 1 -, 
0 

, I h l processing uevice LV:L 1s a .eas1 part1a1 y cienneo .. y ,1ar ~ '\Nlreo 0~11c or ot1er aruuare. 

Processing device 202 can be comprised of one or more coinponents of any type 

suitable to process the signals received from inputioutput device 204 or elsewhere, and 

provide desired output sil1nals. Such components may include digital circuitry, analog 

circuitry, or a combination of both. 

I t t• • • t' ' • ' I • • • , 'I t' I" ih e ecrurnagne 1c vanely, op icai vanecy, or a conwmanon OT t 1ese orms. ,-w ierrnom, 

7 
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memory 206 can be volatile, nonvolatile, or a mixture of these types, and some or all of 

mernory 206 can be of a portable variety, such as a disk, tape, memory 8tick, cartridge, 

or t!1e like. In addition, rnernory 206 can store data triat is manipulated bv the operating 

lo9ic 208 of proce•3sing device 202, such as data representative of si9nals received 

from and/or sent to lnput!output device 204 in addition to or in lieu of storing 

progran1rning instructions definln:~1 operating logic 208, just to narne one exan1ple. f-\s 

coupled to the processing device 202. 

FiGs. 3-7 illustrate an embodiment of the present application. ,<\s seen in FICi :3, 

credentla!s 302 and readers 304 share a secret key 306. fvloreover, the credential 302 

may be based on the secret key 306. FIG. 4 illustrates a cloud credential managernent 

service 308 that tn:msrnits virtual credentials 302 to a credential host 310, such as a 

mobile device. The credential host ]·10 presents the credential 302 to the credential 

reader r-;ystem 304 for access, payrnent, transit, or any other application. The cloud 

credential n1ana9ement service 308 also cornmunicatEis with the cn~dentlal reader 

now be programrned via internet connections. Keys 30fi and/or 30S) can now be 

rnanaqed in a cloud service 308. The cloud service 30a keeps track of rnatchinn 
v- - --,# 

credential hosts :3"l 0 (smnrtphones) and credential readers systems 304 ,iia intE"rnet 

at arbitrary frequencies. Virtual credentials 302 CfHl be generated and delivered to 

mobile devices 3"10, such Eis srnartphones, on demand. 

8 
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FIG. 5 illustrates a technique 31 -1 for enrolling a reader systern 304 with the cloud 

credential rnanagernent service 308. Operations iliustrated me understood to be 

exemplary only and operations may be combined or divicfr_::d, and added or removed, as 

well as re-ordered in whole or in part. In operaticm 3-12, the reader system 304 

authenticates \AJith the cioud service :308 by tmrmmittin!~ a unique ID and password, for 

exarnp!e. In another embodirnenl:, the reader system 304 may use a certificate to 

, h I -J t t' I ~ > _,., ~ ,,.. t , ' 't ' - '' t t -I ' I i: e c our:; crEK~Em 1a managernent sen.11ce 0U?J ransnms an aw 1errncauon s_aJJS, w11cn 

may include a token, to the reader 304. Once authenticatec!, in op\';ration 3-16, the 

reader 304 then requests to be enrolled with the credential managen1ent service 308 by 

reader 304 rr1ay also send the token to the credential management service '.308 to 

ensure an authenticated communication, In operation 3•i 8, the credential mana[iernent 

S(:!rvice 308 sends custorn keys 309 to tl1e reader systern 304_ Tt-ie custom keys 309 

m;,y be stored at the credential management service 308 or may be generated by the 

service 308 based on:~ unique ID sent by the reader 304, The custorn keys 309 are 

unique to the reader 304. 

FIG. 6 illustrates a technique 3~?0 for '-:mrolling a host :310 with the cl()Ud 

credentiai 1nana~1ernent service 308, Operations illustrated are understood to be 

well as re-ordered in whole or ln part In operation 322, the credential t1ost 310 

authenticates with the ch:)ud service 308 by transmitting a user ID and PIN, such as an 

9 
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private key to encryptidecrypt rnessages ber.veen the credential host 310 and tile c!oud 

service 308. In operation 324, trie cloud credential rm.-ma9errient service 308 transmits 

an authentication status, which may include n token, to tl1e credential host 310. Once 

authenticated, [n operation 326, the credential host 310 then requests to be enroiled 

\Nith the credential rnanagerTient service 3C8 by sending a request along \Nith a specifier 

such as a unique device ID. The credential host 310 may also send the token to the 

credential management service 308 to ensure an authenticated communication. In 

. • , -~ - "' ,I t' I . . ,-, ~- .-. ,-1 • " I l '. l . .., operauon ~;Zt5, Lrte creoen 1a managernem service jLJc senus a vncua crecH:Hl!1a w l 78 

credential host 3-10. The credentia! mana[Jernent service 308 may f:)Emerate the virtual 

credential based on the unique d13vice ID. 

FIG. 7 illustrates a system 3~H) in which a cloud credential management service 

308 shares a secret key 306 by distributing credential-::, and/or custorn keys ·with 

readers, anci systems rnay include a phone :334, an access control ~,ystern 336, a 

biornE:tric device ::I~38, ancl/or a lock/reader 340. 

FIG. a illustrates another embodiment of the present application including 

technique 400 in which a mobile device 402, such as a sn-iartcard or mobile phone. or 

card oroqramminq deviCt3 dovvn!oads a mobile or virtual credential 404 from a c!oud 
~ S,,., .... 

crecJentiai rnanaqe1neni service 406. Operations illustrated me understood to be 

exernp'lmv onlv, and op1erations mav be combined or divided, and added or removed, as 
~- er "' , 

well as re--ordered in vvhole or in part. In operation 408, the mobile device 402 or card 
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programming device authenticates with the cloud credential rnanagernent service 406 

using a user ID and PIN. The user ID rnay be an ernail address, for exarnp:e. T!le PIN 

rnav be a p1assword. Ur.mn receivinc1 an accet)table user ID and PIN. in Ot}eration 4H), 
- t - . . t 

a token, to the device 402. Once the device 402 has been authenticated, the 

communications between the devicf:,; 402 and the cloud credential mana~Jernent service 

406 may occur over secure sockets over the Internet. 

credential rnanagernent service 406 along with the token In operation 414, the 

credential rnanagernent service 4DG then generates a unique diversified credential 404 

using the unique device identifier and a rnaster l<.ey. In operation 41H, tt1e unique 

diversified credential 404 is then sent to the device 402. The device 402 rnay then use 

the unique diversified credential 404 for acce:3s control, payment, transit, vending, or 

any other application. Generally, with tllis rnethocl of ,jeliverJ, credentia!s 404 can be 

secure!y programrned onto cards, phones, and other devices rernotely, rather than witr1 

a c:,ud programmer. 

FIGs, 9 and ·10 illustrate an embodiment of the present application in which 

mar1ae1ement service 504 There are credentials of different tvrJes (e.o,- .. CIS/\, 
- d t ~ - • 

Xceed!D, etc.) and each credential type ha:3 distinct aigoritlitllS which take source 

infonnation and encode it so tt1at it can be transrnitted to a credential host (mobile 

device, e.D .. a smartcard or smmiphone). Moreover, virtual credential Q(3ne1-.0;1tors 505 

generator thEc: various types of credentials 502 supported by tne cloud credential 
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managernent service 504 ThE~ credential 502 is then presented to and rEiad by a 

cEmtral cioud SEHvice 504 rather than on type specific programrnen:;) several features 

rnav be realized. For exarnn,Je. worldwide encodirw schemes can be corn.:,oiicfated into ✓ • J 

one central doud service 504c Rather than creatinq and selllnQ 2 hardware devices that .,_ .._ 

create credentials, virtual credentials 502 can be sold, which are hostecl and de!ivt:..~red 

via a rnobile device such 218 a sn1artphone. Virtual credentials 502 can then be \.Nritten 

to any credential !lost (e.9 .. smartcard, srnartphone, etc). Virtual credentials 502 can be 

cienerated bv tile cloud crech:mtin! mananernent SfJrvice 504 in rnultiµ·,!e forrnats (e.q,. • ...,. .,. - "="'. • ..... 

prox, ~ .. 1ifare, EVI, opticaL .>(ceedlD, elS/.\) depending on the requesting host Virtual 

credentials 502 can be qenerated and encoded for rnu!tiole recJions and localities (e.(L .,.,. - 'I """' ·, -.,_~- • 

Arnfiric;as, Europe, etc.). Customers of the cloud c:rt:sdemtia! rnanagemenl service 504 

[. rl . L - • I ' t· . ,.. fl~- d . can ouy an~, generarn tnese vin:ua cn:.:aen 1a1s :.1dL on , ernanrj 

FIG ·10 illustrate8 a schernatic diaqram and techni,que uslnq system 506. v ~ . 

Operations illustrated are understood to be exemplary only, and operation'.:, may be 

combined or divided, and acided or ren1ov1:1cJ, as weB as re-orclerecl in vvhole or in part 

t. i: -, -- 'd i:: 1 -~ ~ ti, 1 " .J t' • ' • In opera ,cm :JUii, an owner or prov:,er :,.;· u or 11e c,ouo crec.ien iai rmma~;wmem service 

504 creates and maintains custon-1er information m thri! cloud credentiai rnanagernent 

service 504. !n operation 512, the provider 5-10 allocates any type of credential 502 to 

custorners 514 usin9 the cloud credential rnanagement service 504. In operation 51G, 

customers 514 rnay assign credentials 502 to t.md-us1:ffs 5-13 using the cloud credential 

rnanagement service 504. In operation 5.20, the end-u1:-;ers 5·18 may receive 

12 
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In operation t"j22, the end-users 5·i8 enrol! and download credt::ntiais 502 from tht?. cloud 

FIG. 1 ·1 illustrates a schematic flmN diagram f300 of another aspect of the present 

application in which a reader 602, such as an offllne lock, is manageable thrOl!:'.Jh NFC. 

To reset the lock 602, a button on the k1c~{ is pressecl and a rnaster credential 604 is 

presented c!ose to the lock \302 Thtt master credential G04 then becomes the 

rnechanimn for adding nevv access credentials !3013 to the lock. J\fter the master 

credential 1304 is programmed, the master credential 604 is presented to the iock 602, 

then within a few seconds an access credential G06 is presented. The access 

credential G06 is then granted access to the lock 602. 

In FIG. ·1 '1, a credential adrninistration application or app 608, in Uw .. ") forrn of 

operating logic 208 as in FIG. 2, for a mobile deNice, such as an NFC~enabled 

srnartphone 610, acts as both the master credential 604 and several ;c:1ccess credentials 

C06, G·12, a-14_ In one ernbodirnent, to prograrn credentials 60f3, fi·12, 6'14 on tilt~ lock 

602, a srnartphone 610 t~1as the credential administration app f>OS. The lock 602 i:::; 

initialized with tim credential adrninistralion arm 608 on the srnartnhone s-10 as the 
~ ~ r 

master credential 604. Then, access credentials 606, 6'12, 6"14 may be proprammed 

example, the credential administration app 608 on the smartphone s·I O rnay toggle back 

and forth between the rnaster creckmtial 604 and the access credentlais 606, 612. 614. 

In one embodiment an ernaii 616 may bt~ sent to the end-user NFC-enabled phone 6·18 

with a link or instruction to download the access credential 606 frorn the cloud credential 
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management service 620. In another embodiment, an email s-16, containinq the access 

credential 606, rnay be sent to an ern:i,.user NFC-enabled phone a-1 s, In yet another 

administration app 608 on the srnartphone 6·l Oas a card prograrnrneL 

The following are opi':'Jration8 for rnanaging credentials in an offline lock 602 as 

shown in FIG. 11. OpEirations illustrated are understood to be exemplary only, and 

op,s,rations rnay be cornbined or divided, and added or rernoved, as well as re--ordered 

in whole or in part 

In operation t. the credential admini;:;tration app <308 on th1::' srnartphone 610 is 

launched, and 'rnaster credential' ls selected and thEi NFC-enabled smartphone £310 is 

presented to the lock/reader t302. The lock 602 rnay provide visual and auciibh:: 

smartphone 6 -10 first ernulates the rnaster credential fi04, waits for a second or two, and 

then emulates a ne;,N access credential 606. The !ock 602 may provide visual and 

audiblt? feedback that the new access credential 60<3 has been 9ranted access. 

Operation 3 is generally the same as operation 2 except :1 new distinct 'access' 

credential 612 is created. Operation 4 is generally the t,ame as operation 2 except that 

In operation 5, on the credential administration app 608 on the smartphone 610, 

·send credt::ntial to user' can be selected and an email G16 is sent to an end--user 'Nith a 

link to the credential 606. The end--user receives the email f,·16, authenticates, and 

down!or:ids the access credential 606 to their NFC enabled phone 618 from the cloud 

14 
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credential rnanagernent service 620. Operation 6 is generally the sat~"le as operation 5 

except a different credential 5-12 is sent to smartphone 622 via a link in ernail 1323. 

to smartphone 624 via a link in email 625. This aspect of the present application may 

simplify the pror1rammln9 of crffhne electronic locks and sirnpli-fy the distribution of 

credentials to offline lock users. 

VVhile the invention has been illustrated and described in detail in the drawings 

in chmacter, it being understood that only the preferred embodirnents have been shown 

and described and that an chanqes and rnodifications that corne within the spirit of the 

111vention,3 are desired to be protected. It should bf.3 understood !.hat v1hi!e the use of 

description above lndicate that the ff1ature so described rrniy be more desirnble, it 

nonetheless may not be necessary and ernbodiments lacking the same may be 

conternplaied as within the scope of the invention, the scope beinD defined by the 

claims that follovi. In reading the claims, !l is intended thr::it wh1~n won:ts such as "a," 

"an," "at least one,'' or "at least one portion'' are used there is no intention to limit the 

claim to on!y one item unless specifically stated to the contrary in the clc:iirn. VVhen the 

lan~Juage "at least a portiotl'' and/or "a portion" is used the item can inclurje a portion 

and/or t!1e entire item unless specifically stated to the contrary. 
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CLAIMS 

VVHAT IS CU\IMED IS: 

1. A meH1od, cornprising: 

"' L. 

0 
-J. 

enrolling a reader system with a cloud credential rnanagement service3; 

enroiling a host wit!1 the cloud cr.1dential rnanagernent service; and 

transrnitting a virtual credential to the host frorn the cloud credential mana9ernent 

The rra~thod of claim 1, wherein the host is a mobile ch~vic,~. 

transrnitting a custorn key to the reader ~,ystern. 

4. A method, cornprisin[J; 

transmittin~l, with a rnobi!e device, a user iD and PIN to a cloud credential 

nwnagernent service; 

receiving, with the mobile device, an authentication status from t1~1e cloud 

transrnitting, vvith the rnobile device, a device ID to the cloud credentia! 

management service: and 

receiving, with the mobile device, a divr:::Hsified credential -frorn the cloud 

credential management service, 

1 f3 
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5. The method of clairn 4. \Vherein the mobile device is a mobile phcme. 

6. The method of ciairn 4, wherein the authentication status includ,:::s a token. 

7. The metl1od of clairn 6. wt1Grein the mobile device transmits the token v1ith the 

device ID. 

receiving, 'Nith a cloud credential rnanagement service. a user ID and PIN from a 

mobile device; 

transrnitting, with the cloud credential managernent service, an authentication 

status including a token to the mobile device: 

rnobi!e device: 

generating, vvith the cloud credentiai rnanafJernent servicf:;;, a diversified 

credentiai based on the device iD; and 

transrnittini;t with the cloud crech::>ntia! management service, the diver:':;ified 

cH:;;dentia! to the rnobile ch::Vice. 
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9, A rnethocL comprising: 

hosting a cloud credenUal mmHilfJ1:m1ent service over ti·1e Internet; 

providing access to the cloud creclentia! rnanagernent service to a custorner to 

allow the customer to assign a credential to an end-user's mobile device; and 

transrnitting the credential to the end-user's mobile dE.N!Ci":3. 

·10. The rnethod of ciaim 9; wherein the rnobi!e device is a 1nobile phone. 

·1 ·1. The method of clairn 9, wherein the c!oud credential rnanagen1ent service is 

structured to generate credentials in a plurality of formats. 

hosting a doud credential rnanagement service; 

credentials in a plurality of formats; and 

deHvering, vvit11 the cloud credential management service, the credentials to 

rnobile devices. 

13. 'The rr1ethcJd of clairn 12, v1herein the f~Jr111at includes at least ,Jne of prc1x: rv1ifare, 

EV!, optical, XceediD, and e!S/\. 

'14. The method of claim -12, wherein the credential ls structured to be read by a 

reader. 

18 
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·15_ A system, cornprisinff 

a oluralitv of servers havinq orocessinq devices and on1,eratinrJ !oqic in rnernor,;_ 
t .,$ .....,. ~ "~· ,,,_,, ..,_,__ - ' 

wherein the operating !OD!C i,Vhen executed incit.1dfa, a cloud credential 1nanagement 

a customer computer operable to connect to tht'l cloud credential rnana~Jernent 

service over the Internet and assign credentials to end-users: and 

a plurality of mobile devices of the end-users, wherein the rnobi!e dt:Nices are 

structun'.?;d to receive the credentials frnrn U1e cloud credential management service. 

--1 •.;:, _ ,~ ' • • ., ,-, symern, compnsmg: 

a reader couple(j to a door lock, wherein the reader is structured to cmen the door 

lock when a n?9istered credential is 1XE.;sentecl; 

an adrninistrative mobile device including means for selectively transmitting 

vvirelessly a master credential and an end-user credential to the readt:-n to register the 

render to aecept the end-user credential; and 

a server including means for hostinn a cloud credential rnanagernent service, 

wherein the server is structured to transmit the end-user credential to an end-user 

1nob!le device. 

17_ The systern of clairn ·16, wt,erein the mobile device is a rnobiie phone. 
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A n,ethod, cornprismg: 

pro~Jrarnmlng a plumlity of credentials in a reader with a mobile phone: 

notifyinu end-us(Jrs to download credentials fr,-::;rr1 a c!oucl credential rnanaf-)ernent 

service; ancJ 

providin~], vvith the cloud credential rnanagement service, credentials to the end-

20 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

  

National Stage of an International Application under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
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national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
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Approved for use through 01/31/2014 OMB 0651-0032 
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB controt number 

Provisional Application for Patent Cover Sheet 

This is a request for filing a PROVISIONAL APPLICATION FOR PATENT under 37 CFR 1.53(c) 

  

  

  

  

  

  

  

  

  

            
  

  

  

  

Inventor(s) 

Inventor 1 

Given Name Middle Name Family Name City State Country j 

Jeffrey | Neafsey Golden CO US 

Inventor 2 

Given Name Middle Name Family Name City State Country j 

Rocco Vitali 

Inventor 3 

Given Name Middie Name Family Name City State Country j 

Alberto Andrini           
  

All Inventors Must Be Listed — Additional Inventor Information blocks may be 
generated within this form by selecting the Add button. 

  

  

Title of Invention CREDENTIAL MANAGEMENT SERVICE 

  

Attorney Docket Number (if applicable) IRND-40   
  

Correspondence Address 

Direct ail correspondence to (select one): 

  

@) The address corresponding to Customer Number | © Firm or Individual Name 

    Customer Number 52450   
  

  

The invention was made by an agency of the United States Government or under a contract with an agency of the United 
States Government. 
  

人) No. 
    ©) Yes, the name of the U.S. Government agency and the Government contract number are: 
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Doc Code: TR.PROV 

Document Description: Provisional Cover Sheet (SB16) 
PTO/SB/16 (11-08) 

Approved for use through 01/31/2014 OMB 0651-0032 
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number 
  

Entity Status 
Applicant claims small entity status under 37 CFR 1.27 
  

© Yes, applicant qualifies for small entity status under 37 CFR 1.27 

@) No 
  

Warning 
  

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card 
numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required 
by the USPTO to support a petition or an application. If this type of personal information is included in documents submitted 
to the USPTO, petitioners/applicants should consider redacting such personal information from the documents before 
submitting them to USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public 
after publication of the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the 

application) or issuance of a patent. Furthermore, the record from an abandoned application may also be available to the 
public if the application is referenced in a published application or an issued patent (see 37 CFR1.14). Checks and credit 
card authorization forms PTO-2038 submitted for payment purposes are not retained in the application file and therefore are 

not publicly available. 
  

Signature 
  

Please see 37 CFR 1.4(d) for the form 5 the signal. 

  

  

< 
Signature 六 中 /// le Date (YYYY-MM-DD) | 2012-02-13 

7 一 人 

First Name lon / “ Last Name ¥ Allie Registration Number 39088 

( (If appropriate)               This collection of information is required by 37 CFR 1.51. The information is required to obtain or retain a benefit by the public which is to 
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection 

is estimated to take 8 hours to complete, including gathering, preparing, and submitting the completed application form to the USPTO. 

Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or 
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department 

of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. This 
form can only be used when in conjunction with EFS-Web. If this form is mailed to the USPTO, it may cause delays in handling 

the provisional application. 
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Electronic Patent Application Fee Transmittal 
  

Application Number: 

  

Filing Date: 

  

Title of Invention: CREDENTIAL MANAGEMENT SERVICE 

  

First Named Inventor/Applicant Name: Jeffrey Neafsey 

  

Filer: John Harold Allie/Patricia Foor 

      
  

  

  

  

          

  

Attorney Docket Number: IRND-40 

Filed as Large Entity 

Provisional Filing Fees 

Description Fee Code Quantity Amount Sub-Total in 
USD($) 

Basic Filing: 

Provisional application filing 1005 1 250 250 

Pages: 

Claims: 

  

Miscellaneous-Filing: 

  

Petition: 

  

Patent-Appeals-and-Interference: 

  

Post-Allowance-and-Post-Issuance: 

    Extension-of-Time: 
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Description 

  
Fee Code 

  
Quantity 

  
Amount 

  
Sub-Total in 

USD(9) 
  

Miscellaneous: 

  

  Total in USD (S$) 250 
   

  

Description 

  
Fee Code 

  
Quantity 

  
Amount 

  
Sub-Total in 

USD(9) 
  

Miscellaneous: 

  

  Total in USD (S$) 250 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
  

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

  

  

                
  

APPLICATION FILING or GRP ART 

NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSIND CLAIMS 

61/598,219 02/13/2012 250 IRND-40 

CONFIRMATION NO. 1063 

52450 FILING RECEIPT 

KRIEG DEVAULT LLP 

ONE INDIANA SQUARE AC 
SUITE 2800 0000000528535 75 

INDIANAPOLIS, IN 46204-2079 

Date Mailed: 03/05/2012 

Receipt is acknowledged of this provisional patent application. It will not be examined for patentability and will 

become abandoned not later than twelve months after its filing date. Any correspondence concerning the application 
must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF 

APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. Please verify 
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit 
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant(s) 
Jeffrey Neafsey, Golden, CO; 
Rocco Vitali, Residence Not Provided; 

Alberto Andrini, Residence Not Provided; 

Power of Attorney: 

John Allie--39088 

If Required, Foreign Filing License Granted: 02/29/2012 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 61/598,219 
Projected Publication Date: None, application is not eligible for pre-grant publication 

Non-Publication Request: No 

Early Publication Request: No 
Title 

CREDENTIAL MANAGEMENT SERVICE 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
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patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 

protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 

in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 

foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 

serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://“www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 

to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 

call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158). 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time onor after the effective date thereof unless 

it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 

license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 

State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
page 2 of 3
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Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED   

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

  

SelectuUSA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 

for business investment, innovation and commercialization of new technologies. The USA offers tremendous 

resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best 
country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
  

UNTTED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 

  

Alexandria, Virginia 22313-1450 
www.uspto.gov 

  

  

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE | 

61/598,219 02/13/2012 Jeffrey Neafsey IRND-40 

CONFIRMATION NO. 1063 

52450 FORMALITIES LETTER 

KRIEG DEVAULT LLP 

ONE INDIANA SQUARE IOUT 
SUITE 2800 0000000528535 76 

INDIANAPOLIS, IN 46204-2079 

Date Mailed: 03/05/2012 

NOTICE TO FILE MISSING PARTS OF PROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(c) 

Filing Date Granted 

An application number and filing date have been accorded to this provisional application. The items indicated 
below, however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 

required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by 
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a). 

* The provisional application cover sheet under 37 CFR 1.51(c)(1), which may be an application data sheet (37 

CFR 1.76), is required identifying: 

“either city and state, or city and foreign country, of the residence of each inventor. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

* A surcharge (for late submission of filing fee or cover sheet) as set forth in 37 CFR 1.16(g) of $50 for a 

non-small entity, must be submitted. 

SUMMARY OF FEES DUE: 

Total fee(s) required within TWO MONTHS from the date of this Notice is $50 for a non-small entity 
«$50 Surcharge. 
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Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 

P.O. Box 1450 

Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web. 

https ://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http:/Avwww.uspto.gov/ebc. 

  

  

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/hehin/ 

  

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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KD_4048724_1.DOCX/RSP 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

  

  

  

  

  

      

Customer No. 52,450 } Certificate Under 37 CFR 1.8) 

} | hereby certify that this correspondence is being 

Group: Unassigned } filed using the U.S. Patent Office EFS-Web 
} electronic filing system. 

Confirmation 1063 } on _August 6, 2012 
No.: } 

。 - } /Paul Gosnell/ 

Application No.: 61/598,219 } (Signature) 

} Paul Gosnell 

Title of CREDENTIAL MANAGEMENT  } (Printed Name) 

Invention: SERVICE } 

} 
Inventors: Neafsey, et al } 

} 
Filed: February 13, 2012 } 

} 
Attorney IRND-40 } 

Docket: } 

} 
Examiner: Unassigned } 

} 

RESPONSE TO NOTICE TO FILE MISSING PARTS OF A PROVISIONAL 
APPLICATION FILED UNDER 37 CFR 1.53(c) 
  

  

Mail Stop: MISSING PARTS 
Commissioner for Patents 
P.O. Box 1450 

Alexandria, VA 22313-1450 

Sir: 

The above-identified application was filed on February 13, 2012. A filing receipt 

was mailed on March 5, 2012, together with a Notice to File Missing Parts of a 

Provisional Application. 

The Notice to File Missing Parts of a Provisional Application indicates that, in 

  

RESPONSE TO NOTICE TO FILE MISSING PARTS 
Application No. 61/598,219 

Docket No. IRND-00040 
Page 1 of 2
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KD_4048724_1.DOCX/RSP 

order to avoid abandonment of the application, Applicant must submit a provisional 

application cover sheet providing the city and state or city and foreign country of each 

inventor and pay the surcharge fee. The provisional application filing fee of $250 was 

previously paid. 

In reply to the Notice to File Missing Parts, Applicants submits herewith a 

corrected provisional application cover sheet and payment of the late filing surcharge of 

$50. Also submitted is a three-month extension of time ($1270) up to and including 

August 5, 2012, which falls on a Sunday. Thus, the total fee submitted is $1320. 

No additional fees are believed to be due; however, if any such fees are deemed 

necessary, please charge such fees or credit any overpayments to Deposit Account No. 

12-2424, but not to include payment of issue fees. 

Respectfully submitted, 

/Paul Gosnell/ 
Paul Gosnell 

Reg. No. 46,735 

KRIEG DeVAULT LLP 
One Indiana Square, Suite 2800 
Indianapolis, IN 46204-2079 

Tel.: (317) 238-6284 
Fax: (317) 636-1507 

  

  

RESPONSE TO NOTICE TO FILE MISSING PARTS 
Application No. 61/598,219 

Docket No. IRND-00040 
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PTO/SB/16 (12-08) 
Approved for use through 09/30/2010. OMB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 

PROVISIONAL APPLICATION FOR PATENT COVER SHEET -— Page 1 of 2 
This is a request for filing a PROVISIONAL APPLICATION FOR PATENT under 37 CFR 1.53(c). 

Express Mail Label No. 
  

  

  

  

  

  

  

        

INVENTOR(S) 

Given Name (first and middle [if any]) Family Name or Surname Residence 
(City and either State or Foreign Country) 

Jeffrey Neafsey Golden, CO 

Rocco Vitali Forli, italy 

Alberto Andrini Faenza (Ravenna), Italy 

Additional inventors are being named on the separately numbered sheets attached hereto.   
  

TITLE OF THE INVENTION (500 characters max): 
  

CREDENTIAL MANAGEMENT SERVICE 

  

  

      

  

  

  

  

      

  

    

Direct all correspondence to: CORRESPONDENCE ADDRESS 

The address corresponding to Customer Number: 
多 52,450 
OR 

Firm or 

Individual Name 

Address 

City State Zip 

Country Telephone Email 

ENCLOSED APPLICATION PARTS (check all that apply) 

[| Application Data Sheet. See 37 CFR 1.76 [| cpes), Number of CDs 

Drawing(s) Number of Sheets 11 圖 | Other (specify) 

Specification (e.g. description of the invention) Number of Pages 20   

Fees Due: Filing Fee of $220 ($110 for small entity). If the specification and drawings exceed 100 sheets of paper, an application size fee is 
also due, which is $270 ($135 for small entity) for each additional 50 sheets or fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s). 
  

METHOD OF PAYMENT OF THE FILING FEE AND APPLICATION SIZE FEE FOR THIS PROVISIONAL APPLICATION FOR PATENT 
      [ | Applicant claims small entity status. See 37 CFR 1.27. 

[| A check or money order made payable to the Director of the United States Patent and Trademark Office 

is enclosed to cover the filing fee and application size fee (if applicable). 
TOTAL FEE AMOUNT ($ 

Payment by credit card. 全 

0.00 
      

The Director is hereby authorized to charge the filing fee and application size fee (if applicable) or credit any overpayment to Deposit 

Account Number: 12-2424 .   
  

USE ONLY FOR FILING A PROVISIONAL APPLICATION FOR PATENT 
This collection of information is required by 37 CFR 1.51. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 

process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 10 hours to complete, including 

gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the 

amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Patent and 

Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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PROVISIONAL APPLICATION COVER SHEET 
Page 2 of 2 

PTO/SB/16 (12-08) 
Approved for use through 09/30/2010. OMB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB contro! number. 

  

  

a invention was made by an agency of the United States Government or under a contract with an agency of the United States Government. 

No. 

[] Yes, the name of the U.S. Government agency and the Government contract number are: 
  

    
  

WARNING: 
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may 

contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card 

numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by 

the USPTO to support a petition or an application. If this type of personal information is included in documents submitted to the 

USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them 

to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of 

the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of 

a patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 

referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms 

PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

  

  
  

signature /Paul Gosnell/ pate August 8, 2012 

TYPED or PRINTED Name Paul Gosnell REGISTRATION No, 46,735 
(if appropriate) 

TELEPHONE 317-238-6284 Docket Number: IRND-40 
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Electronic Patent Application Fee Transmittal 
  

Application Number: 61598219 

  

Filing Date: 13-Feb-2012 

  

Title of Invention: CREDENTIAL MANAGEMENT SERVICE 

  

First Named Inventor/Applicant Name: Jeffrey Neafsey 

  

Filer: Paul C. Gosnell/George Gray 

  

Attorney Docket Number:   IRND-40 

  

Filed as Large Entity 

  

Provisional Filing Fees 
  

Description Fee Code Quantity Amount 

        
Sub-Total in 

USD($) 
  

Basic Filing: 

  

Pages: 

  

Claims: 

  

Miscellaneous-Filing: 

  

Late provisional filing fee/cover sheet 1052 1 50 

        
50 

  

Petition: 

  

Patent-Appeals-and-Interference: 

  

Post-Allowance-and-Post-Issuance: 

    Extension-of-Time: 
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Sub-Total in 

  

          

    

Description Fee Code Quantity Amount UsD(s) 

Extension -3 months with $0 paid 1253 1 1270 1270 

Miscellaneous: 

Total in USD (S$) 1320 
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Electronic Acknowledgement Receipt 

  

  

  

  

EFS ID: 13429474 

Application Number: 61598219 

International Application Number: 

Confirmation Number: 1063 

  

Title of Invention: CREDENTIAL MANAGEMENT SERVICE 

  

First Named Inventor/Applicant Name: Jeffrey Neafsey 

  

Customer Number: 52450 

  

Filer: Paul C. Gosnell/George Gray 

  

Filer Authorized By: Paul C. Gosnell 

  

  

  

  

  

  

  

  

  

  

  

    
Attorney Docket Number: IRND-40 

Receipt Date: 06-AUG-2012 

Filing Date: 13-FEB-2012 

Time Stamp: 17:49:47 

Application Type: Provisional 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $1320 

RAM confirmation Number 5183 

Deposit Account 122424 

Authorized User GOSNELL,PAUL C. 
    The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 
  

  

  

  

        

  

  

          

  

  

  

            
  

  

File Listing: 

Document gs . File Size(Bytes Multi Pages 
Document Description File Name 人 y )/ 。 。 9 

Number Message Digest | Part /.zip| (if appl.) 

; 82661 
1 2012_08_06_As_Filed_Respons| ss 4 

e_to_Missing_Parts.pdf y 
868feb8afdb01c1819237d4e649b065e249) 

2526 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Miscellaneous Incoming Letter 1 2 

Provisional Cover Sheet (SB16) 3 4 

Warnings: 

Information: 

32125 

2 Fee Worksheet (SB06) fee-info.pdf no 2 

99537e27edc320caeb21f0e0fba8fdae15fb 

Warnings: 

Information: 

Total Files Size (in bytes); 114786 
    

  
This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

  

National Stage of an International Application under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

  

New International Application Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number 

and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
  

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

  

  

                  

APPLICATION FILING or GRP ART 

NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSIND CLAIMS 

61/598,219 02/13/2012 300 IRND-40 

CONFIRMATION NO. 1063 

52450 UPDATED FILING RECEIPT 

KRIEG DEVAULT LLP 

ONE INDIANA SQUARE CA A 
SUITE 2800 000000055858236 

INDIANAPOLIS, IN 46204-2079 

Date Mailed: 08/10/2012 

Receipt is acknowledged of this provisional patent application. It will not be examined for patentability and will 

become abandoned not later than twelve months after its filing date. Any correspondence concerning the application 
must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF 

APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. Please verify 
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit 
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 

to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant(s) 
Jeffrey Neafsey, Golden, CO; 
Rocco Vitali, Forli, ITALY; 
Alberto Andrini, Faenza (Ravenna), ITALY; 

Power of Attorney: 

John Allie--39088 
Paul Gosnell--46735 

If Required, Foreign Filing License Granted: 02/29/2012 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 61/598,219 
Projected Publication Date: None, application is not eligible for pre-grant publication 

Non-Publication Request: No 

Early Publication Request: No 
Title 

CREDENTIAL MANAGEMENT SERVICE 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
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of patent applications on the same invention in member countries, but does not result in a grant of "an international 

patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 

protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 

in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 

foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 

serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://“www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 

to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 

call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158). 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 

LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 

date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time onor after the effective date thereof unless 

it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 

license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 

as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 

respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
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State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED   

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 

from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

  

SelectuUSA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 

for business investment, innovation and commercialization of new technologies. The USA offers tremendous 

resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best 
country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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