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l)escrfpt:ion 
S'17s·"rl"~"~·1· QT? It( .•1~c··1,·sai)j\,:fl'C. ·1)0("'(Jl',-l•·rr~FI" n~"'0 0s1·,·11i)R' .,} 
li..-. .I ~ .... l .. ~-.1-. , • I, , .. ~ .. .. ol I ..... ~ .. "l'\...'-. J~" . ~ " . .. . 1, .. l...r1 ~ ._I. fi .. l ..... ~.l . ~ .1 .. '-~ _ .. . 1. 

\VI-IICH (lUARANTEES .AUTHENTICITY()}" THE 

ELECTI{()NIC ll()ClJIVlENT A.Nll ISSUES CERTIFICATES ANI) 

1VIETHOn OF REG-ISTERI.NG, R.EADINC-~ ISSUIN[;, 

TI~ANSI?ERJ?INf;, A CERTIFICATF~ ISSl.JING· PI{.RF(JRl\'IED IN 

13] 

Tecbni.cal Field 

,·ly1•1a~~ c, ~;rc•·•'Jtl'\ '1•· ... ..1·1 .. 1........ ;.:, .l ~:, .. l " ... 41 '1. ·. 

The pn;~ent jnventinn relates !t) an dedrnnic document repository ~ystern for 

storing ekctronic t.k);..:umenb in a licensed repository and h~dng the e!e<.:trunic 

docurnenb '--Vhen the electn.>nii: documenb a.re needed to be u:c,ed for business, lvfore 
.. l ·i ' .. .. l l .. l ' parncn. ar y, tiw present mvemmn re at...•s to an e .ectromc. conunent repos1tory sy!';tern 

capable of maintaining. authenticity nf electronic docurnents storeJ in the repository 

systenl and issuing a C'.enificate of o.dgilwJ ckK:uments. nK~thods for n.~gister.ing,. 

reading, issuing, and transferring ek;,.:tronic d<.xumt:'.n!S in the system, and a rnettKx.l for 

\Videspread use of Infornw.tlon Technology (fT) has k}d tn a great change in 

business enterprise pn3tesses, Commen.:i,.t! transacfains, such as purchases anJ sales, as 

business fl-m-v innovations, i:..:hanges in .methods and i:..:ontent of transactions, and 

changes in en.terpdse <H.:tivities induding conum.nrk:.atkm \vith custoniers, 

!4! Thi;:.; <:hange had been kd by a shin from use of paper <kxmnents ro use o!' 

dectronic drx::urnents. By prndudng nrnn,~rrn..ts docu.ments .in a.n dectxunk thrrn or hy 

producing numerous doc~urnents in a ixiper form and then converting the s,tnK to 

ele-dr<mk fonn for use i.n bnsine..<;s tht(rngh. for t!Xampk, e.lectr<>nic payment sy..<;ten-rn, 

dectronk: don.nn.ent rmmagernent sy'-"terns, del'.lTonic doe1u.nc.nt exchange syste.ms, a.nd 

the like, process innovati<>11S \Vith an aim of b<:.%.:orning 'paperless' are realized. 

electronic dcx-::m11ents, and use of both paper and electronic ch;Jcuments., 

[fr! First, paper docunK~nts a.ii~ prodw.:.\xl and di,.;;tributed in a paper f<>nn and axe 

ord1.narl!y used by niost peopk The me of paper dr>elm1ents aHows for easy ver-­

ificalion of fr1rgeries and fa!sificittions but is costly in te.n:ns of retrievtd. dbtribmion 

,md stu.rage of the i..kKur.nents. 
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Recently, eh:ctronh..: docmnents have been widely used, distributed and ~tored by 

electronic payrnent sy"'terns, ckx.::urnent 1nanage1nent "'ystem:;, and the like, of 

businesses. TlX:~ tJse of the dectronic chxunierns c,:H1 redm,:t: retdev.:i.I ,;1.nd storage Ci.)st 

and can re:iJize rapid bt1siness pr<xx'.ssing, bnt such electronic dfx:uments can be e;.t-;Hy 

forged, fahified and copied, ln addition, Hw use of the ekcnunit.'. d<.x:1.nnents is affected 

by storage medimn types, 

The w:,e of both paper ckicurnents and eledron.k: doclHIK~nts n:my be frmmL thr 

exmraple, \.Vhen coiuni.cts are 'Ndtten at a bank, \.Vitb a paper doz:unHmt prodtH.:ed and 

scanned tn obtain an electronic dnt.:urnent This use is intended to wive shonc:orning.s 

of the me of paper doc.mYHn1t-. or dectxo.nk zk,cunwnt~ so!dy, hut increases sto111g<.: 

cost due to dual storage, 

A(:('.Ordingly. tlwre is a need for u ;,dmnw capihle of solving the aforerrwnt.lorwd 

problerns and ailov,,iing for efficient ust of dectron.k docm:nents, In particular, there Is 

a need for an ekt.'.trnnk' donmK~nt repository systen1 capable of guaranteeing au~ 

thenticity of electronic docmnents stored therein thffn.1gh rdnfon.:ed S(~c1n·ity, and 

gtH.iJantet.!Lng rel.iable distribution of the electronic docnrnent,; he tween entt=.Tprises or 

individmih~ by issuing an mittwnticity certifii.:ate, 

Disdosure of lnvention 

Technical Problem 
! 11 ! !t l"' an object of the present invention to prnvide an e!ectronic document reJKbits;ity 

{12! 

f ,.-,! 
i.u 

system \-vhich guaxantees m.uhenticity of electronic dtKttrnenrs and issues certiJicaw-.; 

a.nd rneth<.x:b of registering, reading, hsuing, and t.ransfoning the eledronk: docnrnents 

Tcrhnkal Solution 
Aci;:.ording to a first aspect of the present invention, there is provided an electronic 

document repository systen1 connel'.ted to a user ten:nina1 <>Ver a network for 

p.iarnnteeing authNHicity of an electrnnk docm:nent and issuing an authenticity 

t:ertificate, the systein cornprhing.: an authentication rwx:l.uk• for pertixn1ing user au-­

thenticat.ion through a login prnres;,, and rn.ntroHing 11 system azx:ess right depending nn 

a trner vvhen the user connects to the ek't:tronic d(.>Ctm1ent repository system: a reg-­

istration n1oduk l\)r du=.~cking an ,~kctronk docm1K~nJ inforrnatinn package sent by the 

ll:>et. prnducing inet<klata, appending ;:Wthentkathm infonnation to the ekctn:mk 

drn::n.nwnt infonnation package, and registering the resultant dedronic drn.:unwnt in a 

database: a reading moziule for prodncing a reading infonn,1tion paz:kag.e according to ii 

user's reading rig.ht, perfr.irrning security proce~sing on the reading. inforrnation 
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package, and transroitting the resultant reading infrtnTitttion package to the user upon 

receipt of a recpJest frorn the user to read the eledn:mk document; an issuing inodule 

perfrirrning si:~{.:urity processing on the issuing infonnmion pacbgi:~, and transmitting 

the .resuhant i,;,su.ing in.forr.nafam package to the us.er upon rece.ipt of ~111'q1wst from the 

n,;er w i5,;ue the ekctn:mk d.ocurn{'nt; iUld. a certlfk'.,Hion fflfKh1le for i,;sning a. 

{ 14! Prefornbly, in Che mnhentlcaHon mrn.hlle, the trner m.ithenticati(m uses a licensed 

certificate, and the control of the systern 1.Kcess right uses an Access Control 1-jst 

( ACLJ. ln the registration rn<x.iule, the electrnn\c dtx.::rrn1enl sent by the user n:iuy be 

first produced in an electronic form or pn)Juced in an image form obtained by 

[15] Prefornbly, in the reading m(Klu!e, th1:.• electronic t.kx'ument is n~ad in such a manner 

that the user terrninal receives rht.~ reading inforrnatfrm package and outputs content of 

the electronic doctm1ent on ii screen of the user terminal, and the content of the 

l 16] Prefornbiy, the issuing module proch.tcX~$ the issuing information pad.-:.ag<:~ \Vith 

metadata, the ebt::trQnic donrment, a time ~tarnp, and an electronic ~igrm.ture. 

! 17 J Pre:ferably, wh(~n i::;suing the certificme, ttK'. zx·rtifinuion HH)thik generates a unique 

idtintifier of the certificate and a :c;ecutity va1ue kir guaranteeing imegrity of the 

e!ectronir <:kx.,nnH.'.111, the cen.ifa:;:i.te including a nmne nf an i;.;'.'>tR~ requester (a nanu.~ of a 

t'Orporatkm), an idt'.ntlfk:ation nurnber of t11e isirne requester, such as a National !den·· 

tification nmnber, a Social Security nnrnber, etc. (a corponnt.! regi,.,,tration nurnber of a 

corpornti<>n), a serial mimlx~r of tht: .:>ertificme, an issue reqtwst date and an issue date 

of the certificate, a validity period of the certiJkate, use of the n•,rtificate, and 

repository identification informatiort 1n the <.:ertffk:ation module, the certificate ver-· 

ificatinn rnay indude verificatkm of irlfrlfn-iatinn for and ,l fotmat of the lstmed 

certificate, V(!r1ficatinn of fH.lth<:).nti.,.'.ity based on H ve:ri:fo:.,ation rnnh} desz,r:ibed in ttw 

certificate, verifi;,.:ation of a certifk<tte is:)ue Est of the repository sy:";tem, and ver-­

ifkatfon of hitt.~grity of the rnrtifirnte based rm an el.ectronk s.ignatnre, a tirne st,1mp 

! 18] PrtJernbly, the systern fui.tht.~r t(nnprist.~$ a rddevaJ n1(Kh:afo for n!tr.i{~Ving the 

n~gis.tered e"lectronic dncnn:H.'nt fro:n-1 the database \Nhen the user desire-'> to :';earch for 

the electronic Jncurnent, Pmfr.•rably, the ::systein farther cornprise:c, a marmgemt•nt 

module for discarding stored electmn1c doclH'.l1t:\nts or storing the same for ,1 hmg 

period, and transferring the ek>,troni1.:: documents to 1.motlwr storage medium or 

platforrn in th!'.! d.eun.mk t.kK:urnent .repository syswrn, Prd'e.rably, the systern further 
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coi:nprises a trnnsfrr rnodu!e for checking a user's transfer right tr:ansfrTdng the 

registered .dectr<.mi'-'. Joctnnt.'.nt to a receiving .repQsitory fiystern, and discarding the 

ek,;.:tronic d(K'.ument stored in the clatib,ts(1 upon receipt of a reqticst from the riser to 

transfer the registered electronic i:..focument Preferably, the system further i:..'ornprises it 

printer m<.x.luk for '-'.tmtrolling printing of tht~ d.t5dmnic d<.x.:urnent upon recdpt of a 

re.quest from the user to print ek-ctroni .. : do-cument;,; or v11rious certifit:ates, \.Vherein the 

printer rnodu!e check::; a type of a printer connected to the user tennina1 and. perr.n.it::-; 

printing only if the printer is secu.re, 

[ 19] Accx)rding: to a second aspect of the present invention, there is provided a method of 

regh,wring an electrnnk'. document in the ekctronic document repositnry :'\y,,;tern, the 

method. cornprising the steps of: (a) producing, by a user terminaL an electronic 

do{:rnJR~nt inforrnation pm:.kage cont.1in.ing the ekctron.ic docmnent. rnetud.Ha, and au­

thentication information ai:.x:ording to a predetermined infonnation padrnge Man(bsd; 

(b) tr.rnsrnitting, by the user terrnim1l. the elettronk document informatkm package to 

the dertronic doct@ent rep(>sitory system, ;,md. req11,'.sting to register the dei:tr<.>ni( 

d<){:tnrtent; (c) receiving, by the n:,'gistration module, the ekctronk donnnent in­

formation package and perfo.rrnir1g: quality in.~pt~l'.tion on the electronic dncummu rn­

fonnation package; (d) producing, by the registnttion rnoduk, additional metadata, 

appending authentication info.rrnation to the electronic dotument infonnatlnn pacbige, 

and storing the ekx:trnnic clo,;;umeni. in the database; .and (e) notifying, try the reg~ 

btrnti.on n1(XiUh\ the user terminal that the registration bas been completed, 

1'20! Preh.'rably, the quality inspection in step (c) im:hides ,;;hecking for viJ1rnes, ch1:.!Cking 

for errors, and verifying the rnetadata inform~ttkm of the electronic doeun1(~nt describe.ct 

by the user. 

! 21 j Prd\>.rnb1y, the certlfk:ation rnoduk issues the registration certifi,,,:ate to the user 

upQn rnceipt nf a request for i'he registration certificate frnrn the user, 

!22] A;;.,(xJrd.in.g to ~t thi.rd aspect of the present invention, there is provided }l method of 

reading an dettronk docmnent in the electronic do-cu.rnent repositoty systern. the 

rnethod cmnpri~;ing lht! steps nf: (a} reque8ting, hy a user tenninul, lo re,1d the 

electronic .:.kx:urnent: {b) checking, hy a reading n:Kx.fok, a user's reading right; (c) 

pr<.x.lucing, by the reading nKx.hik, a read.ing inforrnmio.n package ac(:nrding to dw 

l!ser's reading t..:'Onditions; kl) peii'on:ning, by th~'.'. reo,drng modl!le, security processing 

on the reading intbnnatinn package to g11arnntN~ mrthentkity of the dettrnnk 

d(x.:.nmi'.!nt; (e) pe1i~mning secudty pnKessing on the reading inftxrnat1on package fbr 

transn1ission and reception, and transrnitting tfa~ tesuk.i:nt reading information package 

to the user teLmirwJ; and (f) reading, by the user tennina.t the ekctronk dtK,nmei:u hy 

WclY of ;.;ontent of the electronic document ontpm on a screen of the user term.inaL 

f'.l1] Preferably, !:>tep ((:} cnmpd,,;e;,; the steps of: initializing tht~ rerding infonnatlon. 
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package; inserting 111etadata nf the electronic doc1m1ent to he read into tfa~ n:.ading fo .. 

formation packag.t~: and nmvert.ing the dettronic docuuwnt to be read thiit l"' stored in 

the de,:tronic i.focnment repnsitot)' system .~\:cording ro a user's n::que~l umditions, and 

in,;erting. the converted electronic doi,.:umem into the reading inforrnation package, 

[24] ,According to a fonrth aspect of the present i.nvemion, there is provided a rnethnd of 

is,,;uing: an <.~lectronk docm11ent in the eie,:tronic d<x:mnent repository system, the 

ffU:!thod comp.rising the $leps nf: requesting, by a user tennina1, to isstH;_! the dect.ronic 

dn-curnent;. ch1:.0cking., by an issuing rnoduk, a trner\; issue right; prodncing, by the 

issuing n1<.xlule, an issuing infiJrrnatinn package; produting, by the certification 

rnoduk•, a. ,:.:e.rtificate to certify tfau the issuing information package h, an original 

document; and performing security processing on tbe issuing inforrnation package and 

the certificate of dw orighwJ do,,:.:urnent hJ.r trn.n;,;rnission und reception, and t.rnnsrnhting 

the $arne to the user tennina.L 

!;SJ Preferably, r.netada.ta, the dcdronk docmn.ent, a thne star.np, and an electronic 

;;ignature are im<.~rted into the issuing inforrnation p~i,,kage, 

!26 l According to a fifth aspect of the preM!fH invention, the.re is pnwkl.ed a rnethod nf 

trn.nsferring an eledni11ic document in the efortronk docmrwnt n . .,pn;,;itrHy system, the 

rnerhod comprising the steps of: (a) requesting, by a user terminal, a spt•cific receiving 

reposit<xy system. to transfer the dedronk: d(x.>rnnem; (h) checking, by a tra.nsfor 

mi.xfak, a user's right;(...:) inq1.iiring, by tfa~ transfer nux.luk, of the re{,eiving repo.sitnry 

syste:in as tn \vhi::~ther transfer of the electronic document is p()ssihfo; (d) sending, by 

the rt~c.eiving repository systern, a respn1.1se to the inquiry to the tnu1,.,fer module; {e) 

\Vhen the tr;:msfor .is possible, trnnsferdng the electronic do'l::ttrnem from the trnnsfer 

dectronk docurrient repository systern tu the n-:Ci!iving dedronic zkx:tim,~nl n:~pnsitory 

systen1; and (f) checking, by the transfer m,:)llule. tlw tnmsfor and recording a transfer 

hi:.,t(H)'. 

Preferably, step (eJ comprlsits the steps of: perforrnlng, by the tnm.sfor module of 

the transfer efodronk docmnent repository systein, security pTt.x:essing fr).r 

transmission a.nd reception and t.rnnsrn:itting the ekctron:ii: document; re,x+,·ing, by the 

re\.::eiving ekctnmk: document repository systen1, the ek!.(.'.tronic. document and 

rx,rfonning quality inspection on the dedronk docmne.nt; and n~gistedng, by tbe 

receiving electn:mk docurnent repository systern, the electronic ;;h)cumenL 

A,ccording !<) a sixth asped <>f the preS1.:.\1it in'-/enri.on, there is pnwkkd a rnethod of 

is~uing a certificate of an. electronic LkJt,ument in the dectronk docurnent repository 

systern, the 1nethod t:nrnp.rising the steps of: (a) reqtit•sting, hy a user terrnin;:.tl, to issu<.~ 

iI cert\fi('.Hte; (h) verifying, by a cenification rnodnk, a certificate issue request: (c) 

when the certifi1..:.ate issue n.•quest can be accepted, pn)UlKing rhe certificate hy the cer­

tifiration m.odul.e; (d) perfonning, by tlw Ct!rtificutkin. ntoduk, secn.rity proct!ssing for 
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tnmsmisskm and reception and tnmsmitting the certificate to the user termlnal; and (e) 

inodifying, by the Ct.~rtificaUon inodule, a ceitific,:.tte isstK~ list and recording a 

,trtifk:;:lk~ h;:;;ne history, 

129 ! Preferably, the certificate indudet:; a registration certificate for registering: ~m 

!31! 

efodronk docmnent, a cerlifkate of a.n origina.l document used for isi>uing an 

electronic drn,.:ument,. a discard cenifircue for di~t:drdlng an elecn·onic dncmnent, an au­

thenticity certificate requ.ired for stQring an dedr<)nk: docw.nent for a lung period, and 

;I trnm,fer ct~rtifi,:ate for trnnsforring a.n e!ectronic docmrient. 

Preferably, step (c) includes. producing. the certifo::.ate by initializing a certificate 

format, inserfrng cenifii:.:ate rdated info.tmation into the .:::erlifkate fonn.at, and 

perfrmning security processing, 

Advantageous Effects 
As de:;-;cdbed ahove, according to the present invention, security of the t'.lectron.ic 

do,!ument repository systern b reinforced to <,ssure authenticity of the electronic 

dncunK~m stored in the system. \Vhen a user l't'.quests to issue a certificate, the :-;ystem 

issues an dectrfmic do-curnem and a ce,tificate nf an original Jo.:::ur:nent, thereby 

guaranteeing reliability and integrity of the electronic document Thus, the user i:.:an use 

the t~lect.ronic docurnent comfrwtably, 

Hdef DescriJJtfon of tht~ Drawlngs 
FR}, l. is a block diagnun illustrating an ekctronic document repository 5ystem 

according tn an exeinplary e.mhodinwnt of the present invention; 

FlG. 2,i i5 ,:i. clas,,; diHgram of an tk(;·tn..mi,: (kx.:lmwnt information package 

tra.nsrnitted by a user, and FKL 2h h; a .dctss dbgrarn of an ek•ttr<>nic. JQct1tnent in--

[36] FIG. 3 mustntks a 1netadma stn.H:ture of a reading information package; 

!37! FKi. 4 is a flo\vchart ilh:rntral1ng H method of registering an electronic docmnent 

according to an exen.1:pfary e111hodin1t~nl of the presem invent.1on; 

FKL 5 is a fln\vchitft lHnstn1ting a method. of reading an ekt:tronic do-cmnent 

[39] FlG. 6 is a flo\Vl'.hart Hh.istrating a method of issuing an electronic drn.:urnem 

{41! 

ae1:.:nrding to an exemplary cmhodimt~nt of the p.rese:nt invention; 

FIG. 7 is a flowchart illustrating a methzxt of tnmsfon-ing an e!ectn.>nic document 

acconfing to an exemplary einbodirnent of the pll~M:int invi::Titi<>n; and 

FIG. 8 is a flov,··chart i1histrating a. method of issu1ng a certifkate of ,:i.n dectronic 

dncu.ment according to ~m exernpfary einb<xlirnent nf the pr<.~s<.~nt invention, 
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Here.inafter, exemplary er:nbodims:,'.nts <>f the present invenfam \YiH be 1:kscribed .in 

detaiL Hovvever, the present invention is not Jimiteu to the exeinplary ernbodirnents 

disck>~:txl bek,\v,. but can he impkrnented in various types. Therefore, the present 

exeinpbry emhodhnents are provide1..1 for i.:.:ompkte disclosurt.~ of the present invention 

a.nd to folly inform the scope of tht.: present in'e/cntfon lo those ordinarily skHled in the 

{44! FIG, l b a blnck diagnu"l'l iHu!:>trating an electron.is:.: doctHTK'.nt n~po::;itury systen1 

accon.Hng to an exemplary embodiment of the pn%ent invention, 

145! Refening to FIG, 1, an ekctronic docmnent repository system 101 is ixmnected to a 

user wrrninal 100 over a net\voi·k, and indudes an authentication rnodule .l 02, a. reg­

istnrtfon n1txh.1k 103, a retrkval module 104, a reading moch.ile 105, an issuing ffiodu!e 

106,. a rnm.mgernent HKKlule i07, a transfer rnodule l.08, a ,:ertifirntion rnndu!e 109, a 

printer 1wxl.uk 110, and a database 111, 

[46] First, the authentication rnodufo 102 perfrirrns user i.Wthentication through a login 

pt(x::e.::-.s wht.'.U the user crH1necrn to the dectronic doeurnerH tepof;itory systern WL ff 

the login fails, the authentication rnodule l 02 notifies the user of an error. If the login 

1::; successful, the authemkat.ion rnndlile 102 approve:"; U:";er access \Vith a differentiated 

system m.:t:.'.<:~'.>S right. In otlKr \Von:Js, the ,n1ttwntiratii)l1 :m(x:iuk J02 c,mtrols ;:Kn~;<;;-,; to 

the registfittion rnndule .!03, the reading rnodule 105, the issuing module 106, the 

rmmagement rnodu!e H}7, the transt\>:r niodule 108, and the certification m.odule 109 

147! The u~.cr m.nhentk:alion n-1ay be performed by ll'.>ing a licensed t::e:rtifo,:ate, When the 

ekt.tr<.mlc document repository syste1n receives a reqne~t fr1r login froin the user, the 

amhenticatinn rnodnle 102 reque1:,ts an extenH:1.:I certified authentication authority to 

check the v;:1Hdity of a user's <:.:ertitkate, Th<:.~ ce.rtified mrtlwntkation ffnthority checks 

the vaiidity of the user's certificate and sends an authenticatkm .result to the dectronk: 

doci:m1ent reposhory system, i\lternmivdy, the authentkm.1on module of the dectronk 

docu.rnent repository system may have a function of verifying the certificate, 

[48] Preferably, the authcntic.:1tkm module W2 n-rnnages users ao:.:et-';s rights by using an 

Access C(>ntrol List CACL), The ACL is a table ~et to infonn im operating system of 

the electronic dncur.nent repository systern of users rights 10 access spfici.fic systen1 

objects., such as direi..:tories or files, 

[49] The registration module 103 registers an electronic document inforrnation pi1.ckage 

produced by the user in the database l 11 of the des:.:tronic docn.menl repnsitory system 

WL The electronic doniment rnay he first produced In an electronic frwrn by the user. 
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Alternatively, the ekctn)nic docurnent may be produced in an image form obtained by 

scanning a paper drn:;urnem, 

\'.Vhen the w;er sends the electrnnit' (.ktcttrnent to the ekt,troni{: dzx:unwnt repm,itory 

systern, the dectnmic <locmnent repository system checks the ekd:ronk do(umi:mt in•• 

forr.nation pm:.:kage, produce~ r.netadata, appends miffwntkadon information such as an 

electronic sigirnture to the electronic docmnent information package, ,md store~ the 

re:.wltant eiedr<mk doz:tnni::·nt in ~t storage nMt:hum, vvhkh guarnntees mithentkity of 

electronic do-c.unwnts, 

[51] FIG. 2a is a class diag11m1 of the ekdronk doc1nxi.ent information package 

forrnation p,Kkag.e stored in an dectmnic do1:.ument repository sys km, The electronic 

the electronic document repository system, In pa.rticufar, the storage mediurn must be 

cornpl.iance equiprnent \Vlth a \\ldte Only Read fdany {WOR?vl) function, .Abo, <Hict~ a 

;;torage period is set, the storage med.inm ~:hotlld not allow for <..kktion, forgery, and 

faisific,1ti<m nf data during the period. 

[52! \'Vhen the user \!;'ants an dt.~i.::tronic docurnent regisis_ond in the eledronk docurnent 

repository system., the n:.trievi:\! module 104 renieves the dectmnic document frorn the 

database. The e.1ectrnnic doc1nrwnt rnay be retrieved by 11sing metadata infntrna.tinn of 

{53! Upon receipt of a request from the user 10 rMd the electronic do;;;ument, the reading 

moduk: l 05 controls and. manages reading r:if the ekx:tronic dncnrnent according tu l:l. 

us<..•r's reading right The dectronk c.k,t:ument is read in a rnarme.r of outputting content 

nf the dectrnnic dncurnent on a screen of the u~er tennfoal l 00 connecting to the 

s:ontent of the elt'.:dronic document front being rnodified, copied, stored, ;.md :Kreen~ 

captun::.d so th~tt authenticity of the electronic d<:icun1ent b guanmteed, Accordingl.y, 

the .reading. nKx.lule 105 pn.xhices a reading inforrnation package according to the user's 

reading cnnditions, ,vith tht~ reading information package prn.:.,esS{!d for rt.\ad1ng 

security by Digital Rights }llanageinent (DR1vl), V/at(:n11<trking, and the like, The 

1.1~ading rnndule 105 abo performs securi.ty pr<.x.:csslng fbr trnnsrnis:,;;.ion and receptbn 

'<-vhen sending the re;_iding in-formation plK,kage to the useL FIG, 3 i!histmtes ,t stn1cture 

of the rnetadarn of the reading information package, 

154! The is.suing rnod.uk 106 serves to control and rnanage issu.ing of the electronic 

document acconJing to a u:-;er's issue tight upon receipt nf ,1 request frnm the u:-;er to 

issue the ehx:tronlc docmnent The issuing module 106 aho serves to prevent and 

verify forgeries and fabifkations of the ekctronk document content upon issuing the 

ekx:.hnnh.'. i'..kx.:urnent The (~lectronic docurnent fa fssued in H nrn.nncr of trnmrniuing an 
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is~uing infrnwation pacbge to the user, An e!ectwmic document having a pub!iottion 

format, such m, r.netc1data, P<xtahle D<x:urnent Fnnnat (PDF\ or an irnage file, and au--

tiJrrnation package, 

!:,:, ] Th,~ issuing rnnduk .l 06 inserts a tirne stanrp and an electronic l'iignature to prndu<.:e 

the issuing informa.tkm package, and perfon11;,; secm'ity processing for tnmsmh,$ion and 

reception to trnns.mit the issuing information package to the u:-;er, Preferably, the ti.rne 

stamp nrn.y confonn to a KS X ISO/IEC 18014 "tiffie--t";tarnping" standard, and the 

ek'.dronk: signarnre nrny be produced hy using a ha:c;h a!g:orithrn :-;uth as SHA-I and 

SHA--256 or a.n encryption ,1lgorithrn. snch ,~s PKC#7. ln ,1dd1don, the security 

processing for tn.msinission and reception is intended to transmit and receive a rnessage 

r.lo::on:Jlng to a stan'-hmlized prrx.xxlure and rne1hod and by rising HypetText Tra.nsfer 

Pri:>tocol (HTTP), Sirnple Object Access Prntot'o:! (SOAP), Fik Trnnsfor Protocol 

(FTP\ and the Hke, The :.'l(X'.U.rHy p.rncessi.ng for tmnsrn.bsion and receptlon rnay 

include ,,onfidentiaHty :md integ:riry prncessing for trnnsr:nitkd "rnd received. n1ess.ages, 

<,Uth as a Virtual Private Ni.~tv-10.rk (VPN). and t:rnnsm.bsion :c,ecutity pnx:essing for ;1 

network path,. such as a S(~cure Sockets Layer (SSL), 

[56] The mam1gement module H)7 perfornis pn:.x:essLngJor discarding electronic 

docurnents stored in the ele.ttronk tlorurnenl repository syst(~rn or :4nri.ng the sarne for 

a long perkxL Th<:~ nianagcmem m.oduk 107 aho transfers the ehxtronic documents to 

another :-;torng1:.~ mediurn or platforrn in the e!e1:.:trcmic docurnent f(~po:frtnry syr,tenL 

1'57! The pnii;.:ess t>f disctu-ding the ekctmnk d.(x:nm·ei.:ns includes comp!ewly di.,;carding 

the electronk do<.-uments in the database not to be restored and reeorJing a discard 

history ,.vhen the user reque:.:;ts to ;:.h1sul.!'d the electronic docurnents. lf a storage perind 

h,.lS been set f<>r the ekx:tronk docmnent, the rnanagenx~nt module 107 notifies th,t user 

of this fad \.Vhen UH.~ storage period has lime reu1.1ining, and discards the dect.rnnic 

document \,.,hen the storage p<:Yiod has expired, Upon receipt ofa request from the user 

for l.on1r-terrn s.toragc of the ek•ctronk document, the 1n.anage1nent rnoduk records 

rnetadata in.fonnadnn :tW(!fkd for kmg-tenn. sto.rng{~. The rn.anagernent module n:w:y 

transfer the electronic thxument Inforrnatim1 package to a secondary storage device 

and nx:ord a iung•tenn storage history, lf necessary, 

Upon receipt of a reqnest from the user t<> tnmsfor an electronic dncument, the 

a receiving repo!>itory sy~:te.ff1, and discards the electronic d(x:urnfmt~ flX)ff! the transfer 

repository system, The electronic dorurnent is transferred by standard. protocol and ,:t 

, J , ' J , ·1.-1 k l r J ' , l l rnessagrng n-ti:1.11ner, a.mi it rn (iesu11u e to ·eep p. attorn:-i a.nu language UK epenc em:.e 

het\veen the reposit<xy systen1s, 

!59] Tht~ certifkation nioduk W9 issues a (:ertificate 1n the user or verifies the issued 
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certificate. Examples of the (:ertifkate inclw.k a registration ,,ertifk.ttte for registering 

an electronic docur.nent, a certificate of an ndginul docurnent used for bsuin,g an 

thenticity certifi;;.:ate required for moving an electronic doc:ument to a storage medium 

or a pbtfnrm. a transfer certificate for trarrnferring an electronic don.nnent, etc, 

!60j When issuing the ,:ertitk.me, the certification module 109 generates ;;1 uniqm_>. 

identifier of the certificate and a security value Ji.Jr guaranteeing integrity of the 

electronic dcx~.unwnt, and i.lppend~ an ekctrnnk signature proving an i~:sne mHhndty 

and a cei-tificate i1,sue time. Prefr•rably, the certificate incfode~ a narne nf an isslll'.'. 

req nester (a na.trH} of ,1 corporation). an identific,itlon number of the issue ft.!qttester. 

such as a National Mentifkatlnn nurnber, a Srn:ial Security number, etc. (a corporate 

regi~tration nn.mber of i'.l corporation), a ~eriu} nurnber of ttw cerfrflcate, an issue 

rtquest date and an bsue date of tht:.' Ct'.rtifi,:>ue, a valklity period of the certificate, use 

of the <:ertificate, and nipo:.'litu1y ilknfrficmiun infonnatlon. 

!61] The certificate verifi;;.:atlon includes verifkmion of infornu1tion for and a. fonna.t of 

the issued certitkate, verification of :.mtht.~ntkity based on a verification route 

i.kscribed in tht.\ ct.~rnficate, verification of a certificate i%t:ie list nf ttw n}p01>itory 

systern, ,rnd verification of integrity of the certific,ue based on an electronic si_gnatnix\ 

a tinit.! stanip value, a hash value and the 1ih~ de:Krlhed in tht.~ Cl'.~rtil'kate. 

The printer module 1 10 controls printing of the dei.:tronic docmncnl \vhen a user 

!u.tving a print right requests to print the electronic document 'Nhi!e reading the 

electronir <:kx.,nnH.'.l'll, a.nd controls printing nf the ekcrronic ducurnent ,rnd varkms cer­

tificaws v,:hen the user prints the bnied e.!ectronk docmnem and the cenificatei,. The 

printer mrnJtik\ 110 rnm;t check a typt, of a printer cnimected to the riser terminal and 

pen:nits printing only \vhen the printer is secun.•. The printer rnodule l l O pz•rfon:ns 

security pnx:es:~ing such m, 2D bar code pnx.:l'.~~sing ,vtwn Hw electronic document is 

printed by the u.:ser tenninaL 

[63] lVleth<xls by \Vhk:h the user re,gister>s an electronic document, a 1nethod by \Vhlch the 

us~~r n},1ds the dedrnnk, docmnent, a HH}thod for issuin~? the ekctro:nic docurnent to the 

user, a method for trnnsfr.•rring the dectronk dcl(.:urrn."-nt, and ~i rnethod fzx h;suing a 

cerfrfkate of the dectr<mic docrnTk~nt \.Vln now he ,fosnihed \-Vhh reference tu FfGS. 4 

[64] HG. 4 is a lfo\vchart Hhist.rnting H rnethod of IT!gistering an dectnmk docll!Jll'.'nt 

accordi:ng to an exemphuy ernbodiment of the present invention, 

! 65 l Referring to FIG. 4, a user pn)dnc-es an eb.::tmnk (kx:mnent (S400) first. Jt \Vil! be 

form, or may be produ('ed in an image forrn obtt,ined hy scanning a paper doi:unwm. 

[66] To .registl'.~r thi:s produced dectmnic document in ilie ekctro.nk docunwnt rf~P{J$itory 
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systern, the user then pn)dnct$ an de1.,tronic docmn,~nt infnnnalinn package containing 

an electronic docur.nent metHdata, and ,mth1:.\ntkation information" such as an 

de,;.:tronic signati.ire, according to ,t prt:detennLned infornwtion packag(~ standm::d 

ck'frrn.xl .in the electronic docmnent n'pository systern {540 l ), 

!67] Th,~ user then trnnsrnHs the dm:.:!Tonic docmnent in.forr.nation package to the 

ele<:tronic drn,.:ume:nt rep()sitz)ry system over a net'>vork by w:;ing the user terminal, and 

i.i~quesrn the reg.istntt.ion i:noduk 103 of the dei:.:tronic docunK~nt repository systern to 

register the ek!t.'.tn:.mk: donirnent {5402), Of course, the user nee(h: to t.'.Om1<.~ct to the 

ek•ctronk: docum.ent n'.'pt}sitory system and pass a login pr-o<:ess in order to make a 

request for n.~giMration of tht.! electnm1c docu.rnent 

!681 The registration mndule 103 then receives the information package and performs 

quality inspection on the inforrnation p,:tckuge (S.403), The quality inspection indudes 

checking for vin.1M.~s (lJld errors, and ·veri(ving meta.data infornui.tion of the e!ectronk 

dneurnent described by the u:.,;er, \Vhen the informatfrm package does nut rms:.,; the 

quality im-;pection, the reg:istrntion module 103 rnay notify the user of this fact and 

ii~quest suppkrnentatio.n t<)r pa%ing the quality ins1x~ction, 

[69 ! The registration rnodule l 03 then prudw::e8 add1tio1u.d rrietcuJ.ani, appemfa au-

thentication inforrnation assot.:iated \Vitl1 the elearonic dtKumenc ,:tnd stoH~s the 

efoctronk docmnent in the databa:';e (S404L Ttw ,.n.ithentkatinn infnnn.atinn nu.tv he a ,' ,.. 

time stamp, an ekt.'.tronk: signature, etc A dass di.agnun of tfa~ electronic docun:wnt rn­

fonna.tion package \Vlth the additional rnetadma it, shown in FIG, 2b, 

t'ertificate {5405). H' the user requests the n:'.gistration certificate, the ceri:ifica.tion 

rnodnk! 109 i~sues the registration certificH-K~ to the user (S406). 

! 71 j Fini!ly, the regfa.t.rntion m<.xlule 103 notifks the usz~r that the n.•gistradon has bt:en 

sxirnpleted (S407). 

!72] FKt 5 is a f!o\vi.:haJt illustrating a method of reading an electronic docucoen.t 

according to an exeinplary emho<linwnt of the present invention. 

First, thf~ user cnnn€5Cts to th€5 ilectmnic docu.ment n}pository systtm and n.'.(fllf!slS to 

read m1 electronic d<)cmnent ($500), ln this caM.', the user rnay d.esigmue reading 

conditions for the dectronk: docmnent 

[74] The reixHng module !05 of the electronic document repository systern then checks .a 

HSt!r's rending right {S50 l} If the u:c;er has n<) right to read the {!-kctronk docurnent, the 

n~ading n-Hxlule notifies the mer of an error (5503), 

! 751 The reading modufo 105 tht•n pnxlu<:t>:, a reading info1Tnath)n packa.g:e according to 

the u~er's re,1ding cond1tiom {5504), The reading 1nfornwtion packagi~! is prodtK,ed by 

initializing a reading infrirmation padage, inserting: rnet;:tdata .into the reltding in­

forrnation package, (:onV{!rting a.n original ekctmnk tkx.:urnent stored in !he.~ electronic 
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d(K~mm~nt repository syste1n a<.x:ording to a use.r's request conditions, and inserting the 

conVt.'.rted .dectronfr; doctnnt.'.nt into the reading inforrn,HiQn package. 

The re~iding n:KKfok 105 then perforrm; re,:uling security· pn)ressing., such ,:ls Digital 

Rights IV:hlirngem.ent {DRJ\:1), watermarking, and the Hke ()n the reading information 

packag1:~ (S.505}. Tfan Is, it is fWt:::esiw.ry to prevent the conte.nt of the dedrnnk 

d<.x.umt~nt frorn being inodified, copied, Stored, and screen-capnin'.'.d ~.vhen the U:'>er 

reads the ekttn:mk doci..nnent so that authentidty of the eledronk docmnent is 

gtw.nrn teed. 

The reading ffHJdule l 05 then perfi>rrns security processing. nn the reading in­

formatio-n pat:::kage for transmisskm and nx:eptinn, and transrn.its the result:mt rn­

forrnation p,Kkag.e to the user (5506). 

The W!it.T then reads the ekctronk document hv W<'J.V of con.tent of the dectronk: ,. ,, 

dot'urnent output on ;:t stTeen of the user knn.imtl 100 (S507). 

[79] FIG. 6 is a flmvchan Hhistrating a rnethod of is:-.u.ing an electrunk document 

according to ~m exernpfary einbod.iment of the prz~sem invention, 

! 80l Referring to FJG. l\ the u:-.er connects tn the eledn>nk donnnent repository 1:,:tstern 

imd reque:-.ts the dectroni;:; drx.::um,~nt repositnry system to issue the ekt:::trnnk 

dncum<:~nt fS600), In this i;.:<tse, the ust::r may designate a.n electronic d(K'UJnent issuing 

conditions. 

!81] The issuing .module 106 of the ckx:twnic d(>n1ment repository syswn1 then tlKcks a. 

user's right (S601). lf the user lH.t-; no right t() receive the electron.le document, the 

bsning rn<x:iule !06 notifies the user of an en-or {S603) and the process stops. 

!82] The bsuing mndul.e .106 then produces an isstiing information package (5604). An 

dectronk drn.:urnent having a publication frmnat. suc:h as metad.au, PDF, or an irnag:e 

file, and autlKnticmion information such a.s an dectr<>nk signamre are inserted into the 

issuing infrmnation package, ,A time starnp and afi electronic signature are aho inserted 

into the issuing information package to prevent forgery and folsificadon of content of 

the eledr<.>nk d<xument 

!.83] The ;:;ertifit'.ation n-1odule i09 then prod11ces a C{!l'tifii.:.,aw HJ certify lhat Hw .is~ming 

infonnation package h an nriginal docmntnt (S.605). After issuing the certificate of ffw 

original drx.::ument the certification moduk l.09 fnay recnrd an .issue hist<.rl)' to the 

issue fot. 

[84] The certifkatkm inodule W9 then per.forms security pn:x.:e%.ing on the issuing in-

fonnmion package fi.)r tra.manisskm and reception and the certificate of the original 

d<Jcument and transn1its the :-;ame to the user (S606), 

[85 ! FKt 7 is a flowchaxt mustrat\ng a method of tni.nsferring an dcctronk document 

according to an exe1nplary embodiment of the pre~,ent invention. 

[86] First, tlw user /\~quests th~~ ekcrr,mic .:kx.:urnenr repnsfrory systern to tnrnsfer the 

Pg. 208



13 

electronic dix:ument to a specific receiving repository system ($7001, h h cornmon for 

the user to requt.•st tn trnnsfer the electrnnll'. dncmnent, hov,,,ever, the electronic 

do;:_:ument repository system storing thz~ det;tronk doz:urnent may itself determine H) 

transfer the detJronk d.ocmnenL 

!87] Th:t.~ transfer nKx.hik 108 of the ekdrnnic ;:.kx:urnem repository t~ystern then d.wcks 

a user's right (570 l ), ff the user ha;.; rn> right to transfer the electronic document, the 

transfr.<r rnodull.'i W8 notifa•s the ust.•r of an t.!rror (S703) and the process ends, 

{88! The transfer 1wxluk 108 frwn inquire;.; of the receiving repository system a;.; to 

whether trmbter of tbe ek•t:tronk d<)CLHTJent h possible (S704). The recei\·ing 

repository systt~m sends a respom~e to the inquiry to the tnrnsfor module 108 ($705), lf 

the transfer is not possible, tht receiving repository systt~m notifies the transfor module 

108 nf an error (S707), 

If the transfer is possible, the transfer rnodu!e W8 trnnsfors the electronic (kx.,mnent 

frnrn the trnnsfr~r eledronk drn:::nmenl repository sys tern tu the rt}i.::elving electronk 

d(x:.ument repnsitor:y systein (S.708), Spedfk:idly, the transfer module 108 of the 

tr~nsfer electronk lkicurnt~nt repos.it<Jl)' systt.m1 fK~rfnnns St!curHy pnx:essing for 

trn.nsr:nission and reception to transmit tbe efodronk docmrwnt intbrm.ution package 

together with related inkirmmion, such as a certificate ,±nd history information. /\c• 

cordingly, the receiving electronic tloi.::urnent repository systern pt•r-fr.n1-rrn a receiving 

process on the de(:tronk: docmnent Thm is., the nx:eiving ekcrronic docum(:;fH 

repository systern receives the electronk dotmnent infon:i:1atkm package and the 

related information, performs quality in,..pection for suitability, Hnd then registers the 

elettr<)nic document information pttcka.ge. 

[90] The tn.rn,,;fer nxxlub nf the transfer de('.tronic drx.:mm.!nt Tt.!positnry sy,..tem then 

··'h<';,i-~ ,.}-,,, tr,•i1s·i"'l' ,~.",.1 l''"'~')'v~~ ·" i'l'"l1Sr;,., 1'J'~t')"'-' {Q.~'{)'.l) 1t·· ;•!,» ll~'~" ,i••.s1·;-,:,,~ '1 h••:i11 <si''"' ,.-,.,,._."y-.•l\ .. ,· -t.~t..,., . .,,e.(, .., ...,. , ... ~~,J ....,. ....... , .1s,J .. ~{_ .._ . . ,,.,:t.. .., J,-....,11 -~ -t.:, .,,:;,~l i.,\-> !\,., .. ~ t q.~~,.- ......... >. 1,.." • .._ -t-.., {..:. t-S'\."- x,. vs 

cerfrfiune, ifo.> certifii.::afinn rnodnfo 109 pmduces dw tr;:.n1sfer certifirn.tt~, is:~ue,,;, it to the 

user, ~md records a (:ertificate issue history, The certification m,:xiule of the receiving 

electronic d{x.>Hmt'.~nt repository systen1 issl,t.'s a registrafa\n certifki.ne to the user, 

!91] HG. 8 is a fk)\Vchart Hfost.rndng a Hl{!thod of issuing a certificate of an ehxctronic 

d(>eument tl,ccording to an exemplary ernhodirnem of the prt~~;.ent inventiort 

! 92. ! First, the u::;er requests; the (:ertification module .I 09 of the dectronic dnoirnent 

repo~;.it<.xy system to issue a ,,ertifk.ate ($800), Examples of the certHica.te indude a 

registration certificate thr registering an elt'X:tronk dotumtmt a certlfkate of an 

origlrwJ document used for issuing an electronic d(x:ument, a di~;tard certificate for 

di;:;car<ling ;:tn electronic document, an amhentidty certificate required for moving an 

e!ect.ronic docmraent to a storn.ge rriedlum. or a pbtfonn, a rransfer certificate.~ for 

transferring an electronic doctffnent, etc, 

[93] Upon nx:eipt of the rnquest for the t:enitkaw, the ce.rfrfkatio.n rnodule 109 verifies 
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the request (5801 \ If the registration ;,.,ertificate is requested, the certifkation rn<.xtule 

109 issue:;; the regist.rntkm 1:x'.rtifkate only if the user has a rlg:ht to regi:;;ter the 

ek,;.:tronie d(K'.ument lf the eertifi,:aw issue requ(:~st ,,,umot b~~ acq~pkxl, thf~ cer~ 

tifi;,.'.ation 1nodule l 09 notifies the user of an error (5803). 

[94] l.f the l'.ertitk,1te is:.'lne request .is iu.:::,x~pted. rhe certifkation nKx.luk 109 pn.idw::es a 

certifo:..0ate {5804,), The ,,ertificate may be pmdnced by inifothzing a certificate format 

iru,wrting cenitkme related inforrrmtion into the Ct.'.rtifix:ate format, and perhwrning 

name of ,1 cotp:}nlt.ion), an identifk,1t.ion numher of the .issut requester, s:ud1 as a 

Na.tiona1 Idcntifkadon .mm:1.ber, a Soch1! Se<.:urity number, eh:\ (a corpora.it: registration 

nmnber of a cnrpornti<}n), a serial number of the 1-'.ertificate, an issue request date and 

tm .hsue d'°.tte nf the ci:.~rtifi.caw, a vafa!ity period of the certificate, use of ttK~ ecrtifi,'.Htc, 

and repfhitory identifit:;_ttion lnfo:nnation. 

!95] The <.:ertificatkm inodule 109 then performs security pn.x.:es:-;ing for tn.u1::,rrd:s3ion 

and re<:eptfon and transmits ~i <.x>:rtifo:.:,u,'. m the n;,;er (S805 ). Finally, thf'. certificmi<>n 

inodule .l 09 rnodifies the (Xmificate fasue list and recon:fa the .certificate i%ne hist<Jry 

(S806}, 

[96] \Vhile the invention has been sho,vn and described ,,vith reference to certaJn 

exemplary t.Tnbod.in1t.·nt~ thereof, it v,dH he understood by friose ski!kd in the an th,it 

various changes in fonn and i.k>:t,~ils may be made therein ,vithnut departing from the 

spiri.t ~md scGpe of the invention ~ls defined by the appended claims. 
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A.n elei;,.:tronic drx.:~nmm:t repository sy,,,;tem connected to a m;er terrnirwJ over a 

net\vork for guarantee.Ing authenticity of an electronic docunK~nt and L:;;;;uing ~m 

authentidty certificate, dw sy~kn1 cornprising: 

an authentication module thr performjng user a1Hhent1cation through a k)gin 

nmnects to the i'..'kctronic dnnunl'..~nt n.Tosiiory systern; 

a registration mrn:.hile for checking ,u1 electnm-h:: docur:nent information package 

sent by the user, prodwjng metadata, <:ippending authentication inforr.natfrm to 

the dectronk'. d<:K'ument information p;.:i.ckage, and. registering the resultant 

electronic drn:urnent in a database; 

<:i reading rnnduk for produdng a reading inforrnation package according tn a 

user's reading right, perfonning \tx:urity· prnl..'.essing on the reading information 

package, and t.rnnsrnitt.ing the rtsuharH. reading inf(mnatlnn fHK:k<'1ge to the mer 

upon rt.'ceipt of i.t n:'(.p..lest from the user w read the electronic ,kK'urnent: 

an hsuing rnodule for prodw.-.'.ing an i('isuing infhn.natkin pw:.:kage accnnJing w a 

user's i,,;sue right. performing security pmcessing on rhe issning infornrntion 

paclGlge, ,rnd tranwnitting the restiltant issuing informafam package to the user 

upon receipt of a request froni the user to is,,;u,~ UK~ t~lectrnnk docurnent; and 

;J certifo:.ation n1<.xlule for is~nirn1 a c'.ertificate of the electronic document to the ,_ 

The t.ystem. <.)f chlirn 1, \Vherein in the authentk:ation module, the user au•­

thenticatinii uses a hcensed certifkak\ and the cnntl'ol nf the ,,;ystern m::ce:.,s right 

uses m1 At:i;x~ss Control List {ACL), 

The systein of dairn L \-vherein in the registration rnoduk~-. the electronic 

dtKument sent hy the user is first pnxhiced in an ek,,tronic form or in an image 

fnrm obtained hy scanning a paper document 

The systern of da.Lm l, further comprising a n1tri,~v,tl rrn:xlnle for retrieving the 

registered eb.:tn)nic document fn)ff1 the <hta.base \Vhen the user de5ires to search 

f<.K the dei:tronit: document 

The system of dairn "l, \.vhcreln in the reading .nHxluk, the ekctro.n.ic docmne.nt is 

read in 5uch a rmwner that the user ten:ninal r,'.cdves the re~tding infonnation 

package and outputs content of the ekctrn.n.ic drx.:urnent on a scrnen of the us,~r 

terminal, and the ;;.:ontent of the ekctroniz: docmnent is _prevented from being 

mo<lmed, copied. stored. and :;;creeiH:aptured \Vben read so that authentkity of 

the electronic docurnent is guarnnteed. 

The system of cfaim l, \Vherdn the t%uing module produces the hsuing in-
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The syswtn of chim l, forther ,,omprising .t n1,uwgement rnodul1:} for dis .. :arding 

sto1-.:.xi ek•ctr<>nic documents or storing tht! samt'. for a long period, itnd 

transferring the dectn.mk drx::unx~nts tu another storage medhnn or platfnnn in: 

the ek,,tri:>nic d.:.>cument repository sy;.;tent 

The sy;tem of daim 1, further cumpr.b.ing a transfer inodul.e for checking a user's 

trnnsfor right,. trnm,forring the registered e1ecn-onic docmnent to a re,'.dving 

repo~in.1ry sy,ne:rn, and discarding the electnmit.: docurnent stored in the database 

upon recl'.~ipt of a request frorn the user to tnrnsfer the regi:i.lered dectronk 

dot·urnent 

lW)duk generates a unique identifier of the c.ertHicate and a security value for 

gnara.nteeing integrity of the e.ledron.ic docuHU:.'.nt, the certifk:ate .ind ud.ing a 

name of an is;.;lie n.'.qtH.:ster (a name of a corporation), an identifit'a.tion number <>f 

the .issue reqnt~:.,;ter (a C<HJX)fnk tc.!,glstratkm nurnber of a corporation\ a serial 

number of the cerHficatt.\ an i%t1e n.~qne:c;f date and an i:,,:c;ue daA~ of the 

certificate, a vi:\lidity period of the cenificate, use of the certificate, .. rnd 

repn~itory identifii.:.:adon infnnnation, 

The system of ,.'!aim 1, \.Vherein in the certification moduk, the cenific1te ver­

ification includes veri.tkm.ion of inf<>iTrH-ttion and a forrnat of the isfiueJ 

certificate, verificati(J\1 t)f m.rthemicity based on u verification route described in 

the ce.rtificate, verification of a ce,rtificate isime lbt of the repository system, and 

verification of integrity of the rertificate based on an electronic signature, a time 

The syi'item of daim 1, fltrtht-;r romprbing a printer rno<lu.le fnr controUirtg 

priming of the electronic d<)cornent upon receipt of a request from the user to 

print {'.!ectronic drn:;urnems or varinm, c.e.,tificate~., \Vherein the printer inodule 

.:.:hecks a typt~ of a. printer ('.OlUJ.eded to trw user w.rm:imll and permits printing 

only if the printer is se,:ure, 

A .method of n:~gistering an dedronk docmn.ent in the de<:t.ixmk docu.mern 

repository ;.;ystem according t<> dairn 1, the rnethod comprising the ;.;tep;.; <:>f: 

(a) prodrn.:ing, by a user tenninaL an electronic document infonnatim1 package 

containing the electrordc document, mew.data, <'tnd authe1Hkarion infrmx1ation 

"1ccnn:hng to a pre:dett:!rnfrned infonnatbn piickagt:'. standard: 

fo) trmNn1ining, hy lh.· user tei~minal, the dectronk docnrnenJ informa.tkm 

package to the electronic document repository syste.m, and requesting to register 
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(c) receiving, by the registnHkm module, the e1ectronk document Information 

package and perfonning quahty inScpez::tion on the electronic docurnent in, 

lonnatton fH:l.t'.bg1'.;. 

(d) producing, by tht:! registration module, additional rnetadat;:t, appending. ;:lll·· 

thentkafam. hrfonn,1tion tot.he ekctro.n.k docunKm.t infonnarlon p:a('.kage, and 

storing the electronic document in the d;.)taht,;e; and 

has been cornpleted, 

The method. of da.irn 12, ,..,.-hen:.'in the qu;:dhy in:-;pection in step (c) h1dm.k•s 

checking for vi.nJses, chei;.l:ing for er:n:)rs, ;.rnd verit}ing the rnetad,JJ:a inforn-1s:ttkm 

of the electronic document describtd by the USi..~L 

The n:wthnd of dairn 12, <,.vherein dK~ <.:ertifi.c:at1un nKxluk issues the n:_!gistratinn 

certifk'ale to the user upon receipt of a request for the registration ix~rtifi(ate 

fmrn the user. 

repository !.',ysten1 accord.ing to dairn L the Hlt~thod cornprising the :itt>ps of: 

(a) requesting, by a user ternrina1, to read the electrnnic docurnent; 

(b) ;;;,heddng, by a reading mmiule, ,1 user's reading right; 

((:) producing, by the rt'.a<ling rnodult\ a reading infrH'm.atio11 package accntdin,g 

to the user\ reading omdtinns; 

(d) performing, hy the rNtding module, security processing on the reitding in­

formation pa,,kage to gtw.ramce authenticity of the dectn:.)nic d<x:ument; 

(eJ pelt'onning security proces:-;.ing on the rem:Hng information pack:ige for 

trnnsrnis;,,ion and reception, and transmitting th.~ resultant reading infnrrnatirm 

pachtgt'. to the us,'.r terminal; ,rnd 

Ct) reading, hy ffw user termina.l, the dectrnnic dot:unwnt by ,vay of crnitent of 

the electronic d1x'uni<:,nt output on a screen of the llser km1inaL 

The nwthod of dain115, \.Vhetein skp (C} tQn1prl~es the steps of: 

i.nhiahz,ing the read.ing informatlo:n package; 

inserting meta.data of the ele,:troni;: docmnent to be. read imo the reitding in• 

formation padrage; and 

converting. the electronic docnment to be read that is stored in the electronic 

{kx.:tunent repository :iystern ac-cording to a u;c,er's request conditions, and 

in-,.t•riing the tonv<.~rted electnmk document into the reading infonmltion 

pa.ckag.e .. 

A n1.ethod of issuing an eledronk docmnent in th:! electronic d<.K:rnnem 

repn3Hory system according to claim 1, the method comprising the steps of: 
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,;.;hecking, by an i%uing module, a user's issue right; 

pro<lrn::ing. by the 1ssuing r.nndu!e, an issuing infonnation package; 

producing, by the (.'.enification m<xiuk~, ,1 rertificaw to 1:_:ertify that tht~ issuing u1-

fonnation packag_t'. is an originilJ docurnent; and 

pcrforrning secudty pn.Kessing on t.he h,:rning inforrnation pad.age and the 

(.ienificato::~ of foe original di:K:ument for transmission and reception, and 

trRn:-;rnitting the sa.rne to the mer terrninnL 

The method of dain:i 17, V•iherein metadata, the electronic document, a. tin:w 

stamp, and an electronic :'ilgnature are inserted into tbe issuing infonnatinn 

A method of transferring an electronic document in the electronic docurnent 

repositury systern a'-'.cord.ing to dairn 1, the method comprising the steps of: 

(a) requesting, by a user terminal, a spedtk receiving repository S:iStem to 

lran~fer tht~ dectronk dnni.rnent; 

(tq checking, by ~i transfer moduk, .a us<.~r\ right; 

{c:) inquidng. by the transfer i-riodLl!e, <)f the receiving reposhr.wy sy~;;tern as to 

\-Vhether t:nrnsfer of fhe eledronic Jocurnent is possible; 

(d) sending, by the receiving repository system, a responst to the inquiry to th<::~ 

transfer rnodule; 

(e) 1,vhen thr transfer is p(wsible, transferring the dcctronk, dt)cument from the 

transfer ekl'.trQnic dotllffK~nt ft:'.pOt,itory systen1 t<) the rt:'.ceiving t:'.!ectron.ic 

d(x.:.mnent repository syo,;teiri: and 

(f) checking, by the tnunfor module, the transfer and recording a transfer hist<:>ry, 

The rnethod of daim 19, wherein step (s.~) compriss.$ the ;,.;teps of: 

perfi)rrning, by the transfer r:nodu!e of the transfer electn:xnic docvrnent repository 

sy:,:;tem. security proce~sing for fn.msn1ission afai reception and t.ransrnitting the 

dectronic document 

receiving, by the receiving electn:)nic docmne.nt rej.X)sitory systein, the electronic 

d<.K:umem and pt~rfr,rrn:ing cp.w.Hty :inspe;::t.inn on the ekctrnnk'. d{Krnnent;. tuxl 

registering, by the receiving elet,tTonk d(K.mnent rt'.f'Ot,itory system, the 

ek~ctronk d<.x:m-rwnt 

/\ meth<>d of issuing a co::Ytificate <>fan electronic (bc1.1ment ln the electronic 

{kx.:tunent repository :,ystern ac-cording to dairn. 1, the method i::ornprising the 

:'>tep!> of: 

(a} requesting, by a user terrninat to issue a certificate: 

(c) when the certlfic:ate i5sue request can be ~t,;;cepted, producing the certificate 
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(d) performing, by the certific1tion module, set,urhy processing f<)r transmission 

and reception ;:.md tran:-:;rnittlng. the (X~rtifitate to the user terrninal; and 

ie) r:nodifying. by HK~ ,'.ertificl:ltion nioduk, a <xrtifkaw issue !ht .and re,'.ording a 

certifkate issue history, 

The rnethod of cl.a.ii.n 21, v,,·hen.~in the eertifo.:ate ind.udes a registration t:::ertifo.::ate 

for registering: tm dectronk (kX.'.Umerit, a certificate of an origim~l d{>cument used 

for i!:lsuing an dectronk d(Knrnent- a di3card ci~!rtifirntt! for discarding an 

electronic document, an mithentkity certificate reqoired for storing an ek•dronk 

docurrtent for a k>ng period, and a transfer ct•rtific:ate for transferring: an 

~.~lectronk docmnent 

The method of dair:n 21, \Vherein step (c) indndes prndtK:ing the certificate by 
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FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF 

CREDENTIALS 

CROSS-REFERENCE TO RELATED APPLICATIONS 

5 This application claims the benefit of United States Provisional Patent Application No. 

10 

15 

61/740,731, filed December 21, 2012, entitled "FILE FORMAT AND PLATFORM FOR 

STORAGE AND VERIFICATION OF CREDENTIALS" and U.S. Patent Application No. 

13/794,878, filed on March 12, 2013, entitled "FILE FORMAT AND PLATFORM FOR 

STORAGE AND VERIFICATION OF CREDENTIALS". 

TECHNICAL FIELD 

The present disclosure relates to electronic transactions, and more particularly to 

systems, methods, and apparatuses for securely storing and displaying user credentials. 

BACKGROUND 

The rapid growth and evolution of traditional and electronic commerce markets has 

resulted in a wide-spread demand for monetary payments by digital transactions. However, 

currently payment systems are highly fragmented and insecure, which creates a threat of 

data compromise and theft during the transfer and use of electronic commerce data. This 

threat may result in losses for corporations as well as users of such systems, and these 

20 losses factor into escalating fees and client costs. 

Additionally, as more users move to a digital transaction model, the need for digital 

identification also increases. As fewer users carry wallets or traditional payment forms, 

traditional forms of ID will become less common. Current platforms are insecure and 

carrying digital credentials increases the risk of identity theft or fraud in transactions. What is 

25 needed is secure system for storing and displaying user credentials. 

SUMMARY 

In various embodiments, a computer-implemented method for generating and 

verifying officially verifiable electronic representations may be disclosed. The method may 

30 comprise receiving, by a credential database, a request for a credential action. The 

credential database may be configured to store one or more credentials comprising a status 

indicator. The method may further comprise determining, by the credential database, a 

response to the credential action based on the one or more user credentials stored in the 

1 

Pg. 235



WO 2014/100628 PCT /US2013/077010 

credential database and transmitting, by the credential database, the response to a client 

device. 

In various embodiments, a computer-implemented method for requesting an officially 

verifiable electronic representation is disclosed. The method may comprise generating, by a 

5 processor, a request for a credential action. The request may comprise a credential 

identifier. The processor may transmit the request for the credential action to a credential 

database and receive a response to the request for the credential action. 

In various embodiments, an apparatus for generating and verifying officially verifiable 

electronic representations is disclosed. The apparatus may comprise a processor and a 

10 memory unit operatively coupled to the processor. The memory unit may be configured to 

store a plurality of instructions, wherein the instructions are configured to program the 

processor. The processor may be programmed to maintain a credential database. The 

credential database may be configured to store one or more credentials comprising a status 

indicator. The processor may further receive a request for a credential action and determine 

15 a response to the credential action based on the one or more user credentials stored in the 

credential database. The processor may be programmed to transmit the response to a client 

device. In various embodiments, a credential database may store the one or more 

credentials in an encrypted format which can only be decrypted by the apparatus. In various 

embodiments, the credential database may access additional information via a network to 

20 complete a verification of a credential. In various embodiments, the credential database 

may use additional information provided by a client, such as, for example, passwords, 

biometric information, client GPS location information, and/or a unique device identifiers, to 

complete the verification. 

25 BRIEF DESCRIPTION OF THE FIGURES 

The features of the various embodiments are set forth with particularity in the 

appended claims. The various embodiments, however, both as to organization and methods 

of operation, together with advantages thereof, may best be understood by reference to the 

following description, taken in conjunction with the accompanying drawings as follows: 

30 Fig. 1 illustrates one embodiment of a virtual credential management platform. 

35 

Fig. 2 illustrates one embodiment of an Officially Verifiable Electronic Representation 

(OVER) File generation process. 

Fig. 3 illustrates one embodiment of an OVER File verification process. 

Fig. 4 illustrates one embodiment of a virtual wallet platform. 

Fig. 5 illustrates one embodiment of an OVER File storage client component of the 

virtual wallet platform of Fig. 4. 

2 

Pg. 236



5 

10 

WO 2014/100628 PCT /US2013/077010 

Fig. 6 illustrates one embodiment of a credential type display of the OVER File 

storage client. 

Fig. 7 illustrates one embodiment of a displayed OVER File credential oriented 

horizontally. 

Fig. 8 illustrates one embodiment of a displayed OVER File credential oriented 

vertically. 

Fig. 9 illustrates one embodiment of an OVER File generation screen. 

Fig. 10 illustrates one embodiment of a information code for generation or verification 

of an OVER File. 

Fig. 11 illustrates one embodiment of a credential presentation and verification 

process. 

Fig. 12 illustrates one embodiment of a computing environment for implementing an 

OVER File management platform. 

15 DESCRIPTION 

In various embodiments, a computer-implemented method for generating and 

verifying officially verifiable electronic representations may be disclosed. The method may 

comprise receiving, by a credential database, a request for a credential action. The 

credential database may be configured to store one or more credentials comprising a status 

20 indicator. The credential database may further be configured to store one or more methods 

for accessing one or more status indicators on a network, such as, for example, via web­

service or access to a second data store. The method may further comprise determining, by 

the credential database, a response to the credential action based on the one or more user 

credentials stored in the credential database and transmitting, by the credential database, 

25 the response to a client device. The method may further incorporate additional information 

submitted by a client, such as, for example, passwords, device identifiers, client GPS 

location, and/or biometric data, in conjunction with the stored credential, to determine a 

response to the request for a credential action. 

In various embodiments, a computer-implemented method for requesting an officially 

30 verifiable electronic representation is disclosed. The method may comprise generating, by a 

processor, a request for a credential action. The request may comprise a credential 

identifier. The request may further comprise additional information to verify the credential. 

The processor may transmit the request for the credential action to a credential database 

and receive a response to the request for the credential action. In various embodiments, the 

35 processor may incorporate additional information submitted by a client, such as, for 

example, passwords, device identifiers, GPS location information, and/or biometric 
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information, to determine a response. In various embodiments, the processor may access 

other data stores available via a network to determine a response. 

In various embodiments, an apparatus for generating and verifying officially verifiable 

electronic representations is disclosed. The apparatus may comprise a processor and a 

5 memory unit operatively coupled to the processor. The memory unit may be configured to 

store a plurality of instructions, wherein the instructions are configured to program the 

processor. The processor may be programmed to maintain a credential database. The 

credential database may be configured to store one or more credentials comprising a status 

indicator. The processor may access other data stores via a network. The processor may 

10 access remote functionality via a network. The processor may further receive a request for a 

credential action and determine a response to the credential action based on the one or 

more user credentials stored in the credential database. The processor may be 

programmed to transmit the response to a client device. 

Reference will now be made in detail to several embodiments, including 

15 embodiments showing example implementations of systems and methods for generating, 

storing, and displaying OVER File credentials. Wherever practicable similar or like reference 

numbers may be used in the figures and may indicate similar or like functionality. The 

figures depict example embodiments of the disclosed systems and/or methods of use for 

purposes of illustration only. One skilled in the art will readily recognize from the following 

20 description that alternative example embodiments of the structures and methods illustrated 

herein may be employed without departing from the principles described herein. 

In some embodiments, an Officially Verifiable Electronic Representation (OVER) File 

may provide a secure file format and platform for the storage and verification of key user or 

consumer credentials. As shown in Fig. 1, in one embodiment, an OVER File management 

25 platform 2 may comprise three main components, an OVER File storage client 4, an OVER 

File third party client 6, and an OVER File generation and authorization engine 8. The 

OVER File storage client 4 may be executed by a user device to store generated OVER 

Files representative of the user's credentials. The OVER File storage client 4 may be 

included as part of a virtual wallet platform or may comprise a stand-alone user application. 

30 The OVER File storage client 4 may initiate generation of new OVER Files and may 

comprise a display function for displaying stored user credentials for third-party verification. 

The OVER File credentials may comprise any officially verifiable electronic credential, such 

as, for example, a government issued identification such as a driver's license, non-driver's 

identification card, or professional license. The OVER File credentials may also comprise 

35 privately issued credentials, such as, for example, employee identification cards, merchant 

loyalty cards, access cards, insurance credentials, transportation credentials, or any other 

credential that may be electronically verified by an issuing agency. 
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In some embodiments, an OVER File third party client 6 may be executed by a third 

party device to verify the existence and validity of OVER File credentials presented by a 

user. The OVER File third party client 6 may allow a third party to scan or otherwise interact 

with OVER File credentials displayed on a user device. The OVER File third party client 6 

5 may contact a remote server, such as the OVER File generation and verification engine 8, 

for verification of the displayed user credential, as explained in more detail below. The 

OVER File third party client 6 may further allow a third party to request generation of an 

OVER File credential for delivery to an OVER File storage client 4. In some embodiments, 

the OVER File third party client 6 may comprise a stand alone application executed by the 

10 third party device. In other embodiments, the OVER File third party client 6 may comprise 

an application program interface (API) configured to provide OVER File credential 

verification through a third party application. 

In some embodiments, an OVER File generation and authorization engine 8 may 

generate OVER File credentials in response to requests from an OVER File storage client 4 

15 or an OVER File third party client 6. The OVER File credentials may be generated from data 

provided by a user, a third party, or an issuing agency or authority. The OVER File 

generation and authorization engine 8 may further provide authorization of OVER File 

credentials requested by third parties. The OVER File generation and authorization engine 8 

may operate on a remote server. Client devices, such as the user device or the third party 

20 device, may communicate with the OVER File generation and authorization engine 8 using 

any suitable network or communication system. In some embodiments, the OVER File 

generation and verification engine 8 may generate and maintain a status indicator for each 

stored OVER File credential configured to indicate whether the OVER File credential is 

currently valid. 

25 Fig. 2 illustrates one embodiment of a process 100 for generating and storing an 

Officially Verifiable Electronic Representation (OVER) File credential. OVER File generation 

may be performed by the OVER File generation and verification engine 8. An engine may 

comprise computer program that drives the functionality of a system or process, such as, for 

example, the process 100 for generating and storing an OVER File credential. A user may 

30 open 102 an application for generating and/or displaying OVER Files, such as the OVER 

File storage client 4. In some embodiments, the application may be a stand-alone 

application. In other embodiments, the OVER File storage client 4 may be included in an 

integrated application. 

A user may access 104 the OVER File credential features of an OVER File storage 

35 client to add 106 a new credential to the OVER File storage client 4. The user may be 

presented with a credential generation screen, such as the credential generation screen 518 

shown in Fig. 7. A credential may be added manually by a user or automatically by the 
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application. In some embodiments, a user may select 108 the method of entering the 

credential, for example, manual or automated entry, using the credential generation screen. 

In some embodiments, a user may select 110 manual entry of the credential. The user may 

interact with the credential generation screen to enter 112 information about the credential, 

5 such as, for example, the issuing agency, a credential identifier such as a credential 

identification number, or any other information associated with the credential. For example, 

in one embodiment, a user may choose to manually enter a credential representing a 

rewards card for a retailer. The user may be prompted to identify the retailer, a rewards card 

identification number, and a name associated with the rewards card. 

10 In some embodiments, information for generating an OVER File credential may be 

automatically added to the OVER File storage client 4. For example, information necessary 

for the generation of an OVER File credential may be entered by scanning an information 

code. The information code may be represented, for example, by a quick-response (QR) 

Code, standard one dimensional bar code, alpha numeric bar code (for example, Type-128), 

15 and/or other suitable information codes. The information code may be represented data 

sent by a radio transmission or by an electronic transmission broadcast over a network. In 

some embodiments, a user device may scan an information code provided by an issuing 

agency. The information code may comprise information, such as a credential identifier, 

necessary for generating an OVER File and contacting an issuing agency database 130 for 

20 verification of the credential. The information code may be provided by the issuing agency 

during creation of the credential and may be scanned by a user using a scan function of the 

user device. 

In some embodiments, the information code may comprise information necessary for 

the generation of a credential by a third party. A user may select 114 a third-party scan 

25 option for generation and delivery of a new credential. The OVER File storage client 4 may 

generate a information code on the user device for scanning by the third party. The 

information code may comprise any necessary information for generation and delivery of the 

OVER File credential to the user device, such as, for example, the user's name, contact 

information, social security number, biometric information, location information, user-

30 selected password, and/or a device identifier to identify the user device. The information 

code may be displayed 120 on the user device and may be scanned 122 by a third-party 

using a third-party device. The third party device may execute an application, such as the 

OVER File third party client 6, for scanning the information code and contacting an OVER 

File generation and verification engine 8. The OVER File generation and verification engine 

35 8 may be executed by any suitable system. The OVER File generation and verification 

engine 8 may comprise a credential data store, such as, for example, a database, a web 

service, a flat file configured to store data, and/or any other suitable datastore. The 
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credential datastore may comprise a memory unit formed integrally with the system 

configured to execute the OVER File generation and verification engine 8 or may comprise a 

remote storage device, such as, for example, a database connected to the OVER File 

generation and verification engine 8 through a local area network (LAN), wide area network 

5 (WAN), or Internet connection. Although the various embodiments of the OVER File 

generation and verification engine 8 are discussed with respect to an OVER File database, 

those skilled in the art will recognize that any suitable architecture and/or datastore may be 

employed by the OVER File generation and verification engine. 

In some embodiments, an issuing agency may set one or more business rules that a 

10 user may be required to meet prior to verification of the OVER File credential by the issuing 

agency, such as being required to verify the user's identity prior to generation of the OVER 

File credential. For example, a user attempting to add a driver's license credential may be 

required to visit a state OMV office. After verifying the identity of the user, the OMV office 

may provide the user with a scannable information code for generation of an OVER File 

15 credential for the user's driver's license. The information code may comprise a credential 

identifier and an authorization code to enable the OVER File database 128 to generate the 

OVER File credential. In some embodiments, a physical credential issued by the issuing 

agency may contain an information code that may be scanned by the user at any time to add 

the credential to the OVER File storage client 4. For example, a retailer loyalty card may 

20 comprise a scannable quick-response (QR) code that a user may scan to add an OVER File 

credential of the loyalty card to a user device. 

After the necessary information has been entered to generate an OVER File 

credential, either manually or through an automated process such as scanning, the 

generating device may contact an application gateway 124 to deliver an OVER File 

25 generation request to an OVER File database 128. The OVER File database 128 may 

comprise an OVER File generation and verification engine 8. The application gateway may 

request 126 generation of an OVER File and verification of the generated OVER File 

credential. The OVER File database 128 may be configured to create a new OVER File 

containing the entered credential information. The OVER File database 128 may contact an 

30 issuing agency datastore, such as, for example, an issuing agency database 130, to verify 

the information contained in the OVER File generation request and to obtain additional 

credential information stored by the issuing agency database 130. Issuing agencies may 

comprise, for example, government entities such as States or licensing agencies, 

corporations issuing credentials to employees, retailers issuing loyalty or other customer 

35 identifiers, or any other suitable agency for issuing credentials. Although the various 

embodiments are generally described as communicating with an issuing agency database, 
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those skilled in the art will recognize that issuing agencies may utilize any suitable datastore 

to store one or more credentials generated by the issuing agency. 

The additional credential information may comprise any information stored by the 

issuing agency database but not provided in or contradictory to the OVER File generation 

5 request. For example, in one embodiment, a user may generate a credential representative 

of a driver's license. The user device may provide a driver's license identification number 

and an issuing state to the OVER File database 128 for generation of the OVER File. The 

OVER File database 128 may contact the issuing agency database 130, such as a state 

OMV database, and provide the driver's license identification number to the issuing agency 

10 database 130. The issuing agency database may respond by indicating the validity of the 

requested credential containing the driver's license identification number and may provide 

the legal name, address, and birth date of the person associated with the driver's license 

identification number. The issuing agency database may also provide an image of the 

requested credential for display on the user device. Once the information has been verified, 

15 the OVER File database 128 may generate a new OVER File containing the entered 

credential information. In some embodiments, the OVER file may be generated by the 

issuing agency database 130 and sent to the OVER File database 128 for storage and 

distribution to the user device. The issuing agency may also provide a status indicator for 

the generated OVER File credential. 

20 In some embodiments, the OVER File may be delivered to a device identified in the 

OVER File generation request for storage. For example, generated OVER File credential 

may be delivered to the device requesting generation of the OVER File generation, such as 

a user device. As another example, if a user provides a information code to a third party for 

scanning and generation of a credential, the information code may contain a device identifier 

25 identifying the user device as the destination for the generated OVER File credential. 

Copies of the OVER File credential may be stored on both a user device and in the OVER 

File database 128. The delivered OVER File credential may be tied to a specific user 

device. For example, the OVER File credential may contain a device identifier identifying the 

user device or application and/or the OVER File may be encrypted in a format which 

30 requires the device identifier and/or a user-provided password to decrypt. The OVER File 

may include a hash value which requires the device identifier and/or a user-provided 

password to verify. The OVER File credential may only be usable by a device matching the 

device or application identifier. By tying the OVER File credential to a specific device, the 

security of the credential is increased, as an OVER File delivered to a device other than the 

35 user device, for example through network snooping, may be prevented from working on a 

device other than the user device. The delivered OVER File credential may execute 134 a 

device check to verify the current device matches the specific device identifier. If the current 
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device and the device identifier are the same, the OVER File credential may be stored 136 

on the user device. If the specific device identifier and the current device are not the same, 

the OVER File credential may be inaccessible or destroyed. In some embodiments, the 

OVER File may require user-specific information, such as, for example, biometric 

5 information, location information, and/or passwords, to decrypt the file or to verify the OVER 

File credential. 

Fig. 3 illustrates one embodiment of an OVER File verification process 200. A user 

may begin 202 the verification process by opening 204 an OVER File storage client, 

accessing 206 the credential features of the OVER File storage client, and selecting 208 a 

10 stored OVER File credential for display 210 on the user device. The user may select the 

OVER File credential from a list of credentials stored on the user device, such as, for 

example, the credential category screen 514 shown in Fig. 6. Credential information stored 

in the OVER File may be displayed on the user device. In some embodiments, the 

displayed information may comprise some or all of the information stored in the OVER File 

15 credential. For example, a stored OVER File credential may be displayed as shown in Figs. 

18 and 19, and may comprise one or more text fields, an image field, a title field, and a 

information code field. The user may present 212 the displayed credential to a third party for 

verification. The displayed information code may comprise a credential identifier, such as, 

20 

for example, a credential identification number. 

The third-party may initiate a third party verification process by opening 216 a 

verification application, such as the OVER File third party client 8, for verifying credentials 

displayed on a user device. In some embodiments, the verification application may be a 

stand-alone application specifically configured for verification of OVER File credentials. In 

other embodiments, the verification application may comprise an application capable of 

25 verification of OVER Files through an application programming interface (API). The third 

party may use the verification application to select a scanning option 218 to scan 220 the 

information code displayed on the user device. After scanning the information code, the 

third-party verification application may contact an application gateway 224 to provide 

verification of the scanned OVER File credential. The third-party verification application may 

30 transmit the information contained in the information code displayed on the user device, 

such as the credential identifier. For example, an information code may comprise an issuing 

agency identifier and a credential identifier for the displayed credential. 

The application gateway 224 may communicate with a verification server 226 and an 

OVER File database 228. The verification server 226 may comprise the OVER File 

35 generation and verification engine 8. Although the application gateway 224, the verification 

server 226 and the OVER File database 228 are shown as separate systems in Fig. 2, those 

skilled in the art will recognize that the application gateway 224, the verification server 226 
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and the OVER File database 228 may be combined into a single system. The OVER File 

database 228 may store copies of all generated OVER File credentials. The OVER File 

credentials may be stored in any suitable manner, such as, for example, on a memory unit or 

other suitable storage device. In some embodiments, the OVER File credentials may be 

5 stored on a remote device, such as a networked database, and may be accessed by a 

reference stored in an OVER File datastore, such as, for example, the OVERE File 

database. In various embodiments, the reference may comprise a hash code, a pointer, 

network address, and/or any other suitable reference to a remotely stored file. The OVER 

File database 228 may compare information received from the third-party verification 

10 application, such as, for example, a credential identifier, with the OVER File credentials 

stored in the OVER File database 228. A status indicator providing the validity of the OVER 

File credential may be sent to the OVER File third party client. If the OVER File database 

determines 230 that the credentials are valid, the verification server 226 may provide a valid 

status indicator to the third party device. The verification server 226 may further provide a 

15 portion of the stored OVER File credential, such as a credential image, to the third party 

device. In some embodiments, the status indicator and a portion of the stored OVER File 

credential may be displayed on the third-party device. If the OVER File verification server 

226 determines 230 that the credentials are invalid, the OVER File verification server 226 

may transmit a status indicator indicating an invalid credential and may provide the reason 

20 for the invalid status indicator to the third party device. 

The OVER File database 228 may be in communication with one or more issuing 

agency databases 230. The issuing agency database 230 may be maintained by an issuing 

agency authorized to issue one or more credentials. For example, a state Department of 

Motor Vehicles may maintain a database comprising all driver's licenses issued by the state. 

25 The OVER File database 228 may receive periodic updates from the issuing agency 

database 230 for the OVER File credentials stored in the OVER File database 228. The 

update period may depend on the type of credential, requirements of the issuing agency, 

frequency of verification requests, or other factors affecting the security requirements for a 

specific credential type. For example, the OVER File database 228 may receive updates on 

30 a daily basis for high-security credentials, such as, for example, driver's licenses. The 

OVER File database 228 may receive updates on a weekly basis for credentials requiring a 

lower security level, such as merchant loyalty cards. In some embodiments, the OVER File 

database 228 may contact the issuing agency database 230 to begin the update process. In 

some embodiments, the issuing agency database 230 may initiate the update process. The 

35 OVER File database 228 may be updated for individual OVER File credentials or may 

receive a batch update from an issuing agency for all OVER File credentials issued by the 

issuing agency. 
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A status indicator may be sent to the third party device to indicate the validity status 

of an OVER File credential matching the credential identifier associated with the OVER File 

credential displayed on the user device. The status indicator may comprise a valid indicator 

if the verification server 226 determines that a valid OVER File credential matching the 

5 credential identifier received from the third party verification application is stored in the 

OVER File database 228 and the OVER File database 228 indicates that the OVER File 

credential is currently valid. The verification server 226 may provide a response 232 to the 

third party device comprising the status indicator indicating a valid credential and may 

provide a portion of the credential information stored in the OVER File database 228. For 

10 example, in response to a verification request for an OVER File credential of a driver's 

license, the verification server 226 may provide a valid status indicator and may provide an 

image of the driver's license to the third party device. As another example, in response to 

the same request, the verification server 226 may provide a valid status indicator, an image 

of the credential holder provided by the issuing agency, and the birth date of the credential 

15 holder. Those skilled in the art will recognize that the response to the verification request 

may be customized based on each type of credential and by each issuing agency. 

In some embodiments, the verification server 226 may determine 222 that a 

requested credential is invalid. For example, the credential verification request may be 

considered invalid if an OVER File credential matching the provided credential identifier was 

20 not located in the OVER File database 228. In another embodiment, an OVER File 

credential matching the provided credential identifier may be stored in the OVER File 

database 228 but may be expired. In another embodiment, an OVER File credential 

matching the provided credential identifier may be stored in the OVER File database but 

may not match a provided device identifier, provided biometric data, and/or a provided 

25 password. The verification server 226 may provide a status indicator indicating an invalid 

credential. The invalid status indicator may indicate why 234 the credential is considered 

invalid. For example, an invalid status indicator may indicate 236 an expired credential and 

may display 238 a response on the third-party device that the requested credential exists but 

has expired. As another example, the invalid status indicator may indicate 240 that the 

30 requested credential does not exist. An invalid status indicator may be displayed 242 on the 

third party device stating that there is no data available for the requested OVER File. As 

another example, additional information submitted by the client, such as, for example, a 

password, biometric information, and/or location information, may not match information 

stored with the credential. 

35 Fig. 4 illustrates one embodiment of a virtual wallet platform 300. The virtual wallet 

platform may provide an electronic platform for payment and credential storage. The virtual 

wallet platform 300 may provide electronic replacement for credit cards, cash, identification, 
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or other cards traditionally carried in a wallet. In some embodiments, the virtual wallet 

platform may provide a Reducing Currency Denomination (RCD) payment platform and an 

OVER File credential storage client 4. Fig. 4 shows a logon screen for a virtual wallet 

platform 300. In some embodiments, the virtual wallet platform 300 may require a username 

5 304 and a password 306 be provided prior to accessing the RCD payment platform or the 

OVER File credential platform. After entering a username 304 and password 306, a user 

may submit the username 304 and password 306 for verification using a send button 308. 

The username 304 and password 306 may be verified by a local processor and memory or 

may be sent to a remote server for verification. The logon screen may comprise a logo 302 

10 of the virtual wallet platform 300. An RCD payment platform is described in more detail in 

U.S. Patent Application No. 11/851,215, entitled "SYSTEMS, METHODS, AND 

APPARATUSES FOR SECURE DIGITAL TRANSACTIONS," which is hereby incorporated 

by reference in its entirety. 

Fig. 5 illustrates one embodiment of an Officially Verifiable Electronic Representation 

15 (OVER) File storage client 500. The OVER File storage client 500 may provide storage and 

retrieval of one or more OVER File credentials associated with a user device. Fig. 5 

illustrates one embodiment of an OVER File storage client 500 home screen 502. The home 

screen 502 may provide access to one or more OVER File credentials stored by the OVER 

File storage client 500 as part of the virtual wallet platform 300. A primary ID 506 may be 

20 displayed on the home screen 502 to allow quick and convenient access to the primary ID 

506. The primary ID 506 may be selectable by the user, and may comprise, for example, a 

government issued driver's license or an employer issued employee ID. In some 

embodiments, the primary ID 506 may be accessible from any screen of the OVER File 

storage client 500, for example, through a predetermined user gesture, such as swiping the 

25 top of the screen down. 

The home screen 502 may further provide one or more credential buttons 508a-508f 

for accessing a specific category of credentials, such as, for example, insurance credentials 

508a, access credentials 508b, electronic coupons 508c, loyalty card credentials 508d, 

transportation credentials 508e, or miscellaneous credentials 508f. The user credentials 

30 may displayed in a wallet card design 504. A user may select one of the credential buttons 

508a-508f to access OVER File credentials stored on the user device and classified in the 

selected category. For example, a user may select the loyalty credentials button 508d and 

may be presented with a list of OVER File credentials stored on the user's device that have 

been categorized as loyalty credentials, such as, for example, retailer loyalty cards, frequent 

35 buyer cards, retailer discount cards, or any other type of loyalty credential. The home 

screen 502 may further comprise a new button 510 for adding one or more new credentials 

12 

Pg. 246



WO 2014/100628 PCT /US2013/077010 

and a manage button 512 for accessing a screen for managing the OVER File credentials 

stored on the user device. 

Fig. 6 illustrates one embodiment of a credential category screen 514 configured to 

display stored OVER File credentials classified in the selected category. The credential 

5 category screen 514 may be accessed by selecting one of the credential buttons 508a-508f 

displayed on the home screen 502. The credential category screen 514 may display one or 

more available credentials that have been categorized in the selected category. For 

example, credential category screen 514 illustrates one embodiment of an insurance and 

automobile credential category displaying OVER File credentials 516a-516h classified as 

10 insurance or automobile credentials. For example, the OVER File credentials 516a-516h 

may comprise auto insurance credentials, home insurance credentials, or medical insurance 

credentials. Additionally, the OVER File credentials may comprise automobile credentials, 

such as, for example, a registration card, inspection documents, or an automobile club 

member card. The OVER File credentials 516a-516h may be associated with a single 

15 category, such as the insurance category, or may be associated with multiple categories. 

Fig. 7 illustrates one embodiment of a credential generation screen 518. The 

credential generation screen 518 may be accessed by selecting the new credential button 

510 displayed on the home screen 502. The credential generation screen 518 may be 

configured to allow a user to request the generation of a new OVER File by an OVER File 

20 generation and verification engine 8. The credential generation screen 518 may allow a user 

to input information necessary for the generation of a new credential either manually or 

through an automated process. If a user wishes to enter the information manually, the user 

may enter the necessary credential information in credential fields 520-528. Necessary 

credential information may comprise a credential name 520, a credential category 522, an 

25 issuer type 524, an issuer 526, and a credential number 528. The credential category 522 

and the issuer type 524 may be automatically set by the OVER File generation and 

verification engine 8 or may be manually set by the user. The credential number 528 may 

comprise a unique credential identifier generated by the issuing agency. The credential 

number 528 may be used by the OVER File generation and verification engine 8 to verify the 

30 validity of the requested credential and to obtain additional information associated with the 

generated OVER File credential not entered by the user. For example, a loyalty credential 

may have a certain number of loyalty points associated with the credential. The OVER File 

generation and verification engine 8 may use the credential number 528 to query the issuing 

agency regarding the current value of loyalty points associated with the credential. After 

35 entering the required credential information, a user may transmit the input information for the 

generation of a new OVER File credential to the OVER File generation and verification 

engine 8. The user may transmit the information using the add button 532. 
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In some embodiments, the credential generation screen 518 may allow a user to 

automatically enter a credential by scanning an information code, such as a barcode or quick 

response (QR) code. A user may access the scanning functionality by selecting the scan to 

add button 530. After selecting the scan to add button 530, the scanning function of a user 

5 device may be activated to allow the user to scan an information code provided by an 

issuing agency. The information code may comprise the information necessary for the 

OVER File server to contact an issuing agency database to verify the scanned credential 

and to obtain additional credential information. For example, in one embodiment, a user 

may wish to add a driver's license to the stored OVER File credentials on the user device. 

10 The user may be required to go to a state department of motor vehicle (OMV) location to 

verify the user's identity. After verifying the user's identity, the OMV may generate an 

information code for the user to scan containing the user's driver's license identification 

number and an authorization number. 

Once the necessary information has been entered, either manually or automatically, the 

15 OVER File storage client 500 may contact the OVER File generation and verification engine 

8 to generate the requested OVER File credential. The OVER File generation and 

verification engine 8 may contact the issuing agency database to verify the credential using 

the provided information as discussed above with respect to Fig. 2. The issuing agency 

database may provide additional information associated with the requested credential and 

20 not provided during the initial entry of the credential information. For example, a user 

request to add a driver's license may comprise a driver's license identification number. The 

issuing agency database may provide additional information such as the user's photo, 

address information, age information, or license class information. The use of an information 

code for adding a user credential provides convenience and security, as the user does not 

25 have to manually enter the credential information and an issuing agency can control the 

generation of OVER Files associated with the issuing agency's credentials. 

In some embodiments, a user may present a stored OVER File credential to a third 

party for verification. For example, a user may wish to gain access to an age restricted 

location or purchase an age restricted product. A third party may require a user to present 

30 identification to verify the user's age prior to allowing the user access to the age restricted 

location or product. A user may choose to present a stored OVER File containing the user's 

age information, such as, for example, an OVER File credential representative of the user's 

driver's license. A third party may be required to verify the validity of the presented 

credential. The OVER File storage client 500 may generate a scannable information code 

35 for scanning by the third party to provide verification of the credential, as described in more 

detail above. In another embodiment, the OVER File storage client may generate an 

information code in the form of a networked or radio transmission, such as, for example, a 
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Near Field Communication (NFC) or Bluetooth, or in the form of sensor information, such as, 

for example, a bump. A credential code screen 536 may be generated on the user device. 

The credential code screen 536 may comprise a scannable information code 538 

representative of the selected OVER File credential. The third party may scan the 

5 information code 538 using an OVER File third party client 6. The OVER File third party 

client 6 may use the information contained in the information code 538 to contact an OVER 

File generation and verification engine 8 to verify the validity of the presented OVER File 

credential. In some embodiments, the information code 538 may be presented on the user 

device for a predetermined period of time at which point the user device may revert to a 

10 previously displayed screen, such as the credential category screen 514. In some 

embodiments, the user may be able to revert to the previous screen by pressing a back 

button 534. 

When presenting a credential to a third party for verification, the OVER File storage 

client 500 may display a scannable information code, as described above. In some 

15 embodiments, a portion of the stored OVER File may be displayed on the user device for 

presentation to the third party. Fig. 9 illustrates one embodiment of a credential display 600. 

The credential display 600 may be configured to display a selected OVER File credential on 

a user device. The credential display 600 may be standardized, such that each stored 

OVER File credential utilizes the same fields in a similar manner. In some embodiments, the 

20 credential display may be standardized based on the category in which the OVER File 

credential is stored. For example, a first standardized display may be used for all insurance 

credentials and a second standardized display may be used for all loyalty credentials. A 

credential title field 602 may display the name of the displayed credential. The credential 

name may be set by the issuing agency, by the user, or by the OVER File generation and 

25 verification engine 8. As shown in Fig. 9, the credential display 600 may comprise three text 

sections, text section A 606, text section B 608, and text section C 610. Each text section 

may be configured to display textual information based on the type of credential selected for 

presentation. For example, a user may select a driver's license as the displayed OVER File 

credential. Text section A 606 may be configured to display the user's name as it appears 

30 on the user's driver license. Text section B 608 may be configured to display the user's 

home address and birth date. Text section C 610 may be configured to display a driver's 

license identification number. Those skilled in the art will recognize that any suitable textual 

information may be displayed in any of the available text sections 606, 608, 610. In some 

embodiments, one or more of the text sections 606, 608, 610 may be configured to display 

35 the same information regardless of the type of credential displayed. For example, text 

section C 610 may be configured to always display a credential identification number 

associated with the credential by the issuing agency. In some embodiments, an image field 
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604 may be included in the credential display 600. The image field 604 may be configured 

to display an image selected by the issuing agency, such as, for example, an image of a 

physical credential which forms the basis of the OVER File credential such as a driver's 

license, a logo of the issuing agency such as a corporate logo for a loyalty card, or any other 

5 image selected by the issuing agency. The image field 604 may display the selected image 

as a further validity check for the displayed OVER File credential. 

An information code section 612 may be included in some embodiments of the 

credential display 600. As discussed above, an information code may be displayed by the 

OVER File storage client 500 for third-party verification of stored OVER File credentials. An 

10 information code, such as the information code 538 shown in Fig. 8, may be displayed with 

the selected OVER File credential in the information code section 612. By displaying the 

information code with other available credential information, the OVER File platform may 

facilitate easier verification, such as allowing a merchant to quickly establish whether an age 

restriction has been met prior to scanning the displayed information code. In addition, a 

15 third-party may ensure that the credential information received from the OVER File 

generation and verification engine 8 matches the OVER File credential displayed on the user 

device. 

In some embodiments, one or more functions of the user device may be disabled 

when an OVER File credential is displayed on the user device. For example, a user device 

20 may be capable of taking a screenshot of the content displayed on the device screen. In 

order to prevent duplication of an OVER File credential outside of the OVER File 

management platform 2, the OVER File storage client 500 may disable the screenshot 

capability of the user device during the time that the OVER File credential is displayed on the 

user device. In some embodiments, all functions, with the exception of the display function, 

25 may be disabled for a predetermined period of time while the OVER File credential is 

displayed on the screen. For example, the OVER File credential may be displayed for a 

predetermined time period, such as 20 seconds, during which time all functions of the user 

device may be disabled. After the predetermined time period, the credential display 600 

may revert to a previously displayed screen, such as the home screen 502, at which point 

30 the functions of the user device may be re-enabled. 

Fig. 10 illustrates another embodiment of a credential display 700. The credential 

display 700 is similar to the credential display 600 shown in Fig. 9. The credential display 

700 comprises the same fields as the credential display 600, such as the credential title 702, 

the image field 704, text section A 706, text section B 708, text section C 710, and 

35 information code section 712. The credential display 700 is oriented horizontally. In some 

embodiments, the OVER File storage client 500 may switch between the credential display 

600 and the credential display 700 depending on the orientation of the user device. For 
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example, a user may hold a user device such that the user device is horizontally oriented. 

The credential display 600 may be displayed to match the orientation of the user device. If a 

user rotates the user device such that the user device is vertically oriented, the OVER File 

storage client 500 may display the credential display 700 to match the new orientation of the 

5 user device. 

Fig. 11 illustrates one embodiment of a credential presentation and verification 

process 800. As discussed above, a user may display a selected credential on a user 

device 804 using the OVER File storage client 4. The displayed user credential may 

comprise a information code 838 and an image field 808. The image field 808 may display 

10 an image provided by the issuing agency, such as, for example, an image of a physical 

credential, an image of a user, or a logo of the issuing agency. The information code 806 

may comprise a scannable code such as, for example, a barcode or a QR code, comprising 

a credential identifier. A third-party may use a third-party device 806 comprising the OVER 

File third party client 6 to scan the displayed information code 806. The third-party device 

15 806 may contact the application gateway 824 to request verification of the OVER File 

credential identified by the credential identifier contained in the scanned information code 

838. The application gateway 824 may contact the OVER File database 828 to verify the 

existence and validity of the requested OVER File. The OVER File database 828 may 

comprise the OVER File generation and verification engine 8. The OVER File database 828 

20 may be in contact with an issuing agency database 830 to periodically update the validity 

and status of the OVER Files stored in the OVER File database 828. The application 

gateway 824 may provide a status indicator to the third-party device 804 indicating the 

validity of the requested credential. In one embodiment, if the status indicator indicates a 

valid credential, a response to the third party device 804 may comprise an image displayed 

25 in the image field 810 on the third party device 806. The displayed image may be the same 

image as displayed in the image field 808 of the user device 802. The third-party device 

may display the status indicator 812. A valid status indicator may be displayed as, for 

example, a checkmark indicating that the requested credential exists and is valid. In some 

embodiments, if the status indicator indicates an invalid credential, a response to the third 

30 party device may comprise a reason for the invalid response. The reason for the invalid 

response may be displayed in the image field 810. The status indicator 812 may display as, 

for example, an X indicating that the requested credential is invalid. 

Fig. 12 illustrates one embodiment of a computing device 900 which can be used in 

one embodiment of the system and method for generating, storing, and displaying OVER 

35 Files and associated credentials. For the sake of clarity, the computing device 900 is shown 

and described here in the context of a single computing device. It is to be appreciated and 

understood, however, that any number of suitably configured computing devices can be 
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used to implement any of the described embodiments. For example, in at least some 

implementation, multiple communicatively linked computing devices are used. One or more 

of these devices can be communicatively linked in any suitable way such as via one or more 

networks (LANs), one or more wide area networks (WANs) or any combination thereof. 

In this example, the computing device 900 comprises one or more processor circuits 

or processing units 902, on or more memory circuits and/or storage circuit component(s) 904 

and one or more inpuUoutput (1/0) circuit devices 906. Additionally, the computing device 

900 comprises a bus 908 that allows the various circuit components and devices to 

communicate with one another. The bus 908 represents one or more of any of several types 

10 of bus structures, including a memory bus or local bus using any of a variety of bus 

architectures. The bus 908 may comprise wired and/or wireless buses. 

The processing unit 902 may be responsible for executing various software programs 

such as system programs, applications programs, and /or module to provide computing and 

processing operations for the computing device 900. The processing unit 902 may be 

15 responsible for performing various voice and data communications operations for the 

computing device 900 such as transmitting and receiving voice and data information over 

one or more wired or wireless communication channels. Although the processing unit 902 of 

the computing device 900 includes single processor architecture as shown, it may be 

appreciated that the computing device 900 may use any suitable processor architecture 

20 and/or any suitable number of processors in accordance with the described embodiments. 

In one embodiment, the processing unit 900 may be implemented using a single integrated 

processor. 

The processing unit 902 may be implemented as a host central processing unit 

(CPU) using any suitable processor circuit or logic device (circuit), such as a as a general-

25 purpose processor. The processing unit 902 also may be implemented as a chip 

multiprocessor (CMP), dedicated processor, embedded processor, media processor, 

inpuUoutput (1/0) processor, co-processor, microprocessor, controller, microcontroller, 

application specific integrated circuit (ASIC), field programmable gate array (FPGA), 

programmable logic device (PLO), or other processing device in accordance with the 

30 described embodiments. 

As shown, the processing unit 902 may be coupled to the memory and/or storage 

component(s) 904 through the bus 908. The memory bus 908 may comprise any suitable 

interface and/or bus architecture for allowing the processing unit 902 to access the memory 

and/or storage component(s) 904. Although the memory and/or storage component(s) 904 

35 may be shown as being separate from the processing unit 902 for purposes of illustration, it 

is worthy to note that in various embodiments some portion or the entire memory and/or 

storage component(s) 904 may be included on the same integrated circuit as the processing 
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unit 902. Alternatively, some portion or the entire memory and/or storage component(s) 904 

may be disposed on an integrated circuit or other medium (e.g., hard disk drive) external to 

the integrated circuit of the processing unit 902. In various embodiments, the computing 

device 900 may comprise an expansion slot to support a multimedia and/or memory card, for 

5 example. 

The memory and/or storage component(s) 904 represent one or more computer­

readable media. The memory and/or storage component(s) 904 may be implemented using 

any computer-readable media capable of storing data such as volatile or non-volatile 

memory, removable or non-removable memory, erasable or non-erasable memory, writeable 

10 or re-writeable memory, and so forth. The memory and/or storage component(s) 904 may 

comprise volatile media (e.g., random access memory (RAM)) and/or nonvolatile media 

(e.g., read only memory (ROM), Flash memory, optical disks, magnetic disks and the like). 

The memory and/or storage component(s) 904 may comprise fixed media (e.g., RAM, ROM, 

a fixed hard drive, etc.) as well as removable media (e.g., a Flash memory drive, a 

15 removable hard drive, an optical disk, etc.). Examples of computer-readable storage media 

may include, without limitation, RAM, dynamic RAM (DRAM), Double-Data-Rate DRAM 

(DDRAM), synchronous DRAM (SDRAM), static RAM (SRAM), read-only memory (ROM), 

programmable ROM (PROM), erasable programmable ROM (EPROM), electrically erasable 

programmable ROM (EEPROM), flash memory (e.g., NOR or NANO flash memory), content 

20 addressable memory (CAM), polymer memory (e.g., ferroelectric polymer memory), phase­

change memory, ovonic memory, ferroelectric memory, silicon-oxide-nitride-oxide-silicon 

(SONOS) memory, magnetic or optical cards, or any other type of media suitable for storing 

information. 

The one or more 1/0 devices 906 allow a user to enter commands and information to 

25 the computing device 900, and also allow information to be presented to the user and/or 

other components or devices. Examples of input devices include a keyboard, a cursor 

control device (e.g., a mouse), a microphone, a scanner, biometric sensors, and the like. 

Examples of output devices include a display device (e.g., a monitor or projector, speakers, 

a printer, a network card, etc.). The computing device 900 may comprise an alphanumeric 

30 keypad coupled to the processing unit 902. The keypad may comprise, for example, a 

QWERTY key layout and an integrated number dial pad. The computing device 900 may 

comprise a display coupled to the processing unit 902. The display may comprise any 

suitable visual interface for displaying content to a user of the computing device 4000. In 

one embodiment, for example, the display may be implemented by a liquid crystal display 

35 (LCD) such as a touch-sensitive color (e.g., 76-bit color) thin-film transistor (TFT) LCD 

screen. The touch-sensitive LCD may be used with a stylus and/or a handwriting recognizer 

program. 

19 

Pg. 253



WO 2014/100628 PCT /US2013/077010 

The processing unit 902 may be arranged to provide processing or computing 

resources to the computing device 900. For example, the processing unit 902 may be 

responsible for executing various software programs including system programs such as 

operating system (OS) and application programs. System programs generally may assist in 

5 the running of the computing device 900 and may be directly responsible for controlling, 

integrating, and managing the individual hardware components of the computer system. 

The OS may be implemented, for example, as a Microsoft® Windows OS, Symbian OSTM, 

Embedix OS, Linux OS, Binary Run-time Environment for Wireless (BREW) OS, JavaOS, 

Android OS, Apple OS or other suitable OS in accordance with the described embodiments. 

10 The computing device 900 may comprise other system programs such as device drivers, 

programming tools, utility programs, software libraries, application programming interfaces 

(APls), and so forth. 

The computer 900 also includes a network interface 910 coupled to the bus 908. 

The network interface 910 provides a two-way data communication coupling to a local 

15 network 912. For example, the network interface 910 may be a digital subscriber line (DSL) 

modem, satellite dish, an integrated services digital network (ISDN) card or other data 

communication connection to a corresponding type of telephone line. As another example, 

the communication interface 910 may be a local area network (LAN) card effecting a data 

communication connection to a compatible LAN. Wireless communication means such as 

20 internal or external wireless modems may also be implemented. 

In any such implementation, the network interface 910 sends and receives electrical, 

electromagnetic or optical signals that carry digital data streams representing various types 

of information, such as the selection of goods to be purchased, the information for payment 

of the purchase, or the address for delivery of the goods. The network interface 910 typically 

25 provides data communication through one or more networks to other data devices. For 

example, the network interface 910 may effect a connection through the local network to an 

Internet Host Provider (ISP) or to data equipment operated by an ISP. The ISP in turn 

provides data communication services through the internet (or other packet-based wide area 

network). The local network and the internet both use electrical, electromagnetic or optical 

30 signals that carry digital data streams. The signals through the various networks and the 

signals on the network interface 910, which carry the digital data to and from the computer 

system 400, are exemplary forms of carrier waves transporting the information. 

The computer 900 can send messages and receive data, including program code, 

through the network(s) and the network interface 910. In the Internet example, a server 

35 might transmit a requested code for an application program through the internet, the ISP, the 

local network (the network 912) and the network interface 910. In accordance with the 

invention, one such downloaded application provides for the identification and analysis of a 
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prospect pool and analysis of marketing metrics. The received code may be executed by 

processor 904 as it is received, and/or stored in storage device 910, or other non-volatile 

storage for later execution. In this manner, computer 900 may obtain application code in the 

form of a carrier wave. 

5 In various embodiments, a computer-implemented method for generating and 

verifying officially verifiable electronic representations may be disclosed. The method may 

comprise receiving, by a credential database, a request for a credential action. The 

credential database may be configured to store one or more credentials comprising a status 

indicator. The method may further comprise determining, by the credential database, a 

1 0 response to the credential action based on the one or more user credentials stored in the 

credential database and transmitting, by the credential database, the response to a client 

device. The credential action may comprise generating a credential. The credential may be 

generated when the credential database determines that no matching credential is stored in 

the credential database. 

15 In some embodiments, generation of a credential may comprise requesting, by the 

credential database, the credential from an issuing agency database. The issuing agency 

database may be configured to store credentials issued by an issuing agency. The method 

may further comprise receiving, by the credential database, the status indicator and 

credential information associated with the credential transmitted by the issuing agency 

20 database and storing the credential and the status indicator in the credential database. The 

credential information may comprise the credential, and wherein the status indicator 

indicates a valid credential. The response transmitted to the user device may comprise the 

credential and a copy of the credential may be stored in the credential database. The 

credential database may generate a device identifier for the credential. The device identifier 

25 may limit the credential to the client device. The status indicator may indicate an invalid 

credential. When the status indicator indicates an invalid credential, the response 

transmitted to the user device may comprise the status indicator. In some embodiments, the 

validity of the credential may additionally depend upon other information submitted by the 

client, such as, for example, biometric, location, password, device identifiers, and/or other 

30 user-specific information. 

The credential action may comprise checking a status indicator of a stored credential. 

The request for the credential action may comprise a credential identifier. The credential 

response may be determined by comparing the credential identifier with the one or more 

credentials stored in the credential database. When the credential identifier matches a 

35 stored credential, the response to the request for the credential action may comprises the 

status indicator of the stored credential and may further comprise a portion of the stored 
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credential. When the credential identifier does not match a stored credential, the response 

to the request for the credential action comprises an invalid credential response. 

In various embodiments, a computer-implemented method for requesting an officially 

verifiable electronic representation is disclosed. The method may comprise generating, a 

5 processor, a request for a credential action. The request may comprise a credential 

identifier. The method may further comprise transmitting, by the processor, the request for 

the credential action to a credential database and receiving, by the processor, a response to 

the request for the credential action. The request for credential action may comprise a 

credential generation. 

10 In some embodiments a scanner may scan an information code comprising the 

credential identifier. The response to the request for the credential action may comprise a 

generated credential. The generated credential may comprise the credential identifier and 

additional credential information. The additional credential information may be obtained, for 

example, from the issuing agency database. The generated credential may comprise a 

15 device identifier. The device identifier may limit the generated credential to the processor. 

The request for the credential action may comprise a credential verification request. The 

response to the request for the credential action may comprise a status indicator. When the 

status indicator indicates a valid credential, the response to the request for the credential 

action may comprise a credential image. When the status indicator indicates an invalid 

20 credential, the response to the request for the credential action may comprise an invalidity 

response identifying a reason for the invalid credential. 

In various embodiments, an apparatus for generating and verifying officially verifiable 

electronic representations is disclosed. The apparatus may comprise a processor and a 

memory unit operatively coupled to the processor. The memory unit may be configured to 

25 store a plurality of instructions, wherein the instructions are configured to program the 

processor. The processor may be programmed to maintain a credential database. The 

credential database may be configured to store one or more credentials comprising a status 

indicator. The credential database may be configured to store pointers to other data stores 

and/or services accessible via a network. The processor may further receive a request for a 

30 credential action and determine a response to the credential action based on the one or 

more user credentials stored in the credential database. The processor may be 

programmed to transmit the response to a client device. 

In some embodiments, generation of a credential may comprise generating a request 

for the credential from an issuing agency database. The issuing agency database may be 

35 configured to store credentials issued by an issuing agency. The processor may receive the 

status indicator and credential information associated with the credential transmitted by the 

issuing agency database and may store the credential and the status indicator in the 
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memory unit. The credential information may comprise the credential when the status 

indicator indicates a valid credential. The response transmitted to the user device may 

comprise the credential and a copy of the credential may be stored in the memory unit. The 

processor may generate a device identifier for the credential. The device identifier may limit 

5 the credential to the client device. The status indicator may indicate an invalid credential. 

When the status indicator indicates an invalid credential, the response transmitted to the 

user device may comprise the status indicator. 

The credential action may comprise checking a status indicator of a stored credential. 

The request for the credential action may comprise a credential identifier. The credential 

10 response may be determined by comparing the credential identifier with the one or more 

credentials stored in the memory unit. In some embodiments, the response may additionally 

be determined by comparing other information submitted by the client, such as, for example, 

location, biometric information, and/or device identifiers, with stored credentials. When the 

credential identifier matches a stored credential, the response to the request for the 

15 credential action may comprise the status indicator of the stored credential and may further 

comprise a portion of the stored credential. When the credential identifier does not match a 

stored credential, the response to the request for the credential action comprises an invalid 

credential response. 

Various embodiments may be described herein in the general context of computer 

20 executable instructions, such as software, program modules, and/or engines being executed 

by a computer. Generally, software, program modules, and/or engines include any software 

element arranged to perform particular operations or implement particular abstract data 

types. Software, program modules, and/or engines can include routines, programs, objects, 

components, data structures and the like that perform particular tasks or implement 

25 particular abstract data types. An implementation of the software, program modules, and/or 

engines components and techniques may be stored on and/or transmitted across some form 

of computer-readable media. In this regard, computer-readable media can be any available 

medium or media useable to store information and accessible by a computing device. Some 

embodiments also may be practiced in distributed computing environments where 

30 operations are performed by one or more remote processing devices that are linked through 

a communications network. In a distributed computing environment, software, program 

modules, and/or engines may be located in both local and remote computer storage media 

including memory storage devices. 

Although some embodiments may be illustrated and described as comprising 

35 functional components, software, engines, and/or modules performing various operations, it 

can be appreciated that such components or modules may be implemented by one or more 

hardware components, software components, and/or combination thereof. The functional 
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components, software, engines, and/or modules may be implemented, for example, by logic 

(e.g., instructions, data, and/or code) to be executed by a logic device (e.g., processor). 

Such logic may be stored internally or externally to a logic device on one or more types of 

computer-readable storage media. In other embodiments, the functional components such 

5 as software, engines, and/or modules may be implemented by hardware elements that may 

include processors, microprocessors, circuits, circuit elements (e.g., transistors, resistors, 

capacitors, inductors, and so forth), integrated circuits, application specific integrated circuits 

(ASIC), programmable logic devices (PLO), digital signal processors (DSP), field 

programmable gate array (FPGA), logic gates, registers, semiconductor device, chips, 

10 microchips, chip sets, and so forth. 

Examples of software, engines, and/or modules may include software components, 

programs, applications, computer programs, application programs, system programs, 

machine programs, operating system software, middleware, firmware, software modules, 

routines, subroutines, functions, methods, procedures, software interfaces, application 

15 program interfaces (API), instruction sets, computing code, computer code, code segments, 

computer code segments, words, values, symbols, or any combination thereof. Determining 

whether an embodiment is implemented using hardware elements and/or software elements 

may vary in accordance with any number of factors, such as desired computational rate, 

power levels, heat tolerances, processing cycle budget, input data rates, output data rates, 

20 memory resources, data bus speeds and other design or performance constraints. 

In some cases, various embodiments may be implemented as an article of 

manufacture. The article of manufacture may include a computer readable storage medium 

arranged to store logic, instructions and/or data for performing various operations of one or 

more embodiments. In various embodiments, for example, the article of manufacture may 

25 comprise a magnetic disk, optical disk, flash memory or firmware containing computer 

program instructions suitable for execution by a general purpose processor or application 

specific processor. The embodiments, however, are not limited in this context. 

The functions of the various functional elements, logical blocks, modules, and circuits 

elements described in connection with the embodiments disclosed herein may be 

30 implemented in the general context of computer executable instructions, such as software, 

control modules, logic, and/or logic modules executed by the processing unit. Generally, 

software, control modules, logic, and/or logic modules comprise any software element 

arranged to perform particular operations. Software, control modules, logic, and/or logic 

modules can comprise routines, programs, objects, components, data structures and the like 

35 that perform particular tasks or implement particular abstract data types. An implementation 

of the software, control modules, logic, and/or logic modules and techniques may be stored 

on and/or transmitted across some form of computer-readable media. In this regard, 
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computer-readable media can be any available medium or media useable to store 

information and accessible by a computing device. Some embodiments also may be 

practiced in distributed computing environments where operations are performed by one or 

more remote processing devices that are linked through a communications network. In a 

5 distributed computing environment, software, control modules, logic, and/or logic modules 

may be located in both local and remote computer storage media including memory storage 

devices. 

Additionally, it is to be appreciated that the embodiments described herein illustrate 

example implementations, and that the functional elements, logical blocks, modules, and 

10 circuits elements may be implemented in various other ways which are consistent with the 

described embodiments. Furthermore, the operations performed by such functional 

elements, logical blocks, modules, and circuits elements may be combined and/or separated 

for a given implementation and may be performed by a greater number or fewer number of 

components or modules. As will be apparent to those of skill in the art upon reading the 

15 present disclosure, each of the individual embodiments described and illustrated herein has 

discrete components and features which may be readily separated from or combined with 

20 

the features of any of the other several aspects without departing from the scope of the 

present disclosure. Any recited method can be carried out in the order of events recited or in 

any other order which is logically possible. 

It is worthy to note that any reference to "one embodiment" or "an embodiment" 

means that a particular feature, structure, or characteristic described in connection with the 

embodiment is comprised in at least one embodiment. The appearances of the phrase "in 

one embodiment" or "in one aspect" in the specification are not necessarily all referring to 

the same embodiment. 

25 Unless specifically stated otherwise, it may be appreciated that terms such as 

"processing," "computing," "calculating," "determining," or the like, refer to the action and/or 

processes of a computer or computing system, or similar electronic computing device, such 

as a general purpose processor, a DSP, ASIC, FPGA or other programmable logic device, 

discrete gate or transistor logic, discrete hardware components, or any combination thereof 

30 designed to perform the functions described herein that manipulates and/or transforms data 

represented as physical quantities (e.g., electronic) within registers and/or memories into 

other data similarly represented as physical quantities within the memories, registers or 

other such information storage, transmission or display devices. 

It is worthy to note that some embodiments may be described using the expression 

35 "coupled" and "connected" along with their derivatives. These terms are not intended as 

synonyms for each other. For example, some embodiments may be described using the 

terms "connected" and/or "coupled" to indicate that two or more elements are in direct 

25 

Pg. 259



WO 2014/100628 PCT /US2013/077010 

physical or electrical contact with each other. The term "coupled," however, also may mean 

that two or more elements are not in direct contact with each other, but yet still co-operate or 

interact with each other. With respect to software elements, for example, the term "coupled" 

may refer to interfaces, message interfaces, application program interface (API), exchanging 

5 messages, and so forth. 
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CLAIMS 

What is claimed is: 

1. A computer-implemented method for generating and verifying officially verifiable 

5 electronic representations, the method comprising: 

10 

15 

20 

25 

30 

receiving, by a credential engine executed by a processor, a request for a credential 

action; 

determining, by the credential action, a response to the credential action based on 

the one or more user credentials; and 

transmitting, by the processor, the response to the credential action. 

2. The computer-implemented method of claim 1, comprising storing, by the credential 

engine, one or more credentials. 

3. The computer-implemented method of claim 2, generating, by the credential engine, 

a credential, wherein the credential is generated when the credential engine determines that 

no matching credential is stored. 

4. The computer-implemented method of claim 3, comprising: 

requesting, by the credential engine, the credential from an issuing agency, wherein 

the issuing agency stores credentials issued by the issuing agency; 

receiving, by the credential engine, the status indicator and credential information 

associated with the credential transmitted by the issuing agency; 

storing, by the credential engine, the status indicator. 

5. The computer-implemented method of claim 4, receiving, by the credential engine, 

credential information comprising the credential, wherein the status indicator indicates a 

valid credential. 

6. The computer-implemented method of claim 5, comprising storing, by the credential 

engine, the credential, and wherein the response transmitted to the client device comprises 

the credential. 

7. The computer-implemented method of claim 6, comprising generating, by the 

35 credential engine, a device identifier for the credential, wherein the device identifier limits the 

credential to the client device. 
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8. The computer-implemented method of claim 4, wherein the status indicator indicates 

an invalid credential and the credential information indicates the reason for the invalid 

credential, and wherein the response transmitted to the client device comprises the status 

indicator and the credential information. 

9. The computer-implemented method of claim 2, comprising generating, by the 

credential engine, a reference to a remotely stored credential, wherein the one or more 

credentials stored by the credential engine comprise the reference to the one or more 

remotely stored credentials. 

10. The computer-implemented method of claim 2, comprising storing, by the credential 

engine, user-specific information. 

11. The computer-implemented method of claim 10, comprising storing, by the credential 

15 engine, the user specific-information selected from the group consisting of: biometric 

information, location information, a password, a device identifier. 

12. The computer-implemented method of claim 1, comprising checking, by the 

credential engine, a status indicator of a stored credential, wherein the request for the 

20 credential action comprises a credential identifier. 

25 

30 

13. The computer-implemented method of claim 12, comprising determining, by the 

credential engine, the credential response by comparing the credential identifier with the one 

or more stored credentials. 

14. The computer-implemented method of claim 13, comprising generating, by the 

credential engine, the response to the request for the credential action comprising the status 

indicator of the stored credential when the credential identifier matches a stored credential. 

15. The computer-implemented method of claim 14, comprising generating, by the 

credential engine, the response to the request for the credential action comprising a portion 

of the stored credential. 

16. The computer-implemented method of claim 13, comprising generating, by the 

35 credential engine, the response to the request for the credential action comprising an invalid 

credential identifier when the credential identifier does not match a stored credential,. 
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17. A computer-implemented method for requesting an officially verifiable electronic 

representation, the method comprising: 

generating, by a processor, a request for a credential action comprising a credential 

identifier; 

transmitting, by the processor, the request for the credential action to a credential 

engine; 

receiving, by the processor, a response to the request for the credential action. 

18. The computer-implemented method of claim 17, wherein the requested credential 

10 action comprises generating a credential. 

15 

19. The computer-implemented method of claim 18, comprising scanning, by a scanner, 

an information code comprising the credential identifier. 

20. The computer-implemented method of claim 18, wherein the response to the request 

for the credential action comprises a generated credential comprising the credential identifier 

and additional credential information. 

21. The computer-implemented method of claim 20, wherein the generated credential 

20 comprises a device identifier, wherein the device identifier limits the generated credential to 

the processor. 

25 

30 

35 

22. The computer-implemented method of claim 17, comprising: 

collecting, by the processor, user-specific information; and 

transmitting, by the processor, the user-specific information to a credential engine, 

wherein the user-specific information is included in the request for a credential action. 

23. The computer-implemented method of claim 17, wherein the request for the 

credential action comprises a credential verification request, and wherein the response to 

the request for the credential action comprises a status indicator. 

24. The computer-implemented method of claim 23, wherein when the status indicator 

indicates a valid credential, the response to the request for the credential action comprises a 

credential image. 

25. The computer-implemented method of claim 23, wherein when the status indicator 

indicates an invalid credential, the response to the request for the credential action 

comprises a reason for the invalid credential. 
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26. An apparatus for generating and verifying officially verifiable electronic 

representations, the apparatus comprising: 

a processor; 

a memory unit operatively coupled to the processor, the memory unit configured to 

5 store a plurality of instructions, wherein the instructions are configured to program the 

processor to: 

10 

execute a credential engine, wherein the credential engine is configured to 

receive a request for a credential action; 

receive the request for a credential action; 

determine a response to the credential action based on one or more stored 

user credentials; and 

transmit the response to a client device. 

27. The apparatus of claim 26, wherein the credential action comprises generating a 

15 credential, wherein the credential is generated when the processor determines that no 

matching credential is stored. 

20 

25 

28. The apparatus of claim 27, wherein the instructions are configured to program the 

processor to: 

request the credential from an issuing agency, wherein the issuing agency stores 

credentials issued by an issuing agency; 

receive the status indicator and credential information associated with the credential 

transmitted by the issuing agency; and 

store the credential and the status indicator. 

29. The apparatus of claim 28, wherein the credential information comprises the 

credential, and wherein the status indicator indicates a valid credential. 

30. The apparatus of claim 28, wherein the credential information comprises user-

30 specific information. 

35 

31. The apparatus of claim 30, wherein the user-specific information is selected from the 

group consisting of: biometric information, location information, a password, a device 

identifier. 

32. The apparatus of claim 29, wherein the response transmitted to the user device 

comprises the credential. 
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33. The apparatus of claim 32, wherein the instructions are configured to program the 

processor to generate a device identifier for the credential, wherein the device identifier limits 

the credential to the client device. 

34. The apparatus of claim 28, wherein the status indicator indicates an invalid 

credential, and wherein the response transmitted to the user device comprises the status 

indicator. 

10 35. The apparatus of claim 28, wherein the stored credential comprises a reference to a 

remotely stored credential. 

36. The apparatus of claim 28, wherein the credential action comprises checking, by the 

processor, a status indicator of a stored credential, wherein the request for the credential 

15 action comprises a credential identifier. 

20 

37. The apparatus of claim 36, wherein the credential response is determined by 

comparing the credential identifier with the one or more stored credentials. 

38. The apparatus of claim 37, wherein when the credential identifier matches a stored 

credential, the response to the request for the credential action comprises the status 

indicator of the stored credential. 

39. The apparatus of claim 38, wherein when the credential identifier does not match a 

25 stored credential, the response to the request for the credential action comprises an invalid 

credential response. 
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D no decision has been made yet on the protest; tht: applicant wlli be notified as soon as a decision is made. 
4. R,,mindern 

The applicant may submit comments on an informal basis on the written opinion of the Jntemationa! Searching 
Authority to !he International Bureau. The International Bureau will send a copy of such comments to ail designated 
Offices unless an international preliminary examination report has been or is to be established. Following the 

expiration of 30 months from the priority date, these comments will also be made available to the public. 

Shortly after the expiration of 18 months from the priority date, the international application will be published by the 
International Bureau. lfthe applicant wishes to avoid or postpone publication, a notice of withdrawal of the 
international application, or of the priority ciaim, must reach the. International Bureau before the completion of the 

technical preparations for international publication (Rules 90bis.l and 90bis.3). 

Within 19 months from the priority date, but only in respect of some designate.ct Offices, a demand for international 
preliminary examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 
months from the priority date (in some Offices even later); otherwise, the applicant must, within 20 months from the 

priority date, perform the prescribed acts for entry imo the national phase before those designated Offices. 
In respect of other designated Offices, the time J imil of 30 months ( or later) will apply even if no demand is :filed 
within .l 9months. 

For details about the applicable time limits, Office by Office, see www.wipo.in1/pe1/en/texts/time__Jimil~.html and the 
PCT Applicant's Guide, National Chapters. 

Name and mailing address of the ISA/KR 
International Appiirn.tion Division 
Kotean Intelle:cttial Property Office 
189 Cht;or.g:-.a-ro, Seo-gu. Dr.iejcon Jvfotrnpol1tan City, 302-70 l. 
Rep11hiic of KoreH. 

Facsimile No. 82-42-472-·7140 

Form PC'T!1SAi220 (July 2.0!0) 

Authorized officer 

COMMISSJONER 

Telephone No. 82-42-481-5875 
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* Attention 

Copies of the documents cited in the international search report can be searched in the following Korean 
lnteilectual Property Office English website for six months(expire date: 2014.10.18 ) from the date of 
mailing of the international search report. 

h!tp://wVv'Vl,kipo.go.kr/en/ => PCT Services => PCT Services 

ID : PCT internatiornil application number 
PW : BAQ9PNF5 

[nquiries related to PCT International Search Report or Written Opinion prepared by K!PO as an International 
Searching Authority can be answered not only by KJPO but also through lPKC (lntcHcctual Property Korea 
Center), located in Vienna, VA which functions as a PCT Help Desk for PCT applicants. 

Homepage: http://vrww.ipkcenter.com 

Email: ipkc@ipkcenter.com 

Note, to Fonn.PCT;JSA/220 (July 2010) 
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PCT/U 82013/077010 
PATENT COOPERATION TREATY 

INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 

Applicant's or agent's file reforcncc 
FOR FlJRTHER sec Form PCTiTSA/220 

120393PCT ACTION as ,~,cH as: \Vhcre applicable, item 5 be..lo\.v. 

Jntemationai appiication No. International filing date (day11nonthlyear) (Earliest) Priority Date (doy/rnomhlyear) 

PCT iUS2013/07i010 20 December 2013 (20.12.2013) 21 December 2012 (21.12.2012) 

Applicant 

CORTEX MCP, INC. 

This International search report has been prepared by this lnternational Searching Authority and is transmitted to the applicant according 
to Article l 8. A copy is being transmitted to the Jntcrnational Bureau. 

This intemarimial search report consists of a total of 3 sheets. 

□ It is also accomoanied bv a coov of each orior mt document cited in this report. 
' ef ~ ... ~ 

L Busi$ of the report 
a. With regard to the language, the international search was carried out on the basis of: 

IZJ the internationai appiieation in the langnage in which it was filed 

D a translation of the imernational application into _____________ , which is the language ofa 
translation furnished for the purposes of international search (Rules i2.3(a) and 23.l(b)) 

b. [] This international search report has been established taking into account the rectification of an obvious mistake 
authorized by or notified to this Authority under Rule 91 (Ruie 43.6bis(a)). 

c. D With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I. 

2. D Certain claims were found unsearchable (See Box No. H) 

3. [] Unity of invention is lacking (See Box No. ffI) 

4. \JVilh regard to the title, 

IZJ the text is approved as submi1red by the applicant. 

D the text has been established by this Authority to read as foliows: 

5. With regard to the abstract, 

IZJ the text is approved as submitted by the applicant. 

D the text has been established, according to Rule 38.2, by this Authority as it appears ln Box No. IV. The applicant 

may, within one month from the date of mailing of this international search report, submit comments to this Authority. 

6. With regard to the drawings, 

a. the figure of the drawings to be published with the abstract i.s Figure No. 1 

D as suggested hy the applicant. 

IZJ as selected by this Authority, because the applicant faiie<l to suggest a figure. 

Das selected by this Authority, because this figure better charnclerizes the i,wen!ion. 

b. D none of the figures is to be published ,vith the abstract. 

Form PCTi1SA/2 lO (first sheet) (July 2.009) 
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JNH:RNATIONAL SEARCH REPORT International application No. 
PCT IV S2013/077010 

A. CLASSIFICATION O.F SUBJECT MATTER 

G06F 21/30(2013.0l)i, G06F 17/21(2006.0J)i 

According to Tntemational Patent Cla;;sification (IPC) or 10 both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (cia5sifieation system followed by classification symbols) 
G06F 21/30; H04L 9/14; H04W 8/20; G06f 17/00; G06Q 30/00; H04L 9/32; H04W 12/06; G06F 21/22; G06F 17/21 

Documentation searched other faan minimum documentation to the extent that such documems are included in the fields searched 
Korer,n utility models and applications for utility models 
Japanese !!lility models and applications for utility models 

Electronic data base consulted du.ring the intemationai search (name of data base and, where practicable, search terms used) 
eKOMPASS(KIPO interrmi) & keywords: credentiai engine, wrifying, user credential, store, request, matching, issuing agency, status 
indicator, identifier 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. 

X KR 10-201HJ130002 A (KOREA FlNANClAL TELECOMM. & AMP,) 0'5 December 20H 
See paragraphs [0026]-[0046], and figure 1. 

17-25 

y 1-- lG, 2ih39 

y KR 10-20ll-01262G9 A (SAMSUNG SDS CO., LTD.) 23 November 201] 
See paragraphs [OOJ6]-[0020j: cl aim 1; and figure l. 

.H.6,26-39 

A US 2010--0250:389 i\1 (THOMAS AUGUSTJN et al,) :30 September 2010 
See paragraphs [0046]--·[00591: and figure :~, 

1··:39 

A KR i0-1091410 Rl (LG ELECTRONTCS TNC.) 07 Febru31y 201l 
See paragraphs [0011]-·[0021}; and figures J.·-2. 

A WO 2008-018744 Al (KOREA INSTITUTE FOR ELECTRONlC COMMERCE) 14 February 2008 
See paragraphs [0044J-[0062j: and figure 1. 

J.-39 

D Further documents are listed in the continuation ofB(,x C. 

Spceiai categories of cited documcnr:,: 
document defining the general state ,::,f tho; art which is not considered 
to be of particular relevance 
earlier applicr,tion or patent but published on or after the international 
filing date 
document which may throw doubts on priority daim(s) or which i, 
dled to establish !"he publication date of another citation or vthcr 
special reason (as specified) 
docmnent refordng. to an oral disclosure, use) exhibition or other 
means 
document published prior to tJie international rilinb1 date but later 
than the priority date claimed 

Date of the actual completion of the international search 

l6 April 2014 (16.04.2014) 

Name and mailing address of the ISA/KR 
[ntcrnationa! Appllc3tfon Division 
Korean fo.Jdlcctual Property Office 
! 89 Chcongsa-rn. Sco-gu, Dacjcon Metropolitan City, 302-70 l, 
Rcpnbhc of Korea 

Facsimile No. +82-42-472-7140 

Form PCT/fSA/210 (secondshee1.) (July 2009) 

~ See patent family annex. 

"T" latel" document published after the ir,temational filing date or priority 
dat~ and not in conflict ;,vith tJ1c application but cited to undernta;]d 
the prindp!c or theory underJyirig the inventJOn 

11 Xn document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when thi.:" document is taken alone 

,:yo document of particuiar relevance; the ciaimed invention cannot be 
considered to i.nvolve an inven1ive step when the document i8 
combined ,vilh one or more other such documents,su.ch combination 
being obvious to a pergon skilled in the art 

1:&1
' document member of the same pntent famiiy 

Date of mailing of the international search report 

17 April 2014 (17.04.2014) 
Authorized officer 

AHN, Jeong Hwan 

Telephone No. +82-42-48 l-8440 
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INTERNATIONAL SEARCH REPORT 
Information on patent family members 

Patent document 
cited in search report 

KR 10-20 11-01:-iooo2 A 

KR 10-2011-0126269 A 

us 2010-025038!) J\ 1 

KR .l0·-·1091410 Bl 

WO 2008-0187.14 A1 

Publication 
date 

05/12/2011 

23/11/2011 

30/09/2010 

07/12/2011 

14/02/2008 

Form PCT/lSA/210 (patent family annex) (July 2009) 

lrllernational application No. 

PCT /US2013/077010 

Patent family 
memher(s) 

None 

None 

CN 10185424fi A 
EP 2237182 Al 
JP 2010-244542 A 
KR 10--2010--()109472 A 

None 

CN 101326517 A 
CN 101326517 B 
EP 1Dl7604 Al 
EP 1917604 A4 
JP 04918092 B2 
JP 2009-512001 A 
KR 10-08Hi184 Bi 
KR 10·-2008·-00141D4 A 
US 2009-0307756 Al 
US 81:322:37 B2 

Publication 
date 

06/10/2010 
06/10/2010 
28/10/2010 
08/10/2010 

17/12/2008 
02i06/2010 
07/05/2008 
09/03/2011 
18/04/2012 
19/0:3/2009 
21/03/2008 
14/02/2008 
10/12/2009 
06/0~~/2012 
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PCT/US2013/077010 

PATENT COOPERATION TREATY 
From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 
TARR, DANIEL J PCT 
K&L GATES LLP K&L GATES CENTER 2i0 SlXTH 
AVENUE PITTSBURGH PENNSYLVANIA l 5222-2613 
USA 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Ruic 43bki) 

Date ofnrniling 
(day/montli~vear) 17 April 2014 (17.04.2014) 

Applicant's or agent's file reference 

120393PCT 

FOR FURTHER ACTION 

International application No. 

PCTJ1JS2013/077010 I 
lnternational filing date (day/month/yea,~ 

20 Ikcember 2013 (20.12.2013) 

Jnternationai Patent Classification (!PC) or both national classification and lPC 

G06F 21/30(W13.0l)i, G06F 17/21(2()06.f)l)i 

Applicant 
CORTEX MCP, INC. 

I . This opinion contains indications relating to the foilowing items: 

~ Box No. l Basis of lhe opinion 

D Box No. II Priority 

See paragraph 2 below 

I 
Priority date(day/monih/yem~ 

21 December2012 (21.12.2012) 

D Box No. Ill Non--establishmenl of opinion with regard to novelty, inv.:ntive step mid industrial applicability 

Di
,---- ?nxNo. lV 

LhJ . Lack of unity of invention 

~ 
n 

Box No. V Rca.soned :;tatcmcnt under Rule 43bis. l(a)(i) with regard to novelty, inventive step and industrial appUcabill!y; 
citations and explanations supporting such statement 

L._j 

n 
LJ 

Box No. VI Certain documents cited 

Box No. Vll Certain defects in the internationai application 

LJ Box No. Vlll Certain observations on the international application 

:2. F'URTHER ACTION 
Ifa demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the 
lntemational Preliminary Examining Authority (''lPEA") except that this does not apply where the applicant chooses an Authority 
other than this one to be the !PEA and the chosen [PEA has notified the lntcmational Bureau under Rule 66. l bis(b) that written 
opinions of this International Searching Au1hority wiJJ not be so considered. 

If this opinion is, as provided above, considered to be a written opinion of the fPEA, the applicant is invited to submit to the 
!PEA a written reply together, where appropriate, with amendments, bdon: !he expiration ofJ months from the date of mailing 
of Form PCT/fSA/220 or before thi: expiration of 22 months from the priority date, whichever expires later. 
For further options, see Form PCTiISA/220. 

Name and mailing addre~s of thelSA/KR 
lnternat10nal Appllcatwn Dr\.tS1◊n 
Korean Int1:,llectuat Proptcrty Office 
189 Che,.:,ngsa•ro. Seo•gu, Daejeon 
fvfotropoHtan City, 302•·701, Republic ofKoreu. 

Fac,;imile No. +82-42-472-7 l 40 

Form PCT/lSA/237 (cover sheet) (July 201 l) 

Date of completion of this opinion J\.uthorizt:d oflicer 

AHN, Jeong Hwan 
16 Aprii 2014 (16.04.2014) 

Telephone No. +82-42-481-8440 
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WRITTEN OPINION O:F THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of this opinion 

I. With regard to the language, this opinion has been established on the basis of: 

IZ! the international application in the language in which it was filed 

International application No. 

PCT /US20l3/077010 

D a translation of the international application into _______________ iNhich is the language of a 
translation furnished for the _purposes of internationai search (Rules 12.3(a) and 23.l(b)) 

2. D This opinion has been established taking into account th,, rectification of an obvious misfakr authorized by or notified 
to this Authority under Rule 9! (Rule 43his.l(a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been 
cstahlished on ihc basis of a sequence listing filed or furnished: 

a. (means) 

□': on paper 

D in eleclronic frnm 

b. (time) 

D in the internati,maf application as filed. 

D together with the international application in electronic frmn. 

D subsequently to this Authority for the purposes of search. 

4. D In addition, in the cast: !hat more than one version or copy of a sequence listing has been tiled or furnished, ttie required 

statements that the information in the subsequent or additioanl copies is identical to that in the applicntion as filed or does 

not go beyond the application as filed, as appropriate, were iurnished. 

5. Additional comments: 

Form PCT/ISA/237 (Box No. r)( July 2011) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Intematiormi appiication No. 

PCT /US2013/077010 

Box No. V Reasoned statement under Rule 43bi,.J(a)(i) with regard to novelty, inventive step or industrial applica1bi!ity; 
citations and expianaiions supporting such statement 

I. Statement 

Novelty (N) 

Inventive step (TS) 

Industrial applicability (I/\) 

2. Citations anrJexphmMions • 

Claims 

Claims 

Claims 

C!al1ns 

Claims 

Ciaims 

J-39 
----------------------

NONE 

NONE 

YES 

NO 

YES -----------------------­________________________ NO 1-39 

J .. 39 YES 
------------------------
NONE NO 

Reference is made to the following documents: 

Dl.: KR 10-·2011--0130002 A (KOREA FINANCIAL TELECOMM. & AMP.) 05 DE,cember 2011 

D2: KR 10-2011--0126269 A (SAMSUNG SDS CO .. LTD.) 23 November 2011 

i. Novelty and Inventive Step 

1.1. independent Cl.aim 1 and its Dependent Claims 2-16 

1.1.1. D 1, 'Nhich is consid,~recl to be the closest prior art to thE, subj,?ct matter or c.lairn L 

discloses a method cornprising: receiving a request for issuing a certificat,~ (see 

paragraph [0039]); and transrnitting certificate information (see paragraph [0039]). 

The subject matter of claim 1 differs from that of Dl in determining, by a credential 

action. a response to the credential action based on one or more user credentials. 

However. the different feature of the invention defined in claim l can be easily derived 

from the feature of D2 that comprises sending a pre-stored certificate in a certificate 

rnanagement server 1.o a user terminal (see paragraph [0018]). Accordingly, it wou.ld be 

obvious to a person skilled in the art 1.o combine the disclosures of Dl and D2. thereby 

arriving at the claim. Therefore, claim 1 lacks an inventive step under PCT .Article 33(3). 

l.1.2. Th,? additional feature of claim 2, dependent on claim 1, can be easily conceived 

from the feature of D2 that comprises the pre···stored certificate in the certificate 

management server (see paragraph [0018]). Therdore, claim 2 lacks an inventive stE,p 

under PCT Article 33(3). 

l.. l.3. The additional feature of claim 3. dependent on claim 2. can be easily conceived 

from the foatur-e of D l that comprises generating the certificate information (see 

paragraph [0040]). Therefore, claim 3 lacks an inventive step under PCT Article 33(3). 

Continued on Supplemental Box 

Form PCT/ISA/23 7 (Box No. V) (July 2011) 
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WRITTEN OPINION OF THE 
INTERi'\fA TIONAL SEARCHING AUTHORITY 

Supplemental Box 

In case the space ill any of the preceding boxes is not sufficient. 
Continuation of: Box No. V 

International application No. 

PCT/US2013/0770l 0 

L 1 ,4_ The additional feature of claims 4-5, directly or indirectly dependent on claim 3, 

can be easily conceived from the feature of Dl that the certificate information comprises 

expiration date information of the certificate {see paragraph (0042]). Therefore. claims 4-5 

lack an inventive step under PCT Article 33(3). 

1.1.5. The additional feature of claim 6, dependent on claim 5, can be easily conceived 

from the feature of Dl that comprises storing the certificate information (see paragraph 

[0044]). Therefore, claim 6 lacks an inventive step under PCT Article 33(3). 

l.. L6. The additional feature of clairn 7, dependent on claim 6, can be merely a variation 

of user· identification in Dl (see paragraph f.0035]). Therefore, claim 7 lacks an inventive 

step under PCT Article 33(3). 

LL 7. The additional feature of claim 8, dependent on claim 4, can bE; rrnirely a matter of 

design option in view of the feature of Dl that comprises the expiration date information 

of the certificate (see paragraph [0042]). Therefore, claim 8 lacks an inventive step under­

PC'T Article 33(3). 

1. 1.8. The additional feature of claim 9. dependent on claim 2. can be easily conceived 

from the feature of Dl that comprises storing the certificate information in a storage 

medium (see paragraph [0044]). Therefore. claim 9 lacks an inventive step under PCT 

Article 33(3). 

1.1.9. The addi.honal feature of claims 10-11. directly or indirectly dependent on claim 2. 

can be easily conceived from biometric information in Dl (see paragraph [0036]). 

Therefore, claims 10-11 lack an inventive step under PCT Article 33(3). 

L 1.10. The additional feature of claim 12, dependent on claim 1. can be easily conceived 

from the expiration date information of the c~,itificate in DJ. (see paragraph [0042.Jj. 

Therefore. claim 12 lacks an inventive step under PCT Article 33(3). 

l. l. l. L The additional features of claims 13-14, 16, directly or indirectly dependent on 

claim 12, can be easily conceived from the user identification in Dl (see paragraph 

[0035]) and the pre--stored certificate in the certificate management server in D2 (see 

paragraph [0018]). Therefore, claims 13-14. 16 lack an inventive step under PCT Article 

33(3). 

Continued on The Next Page 

Form PCT/ISA/237 (Supplemental Box) (July 2011) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Supplemental Box 

In ca~c tho: space in any of the pt·cceding boxes is not snffident. 
Continuation of: Previous Page 

International application No. 

PCT/US2013/077010 

l. l.12. The additional feature of claim 15, dependent on clairn 14, can be easily conceived 

from the feature of D l that comprises generating the certificate information (see 

paragraph [0040]). Therefore, claim 15 lacks an inventive step under PCT Article 33(3). 

1.2. Independent Claim 17 and ns Dependent Claims 18-25 

1.2.1. Dl, which is considered to be the closest prior art to the subject matter of claim 

17, discloses a method comprising: transmitting a request for issuing a certificate 

identifying a user (see paragraphs [0029]. [0039]); and receiving certificate information 

(seE; paragraph [0039]). 

TJ-u" subject rnatter of claim 17 differs from that of Dl in generating, by a processor, a 

request for a credential action comprising a credential identifier. However, the different 

feature of the invention defined in claim 17 can be easily derived from the feature of Dl 

that comprises the request for issuing the certificate and identifying the user (see 

paragraphs [0029]. [0039]). Accordingly, claim 17 would have been obvious over Dl. 

Therefore, claim 17 lacks an inventive step under PCT Article 33(3). 

1.2.2. The additional ieature oi claim 18, dependent on claim 17. can be easily conceived 

from the request for issuing the certificate in Dl (see paragraph [0040]). Therefore, claim 

18 lacks an inventive step under PCT Article 33(3). 

i.2.3. The additional features of claims 19···20, dependent on claim 18, can be easily 

conceived from a user identification in Di (see paragraph [0035]). Therefore, claims 19-20 

lack an inventive step under PCT Article 33(3). 

1.2.4. The additional feature of claim 21, dependent on claim 20, can be merely a 

variation of the user identification in Dl (see paragraph [0035]). Therefore. claim 21 lacks 

an inventive step under PCT Article 33(3). 

l..2.5. The additional feature of claim 22, dependent on claim 17, can be easily conceived 

from biometric information in DI (see paragraph [0036j). Therefore, claim 22 lacks an 

inventive step under PCT Article 33(3). 

1.2.6. The additional feature of claims 23-25, directly or indirectly dependent on claim 17, 

can be merely matters of design option in view of the feature of D 1 that comprises 

Continued 011 The Next Page 

Form PCT/lSA/237 (Supplemental Box) (July 20] 1) 
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In case the space in any of the preceding l:Joxe;; l;; not sufficient. 
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International application No. 

PCT/US2013/0770l0 

expiration date inforrnation of the certificate (see paragraph [0042]). Therefore~ clairns 

23-25 lack an inventive step under PCT Article 33(3)" 

1.3. Independent Claim 26 and its Dependent Claims 27-39 

1.3. l. The features of claim 26 are substantially the same as those of clairn 1 except the 

category of the invention and additional- features. However, the add.it.ional features of 

claim 26 are considered to be a minor difference over the disclosure of D l that falls 

under the general knowledge of a person skilled in the art. Accordingly. the same 

reasoning as in claim 1 applies to claim 26. Therefore, claim 26 lacks an inventive .step 

under PCT Article 33(3). 

1.3.2. The additional features of claims 27--29, directly or indirectly dependent on claim 

26, are substantialiy the same as those of claims 3-5 except the category of the 

invention, respectively. Accordingly, the sam;~ reasoning as in claims 3--5 applies to 

claims 27--29, respectively. Therefore. claims 27--29 lack an inventive step u.nder PCT 

Article 33(3). 

l.3.3. The additional features of claims 30-31, directly or indirectly dependent on claim 

28, can be easily conceived from biometric information in Dl (see paragraph [0036]). 

ThE;refore, clairns 30·-·3 l lack an inventive step under PCT Article 33(3). 

1.3.4. The additional feature of claim 32, dependent on claim 29, can be easily conceived 

from the transrnitting the certificate information in Dl (see paragraph [0039]). Therefore, 

claim 32 lacks an inventive step under PCT Article 33(3). 

L3S The additional feature of claim 33, dependent on claim 32, can be merely a 

variation of user identification m D l (see parngraph [0035]). Therefore, claim 33 lacks an 

inventive step under PCT Article 33(3). 

l .3.6. The additional feature of claim 34, dependent on claim 28, can be merely a matter 

of design option in view of the feature of D l that comprises expiration date information 

oi the certificate (see paragraph [0042]), Therefore, claim 34 lacks an inventive step 

under PCT Article 33(3), 

l.3.7. The additional feature of claim 35. dependent on claim 28, can be easily conceived 

from the feature of Dl that comprises storing the certificate information in a storage 

Continued on The Next Page 

Form PCT/ISA/23 7 (Supplemental Box) (July 20 l l) 
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Supplemental Box 

In case the space in any of the preceding boxes is not sufficient. 
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International application No. 

PCT/US2013/077010 

medium {see paragraph [0044]). Therefore, claim 35 lacks an inventive step under PCT 

Article 33(3). 

1.3.8. The additional feature of claim 36, dependent on claim 28. can be easily conceived 

trom the expiration date information of the certificate .in DJ (see paragraph [0042]). 

Therefore, claim 36 lacks an inventive step under PCT Article 33(3). 

1.3.9. The additional features of claims 37-39, directly or indirectly dependent on claim 

36, can be easily conceived from the user identification in D l (see paragraph [0035]) and 

a pre-stored certificate in a certificate management server in D2 (see paragraph [00 l 8]). 

Therefore. claims 37-39 lack an inventive step under- PCT Article 33(3). 

2. Industrial Applicability 

Claims 1--39 are industrially applicable under PCT Article 33( 4). 

Form PCT/ISA/237 (Supplemental Box)(July 2011) 
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34, chemin des Co1omheuei. 
l2l l Geneva 20, Sw!t1.Prland 

FacsirnJ1e No. +4 l 22 338 82 70 

Form PCTiilV32G (January 2004) 

Authorized officer 

e-mail: pt02.pct@wipo.int 

RECEIVED 
JUL O 6 2015 

K& LG.ATES 
PITTSBURGH, Pi\ 

Lingfei Bai 
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PCT/ti S2013/07701 O 

PATENT COOPERATION TREATY 
From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 
TARR, D ANlEL J 

K&L GATES LLP K&L GATES CENTER 210 SIXTH 
A '\/'ENUE PITTSBURGH PEr-"NSYLVANIA J.'.'i222-26B 

USA 

WRITTEN OPJNJON OJ<' THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 431:ii,.1) 

Date of maili..'lg 
(day/month/ye~r) 17 April 2014 (17.04.2014) 

Applicant's or agent's file reference 

120393PCT 

FOR FURTHER ACTION 

Inlernational application No. I interna11011al filing date (dav/rnonlh/year) 

PCT/IJS2013/077010 20 Uecemher 2013 (20.12.2013) 

international Patent Classification (ll'C) or both national classification and !PC 

G06F 21/30(2013.0l)i, G06F 17121(2fJ06.0J)i 

Applicant 
COR'fl:!-:X MCP, INC. 

l. This opinion contains indications relating to the foHowing items· 

Basis of the opinion 

Priority 

See patagraph 2 below 

I 
Priority date(da:,/mcmth1'.vear) 

21 December 2012 (21.12.2012) 

~ BoxNo.I 

D BoxNo. lI 

D Box No. m Non-establishment of opinion with regard to novelty, inventive step at,d industrial applicability 

D Bo:-,; No. lV Lack of uni!y of invention 

~ Box No. V Reasoned statement under Rule 43bis. l(a)(i) with regard to novelty, inventive step and indu,trial applicability: 

cita!ions and explanations supporting such statement 

D Box No. VI Certain documents cited 

□ BoxNo. VU Certain defects ir, the imematiornil application 

D Box No. v1H Certain observations on the international application 

2. FURTHER ACTION 
If a demand for international preliminary examination is made. this opinion will be considered to be a wrilten opinion of the 

International Preliminary Examining Authority ("IPEA") except lhal tlns does not apply where the applicant chooses an Autho1ity 

other than this one to be the IPEA and the chosen IPEA has notified the lntemational Bureau under Rule 66. lbis(h) that wriilen 

opinions of this hiternaliona! Searching Authority will not be so considered. 

If this opinion is, as provided above, considered to be a wlitten opinion of 1.i'ie IPEA, the applicant is invited t.o submit to the 

IPEA a written reply together, where appropriate. with amendments, before lhe expiration of 3 mon1hs from the date. of mailing 

of Form PCT/TS N220 or before the expiration of 22 months from the priority date, whichever expires later. 

for further options, see Form PCT!ISA/220. 

Name and mailing address of the lSAr:.<:.R 
Inti;;rnation.al Application Division 
Korean Intellel:l uai Property OJ-Iice 
189 Cheongsa-n.1, Seo-gu. Daejeou 
Metropolitan City, 302-70[, Republic of Korea 

Facsimile No. +82-42-472-7140 

FormPCT/ISA/237 (cover sheet) (July 20 il) 

Dale of completion of this opinion Autl1orized officer 

A.I-IN, Jeong I-I wan 
16 April 2014 (16.04.2014) 

Telephone No. +82-42-48!-8440 
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WRITTEN OPINION O:F THE'. 
lnternarioml application No. 

INTERNATIONAL SKARCHING AUTHORITY PCT /US2013/077010 

Box No. l Basis ofthis opinion 

l. With regard to the hmguage, this opinion has been established on the basis of: 

~ tl1e international application in the language in which it was filed 

D a translation of the international application into ____________ which is the language of a 
translation furnished for the purposes of international search (Rules 12.3(a) and 23. l(b)) 

2. D This opinion has been established takrng into account the rectification of an obvious mistake au1horized by or notified 
to this Authonty under Rule 91 (Rule 43bis. l(a)) 

3. \Vith regard to any nucleotide and/or amino acid scqucnc.e disclosed in the intema1ional application. this opinion hns been 
established on the basis of a sequence listing filed or furnished: 

a. (means) 

D onpaper 

D in electronic form 

b. (1ime) 

D in the intemarioru1l application as filed. 

D together with fae interna1ional application in electronic form. 

D sub seq uemly to thls Authmity for the purposes of search. 

4. D lu addition, in the case lhat more than one version or copy of a sequence li&ting has been filed or furnished, the required 

s1,1tements that the information in lhe subsequent. or additioa..'11 copies is identical to tha! in the appiica1ion a, filed or does 

not go beyond the application as filed. as appropriate, were furnished. 

5. Additiornil comments: 

Form PCTffSA/237 (Box No. I)( July 2011) 
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WRITTEN OPINION O:F THE 
INTERNATIONAL SEARCHING AUTHORITY 

Iniernaiional application No. 

PCT/US2013/077010 

Box No. V Reasoned statement under Rule 431:iis.l(a)(i) with regard to novelty, inventive step 1ir industrial applicability; 
citations and explanations sup1mrting such statement 

i. Stniement 

Novelty (N) Claims 

Claims 

Inventive step (IS) Claims 

Claims 

Industrial applicabihty (JA) Claims 

Claims 

l-39 YES -----------------------
NONE NO 

N01'.TE 

J.-39 

_______________________ YES 

_______________________ NO 

t-39 

NONE NO 

2 Citations and ex:plana1ions : 

Reference is made to the following documents: 

Dl: KR 10-2011-0130002 A (KOREA FINANCIAL TELECOMM. & AMP.) 05 December 2011 

D2: KR i0--2.0ll-0126269 A (SAMSUNG SDS CO., LTD.) 23 November 2011 

1. Novelty and Inventive Step 

L 1. Independent Claim 1 and its Dependent Claims 2-16 

1.1.1. Dl, which is considered to be the closest prior art to the subject matter of claim 1, 

discloses a method comprising: receiving a request for issuing a certificate (see 

paragraph [0039]): and transmitting certificate" information (see paragraph [0039]). 

The subject matter of claim 1 differs from that of Dl in determining, by a credential 

action, a response to the credential action based on one or more user credentials. 

However, the different feature of the inventlon defined in claim 1 can be easily deriVE!d 

from the feature of 02 that comprises sending a pre·-stored certificate in a certificate 

management server to a user terminal (see paragraph [0018]). Accordingly, it would be 

obvious to a person skilled in the art to combine the disclosures of Dl and D2,, thereby 

arriving at the claim. Therefore, claim 1 lacks an inventive step under PCT Arti.cle 33(3). 

L 1.2. The additional fr:•ature of claim 2,, dE!pendent on claim l. can bG easily conceived 

from th,~ feature of D2 that comprises the pre-·stored certificate in the certificate 

management server (see paragraph [0018]). Therefore, claim 2 lacks an inventive step 

under PCT Article 33(3). 

l. 1.3. The additional feature of claim 3, dependent on claim 2, can be easily conceived 

from the feature of Dl that comprises generating the certificate information (see 

paragraph [0040]). Therefore, claim 3 lacks an inventive step under PCT .Article 33(3). 

Continued on Supplemental Box 

Form PCT/lSA/237 (Box No. V) ( July 2011) 
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