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ELECTRONIC DOCUMENT AND ISSUES CERTIFICATES AND

TRANSFERRING, A CER?EE? TCATE ISSUING PERFORMED IN

i,
i,

T 0681874 POT/RRIGRT/003882

Description
SYSTEM OF ELECTRONIC DOCUMENT REPOSITORY
WHICH GUARANTEES AUTHENTICITY OF THE

METHOD OF REGISTERING, READING, ISSUING,

THE SYSTEM
Technical Field

The present ipventon relates © ai elechronie docwnent z‘e.p{_}:\:im‘;ry :s_s“;'stmtn. for

storing electronic dovwme

S
¥

business, More

dowanments when the electronic docwmenty are e im 0 b u\e\j fow

ronie document e f\\iis‘ﬁ’ sysiom

particularly, the preseat wventon wlates to at ok

capable of maintaining suthentiony of electronie documents stored in the repostiory

system and g im’ 2 ceptificate of }*if“i.\d; dacurnents, methods for FOE

SEH

reading., Bsvuing, and tray N‘u;ng glovtoniy decumots in the systom, and @ mothod fow

wesaing o verpficate in the systew

Rackground Ant

Widespread we of Information Techuodogy (U7} has led wa grear change in

b

business enferprise provesses, Communciad tansactions, such as purchases wnd sales, as

Y,

wall @s bushuess processes are perfonmed i an eloctrone wenner. Thas hay resalted i

§

Pusinesy low innovations, changes i methods and content of fansactions, and

T

changes o suterprise sclivities mdading commundoation Wil customss,

This change had beon lod by axbift from ase of papor documents 0 use of
slectronie docgments, By producing nomeeons documents i ap slectromie fonm or by
prisioving pamereus docwnenis 1 ¢ paper form and then coanverting the same ©©
electronie form for use by business thyough, for ﬁ,x,ampiﬁ elecironiy paYINT sysienss,

&

et ¥ RN, adetrone go wnt g

slectonie dooument manges

the like, process innovations with an sim of *m‘asmn@ jub }Z’i.iir?b\ ate vealived,

Crorent wees of docoments include three typest wse of paper docwments, use of
sloctronie doctments, and use of both paper snd electronic dogiunents,
Flrst, paper documents are produved and distributed i g paper Torm and wee
ordinariby asad by most pa—:{‘};}k The nve of papoy docuowrds aliows for sasy ver-
ivation of fovperies and fadstications but iy costly i tarrs of mtvieval, distribatio

wnd storage of the documenss,

suhange syafams, and
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Recenthy, electronic docomens have besn widely used, disteibuted and stoved by

glectrouic payment systams, doctunent management systems, and the ke, of

husinessek, The use of the eloctonie doctmenty can roduce mirwval sud storage cost

srd can reslize rapdd basiness processing, but sueh slectronic dovuments can be gasily
forged, falsifiod mud copled, I 3s;§:;§i‘-:.i0m the ase of the electroniv documenty s affected
by storage medium types,

The use of both paper docaments and electronie documents may be found, by
sxample, whencontracts are wirlien at 2 bank, with & paper docamet proddaced snd
scanned o obladn sy electronic dovwment. This use i infended o sudve shonoamings
of the nse of paper documents of electronie documests solely, but increases storuage
cost due o dual storage.

Acvordingly, there 13 2 nead for o schome capable of solving the aforementioned
problems sod allowing for efficient use of elevtronic documents. In particular, there i
& need for ap eleconic document vepoaitony systom capabile of guaraniesing au-
themtivity of electronic docaments stored therein twough reinforeed security, and
guarantesing reliable distnbution ol the slectronie dovaments botween entanises or

mdividoaks by swing an atthentiony ceridicate.

Disclosure of Invendion
Technical Problem

1t1s an object of the present juvention fo provide an electtonie document seposiiony

system which ghsrantees anthentiolty of elecwanic ¢ nents and dssues certificaies

and methods of registering, reading, Issuing, and transfering the slevtroniv documisnts

1 the system, and & method of sseing cortificates i the systom

Technical Solution
Acvording w8 frst aspectad the present inveution, there i provided ao electionic

dowiument repository systent connected W a usor wrminal over a nebwaak for

¢

e

sranteeing suthentichy of an slectronic doctment anad issuing an authenticity

R

vertificate, the system comprising: an anthemtating modude for perforning user ane

hentieation theough a login process and controlling & system access vight depending on

g when the aser connects 1o the elpctrome doctmeant reposiiony svstem: a reg-

2‘4

satvation module for checking an slectronie document tdonmation package sext by the

3

ey, producing metadaia, appending suthentivation information o the slectronio

3

dovumnent information package, and registering the resaltay electronic docament i &

p2%

database: a reading module tor producing 2 reading information packags sceording o g

user's reading right, parfonming seourity processing on the reading information

=
-
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packege, and ansmiting the resuliant reading tnformation package 1o the nser upon

3

;»m;p* of a reguest from the user o read the electroniv docwraent; an issuing modale
for preducing ai issuing infoomation package acoording o a usr's ssue fight

.

performing security ocessing on the ixsuing information package, snd Gursmitiing

o}

i’he resuftant msuing wiormation package to the wser upsons receipt of & reguest feom fhe
user b dssue the sleotrane decwment; ond g centification masdole for fssuing a
ceatifivats of the electronic docomant to the wser ov verifving the iasued certificate,

Preferably, i the smthentication mosdele, the wer mnhentication uses a Beensed
certificate, and the control of the systen avcess rightuses an Aovess Control Liw
{ACLY Tn the registration roodude, the electronic document sent by the user may be
fist produced in an electronie form or produced 1 an images form oivained by
searing 8 paper dovumen,

AT

Preferably, inn the mading mcdule, the electrontie dovument Ix read Ut such o mianier

that the usor onminal receives the reading mformations package and ovtputs content of

the electronic dodumentan g sereen of thegser torminal, and thecontet of the

3 i

electronic dovument i prevented from baing modified, copted, stored, and sovean-

captured whett sead so that authenticity of the slegtronie dovument 1x guanaesd.

Preforably, the fssuing module produces the fssuing nfermation package with

pog

metadaty, the elpctronic documant, a toe stamp, and an electduic signature,

t:

Froferabdy, wher ssuing the certificate, the certification maxdale generates a unigue
wleatifier of the cortifivate and o secunty value R guarnantesing integridy of the
glestroniv dx’m‘znms}‘g the certifivate including & name of an Rsu requester (3 name of «

vorporation, su klentification number of the issue requester, such as a Natioonal Iden-
tifieation namber, a Social Security sumder, of (8 corporate registration number of &
corpovation), & serial mumber of the cortificase, an issue request date and an issue date

of the certificate, a validity period of 1he cortifivae, use of the cerlilicate, and

ey

ifhoate ver

repository entification Information, In the cenfivation module, the o
Hication may ohade verfication of information Tor and & Tonmat of the aved

cortilivate, verifvation of suthenticity based on v verilicatow route descritied i the

centificate, verifivation of 3 certificare issue Bzt of the repositony systam, and ver

heation of ntegaity of the cortificats based on av clectronde signature, 8 e stamp

i the certificass,

ystern Tarther compnises a ratreval module for rettleving the
registerad slectronic document from the database when the ussy desives to seavch for
o

module for diseanding stored electronie documents or storing the samwe fora long

the slectronic dovument, Preferably, the svstem further comprisey & mansgemsat

period, and transferring the elpetroniy docaments & ahother storage medium o

platformn i the electronde doguroent reposttory systew, Freferably, the system fucther
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comprises a twansfer module for checking & oser's transfor right, transfoering the
registered electronic document 1o @ recedving reposttory systens, and discarding the
slectronic document stored in the database upon receipt of a reguest Troot the user 1o

transier the regivtennl eleetronte dovwment. Freforalidy, the systom forther comprises 2

printer moduis for controlling printing of the electroniv docurent upon recsiptof g

request from the wser to print clectonie documents of various certifivates, whemin the

privges viodiie vheoks a type of woprinter connected to the user terminal and permits
primting ondy if the prinier 1 seawe,

Avcording toasecond aspeetof
registering an elecironic docursont 1 the slecironic document repository systom, the
msthod comyprising the steps off () producinyg, by & saer fornunal, i electronic
decument information paekage containing the electronic document, metadaty, and an-
thentication information aceceding 1o a predetermined Informastinn package stundard;

(b pramsmiting, by the sser teominal, the electrome docwment information packags o

the electrnnic document repository system, and reguesting 1o uisier the slectronic
docpment; (¢} receiving, by the registration moduly, the elotroniv docoment ine
formation package and performing quality ospection on the slecivonic dochmend 1o~
formation packege; {d) producing, by the registrution module, adifinond metadata,
appending anthentication information 1o the electume dovuiment Informuation package,
and storing the elecivonic docurent i the database; and () notifving, by the reg-

mivation modube, the wier tevminal that the regis

alion has bean "4‘33}‘;.;}.&&&* ’

ferably, the gqualivy inspection fn step (o) inclodes checking Tor vinses, checking
for evvory, and variiving the metadsta information of the electrogic dovument desorthed
§} the nser,

Freforably, the cortification module dssues the registration oortifivate i the user
ppon reeeipt of & request for the registration certificate frovn the wser

According to w thivd aspegt of the present invention, there is provided # methed of
reading ane mtztmi* docnment i the electronic ducument repositony syatean, the
invthod comprising the steps ofr () reguesting, by a wey ervinal, 1o read the

clectonie dovument; (b} checking, by a readling module, s user’s sading righty (¢}

prodecing, by the reading modole, & reading nformation package scoonding 1o the
wser's reading conditions; {(d) perforning, by the wading madale, security processing
oy the reading mformation package o goarantes authentiony of the electivuie

document {o) porformtiag seourity processing on the reading information peckage tor

transimission and reception, and transmitting the resultant reading information package
1o the nser orminaly and ) reading, by theuser imtmme:;.& the electronic doginnent by
way of pontent of the slectranic dovument outpnt on u soresy of the sser erminal,

Freferabiyv, step {0} comprises the steps oft inttishzing the reading nformaton

o presst dveation, there e provided a method of
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rapostiory systent o transfer the electronic docnmenty () checking, by a franster

packege; inserting toetadata of the ehectronic tocument 0 he mud o the mading -
formation gw. Kages and converting the slectronic document 1o be read that s stoved in

veiem acuording By & user's request conditions, and

o

inserting the convertad electronic -i eurnent inte the reading information packsge,
According toa fourth aspect of the precent Invention, there s provided @ wethod of

wsuing un electronie docwment in the electronie document repositony sysiom, the

msthod comprising the steps oft reguesting, by & user ernunal, © dssue the electrome

dowument; cheoking, by an Bnung module, # ussr's issee pight producing, by the

«

pavkage; p,s‘m:im:i';.zg,. by the vertification

b

fesuing module, an issaing information
modude, a certifiesie 1o certify that the bouing infornation )zz-:fka.gs i% an oniginal
documeant; and parformning sevuity processing on the issuing information package and
the cortificnte of the onginal docwrsenrt for ransmmssion and recephion, and tansmitting
the swme 1o ihe quer tlerminal

Preferabiv, metadata, the electronic docament, & e stanp, and ap electronie
signatnrs arg insenied o the Bsuing information package.

Acvording o a THh aspect of the present fnvention, there ¢ provided s method of
frapsferring an eloctrome donwnent iy the electronic document repositony systeny, the

miethosd comprising the steps off {a) requesting, by o user lerminal, & specific receiving

Lo

o

&

ransiade, aaser's vights () ingaiving, by the wansfer awxinde, of the meelving reposiinry

m(

system as i whether ranster of the electronic dovwment s p@wﬁ*ie' {dy semding, by

ihe recoiving reposiiory Sysiem, & res > iguiry to the transfer ondnle {8

when the aafer I8 possitide, transferring the slectretic dovument from the trander
electonis document repositony syston w the receiving electroniv dovament fepositony

vaiemny; and (1) checking, by the sransfor modole, the tanster and recording 8 transter
hi.aats::n"y.

Preforably, stog (o) comprises the stepy of: performing, by the ransfer module of

s

the transter \Qe fronie document repoaiony system, sSecunity procasaing for
transnussion and reception and tansiniiting the electronic docimients feceiving, by the

reveiving electronie docnment repesitory sysieny, the electroniv document and

perforring quality nspectiion on the eleotronico docament; and registering, by the

:"ﬁs&iving glectrane doecwment reposiicry svsiem, the electronic donument.
Avcording o a sixth aspect of the presest in "'t-"&i‘ﬁ‘ii’.ii‘i, thare is provided a method of

O

tssuing g centidicaty of an electronic document in the electronie docament repository

e, the method comyg

ining the daps oft o) requesting, by o ussr ferminad, o issue
s certificatey (by verifying, by a conifivation module, & cevtificnte issue requesty (¢}

when the certifluate ixsue §§%{;{:e~::§t can be acvepted, producing the certificate by the e

fifteation module; () perfornung, by the certification maodale, security processing for
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tmsmission and reee ‘diii 2 i‘{i\;.ii’if»i“\i‘liii”iz“ the certiticate o the user i“il’ﬂii\ég\ and H’

¢ o

modifyiog, by the certifivation module, a vertificate ivane Hst and recording a

certificnte ssue history,

.

e vertificate inchudes a registration vertificate for registering un

~

Preferably, 1

il

elsctonic dog el 8oy cificate of oy osd .‘f._'i,i'}.{i} dovument used for i\"z{i.\ii\f an

electronic dovwaent, ardiscrd centifivate for divcarding an electranic docmen, o au-

p2

thentioity certificate requinsd for storing an electronie document for o loag pened, and

b0y

o o

& for m‘:smfm‘ring an slkeoironie document.

Praferabiy, step {0 ciudes producing the centifivate by initalizing a cevtificate
forenal, inserting cortificate related wformation fnio the certficate format, and
performing security progosssing.
Advaniageous Effects

As desonbed above, scoordiug o the present invention, sevurity of the slectronie
dovurnent reposiiory systent s reinforoed o assore authentiony of the clecirome
dovament storedd in the system, Whan g usey raguests Ky issne a cerntificate, the system
1saues an sfectrome document aind & certilicate of an oniginad document, therehy

w

guanimeeig reliability and fntegrity of the electronie docnment, Thig, the user Lanase

the slectronsio dovument comfortably,

Brief Deseription of the Drawings

FIG, 1 s o block disgram dlustrating an electrpnic docunent repositony sysiem
acconding I an exemplary embadiment of the prosent inventivay

B, 2a i

travsritied by ¢ user, and FIG, 28 s 9 olass diagrasm of an electronie doctiment i

avlass dingram of an eleotronie doctment information package

formation package stored in an elevtronic document reposory systemm
FRE 3 illavtrates o metadata stroenge of & rescding information peckages;

PG4 i o Howehant lustrating o method of registering an electronie docunent

according o an exenyglary embodiment of the present invention

FIG S v a flowchart losuating a method of reading an elevtroniv docunient
secording o an exempliry embodiment of the present nvention;
s

FHG, 6 is a flowohart tlustrating o method of Isumg an lectomic dovument

according 1o an exemplary embodiment of the prosent inventioay

FIG. 7 ion Hlowchars iustating 2 mothod of ransf -z;zf,g an gleryroniv documet

RSN, and

P
s
e

aveording w0 an exemplary embodivnent of the presen
FIG, § s a Plowehartilinstrating a mothad (':'sfi*‘s"‘,\"i.iing seentidicats of an electronic

3

dovument according toran exemplary

embaodivnent of the present nvention,
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Suode for the Invention
Hersinatwr, exemplary smnbodiments of the prosent invention will be deseribad in
detail, However, the prexent inveation s not limited o the exemplary envbodiments

VPR

exemplary smbodiments ave provided for compdete disclosun of the prosont invention

disclosed below, butcan be implernenied i varions typos. Theretore, the present

and tos Tolly lnform the scope of the present invention 1o those cedinasily skilled 1 the
an.

PG T i a blook diagram Hlustrating ap electronic document repositlony system
seoording o an exomplary emboditoent of the preset vvention.

Reforring @ FEG. 1, an clovtronic document ropositery system 13 i conpected to a
user fenninal 100 over & pebwork, and inchades ap authentication wodude i}E, a reg-
istrution module 103, ¢ renoval modale 1M, 5 reading module 105, an isuing modale

G, & manageonent modale 107, 8 wavsder modude 108, 8 certification wodhde 1 a

prirster modude T, and & database 114

First, the authentication module 12 perfonms geer suthentivation trough & login

prowcess when the user conpects 1o the electronic document reposittny system WL H

the togin fails, the suthentication mudule 102 notifies the user of an evvor, 1 the login

£3%

i sncvesstnl, the authentication module 102 ipgsm s user acenss with a ditfeventiated
t?:w registration msdu?e 13, the reading module TO3, the ssuing module }.{k‘i the

&

WY 3

snacement nwxdnle JG7, the transfer module 108, and the cegifivation module 108

i

avconding o tha nsers system access rght

The user anthentivation may be perfornmed by oxing ¢ Hoensed certitivate, When the

slevtronie doctment repsiiony

SIS recrives & yeguest for joghn fr

astherdivation modude 102 reguests an externsd cortifiod avtheniication suthomiy w
cheek the validity of o nser’s cortifivate, The cortified authentivation anthysity vhecks
the validine of the wser's certifionte and sends an suwthentication result to the electronie

diirnent repository systenn Allernuively, the authentication module of the electronic
docauiment peposiiony system may have g function of verifyving the certificate,
Preferabiy, the suthentication wodude 102 manages users avcess :éghis Ty using an

Access Contrad List {ACLY, The ACTL is & table set to infony an operating system of

eatean of gsers dghts 1 sccess speethic s

the slectromic ducament repository

sbrfecia, such gs duectones or files

‘-jéiz%’{t"‘aittis:}ﬁ'} madule HES mepisters an electroni docowent information puckags

produced by the user 1o the database 1H of the electonie document reposiiory system

101, The electronic docnment may be fiess produced In an slectronic fam by the user,
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Alternatively, the eleetronie docament aay be producsd by an faugs Torm obtained by

seanming & papey dovument,

e

When the usey sendy the electronic dovument 6 the electronie docnment repository

systeny, the shrvtroniy docummy repesitory system chegks the elpetroniv docament in-

fonmation package, produces meladata, sppends anthenticavom information such ax ay

slectronic signutire 1o the electrosne document information packsge, and siores

sesuitant electroniv document i a storage mediom, which grarsptess autbanticity of
slectronie documens,
PR Zaois aclass dingnan of the slectronic docnmuwat tnfoanaticns package

gransmitied by g user, and FIG, T s a olass disgrave of the electronie document ine

formution package stored i an electivuie dbvument pepository systeny, The electronie

dociaent information paeRage snd associated metadaly are stored In the database of

tha electronic document g ?'if;{fii"'sf‘

X

comphance soquiproent with & Write (hidy Read Many (WORM)

X v

vatent, In particudar, the storayge mediven must be

e

function Also, ones &
storage period I8 set; the storage mediom should not allow for deletion, forgery, and

Hiewtion of dats doring the period.

When the wsey wants an alevironic doopent rogisterad in the electronic docioent

repasitory system, the witieve! medule HM rewrieves the sdegtronk document from the

A

dutabase, The alevtonio docoment may b retrieved by wsing metadaty nformation of

mendule 08 continds o mi nranages reading of the slocirome doswnent &i{:ﬁ(}i‘iﬁi‘sg W g

waer's reading vight, The electmgio dovwment 18 read 1o 2 manner of Datputting contant

r‘;

of the electromic dovumen On a soreen of the wer rminad TG connecting 1o the
clectranic dovment repository sysiom HIE, In this cuse, it is pevesswry © mevent the
softent of the electromic dovument from being modified, copted, stored, apd screen-
captored so that sullienticy of the electroniy document is guaranised, Acconiingly,
the reading module 1 produces g reading information pd\.i\ age avcording to the wser's

vesdding conditions, with the reading ioformation package pee ed for reading

secnrity by Dhpttal Rights Mansgoment (DRM), watenmurXing, and the Hie, The

yeading vuodide 1S sho perfunms secarity processing [ transnussion and receplion

when sending the reading information package 1o the aser, FIG 3 illusirates a strooture
ot the metedaty of the pe mi uy information package.

The issutng module 6 serves wconuad snd munsge Issudng of the elecronic

document gecoding 8 wvervissue dght upon seesipt of a sequest froun the wser o
issue the slectronie docoment, The ksway module 108 also serves 1o preveat and
vertfy forpsvies and falsifications of the electronie decument content upan issuing the

slectronie docnment. The electronie document By ssued 10 & manver of ansmitting an
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wsuing nfornation packuge 1o the wer, An elecionie dovument having @ pubhcation
format, sueh as roetadaty, Portabde Doowrent Format (RDEY, or an unage file, and ane
ihentication information such s s clogivetio siguature are nserted it the Biswing -
formation packsge.

The sing module 106 nserts 2 tume stamp and a elecironic slgnature to produce

suing iformation package, and perfomas secunily provessing for transmission and
repeption 1o wansmis the issuing ivformation package to the wer, Preferaldy, the e
stirnp may condornyio g KS X ISOAERD 150314 "ime-starnping” standasd, and the
slectroniv signatire miay be produced Ty using o hash adgoritha such ae SHAST and

SHA-ISG or arvencryption algovithm such as PRUATY, o addition, the soourity
processing for trapsmission aind reveplicyr I intended R ransnis and recive o messuge
swcording fo a standardized procedere snd methiod and by usiog HyperTest Transter
Protwat {(HTTHL Simple Object Acvess Prowuad {(SCAR, File Transder Protwoead
(TP, and the ke, The secunity provessing for transmission and reception may

aciude vontfidentiality sd integrity processing for transmitted and received messirges,
sueh as o Viruel Private Network (VPR and mransimission secwaty provessing fora

wiwork path, such as a Sevure Sockets Layer (S5L).

The mansgement ssxdale 17 performs processing i discanling eleciranic

decuments stored o the slectroniv document ;.‘e*pax_imrw eysten or stoving e same for

5 the elecfronie docpments 1o

annther sorags ms dmm o piatfa}rf‘;} in the slevironio dovument reposiay systam,

The process ofF discs fectronic documens includes complotely discanding
the electronic documents in E?‘& database not 6 be restowed aid reoording a discand
history when the user reguests o discard the slettrone docwments,  a storgge pﬁm‘x‘i
has heen set for the elevtronic decument, the mansgement module 107 gotifies the

of thix fact when the storage period bag fime rematning, snd discards the electone
dovument \,sz’iwm the storage periad has expired, Upon receipt of s regpuest froma the user
for long-tenn stovage of the electronic docurpent, the managenent wodhide veconds
metadatn dormation nesded o long-temistorage. The management wmodude may
transior the electronde dovument informution peckagse ® asevondary storags device
and record 8 foug-ternt stovage Bistory, i necessary,

Upon receipt of & request fromm the user 1o transfer an cleconie dovwment, the

gransfer module Y s transter vight, transfers the elecronie documwnt w

A receiving reposiiory system, snd discards the electronie docomenis from the transter

sten. The electonie doctment s fransfirred by standard protocol and &

messsging muanmer, and 1 s dosirable 1o Reep platform and language independence

between the repostiony sysioms,

Theocertifivation module 1009 (oaues 3 cortifionie 10 the aser oy verifios the asued

Pg. 205



WO 200801878 POT/RRIGGT o082

cortificate. Examples of the certificate includs a registrution veniticate for registering

~

an electroniv doguwent, @ estifivate of an orjginsl document ased fiv ysing an

glectroniv document, a discand vertificate for disowrding an elpctronic document, ag s

thenticity cartifivate regoired for moving an electroanic docunent B a stivage medinm
a platform, & fanster cortificate Tor rvaferving an electronie dociment, gte,

£H When ssuing the certificate, the cortiftcation madale 109 genenties a unigque

sdentifier of the cortificate and a sscm‘%iiy value for guaranteeing tategrity of the

sden Y o PROVERE an issue anthority
and acartifioay lasue time, i‘ww rably, the certificate indndes o nume of an ssoe

reguester (8 name of & corporation), an Wentification wmuuber of the issue reguester,

such gs 8 National identification number, a Sovial Security nombay, #tC.

registrationrpumber of g corporstion), a sevial number of the certificate, an e
regueest dute and an issue dute of the certificate, s velidity pariod of the conifivaty, nxe

of the certificats, and veposttory idestification nforpaton

1} The certificaie venfivating includes yerification of information for and a format of
the sasued vertificate, veritication of anthentionty based on a vertfication route
shesoribed 1o the certifionde, verifivation of a certifioate imsve st ol the reposiay

systeny, and verification of uegrity of the certifion 1w electonde signsture,

&g & hus
a thme stanp vahug, & hash valog and the ke desoribad 1 the cartificate

2 The printer module 10 contrals printing of the electronic dovument when a user

e

having & printvight requests to point the electmnie dotwment while reading the

M

glectronie document, and controls printing of the elecronic document and varous cerr
tifleates whey the wser privts the dssuad slectonio document and the cemifivates. The
printer modaie V1O must cheakoa type of a printer conpicied 1o the user terpinal and
pernuis primting s:}zﬁy when the printer is secnpe. The prister module 110 performs
security provessing sach sy 2D bar code processing when the electironie doownent &

primtesd by the user lerminsl,

63 Methods by which the usey registers wu electrotic dooument, womiethod by which the

user reads the eleconic document, 8 method for issuing the electronie Socument 1o the
user, & method for travsloming the electronic doctoment, and & methed for ewing a

sextifioate of the electvonic doonment will now be desoribed with referance 0 FIGS. 4
FTERN

fhdd PG 4 s a Howehart Hustrating a method of registening an electronie docament

aveording 1o an exenplary embodiment of the present inveation,

-

{651 Beferring to FHGL 40 a user produces an electronie document (S400) first, I will be

gasily approciated that the slectronic document may be first produced in s electronic
formy, e may be produved v an image foen obtained by scanning & paper doviment.

il To register the produced clevtronic docwnent in the electronie document repository
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systern, the user then produces an electronic documsun information package containing
an elechroniv dogwent, msdadata, and aptheatication nformation, sueh as an
gleptronic signatare, soconding o a predefermingd infm‘maﬁm. package sirndad
defined in the slectronic document reposiiory system (54413
The vser then transnits the slectronic docoment infunmation package o the
slectronic dovwmnent reposttory system over a netwark by nsing the ussr tenminad, and
requests the registration vaodude 130 of the electronic document repositony systam to

register the electroniy Jocament (8423, O course, the user needs W cotned! o the

slectroniv documsnt sepository System and pass a logi process i order to make a
veswest for egisiration of the elociromie document.

The registrations mondule 33 then recsives the information packuge und performs
spuality inspection on the information paockage (84031 The gquality inspection incloades
vhecking for viruses snd somps, and verifving metadats information of the electione
document desertbad by the user, W Bon the wdovmation package does nut pass the
quality inspeetion, the egistration veslale 3 may notiy the veer of tus fact snd
vequest supplementation for passing the gquality inspection,

The registrasion module 103 then produces additional metadatn, appe:mi:»: -
thentication furnstion asssxiated with the electonie dociment, and stores the
slectionic docoment 1o the datsbase (54} The anthenticaticn tnformution may bea
time stamp, an electronte Signature, o, & clasy dlagrany of the electronic document in-

formution packags with the additional metadata 3o shovwdy wy FiGL 20,

A dewenoination is then msde a8 1o whethey the aser requests the reg

vertificate (84051, I the weer requests the wegistrationy egrtifivate, the centifivation

modade 109 fssues the registradon cortifieate 1o the user (S406)

Fiaadly, the segistration module 1 aotiliex the user that the mgistration has heen
sotapletad {S4U7),

FIGL 3 is a fowohart tlustrating o wethod of muding s slettmonde dovument
acconding 1o an exemplaty smbodiment of the present invention.

First, the gser vomnects 1o the electronie document repository system and regquests o
read an electroniy docoment (S5, In this case, the user may designate reading
conyditions for the elevtronic docomant,

ey checks

The reacing module 18 of the electonic dowment reposdtory systen
uaer's readivg right (88011 I the wser has no xight o read the electronic doeument, the
resding modale notifies the user of an e {8303

The yeading module TS then producses a reading infoemation package acvonding W
the nser's reading conditions {SMY, The reading information ;3:3&:%{&@* i produced by
initializing & reading infoomation package, inserting metudata intor the ‘;‘eaiciinzg HhE

1.

fovraaiton package, converting an original electronic doinnent stoved in e electroe
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docomen repasiieny Nystem aovarding 108 user's request conditions, and inserting the

TR

converted electronic document oto the reading information package.

¥

The reaching modale 105 then performs roading secnrity processing. such as Dhgiad

Bighty Management (RM ), watormarking, and the like on thy resding infoomation

packags s‘«’“ﬁ ¥ That iy, B s necessary o prevent the content of the electonse

docomernt from being modified, copied, stored, and sorpen-captured when the wser
reads the electronie docwrsent, so that suthenticity of the elsvtronic document i

suarantesd,
The readis L\ nandnde HIS then pertorms security processing s the peading I

ssion and recephion, and ransvails the vesaltat

formution ;svzc}m;zs: f the user {83061

The mer ther reads the electronie document by way of coutent of the electronic
dowrumnent output o # sereen of the wsor torminal 100 (ST

FRGS 6 oo Powebart Hustrating a method of ssaing an eleetronie dovoameng
aceording 1o an oxemplary embodiment of the prosent lnvention.

Referring to FIG, 6, the wer connects 1o the elevtronie doctmest repositony system
sl reghiests the electvonie document repositony systom o sy the slectronic
dovinent {5HNL In thix case, the user may desigaate an slectronie document ssuing
condifionss.

The ssuing module 106 of the sloctronic docoment reposiiory svstem then checks a
user's right {5601 1 the user hay nd tight toresive the slevtronic docwment, the
ssuing module 106 potifies the usor of wn error {5603} and the process stups

The sing module 106 then moduves an Bsubng nformution packags (88043 An
elecvonis document baving a publication format, sueh s meladata, PDF or animsge

file, and swthensication information such as an elevironic signairs are dnserted into the

msuing wtormation package. A tme stamp and an elevtronie signature are also wserted
into the issuing inforiaation peckage o provent forgery snd falsification of conttof

the slectronic document.
The certificanion modnle 109 then producey s certificate w corify that the suing

vation fac Ky

pe ds an original decwment (SHUS) Adter fssuing the certiticate of the

origival dovament, the ceriification modude 109 may revord an issoe history to the

The cortifivation module 109 then g*ﬂ'ii}iif‘% SECUNILY processing on the issuing -

~

formation psckage for ransnussion and recepiion and i‘im certificate of the ongim

£

document and travsmits the same o thewser (8600
FIG, 7 13 a flowchart Hlastrating o osthod of rasferring anelectronic document
sootrdding @ an exemplary smbadiment of the resent tnvention,

Fist, the user reguests the alectronie doaimment repository system fo translor the
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electronic dovwrient o @ specific recsiving reposttory systent {27004 1t s commen for
the nser 1o reguest i ransfer the electroniv document, however, the electiame
dovumnent repository syston storing the electronie document may iself dotenming W
transfer the slectronic documant.

The travsfer module 10K of the electronic document m;}m%i oy systens then cheoks
a wear's vight (87011 ¥ the user has no right i wansiey the slecyonie dovwment, the
trausfer moduls 10X gotifies the vser of an ervor (3TI5) and the provess ends,

The transter moduie 108 they ngaires of the s’ﬁceivi;}.g FEROSHOTY SYsiem as

whether transter of the elsctronie docnment is possilile (8704}, The recsiving

¥

repOsiiory aystomn sonds g oresporse 1o the inquiry 1o the aaster modole 10X (8705 B

e

the tuster s not possible, the recenday repository sysiens notitiex the wansfer nuxdnle
STUTY.

If the fransier is possible, the transfer module 108 truslors the electronie documeyt

1OR ot an aerord

fronn the transter electonic document reposiiory systaan foihe recelving elactrome

document repository system (8708}, Specifically, the tunsfer modude 108 of the

trausfer eloctoniv docwnent reposiiory system p{?i‘?{a“*m secury processing for

Trapsroission and reception 1o ragannt the electronio document wftamation package

together with rebuted fnformation, such ax g certificate an v information. Ao

cordingly, the vevebving elettrome document ;fepus_ii{}ry sysiem p@&‘ﬁ?}‘?iw & recenving

process on the electronts documeny, Thay s, the reeeivi i dovument
repONiiry syaaam feeeives e electimnic dodwment iformation package and the

related information, perfonns guality mspection for sultability, and then registers the
sleeironie doctment information package.

The trapafor modole of the tanstor electronic document reposiory system then
cheeks the transfer and records o transter istory (8708,  the wser desives a transfer
certifionte, the certification moduls 109 produces the ansfer coriificate, msues T o the

pser, and revonds g ocertificae issue history, The cenifivation rodule of the receliving

alectronic document repository systen Iisues a registration certificats 1o te user
FIGx 8 fowehan Hustrating o method of 1ssoing a conifiosge of an alectronic
document geonniing & an exemplary enrhodiment of the present invention,
First, the ey reguests the cortification muodhide R of the eloctone document

FEpOSIONY Sysiem 0 dssue a certifiome (3RO, Exunples of the centifivate invlude a

registration vertificate for regintening ay electronic docwment, a certificate of an

]

originad dovrnent used Tov issuing an slectromo docoment, & discand gertitic

discarding an electonde doowment, an authentivity certificate required for mioving an
glectronie document 1o g stovage wodlam or & platfonm, @ wasler coriificas for
transferting aialectronic dociunent, el

Uponn receipt of the request for the coriificate, the cortificanion module 108 verifies
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cijaest (2801 I the regicination certificite is roquesiad, the certificution module
104 1eaues the registrabion covtifionte ondy i the user has a right o register the
sleptionic decument,  the certificais s x ‘e\;uc\t ot be acdepied, the o

afivation madule

oy If the certificate saoe reguest is seeepted, the cerification madule 109 prodoces a

- The certtfioate may be produced by inttislizing s vertificate format,

werting certgfioate related mforroation tnto the certifivate format, and performing

seourity provessing. Preferably, the cartifionie inclodes @ name of an soe roquestar (&

z

garne of & corporation), an identification pumber of the kene reguester, sacl s g

-

Nattomal Mentificaton sumber, g Sociad Security nanaber, o, (a covporate weglstration

3

pumbsr of w onrporation], a serial pumber of the cectificase, an fssue requent date and

ar lssue date of the cortifieate, a validity peviod of the cortihicate, ase of the cortifioste,

ard repostiory Wentification information,

jQs] The certtfivation modaole 109 then performs security processing Tov ransmsaion

ansd recepiion and trsrsmi g contifivate o the user (S805). Finally, the certification

modude I modifivs the certificate ssue Het and reconds e certificate issue history

6] While the Ivvention hag been shown and desoribed with reference 0 cortiin

exermplany embodiments thereof, #hwill be waderstond by those skilled in the ant that

varions changes fn form and sdetalls reay be made therem without depacting fronn the

e

spinis and seape of the nvention as delined by the appanded claiins,
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maims

setwonk for guaranizeing a‘sifhemici{} of an glectronic doectment and Isng an

fass

suthentiony vertificate, the system comprising:

ant authentivation modude for peﬁunmno usar autheaieation throughoa login

process ad controiling & systeny avcess nig

o o

hi depending on & pser when the wsey

gty o the electone document o ’*K‘*si?(s‘\ ¥Blamy

a registration module for checRing an electomic document information package

st by the user, producing wetadaty, appending authentoation idormsiion 1o

the elevtronic dovurnent information packags, and registening the resultam
slectrimie doctment in a dutabass;
a reading wodule for producing a reading informanon package acoording loa

uaer's reading right, porforming security prwessing on the reading infermation

fag

&5

package, and wansraiting the resudtang reading sforpation package o the aser

upon receipt of a reguest from the user 1o reud the clectronic dovument:

o issudny mdole For producing ary teaing limmastiong package sconnding o g

aser's msue nights performuig securily provessing on the ssuing iformation
wackay, and sransmitiing she resultant issuing information packags s the wer

upda reeeipt of & reguest rom the uset 1o issue the eleciromie document; and

aosrtifivation modalke for issuing e certificate of the electronye dovumens & th

e

BIOE O &f‘i’.‘;’i?‘y"s}) g the fnsued pariicate,
The system of claim 1, wherein iy the anthentivation module, the vser s
thentication wies a hoensed cortificate, and the combrol of the systery avesas right

uses an Ascess Control List {ATL)

The systemof olaim 1, wherein i the registration wodude, the electronic
diwranent sent by the user s (it prsioced it an electronio fomm e i an woaags

Form pbiatned by soanming & paper dodwmeat.
o

ﬁmsmmi clevironiv d\xumf::zi from the < ss,s,m\a when the wser desings © \mach
for the alectroniv document.

The systeny of cladrn 1, whorednt in the resding madale, the electronio document is
readd i such g manher that the wer terminad recedves the reading infrmation
package and outpets content of the electronic docoment on & sersen of the gser
tevminagl, and the content of the slectronic docoment is prevented from belag
muoditted, coplad, stored, and screen-captured when read so that suthentivity of

the electvonie dovument is glﬁaa}‘amm{t

The systeny of elaim 1 wherehs uing modple produces the dssuing in

Pg. 211



WO 200801878 POT/RRIGGT o082

mmnm,
ogens
W

1

formation package with tetadata, the electionie dosurment, & Howe stanp, sud an

slectroniy signature,

The system of claim 1, Buther comprising & mangement tnodule for distarding

storasd elvetronie doctments or stoving the same for g loag periond, and
ransfroring the glectronie documents o another storage wediumg o platforg in

the electronie docoment reposiiony sysiom.

The systam of claim E, further comprising s transter moduole for checking a user's

3

1.

wanslor right, transforring the registersd electonic document 108 receiving

PELONINY SYRla electroniv docunent stord in the datshase
apon recsipt of 8 request from the nser o transfer the registerad electronic
dunent

The svstem of claim 1 wherein when issaing the certifivate, the cortification
nuxitde ponorates o unique identifior of the cortifieaty and o soouwrity value for

guaragtesing mtegrity of the electronke document, the cartifivate Including a

nane of an ixsue regaester (& name of @ corpoeration), an klentification number of
the fssue requester {2 corporate registration number of a corporation), g seial

number of the certifioaie, an issoe request date and ap issue date of the
cortifivate, a vadility period of the cenfficate, use of the cortificate, and
pepoaiory ideatification information.

The syste

Hication ncludes vey

i 1, wheeein i the cerification module, the conificste ver-

casion of mformation and a format of theassued

certiticate, verification of suthentcity based ow  vertfication route described i

the certificate, veriflcation of o cegtificate issue Hat of the reposiiory system, and
verttication of imtegeity of the venificate based on ap sloctiane signatre, atune

X b
%

stamp velue, and @ hash valoe Sescoribed G the certificate,

The svstem of Clatm 1, Ruther comprising a printer vaodhde for controdling
printing of the elpetroniy document apon receipt of & toguest frony the nser o
pring sleciromic dovuments o various certificates, wherain the pooater module
shecks o type of @ pringer onnedied 1o the user tevminal and pormats privding
omby 3F the printerds ssowre.

A method of registering an elevtronio doctvent 1w the electrome document

reposifory systom seoording o olalim 1, the method comprising the steps of:

fay producing, by & wser terminad, an elechomie dovwnent Information package

»‘.;?{3%1?};11‘{}?.}}0 the-eleotiowie dag wnent, motadaty, snchunthenticaton information

ding o e pradeterminad nformation package standurdy

(b transmniining, by the osor lerminal, the electonie document infornation

package to the slevtonio doctment wepositcry systemn, and requesting to registes

the elegironic dovumensy
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{e) recelving, by the registration module, the elecironic document infornation
package and perfonming gquality wspecton on the slectronic dovument in-
formation package:

() pronduncing, by the reglstration maodule, sdditions] metadata, sppending an-
thentication information o the slectronie docamenst Juformation package, and
storing the slecironic document in the databaser and

{e} notiiving, by the wegistration podude, the veer fominal that the registration

hag heen completed,

The msthod of olalin 12, whersin the qualiny inspection i step (o) inchudes

cheoking for vivases, checking for ecrors, and verifying the metadats information
of the electonie dovument deseribed by the nser

The method of elatm 12, sherein the certification mdole asues the registration
covtifivate fo the user upon receipt of a request for the registration conifivste
froms the usa

& method of reading s elecionic dovwment in the electroniy docnment
repository systenn sceording o clatm 1L the msthod conpuising the steps oft

{a} recuesting, by a usey torminal, o read the electrome docwpenty

by uhecking, by & reading wodule, o user's reading vight;

3 producing, by the reading module, areading infoomation package acoording
1o the pyer’s reading conditinas

(Y performiing, by the reading modude, security processing on the reading v

sthenticily of the electroniv document;

~

{2y performing ssourity processing ou the reading information package Sy

formation gid«i eI guaranies au

ransinission and reception, and transmitting the resuldtant reading information
paokags )y the user ssrvninall and

{'}“) seacing, by the nser tepmvgnal, the electronie document by way ol content of

the electranic dovtiiment output on g seroen of the pser ternunal,

The method of cladm 13, wherein step (& cnnapr‘i.&e@ the staps ofy

iitalizing the reading information pa{:}&sge:

inserting metadaty of the elpetroniv docament 1o be read inio the reading i

formation paokage; and

convariing the electronic document 1o be read that is stoved in the electinie

JOCIETENT repostiony systent scoording 108 user’s request mmdii‘i&‘n’;s’a, ad

mserting the convented electrome doawment o the reuding information

packags

A method of issumg an electronie doctment in the electvonio dovument

repository systeen secording to elaim 1, the wmethod compiising

TEQUESTRE, b}f & user ferminal, o issne te electivanio documeny;
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oo

i

checking, by an issuing module, & oser'’s issue righty

proshicing, b}f‘ the fssuing wodule, an kang dormation packags

producing, by the certifivation module, g oertifioan w oertidy that the issuing -

Formation paekage i an ovigingd decument; and

performping seaurity processing on the msuing wnfomnanon package and the

gertificnte of the original document for fransmission and recoption, and

travsmiiting the same o the user erminal

&

The msthad of elabg 17, whewmein metadaty the elecirdade doounent, a time

stavp, and an slectonie signature ace inserted into the issuing wionmation

package.

A mnothod of transforring an electronic dovument i the elsctroniy docurent
repostiory systen aceording 1o elsha 1, the method f;;s':sstn.prisim & the stepa of
Gy roquesting, by o usor ormunal, 3 speciiic recsiving reposiiony sysiem
wansfer the electronic documenss

{h cheoking, by # trumsfer moduls, 8 user’s vight;

{0} nquiring, by the transfer modude, of the rweeiving repository systam as to
whether transier of the clectronie docurpent is possible;

{1} sersling, by the receiving repository systeny & responss i the gy 0 the
fransfir modaely

(e} when the transfer iz possible, tnasforring the electronic document frowe the
travder elpvtronic docuient repasiony system 1o Hhe reeetving sledironic
documed reposiiony svsiem: and

{1 checking, by the tander module, the transfor and reoonding a tansfer history.
The method of claim 19, wherein step {2} compriznes the steps of

rerforming, by the transter module of the anster electronie document repostiory
systern, securily processing for ransoussion apd reception snd tnsmitting the
gleckronte divurhent;

meeiving, by the 1‘@{:&.&& g elecyoniv document .i*ﬂi?&&%ii:ﬁi"f system, the slectronic
docirnent and perforraing guality Inspection on the clectromie dovuraent sud

eg ;\ifrirzg, by the recsiving electromie docoment repesttory system, the

i3

.
=
#
5
hecs

-
=
=
=
bigd
o
%
%

2
=
=
%
2
=
7

it of sy electronio dovument in the slectronie

A method off

doctynent repository systent acvording o cladry 1, the method comyprising the

steps of

{a} roguesting, by a user terminal, o issue gocertifivats

(Y veritving, by g cortifleation modale, a cortificate Isee reguest;

o

o

o whey the oovtificats ssue request van be aveepted, producing the centificate

by the certification module;
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{ehy performing, by the cortification module, seourity processing for ansmission
and reception and transedting the cetificate o the user leominal; and

(o) modifying, by the cerification moduke, 8 Certifiva sue Ikt and reeording o

cartificats Bsue histary,

i223 The method of claim 210 wherein the cerbificate includes 8 vegistraton vertificste
for registering an electronie dovument, 8 certificate of an original doctmsnt used
for issuing ay electronie docwment, a dixcard egrtifivats for disearding an
electronic dooiment, an suthenticlly coriifivate roguired for storing an slsctronic
docnmant B s long pmfk}e‘, and & transhi centificaty for tansfering an
glectronie document

{23} The method of clad 2 ‘ wharely step {0} inclndes produging the ceetiticate by

mittalizing & cortificate formal, nserting ceniticate related nformation wito the

cortificats format, and perfrming seauity prooessing,
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FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF
CREDENTIALS

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims the benefit of United States Provisional Patent Application No.
61/740,731, filed December 21, 2012, entitled “FILE FORMAT AND PLATFORM FOR
STORAGE AND VERIFICATION OF CREDENTIALS” and U.S. Patent Application No.
13/794,878, filed on March 12, 2013, entitled “FILE FORMAT AND PLATFORM FOR
STORAGE AND VERIFICATION OF CREDENTIALS”.

TECHNICAL FIELD
The present disclosure relates to electronic transactions, and more particularly to

systems, methods, and apparatuses for securely storing and displaying user credentials.

BACKGROUND

The rapid growth and evolution of traditional and electronic commerce markets has
resulted in a wide-spread demand for monetary payments by digital transactions. However,
currently payment systems are highly fragmented and insecure, which creates a threat of
data compromise and theft during the transfer and use of electronic commerce data. This
threat may result in losses for corporations as well as users of such systems, and these
losses factor into escalating fees and client costs.

Additionally, as more users move to a digital transaction model, the need for digital
identification also increases. As fewer users carry wallets or traditional payment forms,
traditional forms of ID will become less common. Current platforms are insecure and
carrying digital credentials increases the risk of identity theft or fraud in transactions. What is

needed is secure system for storing and displaying user credentials.

SUMMARY

In various embodiments, a computer-implemented method for generating and
verifying officially verifiable electronic representations may be disclosed. The method may
comprise receiving, by a credential database, a request for a credential action. The
credential database may be configured to store one or more credentials comprising a status
indicator. The method may further comprise determining, by the credential database, a

response to the credential action based on the one or more user credentials stored in the

Pg. 235
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credential database and transmitting, by the credential database, the response to a client
device.

In various embodiments, a computer-implemented method for requesting an officially
verifiable electronic representation is disclosed. The method may comprise generating, by a
processor, a request for a credential action. The request may comprise a credential
identifier. The processor may transmit the request for the credential action to a credential
database and receive a response to the request for the credential action.

In various embodiments, an apparatus for generating and verifying officially verifiable
electronic representations is disclosed. The apparatus may comprise a processor and a
memory unit operatively coupled to the processor. The memory unit may be configured to
store a plurality of instructions, wherein the instructions are configured to program the
processor. The processor may be programmed to maintain a credential database. The
credential database may be configured to store one or more credentials comprising a status
indicator. The processor may further receive a request for a credential action and determine
a response to the credential action based on the one or more user credentials stored in the
credential database. The processor may be programmed to transmit the response to a client
device. In various embodiments, a credential database may store the one or more
credentials in an encrypted format which can only be decrypted by the apparatus. In various
embodiments, the credential database may access additional information via a network to
complete a verification of a credential. In various embodiments, the credential database
may use additional information provided by a client, such as, for example, passwords,
biometric information, client GPS location information, and/or a unique device identifiers, to

complete the verification.

BRIEF DESCRIPTION OF THE FIGURES

The features of the various embodiments are set forth with particularity in the
appended claims. The various embodiments, however, both as to organization and methods
of operation, together with advantages thereof, may best be understood by reference to the
following description, taken in conjunction with the accompanying drawings as follows:

Fig. 1 illustrates one embodiment of a virtual credential management platform.

Fig. 2 illustrates one embodiment of an Officially Verifiable Electronic Representation
(OVER) File generation process.

Fig. 3 illustrates one embodiment of an OVER File verification process.

Fig. 4 illustrates one embodiment of a virtual wallet platform.

Fig. 5 illustrates one embodiment of an OVER File storage client component of the
virtual wallet platform of Fig. 4.
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Fig. 6 illustrates one embodiment of a credential type display of the OVER File
storage client.

Fig. 7 illustrates one embodiment of a displayed OVER File credential oriented
horizontally.

Fig. 8 illustrates one embodiment of a displayed OVER File credential oriented
vertically.

Fig. 9 illustrates one embodiment of an OVER File generation screen.

Fig. 10 illustrates one embodiment of a information code for generation or verification
of an OVER File.

Fig. 11 illustrates one embodiment of a credential presentation and verification
process.

Fig. 12 illustrates one embodiment of a computing environment for implementing an

OVER File management platform.

DESCRIPTION

In various embodiments, a computer-implemented method for generating and
verifying officially verifiable electronic representations may be disclosed. The method may
comprise receiving, by a credential database, a request for a credential action. The
credential database may be configured to store one or more credentials comprising a status
indicator. The credential database may further be configured to store one or more methods
for accessing one or more status indicators on a network, such as, for example, via web-
service or access to a second data store. The method may further comprise determining, by
the credential database, a response to the credential action based on the one or more user
credentials stored in the credential database and transmitting, by the credential database,
the response to a client device. The method may further incorporate additional information
submitted by a client, such as, for example, passwords, device identifiers, client GPS
location, and/or biometric data, in conjunction with the stored credential, to determine a
response to the request for a credential action.

In various embodiments, a computer-implemented method for requesting an officially
verifiable electronic representation is disclosed. The method may comprise generating, by a
processor, a request for a credential action. The request may comprise a credential
identifier. The request may further comprise additional information to verify the credential.
The processor may transmit the request for the credential action to a credential database
and receive a response to the request for the credential action. In various embodiments, the
processor may incorporate additional information submitted by a client, such as, for

example, passwords, device identifiers, GPS location information, and/or biometric
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information, to determine a response. In various embodiments, the processor may access
other data stores available via a network to determine a response.

In various embodiments, an apparatus for generating and verifying officially verifiable
electronic representations is disclosed. The apparatus may comprise a processor and a
memory unit operatively coupled to the processor. The memory unit may be configured to
store a plurality of instructions, wherein the instructions are configured to program the
processor. The processor may be programmed to maintain a credential database. The
credential database may be configured to store one or more credentials comprising a status
indicator. The processor may access other data stores via a network. The processor may
access remote functionality via a network. The processor may further receive a request for a
credential action and determine a response to the credential action based on the one or
more user credentials stored in the credential database. The processor may be
programmed to transmit the response to a client device.

Reference will now be made in detail to several embodiments, including
embodiments showing example implementations of systems and methods for generating,
storing, and displaying OVER File credentials. Wherever practicable similar or like reference
numbers may be used in the figures and may indicate similar or like functionality. The
figures depict example embodiments of the disclosed systems and/or methods of use for
purposes of illustration only. One skilled in the art will readily recognize from the following
description that alternative example embodiments of the structures and methods illustrated
herein may be employed without departing from the principles described herein.

In some embodiments, an Officially Verifiable Electronic Representation (OVER) File
may provide a secure file format and platform for the storage and verification of key user or
consumer credentials. As shown in Fig. 1, in one embodiment, an OVER File management
platform 2 may comprise three main components, an OVER File storage client 4, an OVER
File third party client 6, and an OVER File generation and authorization engine 8. The
OVER File storage client 4 may be executed by a user device to store generated OVER
Files representative of the user’s credentials. The OVER File storage client 4 may be
included as part of a virtual wallet platform or may comprise a stand-alone user application.
The OVER File storage client 4 may initiate generation of new OVER Files and may
comprise a display function for displaying stored user credentials for third-party verification.
The OVER File credentials may comprise any officially verifiable electronic credential, such
as, for example, a government issued identification such as a driver’s license, non-driver’s
identification card, or professional license. The OVER File credentials may also comprise
privately issued credentials, such as, for example, employee identification cards, merchant
loyalty cards, access cards, insurance credentials, transportation credentials, or any other

credential that may be electronically verified by an issuing agency.
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In some embodiments, an OVER File third party client 6 may be executed by a third
party device to verify the existence and validity of OVER File credentials presented by a
user. The OVER File third party client 6 may allow a third party to scan or otherwise interact
with OVER File credentials displayed on a user device. The OVER File third party client 6
may contact a remote server, such as the OVER File generation and verification engine 8,
for verification of the displayed user credential, as explained in more detail below. The
OVER File third party client 6 may further allow a third party to request generation of an
OVER File credential for delivery to an OVER File storage client 4. In some embodiments,
the OVER File third party client 6 may comprise a stand alone application executed by the
third party device. In other embodiments, the OVER File third party client 6 may comprise
an application program interface (API) configured to provide OVER File credential
verification through a third party application.

In some embodiments, an OVER File generation and authorization engine 8 may
generate OVER File credentials in response to requests from an OVER File storage client 4
or an OVER File third party client 6. The OVER File credentials may be generated from data
provided by a user, a third party, or an issuing agency or authority. The OVER File
generation and authorization engine 8 may further provide authorization of OVER File
credentials requested by third parties. The OVER File generation and authorization engine 8
may operate on a remote server. Client devices, such as the user device or the third party
device, may communicate with the OVER File generation and authorization engine 8 using
any suitable network or communication system. In some embodiments, the OVER File
generation and verification engine 8 may generate and maintain a status indicator for each
stored OVER File credential configured to indicate whether the OVER File credential is
currently valid.

Fig. 2 illustrates one embodiment of a process 100 for generating and storing an
Officially Verifiable Electronic Representation (OVER) File credential. OVER File generation
may be performed by the OVER File generation and verification engine 8. An engine may
comprise computer program that drives the functionality of a system or process, such as, for
example, the process 100 for generating and storing an OVER File credential. A user may
open 102 an application for generating and/or displaying OVER Files, such as the OVER
File storage client 4. In some embodiments, the application may be a stand-alone
application. In other embodiments, the OVER File storage client 4 may be included in an
integrated application.

A user may access 104 the OVER File credential features of an OVER File storage
client to add 106 a new credential to the OVER File storage client 4. The user may be
presented with a credential generation screen, such as the credential generation screen 518

shown in Fig. 7. A credential may be added manually by a user or automatically by the
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application. In some embodiments, a user may select 108 the method of entering the
credential, for example, manual or automated entry, using the credential generation screen.
In some embodiments, a user may select 110 manual entry of the credential. The user may
interact with the credential generation screen to enter 112 information about the credential,
such as, for example, the issuing agency, a credential identifier such as a credential
identification number, or any other information associated with the credential. For example,
in one embodiment, a user may choose to manually enter a credential representing a
rewards card for a retailer. The user may be prompted to identify the retailer, a rewards card
identification number, and a name associated with the rewards card.

In some embodiments, information for generating an OVER File credential may be
automatically added to the OVER File storage client 4. For example, information necessary
for the generation of an OVER File credential may be entered by scanning an information
code. The information code may be represented, for example, by a quick-response (QR)
Code, standard one dimensional bar code, alpha numeric bar code (for example, Type-128),
and/or other suitable information codes. The information code may be represented data
sent by a radio transmission or by an electronic transmission broadcast over a network. In
some embodiments, a user device may scan an information code provided by an issuing
agency. The information code may comprise information, such as a credential identifier,
necessary for generating an OVER File and contacting an issuing agency database 130 for
verification of the credential. The information code may be provided by the issuing agency
during creation of the credential and may be scanned by a user using a scan function of the
user device.

In some embodiments, the information code may comprise information necessary for
the generation of a credential by a third party. A user may select 114 a third-party scan
option for generation and delivery of a new credential. The OVER File storage client 4 may
generate a information code on the user device for scanning by the third party. The
information code may comprise any necessary information for generation and delivery of the
OVER File credential to the user device, such as, for example, the user's name, contact
information, social security number, biometric information, location information, user-
selected password, and/or a device identifier to identify the user device. The information
code may be displayed 120 on the user device and may be scanned 122 by a third-party
using a third-party device. The third party device may execute an application, such as the
OVER File third party client 6, for scanning the information code and contacting an OVER
File generation and verification engine 8. The OVER File generation and verification engine
8 may be executed by any suitable system. The OVER File generation and verification
engine 8 may comprise a credential data store, such as, for example, a database, a web

service, a flat file configured to store data, and/or any other suitable datastore. The
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credential datastore may comprise a memory unit formed integrally with the system
configured to execute the OVER File generation and verification engine 8 or may comprise a
remote storage device, such as, for example, a database connected to the OVER File
generation and verification engine 8 through a local area network (LAN), wide area network
(WAN), or Internet connection. Although the various embodiments of the OVER File
generation and verification engine 8 are discussed with respect to an OVER File database,
those skilled in the art will recognize that any suitable architecture and/or datastore may be
employed by the OVER File generation and verification engine.

In some embodiments, an issuing agency may set one or more business rules that a
user may be required to meet prior to verification of the OVER File credential by the issuing
agency, such as being required to verify the user’s identity prior to generation of the OVER
File credential. For example, a user attempting to add a driver’s license credential may be
required to visit a state DMV office. After verifying the identity of the user, the DMV office
may provide the user with a scannable information code for generation of an OVER File
credential for the user’s driver’s license. The information code may comprise a credential
identifier and an authorization code to enable the OVER File database 128 to generate the
OVER File credential. In some embodiments, a physical credential issued by the issuing
agency may contain an information code that may be scanned by the user at any time to add
the credential to the OVER File storage client 4. For example, a retailer loyalty card may
comprise a scannable quick-response (QR) code that a user may scan to add an OVER File
credential of the loyalty card to a user device.

After the necessary information has been entered to generate an OVER File
credential, either manually or through an automated process such as scanning, the
generating device may contact an application gateway 124 to deliver an OVER File
generation request to an OVER File database 128. The OVER File database 128 may
comprise an OVER File generation and verification engine 8. The application gateway may
request 126 generation of an OVER File and verification of the generated OVER File
credential. The OVER File database 128 may be configured to create a new OVER File
containing the entered credential information. The OVER File database 128 may contact an
issuing agency datastore, such as, for example, an issuing agency database 130, to verify
the information contained in the OVER File generation request and to obtain additional
credential information stored by the issuing agency database 130. Issuing agencies may
comprise, for example, government entities such as States or licensing agencies,
corporations issuing credentials to employees, retailers issuing loyalty or other customer
identifiers, or any other suitable agency for issuing credentials. Although the various

embodiments are generally described as communicating with an issuing agency database,
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those skilled in the art will recognize that issuing agencies may utilize any suitable datastore
to store one or more credentials generated by the issuing agency.

The additional credential information may comprise any information stored by the
issuing agency database but not provided in or contradictory to the OVER File generation
request. For example, in one embodiment, a user may generate a credential representative
of a driver’s license. The user device may provide a driver’s license identification number
and an issuing state to the OVER File database 128 for generation of the OVER File. The
OVER File database 128 may contact the issuing agency database 130, such as a state
DMV database, and provide the driver’s license identification number to the issuing agency
database 130. The issuing agency database may respond by indicating the validity of the
requested credential containing the driver’s license identification number and may provide
the legal name, address, and birth date of the person associated with the driver’s license
identification number. The issuing agency database may also provide an image of the
requested credential for display on the user device. Once the information has been verified,
the OVER File database 128 may generate a new OVER File containing the entered
credential information. In some embodiments, the OVER file may be generated by the
issuing agency database 130 and sent to the OVER File database 128 for storage and
distribution to the user device. The issuing agency may also provide a status indicator for
the generated OVER File credential.

In some embodiments, the OVER File may be delivered to a device identified in the
OVER File generation request for storage. For example, generated OVER File credential
may be delivered to the device requesting generation of the OVER File generation, such as
a user device. As another example, if a user provides a information code to a third party for
scanning and generation of a credential, the information code may contain a device identifier
identifying the user device as the destination for the generated OVER File credential.
Copies of the OVER File credential may be stored on both a user device and in the OVER
File database 128. The delivered OVER File credential may be tied to a specific user
device. For example, the OVER File credential may contain a device identifier identifying the
user device or application and/or the OVER File may be encrypted in a format which
requires the device identifier and/or a user-provided password to decrypt. The OVER File
may include a hash value which requires the device identifier and/or a user-provided
password to verify. The OVER File credential may only be usable by a device matching the
device or application identifier. By tying the OVER File credential to a specific device, the
security of the credential is increased, as an OVER File delivered to a device other than the
user device, for example through network snooping, may be prevented from working on a
device other than the user device. The delivered OVER File credential may execute 134 a

device check to verify the current device matches the specific device identifier. If the current
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device and the device identifier are the same, the OVER File credential may be stored 136
on the user device. If the specific device identifier and the current device are not the same,
the OVER File credential may be inaccessible or destroyed. In some embodiments, the
OVER File may require user-specific information, such as, for example, biometric
information, location information, and/or passwords, to decrypt the file or to verify the OVER
File credential.

Fig. 3 illustrates one embodiment of an OVER File verification process 200. A user
may begin 202 the verification process by opening 204 an OVER File storage client,
accessing 206 the credential features of the OVER File storage client, and selecting 208 a
stored OVER File credential for display 210 on the user device. The user may select the
OVER File credential from a list of credentials stored on the user device, such as, for
example, the credential category screen 514 shown in Fig. 6. Credential information stored
in the OVER File may be displayed on the user device. In some embodiments, the
displayed information may comprise some or all of the information stored in the OVER File
credential. For example, a stored OVER File credential may be displayed as shown in Figs.
18 and 19, and may comprise one or more text fields, an image field, a title field, and a
information code field. The user may present 212 the displayed credential to a third party for
verification. The displayed information code may comprise a credential identifier, such as,
for example, a credential identification number.

The third-party may initiate a third party verification process by opening 216 a
verification application, such as the OVER File third party client 8, for verifying credentials
displayed on a user device. In some embodiments, the verification application may be a
stand-alone application specifically configured for verification of OVER File credentials. In
other embodiments, the verification application may comprise an application capable of
verification of OVER Files through an application programming interface (API). The third
party may use the verification application to select a scanning option 218 to scan 220 the
information code displayed on the user device. After scanning the information code, the
third-party verification application may contact an application gateway 224 to provide
verification of the scanned OVER File credential. The third-party verification application may
transmit the information contained in the information code displayed on the user device,
such as the credential identifier. For example, an information code may comprise an issuing
agency identifier and a credential identifier for the displayed credential.

The application gateway 224 may communicate with a verification server 226 and an
OVER File database 228. The verification server 226 may comprise the OVER File
generation and verification engine 8. Although the application gateway 224, the verification
server 226 and the OVER File database 228 are shown as separate systems in Fig. 2, those

skilled in the art will recognize that the application gateway 224, the verification server 226
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and the OVER File database 228 may be combined into a single system. The OVER File
database 228 may store copies of all generated OVER File credentials. The OVER File
credentials may be stored in any suitable manner, such as, for example, on a memory unit or
other suitable storage device. In some embodiments, the OVER File credentials may be
stored on a remote device, such as a networked database, and may be accessed by a
reference stored in an OVER File datastore, such as, for example, the OVERE File
database. In various embodiments, the reference may comprise a hash code, a pointer,
network address, and/or any other suitable reference to a remotely stored file. The OVER
File database 228 may compare information received from the third-party verification
application, such as, for example, a credential identifier, with the OVER File credentials
stored in the OVER File database 228. A status indicator providing the validity of the OVER
File credential may be sent to the OVER File third party client. If the OVER File database
determines 230 that the credentials are valid, the verification server 226 may provide a valid
status indicator to the third party device. The verification server 226 may further provide a
portion of the stored OVER File credential, such as a credential image, to the third party
device. In some embodiments, the status indicator and a portion of the stored OVER File
credential may be displayed on the third-party device. If the OVER File verification server
226 determines 230 that the credentials are invalid, the OVER File verification server 226
may transmit a status indicator indicating an invalid credential and may provide the reason
for the invalid status indicator to the third party device.

The OVER File database 228 may be in communication with one or more issuing
agency databases 230. The issuing agency database 230 may be maintained by an issuing
agency authorized to issue one or more credentials. For example, a state Department of
Motor Vehicles may maintain a database comprising all driver’s licenses issued by the state.
The OVER File database 228 may receive periodic updates from the issuing agency
database 230 for the OVER File credentials stored in the OVER File database 228. The
update period may depend on the type of credential, requirements of the issuing agency,
frequency of verification requests, or other factors affecting the security requirements for a
specific credential type. For example, the OVER File database 228 may receive updates on
a daily basis for high-security credentials, such as, for example, driver’s licenses. The
OVER File database 228 may receive updates on a weekly basis for credentials requiring a
lower security level, such as merchant loyalty cards. In some embodiments, the OVER File
database 228 may contact the issuing agency database 230 to begin the update process. In
some embodiments, the issuing agency database 230 may initiate the update process. The
OVER File database 228 may be updated for individual OVER File credentials or may
receive a batch update from an issuing agency for all OVER File credentials issued by the

issuing agency.
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A status indicator may be sent to the third party device to indicate the validity status
of an OVER File credential matching the credential identifier associated with the OVER File
credential displayed on the user device. The status indicator may comprise a valid indicator
if the verification server 226 determines that a valid OVER File credential matching the
credential identifier received from the third party verification application is stored in the
OVER File database 228 and the OVER File database 228 indicates that the OVER File
credential is currently valid. The verification server 226 may provide a response 232 to the
third party device comprising the status indicator indicating a valid credential and may
provide a portion of the credential information stored in the OVER File database 228. For
example, in response to a verification request for an OVER File credential of a driver’'s
license, the verification server 226 may provide a valid status indicator and may provide an
image of the driver’s license to the third party device. As another example, in response to
the same request, the verification server 226 may provide a valid status indicator, an image
of the credential holder provided by the issuing agency, and the birth date of the credential
holder. Those skilled in the art will recognize that the response to the verification request
may be customized based on each type of credential and by each issuing agency.

In some embodiments, the verification server 226 may determine 222 that a
requested credential is invalid. For example, the credential verification request may be
considered invalid if an OVER File credential matching the provided credential identifier was
not located in the OVER File database 228. In another embodiment, an OVER File
credential matching the provided credential identifier may be stored in the OVER File
database 228 but may be expired. In another embodiment, an OVER File credential
matching the provided credential identifier may be stored in the OVER File database but
may not match a provided device identifier, provided biometric data, and/or a provided
password. The verification server 226 may provide a status indicator indicating an invalid
credential. The invalid status indicator may indicate why 234 the credential is considered
invalid. For example, an invalid status indicator may indicate 236 an expired credential and
may display 238 a response on the third-party device that the requested credential exists but
has expired. As another example, the invalid status indicator may indicate 240 that the
requested credential does not exist. An invalid status indicator may be displayed 242 on the
third party device stating that there is no data available for the requested OVER File. As
another example, additional information submitted by the client, such as, for example, a
password, biometric information, and/or location information, may not match information
stored with the credential.

Fig. 4 illustrates one embodiment of a virtual wallet platform 300. The virtual wallet
platform may provide an electronic platform for payment and credential storage. The virtual

wallet platform 300 may provide electronic replacement for credit cards, cash, identification,
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or other cards traditionally carried in a wallet. In some embodiments, the virtual wallet
platform may provide a Reducing Currency Denomination (RCD) payment platform and an
OVER File credential storage client 4. Fig. 4 shows a logon screen for a virtual wallet
platform 300. In some embodiments, the virtual wallet platform 300 may require a username
304 and a password 306 be provided prior to accessing the RCD payment platform or the
OVER File credential platform. After entering a username 304 and password 306, a user
may submit the username 304 and password 306 for verification using a send button 308.
The username 304 and password 306 may be verified by a local processor and memory or
may be sent to a remote server for verification. The logon screen may comprise a logo 302
of the virtual wallet platform 300. An RCD payment platform is described in more detail in
U.S. Patent Application No. 11/851,215, entitled “SYSTEMS, METHODS, AND
APPARATUSES FOR SECURE DIGITAL TRANSACTIONS,” which is hereby incorporated
by reference in its entirety.

Fig. 5 illustrates one embodiment of an Officially Verifiable Electronic Representation
(OVER) File storage client 500. The OVER File storage client 500 may provide storage and
retrieval of one or more OVER File credentials associated with a user device. Fig. 5
illustrates one embodiment of an OVER File storage client 500 home screen 502. The home
screen 502 may provide access to one or more OVER File credentials stored by the OVER
File storage client 500 as part of the virtual wallet platform 300. A primary ID 506 may be
displayed on the home screen 502 to allow quick and convenient access to the primary ID
506. The primary ID 506 may be selectable by the user, and may comprise, for example, a
government issued driver’s license or an employer issued employee ID. In some
embodiments, the primary ID 506 may be accessible from any screen of the OVER File
storage client 500, for example, through a predetermined user gesture, such as swiping the
top of the screen down.

The home screen 502 may further provide one or more credential buttons 508a-508f
for accessing a specific category of credentials, such as, for example, insurance credentials
508a, access credentials 508b, electronic coupons 508c, loyalty card credentials 508d,
transportation credentials 508e, or miscellaneous credentials 508f. The user credentials
may displayed in a wallet card design 504. A user may select one of the credential buttons
508a-508f to access OVER File credentials stored on the user device and classified in the
selected category. For example, a user may select the loyalty credentials button 508d and
may be presented with a list of OVER File credentials stored on the user’s device that have
been categorized as loyalty credentials, such as, for example, retailer loyalty cards, frequent
buyer cards, retailer discount cards, or any other type of loyalty credential. The home

screen 502 may further comprise a new button 510 for adding one or more new credentials
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and a manage button 512 for accessing a screen for managing the OVER File credentials
stored on the user device.

Fig. 6 illustrates one embodiment of a credential category screen 514 configured to
display stored OVER File credentials classified in the selected category. The credential
category screen 514 may be accessed by selecting one of the credential buttons 508a-508f
displayed on the home screen 502. The credential category screen 514 may display one or
more available credentials that have been categorized in the selected category. For
example, credential category screen 514 illustrates one embodiment of an insurance and
automobile credential category displaying OVER File credentials 516a-516h classified as
insurance or automobile credentials. For example, the OVER File credentials 516a-516h
may comprise auto insurance credentials, home insurance credentials, or medical insurance
credentials. Additionally, the OVER File credentials may comprise automobile credentials,
such as, for example, a registration card, inspection documents, or an automobile club
member card. The OVER File credentials 516a-516h may be associated with a single
category, such as the insurance category, or may be associated with multiple categories.

Fig. 7 illustrates one embodiment of a credential generation screen 518. The
credential generation screen 518 may be accessed by selecting the new credential button
510 displayed on the home screen 502. The credential generation screen 518 may be
configured to allow a user to request the generation of a new OVER File by an OVER File
generation and verification engine 8. The credential generation screen 518 may allow a user
to input information necessary for the generation of a new credential either manually or
through an automated process. If a user wishes to enter the information manually, the user
may enter the necessary credential information in credential fields 520-528. Necessary
credential information may comprise a credential name 520, a credential category 522, an
issuer type 524, an issuer 526, and a credential number 528. The credential category 522
and the issuer type 524 may be automatically set by the OVER File generation and
verification engine 8 or may be manually set by the user. The credential number 528 may
comprise a unique credential identifier generated by the issuing agency. The credential
number 528 may be used by the OVER File generation and verification engine 8 to verify the
validity of the requested credential and to obtain additional information associated with the
generated OVER File credential not entered by the user. For example, a loyalty credential
may have a certain number of loyalty points associated with the credential. The OVER File
generation and verification engine 8 may use the credential number 528 to query the issuing
agency regarding the current value of loyalty points associated with the credential. After
entering the required credential information, a user may transmit the input information for the
generation of a new OVER File credential to the OVER File generation and verification

engine 8. The user may transmit the information using the add button 532.
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In some embodiments, the credential generation screen 518 may allow a user to
automatically enter a credential by scanning an information code, such as a barcode or quick
response (QR) code. A user may access the scanning functionality by selecting the scan to
add button 530. After selecting the scan to add button 530, the scanning function of a user
device may be activated to allow the user to scan an information code provided by an
issuing agency. The information code may comprise the information necessary for the
OVER File server to contact an issuing agency database to verify the scanned credential
and to obtain additional credential information. For example, in one embodiment, a user
may wish to add a driver’s license to the stored OVER File credentials on the user device.
The user may be required to go to a state department of motor vehicle (DMV) location to
verify the user’s identity. After verifying the user’s identity, the DMV may generate an
information code for the user to scan containing the user’s driver’s license identification
number and an authorization number.

Once the necessary information has been entered, either manually or automatically, the
OVER File storage client 500 may contact the OVER File generation and verification engine
8 to generate the requested OVER File credential. The OVER File generation and
verification engine 8 may contact the issuing agency database to verify the credential using
the provided information as discussed above with respect to Fig. 2. The issuing agency
database may provide additional information associated with the requested credential and
not provided during the initial entry of the credential information. For example, a user
request to add a driver’s license may comprise a driver’s license identification number. The
issuing agency database may provide additional information such as the user’s photo,
address information, age information, or license class information. The use of an information
code for adding a user credential provides convenience and security, as the user does not
have to manually enter the credential information and an issuing agency can control the
generation of OVER Files associated with the issuing agency’s credentials.

In some embodiments, a user may present a stored OVER File credential to a third
party for verification. For example, a user may wish to gain access to an age restricted
location or purchase an age restricted product. A third party may require a user to present
identification to verify the user’s age prior to allowing the user access to the age restricted
location or product. A user may choose to present a stored OVER File containing the user’s
age information, such as, for example, an OVER File credential representative of the user’'s
driver’s license. A third party may be required to verify the validity of the presented
credential. The OVER File storage client 500 may generate a scannable information code
for scanning by the third party to provide verification of the credential, as described in more
detail above. In another embodiment, the OVER File storage client may generate an

information code in the form of a networked or radio transmission, such as, for example, a

14

Pg. 248



10

15

20

25

30

35

WO 2014/100628 PCT/US2013/077010

Near Field Communication (NFC) or Bluetooth, or in the form of sensor information, such as,
for example, a bump. A credential code screen 536 may be generated on the user device.
The credential code screen 536 may comprise a scannable information code 538
representative of the selected OVER File credential. The third party may scan the
information code 538 using an OVER File third party client 6. The OVER File third party
client 6 may use the information contained in the information code 538 to contact an OVER
File generation and verification engine 8 to verify the validity of the presented OVER File
credential. In some embodiments, the information code 538 may be presented on the user
device for a predetermined period of time at which point the user device may revert to a
previously displayed screen, such as the credential category screen 514. In some
embodiments, the user may be able to revert to the previous screen by pressing a back
button 534.

When presenting a credential to a third party for verification, the OVER File storage
client 500 may display a scannable information code, as described above. In some
embodiments, a portion of the stored OVER File may be displayed on the user device for
presentation to the third party. Fig. 9 illustrates one embodiment of a credential display 600.
The credential display 600 may be configured to display a selected OVER File credential on
a user device. The credential display 600 may be standardized, such that each stored
OVER File credential utilizes the same fields in a similar manner. In some embodiments, the
credential display may be standardized based on the category in which the OVER File
credential is stored. For example, a first standardized display may be used for all insurance
credentials and a second standardized display may be used for all loyalty credentials. A
credential title field 602 may display the name of the displayed credential. The credential
name may be set by the issuing agency, by the user, or by the OVER File generation and
verification engine 8. As shown in Fig. 9, the credential display 600 may comprise three text
sections, text section A 606, text section B 608, and text section C 610. Each text section
may be configured to display textual information based on the type of credential selected for
presentation. For example, a user may select a driver’s license as the displayed OVER File
credential. Text section A 606 may be configured to display the user’s name as it appears
on the user’s driver license. Text section B 608 may be configured to display the user’s
home address and birth date. Text section C 610 may be configured to display a driver’'s
license identification number. Those skilled in the art will recognize that any suitable textual
information may be displayed in any of the available text sections 606, 608, 610. In some
embodiments, one or more of the text sections 606, 608, 610 may be configured to display
the same information regardless of the type of credential displayed. For example, text
section C 610 may be configured to always display a credential identification number

associated with the credential by the issuing agency. In some embodiments, an image field
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604 may be included in the credential display 600. The image field 604 may be configured
to display an image selected by the issuing agency, such as, for example, an image of a
physical credential which forms the basis of the OVER File credential such as a driver’s
license, a logo of the issuing agency such as a corporate logo for a loyalty card, or any other
image selected by the issuing agency. The image field 604 may display the selected image
as a further validity check for the displayed OVER File credential.

An information code section 612 may be included in some embodiments of the
credential display 600. As discussed above, an information code may be displayed by the
OVER File storage client 500 for third-party verification of stored OVER File credentials. An
information code, such as the information code 538 shown in Fig. 8, may be displayed with
the selected OVER File credential in the information code section 612. By displaying the
information code with other available credential information, the OVER File platform may
facilitate easier verification, such as allowing a merchant to quickly establish whether an age
restriction has been met prior to scanning the displayed information code. In addition, a
third-party may ensure that the credential information received from the OVER File
generation and verification engine 8 matches the OVER File credential displayed on the user
device.

In some embodiments, one or more functions of the user device may be disabled
when an OVER File credential is displayed on the user device. For example, a user device
may be capable of taking a screenshot of the content displayed on the device screen. In
order to prevent duplication of an OVER File credential outside of the OVER File
management platform 2, the OVER File storage client 500 may disable the screenshot
capability of the user device during the time that the OVER File credential is displayed on the
user device. In some embodiments, all functions, with the exception of the display function,
may be disabled for a predetermined period of time while the OVER File credential is
displayed on the screen. For example, the OVER File credential may be displayed for a
predetermined time period, such as 20 seconds, during which time all functions of the user
device may be disabled. After the predetermined time period, the credential display 600
may revert to a previously displayed screen, such as the home screen 502, at which point
the functions of the user device may be re-enabled.

Fig. 10 illustrates another embodiment of a credential display 700. The credential
display 700 is similar to the credential display 600 shown in Fig. 9. The credential display
700 comprises the same fields as the credential display 600, such as the credential title 702,
the image field 704, text section A 706, text section B 708, text section C 710, and
information code section 712. The credential display 700 is criented horizontally. In some
embodiments, the OVER File storage client 500 may switch between the credential display

600 and the credential display 700 depending on the orientation of the user device. For
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example, a user may hold a user device such that the user device is horizontally oriented.
The credential display 600 may be displayed to match the orientation of the user device. If a
user rotates the user device such that the user device is vertically oriented, the OVER File
storage client 500 may display the credential display 700 to match the new orientation of the
user device.

Fig. 11 illustrates one embodiment of a credential presentation and verification
process 800. As discussed above, a user may display a selected credential on a user
device 804 using the OVER File storage client 4. The displayed user credential may
comprise a information code 838 and an image field 808. The image field 808 may display
an image provided by the issuing agency, such as, for example, an image of a physical
credential, an image of a user, or a logo of the issuing agency. The information code 806
may comprise a scannable code such as, for example, a barcode or a QR code, comprising
a credential identifier. A third-party may use a third-party device 806 comprising the OVER
File third party client 6 to scan the displayed information code 806. The third-party device
806 may contact the application gateway 824 to request verification of the OVER File
credential identified by the credential identifier contained in the scanned information code
838. The application gateway 824 may contact the OVER File database 828 to verify the
existence and validity of the requested OVER File. The OVER File database 828 may
comprise the OVER File generation and verification engine 8. The OVER File database 828
may be in contact with an issuing agency database 830 to periodically update the validity
and status of the OVER Files stored in the OVER File database 828. The application
gateway 824 may provide a status indicator to the third-party device 804 indicating the
validity of the requested credential. In one embodiment, if the status indicator indicates a
valid credential, a response to the third party device 804 may comprise an image displayed
in the image field 810 on the third party device 806. The displayed image may be the same
image as displayed in the image field 808 of the user device 802. The third-party device
may display the status indicator 812. A valid status indicator may be displayed as, for
example, a checkmark indicating that the requested credential exists and is valid. In some
embodiments, if the status indicator indicates an invalid credential, a response to the third
party device may comprise a reason for the invalid response. The reason for the invalid
response may be displayed in the image field 810. The status indicator 812 may display as,
for example, an X indicating that the requested credential is invalid.

Fig. 12 illustrates one embodiment of a computing device 900 which can be used in
one embodiment of the system and method for generating, storing, and displaying OVER
Files and associated credentials. For the sake of clarity, the computing device 900 is shown
and described here in the context of a single computing device. Itis to be appreciated and

understood, however, that any number of suitably configured computing devices can be
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used to implement any of the described embodiments. For example, in at least some
implementation, multiple communicatively linked computing devices are used. One or more
of these devices can be communicatively linked in any suitable way such as via one or more
networks (LANSs), one or more wide area networks (WANs) or any combination thereof.

In this example, the computing device 900 comprises one or more processor circuits
or processing units 902, on or more memory circuits and/or storage circuit component(s) 904
and one or more input/output (I/O) circuit devices 906. Additionally, the computing device
900 comprises a bus 908 that allows the various circuit components and devices to
communicate with one another. The bus 908 represents one or more of any of several types
of bus structures, including a memory bus or local bus using any of a variety of bus
architectures. The bus 908 may comprise wired and/or wireless buses.

The processing unit 902 may be responsible for executing various software programs
such as system programs, applications programs, and /or module to provide computing and
processing operations for the computing device 900. The processing unit 902 may be
responsible for performing various voice and data communications operations for the
computing device 900 such as transmitting and receiving voice and data information over
one or more wired or wireless communication channels. Although the processing unit 902 of
the computing device 900 includes single processor architecture as shown, it may be
appreciated that the computing device 900 may use any suitable processor architecture
and/or any suitable number of processors in accordance with the described embodiments.

In one embodiment, the processing unit 900 may be implemented using a single integrated
processor.

The processing unit 902 may be implemented as a host central processing unit
(CPU) using any suitable processor circuit or logic device (circuit), such as a as a general-
purpose processor. The processing unit 902 also may be implemented as a chip
multiprocessor (CMP), dedicated processor, embedded processor, media processor,
input/output (I/O) processor, co-processor, microprocessor, controller, microcontroller,
application specific integrated circuit (ASIC), field programmable gate array (FPGA),
programmable logic device (PLD), or other processing device in accordance with the
described embodiments.

As shown, the processing unit 902 may be coupled to the memory and/or storage
component(s) 904 through the bus 908. The memory bus 908 may comprise any suitable
interface and/or bus architecture for allowing the processing unit 902 to access the memory
and/or storage component(s) 904. Although the memory and/or storage component(s) 904
may be shown as being separate from the processing unit 902 for purposes of illustration, it
is worthy to note that in various embodiments some portion or the entire memory and/or

storage component(s) 904 may be included on the same integrated circuit as the processing
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unit 902. Alternatively, some portion or the entire memory and/or storage component(s) 904
may be disposed on an integrated circuit or other medium (e.g., hard disk drive) external to
the integrated circuit of the processing unit 902. In various embodiments, the computing
device 900 may comprise an expansion slot to support a multimedia and/or memory card, for
example.

The memory and/or storage component(s) 904 represent one or more computer-
readable media. The memory and/or storage component(s) 904 may be implemented using
any computer-readable media capable of storing data such as volatile or non-volatile
memory, removable or non-removable memory, erasable or non-erasable memory, writeable
or re-writeable memory, and so forth. The memory and/or storage component(s) 904 may
comprise volatile media (e.g., random access memory (RAM)) and/or nonvolatile media
(e.g., read only memory (ROM), Flash memory, optical disks, magnetic disks and the like).
The memory and/or storage component(s) 904 may comprise fixed media (e.g., RAM, ROM,
a fixed hard drive, etc.) as well as removable media (e.g., a Flash memory drive, a
removable hard drive, an optical disk, etc.). Examples of computer-readable storage media
may include, without limitation, RAM, dynamic RAM (DRAM), Double-Data-Rate DRAM
(DDRAM), synchronous DRAM (SDRAM), static RAM (SRAM), read-only memory (ROM),
programmable ROM (PROM), erasable programmable ROM (EPROM), electrically erasable
programmable ROM (EEPROM), flash memory (e.g., NOR or NAND flash memory), content
addressable memory (CAM), polymer memory (e.g., ferroelectric polymer memory), phase-
change memory, ovonic memory, ferroelectric memory, silicon-oxide-nitride-oxide-silicon
(SONOS) memory, magnetic or optical cards, or any other type of media suitable for storing
information.

The one or more I/O devices 906 allow a user to enter commands and information to
the computing device 900, and also allow information to be presented to the user and/or
other components or devices. Examples of input devices include a keyboard, a cursor
control device (e.g., a mouse), a microphone, a scanner, biometric sensors, and the like.
Examples of output devices include a display device (e.g., a monitor or projector, speakers,
a printer, a network card, etc.). The computing device 900 may comprise an alphanumeric
keypad coupled to the processing unit 902. The keypad may comprise, for example, a
QWERTY key layout and an integrated number dial pad. The computing device 900 may
comprise a display coupled to the processing unit 902. The display may comprise any
suitable visual interface for displaying content to a user of the computing device 4000. In
one embodiment, for example, the display may be implemented by a liquid crystal display
(LCD) such as a touch-sensitive color (e.g., 76-bit color) thin-film transistor (TFT) LCD
screen. The touch-sensitive LCD may be used with a stylus and/or a handwriting recognizer

program.
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The processing unit 902 may be arranged to provide processing or computing
resources to the computing device 900. For example, the processing unit 902 may be
responsible for executing various software programs including system programs such as
operating system (OS) and application programs. System programs generally may assist in
the running of the computing device 900 and may be directly responsible for controlling,
integrating, and managing the individual hardware components of the computer system.
The OS may be implemented, for example, as a Microsoft® Windows OS, Symbian OSTM,
Embedix OS, Linux OS, Binary Run-time Environment for Wireless (BREW) OS, JavaOS,
Android OS, Apple OS or other suitable OS in accordance with the described embodiments.
The computing device 900 may comprise other system programs such as device drivers,
programming tools, utility programs, software libraries, application programming interfaces
(APIs), and so forth.

The computer 900 also includes a network interface 910 coupled to the bus 908.
The network interface 910 provides a two-way data communication coupling to a local
network 912. For example, the network interface 910 may be a digital subscriber line (DSL)
modem, satellite dish, an integrated services digital network (ISDN) card or other data
communication connection to a corresponding type of telephone line. As another example,
the communication interface 910 may be a local area network (LAN) card effecting a data
communication connection to a compatible LAN. Wireless communication means such as
internal or external wireless modems may also be implemented.

In any such implementation, the network interface 910 sends and receives electrical,
electromagnetic or optical signals that carry digital data streams representing various types
of information, such as the selection of goods to be purchased, the information for payment
of the purchase, or the address for delivery of the goods. The network interface 910 typically
provides data communication through one or more networks to other data devices. For
example, the network interface 910 may effect a connection through the local network to an
Internet Host Provider (ISP) or to data equipment operated by an ISP. The ISP in turn
provides data communication services through the internet (or other packet-based wide area
network). The local network and the internet both use electrical, electromagnetic or optical
signals that carry digital data streams. The signals through the various networks and the
signals on the network interface 910, which carry the digital data to and from the computer
system 400, are exemplary forms of carrier waves transporting the information.

The computer 900 can send messages and receive data, including program code,
through the network(s) and the network interface 910. In the Internet example, a server
might transmit a requested code for an application program through the internet, the ISP, the
local network (the network 912) and the network interface 910. In accordance with the

invention, one such downloaded application provides for the identification and analysis of a
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prospect pool and analysis of marketing metrics. The received code may be executed by
processor 904 as it is received, and/or stored in storage device 910, or other non-volatile
storage for later execution. In this manner, computer 900 may obtain application code in the
form of a carrier wave.

In various embodiments, a computer-implemented method for generating and
verifying officially verifiable electronic representations may be disclosed. The method may
comprise receiving, by a credential database, a request for a credential action. The
credential database may be configured to store one or more credentials comprising a status
indicator. The method may further comprise determining, by the credential database, a
response to the credential action based on the one or more user credentials stored in the
credential database and transmitting, by the credential database, the response to a client
device. The credential action may comprise generating a credential. The credential may be
generated when the credential database determines that no matching credential is stored in
the credential database.

In some embodiments, generation of a credential may comprise requesting, by the
credential database, the credential from an issuing agency database. The issuing agency
database may be configured to store credentials issued by an issuing agency. The method
may further comprise receiving, by the credential database, the status indicator and
credential information associated with the credential transmitted by the issuing agency
database and storing the credential and the status indicator in the credential database. The
credential information may comprise the credential, and wherein the status indicator
indicates a valid credential. The response transmitted to the user device may comprise the
credential and a copy of the credential may be stored in the credential database. The
credential database may generate a device identifier for the credential. The device identifier
may limit the credential to the client device. The status indicator may indicate an invalid
credential. When the status indicator indicates an invalid credential, the response
transmitted to the user device may comprise the status indicator. In some embodiments, the
validity of the credential may additionally depend upon other information submitted by the
client, such as, for example, biometric, location, password, device identifiers, and/or other
user-specific information.

The credential action may comprise checking a status indicator of a stored credential.
The request for the credential action may comprise a credential identifier. The credential
response may be determined by comparing the credential identifier with the one or more
credentials stored in the credential database. When the credential identifier matches a
stored credential, the response to the request for the credential action may comprises the

status indicator of the stored credential and may further comprise a portion of the stored
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credential. When the credential identifier does not match a stored credential, the response
to the request for the credential action comprises an invalid credential response.

In various embodiments, a computer-implemented method for requesting an officially
verifiable electronic representation is disclosed. The method may comprise generating, a
processor, a request for a credential action. The request may comprise a credential
identifier. The method may further comprise transmitting, by the processor, the request for
the credential action to a credential database and receiving, by the processor, a response to
the request for the credential action. The request for credential action may comprise a
credential generation.

In some embodiments a scanner may scan an information code comprising the
credential identifier. The response to the request for the credential action may comprise a
generated credential. The generated credential may comprise the credential identifier and
additional credential information. The additional credential information may be obtained, for
example, from the issuing agency database. The generated credential may comprise a
device identifier. The device identifier may limit the generated credential to the processor.
The request for the credential action may comprise a credential verification request. The
response to the request for the credential action may comprise a status indicator. When the
status indicator indicates a valid credential, the response to the request for the credential
action may comprise a credential image. When the status indicator indicates an invalid
credential, the response to the request for the credential action may comprise an invalidity
response identifying a reason for the invalid credential.

In various embodiments, an apparatus for generating and verifying officially verifiable
electronic representations is disclosed. The apparatus may comprise a processor and a
memory unit operatively coupled to the processor. The memory unit may be configured to
store a plurality of instructions, wherein the instructions are configured to program the
processor. The processor may be programmed to maintain a credential database. The
credential database may be configured to store one or more credentials comprising a status
indicator. The credential database may be configured to store pointers to other data stores
and/or services accessible via a network. The processor may further receive a request for a
credential action and determine a response to the credential action based on the one or
more user credentials stored in the credential database. The processor may be
programmed to transmit the response to a client device.

In some embodiments, generation of a credential may comprise generating a request
for the credential from an issuing agency database. The issuing agency database may be
configured to store credentials issued by an issuing agency. The processor may receive the
status indicator and credential information associated with the credential transmitted by the

issuing agency database and may store the credential and the status indicator in the
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memory unit. The credential information may comprise the credential when the status
indicator indicates a valid credential. The response transmitted to the user device may
comprise the credential and a copy of the credential may be stored in the memory unit. The
processor may generate a device identifier for the credential. The device identifier may limit
the credential to the client device. The status indicator may indicate an invalid credential.
When the status indicator indicates an invalid credential, the response transmitted to the
user device may comprise the status indicator.

The credential action may comprise checking a status indicator of a stored credential.
The request for the credential action may comprise a credential identifier. The credential
response may be determined by comparing the credential identifier with the one or more
credentials stored in the memory unit. In some embodiments, the response may additionally
be determined by comparing other information submitted by the client, such as, for example,
location, biometric information, and/or device identifiers, with stored credentials. When the
credential identifier matches a stored credential, the response to the request for the
credential action may comprise the status indicator of the stored credential and may further
comprise a portion of the stored credential. When the credential identifier does not match a
stored credential, the response to the request for the credential action comprises an invalid
credential response.

Various embodiments may be described herein in the general context of computer
executable instructions, such as software, program modules, and/or engines being executed
by a computer. Generally, software, program modules, and/or engines include any software
element arranged to perform particular operations or implement particular abstract data
types. Software, program modules, and/or engines can include routines, programs, objects,
components, data structures and the like that perform particular tasks or implement
particular abstract data types. An implementation of the software, program modules, and/or
engines components and techniques may be stored on and/or transmitted across some form
of computer-readable media. In this regard, computer-readable media can be any available
medium or media useable to store information and accessible by a computing device. Some
embodiments also may be practiced in distributed computing environments where
operations are performed by one or more remote processing devices that are linked through
a communications network. In a distributed computing environment, software, program
modules, and/or engines may be located in both local and remote computer storage media
including memory storage devices.

Although some embodiments may be illustrated and described as comprising
functional components, software, engines, and/or modules performing various operations, it
can be appreciated that such components or modules may be implemented by one or more

hardware components, software components, and/or combination thereof. The functional
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components, software, engines, and/or modules may be implemented, for example, by logic
(e.g., instructions, data, and/or code) to be executed by a logic device (e.g., processor).
Such logic may be stored internally or externally to a logic device on one or more types of
computer-readable storage media. In other embodiments, the functional components such
as software, engines, and/or modules may be implemented by hardware elements that may
include processors, microprocessors, circuits, circuit elements (e.g., transistors, resistors,
capacitors, inductors, and so forth), integrated circuits, application specific integrated circuits
(ASIC), programmable logic devices (PLD), digital signal processors (DSP), field
programmable gate array (FPGA), logic gates, registers, semiconductor device, chips,
microchips, chip sets, and so forth.

Examples of software, engines, and/or modules may include software components,
programs, applications, computer programs, application programs, system programs,
machine programs, operating system software, middleware, firmware, software modules,
routines, subroutines, functions, methods, procedures, software interfaces, application
program interfaces (API), instruction sets, computing code, computer code, code segments,
computer code segments, words, values, symbols, or any combination thereof. Determining
whether an embodiment is implemented using hardware elements and/or software elements
may vary in accordance with any number of factors, such as desired computational rate,
power levels, heat tolerances, processing cycle budget, input data rates, output data rates,
memory resources, data bus speeds and other design or performance constraints.

In some cases, various embodiments may be implemented as an article of
manufacture. The article of manufacture may include a computer readable storage medium
arranged to store logic, instructions and/or data for performing various operations of one or
more embodiments. In various embodiments, for example, the article of manufacture may
comprise a magnetic disk, optical disk, flash memory or firmware containing computer
program instructions suitable for execution by a general purpose processor or application
specific processor. The embodiments, however, are not limited in this context.

The functions of the various functional elements, logical blocks, modules, and circuits
elements described in connection with the embodiments disclosed herein may be
implemented in the general context of computer executable instructions, such as software,
control modules, logic, and/or logic modules executed by the processing unit. Generally,
software, control modules, logic, and/or logic modules comprise any software element
arranged to perform particular operations. Software, control modules, logic, and/or logic
modules can comprise routines, programs, objects, components, data structures and the like
that perform particular tasks or implement particular abstract data types. An implementation
of the software, control modules, logic, and/or logic modules and techniques may be stored

on and/or transmitted across some form of computer-readable media. In this regard,
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computer-readable media can be any available medium or media useable to store
information and accessible by a computing device. Some embodiments also may be
practiced in distributed computing environments where operations are performed by one or
more remote processing devices that are linked through a communications network. In a
distributed computing environment, software, control modules, logic, and/or logic modules
may be located in both local and remote computer storage media including memory storage
devices.

Additionally, it is to be appreciated that the embodiments described herein illustrate
example implementations, and that the functional elements, logical blocks, modules, and
circuits elements may be implemented in various other ways which are consistent with the
described embodiments. Furthermore, the operations performed by such functional
elements, logical blocks, modules, and circuits elements may be combined and/or separated
for a given implementation and may be performed by a greater number or fewer number of
components or modules. As will be apparent to those of skill in the art upon reading the
present disclosure, each of the individual embodiments described and illustrated herein has
discrete components and features which may be readily separated from or combined with
the features of any of the other several aspects without departing from the scope of the
present disclosure. Any recited method can be carried out in the order of events recited or in
any other order which is logically possible.

It is worthy to note that any reference to “one embodiment” or “an embodiment”
means that a particular feature, structure, or characteristic described in connection with the
embodiment is comprised in at least one embodiment. The appearances of the phrase “in
one embodiment” or “in one aspect” in the specification are not necessarily all referring to
the same embodiment.

Unless specifically stated otherwise, it may be appreciated that terms such as

“processing,” “computing,” “calculating,” “determining,” or the like, refer to the action and/or
processes of a computer or computing system, or similar electronic computing device, such
as a general purpose processor, a DSP, ASIC, FPGA or other programmable logic device,
discrete gate or transistor logic, discrete hardware components, or any combination thereof
designed to perform the functions described herein that manipulates and/or transforms data
represented as physical quantities (e.g., electronic) within registers and/or memories into
other data similarly represented as physical quantities within the memories, registers or
other such information storage, transmission or display devices.

It is worthy to note that some embodiments may be described using the expression
“coupled” and “connected” along with their derivatives. These terms are not intended as
synonyms for each other. For example, some embodiments may be described using the

terms “connected” and/or “coupled” to indicate that two or more elements are in direct
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physical or electrical contact with each other. The term “coupled,” however, also may mean
that two or more elements are not in direct contact with each other, but yet still co-operate or
interact with each other. With respect to software elements, for example, the term “coupled”
may refer to interfaces, message interfaces, application program interface (API), exchanging

messages, and so forth.
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CLAIMS

What is claimed is:

1. A computer-implemented method for generating and verifying officially verifiable
electronic representations, the method comprising:

receiving, by a credential engine executed by a processor, a request for a credential
action;

determining, by the credential action, a response to the credential action based on
the one or more user credentials; and

transmitting, by the processor, the response to the credential action.

2. The computer-implemented method of claim 1, comprising storing, by the credential

engine, one or more credentials.

3. The computer-implemented method of claim 2, generating, by the credential engine,
a credential, wherein the credential is generated when the credential engine determines that

no matching credential is stored.

4. The computer-implemented method of claim 3, comprising:

requesting, by the credential engine, the credential from an issuing agency, wherein
the issuing agency stores credentials issued by the issuing agency;

receiving, by the credential engine, the status indicator and credential information
associated with the credential transmitted by the issuing agency;

storing, by the credential engine, the status indicator.

5. The computer-implemented method of claim 4, receiving, by the credential engine,
credential information comprising the credential, wherein the status indicator indicates a

valid credential.

6. The computer-implemented method of claim 5, comprising storing, by the credential
engine, the credential, and wherein the response transmitted to the client device comprises

the credential.
7. The computer-implemented method of claim 6, comprising generating, by the

credential engine, a device identifier for the credential, wherein the device identifier limits the

credential to the client device.
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8. The computer-implemented method of claim 4, wherein the status indicator indicates
an invalid credential and the credential information indicates the reason for the invalid
credential, and wherein the response transmitted to the client device comprises the status

indicator and the credential information.

9. The computer-implemented method of claim 2, comprising generating, by the
credential engine, a reference to a remotely stored credential, wherein the one or more
credentials stored by the credential engine comprise the reference to the one or more

remotely stored credentials.

10. The computer-implemented method of claim 2, comprising storing, by the credential

engine, user-specific information.

1. The computer-implemented method of claim 10, comprising storing, by the credential
engine, the user specific-information selected from the group consisting of: biometric

information, location information, a password, a device identifier.

12. The computer-implemented method of claim 1, comprising checking, by the
credential engine, a status indicator of a stored credential, wherein the request for the

credential action comprises a credential identifier.

13. The computer-implemented method of claim 12, comprising determining, by the
credential engine, the credential response by comparing the credential identifier with the one

or more stored credentials.

14. The computer-implemented method of claim 13, comprising generating, by the
credential engine, the response to the request for the credential action comprising the status

indicator of the stored credential when the credential identifier matches a stored credential.

15. The computer-implemented method of claim 14, comprising generating, by the
credential engine, the response to the request for the credential action comprising a portion

of the stored credential.
16. The computer-implemented method of claim 13, comprising generating, by the

credential engine, the response to the request for the credential action comprising an invalid

credential identifier when the credential identifier does not match a stored credential,.
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17. A computer-implemented method for requesting an officially verifiable electronic
representation, the method comprising:

generating, by a processor, a request for a credential action comprising a credential
identifier;

transmitting, by the processor, the request for the credential action to a credential
engine;

receiving, by the processor, a response to the request for the credential action.

18. The computer-implemented method of claim 17, wherein the requested credential

action comprises generating a credential.

19. The computer-implemented method of claim 18, comprising scanning, by a scanner,
an information code comprising the credential identifier.

20. The computer-implemented method of claim 18, wherein the response to the request
for the credential action comprises a generated credential comprising the credential identifier

and additional credential information.

21. The computer-implemented method of claim 20, wherein the generated credential
comprises a device identifier, wherein the device identifier limits the generated credential to

the processor.

22. The computer-implemented method of claim 17, comprising:

collecting, by the processor, user-specific information; and

transmitting, by the processor, the user-specific information to a credential engine,
wherein the user-specific information is included in the request for a credential action.
23. The computer-implemented method of claim 17, wherein the request for the
credential action comprises a credential verification request, and wherein the response to

the request for the credential action comprises a status indicator.

24, The computer-implemented method of claim 23, wherein when the status indicator
indicates a valid credential, the response to the request for the credential action comprises a
credential image.

25. The computer-implemented method of claim 23, wherein when the status indicator
indicates an invalid credential, the response to the request for the credential action

comprises a reason for the invalid credential.
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26. An apparatus for generating and verifying officially verifiable electronic
representations, the apparatus comprising:

a processor;

a memory unit operatively coupled to the processor, the memory unit configured to
store a plurality of instructions, wherein the instructions are configured to program the
processor to:

execute a credential engine, wherein the credential engine is configured to
receive a request for a credential action;

receive the request for a credential action;

determine a response to the credential action based on one or more stored
user credentials; and

transmit the response to a client device.

27. The apparatus of claim 26, wherein the credential action comprises generating a
credential, wherein the credential is generated when the processor determines that no

matching credential is stored.

28. The apparatus of claim 27, wherein the instructions are configured to program the
processor to:

request the credential from an issuing agency, wherein the issuing agency stores
credentials issued by an issuing agency;

receive the status indicator and credential information associated with the credential
transmitted by the issuing agency; and

store the credential and the status indicator.

29. The apparatus of claim 28, wherein the credential information comprises the

credential, and wherein the status indicator indicates a valid credential.

30. The apparatus of claim 28, wherein the credential information comprises user-

specific information.
31. The apparatus of claim 30, wherein the user-specific information is selected from the
group consisting of: biometric information, location information, a password, a device

identifier.

32. The apparatus of claim 29, wherein the response transmitted to the user device

comprises the credential.
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33. The apparatus of claim 32, wherein the instructions are configured to program the
processor to generate a device identifier for the credential, wherein the device identifier limits

the credential to the client device.

34. The apparatus of claim 28, wherein the status indicator indicates an invalid
credential, and wherein the response transmitted to the user device comprises the status
indicator.

35. The apparatus of claim 28, wherein the stored credential comprises a reference to a

remotely stored credential.

36. The apparatus of claim 28, wherein the credential action comprises checking, by the
processor, a status indicator of a stored credential, wherein the request for the credential

action comprises a credential identifier.

37. The apparatus of claim 36, wherein the credential response is determined by
comparing the credential identifier with the one or more stored credentials.

38. The apparatus of claim 37, wherein when the credential identifier matches a stored
credential, the response to the request for the credential action comprises the status

indicator of the stored credential.
39. The apparatus of claim 38, wherein when the credential identifier does not match a

stored credential, the response to the request for the credential action comprises an invalid

credential response.
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"B document published prior 1o the intornational filing date but later

than the priority date claimed
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later document published afier the international filing date or prio
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document of pariicular relevance; the claimed invention cannot be
considered novel or cannot be considered to invoive an inventive

step when the document is taken alone

document of particular refevance; the claiined invention cannot be
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combined with one or more othar such docwsents,such combination
being cbvious to a person skilled in the an

“&" document member of the same patent family

Date of the actual completion of the international search

16 April 2014 (16.04.2014)

Date of mailing of the international search report

me and mailing address of the ISA/KR

Internationat Application Division

Korean Intetlicctual Property Office

8% Cheongs Seo-gu, Dacjeon Metropolitan City, 302-701,
Republic of Korea

Facsimile No. +82-42-472-7140

17 April 2014 (17.04.2014)
Authorized officer

AHN, Jeong Hwan

Telephone No. +82-42-481-8440

Form PCTASA/2I0 (second sheet) (July 2009

Pg. 283



INTERNATIONAL SEARCH REPORY International application No.

Information on patent family members PCT/USINIZ/GTI01I0

Patent document Publication Patent family Publication

cited in search report date member{s) date

KR 10-2011-0130002 A 0571272011 Nona

KR 10-2011-0126269 A 23/11/2011 None

US 2010-0250385 Al 30/08/2010 N 101854245 A 06/10/2010
[P 2237182 Al (‘6/ 10/2010
JP 2010-244542 A 23/10/2010
KR 10-2010-0109472 A OR/106/2010

KR 10-1051410 B 07/12/2011 Noue

WO 2008-018744 Al 1470272008 (N 101326517 A 17/12/2008
(N 101328517 B 02/06/2010
EP 1917604 Al 07/0572008
EP 1917804 A4 09/03/2011
JP (4918092 B2 1870472012
JE 2009-512001 A 19/03/2009
KR 10-0816184 Bl 2170372008
KR 10-2008-0014154 A 1&/0//"00‘2
US 2009-0307756 Al 16/1 2/2()’3‘
US 8132237 B2 06/03/201%

Form PUTASA2LD {patent family annex) {(July 2009

Pg. 284



PCT/US2ZH13/87781¢

PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

To: -
TARR, DANIEL J EEG V-E
K&L GATES LLP K&L GATES CENTER 210 SIXTH WRITTEN OPINIGN OF THE
JENUE T IRGH PENNS AN 5222-261" ikl ]
Ay UNUE PITISBURGH PENNSYLVANIA [3222-2013 INTERNATIONAL SEARCHING AUTHORITY
(PCT Rule 43bis. 1)
Date of mailing . )
{day/montiifvear) 17 April 20314 (17.04.2014)
Applicant’s or agent's file reference FOR FURTHER ACTION
120393pCT See paragraph 2 below
International application No. International filing date (day/monthtyear) Priority date{day/monihyear)
PCT/URIGIZ/87701¢ 20 December 2013 (20.12.2013) 21 December 2012 (21.12.2012)

international Patent Classification (1PC) or bath national classification and 1PC

GOSF 21/30(2013.61)i, GOSF 17/21(2006.01)i

Applicant
CORTEX MCP, INC.

. This opinion contains indications relating to the following items:

Box No. 1 Basis of the opinion
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Box Mo. VI Cerlain documents cited

LTI

Box No. VI Certain defects in the international application
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Box Mo, VI Certain observations on the international application
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Box No. I Basis of this opinion

1. With regard o the language, this opinion has been established on the basis of :

[X] the international application in the language in which it was filed

D a translation of the international application int which is the language of a

translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b}) '

i e . e . N . . R . . N .
l {his opinion has been established taking into account the reetification of sn obvious mistake autho

rized by or notified
to this Authority under Rule 91 (Rule 43his.1{a))

3. With regard toany sucleotide and/or amino acid sequesnce disclosed In the inmternational application, this opinion has been
established on the basis of 8 sequence listing filed or furnished:

a. {means)

| on paper

" in electronic form

[::] in the tnternational application as filed.
together with the international application in electronic form.
[} subsequently to this Authority for the purposes of search.

4. E in addition, i the case that more than one version or copy of & sequence listing has been filed or furnished, the required
statements that the information in the subsequent or additioan! copies is identical to that in the application as filed or does

not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:
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Box No. V Reasoned statement under Rule 43bis {a)(i} with regard to novelty, inventive step or industrial applicability;

citations and explanations supporting such statement

. Statemens
Novelty {14) Claims  1-38 YES
Claims NONE NO
Taventive step (I5) Claims NONE YES
‘ Claims 1-39 NO
Industrial applicability {JA)  Claims 139 YES
Claims ~ NORE NO

2. Ciations and explanations ;

Reference is made to the foliowing documents:

D1l KR 10-2011-0130002 A (K

P2 KR 10-2011-0126269 A (SAMSUNG SDS CO., LTD) 2

Novelty and Inventive Step
Cilaim 1 and iis

1.1, Independent

1.1.1. Dt,
digcloges

—

which

a method c¢omprising: receiving a

paragraph {0039 and transmitiing certificate information {see

CREA FINANCIAL TELECOMM. & AMP.} 05

regquest

Decernber 2011

23 November 2011

3 congidered to be the closest prior art to the subject matter of claim 1,

for iasuing a certificate (see

paragraph [0038]).

The subiect matter of claim 1 differs from that of D1 in determining, by a credential

action, a response to the credential action based

However, the different feature of the invention defined

from the feature of D2 that comprises

management server ic a user terminal {see paragraph [0018]).

obvicus to a person skilled in the art to

arriving at the claim.

1.1.2. The additional feature of claim Z, dependent on
fromy the featurs of D2 that comprises the pre-sto

management server (see paragraph [0018]). Therefore,

under PCT Article 33(3).

i.1.3. The additicnal feature of claim 3, dependent on
of Dl that

refore, claim

from the {eature compriges generating

paragraph {00401, The 3 lacks an inventive

Continued on Supplemental Box

G one oY Iore

sending a pre-

combine the disclosures of D1 and D2,

red certificats

user credentials.

in claim 1 can be easily derived
stored certificate in a certificate

Accordingly, it would be

thereby

Therefore, claim 1 lacks an inventive step under PCT Article 33{3).

claim 1, can be easily conceived
in the

claim 2 lacks an inventive step

certificate

claim 2, can be easily conceived

the certificate information {see

A

step under PCT Article 33(3).

Form PCT/ASA/37T (Box No. Vy (July 2011y
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Supplemental Box

in case the space in any of the preceding boxes is not sufficient.
Continuation of 1 Box No. V

1.1.4. The additional feziure of claims 4-5, directly or indirectly dependent on clairn 3,

can be easily conceived from the feature of D1 that the certificate information comprises

expiration date information of the certificate

lack an inventive step under PCT Article 33(3

gee paragraph [0042]). Therefore, claims

4-5

1.1.5. The additicnal feature of claim 5, dependent on claim 5, can be easily conceived

from the feature of D1 that comprises storing the certificate information {(sse paragraph

[0044)). Therefore, claim 6 lacks an inventive step under PCT Article 33(3).

1.1.6. The additional feature of claim 7, dependent on claim §, can be merely a variatior

of user identification in D1 {(see paragraph [0035}). Therefore, claim 7 lacks an inventive

step under PCT Article 33(3}.

x

1.1.7. The additional feature of claim 8, dependent on claim 4, can be merely a maiter of

lasign option in view of the feature «f D1 that comprises the expiration date informatior

of the certificaie (see paragraph [0042]). Therefore, claim 8 lacks an inventive step under

’L‘
-~

PCT Article 33(3).

1.1.8. The additional feature of claim 9, dependent on claim 2, can be easily concelved

0

frorn the feature of D1 that comprises storing the cartificate information in a storage
ph

medium {see paragra {0044]). Therefore. claim 9 lacks an inventive step under

Article 33(3).

1.1.9. The additional feature of claims 10-11, directly or indirectly dependent on claim 2.

PCT

h

can be easily concaived from biometric information in D1 {(see paragraph [0038]).

Therefore, claims 10-11 lack an inventive step under PCT Articie 33(3).

oy

.1.10. The additional feature of claim 12, dependent on claim 1, can be easily conceived

from the eupiration date information of the certificate in D1 (see paragraph [004Z]).

Therefore. claim 12 lacks an inventive step under PCT Article 33{(3).

1.1.11. The additional features of claims 13-14, 16, directly or indirectly dependent on

claim 12, can be easily conceived from the user identification in D1 (see paragraph

[0035]) and the pre-stored certificate in the certificate management server in D2

{see

paragraph [00181. Therefore, claims 13-14, 16 lack an inventive step under PCT Article

33(3).

Continued on The Next Page
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1.1.12. The additional feature of claim 15, dependent on claim 14, can be easily conceived
rom the feature of D1 that comprises generating the certificate information {(see

D

paragraph [0040]). Therefore, claim 15 lacks an inventive step under PCT Article 33(3).
1.2. Independent Claim 17 and its Dependent Claims 18-25

1.2.1. D1, which is considered to be the closest prior art tc the subject matter of claim

17, dizcloses a method compriging: transmifting a request for issuing ~ertificate

o))

idemifying a user (see paragraphs [0028], [0039]}); and receiving certificate information
{see paragraph [0039]).

The subject matter of claim 17 differs from that of D1 in generating, by a processor, a
request for a credential action comprising a credential identifier. However, the different
feature of the Invention defined in claim 17 can be ecasily derived from the feature of D1
that comprises the reguest for issuing the certificate and identifying the user {see
paragraphs [0028], [0038]). Accordingly. claiimn 17 would have been obvicus over Di.

10

Therefore, claire 17 lacks an inventive step under PCT Article 33(3).

1.2.2. The additional feature of claim 18, dependent on claim 17, can be easily conceived
from the reguest for issuing the certificate in D1 {see paragraph [0040]). Therefore, claim
18 lacks an inventive step under PCT Article 33(3).

i.2.3. The additional features of claimg 19-20, dependent on claim 18, can be easily
conceived from a uger identification in D1 {see paragraph [00351). Therefors, claims 18-2(

lack an inveniive step under PCT Article 33(3).
1.2.4. The additional feature of claim 21, dependent on claim 20, can be merely a
variation of the user ideniification in D1 (see paragraph [0035]}. Therefore, claim 21 lacks

an nventive step under PCT Article 33(3).

1.2.5. The additional feature of claim 22, dependent on claim 17, can be eagily conceived

oy

from biometric information in D31 (see paragraph [0036}). Therefore, claim 22 lacks an

inventive step under PCT Articie 33(3).

1.2.6. The additional feature of claims 23-25, direcily or indirectly dependent on claim 17,

can be merely matters of design option in view of the feature of D1 that compriges

Continued on The Next Page
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3. Therefore, claims

o

e paragraph [0042

[§

expiration date information of the certificate (s
3-25 lack an inventive step under PCT Article 33(3).

1.3. Independent Claim 26 and its Dependent Claims 27-3¢
1.3.1. The features of claim 26 are substantially the same as those of claim 1 except the

category of the invention and additional features. However, the additional features of

of DI that fallg

claim 26 are considered to be a minor difference over the
under the general knowledge of a person skilled in the art. Accordingly, the same
reasoning as in claim 1 applies to claim 26. Therefore, claim 26 lacks an inventive sitep
under PCT Article 33(3}

1.3.Z2. The additional features of claims 27-29, directly or indirecily dependent on claim
26, are subgstantially the same as those of claims 3-5 except the category of the
invention, respectively. Accordingly, the same reason'ing as in claims 3-5 applies to
claims 27-29, respectively. Therefore, olaims 27-29 lack an inventive step under PCT
Article 33(3).

1.3.3. The additional features of claims 30-31, directly or indirectly dependent on claim
28, can be easily conceived from biometric information in D1 {see paragraph [0036]).

oYL}

Therefore, claims 30-31 lack an inventive step under PCT Article 33(3).

1.3.4. The additional feature of claim 3%, dependent on claim 28, can be ed%ﬂy conceived

m the transmitting the certificate information in D1 (see paragraph [0038]). Therefore,

sy
=1
@]

claim 37 lacks an inventive step under PCT Article 33(3)

1.3.5. The additional feature of claim 33, dependent on claim 3Z2, can be merely a
variation of user ideniificalion in DI (see paragraph [0035]). Therefore, claim 33 lacks an

inventive step under PCT Articie 33(3).

1.3.6. The additional feature of claim 34, dependent on claim 28, can be merely a matter

of design option in view of the feature of D1 thal comprises expiration date information
of the certificate (see paragraph [0042]). Therefore, claira 54 lacks an inventive step

under PCT Article 33(3).

1.3.7. The additional feature of claim 35, dependent on claim 28, can be easily conceived

from the feature of Dl that comprises storing the certificate information in a storage

Continued on The Next Page
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medium {see parsgraph [0044]}. Therefore, claim 35 lacks an inventive step under PCT

1.3.8. The additional feature of claim 36, dependent on claim Z8. can be easily conceivad
from the expiration date information of the ceriificate in D1 {

Therefore, claim 36 lacks an inventive step under PCT Article 33(3).

1.3.9. The additional features of claims 37-38, directly or indirectly dependent on claim

38, can bhe easily conceived from the user ideniification in D1 (see paragraph [0035]) and

a pre-storad certifica
Therefore, claims 37-39 lack an inventive step under PCT Article 33(3)

2. Industrial Applicability

Claims 1-39 are industrially applicable under PCT Article 33{4),

Porm PCT/ISA/Z3T (Supplemental Box) (July 2011y
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1. This opinion contains indications relating to the following items:

Box No. I Basis of the opinion

Box Ng. Il  Priority -

Box No. il Non-establishment of opinion with regard o novelty, inventive step and industrial applicabilisy

Box No. IV Lack of unity of invention

citations and explanations supporting such staiement

Box No. VI Certain documents cited

Box No. VII Cerain defects in the international application

OO XOOCX

Rox No. VIIT Certain observations on the intemational application

FURTHER ACTION

¥f a demand for international preliminary examination is made, this opinion will be considered to be a writlen opinion of the
International Preliminary Examining Authority ("IPEA™) except that s does not apply where the applicant chooses an Authority
other than this one o be the TPEA and the chosen IPEA has notified the International Burcau under Rule 66, Ibis(b) that wrillen
opinions of this International Searching Awthority will not be so considercd.

(34

Tf this spinion is, as provided above, considered to be a ywritten opinion of the IPEA, the applicant is invited to submit to the
[PEA a written reply together, where appropriate, with amendments, before the cxpiration of 3 months from the date of mailing
of Form PCT/TSA/220 o1 before the expiration of 22 moxnths from the priority date, whichever expires later.

For further options, see Form PCT/ASA/220.

BoxNo. V Rensoned statement under Rule 43bis. Wa)(i) with segard to novelty, inventive step and industrial applicability;
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Box No. | Basis of this opinion

1. With regard to the langnage, this opinion has been established on the basis of ;

the international application in the language in which it was filed

E_j a translation of the intcrpational application into which is the language of a
translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b))

2. E___,_E This optuion kas been established taking nto ascount the rectification of an obviows mistake authorized by or notified
to this Anthority under Rule 91 (Rule 435is.1(ap)

With regard (o any muclestide and/or amino actd sequence disclosed inthe international application, (his opinion has been
established on the basis of 3 sequence listing filed or furnished:

a. {1eans}

E on paper

E in electronic form

b. {ime}
Ej in the intemnational application as filed,
m {ogether with the international application in electronic form
m subsequently to this Anthority for the purposes of search.

4 D I addition, 1o the case that more than one version or copy of a sequence listing has been filed or furnished, the fequired
statewments that the fnformation in the subsequent or additivanl copies is identical to that in the application as fled or does
not go bevond the application as filed, as appropriate, were furnished.

5. Additional comments:
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Box No. V Reasoned statement under Rule 43his. 1{a)(i} with regard to novelty, inventive step or inductrial applicability;

citations and explanations supporting such statement

1. Statement

Novelty (N) Claims -39 YES
Claims MNONE NO

faventive step (IS) Claims NONE YES
Claims 139 NO

Industrial applicability (1AY  Claims 39 YES
Claims ~ NOBE NO

2. Citations and explanations .

4

Reference is made to the following documents:

D1 KR 10-2011-0130002 A {KOREA FINANCIAL TELECOMM. & AMP.} 05 December 2011
D2: KR 10-2011-0126269 A {SAMSUNG SDS CC., LTD.) 23 November 2011

1. Novelty and Inventive Step

P

1.1, Independent Claim 1 and its Dependent Claims 2-16

o

i.1.1. D1, which is considered to be the closest prior art to the gubject matter of claim 1,

discloses a method comprising: receiving a request for issuing a certificate (zee

paragraph [00391): and transmitting certificate information {(see paragraph [0039]).

The subject matter of claim 1 differs from that of D1 in determining, by a credential

action, a response to the credential action based on one or more user credentials.

However, the different featurs of the invention defined in claim 1 can be easily derived

from the feature of D2 that comprises sending a pre-gtored certificate in a certificate

management server to a user terminal {gee paragraph [0018]}). Accordingly, it would

be

obvicus 1o a perscn skilled in the art fo combine the disclosures of Dl and D2, thereby

arriving at the claim. Therefore, claim 1 lacks an inventive step under PCT Artcle 33(3).

1.1.2. The additional feature of claim 2, dependent on claim 1, can be easily conceived

from the feature of D2 that comprises the pre-stored certificate in the certificate

management server {see paragraph [0018]). Therefore, claim 2 lacks an inventive
under PCT Article 33(3).

3

gtep

1.1.3. The additional feature of claim 3, dependent on claim 2, can be easily conceived
the

from the feature of D1 that comprises generating
paragraph [004C]. Therefore, claim 3 lacks an inventive step under PCT Article 33(3).

Continped on Supplemental Box
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