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Instituted Grounds
’531 Patent:

35 U.S.C. §

1-2, 4-14, 21, 27 103 Oborne
3, 22-26, 28-33 103 Oborne & Purves
1-2, 4-18, 20, 21-27 103 Oborne & Neafsey
3, 19, 22-26, 28-33 103 Oborne, Purves & Neafsey

1, 3-5, 7_167 18_20)

21-26, 28-33 103 Stafford & Purves

2, 6,17, 27 103 Stafford, Purves & Neafsey
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Instituted Grounds

‘854 Patent:
1-17 103 Oborne
1-17 103 Oborne & Neafsey
1-17 103 Stafford, Purves & Neafsey
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Instituted Grounds

‘859 Patent:
1-2, 4-10, 13-14, 16-21 103 Oborne
3, 11-12, 15 103 Oborne & Purves
1, 3-4, 6-9, 11-12, 14-17 103 Stafford & Purves
2, 5,10, 13, 18-21 103 Stafford, Purves & Neafsey
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Instituted Grounds

973 Patent:
1-2, 4-7, 16-17 103 Oborne
3, 8-15 103 Oborne & Purves
1, 3, 5-8, 10, 12-15 103 Stafford & Purves
2,4, 9,11, 16-17 103 Stafford, Purves & Neafsey
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The Common Specification

(34) FILE FORMAT AND PLATFORM FOR
STORAGE AND VERIFICATION OF
CREDENTIALS

— ¥’
OVER File Storage |,
Client
| I
mm OVER File
vigrer Verifoation Engine
Ve :
OVERFile |
Third-Party Client
Fig. 1 EX1001, Abstract, Fig. 1, 3:50-67

WILSON SONSINI DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 6



’531 Patent Claim 1

1. A computer-implemented method comprising:

[1.1] storing, in a memory of an officially verifiable electronic representation (OVER) generation and
verification engine, information associated with a credential of a user for proving the user's identity or
qualifications;

[1.2] receiving, from an OVER file storage client device of the user, an OVER file generation request to
provide authentication of the user based on the information associated with the credential;

[1.3] generating, by a processor of the OVER engine, an OVER file comprising a virtual representation of the
credential that has been verified by an issuing agency to be an official representation of the credential, based
on the information associated with the credential of the user;

[1.4] transmitting, to the OVER file storage client device of the user, the OVER file in response to the OVER
file generation request;

[1.5] receiving, from an OVER file third-party client verifying device, a verifying request to verify that the
OVER file transmitted to the user authenticates the user based on a scan associated with the OVER file on the
OVER file store client device of the user;

[1.6] verifying that the scan associated with the OVER file corresponds with the information associated with
the credential of the user that is stored in the OVER engine, in response to the verifying request; and

[1.7] transmitting, to the OVER file third-party client verifying device, an authentication message comprising
an indication of whether the scan associated with the OVER file on the device of the user corresponds to the
information associated with the credential of the user that is stored in the OVER engine.

EX1001, claim 1
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Claim Construction

Petition PO response

“encompassing a file comprising

OVER File an image of (or associated with) No dispute
[all patents] the credential ... [or] a file P
comprising a token”
Scan “encompasses an optical scan... No disoute
[’531 and '854 patents] [or] an NFC interaction” P
“...verified by an issuing all 1SSUING agency'ha[tc,] TEIEL. &
acency.” virtual representation in an OVER No dispute
SCNCY:- file as being an official p
[all patents]

representation of a credential”

486-Pet. 12-14
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Prior Art: Oborne

(54) PAYMENT PRIVACY TOKENIZATION
APPARATUSES, METHODS AND SYSTEMS

FIGURE 4 Example: Token-Based Purchase Enroliment

EX1011, 1147-48, Figs. 1B, 4
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Prior Art: Stafford

(54) METHOD AND SYSTEM FOR VERIFICATION
OF PERSONAL INFORMATION

FIGURE 2

312

300

WILSON SONSINI

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX1012, Abstract, 1131-32, 65, Figs. 2-3
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Prior Art: Purves

(54) WALLET SERVICE ENROLLMENT
PLATFORM APPARATUSES, METHODS AND
SYSTEMS

Service providers Payment methods
——————
Cardl Image
Hautelook NOOLX0- (1227
000000
BestBuy -
™ My personal card
Nordstrom Newly Enrolled
b cardm  [A228
Gap [ My Visa cash back card
Ann Ta MNewly Enrolled
Yier Card 82 223
Portland General
Electric
Amazon
Verizon
Home Depot
Fresh Direct

WILSON SONSINI

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

virtual wallet account. The user may then activate the wallet
account 2102a. The user may then indicate that they desire to
add a new payment account to their virtual wallet 2103. The
WSEP may then request that the user consent to the retrieval
of their payment account information from the payment
account issuer 2104. The user may be asked to provide the
account number of the payment account that the user wishes
to link to their virtual wallet account 2105. The WSEP may
then use the user’s account number or other credential such as
a username/password combination or the like to initiate a
request for retrieval of pre-provisioned data associated with
the payment account 2106. In some embodiments, the request
for retrieval of pre-provisioned data 2106 (e.g., “prefill data™)
may be in the form of an HTTP(S) message including XML-
formatted data containing fields substantially similar to the
following:

EX1013, Abstract, 1183, 85, 107, Fig. 12a
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Prior Art: Neafsey

| (54) CREDENTIAL MANAGEMENT SYSTEM

Credential Management Service

308

[0061] As seen in FIG. 9, by virtualizing these credentials

502 (i.e., generating them in a central cloud credential man-

agement service 504 rather than on type specific program-

mers) several features may be realized. For example. world-

/ \ 307 wide encoding schemes can be consolidated into one central

cloud credential management service 504. Rather than creat-

Virtual Keys & Virtual | 306 ing and selling hardware devices that create credentials, the

- . virtual credentials 502 themselves may be sold, which are

Credentials Credentials 309 hosted by and delivered to a mobile gevice 104 such as a

‘ smartphone. Virtual credentials 502 may be written to any

credential host (e.g.. a mobile device 104 such as a smartcard,

302 \ smartphone, or the like). Virtual credentials 502 can be gen-
N 6 304

erated by the cloud credential management service 504 in
imultiple formats (e.g.. prox, MIFARE Classic, MIFARE
DESFire EV1, optical, XceedlD, elSA, bar code, QR code)
depending on the requesting host. Virtual credentials 502 can
be generated and encoded for multiple regions and localities
. ; (c.g.. Americas. Europe, Asia etc.). Customers of the cloud
Credential Host FIG 4 Credential Reader credential management service 504 may purchase these vir-

. System tual credentials 502 and have them generated on demand by
the cloud credential management service 504.

Virtual
Credentials

0

EX1015, Abstract, 1949, 61, Fig. 4; EX1016, 10, 12, Fig. 4
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Oborne Combination Grounds

Oborne+Neafsey

Oborne+Neafsey+Purves

Oborne+Purves

486-Pet., 42-54; 487-Pet., 34-48; 486-EX1005, 11295, 318, 345
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Oborne: Issuing Agency Verification [Element 1.3]

» Oborne teaches or suggests verification by an issuing agency:

- (1) Token generated by funding source is a verified token

EX1011 (Oborne), 1929, 58

486-EX1005 (Shamos Decl.), 1240

486-Pet., 22-23
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Oborne: Issuing Agency Verification [Element 1.3]

» Oborne teaches or suggests verification by an issuing agency:

- (2) Oborne teaches verification of virtual representation by checking credential
data, meeting PO’s example of verification of virtual representation

PO’s example of verifying

a virtual representation:
486-POR, 12
(quoting EX1001, 6:44-52)

EX1011 (Oborne), 1947, 108

EX1005 (Shamos Decl.), Y219

486-Pet., 23, 33; 486-EX1005, 11219, 240-42; 486-Reply, 2-6
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Oborne: Issuing Agency Verification [Element 1.3]

» Oborne teaches or suggests verification by an issuing agency:

- (3) Verifying token as official representation would also have been obvious:

EX1005 (Shamos Decl.), 9241:

* PO’s expert does not dispute
validly linking token to
account would have been
desirable:

EX1047 (Malek Tr.), 50:20-51:7:

486-Pet., 23; 486-Reply, 4-7
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Oborne: OVER Engine [Claim 1 — All Elements]

 Petition identified Oborne’s disclosure of the OVER Engine:

FIGURE 4 Exampla: Tokan- Based Purchase Enroliment

486-Pet., 16-17, 21, 27; EX1011, Fig. 4
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Oborne: Dependent Claim 2

« “..asecond OVER file...invalid for use in the first OVER file storage client device”

» Oborne teaches users have different devices, as PO’s expert admits:

So at the bottom of that Paragraph 105, I say, "As I
mention above, I have not found any disclosure or suggestion
of Oborne in the use of multiple devices by a single user."
Actually when I was preparing for my deposition, I was
reading the exhibits more carefully and I was reading Oborne
in detail. I did come across a disclosure in Oborne that, in
fact, talks about multiple devices for users, and I'm going
to try to find that here.

So it's in Paragraph 148 of Oborne, the second

EX1047 (Malek Tr.), 9:20-10:4

sentence. It says, "A User's Table, 15192, may include

» Oborne teaches device fingerprinting for device-specific tokens:

EX1011 (Oborne), 1926, 47-48

486-Pet., 31-32; 486-Reply, 8-11
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Oborne: Dependent Claim 2

EX1005 (Shamos Decl.), 1254

» “But even if one possible obvious combination falls outside of the claims, it fails to
undercut the fact that the other possible obvious combination lies within their
scope.” ACCO Brands Corp. v. Fellowes, Inc., 813 F.3d 1361, 1367 (Fed. Cir. 2016)

486-Pet., 31-32; 486-Reply, 8-11; 486-EX1005, 11213-18
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Oborne: Dependent Claims 7 and 20

« “the status indicator indicates an invalid credential and the credential information
indicates a reason for the invalid credential”

 Petition provided numerous examples of status indicators meeting this limitation
that were obvious over Oborne

486-Pet., 36:

» Dr. Shamos confirmed conventionality of such status indicators, e.g.:

See generally EX1005, 11264, 219-27 (citing, inter alia,
EX1032, 88; EX1040, 125; EX1044, 146)

486-Pet., 36, 52; 486-Reply, 11-12
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Oborne: Dependent Claims 8 and 29

» “reference to a remotely stored credential”

EX1011 (Oborne), 11133, 150

468-EX1005 (Shamos Decl.), 1161, 266

486-Pet., 37; 486-Reply, 13
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Oborne: Dependent Claims 12-13

+ Petition’s “credential identifier” in claims 12-13 consistent with claim 11

+ Claim 11—credential identifier may
be account number or token indicator
(where one token refers to others):

EX1011 (Oborne), Fig. 1B
(excerpt) (showing token
105 identifying other
tokens 101b and 102b by
their token ids)

2305 1123 NS HIIT
245%

'E!lm:{ﬁ
My usual payment mix”

FIGURE 18

» Claims 12 and 13—same token identifier is credential identifier that is compared
with stored credential:

486-Pet., 38-40; 486-Reply, 13-14
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Oborne, Neafsey, and Purves: Dependent Claim 19

» “the OVER file comprises a credential image”

« PO’s expert admits Purves’ user device stores credential images:

EX1047 (Malek Tr.), 69:16-71:18

» PO fails to identify any legitimate security concerns, as addressed for Stafford
grounds

486-Pet., 53-54; 486-Reply, 14-15
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Oborne and Purves: Dependent Claims 23-26, 28-33

» Purves teaches generating new credential and adding credential to wallet account,
including obtaining requested credential information from issuer

EX1013 (Purves), 1183, 107-08

 Petition explained usefulness of applying Purves’s approach to adding new
credentials when addressing request recited in claim 23

487-Pet., 34-39; 486-Reply, 15
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Stafford + Purves

486-EX1005 (Shamos Decl.), 11355-56, 366-68

486-Pet., 54-70
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Stafford + Purves [Element 1.3]

486-EX1005 (Shamos Decl.), 1370

Cardl Image
;9,960,559 49.C
XXXX-XXXX
generic or redacted

key signature, generated credential image
based on pad associated provided by issuer
with credential, encoded as official virtual
as QR code representation

EX1013 (Purves), 1164, 85, 111; EX1054 (Hairamani), Fig. 2

486-Pet., 59-64; 486-Reply, 16-28
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Stafford + Purves: Key Signatures [Element 1.3]

 Stafford’s key signatures are based on information (e.g., IdPads) associated with a
credential, which was verified by issuing agency

» They are electronic, virtual representations of credential documents

Dr. Malek: Dr. Shamos:

EX2009 (Malek Decl.), 1164

EX1047 (Malek Tr.), 31:25-34:5

EX1048 (Shamos Reply Decl.), 110
486-Reply, 16-19
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Stafford + Purves: Card Images [Element 1.3]

* No dispute that Purves’s card images are virtual representations verified by issuer
as official representations

- Arguments against Stafford key signatures fail to address combination as a
whole

« PO’s arguments against Purves fail
- Purves’s card images are stored

- PO distorts claim language to manufacture requirement of verification using
virtual representation

486-Reply, 19-21
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Stafford + Purves Teach Storing Card Images

« Stafford teaches
storage of virtual
representations, e.g.:

EX1012 (Stafford), Y97
» Both experts agree Purves’s images were stored on user device:

EX1047 (Malek Tr.), 69:16-71:18

EX1047 (Shamos Reply Decl.), 125

486-Pet, 64; 486-Reply, 19-20
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« POR:

Stafford + Purves: Verification Limitations

b‘

Purves Does Not Teach Using Card Images For
Verification

» No requirement that the virtual representation be used for verification

- Element 1.3 requires virtual representation that has been verified, not used for
verification

« Element 1.5’s verification step does not require use of virtual representation, only a
“scan associated with the OVER file”

WILSON SONSINI

486-Reply, 20-21; EX1001, claim 1; 486-Pet., 61-66; 486-POR, 57
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Stafford + Purves: Rationale to Use Card Images

EX2009 (Malek Decl.), 1164

« Stafford’s key signature

generation (Fig. 2) occurs first; of information authorized for release."). The user receives key signatures for each
its use to release credential i 2 e g (A T ) e
to 3P (Fig. 3) can occur later “spent” until the user gives them to a third-party recipient, who then submits the

key signatures to the system to obtain the associated credential information. Jd.,
99113-26, 133. The user may thus hold multiple sets of key signatures. much like a
person can hold multiple single-use tickets or credit cards in a physical wallet that
can be selected and used later. Using images (rather than abstruse key signature

character strings) to identify/select particular items that were previously set up for

release thus makes perfect sense.

EX1048 (Shamos Reply Decl.), 1132-33

486-Reply, 21-23
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Stafford + Purves: Rationale to Use Card Images

» Purves’s wallet has single-use items like tickets and other accounts
(EX1013, 1154, 102):

 Stafford’s system supports varied credential types for different transactions
(EX1012, 1981, 109):

» Stafford’s users can have many credentials prepared for release
(EX1012, 1118):

486-Reply, 21-23
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Stafford + Purves: Rationale to Use Card Images

» PO does not address representative images in POR and claims obscured images
pose security risk

» Purves expressly teaches use of representative images and obscured images:

EX1013 (Purves), 1185, 122

* Representative images, obscured images, and partial numbers routinely used:

EX1048 (Shamos Reply Decl.), 135

486-Reply, 23-25
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Stafford + Purves: Rationale to Use Card Images

» No dispute unrecoverable redactions were known

For example, obscuring encompasses redacting/removing data from the image
altogether. Generating an image with information urecoverably obscured was

commonplace and readily achieved by a POSITA. E.g., EX1055 (Redactis) (tool
“allows you to redact an image, blocking out confidential information,” including

permanent redactions). Indeed, Purves teaches using an obscured image even for

sensitive credentials like payment cards using available tools. EX1013, 9122 (“In

EX1048 (Shamos Reply Decl.), 136

EX1047 (Malek Tr.), 79:16-82:1

486-Reply, 23-25

WILSON SONSINI DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 34



Stafford + Purves: “Security Issues” Don’t Undermine Rationale

 Stafford and Purves teach secure transmission may be used

EX1012 (Stafford), 197 EX1013 (Purves), 152

EX1047 (Malek Tr.), 24:6-9, 76:7-14
EX1048 (Shamos Reply Decl.), 152

486-Pet., 61-64; 486-Reply, 25-27
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Stafford + Purves: “Security Issues” Don’t Undermine Rationale

» Purves teaches using QR codes in transactions like Stafford’s ecommerce
transactions, confirming lack of security risk

EX1012 (Stafford), 9106

EX1013 (Purves), 164

* Proposed combination: ¢ Dr. Malek’s misunderstanding;:

486-EX1005 (Shamos Decl.), 19353, 356 EX1047 (Malek Tr.), 28:9-16
486-Pet., 55, 63; 486-Reply, 25-27
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Arguments for ’531 Patent Apply to ‘854 Patent

Arguments for 531 claims apply similarly to each disputed claim in the ‘854 Patent:

’854 Claims ’531 Claims

Claim 1, with claim 2 addressing
“second OVER file” limitations

Independent Claims 1, 8 & 15

Dependent claims No dispute by PO
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Arguments for ’531 Patent Apply to ‘859 Patent

Arguments for 531 claims apply similarly to each disputed claim in the ‘859 Patent:

’859 Claims ’531 Claims

Claim 1, with NFC/Bluetooth
taught by Oborne and Purves

Independent Claims 1, 9, 18 & 20

Claims 2, 10, 19 & 21 Claim 2
Claims 6 & 14 Claims 8 & 29
Claim 12 Claims 23-26 and 28-33
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Arguments for ’531 Patent Apply to 973 Patent

Arguments for 531 claims apply similarly to each disputed claim in the ’9773 Patent:

’973 Claims ’531 Claims

Claim 1, with NFC/Bluetooth
taught by Oborne and Purves

Independent Claims 1, 8 & 16

Claim 8 “requesting” limitation Claims 23-26 and 28-33
Claims 2, 9 & 17 Claim 2
Claims 5 & 12 Claims 8 & 29
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’859 Patent — Claims 19 and 21

 Petition explained that claims 2, 19, and 21 recite same limitations:

» Detailed analysis provided for claim 2:

« Dr. Shamos confirms same obviousness reasoning applies to claims 19 and 21:

» Headings, statement of precise relief, and conclusion also asserted Oborne rendered
claims 19 and 21 obvious, just as for claim 2

489-Pet., 10, 14, 30-31, 41, 43, 78-80; 489-Reply, 12-14, 489-EX1005, 11271, 276
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