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K&L GATES LLP 
620 HANSEN WAY 
PALO ALTO, CA 94304 
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FEB O 8 2018 i: 
T +1 650 798 6734 F +1650798 6701 klgates.com 

Mail Stop Issue Fee From: Jordan A Kwan 

Fax: (571) 273-2885 Pages: 6 (includes cover sheet) 

Phone: Date: February 7, 2018 

Re: Issue Fee Payment for 14/982,981 

Please find enclosed the Electronic Acknowledgement Receipt and the Issue Fee 

Transmittal as flied with the Patent Office on February 7, 2018. The USPTO charged the 

deposit account on 2/7/18, in the amount of $480.00, for the issue fee payment. As of 

1/16/18, the Issue Fee Payment is $500.00. 'Please charge deposit account no. 02-1818 

the difference in the amount of $20.00. 

Please contact Jordan A. Kwan with any questions or comments at (650) 798-

6734. 

Date: February 71 2018 

K&L GATES LLP 
620 Hansen Way 
Palo Alto, CA 94304 

Telephone: (650) 798-6734 
Fax: (650) 798-6701 
E~Mail: jordan.kwan@klgates.com 

Respectfully submitted, 

/Jordan A. Kwan/ 
Jordan A. Kwan 
Reg. No. 67,954 
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Feb. 8. 2018 8:06AM No. 2208 P. 2 
/"AO/I,:;-.... 

Electronic Acknowledgement Receipt 

31731208 

~ ~~pplication Number: 14982981 

International Application Number: 

Confirmation Number: 6268 

Title of lnv~ntion: 
FILE FORMAT AND PL.ATFORM FOR STORAGE AND VERIFICATION OF 
CREDENTIALS 

First Named Inventor/Applicant Name: Shaunt M. Sarkissian 

Cu$tomer Number: 26285 

Flier: Jordan Anthony Kwan/Michelle Begay 

Flier Authorized By; Jordan Anthony Kwan 

Attorney C>ocket Number: 1402374.00032 

Receipt Date: 07-FEB-2018 

Filing Date: 29-DEC-2015 

Time Stamp: 17:43:51 

Appllcatlon Type: Utill ty under 35 USC 111 (a) 

Payment information: 

Submitted with Payment ye$ 

Payment Type DA 
Payment was successfully received in RAM $480 

RAM confirmation Number 0208181NTEFSWOOQOq218021818 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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Feb. 8. 2018 8:06AM No. 2208 P. 3 

File Listing: 

Document 
Document Desi::riptio!'l FIie Name Fil• Slze(Bytes)/ Multi Pages 

Number Message Digest Part/,zip (ihppl,) 

202585 

1 Issue Fee Payment (PT0-85B) 1402374_00032_1s~ue_Fee_ TtcJ no 1 nsmittal.pdf 
iilt<lk,Oz.3 .. z.oot<IO&W.'6<1ool6bc 

6040., 

Warnings: 

Information: 

30795 

2 Fee Worksheet (SB06) Fee-lnfo.pdf no 2 
,16-d7lm.,~:to.ll>l.lf01dOlail( 

Warnings: 

Information: 

Total Files Size (In bytes) 233380 

Thi.s Acknowledgement Receipt evidences receipt on thft noted date by the US PTO of the indicated documents, 
characterized by the applicant, and induding page c:ounts, where appllcable. It serves as evidence of re~ipt similar to a 
Post Card, as described in MPEP 503. 

Ntw Agplications !lmhu: l:i U,S1S::• 111 
If a new application is being filed and the a pp II cation includes the m'!ce.ssary components for a filing date (see 37 CFR 
1.Sa(b)·(d) and MPEP 506), a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this 
Acknowledgement Receipt will esiablish the filing date of the application. 
~lllll!2nill ~~age of an International AgQljca!ioa !.!D~!il[ 3S !.!,S,C, 3Zl 
If a timely submission to enter the national stage of an international application Is compliant with the conditions of 35 
u.s.c. 371 and other applic::abl~ requirements a Form PCT /DOfE0/903 Indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 wlll be Issued In addition to the Filing Receipt, i11 due course. 
New lnt!rnali2n1I Ai:u:i!i&ation Flied with the USPTO as a Rru:eiving Offi£@ 
If a new international application Is being filed and the international application includes the necessary components for 
an international filing date (see PCT Al1Jde 11 and MPEP 1810), a Notification of the International Appllcatlon Number 
and of the lnternatlonal Filing Date (Form PCT/R0/105) will be issued in due.course, subJec.t to prescriptions concerning 
national security, and the date .shown on tt,is Acknowledgement Receipt wlll establlsn the lntern.itlonal filing data of 
the appllcatlon. 
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F e b. 8. 2 0 18 8 : 0 7 AM No. 2208 P. 4 

Electronic Patent Application Fee Transmittal 

Application Number. 14982981 

Filing Date: 29-Dec-2015 

Title of Invention: FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF 
CREDENTIALS 

" 

First Namitd Inventor/Applicant Name: $haunt M. sarkisslar, 

Flier: Jordan Anthony Kwa11/Michelle Begay 

Attorney Docket Number: 1402374.00032 

Filed as Small Entity 

Filing Fl!es for Utlllty under 3S USC 111 (a) 

Description FeaCode Quantity Amount 
sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-FIiing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Al Iowa nee-a nd•Post-lssuance: 

UTILllY APPL ISSUE FEE 2501 1 480 480 
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Feb.8.2018 8:07AM No. 2208 P. 5 

Description Fee Code QuanUty Amount Sub-Total in 
USO($) 

Extension-of-Time: 

Mlsc:cillaneous: 

Total in USO($) 480 
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ffi~2018 8: 07AM 
-9+ \ 
~\ 

No. 2208 P. 6 

0 8 2018 -~ ', 
.,, • PART B- FEE(S) TRANSMITTAL 

Complet~1i~d send this form, together with applicable fee(s), to: Mm! Mall Stop ISSUE FEE 
'Sf..4:-'.:'/ Commissioner for Patents 

llAO:.Mi,:.,, • P.O. Box 1450 
_ ·-,--- Alex11ndria, Virgini11 22313-1450 

or In (571)-273-1885 

rNSTROcrioNS: This 1Qrfl1 ~hovld be us~d for transnu11:ne the ISSU~ PE:S ond POeLICA ilON nt c,r :-Cj\Uircd). 0!QCk8 I lhroush ~ shuuld be com pitted where 
npproprialc. Alt further c:com:spondcrn;c including lhe Petco! odvijnc<: 11t<k:rs 1111d n1>tification of mainlcn~nc, fci:; wUI b~ mailed 10 the current t\lfTCJD0•1\lcncc. eddrt$l as 
in(licJtcd unless com:c1cd below or di~c1cd 011te1wJ,0 In s(ock I, by (~) &pe1;ifying ~ new colT'Cspondcncc address; end/or (b) indlcAllng a scpAretc "f'l:f.. ADDRESS" for 
mainlCMOCO f-ec nOtific~tiOI\S, 

<:VRPfcliT CORRf.SPOl<Dlll-/CE j\l)l)Rl!SS Clio:<:: Vu: 81u<k I [o, ,nyd,oog•oroddreBl) 

Note: A ~ertific31C of muiling can o.nly be used for domestic mailinas of tho 
Fe((s) 'l'ran$mitl.11, ihi• certificate cannot be: utcd {or en)' other sc:compQnying 
pAl)Cr~. Eoch sddlllouaJ r.a11cr1 i;11ch aij an B$Si(I.IIM'\Qrlt or rormal drawi~g, m11s1 
have its owo cenific.,~ or mailing or rnu•~rriir.slon, 

2&2ei 7S90 01/11no1Q 
K&L GATES LLP,Piusburgh 
210SlXiH AVENUE 
PITTSBURGH, PA !522'.?.-2613 

Al'PLICA'tlON NO. FILIN() DA Te 

141982,981 1mimo1s 

Certlfleate or Mailing or Transmission 
l hereby «rtif)' lh31 this l'cc(s} Transmiual is bcinc dBJ>O$ilcd with 1hc Uniled 
Slates Poi;to1 l)o,vicc wilh iullicicnl pos1a..11e ror fir$l clqss mail in en cnvcloJ?e 
eddtCHIXI 10 1hc Mail S!011 ISSUE fEF. ..dd.rt.s! 1bovc1 or being fmianle 
rr101$mit11:4 10 1he US PTO (571) :Z7~-28SS, on Ote dare ind1cok:d below, 

.Michelle Bceav (l>cpo,i1or1 •am'} 

/Michelle Be2av/ ci ...... ....,, 

February 7, 2018 co,,., 

FIRST NA MEO INV£rJ'roR l\rTORMiV DQCICETNO. CONFIRMATION NO, 

Shaunt M. S~r~il!lli•n 1110.2374,00032 6'16S 

TliLF, 01' INVENTION: Fl\.,/;; FORMAT AND PLA Tl'(lRM FOil. S"l'Ofl.AG6 AND V61tlf'lCA TtON or CREDENT! ALS 

Al'PI.N. TV1'1! ENTITY STATUS l:'lSll~ F&Dllll MJOLICATION Pl!l! DUE ~KIN. PAID ISSUE FllU TOl'AL l'Eli(S) DUE DATEOUll 

nonprovi$i011J1I SMALL. $480 so $0 $480 04/11/2018 

AFITUNIT Cl.ASS-SUBCLASS 

NIP/\. WAfilKA 2.4JJ 11.a.UUbOUO 

I. Clicngc of com:spondcncc adwei8 or indic•lion of"Fcc Addt'l:H" (17 2. l'or printing on ,he patent ftonl p•u~. Hir 
CrR l.:f6:l). (I) Th~ nQmd of up tll J re::gi~tcred p~l~1ll a1tom<:y$ 1 K&.L Ga tcs LLP 

Q ChQnf,t M Mf(O~c~dcn~o 3ddr,::;3 (or Chmit~ vr Corrcspondcnc~ or agent,; OR, alternatively, 
Adclrt:$;11 orm PTO/S9!122) attached. (2) T~e ,1a1'IIO or a sh1t1tc 11'!)'1 (h~vi"3 ~ Q fll~ll\bor A 2 Jordan A. Kw~----
D ·•Fr.c Ad<lrci.~" indica1ion (or "Fee Address" Indication form Ngistcrod BIIO;nty l)r QftCl\t) a.id 1h1: n•mes or up to 
PT0/58/47; f\ev OJ-OJ or more: recent) attached. U~o at a Cu$tQmu 2 r&g,.istcrcd pelcnl $ltomcy6 Qr agcntll. If 110 11amc is 
N11mber II required. liMllel, no namo will be priht~d. 

.} ___________ _ 
:J. ASSIO ·•NAM· AND RESIDENCE DATA T06cPRfNT~l)ONTl-lf. PA l)nnt or type 

PLEASE NOTE; UnlClls an a,5igne.& i, idcntifi"Q below, no as¥iu11cc da1B wi!l appear on rhc r~~nl, If a~ ~nl9,nei: is identiflr..l h<,low, 1hc dllGuinoJ\t hn~ "'~" r,1~~ fur 
r<:icorda1ion es set forth in l7 CF R 3.11. r:nmr>o1i¢11 of lh1t form i$ NOT o ~u~itutu tot Oline •11 ess1g11,n~nt. • • 

(A) l-lAME Or ASSIONEE (13) RESIDENCI!; (CITY and S'rATE OR COllN"tRY) 

Cortex MCP Inc. Reno. Nevada 

Pl11a~1J Check the llpproprio1<;1 assignee ce1egory or categories (will not bo printed on tho patent) : 0 lndMdu61 ~ Co,pomi-Oo or other private group entity O Oovc~1mcnt 

~,. The following fcc(s) arc aubmiuctl: 
@1s;11e l'eo 
D Publication rec (Nq imall entity 4i1count pct111ittcd) 
0 Advonc-0 Order-# ol'Coplos ... _ . 

S. Cli~nge in ltnllty Stw,tus (from sl8ms indica1cd above) 

□ Appli1:11m ccnifting micro cn1i1y staM. Sci:1 J1 Cf'R 1,29 

0 Applic:11nl 6$&Crtill(l 5i,1oll 80li,y ~1.111u,,. Scc J7 Cl'R, 1.1.7 

0 AppliqJnt 1:;IJ3ngi11g 10 regular undiscounlcd rec 51.in". 

db. P':,y,nco1 of Pec(s); (Ple,eR: first .-,pppb• any pr~vi~~~,1 p11l<1 ls•uc r,e ,hown •bQve) 

D A dioolc i& enclosed. 
Q Pijyll1¢nt by tredi1 r.mi, rorn1 PT0-2038 is a11:1thed. 
Qrh• diroator is hcrd,y ~"'"'" i:.cll 10 charge ~';.'.j~Ilf t\,e(s), 1ny deli1;iency, or tr¢dit; any 

cvcrpaym~nl, to Dcpos,t Accottnl Num!>Cr (enclll~c ;n <i•lra eopy of\h1t form). 

NOTE: Abson( a valid ccr1ifica1io11 or Ml~ &\1ily S1arus (sec forms PT0/$0/1 SA ~~d 1$13), IS$\IC 
~mo~t in lhG micro i::nlity amouru will no! be accepted at the risk of application abandonment. 
~ If the @9.plico1ion Wll1l previously under micro cmity status, chcclcing this box will be taken 
l~a-notifiee1iot1 of loss of ~J'lli1l~m•r1110 micro entil')' SUIN$, 
~ Checking 1hi5 box will be taken to be 1 notilic111ion of loss or c~tillQm(l~t 10 ~m.all M micro 
CtllJ\~ SIAIU~, as appliCAblc. 

NOTE;: This fl'l'ln l'IUSI 1x: ~ib'Tlc<l i11 (l(;Cor<lancc with 37 CfR 1.31 and !.JJ. Sec J7 Cr-R 1.4 for sig,,aturc r~~il¢ments and ccniliu.tions. 

lluthori~ Signerurc /Jordan A. Kwan/ 

Typed nriirintcd namo Jordan A. Kwan 

PT0~·8$ Part B ( 10-13) Approved for use lhrough 10/31/2013. 

Page 2 on 

OMS 0651-0033 

Date February 7, 2018 

Re3istr41io~ Nn .... 6:.-7..::9-=5:..:4,-.... _______ _ 

U.S. Patent end Tnldtmerk Office: U.S. DF.PARTMEl'lr OF COMl\'.1ERC8 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or :Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

fNSTRUCTiONS: This form should be used for transmitting the lSSUE FEE and PUBLlCATlON fEE (if required). Blocks l through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the curren! com:spondcnce address as 
indi,'.ated unless cor_rcctcd below or directed otherwise in Block i, by (a} specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS'' for 
maintenance fo,. notifications. 

CURRENT CORRESPONOENCE ADDRESS (Note: Use Block I fo, any change ofoddr<ss) 

Note: A certificate of mailinj:l can oniy be used for domestic maiiings of the 
Fec(s) TransmittaL_ Thi_s certincatc cannot be used for any other accompanying 
papers. Each add1llo11a1 papc,:, __ such as an assignment or formal drawing, mllst 
have its own certificate ofmanmg er transmission. 

26285 7590 Oi/11120!E 

K&L GATES LLP-Pittsburgh 
210 SIXTH AVENUE 
PITTSBURGH, PA 15222-2613 

APPUCATlON NO. FlLiNG DATE 

14/982,981 l 2/29/2015 

Certificate of Mailing or Transmission 
I hereby certify that this Fce(s) Transmittal is being deposited with the United 
States Postal Service with surtkicnt postage for first class maii in an cnvcloP.e 
addn~sscd to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (::,7!) 273-2885, on the dale indicated beiow. 

Michelle Begav (Depositor's n.ime} 

iJY! icheile Begayi (3ig1,alurc-) 

Fehruarv 7, 2018 (Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFlRJvlATlON NO. 

Shaun! M. Sarkissian 1402374.00032 6268 

TITLE OF INVENTION: FILE FO!Uv!AT AND PLATFORM FOR STORAGE AND VER!FICAT!ON OF CREDENTIALS 

Al'PLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisionai SMALL $480 

EXAMINER ARTUNlT 

N!PA. WASIK A 24JJ 

i. Ch~ngc ofcorrespom!cnct, addr,,ss or indication of"Fec Address" (3i 
CFR 1.363}. 

0 ChallJ,li: of r.nrrcspondem:e address (or Chang,, urC,nTcspondcncc 
Addrt,ss torm PTO!SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more reccm) attached. lJ,e of ll Cu,tomer 
Number is requir~d. 

PUDl.JCAT!ON FEE DUE !'KEV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $0 

CLASS-SUBCLASS 

I Lb··UU6UUU 

2. For printing on the patent front page, list 

( i) The nam~s of up tn ) rcgistt·rcd pat,,nt attorneys 
or agents OR, alternatively, 

(2) The nam,'. of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name 1s 
listed, no name wiil be printed. 

$480 04/11/2018 

K&L Gates LLP 

2 Jordan A. Kwan 

) _____________ _ 

J. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or typ,) 

PLEASE NOTE: Unless an assigr;ce is identified below, no assignee data will appear on tbe patent. If an assignee is identified hdow, tile document hns been fik<.l for 
rccordation as set forth in 3i CFR 3.11. 1.nmpk!ion of this form is NOT a ,ul,,liiul,; for fllil1e an assignment. 

(A) NAME OF ASSIGNEE 

Cortex MCP Inc. 

(B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Reno, Nevada 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 individual © Corporation or other private group rntity D Government 

4a. The following fo1:(s) arc submitted: 

00 Issue Fee 

0 Publication Fee (No small entity discOlmt permitted) 

0 Advance Order - # of Copies __ . 

5. Change in Entity Status (from statttS indicated above} 

0 Applican! certifying micro entity status. Sec 3 7 CFR 1.29 

0 Applicant asserting small entity status. Sec 37 CFR l .27 

0 Applicant changing to regular undiscountcd foe status. 

4b. Payment of Fee(s): (Please first reapply any previously pald issue foe shown above) 

0 A check is enclosed. 

0 Pavmcnt bv cr,,dit ,'.ard. Form PTO-2038 is attached. 

0 Th; dirnot;r i, h,:;r,;l,y ,1ullu11 iz,:u ltl charge tli_c
2

n;;<wl[W foc(s), any deficiency, or credits any 
overpayment, to Deposit Account Number U 11:\ 18 (enclose an extra copy of this form). 

~ Abscm a valid certification of Micro Entity Status (sec fonns PTOiSB/! 5A and l 58), issue 
fee payment in the micro entity arnoum will not be accepted at the risk of application abandonment. 

~ If the application was previously under micro cmity starus, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

.lli2IE.; Checking this box wili be taken to be a notification of loss of entitlement to small or micro 
entity status, as npplicab!e. 

NOTE: This form must be signed in accordance with 37 CFR l .31 and J J3. Sec 3 7 CFR 1.4 for signature requirements and ccrliikations. 

Authorized Signature /Jordan A. Kwani 

Typed or printed name Jordan A. Kwan 

PTOL-85 Part B ( I 0-13) Approved forusnhrough l0/3 !/20 J3 

Page 2 of3 

0MB 0651-0033 

Date February 7, 2018 

Registration No. 67954 ----------------

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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Electronic Patent Application Fee Transmittal 

Application Number: 14982981 

Filing Date: 29-Dec-2015 

Title of Invention: 
FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF 
CREDENTIALS 

First Named Inventor/Applicant Name: Shaunt M. Sarkissian 

Filer: Jordan Anthony Kwan/Michelle Begay 

Attorney Docket Number: 14023 7 4.00032 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 2501 1 480 480 
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Description 

  
Fee Code 

  
Quantity 

  
Amount 

  
Sub-Total in 

USD(9) 
  

Extension-of-Time: 

  

Miscellaneous: 

  

  Total in USD ($) 480 

   

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 480 
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Electronic Acknowledgement Receipt 

EFSID: 31731208 

Application Number: 14982981 

International Application Number: 

Confirmation Number: 6268 

Title of Invention: 
FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF 
CREDENTIALS 

First Named Inventor/Applicant Name: Shaunt M. Sarkissian 

Customer Number: 26285 

Filer: Jordan Anthony Kwan/Michelle Begay 

Filer Authorized By: Jordan Anthony Kwan 

Attorney Docket Number: 14023 7 4.00032 

Receipt Date: 07-FEB-2018 

Filing Date: 29-DEC-2015 

Time Stamp: 17:43:51 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $480 

RAM confirmation Number 020818INTEFSW00004218021818 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

202585 

1 Issue Fee Payment (PT0-85B) 
1402374_00032_Issue_Fee_ Tra 

no 1 
nsmittal.pdf 

b3ce38e502a3b42e60f406223ea6dee1 Sbd 
6460d 

Warnings: 

Information: 

30795 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
a 16aeb801 a373f7ba00fb203e4Sf01 d0388d 

25ed 

Warnings: 

Information: 

Total Files Size (in bytes) 233380 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Ortice 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

26285 7590 01/11/2018 
EXAMINER 

K&L GATES LLP-Pittsburgh l)IIPA, WASIKA 

210 SIXTH AVENUE 
PITTSBURGH, PA 15222-2613 ART UNIT PAPER NUMBER 

2433 

DATE MAILED: 01/11/2018 

APPLICATION NO. FILING DATE! FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

I 4/982,981 12/29/20 I 5 Shaun! M. Sarkissian I 402374.00032 6268 

TITLE OF fNVENTION: FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS 

APPLN.TYPE ENTITY STATUS ISSUE FEF, DUE PUBLICATION FEE DUE PREY. PAID ISSUt, FEE TOTAL FEE(S) DUE DATE DUE 

non provisional SMALL $480 $0 $0 $480 04/11/2018 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PA TENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SER J7 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount ofundiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORT ANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. It is 
patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www.uspto.gov/PatentMaintenanceFees. 

Page 1 of3 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: M.!!il Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

fNSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
ind_icatcd unless cor.rccted below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee not1ficat1ons. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assi1,:nmcnt or formal drawing, must 
have its own certificate of mailing or transmission. 

26285 7590 01/11/2018 

K&L GATES LLP-Pittsburgh 
210 SIXTH AVENUE 
PITTSBURGH, PA 15222-2613 

APPLICATION NO. FILING DATE 

14/982,981 12/29/2015 

Certificate of Mailing or Transmission 
I hereby certify that this Fce(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an enveloP.e 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

($ig.11ulure) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Shaunt M. Sarkissian 14023 74.00032 6268 

TITLE OF INVENTION: FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $480 

EXAMINER ART UNIT 

NIPA. WM.IKA 24JJ 

I. Change of correspondence address or indication of"Fcc Address" (37 
CFR 1.363). 

0 Change of r.nrrcspondcnce address ( or Change uf Correspondence 
Address form PTO/SB/I 22) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUDLICATION PEE DUE l'KEV. PAID ISSUE FEE TOTAL FEE(S) DUE 

$0 $0 

CLASS-SUBCLASS 

/Lb-UUbUUU 

2. For printing on the patent front page, list 

(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

$480 

DATE DUE 

04/11/2018 

(2) The name of a single firm (having as a member a 2 _____________ _ 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 3 
listed, no name will be printed. --------------

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRfNTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is idcntifforl hdow, the document has been rn~cJ fvr 
rccordation as set forth in 37 CFR 3.11. C:nmplction of this form is NOT a sub,tilutc for t111ne an assignment. • 

(A) 'NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fce(s) arc submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies .. . . .. 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. Sec 3 7 CFR 1.29 

0 Applicant asserting small entity status. Sec 3 7 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 

0 Thw dirootor is hcrd.1y &utl1u1 izct.1 Lo charge the required foe(s), any deficiency, or credits any 
overpayment, to Deposit Account Number (enclose an extra copy of this form). 

~ Absent a valid certification of Micro Entity Status (see forms PTO/SB/I SA and 158), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

~ If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

~ Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. Sec 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _____________________ _ 

Typed or printed name _____________________ _ 

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 
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Date __________________ _ 

Registration No. ______________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

14/982,981 12/29/2015 Shaunt M. Sarkissian 

26285 7590 01/11/2018 

K&L GATES LLP-Pittsburgh 
210 SIXTH AVENUE 
PITTSBURGH, PA 15222-2613 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

1402374.00032 6268 

EXAMINER 

NIPA, WASIKA 

ART UNIT PAPER NUMBER 

2433 

DATE MAILED: 01/11/2018 

Determination of Paknt Term Adjustment under 35 U.S.C. 154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the 
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See 
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer 
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to 
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant 
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the 
patent. Any request for reconsideration of the patent term adjustment determination ( or reinstatement of patent term 
adjustment) should follow the process outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200. 

Page 3 of3 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and 
Budget approval before requesting most types of information from the public. When 0MB approves an agency 
request to collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration 
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the 
agency to inform the public about the 0MB Control Number's legal significance in accordance with 5 CFR 
1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form 
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to 
respond to a collection of information unless it displays a valid 0MB control numher. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: ( l) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine u3cs: 
l. The i11fo1111aliun on this torm will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Mt:mber of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Membt:r with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of rt:cords may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance ofa patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to ·a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. Applicant(s) 
t-=14.;.;../9;;_;;8=2.:.;;;,9..cc8.c..1 ----------+--'S:;;.;.A.;.;.R~K=ISSIAN SHAUNT M. 

Examiner Art Unit AIA (Firstlnventorto 

WASIKA NIPA 2433 File) Status 

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. C8l This communication is responsive to Amendment filed on 10123/2017 . 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 

requirement and election have been incorporated into this action. 

3. C8l The allowed claim(s) is/are 1 3-9 U-17, 19-20. As a result of the allowed claim(s), you may be eligible to benefit from the Patent 

Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 

please see http://www.uspto.gov/patents/init events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment / Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Repl::icement sheet(s) should be labeled as such in the header according to 37 CFR 1.121 (d). 

6. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner'$ Curnment kegarding Requirement for Deposit 
of Biological Material 

4. C8l Interview Summary (PTO-413), 
Paper No./Mail Date 

/WASIKA NIPA/ 
Examiner, Art Unit 2433 

U.S. Patent end Trad~rnark Office 

5. C8] Examiner's Amendment/Comment 

6. C8] Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20171128 
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I 

Application No. Applicant(s) 

Examiner-Initiated Interview Summary 
14/982,981 SARKISSIAN, SHAUNT M. 

Examiner Art Unit 

WASIKA NIPA 2433 

All participants (applicant, applicant's representative,' PTO personnel): 

(1) WAS/KA NIPA. (3)Jordan Kwan. 

(2) __ . (4) __ . 

Date of Interview: 20 November 2017. 

Type: ~ Telephonic □ Video Conference 
□ Personal [copy given to: D applicant D applicc:1nt's representative] 

Exhibit shown or demonstrr1tion conducted: □ Yes □ No. 
If Yes, brief description: __ . 

Issues Discussed D101 0112 0102 D103 ~Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discu~sed: 1 and 2. 

Identification of prior art discussed: __ . 

Substance of Interview 
(For each issue discussed. provide ~ clr.tRilPd description und indicate if ag,cc,mml was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Examiner called a12.e.ficant's re12.resentive to discuss the current status of claim. In attem12.t to accelerate the 12.rosecution 
erocess, examiner 12.ro12.osed to further amend the inde12.endent claim 1 to incoreorate the limitation of deeendent claim 2 
to eositivel'f. recite the limitations in detail and to clarif'i. the claim invention over 12.rior art of reference. Examiner 
mentioned that the amendment is also reguired to overcome the double 12.atenting reiection. AQQ/icant gointed out that 

the eatented case deals with ste12.s that are 12.erformed b'f. official/'{. verifiable electronic re12.resentation generation and 
verification engine, however the current a12.12.lication deals with the ste12.s that are 12.erformed b'f. over file verif'{.ing device. 
Examiner mentioned that similar amendment is reguired for other inde12.endent claims. Examiner also asked to file 

terminal disclaimer to overcome the double 12.atenting reiection. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 

substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 

general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 

general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/WASIKA NIPN 
Examiner, Art Unit 2433 

U.S. Patent and Trademark Office 

PTOL-413B (Rev. 8/11/2010) Interview Summary PaperNo.20171128 
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Application/Control Number: 14/982,981 

Art Unit: 2433 

The present application is being examined under the pre-AIA first to invent provisions. 

DETAILED ACTION 

Page 2 

1. This is in response to the communication filed on 10/23/2017. Claims 1-20 were 

pending in the application. Claims 1, 3-9, 11-17, 19-20 have been allowed. Claims 2, 10 

and 18 have been cancelled. 

TERMINAL DISCLAIMER 

2. The terminal disclaimer filed on 11/22/2017 disclaiming the terminal portion of any 

patent granted on this application which would extend beyond the expiration date of 

Patent No. 9,251,531 has been reviewed and is accepted. The terminal disclaimer has 

been recorded. 

Examiner's Amendment 

3. An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be submitted 

no later than the payment of the issue fee. Authorization for this examiner's amendment 

was given in a telephone conversation with Jordan Kwan on November 20th , 2017 

followed by an e-mail. 

The application has been amended as follows: 

1. (Currently Amended) A computer-implemented method comprising: 

Pg. 19



Application/Control Number: 14/982,981 

Art Unit: 2433 

Page 3 

accessing, by an officially verifiable electronic representation (OVER) file verifying 

device, [[an]]a first OVER file stored on [[an]]a first OVER file client device, the first OVER 

file comprising: 

a first virtual representation of an original credential of a user that has been 

verified by an issuing agency to be [[an]]a first official representation of the original 

credential of the user for proving the user's identity or qualifications, based on information 

associated with the original credential of t~e user, wherein the first OVER file is itself a first 

new credential of the user; 

the first OVER file generated by an OVER engine configured to: 

store the information associated with the original credential of the 

user; and 

transmit the first gtmerated OVER file to the first OVER file client 

device; 

transmitting, by the OVER file verifying device, to the OVER engine, a first 

verifying request to verify that the first OVER file accessed from the first OVER file client 

device authenticates the user; 

receiving, by the OVER file verifying device, [[an]]a first authentication message 

comprising [[an]]a first indication of whether a first scan associated with the first OVER file 

on the first OVER file client device of the user corresponds to the information associated 

with the original credential of the user that is ston:::d in the OVER engine; [[and]] 

outputting a first status indicator expressing whether the first OVER file authenticates 

the user~ 

accessing, by the OVER file verifying device. a second OVER file stored on a second 

OVER file client device of the user. the second OVER file comprising a second virtual 

rnpresentation of the original crede11lial that has been veritied by the issuing agency to be a 

second official representation of the original credential that is invalid for use in the first 

OVER file client device for authenticating the user. wherein the second OVER file is itself a 

second new credential over the first OVER file and the original credential: 

transmitting. by the OVER file verifying device, to the OVER engine. a second 

verifying request to verify that the second OVER file scanned at the second client device 

authenticates the user: 
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Application/Control Number: 14/982,981 

Art Unit: 2433 

Page4 

receiving, by the OVER file verifying device, a second authentication message 

comprising a second indication of whether the second scan associated with the second OVER 

file on the device of the user corresponds to the information associated with the original 

credential of the user that is stored in the OVER engine: and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

2. (Canceled) 

3. (Currently Amended) The computer-implemented method of claim 1, wherein the first 

OVER file further comprises a device identifier for the original credential configured to limit the first 

OVER file. for use in authenticating the user using the information of the original credential~ to the 

first OVER file client device. 

4. (Currently Amended) The computer-implemented method of claim 1, wherein the first 

OVER file further comprises user-specific information. 

5. (Original) The computer-implemented method of claim 4, wherein the user specific-

information comprises at least one of: 

biometric information, location information, a password, or a device identifier. 

6. (Currently Amended) The computer-implemented method of claim 1, wherein the first 

OVER file comprises a portion of the original credential stored by the OVER engine. 

7. (Currently Amended) Tht:: 1,;umpuler-implemented method of claim 1, wherein the first 

authentication message comprises an indication that the first OVER file is expired. 

8. (Currently Amended) The computer-implemented method of claim 1, further comprising 

a1,;1,;essing, by the verifying device, from the first OVER file client device, additional credential 

information associated with the first OVER file indicating whether a secondary condition for 

authorizing the user has been satisfied. 
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9. (Currently Amended) An officially verifiable electronic representation (OVER) file verifying 

device comprising: 

a hardware processor; 

a memory unit operatively coupled to the hardware processor, the memory unit configured to 

store information associated with an original credential of a user and a plurality of instructions, 

wherein the instructions are configured to cause the hardware processor to perform operation~ 

comprising: 

accessing [[an]]a first OVER file stored on [[an]]a first OVER file client device, the 

first OVER file comprising: 

a first virtual representation of the original credential that has been verified by 

an issuing agency to be [[an]]a first official representation of the original credential of 

the user for proving the user's identity or qualifications, based on information 

associated with the original credential of the user, wherein the first OVER file is itself 

a firs!_ new credential of the 11sr.r; 

the first OVER file generated by an OVER engine configure~ to: 

store the information associated with the original credential of the 

user; and 

transmit the first generated OVER file to the first OVER file client 

device; 

transmitting to the OVER engine a first verifying request to verify that the first 

OVER file accessed from the first OVER file client device authenticates the user; 

receiving [[~n]]a first authentication message comprising [[an]]a first indication of 

whether a first scan associated with the first OVER file on the first OVER file client device 

of the user corresponds to the information associatt:d with the original credential of the user 

that is stored in the OVER engine; [[and]] 

outputting a first status indicator expressing whether the first OVER file authenticates 

the user; 

accessing a second OVER file stored on a second OVER file client device of the user, 

the second OVER file comprising a second virtual representation of the original credential 

that has been verified by the issuing agency to be a second official representation of the 
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original credential that is invalid for use in the first OVER file client device for 

authenticating the user, wherein the second OVER file is itself a second new credential over 

the first OVER file and the original credential; 

transmitting to the OVER engine a second verifying request to verify that the second 

OVER file scanned at the second client device authenticates the user; 

receiving a second authentication message comprising a second indication of whether 

the second scan associated with the second OVRR file on the device of the user corresponds 

to the information associated with the original credential of the user that is stored in the 

OVER engine; and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

1 O. (Canceled) 

11. (Currently Amended) The device of claim 9, wherein the first OVER file further comprises a 

device identifier for the original credential configured to limit the first OVER file, for use in 

authenticating the user using the information of the original credential_. to the first OVER file client 

device. 

12. (Currently Amended) The device of claim 9, wherein the first OVER file further comprises 

user-specific information. 

13. (Original) The device of claim 12, wherein the user specific-information comprises at least 

one of: 

hiome:tric. information, looution infonnation, a µassword, or a device identitier. 

14. (Currently Amended) The device of claim 9, wherein the first OVER file comprises a portion 

of the original credential stored by the OVER engine. 

15. (Currently Amended) The device of claim 9, wherein the first authentication message 

comprises an indication that the first OVER file is expired. 
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comprise accessing, ey the :i,•erifying deviee, from the first OVER file client device, additional 

credential information associated with the first OVER file indicating whether a secondary condition 

for authorizing the user has been satisfied. 

17. (Currently Amended) A non-transitory computer-readable medium comprising instructions 

that, when executed by a processor, cause the processor to perform operations comprising: 

accessing [[an]]a first OVER file stored on [[an]]a first OVER file client device, the 

first OVER file comprising: 

a first virtual representation of an original credential that has been verified by 

an issuing agency to be [[an]]a first official representation of the original credential of 

a user for proving the user's identity or qualifications, based on information 

associated with the original credential of the user, wherein the first OVER file is itself 

a ftm.new cre<fontial of the user; 

the first OVER file generated by an OVER engine configured to: 

store the information associated with the original credential of the 

user; and 

transmit the first generated OVER file to the first OVER file client 

device; 

transmitting to the OVER engine a first verifying request to verify that the first 

OVER file accessed from the first OVER file client device authenticates the user; 

receiving [[an]]a first authentication message comprising [[an]]a first indication of 

whether a first scan associated with the first OVER file on the first OVER file client device 

of the user corresponds to the infonnatiun associated with the original credential of the user 

that is stored in the OVER engine; [[and]] 

outputting a first status indicator expressing whether the first OVER file authenticates 

the user; 

accessing a second OVER file stored on a second OVER file client device of the user, 

the second OVER file comprising a second virtual representation of the original credential 

that has been verified by the issuing agency to be a second official representation of the 
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original credential that is invalid for use in the first OVER file client device for 

authenticating the user, wherein the second OVER file is itself a second new credential over 

the first OVER file and the original credential: 

transmitting to the OVER engine a second verifying request to verify that the second 

OVER file scanned at the second client device authenticates the user: 

receiving a second authentication message comprising a second indication of whether 

the second scan associated with the second OVER file on the device of the user corresponds 

to the information associated with the original credential of the user that is stored in the 

·ovER engine: and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

18. (Canceled) 

19. • (Currently Amended) The computer readable medium of claim 17, wherein the OVER file 

further comprises a device identifier for the original credential configured to limit the first OVER 

file, for use in authenticating the user using the information of the original credential.,_ to the OVER 

file client device. 

20. (Currently Amended) The c-omputer readable medium of claim 17, wherein the first OVER 

file further comprises user-specific information comprising at least one of: 

biometric information, location information, a password, or a device identifier. 

EXAMINER'S REASONS FOR ALLOWANCE 

3. The following is an examiner's statement of reasons for allowances: 

The closest prior art of record, Kang teaches an electronic document repository 

system that includes an authentication module, a registration module, a reading module, 
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an issuing module and a certification module where the electronic document repository 

system connected to a user terminal over a network for guaranteeing authentication and 

issuing authentication certificate. Bhatnagar teaches generating and transmitting a 

barcode to the client and capturing the barcode with a portable communication device to 

decode and decrypt the third party server credentials to obtain user information. 

Bhatnagar uses one time passwords and out of band communications channels. 

Combination of Kang and Bhatnagar do not teach "the OVER file comprising a 

virtual representation of an original credential of a user that has been verified by an 

issuing agency to be an official representation of the original credential of the user for 

proving the user's identity for qualifications, based on information associated with the 

original credential of the user, wherein the OVER file itself a new credential of the user" 

and "receiving an authentication message comprising an indication of whether a scan 

associated with the OVER file on the client device corresponds to the information 

associated with the original credential of the user" as recited in claim 1. The 

combination of Kang and Bhatnagar also don't teach "accessing a second OVER file 

stored on a second OVER file client device of the user, the second OVER file 

comprising a second virtual representation of the original credential that has been 

verified by the issuing agency to be a second official representation of the original 

credential that is invalid for use in the first OVER file client device for authenticating the 

user, wherein the second OVER file is itself a second new credential over the first 

OVER file and the original L:redentlal", as recites in claim 1. 
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4. Any comments considered necessary by applicant must be submitted no later than 

the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to WASIKA NIPA whose telephone number is (571 )272-

8923. The examiner can normally be reached on M-F (7:30 - 5:00). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, JEFFRY PWU can be reached on 571-272-6798. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/WASIK.A NIPA/ 

Examiner, Art Unit 2433 
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6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Application No. Applicant(s) 

Examiner-Initiated Interview Summary 
14/982,981 SARKISSIAN, SHAUNT M. 

Examiner Art Unit 

WASIKA NIPA 2433 

All participants (applicant, applicant's representative, PTO personnel): 

(1) WAS/KA NIPA. (3)Jordan Kwan. 

(2) __ . (4) __ . 

Date of Interview: 20 November 2017. 

Type: ~ Telephonic □ Video Conference 
□ Personal [copy given to: D applicant D applicant's representative] 

Exhibit shown or demonstration conducted: □ Yes □ No. 
If Yes, brief description: __ . 

Issues Discussed 0101 0112 0102 □103 ~Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1 and 2. 

Identification of prior art discussed: __ . 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Examiner called agQ_/icant's reg_resentive to discuss the current status of claim. In attemg_t to accelerate the g_rosecution 
g_rocess, examiner g_rog_osed to further amend the indeg_endent claim 1 to incorg_orate the limitation of deg_endent claim 2 
to g_ositivel'i.. recite the limitations in detail and to clarif'i.. the claim invention over g_rior art of reference. Examiner 
mentioned that the amendment is also reguired to overcome the double g_atenting reiection. AQ.Q.licant g_ointed out that 
the g_atented case deals with steg_s that are g_erformed b'i.. official/'{__ verifiable electronic reg_resentation generation and 
verification engine, however the current aQ.Q.lication deals with the steg_s that are g_erformed b'i.. over file verif'i._ing device. 
Examiner mentioned that similar amendment is reguired for other indeg_endent claims. Examiner also asked to file 
terminal disclaimer to overcome the double g_atenting reiection. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/WASIKA NIPA/ 
Examiner, Art Unit 2433 

U.S. Patent and Trademark Office 

PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20171128 

Pg. 36



Notice of Allowability 

Application No. 
14/982,981 
Examiner 
WASIKA NIPA 

Applicant(s) 
SARKISSIAN, SHAUNT M. 
Art Unit AIA (First Inventor to 

2433 File) Status 

No 

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and M PEP 1308. 

1. [8J This communication is responsive to Amendment filed on 10/23/2017. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [8J The allowed claim(s) is/are 1, 3-9, 11-17, 19-20. As a result of the allowed claim(s), you may be eligible to benefit from the Patent 
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information, 
please see http://www.uspto.gov/patents/init events/pph/index.isp or send an inquiry to PPHfeedback(@usoto.gov. 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. [8J Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

/WASIKA NIPA/ 
Examiner, Art Unit 2433 

U.S. Patent and Trademark Office 

5. [8J Examiner's Amendment/Comment 

6. [8J Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20171128 
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Application/Control Number: 14/982,981 

Art Unit: 2433 

The present application is being examined under the pre-AIA first to invent provisions. 

DETAILED ACTION 

Page 2 

1. This is in response to the communication filed on 10/23/2017. Claims 1-20 were 

pending in the application. Claims 1, 3-9, 11-17, 19-20 have been allowed. Claims 2, 10 

and 18 have been cancelled. 

TERMINAL DISCLAIMER 

2. The terminal disclaimer filed on 11/22/2017 disclaiming the terminal portion of any 

patent granted on this application which would extend beyond the expiration date of 

Patent No. 9,251,531 has been reviewed and is accepted. The terminal disclaimer has 

been recorded. 

Examiner's Amendment 

3. An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be submitted 

no later than the payment of the issue fee. Authorization for this examiner's amendment 

was given in a telephone conversation with Jordan Kwan on November 20th
, 2017 

followed by an e-mail. 

The application has been amended as follows: 

1. (Currently Amended) A computer-implemented method comprising: 
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Page 3 

accessing, by an officially verifiable electronic representation (OVER) file verifying 

device, [[an]]a first OVER file stored on [[an]]a first OVER file client device, the first OVER 

file comprising: 

a first virtual representation of an original credential of a user that has been 

verified by an issuing agency to be [[an]]a first official representation of the original 

credential of the user for proving the user's identity or qualifications, based on information 

associated with the original credential of the user, wherein the first OVER file is itself a first 

new credential of the user; 

the first OVER file generated by an OVER engine configured to: 

store the information associated with the original credential of the 

user; and 

transmit the first generated OVER file to the first OVER file client 

device; 

transmitting, by the OVER file verifying device, to the OVER engine, a first 

verifying request to verify that the first OVER file accessed from the first OVER file client 

device authenticates the user; 

receiving, by the OVER file verifying device, [[an]]a first authentication message 

comprising [[an]]a first indication of whether a first scan associated with the first OVER file 

on the first OVER file client device of the user corresponds to the information associated 

with the original credential of the user that is stored in the OVER engine; [[and]] 

outputting a first status indicator expressing whether the first OVER file authenticates 

the user~ 

accessing, by the OVER file verifying device, a second OVER file stored on a second 

OVER file client device of the user, the second OVER file comprising a second virtual 

representation of the original credential that has been verified by the issuing agency to be a 

second official representation of the original credential that is invalid for use in the first 

OVER file client device for authenticating the user, wherein the second OVER file is itself a 

second new credential over the first OVER file and the original credential; 

transmitting, by the OVER file verifying device, to the OVER engine, a second 

verifying request to verify that the second OVER file scanned at the second client device 

authenticates the user; 
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Page 4 

receiving, by the OVER file verifying device, a second authentication message 

comprising a second indication of whether the second scan associated with the second OVER 

file on the device of the user corresponds to the information associated with the original 

credential of the user that is stored in the OVER engine; and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

2. (Canceled) 

3. (Currently Amended) The computer-implemented method of claim 1, wherein the first 

OVER file further comprises a device identifier for the original credential configured to limit the first 

OVER file, for use in authenticating the user using the information of the original credential.,_ to the 

first OVER file client device. 

4. (Currently Amended) The computer-implemented method of claim 1, wherein the first 

OVER file further comprises user-specific information. 

5. (Original) The computer-implemented method of claim 4, wherein the user specific-

information comprises at least one of: 

biometric information, location information, a password, or a device identifier. 

6. (Currently Amended) The computer-implemented method of claim 1, wherein the first 

OVER file comprises a portion of the original credential stored by the OVER engine. 

7. (Currently Amended) The computer-implemented method of claim 1, wherein the first 

authentication message comprises an indication that the first OVER file is expired. 

8. (Currently Amended) The computer-implemented method of claim 1, further comprising 

accessing, by the verifying device, from the first OVER file client device, additional credential 

information associated with the first OVER file indicating whether a secondary condition for 

authorizing the user has been satisfied. 
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9. (Currently Amended) An officially verifiable electronic representation (OVER) file verifying 

device comprising: 

a hardware processor; 

a memory unit operatively coupled to the hardware processor, the memory unit configured to 

store information associated with an original credential of a user and a plurality of instructions, 

wherein the instructions are configured to cause the hardware processor to perform operation§. 

compnsmg: 

accessing [[an]]a first OVER file stored on [[an]]a first OVER file client device, the 

first OVER file comprising: 

a first virtual representation of the original credential that has been verified by 

an issuing agency to be [[an]]a first official representation of the original credential of 

the user for proving the user's identity or qualifications, based on information 

associated with the original credential of the user, wherein the first OVER file is itself 

a first new credential of the user; 

the first OVER file generated by an OVER engine configured to: 

store the information associated with the original credential of the 

user; and 

transmit the first generated OVER file to the first OVER file client 

device; 

transmitting to the OVER engine a first verifying request to verify that the first 

OVER file accessed from the first OVER file client device authenticates the user; 

receiving [[an]]a first authentication message comprising [[an]]a first indication of 

whether a first scan associated with the first OVER file on the first OVER file client device 

of the user corresponds to the information associated with the original credential of the user 

that is stored in the OVER engine; [[and]] 

outputting a first status indicator expressing whether the first OVER file authenticates 

the user~ 

accessing a second OVER file stored on a second OVER file client device of the user, 

the second OVER file comprising a second virtual representation of the original credential 

that has been verified by the issuing agency to be a second official representation of the 
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original credential that is invalid for use in the first OVER file client device for 

authenticating the user, wherein the second OVER file is itself a second new credential over 

the first OVER file and the original credential; 

transmitting to the OVER engine a second verifying request to verify that the second 

OVER file scanned at the second client device authenticates the user; 

receiving a second authentication message comprising a second indication of whether 

the second scan associated with the second OVER file on the device of the user corresponds 

to the information associated with the original credential of the user that is stored in the 

OVER engine; and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

10. (Canceled) 

11. (Currently Amended) The device of claim 9, wherein the first OVER file further comprises a 

device identifier for the original credential configured to limit the first OVER file, for use in 

authenticating the user using the information of the original credential.,_ to the first OVER file client 

device. 

12. (Currently Amended) The device of claim 9, wherein the first OVER file further comprises 

user-specific information. 

13. (Original) The device of claim 12, wherein the user specific-information comprises at least 

one of: 

biometric information, location information, a password, or a device identifier. 

14. (Currently Amended) The device of claim 9, wherein the first OVER file comprises a portion 

of the original credential stored by the OVER engine. 

15. (Currently Amended) The device of claim 9, wherein the first authentication message 

comprises an indication that the first OVER file is expired. 
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16. (Currently Amended) The device of claim 9, wherein the operations further comprising 

Page 7 

comprise accessing, by the verifying device, from the first OVER file client device, additional 

credential information associated with the first OVER file indicating whether a secondary condition 

for authorizing the user has been satisfied. 

17. (Currently Amended) A non-transitory computer-readable medium comprising instructions 

that, when executed by a processor, cause the processor to perform operations comprising: 

accessing [[an]]a first OVER file stored on [[an]]a first OVER file client device, the 

first OVER file comprising: 

a first virtual representation of an original credential that has been verified by 

an issuing agency to be [[an]]a first official representation of the original credential of 

a user for proving the user's identity or qualifications, based on information 

associated with the original credential of the user, wherein the first OVER file is itself 

a first new credential of the user; 

the first OVER file generated by an OVER engine configured to: 

store the information associated with the original credential of the 

user; and 

transmit the first generated OVER file to the first OVER file client 

device; 

transmitting to the OVER engine a first verifying request to verify that the first 

OVER file accessed from the first OVER file client device authenticates the user; 

receiving [[an]]a first authentication message comprising [[an]]a first indication of 

whether a first scan associated with the first OVER file on the first OVER file client device 

of the user corresponds to the information associated with the original credential of the user 

that is stored in the OVER engine; [[and]] 

outputting a first status indicator expressing whether the first OVER file authenticates 

the user~ 

accessing a second OVER file stored on a second OVER file client device of the user, 

the second OVER file comprising a second virtual representation of the original credential 

that has been verified by the issuing agency to be a second official representation of the 

Pg. 43



Application/Control Number: 14/982,981 

Art Unit: 2433 

Page 8 

original credential that is invalid for use in the first OVER file client device for 

authenticating the user, wherein the second OVER file is itself a second new credential over 

the first OVER file and the original credential; 

transmitting to the OVER engine a second verifying request to verify that the second 

OVER file scanned at the second client device authenticates the user; 

receiving a second authentication message comprising a second indication of whether 

the second scan associated with the second OVER file on the device of the user corresponds 

to the information associated with the original credential of the user that is stored in the 

OVER engine; and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

18. (Canceled) 

19. (Currently Amended) The computer readable medium of claim 17, wherein the OVER file 

further comprises a device identifier for the original credential configured to limit the first OVER 

file, for use in authenticating the user using the information of the original credential.,_ to the OVER 

file client device. 

20. (Currently Amended) The computer readable medium of claim 17, wherein the first OVER 

file further comprises user-specific information comprising at least one of: 

biometric information, location information, a password, or a device identifier. 

EXAMINER'S REASONS FOR ALLOWANCE 

3. The following is an examiner's statement of reasons for allowances: 

The closest prior art of record, Kang teaches an electronic document repository 

system that includes an authentication module, a registration module, a reading module, 
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an issuing module and a certification module where the electronic document repository 

system connected to a user terminal over a network for guaranteeing authentication and 

issuing authentication certificate. Bhatnagar teaches generating and transmitting a 

barcode to the client and capturing the barcode with a portable communication device to 

decode and decrypt the third party server credentials to obtain user information. 

Bhatnagar uses one time passwords and out of band communications channels. 

Combination of Kang and Bhatnagar do not teach "the OVER file comprising a 

virtual representation of an original credential of a user that has been verified by an 

issuing agency to be an official representation of the original credential of the user for 

proving the user's identity for qualifications, based on information associated with the 

original credential of the user, wherein the OVER file itself a new credential of the user" 

and "receiving an authentication message comprising an indication of whether a scan 

associated with the OVER file on the client device corresponds to the information 

associated with the original credential of the user" as recited in claim 1. The 

combination of Kang and Bhatnagar also don't teach "accessing a second OVER file 

stored on a second OVER file client device of the user, the second OVER file 

comprising a second virtual representation of the original credential that has been 

verified by the issuing agency to be a second official representation of the original 

credential that is invalid for use in the first OVER file client device for authenticating the 

user, wherein the second OVER file is itself a second new credential over the first 

OVER file and the original credential", as recites in claim 1. 
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Similar reasoning is applied to independent claims 9 and 17. 

Page 1 O 

4. Any comments considered necessary by applicant must be submitted no later than 

the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to WASIKA NIPA whose telephone number is (571 )272-

8923. The examiner can normally be reached on M-F (7:30 - 5:00). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, JEFFRY PWU can be reached on 571-272-6798. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/WASIKA NIPA/ 

Examiner, Art Unit 2433 
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Examiner Art Unit 

WASIKA NIPA 2433 

All participants (applicant, applicant's representative, PTO personnel): 

(1) WAS/KA NIPA. (3)Jordan Kwan. 

(2) __ . (4) __ . 

Date of Interview: 20 November 2017. 

Type: ~ Telephonic □ Video Conference 
□ Personal [copy given to: D applicant D applicant's representative] 

Exhibit shown or demonstration conducted: □ Yes □ No. 
If Yes, brief description: __ . 

Issues Discussed 0101 0112 0102 □103 ~Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1 and 2. 

Identification of prior art discussed: __ . 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Examiner called agQ_/icant's reg_resentive to discuss the current status of claim. In attemg_t to accelerate the g_rosecution 
g_rocess, examiner g_rog_osed to further amend the indeg_endent claim 1 to incorg_orate the limitation of deg_endent claim 2 
to g_ositivel'i.. recite the limitations in detail and to clarif'i.. the claim invention over g_rior art of reference. Examiner 
mentioned that the amendment is also reguired to overcome the double g_atenting reiection. AQ.Q.licant g_ointed out that 
the g_atented case deals with steg_s that are g_erformed b'i.. official/'{__ verifiable electronic reg_resentation generation and 
verification engine, however the current aQ.Q.lication deals with the steg_s that are g_erformed b'i.. over file verif'i._ing device. 
Examiner mentioned that similar amendment is reguired for other indeg_endent claims. Examiner also asked to file 
terminal disclaimer to overcome the double g_atenting reiection. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/WASIKA NIPA/ 
Examiner, Art Unit 2433 

U.S. Patent and Trademark Office 

PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20171128 
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I : requesting NEAR2 (party entity)) WI TH : JPO; : : I : 
I j (service resource content information file: DERWENT; j j j j 
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I j i USPAT; j j l 19:44 j 
I : : USOCR; : : ! : 
I : : FPRS; EPO;: : I : 
I : :JPO; : : I : 
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1S28132691 :(stor$3verif$3)AND(credential :U&PGPUB;:OR :OFF j2017/11/30! 
I I : identifier id) AND (mobile smart iphone : USPAT; : : j 20:06 : 
I I : cell$5 laptop tablet) AND scan$3 AND : USOCR; : : j : 
I I : (authenticat$3 authori$6).clm. : FPRS; EPO;: : j : 

IJ .................. ! ............................................................................................ !~~~T;·'························'···················I··························' 
!S29!20851 !S28AND@ad<"20130312" !U&PGPUB;!OR !OFF !2017/11/30! 
I I i i USPAT· i i I 20·06 i 

I I I l~Effi;I I I • I 
, i , ' DERWENT· , , ' , 

1 ........ 1 ................. .! ............................................................................................ l 1.BM_TDB .. 'J ........................ .! ................... 1 ......................... .! 
Imo 1422 :(permit$4permissiongrant$3)WITH :U&PGPUB;!OR !OFF 12017/11/30! 
I : access AND (valid invalid) NEAR4 : USPAT; j j l 20:29 j 

I !,',,,,,_ credential j USOCR; ! ! ! ! i , FPRS- EPO·, , i , 

I jJPO;, ': : I : 
i , DERWENT· i i i i 

1, ............................. ! ............................................................................................ ! I BM_ TDB .. ' .. l ......................... ! ................... ! .......................... ! 
I S31 I 37922 : (generat$3 creat$3 produc$3 mak$3 : U&PGPUB; : OR : OFF j 2017/ 11/30! 
I I : build$3 construct$3) WITH (document : USPAT; : : j 20:29 : 
I I : file code identifier id) WITH (user client : USOCR; : : j : 
I I : subscriber customer requester : FPRS; EPO;: : j : 
I I : requesting NEAR2 (party entity)) WI TH : JPO; : : I : 
I I j (service resource content information filej DERWENT; j j ! j 
I I : document) WI TH (identity identifier : I BM_ TDB : : I : 
I I : credential id) SAME (server service : : : j : 
I I : NEAR3 provider supplier database data : : : j : 
I I i NEAR2 warehouse) : i i I i 

lS32 l 9017 i (unencod$3 unscrambl$3 decipher$3 • U&R3PUB; inR rJFF i 2017/ 11/w I I : read$3) NEAR3 (code credential USPAT; : : j 20:29 : 
I I : identifier id) WITH (authenticat$3 USOCR; : : j : 
I I : authori$6 verif$3 verification validity) FPRS; EPO;: : j : 
; t ; ; ; ~ ; 

EASTSearchHistory .1498298 l_Accessible Version.htm[ 12/4/2017 2:34: 18 PM] 
Pg. 52



EAST Search History 

i :JPO; 

I ' : DERWENT; : ' ' ' 

--------_J ------------------: ------------------------------------------------------------------------------------------__: I BM_ TDB ---- : ------------------------: -----------------j --------------------------: 
833.1106 \S31ANDS32 :U&PGPUB;\OR \OFF j2017/11/30\ 

: : USPAT; : : j 20:29 : 
j j USOCR; j j ! j 
, , FPRS- EPO·, , i , 

i jJPO;, 'i i I i 
: : DERWENT; : : l : 
i i I BM TDB i i l i 

'ms· 5 :"2009307756" iu&ffiPUB;:OR :oFF i2017/11/30i 
: i USPAT; : : l 20:38 : 

: : USOCR; : : I : 
' , FPRS- EPO·, , i , 

i jJPO;, 'i i I i 
i i DERWENT; i i i i 
: : I BM TDB : : I : ~-------------------·-------------------------------------------------------------------------------------------'-----------------------·-------------------------·-----------------'--------------------------· 

836 82984 : (generat$3 creat$3 produc$3 mak$3 : U&PGPUB;: OR : OFF j 2017/11/30: 
: build$3 construct$3) WITH (document : USPAT; : : j 20:46 : 
: file code identifier id) WITH (user client : USOCR; : : j : 
: subscriber customer requester : FPRS; EPO;: : I : 
j requesting NEAR2 (party entity)) WI TH : JPO; j j j j 
: (service resource content information file: DERWENT; : : j : 
: document) WI TH (identity identifier : I BM_ TDB : : j : 
: credential id) : : : I : 

l~~~~~~~~~, ~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~• 
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electronic representations may be disclosed. The method may comprise receiving, by a credential database, a 

request for a credential action. The credential database may be configured to store one ... 

CURRENT ASSIGNEES: CORTEX MCP INC 
11~~2Sl531 I US PATENTS I 02·fCD•2016 

4. File format and platform for storage ,:md verification of Cfel.iimtials 

In various embodiments, a computer-implemented method for generating and verifying officially verifiable 

electronic representations may be disclosed. The method may comprise receiving, by a credential database, a 

request for a credential action. The credential database may be configured to store one ... 

CURRFNT A~~tra,rn~s, r.oRnx MCP IPIC 

US20140181927 I US APPLICATIONS 126-JUN-2014 

s. File format and platform for storage and verification of credentials 

In voriou, en1b0Ji11,~11ls, d w111µuter-lmp1en1ented method for generating and verifying officially verifiable 

electronic representations may be disclosed. The method may comprise receiving, by a credential database, a 

request for a credential action. The credential database may be configured to store one ... 

CURRENT ASSIGNEES: CORTEX MCP INC 
CA2934873Al I CANADIAN APPLICATIONS I 26,JUN,2014 

s. System and method for crP.atin!J and administering electronic credentials 

The system may be configured to create and manage electronic credential information. The system may generate, 

by the computer based system and via a token engine, a first token. The system may associate, by the computer 
based system, the first token and the first electronic identification ... 

CURRENT ASSIGNEES: AMERICAN EXPRESS TRAVEL RELATED SRVC CO INC 
US201702001Sl I US APPLICATIONS I 13-JUL-2017 

7. System and method for electronic credentials 

The present disclosure describes systems and methods directed towards a highly secure and intelligent, end to end 

provisioning, authentication, and transaction system which creates and/or consolidates user data for a unified 

r,rnfilg for thi urnr (o,g., o per,on, pl~c,;, u,ya11itdliu11, ullject, etC.J to ... 

CURRENT ASSIGNEES: TANGO MOBILE UC 
US20150207789 I US APPLICATIONS I 23-JUL-2015 

e. System and Method for Mobile or Web-Based Payment/Credential Process 

The present disclosure describes systems and methods directed towards a highly secure and intelligent, end to end 

provisioning, authentication, and transaction system which creates and/or consolidates user data for a unified 

profile for the user (e.g., a person, place, organization, object etc.) to ... 

CURRENT ASSIGNEES: TANGO MOBILE LLC 
US20150235215 I US APPLICATIONS 120-AUG-2015 

a. Systems and methods for generating and validating certified electronic credentials 

Systems and methods for generating and validating certified electronic credentials are disclosed. A certified 

electronic credential may comr,rise a computer-readable file representative or• u~dential bestowed upon a 

recipient. in which the file is protected with one or more document integrity and ... 
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CURRENT ASSIGNEES: PARADIGM INC 
US2016029484S I us APPLICATipNs~Ol6 Pats &Apps US20160149896 

10. Systems and methods for generating and validating certified electronic credentials 

0 Filters 

Systems and methods for generating and validating certified electronic credentials are disclosed. A certified 
electronic credential may comprise a computer-readable file representative of a credential bestowed upon a 
recipient in which the file is protected with one or more document integrity and ... 

CURRENT ASSIGNEES: PARADIGM INC 
W02016160052Al I WIPO APPLICATIONS I 06-0CT-2016 

11. System And Method For Secure Transactions 

The present disclosure describes systems and methods directed towards a highly secure and intelligent, end to end 
provisioning, authentication, and transaction system which creates and/or consolidates user data for a unified 
profile for the user (e.g., a person, place, organization, object, etc.) to ... 

CURRENT ASSIGNEES: TANGO MOBILE LLC 

US20150237026 I US APPLICATIONS I 20-AUG-2015 

12. System and method for secure transactions 

The present disclosure describes systems and methods directed towards a highly secure and intP.lli(JPnt, end to end 
provisioning, authentication, and transaction system which creates and/or consolidates user data for a unified 
profile for the user (e.g., a person, place, organization, object etc.) to ... 

CURRENT ASSIGNEES: TANGO MOBILE LLC 

US9386003 I US PATENTS I OS-JUL-2016 

13. System and method for electronic credentials 

The present disclosure describes systems and methods directed towards a highly secure and intelligent, end to end 
provisioning, ;iuthentication, and l1a11~action system which creates and/or consolidates user data for a unified 
profile for the user (e.g., a person, place, organization, object. etc.) to ... 

c:unnrnT ·~~lllt◄n3. KUMM l'IIMALt~H lHtKUKUVAOA 
W02014028514A2 I WIPO APPLICATIONS I 20-FEB-2014 

14. System and method for mobile or web-based payment/Credential process 

The present disclosure desrrihP< <y<tPm< and methodc directed toward! e hiyl,ly ,.,cu,., dllU lmelllgeot, eM to end 
provisioning, authentication, and transaction system which creates and/or consolidates user data for a unified 
profile for the user (e.g., a person, place, organization, object, etc.) to ... 

CURRENT ASSIGNEES: KUMAR HIMALESH C"HFRI IKIJVADA 
W070140?A<1Ml I WIPO APPUCATIOI◄ $ I 20-~C9•2014 

1s. Portable verifiable credentials and methods thereof 

The migration of identity documents, such as driving licenses, from physical documents to electronic documents 
creates new problems for those seeking to verify the identity of an individual based upon the electronic document 
they provi,J.,, However, the inventors have established a means of binding ... 

C'.IIRRENT ASSIGNliES1 KHAN $AL 

CA2920718Al I CANADIAN APPLICATIONS I 15-AUG-2017 

1s. Portable verifiable credentials and methods thereof 

Security features of identity (ID) documents include visual security features, machine-readable security features, and 
embedded passive or active electronic circuits. Such security measures are bypassed, eliminated, or reduced in 
efficacy when the ID document is also provided in an electronic ... 

CURRENT ASSIGNEES: KHAN SAL 
CA2931469Al I CANADIAN APPLICATIONS I 27-SEP-2017 

11. Portable verifiable rrnrtPnti;il< Md method, thereof 

The migration of identity documents, such as driving licenses, from physical documents to P.IPrtronic documents 
creates new problems for those seeking to verify the identity of an individual based upon the electronic document 
they provide. However, the inventors have established a means of binding ... 

CURRENT ASSIGNEES: KHAN SAL 

US20170324750 I US APPLICATIONS I 09-NOV-2017 

1s. System and method for secure transactions 

The present disclosure describes systems and methods directed towards a highly secure and intelligent, end to end 
provisioning, authentication, and transaction system which creates and/or consolidates user data for a unified 
profile for the user (e.g., a person, place, organization, object, etc.) to ... 

CURRENT ASSIGNEES: KUMAR HIMALESH CHERUKUVADA 

W02014028SlOA2 I WIPO APPLICATIONS I 20-FEB-2014 
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rn. Method for storing, deliv!!ring, and displaying documentation and credentials related to 
intrastate and interstate ~omlwt~er Pats & Apps US20160149896 ! 0 Filters 

A method and apparatus for one office, such as a State's fuel tax licensing bureau, to deliver an electronic/digital 

certificate to a licensee's "folder" and allow an authorized user to share a link to that object. This solves the three 

key problems: object delivery and provenance, allowing the ... 

CURRENT ASSIGNEES: LEGATUS SOLUTIONS CORP 

US20170200170 I US APPLICATIONS I 13-JUL-2017 

20. Visual credential verification 

A solution for visual credential verification. The solution includes an apparatus, system, and method embodiment. 

The apparatus for visual credential verification includes an input module, a comparison module, and a response 

module. The input module receives from a security official an image of an ... 

CURRENT ASSIGNEES: INTL BUSINESS MACHINES CORP 

US8406480 I US PATENTS I 26-MAR-2013 

21. Electronic credentials verification and management system 

A. credentials record system thet captu,e, 1-1~rsu1111el background data, such as license information, education and 

training, work experience, performance data and electronic signature at the time of entry using graphical user 

interfaces through a network, wherein it permits instant. sophi~tir;itprl 

CURRENT ASSIGNEES: FORTRESS CREDIT OPPORTUNITIES I LP 
US8620676 I US PATENTS 131-DEC-2013 

22. Apparatus, system, and method for visual credential verification 

A solution for visual credential verification. The solution includes an apparatus, system, and method embodiment. 

The apparatus for visual credential verification includes an input module, a comparison module, and a response 

module. The input module receives from a security official an image of an ... 

CURRENT ASSIGNeES: INTL BUSINESS MACHINES CORP 

US20100209006 I US APPLICATIONS I 19-AUG-2010 

23. Acquiring client device data 

In one implementation, a processing system receives a request from a client device to access a user account of the 

user. In response to receiving the request, the processing system transmits credential data, which corresponds to a 
rrPrlPntial and whi,h indicJtc~ client devkt dola tu lrd11>111ll l11 ... 

CURRENT ASSIGNEES: MICROSTRATEGY INC 
US9762564 I US PATENTS I 12-SEP-2017 

~4. !iccure syne,11 di 111 rrr!!lhud for collj!ctrrig, authenticating, and using personal data 

A system for collecting, storing, authenticating, and managing personal information, such as identity data, skill data, 

qualification data, certification data, for individuals and/or organizations. The system surely collects identity, skill, 

qualification, and certification data and enables the ... 

CURRENT ASSIGNEES: BARNES ROBERT B l+l) 
US201303400S8 I US APPLICATIONS I 19·0EC·20l3 

l~. Methods and apparatus for transacting with multiple domains based on a credential 

In nne embodiment, a method includes receiving fro111 d tredential a credential-owner authentication information 

associated with an identity of an individual. A issuer validation information associated with an issuer of the 

credential is also received. The method also includes providing a plurality of... 

CURRENT ASSIGNEES: $TOLLMAN JEFF 

US20140189813 I US APPLICATIONS I 03-JUL-2014 

26. Methods and apparatus for transacting with multiple domains based on a credential 

In one embodiment, a method includes receiving from a credential a credential-owner authentic~tion informMinn 

d~~utlated wltl'\ an identity ot an individual. A issuer validation information associated with an issuer of the 

credential is also received. The method also includes providing a plurality of... 

CURRENT ASSIGNEES: $TOLLMAN JEFF 

US9590968 I US PATENTS I 07-MAR-2017 

21. Virtual credentials and licenses 

Providing virtualized credentials of a holder includes authorizing a subset of credential data to be sent to a device of 

a relying party that is different from the holder, where the s11hsPt of credential data depend, on J role of the relying 

party, selection by the holder, and/nr rnntextual data of ... 

CURRENT ASSIGNEES: ASSA ABLOY AB 
US20160380774 I US APPLICATIONS I 29-DEC-2016 

28. Transactions using temporary credential data 
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A method is disclosed. The r:nethod includes receiving a credential request message requesting a. temporary 

credential associated with a jpaylriM&fount, and tRi!n"&i!&?Rfining, by a s~~'io?. using a roullrf~™'1e 

and data associated with the payment card, a third-party computer associated with ... 

CURRENT ASSIGNEES: VISA INTL SRVC ASSOC 

US20150161597 I US APPLICATIONS I 11-JUN-2015 

29. Method and system for verification of personal information 

In one form, there is disclosed a system (100) for storing, validating and disseminating credential information about 

an entity. The system (100) generates data representing at least part of the credential information and a data 

representation of at least part of a document supporting that... 

CURRENT ASSIGNEES: STAFFORD GRANT 
US20090271321 I US APPLICATIONS I 29-OCT-2009 

30. Method and apparatus to perform online credential reporting 

Embodiments of the invention provide a process for displaying a graphical indicator on an Internet enabled device 

which conveys relationships between an entity associated with a website and third party entities with respect to the 

w~bsite e11Lily. O11e exdmple method may Include Obtaining the ... 

CURRENT ASSIGNEES: AVULI INC 

US20l60378880 I US APPi !CATIONS I 29-DEC-2016 

31_ Secure system and method for collecting, authenticating, and using personal data 

A system for collecting, storing, authenticating, and managing personal information, such as identity data, skill data, 

qualification data, certification data, for individuals and/or organiza-tio,1s. Tl,e syslem surely collects Identity, skill, 

qualification, and certification data and enables the ... 

CURRENT ASSIGNEES: !NTL ASSOC FLIGHT TRAINING PROFESSIONALS INC 

WO2013188301A2 I WJPO APPLICATIONS I 19•DEC-2013 

32. Methods and apparatus for transacting with multiple domains based on a credential 

In one embodiment, a method include~ receiving from a credential a credential-owne, dulhe11liLation information 

associated with an identity of an individual. A issuer validation information associated with an issuer of the 

credential is also received. The method also includes providing a plurality of ... 

CURRENT ASSIGNEES: STOLLMAN JEFF 

U>lUlUUllbHHU I U~ APPLICATIONS j 13-MAY-20i0 

33. System and method for integrating multi-authentication operation 

The present invention discloses a system and method for integrating multi-authentication operation, whirh works 

through a communication network to carry out communication with at least two remote authentication systems. 

The two or more remote authentication systems are able to issue a certificate in ... 

CURRENT ASSIGNEES: SYSTEX CORP 

TW20052Z653A I TAIWANESE APPLICATIONS I 0l-JUL·2005 

34. Virtual credentials and licenses 

Providing viituali,eu rnidentials of a holder includes authorizing a subset of credential data to be sent to a device of 

a relying party that is different from the holder. where the subset of credential data depends on a role of the relying 

party, selection by Lhe holder, and/or contextual data of ... 

CURRENT ASSIGNEES: ASSA ABLOY AB PUBL 

EP3142064Al I EUROPEAN APPLICATIONS I 15-MAR-2017 

35. Methods and apparatus for transacting with multiple domains based on a credential 

In one embodiment, a method includes receiving from a credential a credential-owner authentication information 

associated with an identity of an individual. A issuer validation information associated with an issuer of the 

credential is also received. The method also includes providing a plurality of... 

CURRENT ASSIGNEES: $TOLLMAN JEFF 

lJSR,4q,89 I us PATENTS I 01.ocr.2013 

36. Credential management 

In general, one aspect of the subject matter described in this specification can be embodied in methods that include 

receiving a registration request from a mobile device to create a credential management account for a user 

associated with the mobile device; generating a public key and a paired ... 

cunnrnr A'5Hmcc,. 1,11.:~03TI\ATt'3'1' 11,.: 

USll730065 I US PATENTS I 08-AUC:.•2017 

37. Method and apparatus to perform online credential reporting 

Embodiments of the invention provide a process for displaying a graphical indicator on an Internet enabled device 

which conveys relationships between an entity associated with a website and third party entities with respect to the 

website entity. One example method may include obtaining the ... 
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CURRENT ASSIGNEES: AVULI INC 

US944919S I us PATENTS 120-$P-2flli$cover Pats &Apps US20160149896 0 Filters 

38. Method and system for verification of personal information 

In one form, there is disclosed a system (100) for storing, validating and disseminating credential information about 

an entity. The system (100) generates data representing at least part of the credential information and a data 

representation of at least part of a document supporting that... 

CURRENT ASSIGNEES: STAFFORD GRANT 
W02007137368Al I WIPO APPLICATIONS I 06-DEC-2007 

39. Method and apparatus to perform online credential reporting 

Embodiments of the invention provide a process for displaying a graphical indicator on an Internet enabled device 

which conveys relationships between an entity associated with a website and third party entities with respect to the 

website entity. One example method may include obtaining the.,, 

CURRENT ASSIGNEES: AVUU INC 

US20100192068 I US APPLICATIONS I 29-JUL-2010 

40. Credential technology 

In one imolementation. ~ sPrvPr ~y~tPm rPrPi11P<, frnm ~ ,:l911ir.11 of a ut11r, ;i roquoct to validate J credential of o 

second user. The server system identifies the credential of the second user to validate based on the request received 

from the device of the first user. The server system confirms that... 

CURRENT ASSIGNEES: MICROSTRATEGY INC 
US9516018 I US PATENTS I 06,DEC,2016 

41. Verification System 

In described embodiments, a verification system allows for registration of credential providing entities and storage 

of credential data from, and verified by, the credential providing entities, The verification system further allows for 

users, through a credential and verification device associated ... 

CURRENT MSIGNEES: VERIFY INC 
US20140304183 I US APPLICATIONS I 09·0CT•2014 

42. Peer forward authorization of digital requests 

E111uuui111~11L~ I11dy ~11a!Jle a user to 1orwaro authorize a spec,hc amount to a member of their payment pool by 

distributing a subtoken generated from a token issued to the user. The member of the payment pool may receive 

the subtoken through a delivery channel (e.g., by e-mail) and may utilize the ... 

CURRENT ASSIGNEES: VISA INTL SRVC ASSOC 
US~0160239842 I US APPLICATIONS ( 18-AUG-2016 

43. Systems, methods and apparatus for secure printing of negotiable instruments 

A secure system for requesting, approving, and printing negotiable instruments operates in a web-enabled browser­

based environment Users at a remote location connect to a central server usino A rnnvPntional browser on a cliint 

computer via the Internet or another network. The user provides a,,, 

CURRENT ASSIGNEES: MONCYGRAM PAYMENT SYS INC 

US20030014368 I US APPLICATIONS ( 16-JAN-2003 

44. Credential Verification using Credential Repository 

A credential repository securely stores user credentials. The credential repository may be accessed by multiple 

entities. Instead of having a user carry his credentials with him (e.g., on a credit card or driver's license, which can be 

lost or stolen), the user's credentials are retrieved from the,,. 

CURRENT ASSIGNEES: INTL BUSINESS MACHINES CORP 

US20090119756 I US APPLICATIONS I 07,MAY-2009 

"· Aullnmlltatlon systems and metnO(Hl tor credential activation and provisioning 

Authentirntinn ~ystems and methods are provided for credential Jctiv.:ition and/or provisioning. A transaction is 

made by a transaction processor to a user's credential account that contains a value and an activation code, The 

user retrieves thP. artivMinn r.ode from his or her account and provide~ it... 

CURRENT ASSIGNEES: VISA JNTL SRVC ASSOC 

US20160292686 I US APPLICATIONS I 06-0CT-2016 

◄6. Layered security for af!e verification and v~nse~ion authorilation 

A us11r may be willing to purchJsc items or particip~te in a pay-for servic~ urr~•~u uy ~ service provider. A service 

provider may wish to verify characteristics of the user prior to allowing transactions to take place, and may want to 

secure the transactions once the transactions are allowed. A .. , 

CURRENT ASSIGNEES: CARDLOGIX CORP 

US20130138570 I US APPLICATIONS ( 30-MAV-2013 

Credential Verification using Credential Repository 
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47. A credential repository securely stores user credentials. The credential repository may be access~d by 

multiple entities. Instead of ~avi,qjs.!=~'!/lf carry his c.Werf.!i0,1t~ith him (e.g.,4§i!Qilef\Mlt!\.9Ji-d or ! O Filters 

driver's license, which can be lost or stolen), the user's credentials are retrieved from the ... 

CURRENT ASSIGNEES: !NTL BUSINESS MACHINES CORP 

US20090119757 I US APPLICATIONS I 07-MAY-2009 

48. Peer forward authorization of digital requests 

Embodiments may enable a user to forward authorize a specific amount to a member of their payment pool by 

distributing a subtoken generated from a token issued to the user. The member of the payment pool may receive 

the subtoken through a delivery channel (e.g .. by e-mail) and may utilize the ... 

CURRENT ASSIGNEES: VISA INTL SRVC ASSOC 

WO20l6l30764Al I W!PO APPLICATIONS I 18-AUG-2016 

49. Layered security for age verification and transaction authorization 

A user may be willing to purchase item or participate in a pay-for service offered by a service provider. A service 

provider may wish to verify characteristics of the user prior to allowing transactions to take place, and may want to 

~~cure the transactlMS once the transactions are allowed. A ... 

CURRENT ASSIGNEES: ROSS BRUCE 
wmnB082329Al I W!PO IIPPLICIITIONS I 06 JUN-2013 

so. Verification System 

In described embodiments, a verification system allows for registration of credential providing entities and storage 

of credential data from, and verified by, the credential providi119 e,Hili;,;. Tin, v~1 ifit:ation system further allows for 

users, through a credential and verification device associated ... 

CURRENT ASSIGNEES: VERIFY INC 
US20150278824 I US APPLICATIONS I 0l·OCT-2015 
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amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection o! records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from tt1is system of records may be disclosed, as a routine use, to tt1e public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 

Pg. 85



Electronic Patent Application Fee Transmittal 

Application Number: 14982981 

Filing Date: 29-Dec-2015 

Title of Invention: 
FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF 
CREDENTIALS 

First Named Inventor/Applicant Name: Shaunt M. Sarkissian 

Filer: Jordan Anthony Kwan/Michelle Begay 

Attorney Docket Number: 14023 7 4.00032 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Pg. 86



  

        
Sub-Total in 

  

  

          

  

Description Fee Code Quantity Amount USD(S) 

Miscellaneous: 

STATUTORY OR TERMINAL DISCLAIMER 2814 1 160 160 

Total in USD (S$) 160 

   

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Miscellaneous: 

STATUTORY OR TERMINAL DISCLAIMER 2814 1 160 160 

Total in USO($) 160 

Pg. 87



Electronic Acknowledgement Receipt 

EFSID: 31034310 

Application Number: 14982981 

International Application Number: 

Confirmation Number: 6268 

Title of Invention: 
FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF 
CREDENTIALS 

First Named Inventor/Applicant Name: Shaunt M. Sarkissian 

Customer Number: 26285 

Filer: Jordan Anthony Kwan/Michelle Begay 

Filer Authorized By: Jordan Anthony Kwan 

Attorney Docket Number: 14023 7 4.00032 

Receipt Date: 22-NOV-2017 

Filing Date: 29-DEC-2015 

Time Stamp: 17:38:55 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $160 

RAM confirmation Number 112417INTEFSW00006903021818 

Deposit Account 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Pg. 88



File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

30062 

1 Miscellaneous Incoming Letter 
1402374_00032_ Transmittal. 

no 2 
pdf 

54 2 989ed abOed 13 b3f99d 6acf7 36eef83d Sc 
4d10 

Warnings: 

Information: 

114240 

2 Terminal Disclaimer Filed 
1402374_00032_ Terminal_Disc 

no 2 
laimer.pdf 

251 a7dce 1 ee81843bbc5924a0f7fa938599E 
16af 

Warnings: 

Information: 

30814 

3 Fee Worksheet (5B06) fee-info.pdf no 2 
cdd76086f1Sc7fb33420e5e86cf390fdf9470 

aa4 

Warnings: 

Information: 

Total Files Size (in bytes) 175116 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

Pg. 89



Attorney Docket No. 1402374.00032 PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Applicant: Shaunt M. Sarkissian ) Examiner: Nipa, W asika 
) 

Serial No: 14/982,981 ) Art Unit: 2433 
) 

Filing Date: December 29, 2015 ) 
) 

Confirmation No: 6268 ) 

Title: FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF CREDENTIALS 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

TRANSMITTAL FOR THE TERMINAL DISCLAIMER 

Submitter herewith is Terminal Disclaimer to obviate a double patenting rejection over Patent No. 

9,251,531. 

Claims 1-20 are rejected on the grounds of nonstatutory double patenting as being unpatentable 

over claims 1-20 of U.S. Patent No. 9,251,531. Applicant respectfully submits herewith a terminal 

disclaimer in compliance with 37 C.F.R. 1.32l(c). 

Applicant respectfully asserts that the claims in the present application are not identical to the 

claims in the '531 patent, and therefore the filing of the terminal disclaimer would obviate the issues in the 

nonstatutory double patenting rejection. For example, claim 1 of the present application is directed to a 

computer-implemented method "by an officially verifiable electronic representation (OVER) file verifying 

device." All of the method steps of claim 1, such as "accessing," "transmitting," "receiving," and 

"outputting," are performed by the "OVER file verifying device." An example of the OVER file verifying 

device is element 6 in Fig. 1. In contrast, claim 1 of the '531 patent is directed to a computer-implemented 

method by an "officially verifiable electronic representation (OVER) generation and verification engine." 

An example of the OVER file generation and verification engine is element 8 of Fig. 1. Clearly, the entities 

are completely distinct. There exist interactions between the OVER file verifying device and the OVER file 

1 
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generation and verification engine, which may explain why there are words in both sets of claims that are 

similar, but the actual meaning of the arrangement of the words in the claims directs the claim sets to 

completely different entities. In fact, the fact that there are interactions between the entities proves that the 

subject matter of the claims in the present application are distinct from those in the '531 patent. In addition, 

claim 1 of the present application recites "wherein the OVER file is itself a new credential of the user," and 

the claims of the '531 patent do not include such elements. 

Accordingly, Applicant respectfully requests that the rejection of claims 1-20 on the grounds of 

nonstatutory double patenting be withdrawn. 

If there are any additional charges, please charge Deposit Account No. 02-1818. 

Dated: November 22, 2017 

Respectfully submitted, 

K&L Gates LLP 

/Jordan A. Kwan/ 
Jordan A. Kwan 
Reg. No. 67,954 
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Applicant: Shaunt M. Sarkissian ) Examiner: NIPA, WASIKA 
) 

Serial No: 14/982,981 ) Art Unit: 2433 
) 

Filing Date: December 29, 2015 ) Atty. Docket No.: 1402374.00032 
) 

Confirmation No: 6268 ) 

Title: FILE FORMAT AND PLATFORM FOR STORAGE AND VERIFICATION OF 
CREDENTIALS 

AMENDMENT AND RESPONSE TO OFFICE ACTION 

VIA ELECTRONIC FILING 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

K&L Gates LLP 
Palo Alto, California 94301 

October 23, 2017 

The present Amendment and Response is in reply to the Non-Final Office Action 

dated April 21, 2017, in which the three-month period for response expires on July 21, 2017. In 

response to the Non-Final Office Action, Applicant submits the following: 

Amendments to the Claims according to the Listing of Claims beginning on 

page 2; and 

Remarks beginning on page 8. 
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Application Serial No. 14/982,981 
Amendment and Response Dated October 21, 2017 

Reply to Office Action Mailed April 21, 2017 

LISTING OF CLAIMS 

Please amend the claims as follows. This listing of claims will replace all prior 

versions and listing of claims in the application. 

CLAIMS 

1. (Currently Amended) A computer-implemented method comprising: 

accessing, by an officially verifiable electronic representation (OVER) file 

verifying device, an OVER file stored on an OVER file client device, the OVER file 

comprising: 

a virtual representation of [[the]]an original credential of a user that has 

been verified by an issuing agency to be an official representation of [[a]]the original 

credential of [[a]]the user for proving the user's identity or qualifications, based on 

information associated with the original credential of the user, wherein the OVER file is 

itself a new credential of the user; 

the OVER file generated by an OVER engine configured to: 

store the information associated with the original credential of the 

user; and 

transmit the generated OVER file to the OVER file client device; 

transmitting, by the OVER file verifying device, to the OVER engine, a verifying 

request to verify that the OVER file accessed from the client device authenticates the 

user; 

receiving, by the OVER file verifying device, an authentication message 

comprising an indication of whether [[the]]g scan associated with the OVER file on the 

OVER file client device of the user corresponds to the information associated with the 

original credential of the user that is stored in the OVER engine; and 

outputting a status indicator expressing whether the OVER file authenticates the 

user. 

2. (Currently Amended) The computer-implemented method of claim 1, wherein the OVER 

file is a first OVER file, the OVER file storage client device of the user is a first OVER file 

- 2 -
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storage client device of the user, the virtual representation is a first virtual representation, the 

official representation is a first official representation, the verifying request is a first verifying 

request, the authentication message is a first authentication message, the indication is a first 

indication, the status indicator is a first status indicator, and the method further comprises: 

accessing, by the OVER file verifying device, a second OVER file stored on a second 

OVER file client device of the user, the second OVER file comprising a second virtual 

representation of the original credential that has been verified by the issuing agency to be a 

second official representation of the original credential that is invalid for use in the first OVER 

file storage client device for authenticating the user, wherein the second OVER file is itself a 

second new credential over the first OVER file and the original credential; 

transmitting, by the OVER file verifying device, to the OVER engine, a second verifying 

request to verify that the second OVER file scanned at the second client device authenticates 

the user; 

receiving, by the OVER file verifying device, a second authentication message 

comprising a second indication of whether the second scan associated with the second OVER 

file on the device of the user corresponds to the information associated with the original 

credential of the user that is stored in the OVER engine; and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

3. (Currently Amended) The computer-implemented method of claim 1, wherein the OVER 

file further comprises a device identifier for the original credential configured to limit the original 

credential to the OVER file storage client device. 

4. (Original) The computer-implemented method of claim 1, wherein the OVER file further 

comprises user-specific information. 

5. (Original) The computer-implemented method of claim 4, wherein the user specific-

information comprises at least one of: 

biometric information, location information, a password, or a device identifier. 

- 3 -
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6. (Currently Amended) The computer-implemented method of claim 1, wherein the OVER 

file comprises a portion of the stefee original credential stored by the OVER engine. 

7. (Currently Amended) The computer-implemented method of claim 1, wherein the 

authentication message comprises an indication that the credential OVER file is expired. 

8. (Original) The computer-implemented method of claim 1, further comprising accessing, 

by the verifying device, from the client device, additional credential information associated with 

the OVER file indicating whether a secondary condition for authorizing the user has been 

satisfied. 

9. (Currently Amended) An officially verifiable electronic representation (OVER) file 

verifying device comprising: 

a processor; 

a memory unit operatively coupled to the processor, the memory unit configured to store 

information associated with an original credential of a user and a plurality of instructions, 

wherein the instructions are configured to cause the processor to perform operation comprising: 

accessing an OVER file stored on an OVER file client device, the OVER file 

comprising: 

a virtual representation of the original credential that has been verified by 

an issuing agency to be an official representation of [[a]]the original credential of 

[[a]]the user for proving the user's identity or qualifications, based on information 

associated with the original credential of the user, wherein the OVER file is itself 

a new credential of the user; 

the OVER file generated by an OVER engine configured to: 

store the information associated with the original credential of the 

user; and 

transmit the generated OVER file to the OVER file client device; 

transmitting to the OVER engine a verifying request to verify that the OVER file 

accessed from the client device authenticates the user; 

- 4 -
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receiving an authentication message comprising an indication of whether [[the]]g 

scan associated with the OVER file on the OVER file client device of the user 

corresponds to the information associated with the original credential of the user that is 

stored in the OVER engine; and 

outputting a status indicator expressing whether the OVER file authenticates the 

user. 

10. (Currently Amended) The device of claim 9, wherein the OVER file is a first OVER file, 

the OVER file storage client device of the user is a first OVER file storage client device of the 

user, the virtual representation is a first virtual representation, the official representation is a first 

official representation, the verifying request is a first verifying request, the authentication 

message is a first authentication message, the indication is a first indication, the status indicator 

is a first status indicator, and the operations further comprise: 

accessing a second OVER file stored on a second OVER file client device of the user, 

the second OVER file comprising a second virtual representation of the original credential that 

has been verified by the issuing agency to be a second official representation of the original 

credential that is invalid for use in the first OVER file storage client device for authenticating the 

user; 

transmitting to the OVER engine a second verifying request to verify that the second 

OVER file scanned at the second client device authenticates the user; 

receiving a second authentication message comprising a second indication of whether 

the second scan associated with the second OVER file on the device of the user corresponds to 

the information associated with the original credential of the user that is stored in the OVER 

engine; and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

11. (Currently Amended) The device of claim 9, wherein the OVER file further comprises a 

device identifier for the original credential configured to limit the original credential to the OVER 

file storage client device. 

- 5 -

Pg. 96



Application Serial No. 14/982,981 
Amendment and Response Dated October 21, 2017 

Reply to Office Action Mailed April 21, 2017 

12. (Original) The device of claim 9, wherein the OVER file further comprises user-specific 

information. 

13. (Original) The device of claim 12, wherein the user specific-information comprises at 

least one of: 

biometric information, location information, a password, or a device identifier. 

14. (Currently Amended) The device of claim 9, wherein the OVER file comprises a portion 

of the stefee original credential stored by the OVER engine. 

15. (Currently Amended) The device of claim 9, wherein the authentication message 

comprises an indication that the credential OVER file is expired. 

16. (Original) The device of claim 9, further comprising accessing, by the verifying device, 

from the client device, additional credential information associated with the OVER file indicating 

whether a secondary condition for authorizing the user has been satisfied. 

17. (Currently Amended) A non-transitory computer-readable medium comprising 

instructions that, when executed by a processor, cause the processor to perform operations 

comprising: 

accessing an OVER file stored on an OVER file client device, the OVER file 

comprising: 

a virtual representation of [[the]]an original credential that has been 

verified by an issuing agency to be an official representation of [[al]the original 

credential of a user for proving the user's identity or qualifications, based on 

information associated with the original credential of the user, wherein the OVER 

file is itself a new credential of the user; 

the OVER file generated by an OVER engine configured to: 

store the information associated with the original credential of the 

user; and 

transmit the generated OVER file to the OVER file client device; 

- 6 -
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transmitting to the OVER engine a verifying request to verify that the OVER file 

accessed from the client device authenticates the user; 

receiving an authentication message comprising an indication of whether [[the]]g 

scan associated with the OVER file on the OVER file client device of the user 

corresponds to the information associated with the original credential of the user that is 

stored in the OVER engine; and 

outputting a status indicator expressing whether the OVER file authenticates the 

user. 

18. (Currently Amended) The computer readable medium of claim 17, wherein the OVER file 

is a first OVER file, the OVER file storage client device of the user is a first OVER file storage 

client device of the user, the virtual representation is a first virtual representation, the official 

representation is a first official representation, the verifying request is a first verifying request, 

the authentication message is a first authentication message, the indication is a first indication, 

the status indicator is a first status indicator, and the operations further comprise: 

accessing a second OVER file stored on a second OVER file client device of the user, 

the second OVER file comprising a second virtual representation of the original credential that 

has been verified by the issuing agency to be a second official representation of the original 

credential that is invalid for use in the first OVER file storage client device for authenticating the 

user; 

transmitting to the OVER engine a second verifying request to verify that the second 

OVER file scanned at the second client device authenticates the user; 

receiving a second authentication message comprising a second indication of whether 

the second scan associated with the second OVER file on the device of the user corresponds to 

the information associated with the original credential of the user that is stored in the OVER 

engine; and 

outputting a second status indicator expressing whether the second OVER file 

authenticates the user. 

- 7 -
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19. (Currently Amended) The computer readable medium of claim 17, wherein the OVER file 

further comprises a device identifier for the original credential configured to limit the original 

credential to the OVER file storage client device. 

20. (Original) The computer readable medium of claim 17, wherein the OVER file further 

comprises user-specific information comprising at least one of: 

biometric information, location information, a password, or a device identifier. 

- 8 -
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REMARKS 

Claims 1-20 were pending in this application. Claims 1-3, 6-7, 9-11, 14-15 and 17-19 

are amended. Support for the amendments may be found throughout the specification, such as, 

for example, Figs. 1 and 2, and paragraphs [0025]-[0035] of the specification. Thus, claims 1-

20 remain pending. Favorable reconsideration of this application is respectfully requested in 

view of the following remarks. 

Examiner Interview 

Applicant thanks the Examiner for discussing the present application in an interview with 

the undersigned on July 11, 2017. During the interview, claim 1 was discussed. No agreement 

was reached. 

Claim Objections 

The Examiner has objected to claims 1-2, 6, 9-10, 14, 17 and 18 as failing to provide 

proper antecedent basis for the claimed subject matter and other formalities. 

Applicant thanks the Examiner for her attention to detail and has amended the claims 

accordingly. 

Double Patenting Rejection 

Claims 1, 9 and 17 are rejected on the grounds of nonstatutory double patenting as 

being unpatentable over claims 1 and 21 of U.S. Patent No. 9,251,531. Although the claims at 

issue are not identical, the Examiner alleges they are not patentably distinct from each other 

because the claims in the U.S. Patent No. 9,251,531 contains every element of claims of the 

instant application. 

Applicants respectfully disagrees with this characterization. While many of the words in 

the claims appear in both the present application and the claims of the '531 patent, a careful 

reading and understanding of the claims reveals that the claims are directed to entirely different 

subject matter. Principally, claim 1 of the present application is directed to a computer­

implemented method "by an officially verifiable electronic representation (OVER) file verifying 

device." All of the method steps of claim 1, such as "accessing," "transmitting," "receiving," and 

"outputting," are performed by the "OVER file verifying device." An example of the OVER file 

- 9 -
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verifying device is element 6 in Fig. 1. In contrast, claim 1 of the '531 patent is directed to a 

computer-implemented method by an "officially verifiable electronic representation (OVER) 

generation and verification engine." An example of the OVER file generation and verification 

engine is element 8 of Fig. 1. Clearly, the entities are completely distinct. There exist 

interactions between the OVER file verifying device and the OVER file generation and 

verification engine, which may explain why there are words in both sets of claims that are 

similar, but the actual meaning of the arrangement of the words in the claims directs the claim 

sets to completely different entities. As such, Applicant respectfully asserts that in fact, the '531 

patent does not contain every element of the claims of the instant application. 

Applicant invites the Examiner to contact the undersigned for any additional clarification 

on this issue, if desired. 

Rejections Under 35 U.S.C. § 103(a) 

At page 10, paragraph 8 of the Office Action, claims 1-20 were rejected under pre-AIA 

35 U.S.C. § 103(a) as allegedly being unpatentable over U.S. Patent Publication No. 

2009/0307756 to Kang, (Kang), in view of U.S. Patent Publication No. 2012/0240204 to 

Bhatnagar, et al., (Bhatnagar). Applicant respectfully traverses the obviousness rejection in 

view of the following remarks. 

As amended, claim 1 recites: 

1. (Currently Amended) A computer-implemented method comprising: 

accessing, by an officially verifiable electronic representation (OVER) file 

verifying device, an OVER file stored on an OVER file client device, the OVER file 

comprising: 

a virtual representation of [[the]]an original credential of a user that has 

been verified by an issuing agency to be an official representation of [[a]]the original 

credential of [[a]]the user for proving the user's identity or qualifications, based on 

information associated with the original credential of the user, wherein the OVER file is 

itself a new credential of the user; 

the OVER file generated by an OVER engine configured to: 

- 10 -
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store the information associated with the original credential of the 

user; and 

transmit the generated OVER file to the OVER file client device; 

transmitting, by the OVER file verifying device, to the OVER engine, a verifying 

request to verify that the OVER file accessed from the client device authenticates the 

user; 

receiving, by the OVER file verifying device, an authentication message 

comprising an indication of whether [[the]]g scan associated with the OVER file on the 

OVER file client device of the user corresponds to the information associated with the 

original credential of the user that is stored in the OVER engine; and 

outputting a status indicator expressing whether the OVER file authenticates the 

user. 

Applicant respectfully asserts that neither Kang nor Bhatnagar, taken either singly or in 

combination, teaches or suggests all of the elements of amended claim 1. 

For example, Applicant respectfully asserts that Kang in view of Bhatnagar fails to teach 

or suggest "the OVER file comprising: a virtual representation of an original credential of a user 

that has been verified by an issuing agency to be an official representation of the original 

credential of the user for proving the user's identity or qualifications, based on information 

associated with the original credential of the user, wherein the OVER file is itself a new 

credential of the user," as recited in claim 1. 

The Examiner alleges that the previously presented portions of these elements are 

disclosed in paragraphs [0044], [0048], and [0054] of Kang. Applicant respectfully disagrees 

that these paragraphs disclose the aforementioned elements of claim 1. 

Kang discloses an electronic document repository system 101 and methods for how to 

properly access and manipulate the electronic documents. There are described methods for 

authenticating the user and determining, based on that authentication, what level of access the 

user has to view and modify the electronic documents. 

However, these passages in Kang discuss three completely different aspects in the 

electronic document repository system 101. Paragraph [0044] discusses how an electronic 

document is first authenticated when it is entered into the system 101. Paragraph [0048] 

- 11 -
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discusses what the issuing module 106 does, i.e., controls and manages issuing the electronic 

documents according to a user's issue right, including protecting against forgeries and 

falsifications. Paragraph [0054] discusses a particular function of what the certification module 

109 does (see paragraph [0053]), i.e., generates a unique identifier of the certificate and a 

security value for guaranteeing integrity of the electronic document. 

It is unclear where these paragraphs discuss an OVER file comprising a virtual 

representation of an original credential of a user that has been verified by an issuing agency to 

be an official representation of the original credential of the user for proving the user's identity or 

qualifications, based on information associated with the original credential of the user, as recited 

in claim 1. While Kang discusses a method for verifying the integrity of electronic 

documents, it does not appear that a "credential of a user" is discussed in these passages at 

all, let alone an "OVER file comprising a virtual representation of an original credential of a 

user." Furthermore, it is unclear where these passages discuss any virtual representation that is 

"verified to be an official representation of the original credential of the user." 

The Examiner mentioned in the examiner interview that other references may be cited to 

teach these elements. Applicant invites the Examiner to supply any of these additional 

references to allegedly disclose these elements. 

In addition, and for clarity, claim 1 has been amended to clarify that the OVER file is 

itself a new credential of the user, distinct and separate from the original credential from which 

the OVER file is generated, at least in part. Kang makes no mention of such elements. 

Bhatnagar has not been relied on to teach the aforementioned elements of claim 1 , and 

indeed, Bhatnagar fails to make up for these deficiencies. Bhatnagar discusses systems and 

methods of authentication comprising use of one time passwords and out-of-band outbound 

communication channels. Nowhere does Bhatnagar discuss an OVER file comprising a virtual 

representation of an original credential of a user that has been verified by an issuing agency to 

be an official representation of the original credential of the user for proving the user's identity or 

qualifications, based on information associated with the original credential of the user, as recited 

in claim 1. 

Furthermore, on pages 12-13 of the Office Action, the Examiner represents that the 

elements "receiving, by the OVER file verifying device, an authentication message comprising 

- 12 -
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an indication of whether the scan associated with the OVER file on the device of the user 

corresponds to the information associated with the credential of the user that is stored in the 

OVER engine" of claim 1, are disclosed by Bhatnagar at paragraphs [0045] and [0046]. 

Bhatnagar discusses a method of authentication between four devices: a user handheld 

device, a service client, and service server, and an authentication server. A succinct description 

of the interactions are described in FIG. 6 of Bhatnagar. 

Claim 1 discusses three devices: an OVER file verifying device, an OVER engine, and a 

OVER file client device. It is unclear which of the four devices in Bhatnagar the examiner is 

representing correspond to the three devices described in claim 1. Clarification is desired so a 

proper response can be provided. It is also unclear, therefore, which of the devices in 

Bhatnagar represents the OVER file verifying device, and of these, which device Bhatnagar 

discloses "receiving, by the OVER file verifying device, an authentication message comprising 

an indication of whether a scan associated with the OVER file on the device of the user 

corresponds to the information associated with the original credential of the user that is stored in 

the OVER engine." Applicant respectfully asserts that the exact interactions between the OVER 

file verifying device, the OVER engine, and the OVER file client device, as recited in claim 1, are 

not properly matched in the teachings of Bhatnagar. Applicant requests that the Examiner 

provide more explanation of the interactions between the devices in Bhatnagar so that a proper 

comparison can be made. 

For at least these reasons, Applicant respectfully asserts that claim 1 is patentable over 

Kang in view of Bhatnagar, and is in condition for allowance. 

Claims 2-8, which depend from claim 1, are in condition for allowance for at least the 

reasons discussed in relation to claim 1, as well as for the additional elements they recite. 

Claim 2 

For additional emphasis, Applicant respectfully asserts that claim 2 is also patentable 

over Kang in view of Bhatnagar for the elements it individually recites. For example, Applicant 

respectfully asserts that Kang in view of Bhatnagar fails to teach or suggest "the second OVER 

file comprising a second virtual representation of the original credential that has been verified by 

the issuing agency to be a second official representation of the original credential that is invalid 

for use in the first OVER file client device for authenticating the user." In other words, 

- 13 -

Pg. 104



Application Serial No. 14/982,981 
Amendment and Response Dated October 21, 2017 

Reply to Office Action Mailed April 21, 2017 

claim 2 recites a computer implemented method that verifies two separate OVER files for 

authenticating the same user, using two separate OVER file client devices, because the second 

OVER file is invalid for use in the first OVER file client device. Bhatnagar fails to describe such a 

scenario, and Kang fails to make up for such a deficiency. 

Claims 9 and 17, which recite elements similar to claim 1, are in condition for allowance 

for at least the reasons discussed in relation to claim 1 , as well as for the additional elements 

they recite. 

Claims 10-16 and 18-20, which depend from their respective independent claims, are in 

condition for allowance for at least the reasons discussed in relation to their respective 

independent claims, as well as for the additional elements they recite. 

In view of the above, Applicant respectfully requests the withdrawal of the rejection 

under 35 U.S.C. § 103(a), and submits that the pending claims are in the condition for 

allowance. 

Conclusion 

In view of the foregoing remarks, Applicant respectfully submits that this application is 

now in condition for allowance. Accordingly, a timely Notice of Allowance to this effect is 

earnestly solicited. Nevertheless, Applicant respectfully requests that the Examiner contact the 

undersigned representative by telephone prior to issuing a subsequent Office Action to discuss 

any outstanding issues with this application in the event that the foregoing amendments and 

remarks fail to advance the present application to allowance. 

Applicant does not otherwise concede, however, the correctness of the Office Action 

rejections with respect to any of the claims discussed above. Accordingly, Applicant hereby 

reserves the right to make additional arguments as may be necessary to further distinguish the 

claims from the cited reference based on the additional features contained in the dependent 

claims that were not discussed above as well as aspects of the independent claims not directly 

addressed above. A detailed discussion of these differences is believed to be unnecessary at 

this time in view of the basic differences discussed above with respect to the independent 

claims. 

The Office is hereby authorized to charge any underpayment of fees, or credit any 

- 14 -
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overpayments, to Deposit Account No. 02-1818. Furthermore, if an extension is required, then 

the Applicant hereby requests such extension. 

Respectfully submitted, 

Date: October 23, 2017 /Jordan A. Kwan/ 
Jordan A. Kwan 
Reg. No. 67,954 

K&L GA TES LLP 
K&L Gates Center 
210 Sixth Avenue 
Pittsburgh, Pennsylvania 15222-2613 

Telephone: (650) 798-6734 
Fax: (650) 798-6701 
E-Mail: jordan.kwan@klgates.com 

Customer No. 26285 
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Applicant-Initiated Interview Summary 

Application No. 

14/982,981 

Examiner 

WASIKA NIPA 

All participants (applicant, applicant's representative, PTO personnel): 

(1) WAS/KA NIPA. 

(2) __ . 

Date of Interview: 11 Julv 2017. 

Type: ~ Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3)Jordan Kwan. 

(4) __ . 

D applicant's representative] 

~No. 

Issues Discussed 01 01 D112 01 02 ~1 03 □Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

ldentification of prior art discussed: Bhatnagar and Kang. 

Substance of Interview 

Applicant(s) 

SARKISSIAN, SHAUNT M. 

Art Unit 

2433 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicant's representative explained the concept of the invention and discussed claim 1. Applicant's representative 
discussed various sections of reiection and examiner explained in details how the claim mapping was performed in the 
office action in light of reference Bhatnagar and Kang. Examiner also clarified various limitations in the claim and 
explained how she interpreted them. No agreement was reached. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the 
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

~ Attachment 

/JAYESH JHAVERI/ 
Primary Examiner, Art Unit 2433 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) 

/WASIKA NIPA/ 
Examiner, Art Unit 2433 

Interview Summary Paper No. 20170717 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Examiner Interview Agenda 
Application No.: 14/982,981 
Attorney Docket No.: 120393CON // 1402374.00032 
Interview Date: 7/11/2017 @ 1 PM ET 

Examiner Interview Agenda re Final Office Action mailed April 21, 2017, for Application 
No. 14/982,981 

Date and Time: July 11, 2017 at 1PM Eastern Time 

Location: Call Examiner Nipa 571-272-8923 

Attendees: Exarruner Wasika Nipa, and Jordan Kwan 

Dear Exarruner Nipa, 

Thank you again for agreeing to discuss the above matter in an interview at the above 

scheduled time. Please see the following proposed points of discussion in preparation for the 

interview: 

1. Discuss generally the claims in light of the disclosure, to provide background and context. 

2. Discuss the rejection of claim 1 in light of Kang in view of Bhatnagar. 

Claim 1 recites: 

1. (Original) A computer-implemented method comprising: 

accessing, by an officially verifiable electronic representation (OVER) file verifying device, an 

OVER file stored on an OVER file client device (Bhatnagar [0043]), the OVER file 

compnsmg: 

a virtual representation of the credential that has been verified by an issuing agency to be an 

official representation of a credential of a user for proving the user's identity or qualifications, 

based on information associated with the credential of the user; (Kang [0044 ], [0048], [0054]) 

the OVER file generated by an OVER engine configured to: 

store the information associated with the credential of the user (Kang, [0063]); and 

transmit the generated OVER file to the OVER file client device (Kang [0071]); 
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transmitting, by the OVER file verifying device, to the OVER engine, a verifying request to 

verify that the OVER file accessed from the client device authenticates the user (Bhatnagar 

[0045], [0046]); 

receiving, by the OVER file verifying device, an authentication message comprising an 

indication of whether the scan associated with the OVER file on the device of the user 

corresponds to the information associated with the credential of the user that is stored in the 

OVER engine (Bhatnagar [0046]); and 

outputting a status indicator expressing whether the OVER file authenticates the user 

(Bhatangar [0053]). 

On pages 10-11 of the Non-Final Office Action dated April 21, 2017 (Office Action), the 

Examiner represents that the elements "the OVER file comprising: a virtual representation of the 

credential that has been verified by an issuing agency to be an official representation of a 

credential of a user for proving the user's identity or qualifications, based on information 

associated with the credential of the user" of claim 1 are disclosed in paragraphs [0044], [0048], 

and [0054] of Kang (US 2009/0307756). 

Kang discloses an electronic document repository system 101 and methods for how to 

properly access and manipulate the electronic documents. There are described methods for 

authenticating the user and determining, based on that authentication, what level of access the 

user has to view and modify the electronic documents. 

However, these passages in Kang discuss three completely different aspects in the 

electronic document repository system 101. Paragraph [0044] discusses how an electronic 

document is first authenticated when it is entered into the system 101. Paragraph [0048] 

discusses what the issuing module 106 does, i.e., controls and manages issuing the electronic 

documents according to a user's issue right, including protecting against forgeries and 

falsifications. Paragraph [0054] discusses a particular function of what the certification module 

109 does (see paragraph [0053]), i.e., generates a unique identifier of the certificate and a 

security value for guaranteeing integrity of the electronic document. 

It is unclear where these paragraphs discuss an OVER file comprising a virtual 

representation of the credential that has been verified by an issuing agency to be an official 

2 
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representation of a credential of a user for proving the user's identity or qualifications, based 

on information associated with the credential of the user, as recited in claim 1. It is unclear 

where a virtual representation of the credential is described in these paragraphs, including where 

that virtual representation is verified to represent the credential. Clarification is desired. 

On pages 12-13 of the Office Action, the Examiner represents that the elements 

"receiving, by the OVER file verifying device, an authentication message comprising an 

indication of whether the scan associated with the OVER file on the device of the user 

corresponds to the information associated with the credential of the user that is stored in the 

OVER engine" of claim 1 are disclosed by Bhatnagar (2012/0240204) at paragraphs [0045] and 

[0046]. 

Bhatnagar discusses a method of authentication between four devices: a user handheld 

device, a service client, and service server, and an authentication server. A succinct description 

of the interactions are described in FIG. 6 of Bhatnagar. 

Claim 1 discusses three devices: an OVER file verifying device, an OVER engine, and a 

client device. It is unclear which of the four devices in Bhatnagar the examiner is representing 

correspond to the three devices described in claim 1. Clarification is desired so a proper 

response can be provided. It is also unclear, therefore, which of the devices in Bhatnagar 

represents the OVER file verifying device, and of these, which device Bhatnagar discloses 

"receiving, by the OVER file verifying device, an authentication message comprising an 

indication of whether the scan associated with the OVER file on the device of the user 

corresponds to the information associated with the credential of the user that is stored in the 

OVER engine." Clarification is desired. 

3. In generaL the claims at issue mirror the claims of issued U.S. Patent 9,251,531, 

except that the claims are drawn to the third device in the system described in the disclosure, i.e., 

the OVER file verifying device. As such, it is unclear why the claims of U.S. Patent 9,251,531 

are allowed and these would not be. 

3 
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Detailed Action 

1. The present application is being examined under the pre-AIA first to invent 

provisions. 

2. In the event the determination of the status of the application as subject 

to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 

and 103) is incorrect, any correction of the statutory basis for the 

rejection will not be considered a new ground of rejection if the prior art 

relied upon, and the rationale supporting the rejection, would be the 

same under either status. 

Page 2 

3. Claims 1-20, as originally filed, are currently pending and have been considered 

below. Claim 1, 9 and 17 are independent claim. 

Priority 

4. The application is a continuation of 13/794,878 (US Patent No. 9,251,531) 

which claims benefit of 61/740,731 filed on 12/21/2012. 

Claim Objection 

5. Claim 1-2, 6, 9-10, 14 and 17-18 are objected to as failing to provide proper 

antecedent basis for the claimed subject matter. 
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Claim 1, 9 and 17 recite, "a virtual representation of the credential" and 

"whether the scan associated with the OVER file on the device of the user" 

and "the OVER file is accessed from the client device". 

Claim 1, 9 and 17 recite an OVER file verifying device and OVER file 

client device. So "the device" should refer to "the OVER file client device". 

Claim 2, 10 and 18 recite "the OVER file storage client device". 

Claim 6 and 14 recite, "the stored credential". 

Appropriate correction is required. 

Double Patenting 

6. The nonstatutory double patenting rejection is based on a judicially created 

doctrine grounded in public policy (a policy reflected in the statute) so as to 

prevent the unjustified or improper timewise extension of the "right to exclude" 

granted by a patent and to prevent possible harassment by multiple assignees. 

A nonstatutory obviousness-type double patenting rejection is appropriate 

where the conflicting claims are not identical, but at least one examined 

application claim is not patentably distinct from the reference claim(s) because 

the examined application claim is either anticipated by, or would have been 

obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 

USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 

2010 (Fed. Cir. 1993); In re Langi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 

1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re 
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Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 

F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321 (c) or 

1.321 (d) may be used to overcome an actual or provisional rejection based on a 

nonstatutory double patenting ground provided the conflicting application or 

patent either is shown to be commonly owned with this application, or claims an 

invention made as a result of activities undertaken within the scope of a joint 

research agreement. A terminal disclaimer must be signed in compliance with 

37 CFR 1.321 (b). 

The USPTO internet Web site contains terminal disclaimer forms which 

may be used. Please visit http://www.uspto.gov/forms/. The filing date of the 

application will determine what form should be used. A web-based eTerminal 

Disclaimer may be filled out completely online using web-screens. An eTerminal 

Disclaimer that meets all requirements is auto-processed and approved 

immediately upon submission. For more information about eTerminal 

Disclaimers, refer to http://www.uspto.gov/patents/process/file/efs/guidance/eTD­

info-l. isp. 

Claims 1, 9 and 17 are rejected on the ground of nonstatutory double 

patenting as being unpatentable over claims 1 and 21 of U.S. Patent No. 

9,251,531 B2. Although the claims at issue are not identical, they are not 

patentably distinct from each other because the claims in the U.S. Patent No. 

9,251,531 B2 contains every element of claims of the instant application. Please 
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see the claim mapping below. A later patent claim is not patentably distinct from 

an earlier patent claim if the later claim is obvious over, or anticipated by, the 

earlier claim. In re Langi, 759 F.2d at 896, 225 USPQ at 651 (affirming a holding 

of obviousness-type double patenting because the claims at issue were obvious 

over claims in four prior art patents); In re Berg, 140 F.3d at 1437, 46 USPQ2d at 

1233 (Fed. Cir. 1998) (affirming a holding of obviousness-type double patenting 

where a patent application claim to a genus is anticipated by a 35 patent claim to 

a species within that genus). "ELI LILLY AND COMPANY v BARR 

LABORATORIES, INC., United States Court of Appeals for the Federal Circuit, 

ON PETITION FOR REHEARING EN BANC (DECIDED: May 30, 2001 ). 

Claim 1 and 17 of current application No. 14/982,981 is anticipated by 

claim 1 of US Patent No. 9,251,531 B2. Claims 2-8 and 18-20 are rejected 

because of their dependency on claim 1 and claim 17 respectively. 

Claim 9 of current application No. 14/982,981 is anticipated by claim 21 of 

US Patent No. 9,251,531 B2. Claims 10-16 are rejected because of their 

dependency on claim 9. 

U.S. Patent No. 9,251,531 B2 discloses following limitations of claim 1, 9 

and 17 as shown in the table below. 

Current Application No.(14/982,981) Patent No.US 9,251,531 B2 (13/794,878) 

Claim 1: Claim 1: 

1. A computer-implemented method 1. A computer-implemented method 
comprising: 
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accessing, by an officially verifiable 
electronic representation (OVER) file 
verifying device, an OVER file stored on 
an OVER file client device, the OVER file 
comprising: 

a virtual representation of the credential 
that has been verified by an issuing 
agency to be an official representation of 
a credential of a user for proving the 
user's identity or qualifications, based on 
information associated with the credential 
of the user; 

the OVER file generated by an OVER 
engine configured to: 

store the information associated with the 
credential of the user; and 

transmit the generated OVER file to the 
OVER file client device; 

transmitting, by the OVER file verifying 
device, to the OVER engine, a verifying 
request to verify that the OVER file 
accessed from the client device 
authenticates the user; 

receiving, by the OVER file verifying 
device, an authentication message 
comprising an indication of whether the 
scan associated with the OVER file on the 
device of the user corresponds to the 
information associated with the credential 
of the user that is stored in the OVER 
engine; and 

outputting a status indicator expressing 

Page 6 

comprising: 

receiving, from an OVER file third-party 
client verifying device, a verifying request to 
verify that the OVER file transmitted to the 
user authenticates the user based on a 
scan associated with the OVER file on the 
OVER file store client device of the user; 

generating, by a processor of the OVER 
engine, an OVER file comprising a virtual 
representation of the credential that has 
been verified by an issuing agency to be an 
official representation of the credential, 
based on the information associated with 
the credential of the user; 

storing, in a memory of an officially 
verifiable electronic representation (OVER) 
generation and verification engine, 
information associated with a credential of 
a user for proving the user's identity or 
qualifications; 

transmitting, to the OVER file storage client 
device of the user, the OVER file in 
response to the OVER file generation 
request; 

receiving, from an OVER file storage client 
device of the user, an OVER file generation 
request to provide authentication of the 
user based on the information associated 
with the credential; 

verifying that the scan associated with the 
OVER file corresponds with the information 
associated with the credential of the user 

Pg. 126



Application/Control Number: 14/982,981 

Art Unit: 2433 

whether the OVER file authenticates the 
user. 

Claim 9: 

9. An officially verifiable electronic 
representation (OVER) file verifying 
device comprising: 

a processor; 

a memory unit operatively coupled to the 
processor, the memory unit configured to 
store information associated with a 
credential of a user and a plurality of 
instructions, wherein the instructions are 
configured to cause the processor to 
perform operation comprising: 

accessing an OVER file stored on an 
OVER file client device, the OVER file 
comprising: 

a virtual representation of the credential 
that has been verified by an issuing 
agency to be an official representation of 
a credential of a user for proving the 
user's identity or qualifications, based on 
information associated with the credential 
of the user; 

Page 7 

that is stored in the OVER engine, in 
response to the verifying request; and 

transmitting, to the OVER file third-party 
client verifying device, an authentication 
message comprising an indication of 
whether the scan associated with the 
OVER file on the device of the user 
corresponds to the information associated 
with the credential of the user that is stored 
in the OVER engine. 

Claim 21: 

21. An apparatus comprising: 

a processor; 

a memory unit operatively coupled to the 
processor, the memory unit configured to 
store information associated with a 
credential of a user and a plurality of 
instructions, wherein the instructions are 
configured to program the processor to: 

receive, from an officially verifiable 
electronic representation (OVER) file 
storage client device of the user, an OVER 
file generation request to provide 
authentication of the user based on the 
information associated with the credential; 

generate an OVER file comprising a virtual 
representation of the credential that has 
been verified by an issuing agency to be an 
official representation the credential, based 
on the information associated with the 
credential of the user; 
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the OVER file generated by an OVER 
engine configured to: 

store the information associated with the 
credential of the user; and 

transmit the generated OVER file to the 
OVER file client device; 

transmitting to the OVER engine a 
verifying request to verify that the OVER 
file accessed from the client device 
authenticates the user; 

receiving an authentication message 
comprising an indication of whether the 
scan associated with the OVER file on the 
device of the user corresponds to the 
information associated with the credential 
of the user that is stored in the OVER 
engine; and 

outputting a status indicator expressing 
whether the OVER file authenticates the 
user. 

Claim 17: 

17. A non-transitory computer-readable 
medium comprising instructions that, 
when executed by a processor, cause the 
processor to perform operations 
comprising: 

accessing an OVER file stored on an 
OVER file client device, the OVER file 
comprising: 

Page 8 

transmit, to the OVER file storage client 
device of the user, the OVER file in 
response to the first OVER file generation 
request; 

transmit, to the OVER file third-party client 
verifying device, an authentication message 
comprising a status indicator indicating 
whether the OVER file corresponds to the 
credential of the user; 

receive, from an OVER file third-party client 
verifying device, a verifying request to verify 
that the OVER file transmitted to the device 
of the user authenticates the user based on 
a scan associated with the OVER file on 
the device of the user; 

verify that the scan associated with the 
OVER file corresponds with the information 
associated with the credential of the user, 
in response to the verifying request; and 

Claim 1: 

1. A computer-implemented method 
comprising: 

receiving, from an OVER file third-party 
client verifying device, a verifying request to 
verify that the OVER file transmitted to the 
user authenticates the user based on a 
scan associated with the OVER file on the 
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a virtual representation of the credential 
that has been verified by an issuing 
agency to be an official representation of 
a credential of a user for proving the 
user's identity or qualifications, based on 
information associated with the credential 
of the user; 

the OVER file generated by an OVER 
engine configured to: 

store the information associated with the 
credential of the user; and 

transmit the generated OVER file to the 
OVER file client device; 

transmitting to the OVER engine a 
verifying request to verify that the OVER 
file accessed from the client device 
authenticates the user; 

receiving an authentication message 
comprising an indication of whether the 
scan associated with the OVER file on the 
device of the user corresponds to the 
information associated with the credential 
of the user that is stored in the OVER 
engine; and 

outputting a status indicator expressing 
whether the OVER file authenticates the 
user. 
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OVER file store client device of the user; 

generating, by a processor of the OVER 
engine, an OVER file comprising a virtual 
representation of the credential that has 
been verified by an issuing agency to be an 
official representation of the credential, 
based on the information associated with 
the credential of the user; 

storing, in a memory of an officially 
verifiable electronic representation (OVER) 
generation and verification engine, 
information associated with a credential of 
a user for proving the user's identity or 
qualifications; 

transmitting, to the OVER file storage client 
device of the user, the OVER file in 
response to the OVER file generation 
request; 

receiving, from an OVER file storage client 
device of the user, an OVER file generation 
request to provide authentication of the 
user based on the information associated 
with the credential; 

verifying that the scan associated with the 
OVER file corresponds with the information 
associated with the credential of the user 
that is stored in the OVER engine, in 
response to the verifying request; and 

transmitting, to the OVER file third-party 
client verifying device, an authentication 
message comprising an indication of 
whether the scan associated with the 
OVER file on the device of the user 
corresponds to the information associated 
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with the credential of the user that is stored 
in the OVER engine. 

This is a non-provisional non-statutory double patenting rejection because 

the conflicting claims have been patented. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis 

for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

8. Claim 1-20 are rejected under pre-Al A 35 U.S.C. 103(a) as being 

unpatentable over Kang (US Patent Application Publication No. 

2009/0307756 A1) in view of Bhatnagar (US Patent Application Publication 

No. 2012/0240204 A 1 ). 

9. Regarding Claim 1, Kang discloses a computer-implemented method 

comprising: 

the OVER file comprising: 

a virtual representation of the credential that has been verified by 

an issuing agency to be an official representation of a credential of a 
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user for proving the user's identity or qualifications, based on information 

associated with the credential of the user (Kang, 1[[0044], the electronic 

document repository system checks the electronic document information 

package, produces metadata, appends authentication information such 

as an electronic signature. 1[[0048], the issuing module serves to control 

and manage issuing of the electronic document according to user's issue 

right upon receipt of a request from the user. Also 1[[0054], the issued 

certificate includes a name of an issue requester, an identification 

number of the issue requester, a serial number of the certificate, a 

validity period etc); 

the OVER file generated by an OVER engine configured to: 

store the information associated with the credential of the user 

(Kang, 1[[0063], the registration module produces additional metadata, 

appends authentication information associated with the electronic 

document and stores the electronic document in the database); 

and transmit the generated OVER file to the OVER file client device 

(Kang, 1[[0071], the reading module performs security processing on the 

reading information package for transmission and transmits the resultant 

information package to the user); 

Kang does not appear to disclose the following limitation that 

Bhatnagar discloses: 

Page 11 
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accessing, by an officially verifiable electronic representation 

(OVER) file verifying device, an OVER file stored on an OVER file client 

device (Bhatnagar, 1[[0043], a portable communication device scans the 

barcode of a user device) 

transmitting, by the OVER file verifying device, to the OVER 

engine, a verifying request to verify that the OVER file accessed from the 

client device authenticates the user (Bhatnagar, 1[[0045], the barcode is 

decoded to obtain user information and third party server credential. The 

portable communication device transmits the user information and third 

party credential to an authentication server. 1[[0046], the authentication 

server compares the user information and third party server credential to 

a database. The authentication server transmits the authentication 

results to the portable communication device and also to the service 

server); 

receiving, by the OVER file verifying device, an authentication 

message comprising an indication of whether the scan associated with 

the OVER file on the device of the user corresponds to the information 

associated with the credential of the user that is stored in the OVER 

engine (Bhatnagar, 1[[0046], the authentication server compares the user 

information and third party server credential to a database. The 

authentication server transmits the authentication results to the portable 

communication device); and 
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outputting a status indicator expressing whether the OVER file 

authenticates the user (Bhatnagar, 1[[0053], the authentication server 

transmits whether or not the authentication was successful to the 

portable communication device which can display the result to the user). 

Page 13 

Kang in view of Bhatnagar are analogous art because they are from the 

"same field of endeavor" and are from the same "problem solving area". 

Namely, they pertain to the field of "authentication and authorization based on 

user credential". It would have been obvious to a person of ordinary skill in the 

art at the time the invention was made to modify the invention of Kang in view of 

Bhatnagar to include the idea of authentication mechanism that relies upon 

scanning and transmitting user credential to the authorization server or the 

issuer to make sure the user provided log in information is valid. This 

overcomes the vulnerabilities of static password. 

10. Regarding claim 2, Kang in view of Bhatnagar discloses the computer­

implemented method of claim 1, wherein the OVER file is a first OVER file, the 

OVER file storage client device of the user is a first OVER file storage client 

device of the user, the virtual representation is a first virtual representation, the 

official representation is a first official representation, the verifying request is a 

first verifying request, the authentication message is a first authentication 

message, the indication is a first indication, the status indicator is a first status 

indicator (Kang, 1[[0044], the electronic document repository system checks the 
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electronic document information package, produces metadata, appends 

authentication information such as an electronic signature. 1[[0048], the issuing 

module serves to control and manage issuing of the electronic document 

according to user's issue right upon receipt of a request from the user. Also 

1[[0054], the issued certificate includes a name of an issue requester, an 

identification number of the issue requester, a serial number of the certificate, a 

validity period etc), and the method further comprises: 

accessing, by the OVER file verifying device, a second OVER file stored 

on a second OVER file client device of the user, the second OVER file 

comprising a second virtual representation of the credential that has been 

verified by the issuing agency to be a second official representation of the 

credential that is invalid for use in the first OVER file storage client device for 

authenticating the user (Bhatnagar, 1[[0043], a portable communication device 

scans the barcode of a user device); 

transmitting, by the OVER file verifying device, to the OVER engine, a 

second verifying request to verify that the second OVER file scanned at the 

second client device authenticates the user (Bhatnagar, 1[[0045], the barcode is 

decoded to obtain user information and third party server credential. The 

portable communication device transmits the user information and third party 

credential to an authentication server. 1[[0046], the authentication server 

compares the user information and third party server credential to a database. 
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The authentication server transmits the authentication results to the portable 

communication device and also to the service server); 

receiving, by the OVER file verifying device, a second authentication 

message comprising a second indication of whether the second scan 

associated with the second OVER file on the device of the user corresponds to 

the information associated with the credential of the user that is stored in the 

OVER engine (Bhatnagar, 1[[0046], the authentication server compares the user 

information and third party server credential to a database. The authentication 

server transmits the authentication results to the portable communication 

device); and 

outputting a second status indicator expressing whether the second OVER 

file authenticates the user (Bhatnagar, 1[[0053], the authentication server 

transmits whether or not the authentication was successful to the portable 

communication device which can display the result to the user). 

11. Regarding claim 3, Kang in view of Bhatnagar discloses the computer­

implemented method of claim 1, wherein the OVER file further comprises a 

device identifier for the credential configured to limit the credential to the OVER 

file storage client device (Bhatnagar, 1[[0041], generating a barcode includes 

generating multidimensional dynamic barcode based on a preconfigured user 

identifier. 1[[0050], the user database includes information related to each user 

or user device such as identification information of the user or device). 
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12. Regarding claim 4, Kang in view of Bhatnagar discloses the computer­

implemented method of claim 1, wherein the OVER file further comprises user­

specific information (Kang, 1[[0014], the certificate includes a name of an issue 

requester, a social security number, a serial number of the certificate, an issue 

request date, a validity period of the certificate, repository identity information 

etc). 

13. Regarding claim 5, Kang in view of Bhatnagar discloses the computer­

implemented method of claim 4, wherein the user specific-information 

comprises at least one of: biometric information, location information, a 

password, or a device identifier (Bhatnagar, 1[[0041], generating a barcode 

includes generating multidimensional dynamic barcode based on a 

preconfigured user identifier. 1[[0050], the user database includes information 

related to each user or user device such as identification information of the user 

or device). 

14. Regarding claim 6, Kang in view of Bhatnagar discloses the computer­

implemented method of claim 1, wherein the OVER file comprises a portion of 

the stored credential (Kang, 1[[0063], the registration module produces 

additional metadata, appends authentication information associated with the 

electronic document and stores the electronic document in the database). 
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15. Regarding claim 7, Kang in view of Bhatnagar discloses the computer­

implemented method of claim 1, wherein the authentication message comprises 

an indication that the credential is expired (Kang, 1[[0015], management module 

discards the stored electronic document that has been stored for long time. Also 

1[[0051], management module notifies the user when the storage period has 

expired). 

16. Regarding Claim 8, Kang in view of Bhatnagar discloses the computer­

implemented method of claim 1, further comprising accessing, by the 

verifying device, from the client device, additional credential information 

associated with the OVER file indicating whether a secondary condition 

for authorizing the user has been satisfied (Bhatnagar, 1[[0043], a 

portable communication device scans the barcode of a user device). 

17. Regarding Claim 9, Kang discloses an officially verifiable electronic 

representation (OVER) file verifying device comprising: 

the OVER file comprising: 

a virtual representation of the credential that has been verified by 

an issuing agency to be an official representation of a credential of a 

user for proving the user's identity or qualifications, based on information 

associated with the credential of the user (Kang, 1[[0044], the electronic 
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document repository system checks the electronic document information 

package, produces metadata, appends authentication information such 

as an electronic signature. 1[[0048], the issuing module serves to control 

and manage issuing of the electronic document according to user's issue 

right upon receipt of a request from the user. Also 1[[0054], the issued 

certificate includes a name of an issue requester, an identification 

number of the issue requester, a serial number of the certificate, a 

validity period etc); 

the OVER file generated by an OVER engine configured to: 

store the information associated with the credential of the user 

(Kang, 1[[0063], the registration module produces additional metadata, 

appends authentication information associated with the electronic 

document and stores the electronic document in the database); 

and transmit the generated OVER file to the OVER file client device 

(Kang, 1[[0071], the reading module performs security processing on the 

reading information package for transmission and transmits the resultant 

information package to the user); 

Kang does not appear to disclose the following limitation that 

Bhatnagar discloses: 

a processor (Bhatnagar, 1[[0048], processor); 

a memory unit operatively coupled to the processor (Bhatnagar, 

1[[0048], memory), the memory unit configured to store information 
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associated with a credential of a user and a plurality of instructions, 

wherein the instructions are configured to cause the processor to 

perform operation comprising: 

accessing an OVER file stored on an OVER file client device 

(Bhatnagar, 1[[0043], a portable communication device scans the 

barcode of a user device); 

transmitting to the OVER engine a verifying request to verify that 

the OVER file accessed from the client device authenticates the user 

(Bhatnagar, 1[[0045], the barcode is decoded to obtain user information 

and third party server credential. The portable communication device 

transmits the user information and third party credential to an 

authentication server. 1[[0046], the authentication server compares the 

user information and third party server credential to a database. The 

authentication server transmits the authentication results to the portable 

communication device and also to the service server); 

receiving an authentication message comprising an indication of 

whether the scan associated with the OVER file on the device of the user 

corresponds to the information associated with the credential of the user 

that is stored in the OVER engine (Bhatnagar, 1[[0046], the authentication 

server compares the user information and third party server credential to 

a database. The authentication server transmits the authentication 

results to the portable communication device); and 
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outputting a status indicator expressing whether the OVER file 

authenticates the user (Bhatnagar, 1[[0053], the authentication server 

transmits whether or not the authentication was successful to the 

portable communication device which can display the result to the user). 

Kang in view of Bhatnagar are analogous art because they are from 

the "same field of endeavor" and are from the same "problem solving 

area". Namely, they pertain to the field of "authentication and 

authorization based on user credential". It would have been obvious to a 

person of ordinary skill in the art at the time the invention was made to 

modify the invention of Kang in view of Bhatnagar to include the idea of 

authentication mechanism that relies upon scanning and transmitting 

user credential to the authorization server or the issuer to make sure the 

user provided log in information is valid. This overcomes the 

vulnerabilities of static password. 
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18. Regarding claim 10, Kang in view of Bhatnagar discloses the device of claim 

9, wherein the OVER file is a first OVER file, the OVER file storage client device 

of the user is a first OVER file storage client device of the user, the virtual 

representation is a first virtual representation, the official representation is a first 

official representation, the verifying request is a first verifying request, the 

authentication message is a first authentication message, the indication is a first 

indication, the status indicator is a first status indicator (Kang, 1[[0044], the 

Pg. 140



Application/Control Number: 14/982,981 

Art Unit: 2433 

Page 21 

electronic document repository system checks the electronic document 

information package, produces metadata, appends authentication information 

such as an electronic signature. 1[[0048], the issuing module serves to control 

and manage issuing of the electronic document according to user's issue right 

upon receipt of a request from the user. Also 1[[0054], the issued certificate 

includes a name of an issue requester, an identification number of the issue 

requester, a serial number of the certificate, a validity period etc), and the 

operations further comprise: 

accessing a second OVER file stored on a second OVER file client device 

of the user, the second OVER file comprising a second virtual representation of 

the credential that has been verified by the issuing agency to be a second 

official representation of the credential that is invalid for use in the first OVER 

file storage client device for authenticating the user (Bhatnagar, 1[[0043], a 

portable communication device scans the barcode of a user device); 

transmitting to the OVER engine a second verifying request to verify that 

the second OVER file scanned at the second client device authenticates the 

user (Bhatnagar, 1[[0045], the barcode is decoded to obtain user information 

and third party server credential. The portable communication device transmits 

the user information and third party credential to an authentication server. 

1[[0046], the authentication server compares the user information and third party 

server credential to a database. The authentication server transmits the 
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authentication results to the portable communication device and also to the 

service server); 

receiving a second authentication message comprising a second 

indication of whether the second scan associated with the second OVER file on 

the device of the user corresponds to the information associated with the 

credential of the user that is stored in the OVER engine (Bhatnagar, 1[[0046], 

the authentication server compares the user information and third party server 

credential to a database. The authentication server transmits the authentication 

results to the portable communication device); and 

outputting a second status indicator expressing whether the second OVER 

file authenticates the user (Bhatnagar, 1[[0053], the authentication server 

transmits whether or not the authentication was successful to the portable 

communication device which can display the result to the user). 

19. Regarding Claim 11, Kang in view of Bhatnagar discloses the device of 

claim 9, wherein the OVER file further comprises a device identifier for 

the credential configured to limit the credential to the OVER file storage 

client device (Bhatnagar, 1[[0041], generating a barcode includes 

generating multidimensional dynamic barcode based on a preconfigured 

user identifier. 1[[0050], the user database includes information related to 

each user or user device such as identification information of the user or 

device). 
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20. Regarding Claim 12, Kang in view of Bhatnagar discloses the device of 

claim 9, wherein the OVER file further comprises user-specific 

information (Kang, 1[[0014], the certificate includes a name of an issue 

requester, a social security number, a serial number of the certificate, an 

issue request date, a validity period of the certificate, repository identity 

information etc). 

21. Regarding claim 13, Kang in view of Bhatnagar discloses the device of 

claim 12, wherein the user specific-information comprises at least one of: 

biometric information, location information, a password, or a device 

identifier (Bhatnagar, 1[[0041], generating a barcode includes generating 

multidimensional dynamic barcode based on a preconfigured user 

identifier. 1[[0050], the user database includes information related to each 

user or user device such as identification information of the user or 

device). 

22. Regarding Claim 14, Kang in view of Bhatnagar discloses the device of 

claim 9, wherein the OVER file comprises a portion of the stored 

credential (Kang, 1[[0063], the registration module produces additional 

metadata, appends authentication information associated with the 
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electronic document and stores the electronic document in the 

database). 

23. Regarding Claim 15, Kang in view of Bhatnagar discloses the device of 

claim 9, wherein the authentication message comprises an indication 

that the credential is expired (Kang, 1[[0015], management module 

discards the stored electronic document that has been stored for long 

time. Also 1[[0051], management module notifies the user when the 

storage period has expired). 

24. Regarding Claim 16, Kang in view of Bhatnagar discloses the device of 

claim 9, further comprising accessing, by the verifying device, from the 

client device, additional credential information associated with the OVER 

file indicating whether a secondary condition for authorizing the user has 

been satisfied (Bhatnagar, 1[[0043], a portable communication device 

scans the barcode of a user device). 

25. Regarding Claim 17, Kang discloses a non-transitory computer­

readable medium comprising instructions that, when executed by a 

processor, cause the processor to perform operations comprising: 

the OVER file comprising: 

Page 24 

Pg. 144



Application/Control Number: 14/982,981 

Art Unit: 2433 

a virtual representation of the credential that has been verified by 

an issuing agency to be an official representation of a credential of a 

user for proving the user's identity or qualifications, based on information 

associated with the credential of the user (Kang, 1[[0044], the electronic 

document repository system checks the electronic document information 

package, produces metadata, appends authentication information such 

as an electronic signature. 1[[0048], the issuing module serves to control 

and manage issuing of the electronic document according to user's issue 

right upon receipt of a request from the user. Also 1[[0054], the issued 

certificate includes a name of an issue requester, an identification 

number of the issue requester, a serial number of the certificate, a 

validity period etc); 

the OVER file generated by an OVER engine configured to: 

store the information associated with the credential of the user 

(Kang, 1[[0063], the registration module produces additional metadata, 

appends authentication information associated with the electronic 

document and stores the electronic document in the database); 

and transmit the generated OVER file to the OVER file client device 

(Kang, 1[[0071], the reading module performs security processing on the 

reading information package for transmission and transmits the resultant 

information package to the user); 
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Kang does not appear to disclose the following limitation that 

Bhatnagar discloses: 

accessing an OVER file stored on an OVER file client device 

(Bhatnagar, 1[[0043], a portable communication device scans the 

barcode of a user device); 

transmitting to the OVER engine a verifying request to verify that 

the OVER file accessed from the client device authenticates the user 

(Bhatnagar, 1[[0045], the barcode is decoded to obtain user information 

and third party server credential. The portable communication device 

transmits the user information and third party credential to an 

authentication server. 1[[0046], the authentication server compares the 

user information and third party server credential to a database. The 

authentication server transmits the authentication results to the portable 

communication device and also to the service server); 

receiving an authentication message comprising an indication of 

whether the scan associated with the OVER file on the device of the user 

corresponds to the information associated with the credential of the user 

that is stored in the OVER engine (Bhatnagar, 1[[0046], the authentication 

server compares the user information and third party server credential to 

a database. The authentication server transmits the authentication 

results to the portable communication device); and 
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outputting a status indicator expressing whether the OVER file 

authenticates the user (Bhatnagar, 1[[0053], the authentication server 

transmits whether or not the authentication was successful to the 

portable communication device which can display the result to the user). 

Kang in view of Bhatnagar are analogous art because they are from 

the "same field of endeavor" and are from the same "problem solving 

area". Namely, they pertain to the field of "authentication and 

authorization based on user credential". It would have been obvious to a 

person of ordinary skill in the art at the time the invention was made to 

modify the invention of Kang in view of Bhatnagar to include the idea of 

authentication mechanism that relies upon scanning and transmitting 

user credential to the authorization server or the issuer to make sure the 

user provided log in information is valid. This overcomes the 

vulnerabilities of static password. 

26. Regarding Claim 18, Kang in view of Bhatnagar discloses the computer 

readable medium of claim 17, wherein the OVER file is a first OVER file, 

the OVER file storage client device of the user is a first OVER file 

storage client device of the user, the virtual representation is a first virtual 

representation, the official representation is a first official representation, 

the verifying request is a first verifying request, the authentication 

message is a first authentication message, the indication is a first 
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indication, the status indicator is a first status indicator (Kang, 1[[0044], 

the electronic document repository system checks the electronic 

document information package, produces metadata, appends 

authentication information such as an electronic signature. 1[[0048], the 

issuing module serves to control and manage issuing of the electronic 

document according to user's issue right upon receipt of a request from 

the user. Also 1[[0054], the issued certificate includes a name of an issue 

requester, an identification number of the issue requester, a serial 

number of the certificate, a validity period etc), and the operations further 

comprise: 

accessing a second OVER file stored on a second OVER file client 

device of the user, the second OVER file comprising a second virtual 

representation of the credential that has been verified by the issuing 

agency to be a second official representation of the credential that is 

invalid for use in the first OVER file storage client device for 

authenticating the user (Bhatnagar, 1[[0043], a portable communication 

device scans the barcode of a user device); 

transmitting to the OVER engine a second verifying request to 

verify that the second OVER file scanned at the second client device 

authenticates the user (Bhatnagar, 1[[0045], the barcode is decoded to 

obtain user information and third party server credential. The portable 

communication device transmits the user information and third party 
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credential to an authentication server. 1[[0046], the authentication server 

compares the user information and third party server credential to a 

database. The authentication server transmits the authentication results 

to the portable communication device and also to the service server); 

receiving a second authentication message comprising a second 

indication of whether the second scan associated with the second OVER 

file on the device of the user corresponds to the information associated 

with the credential of the user that is stored in the OVER engine 

(Bhatnagar, 1[[0046], the authentication server compares the user 

information and third party server credential to a database. The 

authentication server transmits the authentication results to the portable 

communication device); and 

outputting a second status indicator expressing whether the second 

OVER file authenticates the user (Bhatnagar, 1[[0053], the authentication 

server transmits whether or not the authentication was successful to the 

portable communication device which can display the result to the user). 

27. Regarding Claim 19, Kang in view of Bhatnagar discloses the computer 

readable medium of claim 17, wherein the OVER file further comprises a 

device identifier for the credential configured to limit the credential to the 

OVER file storage client device (Bhatnagar, 1[[0041], generating a 

barcode includes generating multidimensional dynamic barcode based 

Page 29 

Pg. 149



Application/Control Number: 14/982,981 

Art Unit: 2433 

on a preconfigured user identifier. 1[[0050], the user database includes 

information related to each user or user device such as identification 

information of the user or device). 

28. Regarding Claim 20, Kang in view of Bhatnagar discloses the computer 

readable medium of claim 17, wherein the OVER file further comprises 

user-specific information comprising at least one of: biometric 

information, location information, a password, or a device identifier 

(Bhatnagar, 1[[0041], generating a barcode includes generating 

multidimensional dynamic barcode based on a preconfigured user 

identifier. 1[[0050], the user database includes information related to each 

user or user device such as identification information of the user or 

device). 

Conclusion 
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29. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure (see PTO-Form 892). 

Any inquiry concerning this communication or earlier communications 

from the examiner should be directed to WASIKA NIPA whose telephone 

number is (571 )272-8923. The examiner can normally be reached on M-F 

(7:30 - 5:00). If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, JEFFRY PWU can be reached on 
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571-272-6798. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 
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Examiner interviews are available via telephone, in-person, and video 

conferencing using a USPTO supplied web-based collaboration tool. To 

schedule an interview, Applicant is encouraged to use the USPTO Automated 

Interview Request (AIR) at http://www.uspto.gov/interviewpractice. 

Information regarding the status of an application may be obtained 

from the Patent Application Information Retrieval (PAIR) system. Status 

information for published applications may be obtained from either Private 

PAIR or Public PAIR. Status information for unpublished applications is 

available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on 

access to the Private PAIR system, contact the Electronic Business Center 

(EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 

Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/WASIKA NIPA/ 

Examiner, Art Unit 2433 
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S6 I 6 : cortex.inv. I U&PGPUB;: OR : OFF i 2017/03/31: 

I i I USPAT; i i l 14:23 i 

I I l~~~,I I I ! 
i , i DERWENT·, , ' , 

........ I ................. J ........................................................................................... I1.BM_ TDB .. 'j ........................ J ................... ! ......................... J 
~ ,-------,,..---------------,,-----,,-----,,-----,,------,1 

~ I kr WI TH "20060093594" pn I ~:r Im I ~~1;~03/311 

, I I BM TDB i , , , 
l~~~~~~~~~- ~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~ - ~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~' 

~ 9 i officially WITH verifiable WITH electronic I U&PGPUB;: OR !,',,,,,,,,,,,,. OFF ! 2017/03/31 j : SA.ME credential I USPAT; : : 14:25 : 
i i USOCR· i i : 
: I FPRS· , : I : 
: I EPO· ,JPO· : I,,. I,,. : I DERWENT·! 
i I I BM TDB , i , t , 

~ ................ , ............................................................................................ ' ........ - ............ , ........................ , .................. · ........................ ; 

S9 I 109070 : (verifying verification authenticat$3) I U&PGPUB;: OR : OFF j 2017/03/31: 
I j WITH (credential code certificate) SAME I USPAT; j j ! 14:29 j 
I : (request$3 receiv$3 stor$3) I USOCR; : : i : 

I I I :~7;JPO; I I I I 
i , i DERWENT·, , ' , 

~I .................. l ............................................................................................. I1.BM_TDB .. '.l ......................... l ................... 1 .......................... ! 

S10 5 1"2009307756" 1~:r Im 1;~16~04/w 

............................. ' .......................................................................................... ..J 1.BM_TDB ... : ........................ ' ................... , .......................... ' 

s11 7 I "2012151206" pn I ~~TR Im 1~~1J~04/05I 

, l~~~~+,1 , I i 
:~~~~~~~~~~· ~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~ - ~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~: 

S12 41 eric NEAR3 paris.inv. 
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DERWENT; 
1BM TDB     

S13 "2012173311" US-PGPUB; 

USPAT ; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

|BM_TDB 

OR OFF 2017/04/05 
20:11 

    
$14 9207 authenticat$3 WITH (log$in) AND 

(document certificate file) WITH (storage 
repository) 

US-PGPUB; 

USPAT ; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

|BM_TDB 

OR OFF 2017/04/05 
20:27 

    
S15 4462 authenticat$3 WITH (log$in access$3) 

SAME (document certificate file) WITH 
(storage repository) 

US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

|BM_TDB 

OR OFF 2017/04/05 

20:29 

    
S16 3003 $15 AND @ad< "20121221" US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

|BM_TDB 

OR OFF 2017/04/05 

20:29 

    
S17 100960 (HO4L63/083 or HO4L63/0861 or 

G06Q20/3821 or G06Q20/3274 or 
H04L63/08 or G06Q30/0251 or 
H04L2463/102).cpc. 

US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

|BM_TDB 

OR OFF 2017/04/05 
20:31 

    
$18 455 S16 AND S17 US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 
|BM_TDB 

OR OFF 2017/04/05 
20:31 

    
S19 67961 1 ("705" "709" "713" "726" "380").clas. US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 
|BM_TDB 

OR OFF 2017/04/05 
20:34 

  
  

$20 1641 S16 AND S19 US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 
DERWENT; 

|BM_TDB 

OR OFF 2017/04/05 
20:34 

    
$21             kr WITH "20060093594" .pn. 
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FPRS; 

EPO; JPO; 

DERWENT; 

|BM_TDB     
$22 48555 (id identity identifier credential) WITH 

authenticat$3 SAME (generat$3 issu$3) 
US-PGPUB; 

USPAT ; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 

|BM_TDB 

OR OFF 2017/04/11 

18:45 

    
$23 292 (id identity identifier credential) WITH 

(generat$3 issu$3) WITH agency SAME 
request$3 

US-PGPUB; 

USPAT ; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 
|BM_TDB 

OR OFF 2017/04/11 

18:45 

    
$24 1286 (permit$4 permission grant$3) WITH 

access AND (valid invalid) NEAR4 
credential 

US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 

DERWENT; 
|BM_TDB 

OR OFF 2017/04/11 

18:47 

    
$25 708 (stor$3 verif$3) WITH (credential 

identifier id) SAME (mobile smart iphone 

cell$5 laptop tablet) SAME scan$3 SAME 
(authenticat$3 authori$6) 

US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 
DERWENT; 

|BM_TDB 

OR OFF 2017/04/11 

18:53 

    
S26 45467 electronic ADJ document US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 

EPO; JPO; 
DERWENT; 

|BM_TDB 

OR OFF 2017/04/11 

18:57 

  
  

$27 16 $25 AND S26 US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 
EPO; JPO; 

DERWENT; 

|BM_TDB 

OR OFF 2017/04/11 

18:57 

    

$28 29888 (stor$3 verif$3) AND (credential identifier 
id) AND (mobile smart iphone cell$5 
laptop tablet) AND scan$3 AND 

(authenticat$3 authori$6).clm. 

US-PGPUB; 

USPAT; 

USOCR; 

FPRS; 
EPO; JPO; 

DERWENT; 

|BM_TDB 

OR OFF 2017/04/11 

19:01 

    

S29       20679     $28 AND @ad< "20130312"     US-PGPUB; USPAT; 

USOCR; 
FPRS; 

EPO; JPO; 

DERWENT; 

|BM_TDB     OR OFF       2017/04/11 19:02           (S30 [20 ("20100250389" | "7290146" | 
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EAST Search History 

i i "20070208665" I "20120151206" I I USPAT; l 19:04 
I i "20090307756" I "8540149" I "8132237" I USOCR; i 

I,,',,,, i I "9251531" I "20120173311" I I FPRS; I 
• "20120240204"). PN. I EPO; JPO; I,,,_ 

I DERWENT;! 
11 IBM_TDB j , 

i----- ~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~ ~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

S31 138 ("20150012919" "4926480" "8074271" U&PGPUB;:OR OFF 2017/04/12: 
"8074271" "8370911" "8578472" USPAT; : 
"9396321" "20080163361" USOCR; : 
"20120036575" "20140013418" FPRS; : 
"20150213247" "20150213248" EPO· JPO· i 
"20150215322" "20150220721" DERWENT; j 
"20150220722" "20160248748" 
"4529870" "4914698" "4987593" 
"5475756" "5521980" "5604805" 
"5764887" "5764890" "5768504" 
"5875296" "5918228" "5935251" 
"6035276" "6052785" "6055637" 
"6088451" "6144959" "6189103" 
"6205480" "6341169" "6769068" 
"6845383" "6862571" "6880002" 
"6934706" "6941476" "7039812" 
"7089584" "7155739" "7233927" 
"7246230" "7350229" "7392536" 

~ ~==""~==~~========~~==~•~==~•~==~~===:o:'I 

S32 I 73 : S31 AND (verif$6 authenticat$3 I U&PGPUB;i OR !,',,,,,,,,,,,,, OFF j 2017/04/12! 

i !,',,,,,,,,,,_ authori$6) I USPAT· i I 09:32 : I I USOCR; : i ' 
I I FPRS; : I : 
I 'EFOJFO' I ! 

.......... 1 .................. , ............................................................................................. 1~~~+,1 ......................... , ................... • .......................... , .----, 
S33 i 76915 : (generat$3 creat$3 produc$3 mak$3 I U&PGPUB;: OR l 2017/04/12! 

i 10:47 : : build$3 construct$3) WITH (document i USPAT· i 
: file code identifier id) WITH (user client I USOCR· i 
: subscriber customer requester I FPRS· ' i 
: requesting NEAR2 (party entity)) WITH I EPO; 'JPO; ! 
: (service resource content information file I DERWENT;: 
: document) WI TH (identity identifier 11 BM_ TDB : 
• t l I I 

................................................................................................................................................................................................................ ) .............................................................................. . --~~------------~ 
S34 35275 : (generat$3 creat$3 produc$3 mak$3 I U&PGPUB;: OR ! 2017/ 04/ 12j 

: build$3 construct$3) WITH (document I USPAT; : i 10:49 : 
: file code identifier id) WI TH ( user client I USOCR; : i : 
! subscriber customer requester I FPRS· i ! l 
: r(equ~sting NEAR2 (party ~nftity)) vy1THf'I I EDPOERW; 'JENPOT; i I,,,',,,,, I,,,',,,,_ : service resource content in ormatIon I e i ; : 
• document) WI TH (identity identifier I I BM TDB • 
credential id) SAME (server service I 
NEAR3 provider supplier database data I i 

~ .................... NEAR2_ warehouset .............................................. .J ..................................................................... j .......................... . 
S35 I (unencod$3 unscrambl$3 decipher$3 I U&PGPUB;: OFF j 2017/04/12: 

I read$3) NEAR3 (code credential I USPAT; : j 10:53 : 
I identifier id) WITH (authenticat$3 I USOCR; : j : 
I authori$6 verif$3 verification validity) I FPRS; ! ! ! 
I I EPO; JPO; : I : 
i i DERWENT· i i i 
I I I BM TDB , : ! : ~· ............................................................................................. '. - .. · ................... ' .............. · 

S36 1037 S34 AND S35 U&PGPUB; OR OFF l 2017/04/12! 
USPAT; l 10:53 i 
USOCR; ! : 
FPRS; I i 
EPO; JPO; I : 

~ : 
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