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AUTHENTICATION SYSTEM AND
AUTHENTICATION METHOD

TECHNICAL FIELD

[0001] The present invention relates to an authentication
system and authentication method, and in particular, to an
authentication system and authentication method suitable for
authentication of a client and authentication of e-mail in a
client/server system.

BACKGROUND ART

[0002] An authentication system using a fixed password as
a technique for performing authentication of a client in a
client/server system is known in the art.

[0003] FIG.1is ablock diagram showing an example of an
authentication system using the related art technique using a
fixed password. In FIG. 1, 1 denotes an online service server,
3 denotes an information terminal device, 5 denotes a net-
work, 6 denotes a database, and 7 denotes an online service
client.

[0004] The authentication system using the related art tech-
nique with a fixed password is constituted such that an infor-
mation terminal device 3 is connected to the online service
server 1 via the network 5. The online service server 1 is
connected to the database 6, and the information terminal
device 3 is provided with the online service client 7. Herein,
an online service provider owns the online service server 1
and database 6. The online service user owns the information
terminal device 3. The above online service server 1 is a
WWW server, the information terminal device 3 is a personal
computer, and the online service client 7 is a WWW browser.
[0005] Next, the initial state of the authentication system
constituted as above, using the fixed password, will be
described.

[0006] The database 6 stores data such as the online service
user ID and the password for online service authentication for
each online service user. The online service user himself
stores data such as the online service user ID and the fixed
password for online service authentication. As the password
for online service authentication, a fixed password for online
service authentication is set up.

[0007] FIG. 2 is a flow chart describing the processing
operation of the online service authenticating processing of
the authentication system using a fixed password. Next, this
will be described.

[0008] (1) The online service user inputs, to the online
service client 7 of the information terminal device 3, an online
service user 1D, a password for online service authentication,
and the service usage details using the fixed password for
online service authentication as the password for online ser-
vice authentication. Here, the service usage details are oper-
ating details such as an online service login, product buying/
selling, or commercial details such as bank transfer, for
example (Step 101).

[0009] (2) The online service client 7 of the information
terminal device 3 transmits an online service authentication
request including the inputted online service user 1D, pass-
word for online service authentication, and service usage
details, to the online service server 1 (Step 102).

[0010] (3) The online service server 1 searches the database
6 by sets of the online service user IDs and passwords for
online service authentication which are contained in the
online service authentication request which was received. If
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there is a password matching a set of the online service user
1D and the password for online service authentication stored
in the database, and the number of authentications has failed
equal to or less than a given number of times within a fixed
time (account lockout is not performed), i.e., when the online
service authentication request containing the online service
user ID in the online service authentication request which was
received was successfully authenticated, the online service is
provided according to the received service usage details (Step
103).

[0011] Inthe authentication system using a fixed password,
since the fixed password for online service authentication is
not changed frequently, if a keylogger or the like is set up by
an information terminal device used by a user and the online
service user ID and the fixed password for online service
authentication are leaked, there is a high risk that these pass-
words will be illegally reused.

[0012] A technique is known for authentication of a client
in a client/server system which takes measures against the
risks of the authentication system using the fixed password
described above, wherein the system uses a one-time pass-
word. In this authentication system using a one-time pass-
word, a one-time password server and a one-time password
client share the one-time password for online service authen-
tication, the one-time password client displays the one-time
password for online service authentication, and online service
authenticating processing is performed using the one-time
password for online service authentication as the password
for online service authentication.

[0013] Among authentication systems using a one-time
password, there is an authentication system which downloads
a one-time password from a one-time password server,
wherein an online service user inputs an online service user
ID and a fixed password for one-time password download
into a one-time password client, the one-time password client
transmits a one-time password download request for online
service authentication containing a set of the online service
user ID and the fixed password for one-time password down-
load to the one-time password server, the online service user
ID and the fixed password for one-time password download
contained in the one-time password download request for
online service authentication received by the one-time pass-
word server received are verified, and the one-time password
for online service authentication is transmitted to and shared
with the one-time password client.

[0014] Among authentication systems using a one-time
password, there is an authentication system as disclosed in
Patent Publication 1, wherein a one-time password is syn-
chronized with time, an online service server and a one-time
password client independently calculate a one-time password
for online service authentication with a secure hash function
for an online service user ID, a fixed password and the present
time information as an argument, and share the password.
[0015] Among authentication systems using a one-time
password, there is an authentication system wherein a one-
time password is synchronized with a number of online ser-
vice authentication requests, an online service server and a
one-time password client independently calculate a one-time
password for online service authentication with a secure hash
function for an online service user 1D, a fixed password and
the current value of the number of online service verification
requests as an argument, and share the password.

[0016] In the authentication system using the one-time
password described above, since the one-time passwords for
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online service authentication differ for each current time and
each number of times there is an online service authentication
request, the risk of illegal reuse is low even when an online
service user ID and the one-time password for online service
authentication are leaked with a keylogger or the like.
[0017] Patent Publication 1: Japanese Patent Application
Laid-Open Publication No. 2002-259344.

DISCLOSURE OF THE INVENTION

Problems to be Solved by the Invention

[0018] However, all of the authentication systems using the
one-time password by the related art technique described
above have the following problems.

[0019] As the first problem, in the case of an authentication
system which downloads a one-time password from a one-
time password server in the authentication system using the
related art technique, the one-time password download
request for online service authentication is authenticated
using the fixed password for one-time password download
inputted by the online service user. Consequently, the security
of the one-time password will always be dependent on the
security of the fixed password inputted by the online service
user.

[0020] As the second problem, the authentication system
using the related art technique assumes only the case where
the authentication system uses a new one-time password. The
case where there is a shift from an authentication system
using a fixed password to an authentication system using a
one-time password is not covered. Consequently, a change in
Step 103 described in FIG. 2 which performs authentication
of the online service authentication request is required.
[0021] Asthethird problem, in the case of an authentication
system using the related technique where the one-time pass-
word is synchronized with time and an authentication system
where the one-time password is synchronized with the num-
ber of online service authentication requests, the authentica-
tion system using the related art technique must assume the
case where the current time information or the current value
of the number of times of online service authentication
requests on the online service server is not the same as that of
the one-time password client. For this reason, there is the
problem that the one-time password for online service
authentication calculated with time information for past or
upcoming several minutes or the number of online service
authentication requests several occasions in the future as an
argument is also erroneously successfully authenticated.
[0022] As the fourth problem, in the case of an authentica-
tion system using the related technique where a one-time
password is synchronized with time and an authentication
system wherein a one-time password is synchronized with the
number of online service authentication requests, the online
service server and one-time password client independently
calculate the one-time password for online service authenti-
cation. Consequently, there is the problem that attacks by
attackers are possible without a limit to time or the number of
times.

[0023] As the fifth problem, the strength of the one-time
password for online service authentication is always constant.
Hence, if a specific online service user ID is attacked, the
strength of the one-time password for online service authori-
zation cannot be increased.

[0024] As the sixth problem, the one-time password is not
synchronized with the service user details contained in the
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online service authentication request. Consequently, even if
the service usage details included in an online service authen-
tication request are altered, authentication will erroneously
succeed.

[0025] As the seventh problem, the authentication system
using the related art technique does not assume the case where
a portable terminal device comprises an online service client
and a one-time password client. Consequently, a one-time
password cannot be used for online service authenticating
processing when the online service client of a portable termi-
nal device is used.

[0026] As the eighth problem, the authentication system
using the related art technique assumes only the case where a
one-time password is used for authentication of a client, and
does not assume the case where a one-time password is used
for authentication of e-mail. Consequently, the one-time
password cannot be used as a measure against phishing mail.
[0027] As the ninth problem, although the authentication
system of the related art technique can increase the security of
a password, the security of an ID cannot be increased and,
moreover, an online service user ID can easily be guessed by
consecutive numbers. Consequently, an attacker can guess an
effective online service user ID, and can perform an account
lockout.

[0028] It is therefore an object of the present invention,
which aims to address the problem of the related art technique
using the one-time password described above, to provide an
authentication system and authentication method which per-
mit improvement in the security of the authentication system
using a one-time password, easy system shift and an increase
of'a usage range.

Means for Solving the Problems

[0029] According to the present invention, the object is
attained by an authentication system in a client/server system
in which an online service server, a one-time password server,
an online service client, and a one-time password client are
connected via a network, wherein the one-time password
server, after authenticating an initialization request from the
one-time password client by a fixed password for one-time
password client initialization, shares the fixed password for
one-time password download with the one-time password
client, and after authenticating a one-time password down-
load request for online service authentication by a fixed pass-
word for one-time password download, shares the one-time
password for online service authentication with the one-time
password client. The online service server then authenticates
the online service authentication request received from the
online service client by the one-time password for online
service authentication.

[0030] The above object is also attained by an authentica-
tion system in a client/server system in which an online ser-
vice server, a one-time password server, an online service
client, and a one-time password client are connected via a
network, and the online service server and one-time password
server are connected to a database. The initial state of the
authentication system is a state where a fixed password for
online service authentication is set as a password for online
service authentication stored in the database. The one-time
password server, after authenticating an initialization request
from the one-time password client, sets a dummy one-time
password as the password for online service authentication
stored in the database, and after authenticating the one-time
password download request for online service authentication,
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sets the one-time password for online service authentication
as the password for online service authentication stored in the
database. The online service server authenticates the online
service authentication request received from the online ser-
vice client by the password for online service authentication
stored in the database, and the online service server or the
one-time password server authenticates the one-time pass-
word download request for online service authentication, and
when the one-time password for online service authentication
shared with the one-time password client does not meet
authentication conditions of the online service authentication
request, sets the dummy one-time password as the password
for online service authentication stored in the database.

[0031] The object of the present invention is also attained
by an authentication system in a client/server system in which
an online service server, a one-time password server, an
online service client, and a one-time password client are
connected via a network, wherein the one-time password
server, after authenticating a one-time password download
request for online service authentication, shares plural one-
time passwords for online service authentication with the
one-time password client, and the one-time password client,
after sharing the one-time password for online service
authentication with the one-time password server, displays
any one of the plural one-time passwords for online service
authentication displayed in turn at a fixed time interval. When
a fixed time elapses after the online service server shares the
one-time password for online service authentication, the
online service server treats the online service authentication
request received from the online service client as an authen-
tication failure, and makes authentication by one of the plural
one-time passwords for online serve authentication used as
authentication conditions in order at a fixed time interval after
sharing the online service authentication one-time pass-
words.

[0032] The object of the present invention is also attained
by an authentication system in a client/server system in which
an online service server, a one-time password server, an
online service client, and a one-time password client are
connected via a network, wherein the one-time password
server, after authenticating a one-time password download
request for online service authentication, shares plural one-
time passwords for online service authentication with the
one-time password client, and the one-time password client
displays sets of the number of online service authentication
requests and the one-time password for online service authen-
tication. When the number of one-time passwords for online
service authentication shared by the number of online service
authentication requests after sharing the one-time password
for online service authentication is exceeded, the online ser-
vice server treats the online service authentication request
received from the online service client as an authentication
failure, and authenticates the one-time password for online
service authentication by the one-time password for online
service authentication paired with the number of online ser-
vice authentication requests after sharing the one-time pass-
words for online service authentication.

[0033] The object of the present invention is also attained
by an authentication system in a client/server system in which
an online service server and an online service client are con-
nected via a network, and the online service server, a one-time
password server, the online service client, and a one-time
password client are included, wherein the online service
server authenticates the online service authentication request
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received from the online service client by a one-time pass-
word for online service authentication whose number of char-
acters is the current value of the one-time password strength
for online service authentication. If the authentication fails,
the online service server increases the current value of the
one-time password strength for online service authentication.

[0034] The above object is also attained by an authentica-
tion system in a client/server system in which an online ser-
vice server, a one-time password server, and an online service
client are connected via a network, and the online service
server, the one-time password server, the online service cli-
ent, and a one-time password client are included, wherein the
one-time password server and the one-time password client
share shared secret information, and when there is an online
service authentication preparation request containing the ser-
vice usage details received from the online service client, the
one-time password server shares the service usage details,
information for authenticating the service usage details by the
shared secret information and information for calculating, by
the shared secret information, the one-time password for
online service authentication by the shared secret information
with the one-time password client. When authentication, by
the shared secret information, of information for authenticat-
ing the service usage details by the shared secret information
is successtul, the one-time password client, by the shared
secret information, calculates the one-time password for
online service authentication with respect to the information
for calculating the one-time password for online service
authentication by the shared secret information, and displays
the service usage details and the one-time password for online
service authentication. The online service server authenti-
cates the online service authentication request received from
the online service client by a one-time password for online
service authentication.

[0035] The above object is also attained by an authentica-
tion system in a client/server system in which an online ser-
vice server, a one-time password server, and an online service
client are connected via a network, and the online service
server, the one-time password server, the online service cli-
ent, and a one-time password client are included, wherein the
one-time password server stores service usage details with
respect to an online service authentication preparation
request containing the service usage details received from the
online service client, the one-time password server, after
authenticating a download request for a one-time password
for online service authentication, shares sets of service usage
details and one-time password for online service authentica-
tion with the one-time password client, and the one-time
password client displays the sets of service usage details and
one-time password for online service authentication. The
online service server then authenticates the online service
authentication request received from the online service client
by a one-time password for online service authentication.

[0036] The above object is also attained by the above sys-
tem wherein the one-time password server makes the number
of characters of the one-time password for online service
authentication the current value of the one-time password
strength for online service authentication with respect to an
online service authentication preparation request containing
the service usage details received from the online service
client, increases the current value of the one-time password
strength for online service authentication, and if the online
service server succeeds in authenticating the online service
authentication request received from the online service client,
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the online service server decreases the current value of the
one-time password strength for online service authentication.
[0037] The above object is also attained by an authentica-
tion system in a client/server system in which an online ser-
vice server and a portable terminal device are connected via a
network, and the portable terminal device includes an online
service client and a one-time password client, wherein the
one-time password client of the portable terminal device
starts the online service client of the portable terminal device
with the one-time password for online service login as an
argument. The online service server then authenticates the
online service login request received from the online service
client of the portable terminal device by a one-time password
for online service login.

[0038] The above object is also attained by an authentica-
tion system in a client/server system in which an online ser-
vice server, a one-time password server, and a portable ter-
minal device are connected via a network, and the portable
terminal device includes an online service client and a one-
time password client, wherein the one-time password server,
after authenticating a one-time password client initialization
request by a fixed password for one-time password client
initialization, shares a fixed password for one-time password
download with the one-time password client of the portable
terminal device, and after authenticating a one-time password
download request for online service login with a fixed pass-
word for one-time password download, shares the one-time
password for online service login with the one-time password
client of the portable terminal device. The one-time password
client of the portable terminal device starts the online service
client of the portable terminal device with the one-time pass-
word for online service login as an argument, and the online
service server authenticates the online service login request
received from the online service client of the portable termi-
nal device by a one-time password for online service login.
[0039] The above object is also attained by an authentica-
tion system in a client/server system in which a one-time
password server and a one-time password client are con-
nected via a network, wherein the one-time password server
records a one-time password for e-mail authentication in
e-mail, and the one-time password client displays the one-
time password for e-mail authentication.

[0040] The above object is also attained by an authentica-
tion system in a client/server system in which a one-time
password server and a one-time password client are con-
nected via a network, wherein the one-time password server,
after authenticating a one-time password client initialization
request with a fixed password for one-time password client
initialization, shares a fixed password for one-time password
download with a one-time password client, records the one-
time password for e-mail authentication in e-mail, and after
authenticating the one-time password download request for
e-mail authentication by the fixed password for one-time
password download, shares the one-time password for e-mail
authentication with the one-time password client. The one-
time password client displays the one-time password for
e-mail authentication.

[0041] The above object is also attained by an authentica-
tion system in a client/server system in which an online ser-
vice server, a one-time password server, an online service
client, and a one-time password client are connected via a
network, wherein the one-time password server and one-time
password client share an online service user sub 1D, the one-
time password client displays the online service user sub 1D,
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and the online service server authenticates the online service
authentication request received from the online service client
by the online service user sub ID.

[0042] The above object is also attained by the above sys-
tem wherein the online service server, after receiving a set of
the encrypted service usage details and the one-time pass-
word for online service authentication from the one-time
password server, encodes it as a QR Code, and transmits it to
the online service client. The online service client displays the
QR Code, and after the one-time password client inputs and
decodes the QR Code, then decrypt the code with the com-
mon key.

[0043] The above object is also attained by an authentica-
tion method in a client/server system in which an online
service server, a one-time password server, an online service
client, and a one-time password client are connected via a
network, wherein the one-time password server, after authen-
ticating an initialization request from the one-time password
client by a fixed password for one-time password client ini-
tialization, shares the fixed password for one-time password
download with the one-time password client, and after
authenticating a one-time password download request for
online service authentication by a fixed password for one-
time password download, shares the one-time password for
online service authentication with the one-time password
client. The online service server authenticates the online ser-
vice authentication request received from the online service
client by the one-time password for online service authenti-
cation.

[0044] The above object is also attained by an authentica-
tion method in a client/server system in which an online
service server, a one-time password server, an online service
client and one-time password client are connected via a net-
work, and the online service server and one-time password
server are connected to a database. The initial state of the
authentication system is a state where a fixed password for
online service authentication is set as a password for online
service authentication stored in the database. The one-time
password server, after authenticating an initialization request
from the one-time password client, sets a dummy one-time
password as the password for online service authentication
stored in the database, and after authenticating the one-time
password download request for online service authentication,
sets the one-time password for online service authentication
as the password for online service authentication stored in the
database. The online service server authenticates the online
service authentication request received from the online ser-
vice client by the password for online service authentication
stored in the database, and the online service server or the
one-time password server authenticates the one-time pass-
word download request for online service authentication.
When the one-time password for online service authentica-
tion shared with the one-time password client does not meet
the authentication conditions of the online service authenti-
cation request, the dummy one-time password is set as the
password for online service authentication stored in the data-
base.

[0045] The above object is also attained by an authentica-
tion method in a client/server system in which an online
service server, a one-time password server, an online service
client, and a one-time password client are connected via a
network, wherein the one-time password server, after authen-
ticating a one-time password download request for online
service authentication, shares plural one-time passwords for
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online service authentication with the one-time password
client, and the one-time password client, after sharing the
one-time password for online service authentication with the
one-time password server, displays any one of the plural
one-time passwords for online service authentication dis-
played in turn at a fixed time interval. When a fixed time
elapses after the online service server shares the one-time
password for online service authentication, the online service
server treats the online service authentication request
received from the online service client as an authentication
failure, and makes authentication by one of the plural one-
time passwords for online serve authentication used as
authentication conditions in order at a fixed time interval after
sharing the one-time passwords for online service authenti-
cation.

[0046] The above object is also attained by an authentica-
tion method in a client/server system in which an online
service server, a one-time password server, an online service
client, and a one-time password client are connected via a
network, wherein the one-time password server, after authen-
ticating a one-time password download request for online
service authentication, shares plural one-time passwords for
online service authentication with the one-time password
client, and the one-time password client displays sets of the
number of online service authentication requests and the one-
time password for online service authentication. When, the
number of one-time passwords for online service authentica-
tion shared by the number of online service authentication
requests after sharing the one-time password for online ser-
vice authentication is exceeded, the online service server
treats the online service authentication request received from
the online service client as an authentication failure, and
authenticates the one-time password for online service
authentication paired with the number of online service
authentication requests after sharing the one-time passwords
for online service authentication.

[0047] The above object is attained by an authentication
method in a client/server system in which an online service
server, a one-time password server, and an online service
client are connected via a network, and the online service
server, the one-time password server, the online service client
and a one-time password client are included, wherein the
one-time password server stores service usage details with
respect to an online service authentication preparation
request containing the service usage details received from the
online service client, the one-time password server, after
authenticating a one-time password download request for
online service authentication, shares a common key for
encrypting sets of service usage details and one-time pass-
words for online service authentication, with the one-time
password client, and the one-time password client decodes,
with the common key, and displays the sets of service usage
details and one-time password for online service authentica-
tion. The online service server authenticates the online ser-
vice authentication request received from the online service
client by a one-time password for online service authentica-
tion.

[0048] The above object is also attained by the above
method wherein the online service server, after receiving the
encrypted service usage details and the one-time password
for online service authentication from the one-time password
server, encodes it to a QR Code and transmits it to the online
service client. The online service client then displays the QR
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Code, the one-time password client inputs and decodes the
QR Code, then decrypt the code with the common key.

Effects of the Invention

[0049] According to this invention, in a client/server sys-
tem, the security of an authentication system using a one-time
password can be improved, easy shift from an authentication
system using a fixed password can be realized, and the use
range can be widened.

BEST MODE FOR CARRYING OUT THE
INVENTION

[0050] Hereafter, an embodiment of the authentication sys-
tem and authentication method according to the present
invention will be described in detail referring to the drawings.
[0051] FIG. 3 is a block diagram showing the construction
of'the authentication system according to one embodiment of
the present invention. The embodiment of the present inven-
tion described below is an authentication system using a
one-time password. In FIG. 3, 2 denotes a one-time password
server, 4 denotes a portable terminal device, 8 denotes an
online service client and denotes a one-time password client.
The remaining symbols are identical to those of FIG. 1.
[0052] In the authentication system of the embodiment of
the present invention shown in FIG. 3, the on-line service
server 1, one-time password server 2, information terminal
device 3 and portable terminal device 4 are connected via the
network 5. The online service server 1 and one-time password
server 2 are connected to database 6. The information termi-
nal device 3 comprises an online service client 7, and the
portable terminal device 4 comprises the online service client
8 and one-time password client 9.

[0053] In the above, an online service provider owns the
online service server 1, one-time password server 2, and
database 6, and an online service user owns the information
terminal device 3 and portable terminal device 4. The portable
terminal device 4 may be a cellular phone or the like.

[0054] Next, the initial state of the authentication system
using the one-time password according to the embodiment of
the present invention constituted as described above will be
described.

[0055] For each online service user, the database 6 stores
the data of an online service user ID, a password for online
service authentication, and a fixed password for one-time
password client initialization. The online service user stores
the data of the online service user 1D and fixed password for
one-time password client initialization.

[0056] However, when shifting to the authentication sys-
tem according to the present invention from an authentication
system using a fixed password, the fixed password for online
service authentication is set to the password for online service
authentication. When constructing a new authentication sys-
tem according to the present invention, a dummy one-time
password generated at random by the one-time password
server 2 is set to the password for online service authentica-
tion. In the following description, data manipulation in the
database 6 is targeted as data to be paired with online service
user IDs.

[0057] Next, the processing operation of the initialization
process of the one-time password client in the authentication
system according to the embodiment of the present invention
will be described. Prior to the initialization process of the
one-time password client, the online service user generates

12



US 2010/0017860 Al

and stores a fixed password for one-time password client
startup at random. The processing flow here is not shown.
[0058] (Process 201)

[0059] The online service user inputs an online service user
1D, a fixed password for one-time password client initializa-
tion and a fixed password for the one-time password client
startup into the one-time password client 9.

[0060] (Process 202)

[0061] Theone-time password client 9 transmits a one-time
password client initialization request containing sets of
online service user IDs and fixed passwords for one-time
password client initialization to the one-time password server
2.

[0062] (Process 203)

[0063] The one-time password server 2 searches the data-
base 6 by sets of online service user IDs and fixed passwords
for one-time password client initialization contained in the
received one-time password client initialization request. If
there is a match with a set of online service user IDs and fixed
passwords for one-time password client initialization stored
in the database 6, and if the one-time password client initial-
ization request containing the online service user ID in the
received one-time password client initialization request has
failed authentication a given number of times or less within a
fixed time (account lockout is not performed), a dummy one-
time password is generated at random, the dummy one-time
password is set as the password for online service authenti-
cation stored in the database 6, shared secret information is
generated at random and this shared secret information is
stored in the database 6, and the shared secret information is
transmitted to the one-time password client 9. The shared
secret information is a key of the fixed password or a crypto-
system shared by the one-time password server 2 and one-
time password client 9.

[0064] (Process 204)

[0065] The one-time password client 9, when it receives the
transmitted shared secret information, stores the online ser-
vice user ID, the fixed password for the one-time password
client startup and shared secret information.

[0066] The above processing completes the initialization
process of the one-time password client.

[0067] Next, the startup of the one-time password client in
the authentication system according to the embodiment of the
present invention will be described. It is assumed that initial-
ization process of the one-time password client described
before the startup of the one-time password client, has been
completed. The processing flow here is not shown.

[0068] (Process 301)

[0069] Theonline service user inputs the fixed password for
the one-time password client startup into the one-time pass-
word client 9.

[0070] (Process 302)

[0071] The one-time password client 9, if the inputted fixed
password for one-time password client startup is identical to
the fixed password for one-time password client startup
stored by the one-time password client 9, it is permitted to
execute the processing of Step 401 and later steps by the
one-time password client 9 to be described in FIG. 4.

[0072] (Process 303)

[0073] The one-time password client 9, if the fixed pass-
word for one-time password client startup inputted is not
identical a fixed number of times in succession to the fixed
password for one-time password client startup stored by the
one-time password client 9, erases the online service user 1D,
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the fixed password for one-time password client startup and
shared secret information stored by the one-time password
client 9.

[0074] FIG. 4 is a flow chart describing the processing
operation of the online service authentication process when
the online service client of an information terminal device is
used (when the one-time password is synchronized with time)
in the authentication system according to the present inven-
tion. Next, this will be described. The shared secret informa-
tion used for this processing presupposes that it is a fixed
password for one-time password download.

[0075] (1) The one-time password client 9 of the portable
terminal device 4 transmits a one-time password download
request for online service authentication containing sets of
online service user IDs and fixed passwords for one-time
password download to the one-time password server 2 (Step
401).

[0076] (2) The one-time password server 2 searches the
database 6 by the sets of online service user IDs and fixed
passwords for one-time password download contained in the
received one-time password download request for online ser-
vice authentication. If there is a match with a set of online
service user IDs and fixed passwords for one-time password
download stored in the database 6, N one-time passwords for
online service authentication (OTP [0]-OTP [N-1]) are gen-
erated at random, OTP [0] is set as the password for online
service authentication stored in the database 6, and OTP
[0]-OTP [N-1] are transmitted to the one-time password cli-
ent 9 (Step 402).

[0077] (3) The one-time password client 9 displays the
online service user ID and OTP [0] which is one of the
one-time passwords for online service authentication
received (Step 403).

[0078] (4) The one-time password server 2, after perform-
ing the processing of the Step 402, sets OTP[i] as the pass-
word for online service authentication stored in the database
6 after a fixed time (i seconds, 1=i1=-1) has elapsed. The
one-time password server 2, after performing the processing
of the Step 402, generates a dummy one-time password at
random after a fixed time (TN seconds) has elapsed, and sets
the dummy one-time password as the password for online
service authentication stored in the database 6 (Step 404).

[0079] (5) The one-time password client 9, after perform-
ing the processing of the Step 403, displays the online service
user ID and OTP[i] which is one of the one-time passwords
for online service authentication after a fixed time (Ti sec-
onds, 1=i=N-1) has elapsed. The one-time password client
9, after performing the processing of the Step 403 (Step 405),
terminates the display of the online service user 1D and the
one-time password for online service authentication after a
fixed time (TN seconds) has elapsed.

[0080] (6) The online service user inputs the online service
user ID, the password for online service authentication and
the service usage details, using the one-time password for
online service authentication currently displayed on the one-
time password client 9 as the password for online service
authentication, to the online service client 7 of the informa-
tion terminal device 3 (Step 406).

[0081] (7) The online service client 7 of the information
terminal device 3 transmits the online service authentication
request containing sets of online service user IDs, passwords
for online service authentication and service usage details to
the online service server 1 (Step 407).

13



US 2010/0017860 Al

[0082] (8) The online service server 1, upon receiving the
online service authentication request transmitted by the pro-
cessing of the Step 407, performs the same processing as the
processing of Step 103 in the related art technique described
in FIG. 2, (Step 408).

[0083] FIG. 5 is a flow chart describing the processing
operation of online service authentication process when the
online service client of an information terminal device is used
(when the one-time password is synchronized with the num-
ber of online service authentication requests) in the authenti-
cation system according to the present invention. Next, this
will be described. It is assumed that the shared secret infor-
mation used for this processing is a fixed password for one-
time password download. It is also assumed that the database
6 stores the current value which is the number of online
service authentication requests to which N was set as the
maximum number of online service authentication requests
for each online service user in the initial state of the authen-
tication system of this invention.

[0084] (1) The one-time password client 9 of the terminal
device 4 transmits the one-time password download request
for online service authentication containing sets of online
service user IDs and fixed passwords for one-time password
download to the one-time password server 2 (Step 501).
[0085] (2) The one-time password server 2 searches the
database 6 by the sets of online service user IDs and fixed
passwords for one-time password download contained in the
received one-time password download request for online ser-
vice authentication. If there is a match with the sets of online
service user IDs and fixed passwords for one-time password
download stored in the database 6, N one-time passwords for
online service authentication (OTP [1]-OTP [N]) are gener-
ated at random, OTP [1] is set as the password for online
service authentication stored by database 6, the initial value 1
of the number of online service authentication requests is set
as the current value of the number of online service authen-
tication requests stored in the database 6, OTP [2]-OTP [N]
are stored in the database 6, and the one-time passwords for
online service authentication OTP [1]-OTP [N] are transmit-
ted to the one-time password client 9 (Step 502).

[0086] (3) The one-time password client 9 receives and
stores the transmitted one-time passwords for online service
authentication OTP [1]-OTP [N] (Step 503).

[0087] (4) The one-time password client 9 displays sets
(1=i=N) of online service user IDs, numbers of times i of
online service authentication requests and one-time pass-
words OTPJ[i] for online service authentication (Step 504).
[0088] (5) The online service user inputs the online service
user 1D, password for online service authentication and ser-
vice usage details to the online service client 7 of the infor-
mation terminal device 3, using, as the password for online
service authentication, the one-time password OTP[x] for
online service authentication currently displayed by the one-
time password client 9 which is paired with the current value
x of the number of online service authentication requests
(Step 505).

[0089] (6) The online service client 7 of the information
terminal device 3 transmits the online service authentication
request containing the sets of online service user 1Ds, pass-
words for online service authentication and service usage
details to the online service server 1 (Step 506).

[0090] (7) The online service server 1, upon receiving the
online service authentication request transmitted by the pro-
cessing of Step 506, performs the same processing as the
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processing of the Step 103 in the related art technique
described in FIG. 2 (Step 507).

[0091] (8) Subsequently, the online service server 1, when
the current value x of the number of online service authenti-
cation requests stored in the database 6 is equal to the maxi-
mum value N of the number of online service authentication
requests, generates a dummy one-time password at random.
The dummy one-time password is set as the password for
online service authentication stored in the database 6, and a
screen which suggests one-time password download for
online service authentication, is transmitted to the online
service client 7 of the information terminal device 3. Also, if
the current value x of the number of online service authenti-
cation requests stored in the database 6 is less than the maxi-
mum number N of online service authentication requests, the
online service server 1 sets OTP [x+1] as the password for
online service authentication stored in the database 6, sets
x+1 as the current value of the number of online service
authentication requests stored in the database 6, and transmits
a screen which displays the current value x+1 of the number
of'online service authentication requests to the online service
client 7 of the information terminal device 3 (Step 508).
[0092] Next, a measure process will be described which, in
the authentication system of the present invention, makes it
hard to guess the one-time password and which can increase
security if a specific online service user ID is attacked. This
processing can be implemented by changing part of the flow
of FIG. 4 and FIG. 5 described above. In the initial state of the
authentication system according to the present invention, it is
assumed that the database 6 stores the current value of the
strength of the one-time password for online service authen-
tication for which an initial value of the one-time password
strength for online service authentication was set, for each
online service user.

[0093] By the processing of the Step 408 in FIG. 4, or
processing of the Step 507 in FIG. 5, the online service server
1 acquires the one-time password strength current value x for
online service authentication stored in the database 6, authen-
ticates whether or not the first x characters are equal for the
password for online service authentication contained in the
online service authentication request received, and the pass-
word for online service authentication stored in the database
6, sets a one-time password strength initial value for online
service authentication as the current value of the strength of
the one-time password for online service authentication
stored in the database 6 if authentication succeeds, sets x+1 as
the current value of the strength of the one-time password for
online service authentication stored in the database 6 if
authentication fails, and transmits a screen which displays the
current value of the strength of the one-time password for
online service authentication to the online service client 7 of
the information terminal device 3.

[0094] FIG. 6 is a flow chart describing the processing
operation of online service authentication process when the
online service client of an information terminal device is used
(when the one-time password is synchronized with the ser-
vice usage details contained in the online service authentica-
tion request) in the authentication system according to the
present invention. Next, this will be described. Let the shared
secret information used for this processing be a common key
K of a common key encryptosystem. It is assumed that the
database 6 stores the current value of the strength of the
one-time password for online service authentication to which
the initial value of the strength of the one-time password for
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online service authentication was set, in the initial state of the
authentication system according to the present invention, for
each online service user.

[0095] (1) The online service user inputs an online service
user ID and the service usage details into the online service
client 7 of the information terminal device 3 (Step 601).
[0096] (2) The online service client 7 of the information
terminal device 3 transmits an online service authentication
preparation request containing sets of online service user IDs
and the service usage details to the online service server 1
(Step 602).

[0097] (3) The online service server 1 transmits the online
service authentication preparation request containing the sets
of online service user IDs and service usage details to the
one-time password server 2 (Step 603).

[0098] (4) The one-time password server 2 searches the
database 6 for the online service user 1D received, and if the
online service user 1D is stored in the database 6, it acquires
the common key K and current value x of the strength of the
one-time password for online service authentication stored in
the database 6, generates an online service authentication
preparation ID and a one-time password for online service
authentication of strength x at random, sets x+1 as the current
value of the strength of the one-time password for online
service authentication stored in the database 6, and stores sets
of online service authentication preparation IDs, service
usage details and one-time passwords for online service
authentication in the database 6. If the online service user ID
received is not stored in the database 6, the one-time password
server 2 generates the common key K, the online service
authentication preparation ID and the one-time password for
online service authentication at random. The one-time pass-
word server 2 then encrypts the connection bit string of the
service usage details and the one-time password for online
service authentication by the common key K and adds the
MAC (Message Authentication Code) to the encrypted bit
string, and transmits it as online service authentication prepa-
ration information with a corresponding online service
authentication preparation 1D to the online service server 1
(Step 604).

[0099] (5) The online service server 1 encodes the received
online service authentication preparation information to aQR
Code, and transmits the online service authentication prepa-
ration ID and QR Code to the online service client 7 of the
information terminal device 3 (Step 605).

[0100] (6) The online service client 7 of the information
terminal device 3 displays the received QR Code (Step 606).
[0101] (7) The one-time password client 9 decodes the
online service authentication preparation information from
the QR Code, and decodes the online service authentication
preparation information with the common key K. If authen-
tication by the MAC succeeds, the one-time password client
9 displays the service usage details and the one-time pass-
word for online service authentication (Step 607).

[0102] (8) The online service user checks that the service
usage details currently displayed by the one-time password
client 9 are the same as the service usage details inputted by
the processing ofthe Step 601. If they are the same, the online
service user inputs the one-time password for online service
authentication currently displayed by the one-time password
client 9 to the online service client 7 of the information
terminal device 3 (Step 608).

[0103] (9) The online service client 7 of the information
terminal device 3 transmits the online service authentication
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request containing the set of online service user 1D, online
service authentication preparation ID and one-time password
for online service authentication to the online service server 1
(Step 609).

[0104] (10) The online service server 1 searches the data-
base 6 by sets of online service user IDs, online service
authentication preparation IDs and one-time passwords for
online service authentication contained in the online service
authentication request received. When there is a match with
the sets of online service user IDs, online service authentica-
tion preparation IDs and one-time passwords for online ser-
vice authentication stored in the database 6, the online service
server 1 deems that authentication has succeeded, sets the
initial value of the strength of the one-time password for
online service authentication as the current value of the
strength of the one-time password strength for online service
authentication stored in the database 6, acquires the service
usage details stored in the database 6 which are paired with
the online service user IDs and online service authentication
preparation IDs contained in the online service authentication
request received, and provides an online service according to
the service usage details. If authentication fails, the online
service server 1 deletes sets of online service authentication
preparation IDs and service usage details stored in the data-
base 6, which are sets of online service user IDs and online
service authentication preparation IDs contained in the online
service authentication request received with the one-time
password for online service authentication (Step 610).
[0105] The online service authenticating processing when
the online service client of the information terminal device
described above is used (when a one-time password is syn-
chronized with the service usage details contained in an
online service authentication request), can be implemented
even if the shared secret information is changed to a fixed
password for one-time password download and the steps 604-
607 are changed to the following steps 611-615. The process-
ing flow here is not shown.

[0106] (11) The one-time password server 2 searches the
database 6 by the online service user ID received, and when
the online service user ID is stored in the database 6, the
one-time password server 2 acquires a current value x of the
strength of the one-time password for online service authen-
tication stored in the database 6 is acquired, generates at
random an online service authentication preparation ID and
one-time password for online service authentication having a
strength x, sets x+1 as the current value of the strength of the
one-time password for online service authentication stored in
the database 6, and stores sets of online service authentication
preparation IDs, service usage details and one-time pass-
words for online service authentication in the database 6. If
the online service user ID received is not stored in the data-
base 6, the one-time password server 2 generates an online
service authentication preparation ID at random, and the one-
time password server 2 transmits the online service authenti-
cation preparation ID to the online service server 1 (Step 611).
[0107] (12) The online service server 1 transmits the online
service authentication preparation 1D to the online service
client 7 of the information terminal device 3 (Step 612).
[0108] (13) The one-time password client 9 of the portable
terminal device 3 transmits the one-time password download
request for online service authentication containing sets of
online service user IDs and fixed passwords for one-time
password download to the one-time password server 2 (Step
613).
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[0109] (14) The one-time password server 2 searches the
database 6 by sets of online service user IDs and fixed pass-
words for one-time password download contained in the
received one-time password download request for online ser-
vice authentication, and if there is a match with the sets of
online service user IDs and fixed passwords for one-time
password download stored in the database 6, it transmits a set
of service usage details and a one-time password for online
service authentication stored in the database 6 to the one-time
password client 9 (Step 614).

[0110] (15) The one-time password client 9 displays the set
of'service usage details and the one-time password for online
service authentication received (Step 615).

[0111] Next, the online service authenticating processing
when an online service client of a portable terminal device is
used in the authentication system of this invention will be
described. It is assumed that the shared secret information
used for processing here is a fixed password for one-time
password download. The processing flow here is not shown.
[0112] (Process 701)

[0113] The one-time password client 9 of the portable ter-
minal device 4 transmits a one-time password download
request for online service login containing sets of online
service user IDs and fixed passwords for one-time password
download to the one-time password server 2.

[0114] (Process 702)

[0115] The one-time password server 2 searches the data-
base 6 by sets of online service user IDs and fixed passwords
for one-time password download contained in the received
one-time password download request for online service login,
and if there is a match with the sets of online service user IDs
and fixed passwords for one-time password download stored
in the database 6, it generates a one-time password for online
service login at random, stores the one-time password for
online service login in the database 6, and transmits the one-
time password for online service login to the one-time pass-
word client 9.

[0116] (Process 703)

[0117] The one-time password client 9 starts the online
service client 8 of the portable terminal device 4 with the
online service user ID and the one-time password for online
service login as arguments.

[0118] (Process 704)

[0119] The online service client 8 of the portable terminal
device 4 transmits the online service login request containing
the set of the online service user ID and the one-time pass-
word for online service login to the online service server 1.
[0120] (Process 705)

[0121] The online service server 1 searches the database 6
by sets of online service user IDs and one-time passwords for
online service login contained in the online service login
request received, and if there is a match with the sets of online
service user IDs and one-time passwords for online service
login stored in the database 6, it transmits an online service
login success screen to the online service client 8 of the
portable terminal device 4.

[0122] Next, the processing of e-mail authentication in the
authentication system according to the present invention will
be described. It is assumed that the shared secret information
used for processing here is a fixed password for one-time
password download. The processing flow here is not shown.
[0123] (Process 801)

[0124] When the one-time password server 2 receives an
e-mail addressed to an online service user and the online

Jan. 21, 2010

service user ID of the online service user, it generates a
one-time password for e-mail authentication at random,
stores the one-time password for e-mail authentication in the
database 6, records the one-time password for e-mail authen-
tication and transmits it to the destination.

[0125] (Process 802)

[0126] The one-time password client 9 transmits the one-
time password download request for e-mail authentication
containing sets of online service user IDs and fixed passwords
for one-time password download to the one-time password
server 2.

[0127] (Process 803)

[0128] The one-time password server 2 searches the data-
base 6 by sets of online service user IDs and fixed passwords
for one-time password download contained in the received
one-time password download request for e-mail authentica-
tion, and if there is a match with the sets of online service user
IDs and fixed passwords for one-time password download
stored in the database 6, it acquires the one-time password for
e-mail authentication stored in the database 6, and transmits
the one-time password for e-mail authentication to the one-
time password client 9.

[0129] (Process 804)

[0130] The one-time password client 9 displays the one-
time password for e-mail authentication received.

[0131] The online service user, after performing the pro-
cessing 804, compares the one-time password for e-mail
authentication recorded in the e-mail with the one-time pass-
word for e-mail authentication displayed by the one-time
password client 9, and the online service user will learn that if
they match, the e-mail sender is the online service provider,
whereas if they do not match, the e-mail sender is not the
online service provider.

[0132] Although the processing 801 described above
assumes the case where the mail is an e-mail, even when
sending another form of mail such as a postcard, the mail
sender can still be authenticated by the one-time password for
mail authentication.

[0133] Next, in the authentication system of the present
invention, measures will be described to prevent an attacker
from guessing a valid ID. This processing can be imple-
mented by changing the process 203, process 204 and subse-
quent processes.

[0134] By the processing of the process 203 described
above, the one-time password server 2 generates an online
service user sub ID at random, stores the online service user
sub ID in the database 6, and transmits the online service user
sub ID to the one-time password client 9.

[0135] By the processing of the process 204 and subsequent
processes, an online service user sub 1D is used instead of an
online service user 1ID. However, the sum value which an
online service user sub ID can take needs to be far bigger than
the total number of online service users, for example, about
10000.

[0136] Next, the strength of each password used with the
embodiment of the above invention will be described. In
general, the strength of a password is determined by the
number of alphanumeric characters which constitute the
password. Although it is determined considering the security
of'a system, and an online service user’s convenience, in the
embodiment of the present invention, an alphanumeric char-
acter string of about 32 characters is used as the dummy
one-time password, the fixed password for one-time pass-
word download, and as a one-time password for online ser-
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vice login. An alphanumeric character string of about 8 char-
acters is used as the fixed password for one-time password
client initialization and fixed password for online service
authentication, and further, an alphanumeric character string
of about 8 characters is used as the fixed password for one-
time password client startup, the one-time password for
online service authentication and one-time password for
e-mail authentication. The initial value of the one-time pass-
word strength for online service authentication is about eight.
[0137] The online service server 1, one-time password
server 2 and information terminal device 3 which constitute
the embodiment of this invention described above may be
constituted by an information processor provided with a
CPU, amemory, a hard disk drive, a display and an [/O device,
etc. Although it has been described that the portable terminal
device 4 is a cellular phone, the portable terminal device 4
may be a portable information processor constituted as
described above.

[0138] The processing of each embodiment of the present
invention described above is performed by programs
executed by a CPU of a computer. The programs can be stored
in recording media, such as FD, CDROM and DVD, or can be
provided by digital information via a network.

[0139] According to the embodiment of the present inven-
tion, in authentication of a one-time password client initial-
ization request, since the strength of the fixed password for
one-time password client initialization according to the
embodiment of this invention described above is as weak as
about eight alphanumeric characters, the account lockout
condition is included, but in authentication of the one-time
password download request for online service authentication,
since the strength of the fixed password for one-time pass-
word download is strengthened by about 32 alphanumeric
characters, the account lockout condition is not included.
Consequently, an attacker can be prevented from blocking an
online service user’s one-time password download request
for online service authentication, so the first problem of the
authentication system using a one-time password in the
related art technique wherein the security of a one-time pass-
word always depends on the security of the fixed password
inputted by the online service user, is resolved.

[0140] According to the embodiment of the present inven-
tion, depending on the presence or absence of one-time pass-
word client initialization and the presence or absence of a
one-time password for online service authentication which is
the authentication condition of an online service authentica-
tion request, a fixed password for online service authentica-
tion, a dummy one-time password or a one-time password for
online service authentication is set as the password for online
service authentication stored in the database, so the second
problem of the authentication system using a one-time pass-
word of the related art technique wherein the processing of
the Step 103 which performs authentication of an online
service authentication request must be changed, is resolved.
[0141] According to the embodiment of the present inven-
tion, when sharing the one-time password for online service
authentication, the current value of the present time informa-
tion of the online service server and one-time password client
and the number of online service authentication requests are
made to coincide, and if the number of online service authen-
tication requests after a fixed time has elapsed or after sharing
exceeds a fixed number of times, the online service authenti-
cation request is deemed to be a failure, so the third problem
of the authentication system using the one-time password of
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the related art technique wherein the one-time password for
online service authentication calculated with an online ser-
vice authentication request several minutes earlier or later or
a number of times later as an argument, is authenticated, and
the fourth problem wherein an attacker can attack without
limit to time or number of times, are resolved.

[0142] According to the embodiment of the present inven-
tion, the online service authentication request which the
online service server received from the online service clientis
authenticated by a one-time password for online service
authentication for which the number of characters is the cur-
rent value of the strength of the one-time password for online
service authentication. If authentication fails, since the cur-
rent value of the one-time password strength for online ser-
vice authentication is increased, the fifth problem of the
authentication system using the one-time password of the
related art technique wherein the strength of the one-time
password for online service authentication is not strong even
if a specific online service user ID is attacked, is resolved.
[0143] According to the embodiment of the present inven-
tion, with respect to online service authentication preparation
request including the service usage details which the one-
time password server received from the online service client,
the service usage details and the one-time password for online
service authentication are synchronized, and after checking
that the one-time password server for which the one-time
password client is suitable, the service usage details and the
one-time password for online service authentication have
been shared, the service usage details and the one-time pass-
word for online service authentication are displayed, and
since the online service user can check that the service usage
details displayed on the one-time password client and the
service usage details contained in an online service authenti-
cation preparation request are identical, the sixth problem of
the authentication system using the one-time password of the
related art technique wherein authentication is successful
even if the service usage details contained in the online ser-
vice authentication request are altered, is resolved.

[0144] According to the embodiment of the present inven-
tion, the one-time password client of a portable terminal
device starts the online service client of the portable terminal
device with the one-time password for online service login as
an argument, and since the online service server authenticates
an online service login request received from the online ser-
vice client of the portable terminal device with the one-time
password for online service login, the seventh problem of the
authentication system using the one-time password of the
related art technique wherein the one-time password cannot
beused for the online service authentication process when the
online service client uses a portable terminal device, is
resolved.

[0145] According to the embodiment of the present inven-
tion, the one-time password server records the one-time pass-
word for e-mail authentication in an e-mail, and since the
one-time password client displays the one-time password for
e-mail authentication, the eighth problem of the authentica-
tion system using the one-time password of the related art
technique wherein a one-time password cannot be used as a
measure against phishing mail, is resolved.

[0146] According to the embodiment of the present inven-
tion, since an online service authentication request is authen-
ticated by an online service user sub ID for which there are far
more invalid IDs than valid IDs and which are assigned at
random, the ninth problem of the authentication system using
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the one-time password of the related art technique wherein an
attacker can guess an effective online service user ID and
perform an account lockout, can be resolved.

BRIEF DESCRIPTION OF THE DRAWINGS

[0147] Hereinbelow, an embodiment of an authentication
system and authentication method according to the present
invention will be described with reference to the drawings.
[0148] FIG.1is ablock diagram showing an example of an
authentication system according to a related art technique
using a fixed password.

[0149] FIG. 2 is a flow chart describing the processing of
online service authentication in an authentication system
using a fixed password.

[0150] FIG. 3 is a block diagram showing the composition
of an authentication system according to a first embodiment
of the present invention.

[0151] FIG. 4 is a flow chart describing the processing
operation of online service authentication process when an
online service client of an information terminal device is used
(when a one-time password is synchronized with time).
[0152] FIG. 5 is a flow chart describing the processing
operation of online service authentication process when an
online service client of an information terminal device is used
(when a one-time password is synchronized with a number of
online service authentication requests).

[0153] FIG. 6 is a flow chart describing the processing
operation of online service authentication process when an
online service client of an information terminal device is used
(when a one-time password is synchronized with the service
usage details contained in an online service authentication
request).

EXPLANATION OF REFERENCE NUMERALS

[0154] 1: Online service server
[0155] 2: One-time password server
[0156] 3: Information terminal device
[0157] 4: Portable terminal device
[0158] 5: Network

[0159] 6: Database

[0160] 7: Online service client

[0161] 8: Online service client

[0162] 9: One-time password client

1. (canceled)

2. An authentication system in a client/server system
wherein an online service server, a one-time password server,
an online service client, and a one-time password client are
connected via a network, and the online service server and the
one-time password server are connected to a database,

wherein: the initial state of the authentication system is a

state where a fixed password for online service authen-
tication is set as a password for online service authenti-
cation stored in the database;

the one-time password server, after authenticating an ini-

tialization request from the one-time password client,
sets a dummy one-time password as the password for
online service authentication stored in the database, and
after authenticating the one-time password download
request for online service authentication, sets the one-
time password for online service authentication as the
password for online service authentication stored in the
database;
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the online service server authenticates the online service
authentication request received from the online service
client by the password for online service authentication
stored in the database; and

the online service server or the one-time password server

authenticates the one-time password download request
for online service authentication, and when the one-time
password for online service authentication shared with
the one-time password client does not meet authentica-
tion conditions of the online service authentication
request, sets the dummy one-time password as the pass-
word for online service authentication stored in the data-
base.

3. An authentication system in a client/server system
wherein an online service server, a one-time password server,
an online service client, and a one-time password client are
connected via a network,

wherein: the one-time password server, after authenticat-

ing a one-time password download request for online
service authentication, shares a plurality of one-time
passwords for online service authentication with the
one-time password client;

the one-time password client, after sharing the one-time

password for online service authentication with the one-
time password server, displays any one of the plurality of
one-time passwords for online service authentication
displayed in turn at a fixed time interval; and

when a fixed time elapses after the online service server

shares the one-time password for online service authen-
tication, the online service server treats the online ser-
vice authentication request received from the online ser-
vice client as an authentication failure, and makes
authentication by one of the plurality of one-time pass-
words for online serve authentication used as authenti-
cation conditions in order at a fixed time interval after
sharing the online service authentication one-time pass-
words.

4. An authentication system in a client/server system
wherein an online service server, a one-time password server,
an online service client, and a one-time password client are
connected via a network,

wherein: the one-time password server, after authenticat-

ing a one-time password download request for online
service authentication, shares a plurality of one-time
passwords for online service authentication with the
one-time password client;

the one-time password client displays sets of the number of

online service authentication requests and the one-time
password for online service authentication; and

when the number of one-time passwords for online service

authentication shared by the number of online service
authentication requests after sharing the one-time pass-
word for online service authentication is exceeded, the
online service server treats the online service authenti-
cation request received from the online service client as
an authentication failure, and authenticates by the one-
time password for online service authentication paired
with the number of online service authentication
requests after sharing the one-time passwords for online
service authentication.

5. An authentication system in a client/server system
wherein an online service server and an online service client
are connected via a network, comprising: the online service
server; a one-time password server; the online service client;
and a one-time password client,
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wherein the online service server authenticates the online
service authentication request received from the online
service client by a one-time password for online service
authentication whose number of characters is the current
value of the one-time password strength for online ser-
vice authentication, and if the authentication {fails,
increases the current value of the one-time password
strength for online service authentication.
6. An authentication system in a client/server system
wherein an online service server, a one-time password server
and an online service client are connected via a network,
comprising: the online service server; the one-time password
server; the online service client; and a one-time password
client,
wherein: the one-time password server and the one-time
password client share shared secret information; and

when there is an online service authentication preparation
request containing service usage details received the
online service client, the one-time password server
shares the service usage details, information for authen-
ticating the service usage details by the shared secret
information and information for, by the shared secret
information, calculating the one-time password for
online service authentication by the shared secret infor-
mation with the one-time password client;

when authentication, by the shared secret information, of

information for authenticating the service usage details
by the shared secret information is successful, the one-
time password client calculates, by the shared secret
information, the one-time password for online service
authentication with respect to the information for calcu-
lating the one-time password for online service authen-
tication by the shared secret information, and displays
the service usage details and the one-time password for
online service authentication; and

the online service server authenticates the online service

authentication request received from the online service
client by a one-time password for online service authen-
tication.

7. An authentication system in a client/server system
wherein an online service server, a one-time password server,
and an online service client are connected via a network,
comprising: the online service server; the one-time password
server; the online service client; and a one-time password
client,

wherein: the one-time password server stores service usage

details with respect to an online service authentication
preparation request containing the service usage details
received from the online service client;

the one-time password server, after authenticating a down-

load request for a one-time password for online service
authentication, shares common keys for encrypting sets
of service usage details and one-time password for
online service authentication with the one-time pass-
word client;

the one-time password client decrypts, with the common

key, and displays sets of the service usage details and
one-time password for online service authentication;
and

the online service server authenticates the online service

authentication request received from the online service
client by a one-time password for online service authen-
tication.
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8. The authentication system according to claim 6,

wherein: the one-time password server makes the number

of characters of the one-time password for online service
authentication the current value of the one-time pass-
word strength for online service authentication with
respect to an online service authentication preparation
request containing the service usage details received
from the online service client, and increases the current
value of the one-time password strength for online ser-
vice authentication; and

when the online service server succeeds in authenticating

the online service authentication request received from
the online service client, the online service server
decreases the current value of the one-time password
strength for online service authentication.

9-13. (canceled)

14. The authentication system according to claim 7,

wherein: the online service server, after receiving a set of

the encrypted service usage details and the one-time
password for online service authentication from the one-
time password server, encodes it to a QR Code and
transmits it to the online service client;

the online service client displays the QR Code; and

the one-time password client inputs and decodes the QR

Code, then decrypts the code with the common key.

15. (canceled)

16. An authentication method in a client/server system
wherein an online service server, a one-time password server,
an online service client, and a one-time password client are
connected via a network, and the online service server and the
one-time password server are connected to a database,

wherein: the initial state of the authentication system is a

state where a fixed password for online service authen-
tication is set as a password for online service authenti-
cation stored in the database;

the method comprises the steps of:

setting, in the one-time password server, a dummy one-
time password as the password for online service
authentication stored in the database, after authenti-
cating an initialization request from the one-time
password client, and setting the one-time password
for online service authentication as the password for
online service authentication stored in the database,
after authenticating the one-time password download
request for online service authentication;

authenticating, in the online service server, the online
service authentication request received from the
online service client by the password for online ser-
vice authentication stored in the database; and

authenticating, in the online service server or the one-
time password server, the one-time password down-
load request for online service authentication, and
setting the dummy one-time password as the pass-
word for online service authentication stored in the
database, when the one-time password for online ser-
vice authentication shared with the one-time pass-
word client does not meet the authentication condi-
tions of the online service authentication request.

17. An authentication method in a client/server system
wherein an online service server, a one-time password server,
an online service client, and a one-time password client are
connected via a network, the method comprising the steps of:

sharing, in the one-time password server, a plurality of

one-time passwords for online service authentication
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with the one-time password client, after authenticating a
one-time password download request for online service
authentication;
displaying, by the one-time password client, any one of the
plurality of one-time passwords for online service
authentication displayed in turn at a fixed time interval,
after sharing the one-time password for online service
authentication with the one-time password server; and

treating, in the online service server, the online service
authentication request received from the online service
client as an authentication failure, when a fixed time
elapses after the online service server shares the one-
time password for online service authentication, and
making authentication by one of the plurality of one-
time passwords for online serve authentication used as
authentication conditions in order at a fixed time interval
after sharing the one-time passwords for online service
authentication.

18. An authentication method in a client/server system
wherein an online service server, a one-time password server,
an online service client, and a one-time password client are
connected via a network, the method comprising the steps of:

sharing, in the one-time password server, a plurality of

one-time passwords for online service authentication
with the one-time password client, after authenticating a
one-time password download request for online service
authentication;

displaying, in the one-time password client, sets of the

number of online service authentication requests and the
one-time password for online service authentication;
and

treating, in the online service server, the online service

authentication request received from the online service
client as an authentication failure, when the number of
one-time passwords for online service authentication
shared by the number of online service authentication
requests after sharing the one-time password for online
service authentication is exceeded, and authenticating
the one-time password for online service authentication
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paired with the number of online service authentication
requests after sharing the one-time passwords for online
service authentication.

19. An authentication method in a client/server system
wherein an online service server, a one-time password server,
and an online service client are connected via a network,
comprising: the online service server; the one-time password
server; the online service server; and a one-time password
client, the method comprising the steps of:

storing, in the one-time password server, service usage

details with respect to an online service authentication
preparation request containing the service usage details
received from the online service client;

sharing, in the one-time password server, a common key

for encrypting sets of service usage details and one-time
passwords for online service authentication, with the
one-time password client, after authenticating a one-
time password download request for online service
authentication;

decoding, with the common key, and displaying the sets of

service usage details and one-time password for online
service authentication by the one-time password client;
and

authenticating, in the online service server, the online ser-

vice authentication request received from the online ser-
vice client by a one-time password for online service
authentication.

20. The authentication method according to claim 19, com-
prising the steps of:

after receiving a set of the encrypted service usage details

and the one-time password for online service authenti-
cation from the one-time password server, encoding, in
the online service server, the set to a QR Code and
transmits the set to the online service client;

displaying the QR Code by the online service client; and

inputting and decoding the QR Code by the one-time pass-

word client, then decrypting the code with the common
key.

20



