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(57) ABSTRA(.'T

Lstablislung peer-to-peer tunnels betwecen c limits in a mobil-
ity donuiin In nornuii operation. clients attached to a network
having access nodes connected to a central controller transfer
all uatftc through the central controller. This traffic is passed
using tunnels bet~eau the access node and the central con-
troller. Tiumels may be encrypted, and ORE tunnels may be
used. A mobility manager opemting in the controller tracks
access nodes connected to the controller, and cfients con-
nected to those access nodes. When the mobility controller
recogmaes tmAic passing between cheats in its niobility
domain that is eh ible ior peer-to-peer fbiwardutg. it

instructs the access nodes supporting the clients to establish a

peer-to-peer tunnel between thc nodes. and direct the cheat
traffic through tlus peer-to-peer ninnei. The peer-to-peer tun-
nel mav be session based, or may bc agcvi Fligibility el'trafiic
for pceer-to-peer tunnels may be controlled by rules. such as
limiting peer-to-peer tunnels by source or destination, by port
or protocol, and the like
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PEER-1'0-PEER FORWARDING FOR
PACKET-SWITCIIFD TRAFFIC:

BAC'KGROIIND OF TFIF, INVENTION

[0001] The present invention relates to digital nctivorks.
and ui particular. to the problem of muting truific in control-
ler-based digital networks.
[0002] Modem digital networks operating under IREE
803.2 and 802.11 standards are called upon to support a wide
rmigc ol'wired mid wireless cliengs

[0003] Such systems usually comprise one or more control-
lers, each controfler supporting one or more access nodes
winch pmvidc isireless mid wired network services to clients
In modern wireless systems. such access nodes may be
located at sonw. distance from the controller. communicating
with the controller through the routed network. In operation,
such systems provide secure netivork connectivity.
[0004] In operation, traffic to and from client svstcms con-
nected to au access mide penises to the central controller,
commonly throu/at the use of a tunnel As understood in the
art. IP tunneling is a method ofcomiectuig two disjoint Inter-
net I'rotocol (ip] nertvorks using encapsulation. In such nui-
neling. every IP packet with addressing infiirmation of its
source and destutation IP netivorks. is encapsulated witlun
another packet prior to being sent through the intermedinte
network Such encapsulation allows traffic bctwccen, iiir
exmnple, the controller and an access node. to be muted
through the larger switched netv;ork. As is known in the art,
such tunnels may be encrypted, such as with GRIi tunnels,
providing additional securtty. Tmmels are descrtbed, for

example, in RFC: 1701, RF( '702, RFC'784, and RFC'890
[0005] While the use of tunnels allows remote access nodes
to provide seamless access to services. tlus architecture does
unposc a price, rouiing ail traffic through the (central] con-
troller. If a remote user is connecung to a corporate server. the

necessity of routing all that traffic thmu8h tlm controller does
not impose much ol a penalty. But il a user at a renmte
location is trying to send a large file, or open a multimedia
stream such as SIP connection, to another remote user located
ten li et im ny. the cemral controller architecture mean s that nfl

that traffic must be routed throuvJt the cmitral controller,
introducing the potential for delays mid bottlenecks.
[0006] Wlmt is needed is a w ay to maintain the benefits of
thc central contmller architecture while not restricting local
trafll '.

BRIEI'BSCRFPTION OI'IIB DRAWINGS

[0007] Thc imvntion nuiy bc best undcmtood by refcmng
to the Iolloiving descnption and accompmiying drawings that
arc used to illustrate embodiments of the invention inn hiclu
[0008] FI(i I shows a network,
[UUU9] Fl(i. 2 shows details of network devices.
[0010] FI(i. 3 shows tunnels in a network,
[UU11] 11G. 4 shows an additional network.

DLTAII.I iD DESCRIPTION

[U012] Iimbodiments of the in~ention relate to methods
tunnelinv traffic in a digital network. A digital network has
one or more central controllers to which a plumility of access
nodes are connected. Bach access node provides a combina-
tion of wirclcss and/or wircxi access to resources available
through the central controller. The access nodes may be
directly connected to the controller. or they may connect to

the controller tin ough routed networks such as the corporate
lntranet, wider intcrneb tluough pnvate networks such as
VPNs, or tluoust a combuiation ol'wired and is ireless back-
haul

[0013] ln operation, the access nodes establish conuuum-
cations with thc controller using tunnels. An example of a

tunnel is a GRI tunnel. Traffic to and from clients connected
to an access node is routed through the tunnel and tluough the
central controflcr to which the access node is coimcctcd

[0014] In accordance witli the invention, a mobility con-
troller process rtuis in the controller. monitorui * traffic to and
ihom chents. The set of access nodes known to the controller
and other associated controllers is defined as the mobility
doniaui. When the mobility controller recognizes that u alfie
is being sent from a first client in the mobility domain to a
sec&iml chant in the mobility dom un, tbc mobility controller
evaluates whether the traffic is ehrgble for peer-to-peer for-

warding. If the traffic is eligible for peer-to-peer forwarding,
the nuibihty mmiager instructs the access node to which the
first client is connected to estabhsh a peer-to-peer tunnel to
the access node to which thc second client is attached. and to
direct the trtdiic through the peer-tiwpeer tunnel.
[0015] Peer-ti&peer tunnels may becstablished benvcen
any two clients in the mobility domain. or may be established
on an authenticated basis. Peer-to-peer tiuinels may be lim-

ttcxI or authentimited on a per-user basis, and may be limited
to certaui protocols, ports. and/or destuiations. Peer-to-peer
tunnels may bc kept alive on a session basis, or may be agni
and terminated automaucally if unused I'or a predeternuned
period of time.

[0016] FIG. I shows a digital network. Router 100 connects
to a netv;ork. not shown. Router 100 also provides services to
controller 200. Contmller 200 has a plurnlity ol'ports. 230a,
230b for supporting devices such as access nodes 400ii, 40Ub,
4OOr, 4OOd

[0017] As shown in FICI I, tlmseports 120a. 120b connect
tluou h switched netivork 290 to routers 300a and 300b.

[UU18] Access nodes 4UUa, 400b, 4UUc, 4UUd provide wire-
less mid possibly wired wrvices to clients. As shown in I'l(i.
I, wireless chcnt 500a is connected to access node 400a.
Access node 400b supports wireless client 5UUb and wired
client 510b Access nude supports wireless client 500i:

[0019] As shown in FICi 2. controflcrs 200 arc a purpose-
built di ital devices having a CPU 210, memory liierarchy
220. and a plurality ofnetwork interfaces 23U CPU 210 may
be a MIPS-class processor from compmues such as Raze
Microelectronics or Cavium Networks, although ('PUs from
compames such as Intel. AMD. IBM, Frcescale, or the lilm

may also be used. Memory hiemrchy 220 includes read-only
memory for device startup and irunahzation.

hiker-speed

read-wnte memory such as DIEAM liir containing progrmns
and data dunng operation, and bulk memory such as hard disk
or compact tiash fiir permanent file storage of programs and
daui Network interfaces 230 are typically IIIEli 802.3 Eth-
eniet interfaces to copper, although higv-speed optical fiber
interfaces may also bc used Coutrofler 200 typicafly operates
under the control of purpose-bush embedded software, typi-
cally nuufing under a Linux operating system, orms opemting
sysicm for embedded devices such ns VXWorks C'ontroller
200 may have dedicated hardware for encryption. and/or for
routing packets bctwcen network interfaces 230

[0020] Siniiltmly, as understood by the ait, access nodes
400a. 400b, 4(loc and 400d, are also purpose-built digital
dhwices. Tliese access nodes include CPU 41U, memory hier-
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archy 420, u ired interface 430. nnd wireless interface 440. As
with controflcr 200. (hr: C PU comnumly usvd fiir such accr vs

nodes is a MIPS-class CPU such as one fmm Raze Micro-
electmnics or Caviinn Networks, although processom fmm
other r endors such as Intel, AMD. Freescalm and IBM mny
be used. The memory hierarchy comprises read-only storage
for device stnrtup and initinlization, fast read-ivritc storage
such as DRAM for holding opcraung programs and data, and
permanent bulk file stomge such as compact flash. Wireless
access nodes 300 typically operate under control ofpurpose-
built provgrmns nuining on an embedded operatinvg system
such as I inux or VXWorks. Wireless interface 340 is typi-
cally an. interface operatuig to the family of IEFE 802.11
standards including but not limited to 802.11 a. b. g. and/or n.
Multiple wired interfaces 43U may be providcxt, with one
wired interlace 430a beuig used to connect the access node to
its controller, and the other ii ired interfaces 43 Ub used to host
wired devices as cliencs. While wircxt interfaces such as 802 3

Ethernet may be used. USB may also be used to support
printers, mass storage devices, and ivireless back-tamil links
such ns 3CJ or WiMAX nuideins

[0021] Wlule I'IGS. I aix! 2 dccpict n wire backhinil con-
necting access nodes 400 to contmller 2UU. a combination of
u i reft and ivircless backhaul s may also bc used. for cxmnplc,
using Wi M AX, 3 Ci. or other high-speed ii irel ass connections
While a v,ired connection to a modem such as an ADSI.
modem or a cable modem may bc used. such u nmdem may
also be built uito access node 400.

[UUZZ] Routers 3UO are also purpose-built digital devices,
nnd siniilnr to controfler 200, tlmy contain a I PU. memory
luensrchy, and n plumlity of interfaces. Routers typically run
dedicated soflware devoted to tire tasks requirsxt. Routers are
commercially available from a munber of coimpanies such as
Cisco-Linksys. Iiewlett Packard, D-Link, and others.

[0023] Wireless clients 500 are also digital devices, simi-
larly lmving CPI 1 510, memory l»crarchy 520, wireless inter-
face 530. mid I/O devices 540. As exmnples, vareless device
500 may be a gelml"il piliposc colnplltcl sticli ns a lapt(ip, ol
niay be a purprrse-built device such as a Wi-Fi phone or a

handheld scanner. In a general-purpose computer, CPU 51U
flies'c a processor I'rom companies such as Intel, AMD,
Freescale. or the like In the mise ot'purpose-built devices.
Acorn or MIPS class processors may be preferred. Menuiry
hierarchy 520 comprises tlm siniilar set ofread-only mmnory
for device startup and initialization, fast rend-wnte memory
for device operation and holding pro~cams and data during
oxecution, and pcmumr:nt hulk tile storage using dcviccs such
as flash, compact flash, and/or hard disks. Additional I/O
devices 540 may be present, such as keyboards, display~,
speakers, barcode scanners, and the like.

[0024] In operation and as shown in Fl(i. 3, access nodes
400a, 400h. 400c, 400d rxsiablish communications tv ith con-
troller ZUU, in the case of lq(. 3, through routers 300 and
su itchcxt network 200. As shown for access nodes 400a and
400k tunnels 600a, 600b such as GRF tunnels are estabh shed
between the access node and controller 2UO. Such tiumels
600a, 600h may be established on a per access node basis, or
on a per netv;ork basis. with one tunnel established for each
advertised wireless nenvork [BSSD) or one tmmel estab-
lished for each wired port on an access node.

[0025] Assume v'ireless client 500a is connected to access
node 400a, and client 500b is connected to access node 400h
(Vqten chent 500a establishes a connection to client 500b.
tratTic from client 500a passes tluougli access node 400a,

numel 600a, to controller 200. Controller 20U identifies the
trnflie destnuition as client 500h. mid sends the tra)Tic though
tunnel 600b to access node 400b and client 500b.

[0026] This muting is performed by controller 200 using
the IP addresses ofclients 500a and 500b, as v;ell as the MAC

[media access controller) addresses of clients 500a, 5 UUb and
accessnodes400a utd400k%1tenc)tent500awishestosend
datatoclient5UUb. itinessencefonnsanIPpacketwithcbent
500b's IP address as thedestination, and uithcbr:nt500a's IP
address and IVLAC address as the source. Tlus information is
encapsulated and sent to controller 200

[0027] Controller 200 keeps tables of all access nodes it
controlw and all clients associated with those nodes, includ-
uig IP and MAC addresses. In tins way, ivhen it examines the
pact et from client 500a, it can detemune that client 5UUk the
destination. is cminected to access node 400b. and direct the
traftic thmugtt tunnel 600b to that access point. mid the des-

tination device.

[0028] F van ifclients 500a and 500h are sitting in the same
oflice suite, ten meters apart, traflic betu can them is routed
through controller 200

[0029] According to the present invention, mobility man-
ager 280 is a process running in controller 200 By accessing
controller 200's tables of access nodes and their clients,
mobility nmnagcr 280 can detect when a client is exchanging
data with another client in its mobihty domain.

[0030] As shou n in IilCJ. 4, when mobility mana er 280
detects that client 50Ua is communicating with client3 Uflb,

also in the mobihty domain ot'controller 200, mobility m lil-

ager 280 evaluates if this traffic is eligible frir peer-to-peer
forwarding If thc traflic is eligible tior peer-to-peer fonvard-
uig. mobihty manager 280 nistrucgs access node 400a to

establish peer-to-peer tunnel 610 between access node 400a
and access 4 00h, and to route that tra flic bi tween c lien cs 500a
and 500b through tmuiel 610 rather than through tunnel 600a.
While the peer-to-peer tunnel is being estnblished, traftic
betwccen clients flows through the controller. In this manner
tratTic between clients 500a mid 5UUb rattier than traveling
ttnough tunnels 600a and 600b and cimtmllcr 200, instead
trnvels tlmrugh tumicl 610 once the tunnel is established.

[0031] A peer-to-peer mane) may be estabhshed any tune
mobility manager 280 detects connections and data
exchanges bcnvcen clients in its mobility domain Or, pcer-
to-peer tiuinels may be evaluated and only established on mi

authenticated basis according to pre-established niles Pcer-
to-peer tunnels may be hmited by chent identity. including
but not 1inu ted to client II'ddress, client MAC address, client
authentication. and the bke, rlestiiuitimi identity, port, unffic

type. mid so on. As an example, assume a hi h-speed punter
is connected as a client to access node 400a. Appropnate rules
for tile r:stabhshment of peer-hnprcer tunnels for a printer
would be limited to ports and protocaifs needed for printer use
for local authorized user:, with no access allowed for guests.
Sunilarly. traflic to e-mail sets era ~ould not be eligible liir

peer to-per forwarding, so that such tmffic would always pass
through contmller 280 and bc subject to firruafling, virus
detection. deep packet inspection. arid the tike. As another
example. nenvork time protocol tmffic on port 123 would be
eligible tiir peer-to-peer fiinvarding ki reduce transit delays
for time data.

[UU32] It should be understood that whicli end of the uaftic
causes the tunnel to be citablishrxt is immatcrinl As an

example, considers user senduig queries to a remote database
server. It does not matter if the traffic triggering the formation
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ofa peer-to-peer tunnel is the trunsmission of a query from the
cheat io thc dmabase server, or the u'm&amis sion o I'ihe query
result from the catabase server to the cheat.
[UU33] Peer to-peertunnelsmaybeestablishedona session
basis, ol It&av hc aged. As an example, for a device such as a

high-speed printer, a peer-to-peer tunnel &vith a timeoutol'hirtyseconds may be appropriate; if no activity passes
through the tunnel for that predctcrtnined period of time, thc
tunnel is discontinued. Ifbursts of tralhc between two cliems
exceed the time-out period. the peer-to-peer tunnel will be
discontinued. but the next tralhc between the clients, which
will once more be muted through controller 200, causes the
peer-to-peer tunnel to be re-established.

[0034] Assume as an exmnplc file,'ihitabrwsc server 510/& is
connected via a wired connection to access node 400b. Peer-
to-peer tunnels may be permitted for mithortzed users of the
datnbase ff&r the specilic prou&cols and ports used for datnbase
access, with all other trafhc routed thrt&upt contr&fler 200 for
Iiltcring. fircwalling. and authentication As an example,
wlnle database tral'Iic using port 3306 between server 510/&

and client 5UUa may be muted tluough a peer-to-peer tunnel
610, Iraflic on port 80 between client 500u and server 5 1 UI& is

stdl muted u»tially tluough controller 200.

[0035] When nniltiple controllers 200 are present witlfin a

mobdity donunn. mobihty managers 280 operatui ut each
controller may cooperate in supportuig peer-to-peer tunnel-
ing v:ithin the mobility domnin In onc embodiment, a mobil-
Ity manager 280 broadcasts updates of connected clients to
other mobility managers in the mobility domain. These
updates may be made on a periodic basis, may be cvm&t-

driven, such as on client connection or disconnection, or on a

combination By providing thc ability fora mobility manager
to identily clients attached to a ihlfcrent ennui&lier that are
stil I ivitlfin the mobility domain, peer-to-peer fortvarding may
be extended to cross contrufler boundaries

[0036] In miother embodiment involving multiple control-
lerx mobility managers 280 may amid queries to other mobil-

ity managers u it bin the domain to inquire if a destination is a

client of another mobility manager &iithin the mobility
domnin. Ii may bc uscliil in some embodiments to apply
additional authentication when controfler boundaries are
crossed. As mi example, consider an enterprise network
spread over m:my locationw perhaps over mony time zones
Vi'lu le est ah i&slung a peer to peer tunnel beta een a stremnin
media device such as a security &vebcam and a monitoring
station oflloads that streaming traffic from passing through
the controller, other policies may v,ish to restrict access to
such cameras to only users connected to tlm controfler at thc
particular site, not allowing access across controller bound-
aries, or only aflow ing access across controller boundaries to
ct'.I I atn c hisses oi ilscls.

[U037] Wlfile the in~ention lms been described in terms of
various embodinwnts, tlm invention should not be limited to
only those embodiments descrtbed. but can be pcacticed with
modification and alteration witlun the spirit and scope of the
appended claims. The descrtption is this to be rcgardexI as
Illustrative mtther than l uniting.

What is claimed is:

1. A method of operating a packet-switched digital network
having at least onc controller supporting a plurality ofaccess
nodes coiuiected to the controller, each access node capable
of supporting clients, comprising:

monitortng. by a nx&bi 1 i ty manager in the controller, traffic
fliming to mid 'Irom thc access nodes conncctcd to the
conIroller,

tlie mobility manager deciding if tmffic flowing throu@a

Ihe controller Imm a first client connected to a Iirs1

access node to a second client connected to a second
access node is eligible for peer-to-peer li&rwarding, mid

If the traffic is efiy'ble for peer-to-peer forwardin . the
mobility manager conunanding the first access node to
open a tunnel Imm the first access node to the second
access node and to route the traffic bertveen the first
clmnt mid the second clmnt tlm&ugh thc tunnel

2. 'Ilie method of claim I where the connection bets& een the
tirst client and the first access node is a wireless connection.

3. The method ofclaim I where tlie coiuiection between the
first client and thc first access node is a wired conneection.

4 ThemethodofclaimIwherctheconnectionbetweenthe
second client mid the second access node is a wireless con-
I&CCtloli

5. The method ofclaim I v, here the connection between the
second client and the second access node is a wired ci11u'Icc-

tion

6. The method of claim I where the tunnel from the first
iiccess nt&de to thc SPcoltii IIctmss liixit: is cnctvptPII

7. The method of claim I where the tunnel from the first
access node to the second access node is a (ifffl tunnel.

8. The method of cl um I where the numel ffom the first
access node to the second access node is aged.

9 Themetlmdofclaim1wheretheconnectionbetweenthe
controller mid the access nodes connected to the controller
l&SCS till111CIS

10. The method of claim 9 where the tunnels are ISRB

mnnels.

11. The method of claim I where the step of deciding if
traffic flowing tluough tlie controller fmm a first client con-
nected to a first access node to a stxond client connected to a

second access node Is efivyble for peer-to-peer for&Carding is
based on authenticating one or both clients.

12 The metliod of claim I where the step of deciding if
uaftic flowing through the conuoller from a first client con-
nected to a fimt access node to a second client conncctcd to a

second access node Is eligible fi&r peer to-peer forwarding is
based on the protocol and/or ports in use to tmusfer trnfiic
between the chants.

13. The method of claim I where the step of deciding if
trnflie flowing through tlm controller from a lirst client con-
nected to a first access node to a second client connected to a
second access node is eligible for peer-to-peer forwarding is
based on the IP address of one or both clients.

14 The method of claim I where the step of deciding if
irnflie flowing through tlm controller from a lirst client con-
nected to a first access node to a second client connected to a

second access node is eligible fi&r peer-to-peer forwarding is
bascdi on the MAI addresses ol'onc or both clients

15 A method of operating a packet-switched digital net-
work having a plurality of controllers Iiorming. a mobility
don&au&. e wh oontro lier supporting a plumb ty ol access nodes
connected to the controflcr, each access node capable of sup-

porting clientw comprising

monitoring, by a mobility maimgcr in each controller, traf-
Iic flowing to und from the access nodes connected to the
controller
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the mobility manager detectinv traffic from a first client
connected to a first access node. the traffic flowing
thmugh the controller.

the mobility manager identifying the destination of the
traflic from the first client is a client connected to a
second access node connected to a scecond contmller in
the mobility domain.

the mobility manager deciding if traffic flowing from the
first client to the second client is eligible for peer to-peer
forwarding and

if the tmlhc is eligible for peer-to-peer fonvarding, the
mobility manager commanding the first access node to
open a tunnel from the first access node to the second
access node and to route the traffic benvcen the tirst
client and the second client tluough the tunnel.

16. 'lite method of claim 15 vvhere identifying tliat the
destinanon of the traflic is a client in the mobility domain
comprises:

mobility mmiagcrs in each controflcr publishin inliirma-
tion on coiuiected clients to other mobility managers in
the mobility domain

17. The method of claim 15 where identifyuig that the
destinanon of the traflic is a client in the mobility domain
colilpi'Isf:s

the mobility manager in the first controller sending queries
to the other mobility managers ui the mobility domain to
dciermine if the destination is a client ol'a controflcr in
the mobility domain.

1tt Thc niothod of claim 15 where tlm step of deciding if
traffic tlowing from the first climit to the second client is

eligible for peer-to-peer forwarduig is based on authenticat-

uig one or both clients.

19. The metlmd of claim 15 where the step of deciding if
traflic flowuig from the first client to the second chent is
eligible for peer-to-peer fonvardmg is based on the protocol
imd/or ports in use io transfer traflic bebveen thi: clients

20 The niethod of claim 15 whcrc the step of dccidinv if
trnflic flowui from the lirst cheat to the second client is
eligible for peer-to-peer fonvarding is bascvt on the IP address
ofone or both clients

21 The method of claim 15 wlmre the step of deciding if
traffic tlowuig from the first client to the second chent is
eligible for peer-to-peer fonvarding is based on the MAff
addresses of one or both clients
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