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SYSTEM AND METHOD FOR A GLOBAL 
VIRTUAL NETWORK 

2 
which the two devices connect to each other. A WAN 
optimizer strives to compress and secure the data flow often 
resulting in a speed gain. The commercial driver for the 
adoption of WAN optimization is to save on the volume of 

5 data sent in an effort to reduce the cost of data transmission. 
This application is a U.S. National Stage application 

under 35 U.S.C. § 371 of International Patent Application 
No. PCT/US2016/015278, filed, Jan. 28, 2016, which claims 
the benefit of and priority to U.S. Provisional Application 
No. 62/108,987 filed on Jan. 28, 2015; U.S. Provisional 
Application No. 62/144,293 filed on Apr. 7, 2015; U.S. 
Provisional Application No. 62/151,174 filed on Apr. 22, 
2015; U.S. Provisional Application No. 62/174,394 filed on 
Jun. 11, 2015; International Application No. PCT/US2015/ 
064242 filed on Dec. 7, 2015; U.S. Provisional Application 
No. 62/266,060 filed on Dec. 11, 2015; and International 
Application No. PCT/US2016/012178 filed on Jan. 5, 2016, 15 

the entire contents of each are incorporated herein by 
reference. U.S. Provisional Application No. 62/089,113 filed 

Disadvantages of this are that it is often point-to-point and 
can struggle when the connection between the two devices 
is not good as there is little to no control over the path of the 
flow of traffic through the Internet between them. To address 

10 this, users of WAN optimizers often opt to run their WAN 
over an MPLS or DDN line or other dedicated circuit 
resulting in an added expense and again usually entailing a 
rigid, fixed point-to-point connection. 

In the marketplace at the time of writing of this patent, a 
group of venders focus on selling hardware but not connec­
tion services on the internet between their hardware devices. 
Another group of vendors are service providers who may 
provide a simple end point device or software which can be 
installed by their customers onto their own devices to 

on Dec. 8, 2014, and U.S. Provisional Application No. U.S. 
62/100,406 filed on Jan. 6, 2015, are incorporated herein by 
reference. 

FIELD OF THE DISCLOSURE 

The present disclosure relates generally to networks, and 
more particularly, to the configuration and operation of a 
global virtual network (GVN). 

BACKGROUND OF THE DISCLOSURE 

While last mile connectivity has vastly improved in recent 
years there still exist problems with long distance connec­
tivity and throughput due to issues related to distance, 
protocol limitations, peering, interference, and other prob­
lems and threats. A GVN offers secure network optimization 
services to clients over the top of their standard internet 
connection. 

This is an overview of the constituent parts of a GVN as 
well as a description of related technologies which can serve 
as GVN elements. GVN elements may operate indepen­
dently or within the ecosystem of a GVN such as utilizing 
the GVN framework for their own purposes, or can be 
deployed to enhance the performance and efficiency of a 
GVN. 

This overview also describes how other technologies can 
benefit from a GVN either as a stand-alone deployment 
using some or all components of a GVN, or which could be 
rapidly deployed as an independent mechanism on top of an 
existing GVN, utilizing its benefits. 

Human beings are able to perceive delays of 200 ms or 
more as this is typically the average human reaction time to 
an event. If latency is too high, online systems such as 
thin-clients to cloud-based servers, customer relationship 
management (CRM), enterprise resource planning (ERP) 
and other systems will perform poorly and may even cease 
functioning due to timeouts. High latency combined with 
high packet loss can make a connection unusable. Even if 
data gets through, at a certain point too much slowness 
results in a poor user experience (UX) and in those instances 
the result can be refusal by users to accept those conditions 
in effect rendering poorly delivered services as useless. 

To address some of these issues, various technologies 
have been developed. One such technology is WAN opti­
mization, typically involving a hardware (HW) device at the 
edge of a local area network (LAN) which builds a tunnel to 
another WAN optimization HW device at the edge of 
another LAN, forming a wide area network (WAN) between 
them. This technology assumes a stable connection through 

20 connect to their service provider's cloud servers, as a link to 
the services that they provide as a bundle, but their main 
focus is on the provision of the services. 

Direct links such as MPLS, DDN, Dedicated Circuits or 
other types of fixed point-to-point connection offer quality 

25 of connection and Quality of Service (QoS) guarantees. 
They are expensive and often take a significantly long time 
to install due to the need to physically draw lines from a POP 
at each side of the connection. The point-to-point topology 
works well when connecting from within one LAN to the 

30 resources of another LAN via this directly connected WAN. 
However, when the gateway (GW) to the general Internet is 
located at the LAN of one end, say at the corporate head­
quarters, then traffic from the remote LAN of a subsidiary 
country may be routed to the Internet through the GW. A 

35 slowdown occurs as traffic flows through the internet back to 
servers in the same country as the subsidiary. Traffic must 
then go from the LAN through the WAN to the LAN where 
the GW is located and then through the Internet back to a 
server in the origin country, then back through the internet 

40 to the GW, and then back down the dedicated line to the 
client device within the LAN. In essence doubling or tripling 
( or worse) the global transit time of what should take a small 
fraction of global latency to access this nearby site. To 
overcome this, alternative connectivity of another internet 

45 line with appropriate configuration changes and added 
devices can offer local traffic to the internet, at each end of 
such a system. 

Another option for creating WAN links from one LAN to 
another LAN involve the building of tunnels such as IPSec 

50 or other protocol tunnels between two routers, firewalls, or 
equivalent edge devices. These are usually encrypted and 
can offer compression and other logic to try to improve 
connectivity. There is little to no control over the routes 
between the two points as they rely on the policy of various 

55 middle players on the internet who carry their traffic over 
their network(s) and peer to other carriers and or network 
operators. Firewalls and routers, switches and other devices 
from a number of equipment vendors usually have tunneling 

60 

options built into their firmware. 
A software (SW) based virtual private network (VPN) 

offers privacy via a turmel between a client device and a 
VPN server. These have an advantage of encryption and in 
some cases also compression. But here again there is little to 
no control over how traffic flows between VPN client and 

65 VPN server as well as between the VPN server and host 
server, host client or other devices at destination. These are 
often point-to-point connections that require client software 



US 10,630,505 B2 
3 4 

comprise a first device in communication with a first end­
point device. The network system may comprise a second 
device in communication with a second endpoint device. 
The first and second devices may be connected with a 

to be installed per device using the VPN and some technical 
proficiency to maintain the connection for each device. If a 
VPN server egress point is in close proximity via quality 
communication path to destination host server or host client 
then performance will be good. If not, then there will be 
noticeable drags on performance and dissatisfaction from a 
usability perspective. It is often a requirement for a VPN 
user to have to disconnect from one VPN server and 
reconnect to another VPN server to have quality or local 
access to content from one region versus the content from 
another region. 

5 communication path. The communication path may com­
prise one or more intermediate tunnels connecting each 
endpoint device to one or more intermediate access point 
servers and one or more control servers. 

A Global Virtual Network (GVN) is a type of computer 
network on top of the internet providing global secure 
network optimization services utilizing a mesh of devices 
distributed around the world securely linked to each other by 
advanced tunnels, collaborating and communicating via 
Application Program Interface (API), Database (DB) repli­
cation, and other methods. Traffic routing in the GVN is 
always via best communication path governed by Advanced 
Smart Routing (ASR) powered by automated systems which 
combine builders, managers, testers, algorithmic analysis 
and other methodologies to adapt to changing conditions and 
learning over time to configure and reconfigure the system. 

In accordance with other aspects of this embodiment, at 
10 least one of the first end point device and the intermediate 

access point servers is configured to perform a Domain 
Name System (DNS) lookup to locate the second device. 

In accordance with other aspects of this embodiment, at 
least one of the first end point device and the intermediate 

15 access point servers is configured to perform a Domain 
Name System (DNS) lookup from a cache to locate the 
second device. 

In accordance with other aspects of this embodiment, at 
least one of the intermediate access point servers is config-

20 ured to cache content. 
In accordance with other aspects of this embodiment, at 

least one of the end point devices and the intermediate 
access point servers is configured to perform smart routing 
based on a global virtual network. 

In accordance with other aspects of this embodiment, the 
smart routing is based on at least one of best bandwidth, 
lowest latency, fewest hops, and no packet loss. 

The GVN offers a service to provide secure, reliable, fast, 
stable, precise and focused concurrent connectivity over the 
top of one or more regular Internet connections. These 25 

benefits are achieved through compression of data flow 
transiting multiple connections of wrapped, disguised and 
encrypted tunnels between the EPD and access point servers 
(SRV _AP) in close proximity to the EPD. The quality of 
connection between EPD and SRV _AP's is constantly being 
monitored. 

In accordance with other aspects of this embodiment, the 
smart routing is based on at least one of real-time statistics 

30 and historical statistics. 

A GVN is a combination of a hardware (HW) End Point 
Device (EPD) with installed software (SW), databases (DB) 
and other automated modules of the GVN system such as 
Neutral Application Programming Interface Mechanism 35 

(NAPIM), back channel manager, tunnel manager, and more 
features which connect the EPD to distributed infrastructure 
devices such as access point server (SRV _AP) and central 
server (SRV _CNTRL) within the GVN. 

In accordance with other aspects of this embodiment, at 
least one of the end point devices and the intermediate 
access point servers is configured to perform firewall ser­
vices. 

In accordance with other aspects of this embodiment, the 
firewall services are between the first device and the inter­
mediate access point servers. 

In accordance with other aspects of this embodiment, the 
firewall services are between the first device and the inter-

Algorithms continually analyze current network state 
while taking into account trailing trends plus long term 
historical performance to determine best route for traffic to 
take and which is the best SRV _AP or series of SRV _AP 
servers to push traffic through to. Configuration, communi­
cation path and other changes are made automatically and on 
the fly with minimal or no user interaction or intervention 
required. 

40 mediate access point servers and second endpoint device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order to facilitate a fuller understanding of the present 

Advanced Smart Routing in an EPD and in an SRV _AP 
ensure that traffic flows via the most ideal path from origin 

45 disclosure, reference is now made to the accompanying 
drawings, in which like elements are referenced with like 
numerals or references. These drawings should not be con­
strued as limiting the present disclosure, but are intended to 
be illustrative only. 

FIG. 1 shows a block diagram of technology used by and 
enabled by a global virtual network ("GVN") FIG. 2 shows 
a high-level block diagram of the Internet. 

FIG. 3 is a block diagram showing the resolution of 
Universal Resource Locator (URLs) to numeric Internet 

55 Protocol (IP) addresses via the Domain Name System 
(DNS). 

to destination through an as simple as possible "Third 50 

Layer" of the GVN. This third layer is seen by client devices 
connected to the GVN as a normal internet path but with a 
lower number of hops, better security and in most cases 
lower latency than traffic flowing through the regular inter­
net to the same destination. Logic and automation operate at 
the "second layer" of the GVN where the software of the 
GVN automatically monitors and controls the underlying 
routing and construct of virtual interfaces (VIF), multiple 
tunnels and binding of communication paths. The third and 
second layers of the GVN exist on top of the operational 60 

"first layer" of the GVN which interacts with the devices of 
the underlying Internet network. 

SUMMARY OF THE DISCLOSURE 

Systems and methods for connecting devices via a virtual 
global network are disclosed. The network system may 

65 

FIG. 4 is a simplified illustration showing the upstream 
and downstream paths data takes from a host client device 
(C##) to another host client or host server device (S##). 

FIG. 5 is a simplified illustration showing the boundary 
switches in the paths data takes from a host client device 
(C##) to another host client or host server device (S##). 

FIG. 6 illustrates some example threats and problems 
which exist on the Internet. 

FIG. 7 illustrates Content Delivery Network (CDN) reso­
lution and delivery of regionally specific content. 

FIG. 8 illustrates the operation of a proxy server. 
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FIG. 9 illustrates a point-to-point tunnel built between 
two gateway devices. 

FIG. 10 shows the relationship of security features 
between device scope, system-wide scope, communications 
scope, and device collaboration. 

FIG. 11 illustrates the information flow between devices 
of a Global Virtual Network. 

FIG. 12 describes the stack for supporting the automation 
of some devices in a GVN. 

6 
FIG. 42 compares the internet protocol IP stack, the OSI 

model, and the GVN network stack. 
FIG. 43 illustrates global Internet flows between countries 

via many possible routes. 
FIG. 44 compares the internet protocol IP stack, the OSI 

model, and the GVN network stack. 
FIG. 45 illustrates a tunnel between two LANs via the 

GVN. 

FIG. 13 illustrates that GVN topology, including a back- 10 

bone segment over internet or dark fiber. 

FIG. 46 illustrates GNV layer one, layer 2, and layer 3 
operations. 

FIG. 47 illustrates the Advanced Smart Routing (ASR) 
feature and elements of the Geo-Destination Mechanism of 
a GVN within an End Point Device (EPD). 

FIG. 14 illustrates a distributed firewall (FW) in the cloud 
enabled by a GVN. 

FIG. 15 illustrates a multi-perimeter firewall (MPFW) in 
the cloud empowered by a global virtual network. 

FIG. 16 illustrates a logical view of the software archi­
tecture of three types of network devices working together 
as a part of a Global Virtual Network (GVN). 

FIG. 17 illustrates a GVN using hub and spoke topology 
with a backbone and octagon routing. 

FIG. 18 illustrates the backbone connections between 
some GVN Global Nodes and their corresponding service 
areas in North America, Europe and Asia. 

FIG. 19 illustrates the connectivity between various 
devices within a GVN. 

FIG. 20 illustrates how GVN modules and devices inter-
act. 

FIG. 21 illustrates additional details of how GVN mod-
ules and devices interact. 

FIG. 48 illustrates examples of various concurrent types 
15 of paths for traffic to take via the GVN. 

FIG. 49 describes the automated advanced smart routing 
(ASR) from one device to a second device. 

FIG. 50 illustrates the Secure Perimeter between the 
BB/Backbone layer Below Perimeter and the IP/Internet 

20 layer Above Perimeter. 

25 

FIG. 51 is a flowchart of Advanced Smart Routing (ASR) 
within a Global Virtual Network (GVN). 

FIG. 52 is a flow chart of the various routes available 
through a GVN from an origin to a destination. 

FIG. 53 is a flowchart of an algorithm governing the 
selection of traffic routing from a Start device to an End 
device. 

FIG. 54 illustrates the modules required for automated 
device collaboration and information exchange in a GVN. 

FIG. 22 illustrates how GVN modules and devices inter- 30 FIG. 55 illustrates the communications between EPD, 
SRV _ CNTRL, and SRV _AP via the neutral API mechanism 
(NAPIM) of the GVN. 

act with other devices on the Internet. 
FIG. 23 illustrates multiple tunnel connectivity between 

End Point Devices (EPD) and Access Point Servers (SR­
V _AP). 

FIG. 56 illustrates various types of communications avail­
able between GVN devices via the NAPIM. 

FIG. 24 is a simplified example diagram of how the 35 

internet works today taking into account hop count or time 
FIG. 57 describes API call groups between different types 

of devices within a Global Virtual Network (GVN). 
to live (TTL) as well as path taken due to peering relation­
ships and related routing policies. 

FIG. 25 illustrates the strategic positioning of infrastruc­
ture to enhance performance. 

FIG. 26 illustrates how the GVN can incorporate tech­
nologies such as Network Slingshot. 

FIG. 27 illustrates how tables on the databases of various 
GVN devices are related to each other. 

40 

FIG. 58 describes the steps taken for an API call from 
initiation on a client device through to sending to server 
device with a return back to client. 

FIG. 59 is a flowchart outlining the interaction between 
the EPD and SRV _AP to achieve geographic destination 
functionality 

FIG. 60 describes device collaboration within a geo­
graphic destination 

FIG. 28 illustrates the collaborative effort between vari- 45 FIG. 61 illustrates how a globally distributed parallel file 
system (PFS) can operate within a GVN. ous modules, mechanisms, technologies and other compo­

nents of the GVN. 
FIG. 29 illustrates the Advanced Smart Routing (ASR) 

feature of a GVN. 
DETAILED DESCRIPTION 

FIG. 30 illustrates building a series of encrypted tunnels 50 

between a Client (C) and a Server (S). 
Overview 

FIG. 31 illustrates the flow of information required by two 
peers in a peer pair. 

FIGS. 32-35 illustrate the third Layer of the GVN with 
respect to neutrality and security of the GVN tunnel. 

FIG. 36 Illustrates the weaving together of various net­
work fabrics into a network tapestry. 

FIG. 37 Communication pathways in a GVN for auto­
mated device collaboration 

FIG. 1 shows a block diagram of technology used by and 
enabled by a global virtual network ("GVN") including the 
GVN core elements GO, GVN modules GlOO, and technol-

55 ogy enabled G200 by the global virtual network GVN. The 
GVN core includes an overview of the mechanism Gl and 

FIG. 38 illustrates the problems and challenges of 60 

dynamic tunnel building. 

its constituent component parts of Topology G2, Construct 
G3, Logic G4, and Control GS layers. The GVN core GO 
also incorporates the relations to and with GVN Elements 
G6. 

The GVN can include plug-in and/or stand-alone GVN 
modules GlOO including but not limited to: Neutral API 
Mechanism ("NAPIM") G102, described in PCT/US16/ 
12178; Geodestination ("Geo-D") G104, described in PCT/ 

FIG. 39 illustrates the bridging of two LANs into a wide 
area network (WAN) via two or more EPDs. 

FIG. 40 illustrates a Multi Perimeter Firewall Mechanism 
(MPFWM) running on a GVN. 

FIG. 41 illustrates a GVN stack build over the top (OTT) 
of the Internet. 

65 USlS/64242, Advanced Smart Routing ("ASR") G106, 
Connect G108, and other modules GllO described in U.S. 
Provisional Application U.S. 62/151,174. 
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The GVN also provides a platform which can enable other 
technologies including but not limited to: Network Tapestry 
G202; MPFWM G204; Network Slingshot G206; Network 
Beacon G208, Granularity of a tick G210, and other tech­
nologies G212. These are described in U.S. Provisional 5 

Application 62/174,394, U.S. Provisional Application 
62/266,060. 

GVN Modules (GlOO) and Technology (G200) enabled 
by GVN can operate on top of an existing GVN, as a 
component part of a GVN, or can be independent and utilize 10 

all or some isolated parts of a GVN to support their own 
stand-alone operations. 

8 
system (DNS) server 3104 where the domain name is 
translated to an IPv4 or IPv6 or other address for routing 
purposes. 

Traffic from host client (C) 3100 to host server (S) 3300 
is routed through the Internet 3206 representing transit 
between POPs (3102 and 3302) including peering, backhaul, 
or other transit of network boundaries. 

The connection 3P04 between a POP 3102 and a domain 

FIG. 2 shows a high-level block diagram of the Internet. 3206 can be single-homed or multi-homed. Similarly, the 
The average user possesses a very cursory overview under- 15 connection 3P08 from the Internet 3206 to the remote ISP 

name system 3104, used to look up a number address from 
a universal resource locator (URL) to get the IPv4 address 
or other numeric address of target server (S), can be directly 
accessed from the POP, or via the Internet 3206. The 
connection 3P06 from a POP 3102 of an ISP to the Internet 

standing of how the Internet functions. Host Source 2100 is 
the starting point and denotes a client device which could be 
a computer, a mobile phone, tablet, laptop computer or other 
such client. This client connects via the Internet 2200 to a 
host server 2300 to send or retrieve content, or to another 20 

host client 2303 to send or receive information. 
A very non-technical user might assume that traffic to the 

host server follows path 2P002 without even understanding 
that their data will transit through the Internet. Or they might 
think that traffic would flow via path 2P006 directly to 25 

another client device. 
A user with some more understanding of how it works 

would understand that traffic flows via path 2P004 to the 
Internet 2200 and then via path 2P102 to a Host server 
Target 2300 or via path 2P104 to a Host (client) Target 2302. 30 

Users with some more technical knowledge will further 
understand that when sending an email, the this email will 
leave their client device 2100, transit via path 2P004 to the 
Internet 2200 and then via path 2P202 to a mail server 2202. 
Then the recipient of the email will make a request to 35 

retrieve the email via their host client 2302 along path 2P104 
to the Internet and then down path 2P204 to the mail server 
2202. 

This is about as detailed as the average person's under­

can also be single-homed or multi-homed. This connection 
is generally, to the ISP's or Internet Data Center's (IDC) 
internet-facing POP 3302. The connection 3P10 from the 
remote ISP's POP 3302 to the host server (S) can be direct 
or via multiple hops. 

The looknps from URL or hostname to numeric address 
via domain name systems is a standard on the Internet today 
and systems assume that the DNS server is integral and that 
the DNS server results are current and can be trusted. 

FIG. 4 is a simplified illustration showing the upstream 
and downstream paths data takes from a host client device 
(C##) to another host client or host server device (S##). The 
numbers used in the device label such as COl or SOS are used 
for labeling purposes to locate individual devices and the 
number itself does not mean or imply that one device is 
larger or more powerful than another. 

FIG. 4 shows Host Client Devices (C##), Host Server 
Devices (S##), Switches (SW##), Routers (R##), Regional 
Routers (RR##), Edge Routers (ER##), Core Routers 
(CR##). The communication path or pipe (P##) denotes a 
connection between two devices and the line thickness is to 
represent the size or bandwidth capacity of the pipe. The 
thinner the line, the lower the megabits per second (Mbps). 
The thicker the line, the higher the amount of Mbps or 

standing of the Internet gets. 
FIG. 3 is a block diagram showing the resolution of 

Universal Resource Locator (URLs) to numeric Internet 
Protocol (IP) addresses via the Domain Name System 

40 gigabits per second (Gbps). The distances of the P## are not 
to scale and the hop count or time to live (TTL) and latency 
or round-trip time (RTT) are not taken into account when 
noting the P## between devices. 

(DNS). 
A content request 3000 or push from host client (C) 3100 

to host server (S) 3300 as files or streams or blocks of data 
flows from host client (C) 3100 to the host server (S) 3300. 
The response or content delivery 3002 is returned from host 
S to host C as files or streams or blocks of data. The host 

A simplified local area network (LAN) is downstream 
45 from the switch (SW) SWOl. It consists of wire line con­

nection POl and P04 to client devices COl and C04. Wireless 

client device 3100 in a Client-Server (CS) relationship with 50 

host server (S) makes requests to access content from the 
remote host server (S) or sends data to remote host server (S) 
via a universal resource locator (URL) or other network 
reachable address. 

connections are described with dotted lines P02 and P03 
between a wireless hub WLANOl and wireless client 
devices CO2 and C03. 

The connection POS between the LAN and the point of 
present (POP) ROl of their internet service provider (ISP) 
can also be referred to as The Last Mile. This POP ROl is a 
hub which connects other spokes P06, P07, POS and P09 to 
the corresponding switches of other clients such as SW02, 

The initial connection from the host client (C) 3100 to the 
Internet 3206 is shown as 3P02-the connection from the 
host client (C) to a Point of Presence (POP) 3102 that can be 
directly facing. In other cases the host client (C) can be 
located in a local area network (LAN) which then connects 

55 SW03, SW04, and SWOS. There is also an upstream path 
P16 to a regional router (RR) RR02. 

This hub and spoke topology is shown for POPs ROZ, 
R03, and R04, their spoke connections (e.g. PlO, Pll, P12, 
P13,P14,P15,P51,P52,P53,P54,P55,P56,P57,P58,P86) 

60 to their respective switches (e.g. SW06, SW07, SWOS, 
SW09, SWlO, SWll, SW12, SW13, SW14, SW15, SW16, 
SW17, SW18, SW19, SW20), and their connections (e.g. 
P17, P18, P46, P28) to their regional routers (e.g. RR02, 

to the internet via a point of presence (POP) and can be 
referred to as the last mile connection. The point of presence 
(POP) 3102 represents the connection provided from an end 
point by an internet service provider (ISP) to the internet via 
their network and its interconnects. This can be, but is not 
limited to, cable, fiber, DSL, Ethernet, satellite, dial-up, and 65 

other connections. If the URL is a domain name rather than 
a numeric address, then this URL is sent to domain name 

RR03, RR04, RROS). 
A further upstream connection P19 from regional router 

RR02 to edge router ER02 describes the connection to the 
edge router of the ISP's network. Edge router ER02 has a 
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link P20 to core router CR03. This can be thought of as the 
backbone of the internet. The link P32 between CROl and 
CR02 can describe a very large type of backbone called a 
backhaul network or when connecting various countries 
networks can be called international backhaul network. 

The POPs ROl and ROZ are both connected to regional 
router RR02 and this can, but is not limited to, denote that 
these two POPs are located within the network of the same 
ISP. 

For connectivity between devices within router ROl's 
networks and devices within router R04's networks, the 
traffic will follow one of many possible paths such as 
P16-P19-P20-P30-P31-P24-P27-P28. This 

10 
server may send malware or viruses or other bad content 
back to the client device C002. 

Another threat is the redirect of legitimate traffic to a 
spoofed host server 114. Traffic should follow the path 

5 between CO2 and 207 as described above, however a 
spoofed server may syphon off legitimate traffic. The traffic 
will still follow a path such as 
P109-P105-P103-P102-P101 and transit the internet 
101 but instead of transiting to CPOl on the way to the 

10 legitimate server, the traffic transits via P113 to P114 and is 
delivered to the Spoofed Server 114. 

A spoofed server may be designed to phish for confiden-

likely describes the connectivity peering between the net­
works of two or more distinct ISPs and in the middle 15 

tial information or credentials or other data by looking like 
the real server to internet users. The average user may not be 
able to differentiate between a legitimate server and a 
spoofed server. Spoofed servers may also be utilized by a 
third party to block the delivery oflegitimate traffic to clients 
by either sending null traffic back or changed content. 

Public Domain Name Systems (DNS) servers are avail-

potentially other carrier peers depending on the owner of 
infrastructure that the traffic transits through. The traffic 
going through the backbone will be carried by the poten­
tially highest capacity pipes. Traffic between router ROl and 
router R04 could also travel via path 
P16-P41-P44-P23-P27-P28. While the path might 
seem shorter, this second path might be the least efficient 
because of the size of the pipes, the intermediary devices, 
peering relationships and the policies of a middle ISP, in 
control of edge router ER03 for carrying the traffic between 25 

two other ISPs. There may also be choke points between 
them. 

20 able on the internet to be queried by client devices to 
translate uniform resource locator (URL) such as a domain 
name www.thisdomain.com into a numeric IP address such 
as an IPv4 or IPv6 address so that the traffic from the host 

Another feature shown is in the connectivity of host 
servers SOS to S12 which are connected to switch SW13. 

client device can find its way to the host server device. 

This could be in an internet data center (IDC) or in a LAN. 30 

Switch SW13 connects both to router R03 via P53 and to 

If a DNS server such as 212 or 116 is poisoned 112 or 
spoofed 114, the translated numeric IP address may be 
incorrect leading traffic to go to an illegitimate or compro­
mised destination device. Another way DNS can be cor­
rupted on the internet is if a device is improperly operating 
either not delivering results or by delivering incorrect 
results. Propagation of changes from master DNS registry 

regional router RR04 via P46. The connection P46 may 
describe a leased line or direct digital connection for 
enhanced connectivity. 

Another feature shown in this figure is that P32 is as 
upstream as a path can get and individual host devices are as 
downstream as a path can go. Downstream from core routers 
CR04, CR06 and CR07 are edge routers ER## connected to 
regional routers RR##, which are connected down to the 
routers R## located in POPs. 

There may be other possibilities not described herein and 
in reality each router R## has many more spokes to switches 
SW## and there are extensively many more pipes P## 
between devices. There may also be more layers of equiva­
lent regional routers RR## or edge routers ER## devices or 
others in sequence. 

FIG. 5 is a simplified illustration showing the boundary 
switches in the paths data takes from a host client device 
(C##) to another host client or host server device (S##). This 

servers to DNS servers also requires clear and valid con­
nectivity or indexed results can become stale and inaccurate. 
An example of how to protect and secure DNS lookups is 

35 illustrated by a Secure DNS (DNSSEC) Server 110 and its 
connectivity via P19. This relies on the ability for client 
devices to connect to the DNS server 110 and for their 
handshakes to not be interrupted. 

Even when both host client and host server devices are 
40 operating correctly, as the internet is not encrypted, there is 

a very real risk that a sniffer or interception device 204 
interjected into a middle point within a communication path 
to a host server such as a mail server 203 could intercept and 
capture data. While traffic to the mail server 203 should flow 

45 from the internet 201 via P202 to POP 202 to P203 to the 
mail server 203, a sniffer or interception device 204 will pull 
traffic via P204 through it 204 and to P222. It is very hard 
to detect this kind of interference unless one specifically can 

is very similar to FIG. 4 with one exception. On the 50 

backbone between core router CROl and core router CR02, 

identify the IP address of a hop in a communication path as 
belonging to a nefarious device rather than just another 
router as part of the infrastructure of the internet. 

at some point on the peering path between them, there are a 
series of boundary switches 400 which each have a limited 
capacity in relation to the backbone as a whole, and there can 
be congestion events through these switches. 

FIG. 6 illustrates some example threats and problems 
which exist on the Internet. The network data paths have 
been simplified to describe an overview of connectivity with 
focus on threats from End Point Devices (EPD) and other 
threats from intermediary devices. 

A request from a host client device C002 to retrieve 
content from host server device 207 should follow the path 
P109-P105-P103-P102-P101 and transit the Internet 

A growing threat is from BOT nets comprised of groups 
of infected devices 213, 215, 216 controlled by command 
and control (C&C) servers such as 214. These devices can 

55 acting in unison to carry out bulk attacks such as distributed 
denial of service (DDoS) where host server devices can get 
overwhelmed by too many requests that flood their capacity 
resulting in the severing of requests from legitimate host 
client devices to either be slow or not resolve at all. 

60 

101 to CP01-CP02-P205-P207. There may be a load 
balancer at the legitimate Internet Data Center (IDC) which 65 

may send traffic to a healthy host server 207 (via P207) or 

BOT nets can also be utilized to carry out stealthy hacking 
attacks under the coordination of C&C servers whereby the 
multitude of different source IP addresses trying dictionary 
password attacks are harder to completely block than the 
same attack would be if from a single IP address. 

BOT nets are also a distribution mechanism for SPAM 
emails, phishing emails, malware distribution and other 
nefarious purposes. an infected host server 206 (via P206). The infected host 
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National firewalls such as 304 are a hindrance to the free 
flow of information. These can either serve as censorship 
tools to block the flow of traffic which a country deems 
undesirable. It can also serve as an interception device to 
stealthily pilfer industrial, commercial or other secrets. 
Depending on the time of day, total internet traffic and health 
of these national firewalls, traffic transiting through them 
could experience a latency delay, or packet loss, or be 
shaped to a maximum bandwidth forming a bottleneck, or a 
combination of all of the above or even other problems. 

The above noted example embodiments describe only 
some problems and threats. Many more exist and new 
threats crop up from time to time. 

12 
access other content even if they try to force it to connect to 
the content server in the region from which they desire to 
receive content. They keep being served content from their 
region without choice. Local DNS lookup 7104 resolves 

5 with IP pointing only to their region's CDN server 7500. 

10 

This may be due to a Global IP address which maps to only 
a CDN in their region (if global IP) or another reason. The 
result is that the client could be geo-blocked at 7P404 or 
7P402. 

Normal connection via 7P008 based on current Geo­
Location is not subject to blocking and traffic flows so that 
host client 7100 receives content for that Geo-Location via 
host server 7500. 

FIG. 7 illustrates Content Delivery Network (CDN) reso­
lution and delivery of regionally specific content. Content 15 

Delivery Networks (CDN) can offer significant advantages 

For targets different from Current Geo-Location 7502 and 
7504, traffic is stopped at 7P402 and/or 7P408 and the host 
client is denied content from the remote geo-destination(s). 

in speed and flexibility and load balancing when serving 
content to clients. Content requests 7REQ000 flow from 
host client (C) 7100 to a host server (S) and the reply 
7RESP002 flow of content delivery returns from the host 20 

server (S) to the host client (C) 7100 as files or streams or 
blocks of data. 

They may be forced to connect to the server in their current 
location 7500 or receive nothing or an error message or just 
undesired content depending on the configuration and policy 
of the CDN control system 7202. 

FIG. 8 illustrates the operation of a proxy server. Content 
requests or pushes 8REQ000 flow from host client (C) to 
host server (S) as files or streams or blocks of data. Content 
delivery 8RESP002 is returned from host server (S) to host 

The host client (C) 7100, can be a device such as a laptop, 
desktop computer, phone, tablet, or other device that acts as 
a client in a Client-Server (CS) relationship with the host 
server (S). The host client (C) makes request(s) to access 
content served by a remote host server (S) via a universal 
resource locator (URL). 

The POP 7102, DNS server 7104, Internet 7300 operate 
in the usual manner as described above. 

In the case of CDN infrastructure, CDN Map Markers 
7200 operates in coordination with CDN control server(s) 
7202. The CDN Map Markers 7200 and CDN control 
servers 7202 determine which region the host client device 
is located in and which CDN server the host client should 
connect to for content to be served. For example, If the host 
client 7100 is in Region A, it will be routed to the CDN 
server in Region A 7504 via the server's POP in Region A 
7404. Host clients 7100 in Region B will connect to a CDN 
server in Region B 7502 via the server's POP in Region B 
7402. Host clients 7100 in Region C will connect to a CDN 
server in Region C 7500 via the server's POP in Region C 
7400. 

The initial CDN Map Marker 7200 lookup via 7P00, via 
POP 7102, via 7P004 may be very quick or could take a 
relatively high lookup time if the CDN Map Marker server 
is located in a region far from the client device. Once the 
lookup is done, traffic will flow to the nearest and or best 
available CDN Server via 7P008. 

For the sake of illustration of this figure, a region is 
defined as a geographic area which is different from another 
geographic area. It does not necessarily represent a large 
area but could be so and it also could represent a great 
distance from one region to another or they could be very 
close to each other. The key point is that clients in one region 
are to receive content via a CDN server from that region and 
not from another region. 

In this example embodiment, the content for each region 

25 client (C) as files or streams or blocks of data. Host client 
8100, a client device in Client-Server (CS) relationship with 
host server 8500 makes request to access content from the 
remote server (S) via a universal resource locator (URL). 
This request goes through a gateway (GW) device 8102 

30 running proxy client software. In other cases, the proxy 
client software can be running directly on the host client 
8100. The proxy client software connects to a Proxy Server 
8306 via a tunnel, encrypted or unencrypted, via path 8P02 
from the gateway GW 8102 to point of presence (POP) 

35 8200, via path 8P04 to WAN 8308 (part of the Internet), via 
path 8P6 to the Proxy Server 8306 in a remote region. The 
traffic egresses from the proxy server 8306 via path 8P16 
into the open internet 8300 and connects to host server 8500 
in target region via path 8P12 to POP 8302, and then via path 

40 8P10. 
The host server views the traffic as coming from the IP 

address and geo-location of the proxy server. If this IP is in 
the same region as defined by the server in the target region, 
the desired content will be served. To aid in this localization, 

45 proxy servers will usually connect to DNS servers 8404 in 
the same region as the proxy server is located. 

FIG. 9 illustrates a point-to-point tunnel TUN built 
between two gateway devices 9Al and 9Bl. Each device 
9Al and 9Bl is at the edge SEDGE-1 and SEDGE-2 

50 between the internet EH3 through EH15 and their corre­
sponding local area network (LAN) 9A2 and 9B2. 

The baseline from EHl through EHl 7 describes the 
number of hops from point to point. The number of hops 
from EH3 to EH15 is hypothetical and provided for illus-

55 trative purposes and may be more or less in real world 
connection paths. The number of hops that clients utilizing 
the tunnel 9TUN from 9A2 to 9Al to 9TUN to 9Bl to 9B2 
will be approximately four or five visible hops. 

is different from the content of other regions. Between CDN 
servers 7500, 7502, and 7504 and the Origin Server 7600 are 60 

Content Regional Servers 7700, 7702, and 7704 which 
publish the regionally specific content to CDN servers in 
each region to be served to clients in their respective regions. 

This example embodiment describes a scenario where the 
LAN 9A2 connects through their gateway 9Al to the 
network of one internet service provider 9ISP-1 and where 
LAN 9B2 connects through their gateway 9Bl to another 
internet service provider 9ISP-3. This example embodiment 
further illustrates that 9ISP-1 does not peer directly with When a client 7100 in one region, for example region C, 

wants content served by a server 7502 or 7504 from another 65 

region, no matter what they do, they will only be served 
content from the server 7500 in their region. They cannot 

9ISP-3. Both 9ISP-1 and 9ISP-3 have a requirement that 
their network traffic in both directions must transit through 
the network of another internet service provider 9ISP-2. 
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Interconnection between 9ISP-1 and 9ISP-2 is defined as 
peering point 9PP-01 and from 9ISP-3 to 9ISP-2 as 9PP-02. 

The point of this example embodiment is to illustrate that 
over the internet, it is common for a third-party internet 
service provider or equivalent such as a backbone or back- 5 

haul provider to carry the traffic of other internet service 
providers. There is little to no control by 9ISP-1 or 9ISP-3 
over how 9ISP-2 will carry their traffic. While customers 
9A2 of 9ISP-1 are able to directly complain about service 
issues to their provider 9ISP-1 and 9B2 can complain 10 

directly to 9ISP-3, if the issue is with 9ISP-2 then there is 
very little that 9A2 or 9B2 can do to directly influence 
9ISP-2. 

14 
There is circular pattern of peer-pair communication 

illustrated from SRV _CNTRL 200 to EPD 100 via 
11P200100, to SRV _AP 300 via 11P200300, or to other 
devices 11500 via 11P200500. The EPD 100 communicates 
with SRV _CNTRL 200 via 11P100200, SRV _AP 300 via 
11P100300, and other devices 11500 via 11P1001500. 

In some instances, there will be a loop of information 
shared between devices such as in the case when an EPD 
100 may request information via 11P100200 from SRV _CN­
TRL 200 which is sent back to EPD 100 via 11P200100. 

In other instances, one device may report information 
relevant to other devices such as an SRV _AP 300 reporting 
via 11P300200 to SRV _CNTRL 200 which is then sends 
information via 11P200100 to EPDs 100 and SRV _APs 300 

15 other than the reporting SRV _AP 300 via 11P200300 and to 
other devices 11500 via 11P200500. 

Potential congestion points can occur on any device but 
9PP-01 and 9PP-02 are areas of concern as they are peering 
points. There is limited control over routing and quality of 
service of the total connection. As a consequence it may be 
difficult for point-to-point tunnels to maintain a high-quality, 
stable connection over distance, especially when there are 20 

portions of traffic transiting third party networks. 

In yet other instances a full loop is not required such as the 
sending of log information from a device such as an EPD 
100 to SRV _CNTRL 200 via 11P100200, there is no need to 
further forward this information onward. However, logging 
information may at a later time be moved from repository on 
SRV _CNTRL 200 to a long-term log storage server 11500 
via 11P200500. 

FIG. 10 shows the relationship of security features 
between device scope 1080 and system-wide scope 1090. It 
also notes communications scope 1098 and device collabo­
ration 1089. 

Direct link 11P100300 is between devices EPD 100 and 
25 SRV _AP 300. Direct link 11P300500 is from SRV _AP 300 

to other devices 11500. Direct links involve communications 
between devices which do not need involvement of 
SRV _CNTRL 200. 

The PUSH info from SRV _CNTRL 200 could be an RSS 

With respect to device scope 1080, the GVN protects 
client privacy of their data, network data flow, credentials, 
peer pair information, as well as protecting the physical 
device from hacking, the proprietary code contained therein 
from tampering or theft, and other threats. 

System-wide scope 1090 entails protection from hacking 
30 feed or other type of information publishing via 11P306. The 

API from SRV _CNTRL 200 could be either a traditional 
or other offending traffic such as DDoS attacks, guards 
against malfunction, does routing around sub-optimal 
devices or paths, balances and spreads load, and protects 
against the running out of resources, IP addresses, or other 35 

global issues. 
Communications scope 1098 focuses on the pathways for 

traffic push through the GVN predominantly through traffic 
tunnels TUN. It also covers the egress ingress points (EIP) 
between external networks and the internal network of a 40 

API transaction or RESTful API call with request made via 
11P302REQ and response received via 11P302RESP. The 
PUSH info and API elements are presented to illustrate 
devices which do not share peer-pair relationships, privi­
leged status, and or similar systems architecture with GVN 
devices. 

FIG. 12 describes the stack for supporting the automation 
of some devices in a GVN. In particular this figure shows the 
modules required for automated device collaboration and 
networking plus 0/S management GVN. Protects from stream hijacking, man-in-the-middle 

attacks, poisoned information sources (such as bad DNS, 
etc.), and other threats. Furthermore, testing of quality of 
various network segments and their properties allows for the 
GVN to be able to understand complete path QoS and to 
route around problems. 

EPD 100 is the endpoint device. SRV _AP 300 is an access 
point server which is located in the target destination region. 
SRV _CNTRL 200 is a central control server accessible by 

45 both the EPD and the SRV _AP as well as by other devices 
which may support a graphic destination mechanism, or 
other GVN module, component or server. The device collaboration 1089 security features are in 

place to protect the operational integrity of the various 
devices within a GVN. Secure back chamiel, anti-hacking 
mechanism, DNS safety net, various protections of Db such 50 

as rotating keys, neutral API mechanism (NAPIM), auto­
mated testing, updating, peer pairs relationships, validation 
and other modules ensure that system integrity is main­
tained. 

Each device EPD 100, SRV _AP 300 and SRV _CNTRL 
200 stores information about itself in a local information 
repository in the form of lists, files, database tables and 
records, and other means. This repository also contains 
information about peer device relationships, stores logs, plus 
other relevant operational information. The SRV _CNTRL 
200 also has additional storage functionality and its role is 

FIG. 11 illustrates the information flow between devices 
of a Global Virtual Network. A central repository comprised 
of database B200 and file storage HFS200 resides on a 
Central Server (SRV _CNTRL) 200. 

55 to provide information to other devices relevant to them and 
or to the peer devices which they may connect with, to 
evaluate current conditions and provide centralized control­
like guidance such as the publishing of a server availability 
list and other functionality. A neutral API mechanism Communication paths between devices labeled P### can 

represent an API call, database replication, direct file trans­
fer, combination such as database replication through API 
call, or other form of info exchange. The thicker lines of 
11P200100, 11P200300, 11P200500, 11P100200, 
11P100300, 11P10011500, 11P300200, 11P300500, and 
11P500200 represent communications between GVN 65 

devices which have a peer-pair and therefore privileged 
relationship with each other. 

60 (NAPIM) can send info between devices and the peers 
which they connect with, and can also be used to update the 
API itself. 

The database S293 on the SRV _CNTRL 200 acts as a 
repository for information about itself as well as a central­
ized repository for other devices. There can be many dif­
ferent SRV _CNTRL 200 servers acting as multiple-masters 
in many locations. Each database can store certain informa-
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This on demand scalability offers many advantages to 
clients of a GVN. By absorbing the hits of the attacks for 
incoming threats in the cloud, the client's last mile connec­
tivity is not affected. This cloud firewall combined with a 

tion including tunnel information, peer information, traffic 
information, cache information, and other information. 
Security and other aspects are independently managed by 
each device including heartbeat functionality, triggered 
scripts and other mechanisms. 

GVN software D196, D296, D396 includes tunnel 
builder/manager, virtual interface manager, automated smart 
routing, test modules, security, logging, and other function­
ality. FIG. 11 also shows operating system (O/S) level 
packages D195, D295, D395 and includes, hardware and 
software drivers, drivers, installed packages including their 
dependent software packages, and other items built on top of 
the hardware components of the system. 

5 control node and analyzer allows for the FW in the region 
under attack to be aware of the nature, source, signature and 
other features of the attack so that it can be aware and be 
prepared to thwart the attack if the target shifts. Furthermore, 
information about past and current attacks can be shared via 

10 the neutral API mechanism (NAPIM) of the GVN to other 
CFW instances, so that global threat awareness is possible. 
This also offers advantages of running simultaneous types of 
FW mechanisms as discussed with respect to FIG. 15. 

FIG. 15 illustrates a multi-perimeter firewall (MPFW) in 
FIG. 13 illustrates GVN topology, including a backbone 

segment over internet or dark fiber. International Patent 
Application No. PCT/US15/64242 SYSTEM AND 
METHOD FOR CONTENT RETRIEVAL FROM 

15 the cloud empowered by a global virtual network. The GVN 
tunnel 15TUN0 is over the top (OTT) of the internet 
between an end point device (EPD) 15100 and an access 
point server (SRV _AP) 15300 in close proximity to the EPD 

REMOTE NETWORK REGIONS, discloses a feature 
where multiple files are clumped together into a larger file to 20 

be sent by a file transfer via "chained cache" from one 
geographic region to another geographic region. For this 
feature to be advantageous, the file transfer needs to be as 
fast as possible. As a transport for a clump of various data 
payload "files", the information slingshot method of this 25 

invention moves a larger block of data faster from one end 
of the world to the other than methods of prior art. 

Referring to FIG. 13, there are multiple zone shown: LAN 
zone 0 (ZL00), LAN zone 1 (ZLl0), Internet zone 0 (ZIO0), 
Internet zone 1 (Zil0), Internet zone 2 (ZI20), Internet zone 30 

3 (ZI30), Internet data center zone 2 (ZD20), and Internet 
data center zone 3 (ZD30). 

SRV _BBX 1372 in region or zone ZD20 can be connected 
to SRV _BBX 1380 in another region or zone ZD30 via a 
dark fiber connection 13P220 over dark fiber 13220. 35 

15100. 
The three perimeters indicated in this example embodi­

ment are 15Ml which denotes the boundary between a client 
location and their link to the internet, 15M2 which is a 
boundary in the cloud at a datacenter in close proximity to 
SRV _AP 15300, and 15M3 which is another boundary at 
either the same data center as SRV _AP 15300 or at another 
location in close proximity to SRV _AP 15302. 

The tunnel 15TUN2 is similar to 15TUN0 and different in 
one respect in that it connects a personal end point device 
(PEPD) 15130 which can be mobile and therefore connects 
to SRV _AP 15300 through public access wireless or wired 
or other networks to integrate into the GVN. 

Each SRV _AP 15300 and SRV _AP 15302 may represent 
one or more SRV _AP devices through which the EPD 15100 
and/or EPD 15130 may concurrently connect with via one or 
more multiple tunnels. 

There are three types of firewall described in this example 
embodiment. FW local 15442 is an example of a firewall 
which a client may use to protect their local area network 
(LAN) from internet based threats. This is typically located 

SRV _BBX 1372 directly writes a file to parallel file storage 
PFS 1382 via remote direct memory access (RDMA) over 
13P220 bypassing the stack of SRV _BBX 1380 via path 
13P82. SRV _BBX 1380 uses this invention to directly write 
a file to parallel file storage PFS 1374 via remote direct 
memory access (RDMA) over 13P220 bypassing the stack 
of SRV _BBX 1372 via path 13P74. 

Path 13P210 can be IPv4 or some kind of standardized 
internet protocol over which traffic flows from SRV _AP 
13300 to and or from SRV _AP 13310 via path 13P210 
over-the-top of the GVN via a tunnel or other type of 
communication path. 

40 between the EPD 15100 and the LAN 15000. This FW 
15442 may offer features such as IP address and port 
blocking, forwarding, and other functionality. The other two 
types of firewall illustrated are FW SPI 15446 located at 
15M3 which is offers Stateful Packet Inspection (SPI) and 

45 FW DPI 15444 located at 15M2 which provides Deep 
Packet Inspection (DPI). 

This illustrates that various types of network fabrics can 
be combined into a greater network tapestry. These fabrics 
can be seamlessly woven together as described in U.S. 50 

Provisional Patent Application No. 62/174,394. This can be 
either a stand-alone method or can be integrated as a 
network segment within a greater network path comprised of 
various network segments. This example embodiment illus­
trates the topology of a global virtual network (GVN), its 55 

various devices, communications paths, and other embodi­
ments. It shows how various geographic regions or zones or 
territory are linked together over various types of paths. 

FIG. 14 illustrates a distributed firewall (FW) in the cloud 
enabled by a GVN. Because of the nature of a GVN's 60 

topology, device-to-device communications, and secure traf-
fic path, a firewall mechanism can be cloud based and also 
can be virtualized. With a firewall facing hop 144 within the 
flow to and from the GVN via an egress ingress point (EIP) 
to the open internet 14000, there can be a cloud firewall 65 

(CFW) load balancer 144LB which will be able to allocate 
cloud firewall resources such as 144-2, 144,3, and so on. 

The difference between SPI and DPI has to do with a 
tradeoff in performance versus visibility. SPI examines at the 
headers of packets to look for malformed information, or for 
patterns, or to match IP address or port or other information 
from its list of known threats against the current flow of 
packets. DPI as its name implies takes a deeper look at the 
whole packet and in the case of a multi-part, multi-packet 
transmission, will look at the compilation of a series of a 
packets to gain insight into the data being transferred. 

All firewalls can be configured to investigate and apply 
rules to both incoming and outgoing traffic, and provide 
other related functionality. In many cases, clients will have 
to choose between the efficiency of SPI vs. the thoroughness 
but resource and time intensive requirements of DPI. 

A GVN offers the opportunity to distribute these FWs at 
various points in the cloud. And for the various types of 
firewall to be operating in lockstep with each other, without 
impeding the flow of traffic. 

By locating FW SPI 15446 at 15M3, the closest edge to 
the Internet 15302 via EIP remote 15310, the bulk amount 
of attack traffic from known source IP addresses or with 
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recognized malicious headers can be thwarted. Traffic flow 
from SRV _AP 15302 to FW SPI 15446 via 15T10 and back 
via 15T12. FW SPI 15446 can be a CFW load balancer (see 
FIG. 14) which has plenty of resources on demand. 
SRV _AP's at 15M3 can be on a multi-honed backbone with 5 

huge capacity. Therefore, at this first perimeter, attacks can 
be caught, protecting bandwidth within the GVN. 

The EPD 100 is connected to the SRV _AP 300 via 
encrypted turmel described by communication path could be 
encrypted turmel SYSCO4 to a Point Of Presence (POP) 
SYS406 through communication path SYS06 to a WAN 
SYS400 to communication path SYSCPl0 to POP SYS402 
to communication path SYSCP12. The path transiting WAN 
SYS400 could also be through the regular non-encrypted 
internet. At the next perimeter 15M2, the FW DPI 15444 can have 

all traffic flow through or just receive a copy of traffic via 
15T20 from SRV _AP 15300 and it may or may not return 
traffic via 15T22. The key point is that the DPI feature can 

Each device EPD 100 and SRV _AP 300 can also connect 
10 to the SRV _CNTRL device 200 via communication path 

SYSCP08. 

be a trailing indicator allowing certain traffic through but 
analyzing and recording the results. This FW DPI 15444 can 
also be a CFW which is load balanced with resources 

15 

The software architecture of EPD 100 and SRV _AP 300 
are very similar to each other with the differentiation by role 
of each device in their operations, and some differing 
modules. 

available on demand as needed to cope with large scale 
events when needed without individual clients having to 
administer or bear the cost burden for maintaining the 
infrastructure during normal times. 

The information from FW SPI 15446 and FW DPI 15444 
is shared with each other via internal communications path 
15P6 which may be carried by the NAPIM of the GVN, or 
through GVN tunnel, or GVN back channel, or via other 
communications pathway(s). Each FW mechanism also 
shares information with the central, control servers 
(SRV _CNTRL) 15200 of the GVN. This information can be 
relayed to other FW SPI and FW DPI around the world so 
that attack vectors, sources, payloads, and other related 
information can be made available in a database so that SPI 
and DPI checks can have a point of reference to check 
against. This permits more efficiencies of scale as the global 
distribution of information provides an added safety net. 

The catching of offending traffic outside of a client LAN 
and in the cloud protects the client's last mile internet 
connectivity from being saturated by unwanted traffic. 
Offloading of traffic to CFW which are scalable also offers 
many advantages to clients. 

The FW local 15442 may be a standalone device, a 
software application (APP) running inside of the EPD 
15100, or other kind of FW device. 

The FW SPI 15446 and FW DPI 15444 devices and 
related devices such as load balancers, cloud firewalls, or 
other devices may be custom made or can be off the shelf 
provided by other vendors offering best of breed options to 
clients. These devices must be able to receive and forward 
traffic, identify threats and most importantly to be able to 
communicate their threat findings and to receive threat 
profiles and other information from other devices. 

As the threat data accumulates, analysis can be made of 
the content, the patterns, the attack vectors, and other 
information gathered by the FWs. This analysis can provide 
a basis through which heuristic analysis can be applied to 
new potential threats. 

The lowest level of each device are the memory (RAM) 
106, 206, 306 and processors (CPU) 102, 202, 302, and the 
network interfaces (NIC) 108, 208, 308. All of these are on 
the hardware level. The operating system (O/S) 110, 210, 

20 310 can be a LINUX system or equivalent system such as 
Debian or other. This description of an operating system 
includes packages and configuration for routing, hosting, 
communications and other system level operations software. 

On top of the operating system 110, 210, 310 exists a 
25 system software layer 112, 212, 312 of the Global Virtual 

Network's (GVN's) operating systems. Operating here are 
custom commands, system modules, managers and other 
constituent parts, as well as other components of the GVN. 
Each type of device of the GVN may have some or all of 

30 these portions of the system software layer or different 
portions depending on their role. 

Database modules Db 120, 220, 320 and Hosting Modules 
122, 222 and 322 are configured in this example embodi­
ment for the listening, sending, processing, storage, retrieval 

35 and other related foundation level operations of the GVN' s 
neutral API mechanism (NAPIM), graphic user interfaces 
(GUI) and other server side script hosted sites. Database 
120, 220. 320 (Db) modules could be MySQL or equivalent 
such as MariaDb and hosting modules 122, 222 and 322 

40 could be Apache and PHP scripting or other type of hosting 
languages. Command Line scripts are also used and can be 
written in Bash, C, PHP, Pearl, Python or other language. 

Billing modules can collaborate and share information 
such as the amount of data consumed by tunnel traffic to be 

45 billed by a consumption model. The accounting module 
ACC 132 232 332 operates on the EPD 100 and the SRV _AP 
300 has a corresponding Billing module. Both can provide 
financial information to report screens, payment forms, 
emailed statements and other financial data produced by the 

50 GVN. 

This can only be achieved by the secure network optimi­
zation (SNO) services of a GVN or similar network which 55 

consists of related devices connected both by secure turmels 
and communication paths. 

SRV _CNTRL 200 has a Repository Manager 238 which 
handles billing info, tunnel manager information and other 
data which can be utilized by various devices within the 
GVN. The Repository Manager 238 also handles the coor­
dination of the sharing of peer pair info, credentials and 
other information to individual devices connecting to other 
API peers via the neutral API mechanism (NAPIM) of the 
GVN. FIG. 16 illustrates a logical view of the software archi­

tecture of three types of network devices working together 
as a part of a Global Virtual Network (GVN). As shown, the 
software and hardware can be distributed within the network 
devices and across different circuit boards, processors, net­
work interface cards, storage, and memory. 

The EPD 100 has anAPI Module 130, SRV_CNTRLhas 
60 API Module 230 and the SRV _AP 300 has an API Module 

One described network device is an End Point Device 
(EPD) 100. Another described network device is Central 65 

Server (SRV _CNTRL) 200 and the third device is an Access 
Point Server (SRV _AP) device 300. 

330. For the simplicity of explaining this example embodi­
ment only one API module has been expressed per device. 
In fact, devices may have a combined client and server role 
depending on its function within the GVN. 

A Cache Manager on SRV _CNTRL 200 manages the 
master index of various chained caches distributed across 
many devices of the GVN. The Compression Engine 136 on 
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the EPD 100 and 336 on SRV _AP 300 manages the com­
pression and decompression of data both stored on files, in 
DB tables or for streaming transport data. 

Advanced Smart Routing (ASR) 150 module on EPD 100 
handles the routing of traffic from an EPD 100 to the best 5 
egress point for destination via routes of the GVN. 

Remote Fetcher BOT 311 on the SRV _AP 300 is a core 
component of the Geo-Destination Mechanism (Geo-D). 

DNS Manager 254 on SRV _CNTRL 200 manages the 
master DNS index which can seed DNS Servers on various 
GVN devices, such as DNS 154 on EPD 100. 

10 

A Logger Manager on SRV _CNTRL 200 manages both 
local logs and logs shared by devices to the Repository via 
API calls. The Logging Manager in this example embodi­
ment imbues the functionality of recording operational 
events, API actions and transactions and the Logger also has 15 

other roles and processes for various aspects of the GVN 
operations. 

Local Cache 152 on EPD 100 and local Cache 352 on 
SRV _AP 300 cache data locally. 

GVN Managers 272 operate on SRV _CNTRL 200 to 20 

control the operations of various components of the system 
both on the SRV _CNTRL 200 and other devices of the 
GVN. 

20 
network topology of a GVN in two different regions 
17-RGN-A and 17-RGN-B and how the regions are con­
nected via paths 17-POA and 17-POB through global con-
nectivity 17-RGN-ALL. In addition, FIG. 17 shows the hub 
& spoke connections in each of the two regions. FIG. 17 is 
similar to FIG. 15 and adds multiple egress-ingress points 
(EIP) in each region as added spokes to the hub and spoke 
model. 

SRV _BBX 17-280 and SRV _BBX 17-282 are backbone 
exchange servers and provide the global connectivity. 
SRV _BBX may be one or more load-balanced servers in a 
region serving as global links. Access point servers (SR­
V _AP) 17-302, 17-304 and 17-306 in 17-17-RGN-A con­
nect to SRV _BBX 17-280. The central, control server 
(SRV_CNTRL) 17-200 serves all of the devices within that 
region and it may be one or more multiple master SRV _CN­
TRL servers. End point devices (EPD) 17-100 through 
17-110 will connect with one or more multiple SRV _AP 
servers through one or more multiple concurrent tunnels. 

This figure also shows multiple egress ingress points 
(EIP) 17-EIP420, 17-EIP400, 17-EIP430, and 17-EIP410 in 
each region as added spokes to the hub and spoke model 
with paths to and from the open internet. This topology can Local DNS server and cache 154 on EPD 100 and 354 on 

SRV _AP 300 allow for caching of DNS lookups for fast, 
local retrieval. The DNS 154 and 354 can be completely 
flushed, individual items purged, or timeouts set for 
retrieved lookups to be deleted after a certain period of time 
has transpired. 

On the EPD 100 is a Content Delivery Agent (CDA) 158 
which is a component of Geo-D. On the SRV _AP 300 is a 
Content Pulling Agent (CPA) 358, also a component of 
Geo-D. The CPA 358 works with the BOT 311 on SRV _300 

25 offer EPD connections to an EIP in remote regions routed 
through the GVN. In the alternative this topology also 
supports EPD connections to an EIP in the same region, to 
and an EPD in the same region, or to an EPD in a remote 
region. These connections are securely optimized through 

30 the GVN. 
FIG. 18 illustrates the backbone connections between 

some GVN Global Nodes and their corresponding service 
areas in North America, Europe and Asia. As described in 
the Legend box at the bottom right of FIG. 18, each zone 

to pull content from a distant region using local DNS 354 
seeding from that Region. The CPA 358 sends fetched 
content to the CDA 158 utilizing tunnels, caches and other 
improvements of the GVN. 

35 noted herein from a networking perspective is described as 
a Global Node. Global Nodes are connected to each other 
via High Performance Network links. The lower the latency 
between the points, the faster information can be transferred. 

Around the Global Node two rings denote the type of 

A firewall (FW) (not shown) on EPD 100, on SRV _CN­
TRL 200 and on SRV _AP 300 operates to protect access to 
both the device and the communications paths between the 
device and others. 40 connectivity quality zone in for example a radius from the 

center where the source info is located. This is for simpli­
fication only as many factors determine the size and shape 
of these zones. However, the two zones can be differentiated 

Connectivity Manager (not shown) on EPD 100 and on 
SRV _AP 300 manages the tunnels between devices and 
other device to device communications paths. Compression 
Manager on 215 ofSRV _CNTRL 200 manages compression 
both locally and also coordinates with Compression Engines 45 
136 on EPD 100,336 on SRV _AP 300 and on other devices 
of the GVN. Routing on EPD coordinates with ASR 150, 
Geo-D, and other elements to manage traffic routing. 

from each other as the closest one being a High Performance 
Zone and the other being an Optimal Service Area. 

The farther a querying client or server or other type of 
device is from the global node, the longer it takes for 
information to flow and at some point the distance is so great 
that the QoS reduction is such that the device is no longer in 
the High Performance Zone, but is now located in the 
Optimal Service Zone. 

The structure of the database tables in SDBl00, SDB200, 
and SDB300 are equivalent for device operations while the 
data for each is specific for device types, and each device has 50 

identity specific devices. On SRV _CNTRL 200, the Reposi­
tory Database SDB202 is where unique information is stored 
for all devices and this information can be used by the 
Repository Manager 238 to communicate API credentials, 
tunnel info, or other information to a device. 

Stored within each device database are identity and API 
peer info about the device itself and its peer pair partners, 
transaction lists and queue data, and other information. 
There are other uses for the described methods and data­
bases beyond what is described but for simplicity of illus- 60 

tration, this example only covers a few example core func­
tionality elements. 

If the QoS drops below a certain threshold, the device is 
located outside of the Optimal Service Area and therefore 
the distance between it and the global node is so great that 

55 the advantages offered by a GVN, with the exception of 
security, may be a moot point. 

Topology 

FIG. 17 illustrates a GVN using hub and spoke topology 
with a backbone and octagon routing. FIG. 17 shows the 

FIG. 18 shows zones SJC 18-01 for San Jose, Calif., USA, 
JFK 18-02 for New York, N.Y., USA, AMS 18-11 for 
Amsterdam, NL, NRT 18-21 for Tokyo, Japan, and HKG 
18-22 for Hong Kong, SAR, China. There are many other 
reasonable locations around the world within which to place 
a global node that are significant, but for simplicity of 
illustration only a few are shown for illustrative purposes. 

FIG. 18 also show representative paths between each 
65 global node, for example such as between JFK 18-02 and 

AMS 18-11. In reality, there are a multitude of paths 
representing undersea cables between the two points. 
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FIG. 19 illustrates the connectivity between various 
devices within a GVN noting multiple connection paths to 
hub devices from devices in the spoke(s). The placement of 
SRV _BBX (backbone exchange server) 19-800 and 19-810 
points are based on the client's location relative to the to best 5 

Internet Data Center (IDC) with respect to pipes, intercon­
nects to serve a target region while connecting global 
locations via paths 19-BB2 and 19-BB6. 

The SRV _BBX acts as a hub for the region it serves. Hubs 
are connected to each other by Tunnels over the top (OTT) 10 

of Ethernet links in the Internet, Tunnels over direct Ethernet 
links, Infiniband over Fiber, Infiniband over Ethernet, or 
other form of connectivity between regions. Each hub serves 
various SRV _AP servers such as 19-302, 19-306, 19-308 
serving one area within a global region. SRV _AP 19-312, 15 

19-316, and 19-318 can serve another area of a global 
region. 

22 
of the GVN are via paths 20P02 for communications 
between devices such as EPD 100 to SRV _BC 20-502. 
Device_ID and registration/regional mapping in the Db 
repository on SRV _CNTRL allows for API peer pair rela­
tionship management, generates appropriate Server Avail­
ability List (SAL), and accepts logging. This allows for the 
efficient management of the relationships and connections 
with SRV _AP and GW servers. 

The backend servers and infrastructure devices of the 
GVN include Back Channel Servers (SRV _BC) 20-502, 
Secure Boot Servers (SRV _SB) 20-504, Authentication, 
Authorization, Accounting Servers (SRV _AAA) 20-508 and 
Logging Servers (SRV _LOG) 20-516, and others. 

The gateway servers and other devices are connected to 
the SRV _CNTRL 200 via connector 20ADO and to gateway 
devices via All Devs hub 20AD2. This can include a 
gateway email server (SRV _GW _Mail) 20-510, a gateway 
server for financial transactions (SRV _GW _FIN) 20-518, 

End point devices (EPD) such as 19-100 through 19-128 
will connect with the most appropriate SRV _AP server 
relative to their location, their network connectivity, its 
peering and other relevant factors. These factors are con­
stantly changing and therefore multiple tunnels to multiple 
SRV _AP servers are maintained by an EPD at all times. 
Each EPD connects with various ( one or more) SRV _AP 
servers simultaneously. 

20 and/or a gateway server for Third Party Connections 
(SRV_GW_TPC) as one type of other the SRV_GW_* 
20-512. 

Gateway servers operating with a specific role can be 
tweaked for that functional role and secured in such a way 

There are egress ingress points (EIP) at EPDs, at 
SRV _APs and at other locations where traffic can leave or 
enter the GVN to or from the internet with the GVN securing 
and optimizing the traffic as far as possible. 

25 to protect them. By delegating an email gateway server, it 
can be set up as a secure email sender and receiver. This will 
require configuration and maintenance and observation of its 
operations. But at the same time, no other servers would 

SRV _AP devices such as SRV _AP 19-308 and SRV _AP 30 

19-318 may also have connectivity to each other through a 
tunnel path such as 19P60 so that two EPDs such as EPD 
19-110 could connect with EPD 19-128 via path 19P22 to 
19P60 to 19P58. 

need to handle email freeing up an administrative burden for 
those devices. All devices can forward emails via data 
payload sent to API by action call to request email to be sent. 
Flags in the payload can indicate whether email should be 
sent right away or at a specific time or at which priority. 
Other settings can govern how it is sent. SRV _GW _EMAIL 

35 will receive these data payloads, add them to its Email 
sending queue and email manager will handling when and 
how to deliver the email and will accordingly log the event. 
Bounce backs, replies, and other incoming emails can also 

The central, control server (SRV _CNTRL) 19-200 is 
linked to various devices via paths such as 19P62 to 
SRV _AP 19-302 for neutral API mechanism (NAPIM) 
information exchanges. The EPDs also connect with the 
SRV _CNTRL 19-200 via NAPIM paths. To keep this 
example embodiment relatively simple, the NAPIM EPD to 40 

SRV _CNTRL paths were not shown. 

be handled by the one point server type SRV _GW _EMAIL. 
Logging servers and other devices can also be reached by 

GVN devices via 20AD4. 
FIG. 21 illustrates additional details of how GVN mod­

ules and devices interact. The additional details include 
communications paths such as 21Q00 from SRV _BC 4-502 

The NAPIM information exchanged between the 
SRV _CNTRL and various devices can be used to share 
usage statistics, tunnel building information such as IP 
addresses, ports, protocols, security credentials, certificates, 
keys, and the sharing of other information to allow for the 
automated and secure operations of the GVN. 

FIG. 20 illustrates how GVN modules and devices inter­
act. A global virtual network (GVN) consists of various 
devices which operate independently as well as in collabo­
ration with other devices. While the role of each may be 
different based on their type and its primary function, they 
follow similar code base, database schema and other archi­
tecture elements. 

45 to SRV _ CNTRL 200 for reporting of information from back 
channel server to central, control server. The key point is that 
while a GVN device will need information about itself, its 
peers, its connectivity options and other information in order 
to operate, the sharing of performance and other data to 

50 SRV _CNTRL 200 and or other devices allow for an overall 

Infrastructure is installed in a region to support the 55 

operations of EPDs and PEPDs. Devices such as End Point 
Devices (EPD) 100, Portable End Point Devices (PEPD), 
and End Point Hubs (EPH) connect various LAN, PAN and 
other networks to the GVN via tunnels to Access Point 
Servers (SRV _AP) 300. Each device has its own locally 60 

hosted databases. 
Redundancy is provided by multiple servers of each type 

per region with multiple master SRV _CNTRLs and other 
server types. The central data repository is located on the 
Central, Control Server (SRV _CNTRL) 200. The SRV _CN- 65 

TRL's job is to connect to various devices via the neutral 
API mechanism of the GVN. The API calls via the NAPIM 

perspective of the greater system. The constant feedback 
loops allow for automated adjustments and learning-on-the­
fly for better decisions to be made. 

FIG. 22 illustrates the topology and connectivity ofGVN 
modules and devices and how they interact with other 
devices on the Internet. Communication paths shown in FIG. 
22 include Path External (PE), Path of Tunnel (for traffic) 
(PT), Control Path (CP), Encrypted System Path (ES) and 
Path for API communication between devices of a GVN 
(PA), and more. 

The Central Server (SRV _CNTRL) 200 contains a reposi­
tory of files and databases holding important system infor­
mation. The SRV _CNTRL is able to connect with all GVN 
devices via PA paths for API communication. An End Point 
Device (EPD) 100 is the network access point between a 
local area network (LAN) and the Internet via var10us 
concurrent potential communication paths. 
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Advanced Smart Routing (ASR) within an EPD can send 
local traffic to the Internet 22-010 closest to it via 22-PEO0 
to a Point of Presence (POP) 22-020 to 22-PE02. The Back 
Channel Server (SRV _BC) 22-502 connects to the EPD 100 
via a back channel connection from 22E504 through 22-010 5 

via 22E502 to 201 to 22ES020 into the EPD 100. The ES## 
paths are encrypted Control Paths and are independent of 
traffic carrying Paths of Tunnels. 

The EPD 100 maintains multiple tunnels to each of 
multiple Access Point Servers (SRV _AP) via 22PT00 and 10 

22PT02 to SRV _AP 300, via 22PT04 and 22PT08 to 
SRV _AP 22-302, via 22PT10 and 22PT12 to SRV _AP 
22-306, and via 22PT14 and 22PT16 to SRV _AP 22-308. 

This figure is not to scale but for example, SRV _AP 
22-302 and SRV _AP 300 are in the same region and egress 15 

from the GVN to the Internet 22-012 via 22PE04 to POP 
22-022 to 22PE08 to the Internet 22-012 and via 22PE16 via 
POP 22-026 to 22PE12 to the Internet 22-012. Both EPD's 
can do local DNS lookups to the Domain Name Services 
(DNS) server 22-402. 20 

Both SRV _AP 22-302 and SRV _AP 300 maintain API 
communication paths to SRV _CNTRL 200 via 22PA02 and 
22PA08 respectively. 

A Gateway Device (SRV _GW) 22-514 is located in the 
same region as SRV _AP 22-302 and SRV _AP 300. This can 25 

send emails, process financial transactions and other func­
tionality of SRV _GW devices of the GVN. 

SRV _AP 22-306 connects to the SRV _CNTRL 200 via 

24 
the GVN to offer redundancy in the case that one SRV _BC 
is not operational and also to ensure best performance by 
placing SRV _BC servers at strategic locations close to 
devices which they are to connect to. 

EPD 100 connects one LAN 23-002 to various paths 
which data could take through the GVN such as via one of 
three multiple tunnels 23TP00, 23TP02, or 23TP04 to 
SRV _AP 300 to an egress point via path 23PE00 to Internet 
23-410. 

Another path is from SRV _AP 300 to SRV _AP 23-302 via 
one of three multiple tunnels 23TP10, 23TP12 or 23TP14. 

A path option from SRV _AP 23-302 is to Internet 23-412 
egress point via 23-382. 

An External Entry Point X-IP 305 from Internet 23-412 
into the GVN allows for connectivity by non-GVN devices 
to address and reach devices through the GVN realizing 
enhancements of the GVN for the duration of the journey of 
traffic carried by the GVN. 

Another benefit realized by the GVN is secure tunnel 
connectivity to an EPD 23-158 at the location of a service 
providing partner organization in the cloud for secure tunnel 
via GVN to their servers and related services at location at 
LAN 23-152. 

A LAN-WAN-LAN bridge from LAN 23-002 to LAN 
23-012 is possible via communication path from 23-002 to 
23CP02 to GWD 23-004 to 23CP04 to EPD 100 to 23TP00 
23TP02 23TP04 to SRV _AP 300 to 23TP10 23TP12 

22PA10 and its egress point to the Internet 22-014 in its 23TP14 to SRV _AP 23-302 to 23TP20 23TP22 23TP24 to 
region is via 22PE20 to POP 22-024 to 22PE22 to Internet 30 EPD 23 _102 to 23CP14 to GWD 23-014 to 23CP12 to LAN 
22-014. 

The SRV _GW server 22-516 connects to the SRV _CN­
TRL 200 via 22PA24 and to the Internet 22-014 via 22PE26 
to POP 22-024 to 22PE22 to Internet 22-014. 

23-012. All traffic carried by this bridge is protected and 
improved by the GVN mechanism. 

SRV _AP 22-304 connects to the SRV _CNTRL 200 via 35 

Multiple tunnels between two devices such as 23TP00 
23TP02 23TP04 or 23TP10 23TP12 23TP14 or 23TP20 
23TP22 23TP24 can either offer a single communication 
path by sending traffic down one tunnel, or two or more 
tunnels can be aggregated together where two or more 
bound tunnels can carry traffic as if they are one tunnel. 

22PA18 and its egress point to the Internet 22-016 in its 
region is via 22PE26 to POP 22-028 to 22PA30 to Internet 
22-016. 

SRV _GW 22-512 connects to SRV _CNTRL via 22PA14 
and to SRV _AP via 22PA16. Local traffic from SRV _GW 40 

22-516 egresses via 22PE28 to POP 22-208 to 22PA30 to 
Internet 22-016. 

SRV _ CNTRL 200 with API communication path between 
peer pairs and tunnels to other devices can be utilized for file 
transfer and data exchange via paths such as 23PA00 to EPD 
100, or 23TP30 to 23-302 to 23TP22 to EPD 23-102, or 
23PA04 to 23-302 to 23TP60 to EPD 23-158, and other 

There exist other devices within the GVN and they 
engage in specific roles such as a backup server SRV­
_Backup 22-522 and logging server SRV _Logging 22-516. 
These are connected to SRV _CNTRL via 22PA20 and 
22PA22 respectively. They can accept data from SRV _CN­
TRL 200 or from other devices via PA## paths to be relayed 
to SRV _Backup 22-522 or SRV _Logging 22-516. 

This described typology of the GVN allows for traffic 
from the EPD 100 to have multiple options for its traffic per 
region through multiple tunnels to multiple SRV _AP serv­
ers. The other devices ensure that information is distributed 
to devices for efficient utilization. 

FIG. 23 illustrates multiple tunnel connectivity between 
End Point Devices (EPD) 100, 23-102, 23-158 and Access 
Point Servers (SRV _AP) 300, 23-302. These tunnels can be 
used for client data traffic, internal system data or other 
transfers. This figure further demonstrates the connecting of 
Global Virtual Network (GVN) infrastructure devices such 
as Central Server (SRV _CNTRL) 200 and Back Channel 
Admin Server (SRV _BC) 23-502 with other devices within 
the GVN. 

The SRV _BC 23-502 establishes and maintains back 
channel tunnels 23PA02 to EPD 100, 23P018 to EPD 
23-102, 23PA06 to EPD 23-158, 23TP50 to SRV _AP23-302 
(and on and on). There may be more SRV _BC servers within 

45 potential options. 
There are other possible communication paths in this 

example embodiments and also more options for commu­
nication paths through the GVN. In this example embodi­
ment, all tunnels are representing links via the Third Layer 

50 of a GVN with each of them built on the GVN First Layer 
over top of the Internet. 

FIG. 24 is a simplified example diagram of how the 
internet works today taking into account hop count or time 
to live (TTL) as well as path taken due to peering relation-

55 ships and related routing policies. 
AO represents a network of an internet service provider 

(ISP). Al through A06 represent point of presence (POP) 
and these POPs further connect to switch devices or client 
devices to link them to the internet. This hop and spoke 

60 structure illustrates clusters of networks within the broader 
network of an ISP. Lines with circles as line caps denote this 
connectivity. For simplicity sake, Al, A2, A3 and other 
POP's in this example embodiment do not illustrate links to 
last mile networks but this should be implied. Each POP has 

65 its own hub and spoke connectivity to networks such as local 
area networks (LAN s) or internet data centers (IDCs) which 
attribute their internet connectivity via the POP. 
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HO is an example of a single-honed ISP meaning that it 
relies on one path between it and the internet. If this path is 
cut or goes down, the connectivity from this ISP to the 
broader internet is cut. 

BO is an example of a multi-honed ISP with five illus- 5 

trated connections between it and other ISP networks, if one 
path is unavailable traffic can still flow through the internet 
although through a less direct route. 

IXl and IX2 are examples of internet exchanges (IX) 
which may independently link to each other through back- 10 

bone or backbone dedicated connections. IXs are where ISPs 
and others can connect to each other at a "meet-me room" 
or equivalent arrangement for direct network to network 
peering. 

There are also communication paths between the net- 15 

works of an ISP and other ISPs or with IXs or with 

26 
E0 via BO via F0. Path is H2 to HO to HXl-1 to HXl-2 to 
IXl to GXl-1 to GO to GE-1 to GE-2 to GE-3 to E0 to EB-1 
to EB-2 to EB-3 to EB-4 to EB-5 to BO to FB-5 to FB-4 to 
FB-3 to FB-2 to FB-1 to F0 to DF-5 to DF-4 to DF-3 to DF-2 
to DF-1 to DO to D2. 

Looping occurs when traffic cannot reach a destination 
because of badly formed or incorrect routing policies gov­
erning middle devices between origin and destination. For 
example, if traffic from CO wants to route to GO it may 
choose to go to BO thinking that BO will send traffic to E0 
because CO may think that BO and E0 are close to each other 
and that this is the best path. However, BO may not peer with 
E0 directly but have a strong peering relationship with F0. 
F0 too does not have a peering relationship or a path to reach 
E0 and so it may send traffic to DO. DO has only two 
choices, to send traffic either to CO or to BO, in both cases 
the end result is looping, undeliverable traffic. There are 
other causes oflooping such as faulty routing tables, broken 
devices, hacking or other bad acts or other reasons. 

The net result of too many hops and too high of latency 
are either time outs or dropped packets. 

intermediary routers in-between. These backbone commu­
nication paths are illustrated by lines with arrow caps on 
both ends. The intermediary devices are illustrated by circles 
between the arrow-capped lines. Backhaul connectivity 20 

between IX are illustrated by dotted lines with arrow-caps at 
both ends. An off page connector IBHl is used to illustrate 
International Backhaul (IBH) that the IX2 also has connec­
tivity to another IX which is not illustrated in this example 
embodiment. 

FIG. 25 illustrates the strategic positioning of infrastruc­
ture to enhance performance. Within this example there 
exists three or four key points where the strategic position-

25 ing of SRV _AP servers and other GVN infrastructure will 
ensure optimal peering and performance between all points 
on the example network topology illustrated. 

To illustrate a direct, efficient connection between ISPs 
from AO to GO via the pathAXl-1-AXl-2-IXl-GXl-1 
has only four intermediary hops and should be the most 
efficient route. 

SRV _AP servers installed and operating at IXl-IDC, BS, 
and IX2-IDC and possibly DS for to include optional routing 

30 options and failover will provide peering with all other 
networks and a stable path between SRV _AP with options to 
route around any broken paths. This strategic positioning 
offers resiliency and possibilities for other performance 
enhancements. 

To illustrate a roundabout path caused by the failure of a 
path, if path GXl-1 goes down, then traffic from HO or AO 
which is destined to transit to GO will not be able to go 
through GXl-1 via IXl. The alternative is for traffic to go 
via BO and E0 to GO. What used to take only four middle 
hops fromA0 ofAXl-1-AXl-2-IXl-GXl-1, now need 35 

many more hops AXl-1 to AXl-2 to IXl to BXl-4 to BXl-3 
to BXl-2 to BXl-1 to BO to EB-5 to EB-4 to EB-3 to EB-2 

FIG. 26 illustrates how the GVN can incorporate tech­
nologies such as Network Slingshot to realize great advan­
tages over distance seamlessly. Network Slingshot is further 
described in U.S. Provisional Patent U.S. 62/266,060. to EB-1 to E0 to GE-3 to GE-2 to GE-1 for it to reach GO. 

Seventeen middle hops and corresponding higher latency for 
traffic to now reach GO from AO if GX101 is down. 

At the same time, traffic from GO to IXl which should go 
through the single middle hop of GXl-1 will have to go from 
GO to E0 to BO and then to IXl. 

The first boundary is GVN EIP 26-322 between the 
40 internet and the GVN. The next boundary is the secure 

perimeter 26-182. This layered security approach protects 
the core infrastructure which the GVN is predicated upon. 

This extra traffic could strain connections and be the cause 
The secure perimeter 26-182 boundary between GVN and 

GVN backbone protect the high speed global network. The 
45 section of the GVN above the perimeter 26-822 has traffic 

flowing over the top (OTT) the open internet via secure 
GVN tunnels. Under the secure perimeter 26-182, GVN 
connections utilize various protocols over dark fiber or other 

of higher latency and congestion related packet loss. Peering 
through an IX will usually have much more capacity and 
ability to handle large volumes of traffic. When the single 
middle hop GXl-1 from GO to IXl is unavailable the added 
hops (TTL) and latency (RTT) through the alternate route(s) 
may have too many hops or take too much time resulting in 50 

either packets being marked as undeliverable or for internet 
based services to timeout. 

The best connectivity between two ISP networks via an 
IX and by utilization of backhaul is represented by the path 
H2 to HO to HXl-1 to HXl-2 to IXl to X1X2-1 to X1X2-2 55 

to IX-2 to DX2-2 to DX2-1 to DO to D2. This is 12 hops in 
total from POP to POP. 

The next direct path would be via BO for a total of 16 
hops. Path is H2 to HO to HXl-1 to HXl-2 to IXl to BXl-4 
to BXl-3 to BXl-2 to BXl-1 to BO to DB-4 to DB-3 to 60 

DB-2 to DB-1 to DO to D2. 

connectivity which are not directly reachable from the 
internet. 

A super computer node 26-538 can operate inside of 
(below) the secure perimeter 26-832 which can operate a 
true internal network with advanced features such as remote 
direct memory access (RDMA) to a parallel file system 
(PFS) 26-602 device. 

FIG. 27 illustrates how tables on the databases of various 
GVN devices are related to each other and in which way 
they interact. For example, the repository database DB_2300 
on the SRV _CNTRL has various tables on it related to 
devices and the interaction between devices via the neutral 
API mechanism (NAPIM) of the GVN. Tables such as 
Device Registry DBT_2310 in database DB_2300 is desig­
nated as REPO_ACTIVE which means that it receives 
information from many sources, is read/write and is able to 

The next direct path would be via AO via CO for a total of 
19 hops. Path is H2 to HO to HXl-1 to HXl-2 to IXl to 
AXl-2 to AXl-1 to AO to AC-1 to AC-2 to AC-3 to AC-4 to 
AC-5 to CO to CD-1 to CD-2 to CD-3 to DO to D2. 

An indirect but possible path could be 30 hops due to 
routing policies and peering relationships such as via G9 via 

65 be queried as the source of information for selective or full 
replication to tables such as Device Identity DBT_2102 as a 
part of the database EPD Local Db DB_2100. This table 
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DBT_2101 has the designation SEL_REP+W which allows 
for selective replication from DBT_2310 as well as for it to 
report relevant identity back to the device registry. 

28 
DNS Cache 103-4 within EPD 103 does DNS Lookups 

from DNS servers at each target region including DNS 404 
for Internet 402, DNS 204 for Internet 203, and DNS 304 for 
Internet 303, and DNS 504 for Internet 503. The internal 
DNS cache 103-4 is accessible via path DP4. 

The physical Network Interface Controller (NIC) hard­
ware devices of the EPD 103 includes four ports. ETH0 
103-9 is the WAN port connecting the EPD 103 to the 
Network Access Point (NAP) to the Internet via P401 to 
POP 401 of the ISP on the way to the Internet 402. All traffic 
from the EPD goes over this connection as the First Layer 
of the GVN Network. TUN tunnels on top of this connection 
are the Third Layer of the GVN. ETHl 103-1 is the Local 

The control and release of information is governed by 
data managers. Database table type designators include 5 

REGULAR for normal, read/write tables, as REP INFO for 
read only, replicated tables, as SEL_REP read only, partially 
replicated tables with only related rows, as REPOS_AC­
TIVE a table combined from all sources on repository for 
device registry DBT_2310 such as identities. Other possi- 10 

bilities include LOGGING from source tables to be com­
bined on the database DB2800 on SRV _LOGS. These 
designations for tables are for example only and may be 
different in real world use and there are many more tables 
and other types based on use. 15 

Area Network (LAN) port connected to LAN A 102 via path 
P102. ETH2 103-2 is another physical LAN port connected 
to LAN B 104 via path P104. Finally there is a virtual 
interface (VIF) acting as a bridge BRO 103-3 to bind the 
LAN interfaces 103-1 and 103-2 via internal paths DPl and 

FIG. 28 illustrates the collaborative effort between vari­
ous modules, mechanisms, technologies and other compo­
nents of the GVN. 

There are three layers of the GVN-layer one is the 
physical network layer such as the internet on which the 
GVN is built over the top (OTT) of. Layer three is the GVN 
network layer that client devices see as a partial or complete 
path to destination. Layer two is the logic layer between the 
two. 

There are components which interact with the physical 
conditions 28-00. Dynamic construct modules at 28-20 
strive to maintain connectivity of the GVN. The joint effort 
section described herein links the relevant modules of the 
GVN to physical 28-00 and dynamic 28-20 elements. For 
example, in order for the advanced smart routing (ASR) 
module G106 to properly function, there must be multiple 
access point servers (SRV _AP) GP106 placed at various 
locations, with adequate routing and peering GR106. In 
order for an EPD to be able to select the most appropriate 
SRV _AP to establish a connection with, it needs information 
about which SRV _AP's are best. The ASR server availabil­
ity module SA106 ranks servers for that specific EPD based 
on information provided by ASR test manager TM106 and 
when an EPD requires a new tunnel to be established, it 
utilizes the server availability list SA106 in order to build a 
new tunnel. Tests are then run on that tunnel via TM106. 

As another example, for NAPIM G102 to operate it needs 
API listeners and handlers HL102 on a host server. On both 
host client and host server in the NAPIM, an operations 
manager OM102 is running to handle the preparation, then 
sending, handling, processing of API requests and 
responses. The dynamic construct of the NAPIM entails peer 
management PM102, management of related NAPIM 
actions AM102, and the transactions at physical TP102 and 
dynamic TM102. 

Construct 

20 DP2 respectively. 
Traffic from LAN bridge BRO 103-3 is sent to a chain of 

virtual interfaces (VIF) via device path DP3. Advanced 
Smart Routing (ASR) is applied at each VIF with routing 
tables ofIP Addresses directing flow of traffic to one of two 

25 or more exit points from each VIF. The last VIF may have 
only one possible exit point for "all other" remaining traffic. 

For example, at VIF0 103-5, local traffic exits via P401. 
All other traffic through VIF0 103-5 is sent to the next VIF 
in the chain, VIFl 103-6 via DPS. Traffic from VIFl 103-6 

30 destined for Internet 203 leaves the EPD 103 via path P201 
through encrypted tunnel TUNl to SRV _AP 201 and then to 
path P202 to POP 202 to P203 to Internet 203. From there, 
regional DNS lookups can be queried via SRV _DNS 204 via 
path P204. A connection to a Host client 205 or Host server 

35 206 can be made via P205 and P206 respectively. 
Any remaining traffic from VIFl 103-6 is sent to VIF2 

103-7 via path DP6. Based on routing tables applied to VIF2 
103-7, all traffic destined for Internet 303 and connected 
devices there such as Host server 306 leaves VIF2 via path 

40 P301 to TUN2 to SRV _AP 301 and onward through to 
Internet 303 and beyond. 

Any further remaining traffic from VIF2 103-7 is sent to 
VIF3 103-8. All traffic from VIF3 103-8 is sent to SRV _AP 
501 via encrypted tunnel TUN3. ASR routing is applied at 

45 the SRV _AP 501 with traffic destined to IP Addresses within 
Internet 503 sent via path P502, to POP 502 to Internet 503. 

Traffic from SRV _AP 501 destined for Internet 603 is sent 
via a connected, encrypted tunnel TUN4 to SRV _AP 601 to 
path P602 to POP 602 to P603 to Internet 603, and 

50 beyond .... 

FIG. 29 illustrates the Advanced Smart Routing (ASR) 
feature of a GVN. Specifically, this figure shows the 55 

Advanced Smart Routing (ASR) feature of a GVN within an 
End Point Device (EPD) 103 to multiple paths to egress 
points in various regions of the world. 

DNS lookups in the region of Internet 603 can be made to 
SRV _DNS 604 and connections to devices there can be 
made for example via P605 to Host server 605 or other 
devices. 

This ASR mechanism can be utilized at various traffic 
junction points for optimizing the sending of traffic to best 
egress point on the Internet in various target regions, for 
Geo-Destinating traffic, and other advantages realized by the 
GVN. Traffic in this example embodiment begins in LAN A 102 

from connected devices such as a Host Client 101. Target 60 

regions for traffic illustrated in this example embodiment 
are: 1) local traffic staying local via POP 401 where perfor­
mance will not necessarily be improved by a GVN tunnel; 
2) local traffic carried in encrypted tunnel TUNl to Internet 
203; 3) traffic to another region via TUN2 to a SRV _AP 301 65 

in that region to access Internet 303; and 4) Traffic to other 
remote regions via TUN3 with some ASR on SRV _AP 501. 

FIG. 30 illustrates building a series of encrypted tunnels 
between a Client (C) and a Server (S). The steps 30-0 
through 30-18 illustrate a simplified series of communica­
tions between C and S. 

The first step is the opening of the connection 30-0 by the 
C to S. The next step is the acceptance of the connection 
handshake 30-2 by S. If the handshake data is malformed or 
otherwise not in an expected form, the process can stop here. 
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Upon receipt back and acceptance of the handshake 30-4, 
the C presents a certificate to S for it to use along with 
required security info to build a Secure Sockets Layer (SSL) 
connection between them 30-8. This certificate received 
from C will be compared against the corresponding certifi- 5 

cate key on S. If the certificate is expired or incorrect, the 
SSL connection will not be able to be established and the 
process will stop. 

30 
other related information. The SRV _CNTRL also has algo­
rithms and mechanisms to evaluate certain data to generate 
information reports. 

Client Device 31D02 represents a device which will 

This connection will be utilized to send information about 
the tunnel from the C 30-10 to the S, including pass phrase, 
metrics and other information concerning tunnel metrics 
including which IP Address and Port each device will use for 
tunnel traffic, and other information. 

initiate the building of a tunnel by "dialing" the connection 
to the Server device via a specific IP Address and Port. There 
can be many Client 32D02 devices concurrently connected 
to the GVN with similar software and configuration with a 
differentiating factor between Clients of unique device Iden-

IO tity, UUID's, and also unique information per tunnel per 
Client. 

The Swill validate this information 30-12 against its own 
version of tunnel metrics and pass phrase and other infor- 15 

mation. If the information is not accurate, the process will 
halt at this step. 

Upon successful validation, S will send a response back 
to the C so that it can begin the process of initiating or 
building the tunnel with the provided configuration settings 20 

30-14. 
Once the tunnel is up, routes can be applied 30-16 at C or 

S or both. Although the tunnel is up, during the process of 
adding routes to it, traffic may not flow through the tunnel 
or if traffic is able to flow through the tunnel, there exists a 25 

risk of data leakage. This risk occurs because until all of the 
routes have been applied, the traffic to a target IP address 
may egress the default exit path to the internet without being 
encrypted or traveling through the tunnel. Once the route has 
been added to the tunnel, subsequent traffic will be protected 30 

as it will be transported through the tunnel. Depending on 
size of the routing table to be applied to the tunnel, this delay 
can be a significant amount of time. 

Server Device 31D06 represents a device which will be 
listening for client connection attempts on specific IP 
Addresses and Ports. If the Client follows correct protocol 
and establishment sequence, and presents correct credentials 
and other security information, the Server will allow the 
Client to build a tunnel to it. There can be many Server 
31D06 devices concurrently connected to the GVN with 
similar software and configuration with a differentiating 
factor of unique device Identity, UUID's, and unique infor-
mation. 

Tunnel Info 31S2 shows the information stored on a 
Client Device 31D02 and a Server Device 31D06. Each 
device can establish multiple tunnels and each tunnel will 
have its own set of Tunnel Information and Security Infor­
mation. Some tunnel information sets may be used for 
building of current active tunnels and other tunnel info sets 
may be held in reserve for future tunnels. 

Certain information between the C and S is equivalent 
such as a pass-phrase which one will present to the other, 
and other information will be different depending on appli­
cability. Information requirements for building of a tunnel 
between two points can include: client/server topology and When the routes are all applied to the tunnel, the tunnel 

is available for traffic to be pushed through it 30-18. 
FIG. 31 illustrates the flow of information required by two 

peers in a peer pair. The peers can either be a Client (C) and 

35 settings; IP and port of each end point to be used by the 
tunnel; tunnel metrics including MTU size, protocol, and 
other information used for its operations; keys, pass phrases 
and other information about security protections used for the a Server (S), or a Peer to another Peer in a P-2-P topology. 

For simplicity of labeling and descriptions within this 
example embodiment, the C to S and P-2-P represent the 40 

same type of two peer relationship, with C to S described 
herein. The GVN mainly uses C to S relationships between 
devices but its methods and technology can also be applied 
to P-2-P peer pairs for tunnel building. 

An encrypted tunnel by its nature is a secure communi- 45 

cation path through which data can flow. When the Client 
and the Server are separated by distance and the connection 
between them is over the open, unencrypted Internet, an 
encrypted tunnel is an ideal channel through which to safely 
exchange data. If there is a human network administrator at 50 

either end, they can program devices. But there exists a 
challenge on how to relay security information like pass 
phrases, keys and other information. Some may use a voice 
phone call to coordination, others a series of postings 
through secure web sites to share information or other 55 

methods. Manually setting up a single tunnel can be a task. 
Administering multiple tunnels can become onerous. 

To automatically build a series of encrypted tunnels 
between two devices in a peer pair there exists a need to 
securely share information. The tunnel information also 60 

needs to be current and securely stored on a device. Fur­
thermore, during the establishment process, there exist 
threats which must be addressed. While a tunnel is up, other 
threats exist which need to be addressed. 

SRV _CNTRL 31DOO is a central server which contains 65 

Repository managing information in Database tables, files 
stored in a Secure File Storage system, lists in memory and 

tunnel; SSL certificates and other information for protecting 
the information exchange pre-tunnel UP; and other infor­
mation. The information is shared between devices using 
specific API Action calls of the Neutral API of the GVN. 

Before Tunnel 31SO describes the process of receiving 
and sharing information between devices 31D02 31D06 and 
the repository 31DOO on SRV _CNTRL and back to devices 
31D02 31D06. API Communication Paths API-31 CPO, API-
31CP2, API-31CP4, and API-31CP6 represent Request­
Response information exchange with the arrows represent­
ing the direction of the flow of information from one device 
to another device. 

Server 31D06 reports information to Receive Info 31C-O 
module of the SRV _CNTRL 31DOO device via path API-
31CPO. SRV _CNTRL 31DOO receives information from 
servers and stores relevant Identity, Tunnel, Current Load 
and other information in its repository. For example, algo­
rithms and AI logic on SRV _ CNTRL 3 lDOO analyze server 
load and based on current and anticipated demand from 
Client 31D02 devices, Server Availability C-1 matrix is 
updated. The Server Availability C-1 information may be 
conveyed by database replication through the API of the 
GVN to Clients 31D02 via Share Info 31 C-6 module via API 
call path API-31CP6, by direct file sharing via GVN, or 
other method. 

Client 31D02 reports information to Receive Info 31C-O 
module of the SRV _CNTRL 31DOO device via path API-
31CP2. This information will be stored in the repository of 
SRV _CNTRL 31DOO. Specific tunnel information from a 
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Client 31D02 can be shared with Server 31D04 by Share 
Info 31C-6 module via path API-31CP4. 

32 
60,036 ports which could be used by the random number 
generator with a min of 5001 and max of 65536. When a 
tunnel is dismantled and the port is marked as blocked for a 
peer pair, it is made available to other peer pairs to utilize. 

SRV _CNTRL 31D00 compiles a current List of Clients 
31C-4 per server which it publishes to Server 31D06 via 
Share Info 31C-6 via path API-31CP4. 

If either Client 31D02 or Server 31D06 detects problems 
5 This freeing up of ports is necessary to avoid exhaustion of 

ports. Therefore the tracking IP and Port combinations by 
SRV _CNTRL 31DOO is essential. in establishment of tunnel utilizing current tunnel informa­

tion, one or the other device can request a new set of tunnel 
information to be generated by SRV _CNTRL via API-
31CP2 or API-31CP0 respectively. New tunnel info sets can 10 

be shared via Share Info 31C-6 with both peers in a peer 
pairing with Client 31D02 info sent via API-31CP4 and 
Server DOZ info sent via API-31CP6. 

The List of Clients 31 C-4 and the current state of a Server 
31D06 will have a direct impact on the Server Availability 15 

31C-2. 

A tunnel can help with its own establishment through 
steps but it also has limitations. While secure, most tunnels 
are visible during establishment. The handshake and signa­
ture of what kind of tunnel it is may be visible during 
operation. Manually set keys are cumbersome and not often 
changed and if used for too long, the risk that they can be 
broken increases; therefore keys should be re-keyed with 
new ones on a frequent basis. 

Automated systems need to ensure that information such 
as new keys, ports to IP Addresses and other info can be 
created and that this information is available to both sides of 

Each Server 31D06 needs to organize, secure and coor­
dinate its List of Clients 31C-4 which will attempt to build 
new tunnels to shared resources of Server 31D06. This 
information will be fluid and need to be updated regularly 
via secure API calls to SRV _CNTRL 31DOO. 

The need to securely harmonize info between devices is 
essential to protect the integrity of tunnels between them. 

20 the peer pair so that tunnels can be built and rebuilt. Both 
sides have to be configured & ready to be able to build 
tunnels. Therefore, the exchange of info between peer pairs 
needs to be secure or integrity of the security of the tunnel 

Tunnel Build 31S4 phase describes the process of tunnel 
establishment via Share Info 31C-6. Refer to FIG. 30 for the 25 

steps taken between Client and Server to build the tunnel. 
The path 31TPO represents path between Client 31D02 and 
Info Exchange 31C-10 and from Info Exchange 31C-10 to 
Server 31D06 via path 31TP2. 

itself is compromised. 
While tunnel is up and pushing traffic, operational threats 

31C-14 exist. The tunnel signature may be visible (e.g. if the 
tunnel is sniff-able and not obfuscated). The structure of the 
tunnel may be known if type of tunnel is able to be 
discovered. This risks the stream of packets being grabbed 

30 and brute force key breaking being used to decrypt the 
contents of the tunnel. Or a reset signal can break tunnel if 
the reset code or other tunnel control codes are known. 
Therefore to maintain tunnel security and integrity between 

Establishment Threats 31C-8 refers to threats to Info 
Exchange 31C-10 during tunnel establishment. If the signa­
ture of the tunnel type is visible, then there may be threats 
during the tunnel establishment 31CC-8 such as fake Trans­
port Layer Security (TLS) handshakes from illegitimate 
actors in the middle, TLS errors on handshake, Port and IP 35 

identification resulting in blocking or obstructing, time outs 
due to filtering devices, reset packets sent by ISP or firewall 

Client 31D02 and Server 31D06 devices in a peer pair, the 
updating and sharing of information needs to be automated 
and secure. 

or device in the middle, or other threats. 
If the Info Exchange 31C-10 is successful, the Build 

Tunnel 31C-12 step will be taken with routes applied and 
other related actions to enable the tunnel TUN to be securely 
built between Client 31D02 and Server 31D06. 

The GVN structure allows devices to be enabled for 
automated secure tunnel establishment between peer pairs 
based on most current information. A combination of secu-

40 rity features and methodologies offer self-reinforcing pro-

Tunnel UP 31S6 describes the period during normal flow 

tections. 
FIGS. 32-35 illustrate the third Layer of the GVN with 

respect to neutrality and security of the GVN tunnel while 
comparing number of hops to the hops of the base Internet of traffic through a tunnel. It is essential to convey infor­

mation between devices and there exists a need on 
SRV _CNTRL D00 to manage unique info for various Client 
31D02 and Server 31D06 devices, as well as for multiple 
tunnels to be built between them. 

45 connection. The use of the term LAN in these figures is 
intentionally general and can represent the network of a 
home or office or Internet Data Center (IDC). Devices could 
be clients or servers connected to the LAN. FIG. 32 illus­
trates a GVN Tunnel from LAN to EPD to SRV _AP to The exchange of information between devices has to be a 

regular occurrence as there exists a recurring need to make 
fresh, new dynamic tunnels. Some ports on an IP address 
may be blocked or become blocked and simply changing the 
port for that IP address will allow the tunnel to be built and 
for data to flow. Furthermore, each tunnel needs one or more 
unique ports per IP Address to avoid collisions between 
tunnels. When a Client 31D02 device requests new tunnel 
information to be created, a random port number is gener­
ated and the port availability for that specific IP address on 
the target Server 31D06 is checked against two or more 
factors including; if that port is already in use by an existing 60 

tunnel ( either an operational one or one on standby which 
could be made operational), and if that port has been used by 
that specific Client 31D02/Server 31D06 peer pair in the 
past and if it has been blocked. In both cases, a new random 
number will be generated. There are 65,536 ports available 65 

per IP address with a certain number reserved for specific 
services. A floor for example of 5,500 would leave available 

50 Internet. FIG. 33 illustrates GVN Tunnel from LAN to EPD 
to SRV _AP to EPD to LAN. FIG. 34 illustrates a GVN 
Tunnel from LAN to EPD to SRV _AP to SRV _AP to EPD 
to LAN. FIG. 35 illustrates additional elements, including 
peering points, of a the GVN Tunnel from LAN to EPD to 

55 SRV _AP to SRV _AP to EPD to LAN of FIG. 34. 
All four figures include the common element of baseline 

from EHl through to EHl 7 representing the external hops of 
the base internet connection. The distance between each hop 
is not to scale and does not represent anything other than the 
number of hops. Other common elements include a local 
area network LANl with a gateway device GWDl at one 
end and another LANZ with GWD2 at the other end. Each 
variation of this example embodiment also has a GVN 
end-point device EPD-1 connected to an access point server 
AP-1. There exists a tunnel between these devices and one 
neutral hop per device NHl and NH2 inside of the Third 
Layer of the GVN. 
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FIG. 32 illustrates a GVN Tunnel from LAN to EPD to 
SRV _AP to Internet. The tunnel can also act in the other 
direction offering entry access from Internet to GVN tunnel 
back to LAN. There is a point of presence POP-1 between 
AP-1 and the Internet. Another POP-2 is between the 5 

While FIGS. 33, 34 and 35 all illustrate the joining of 
tunnels at AP hops, this is viewed as a single tunnel by client 
devices within LANl and LANZ. This singular tunnel 
represents the neutral Third Layer of the GVN within which 
it is possible to run all traffic that would normally transit 
over the internet, including TCP, UDP, and other protocols, Internet and GWD2 representing a Network Access Point 

(NAP) for connectivity of that LAN. 
FIG. 33 illustrates GVN Tunnel from LAN to EPD to 

SRV _AP to EPD to LAN. This variation illustrates an 

plus other tunnels such as IPSec, Open VPN, PPTP, or other. 
There are other advantages realized by the Third Layer of 

end-to-end GVN tunnel(s) between edges of two LANs via 10 

one SRV _AP. The difference between this variation and FIG. 

the GVN. Some include lower TTL and ability to have more 
control over routing plus other advantages. 

FIG. 35 illustrates the weaving together of various net­
work fabrics into a network tapestry. This example embodi­
ment illustrates the weaving together of various network 
fabrics at the physical layer over the top (OTT) of which the 
global virtual network (GVN) operates. These fabrics at the 
physical layer 36102 constitute a chain of network segments 

32 is that the tunnel extends over the entirety of the transit 
through the Internet from EH3 through EH15. A second 
EPD-2 is illustrated. 

There is one tunnel between EPD-1 and AP-1. This is 15 

joined to a second tunnel between AP-1 and EPD-2. There 
are three neutral hops within the Third Layer of the GVN 
represented by NHl, NH2, and NH3 as compared to the 13 
hops on the base Internet between EH3 and EH15. 

Total hop count from LANl to LANZ is therefore at 
minimum seven hops from LANl to G WDl to NHl to NH2 
to NH3 to GWD2 to LANZ. The end to end count includes 
two internal hops at both ends from EHl through EHl 7 and 
totals a minimum of 17 hops. 

which may for example be IPv4 and IPv6 aware, or only one 
or the other protocol. The end point device (EPD) 36100 to 

20 LAN (36000) could be IPv4 and/or IPv6. The tunnel TUN 
36P2 can be one or the other or both protocols between the 
EPD 36100 and the access point server (SRV _AP) 36300. 

FIG. 34 illustrates a GVN Tunnel from LAN to EPD to 25 

The Egress/Ingress point (EIP) 36302 denotes the exit and 
entry point from the GVN to network fabrics at the internet 
level. The path 36P04 denotes the connectivity to IPv4 
internet networks 36400 and the path 36P06 denotes con-SRV _AP to SRV _AP to EPD to LAN. This variation illus­

trates an end-to-end GVN tunnel(s) between edges of two 
LAN s via two ( or possibly more) SRV _APs. The difference 
between this variation and FIG. 33 is that there is a second 

nectivity to IPv6 internet networks 36600. 

AP-2 inserted into the path to represent another joining of 30 

tunnels AP-1 to AP-2 and AP-2 to EPD-2. There is another 

The key point is that the Tapestry of the GVN allows for 
end to end links of fabrics such as IPv4 internet 36408 to 
IPv4 in the LAN 3600 or end to end IPv6 3608 from Internet 
36600 to LAN 36000 even though there may be some 
dissimilar segments at the physical level 36102. internal neutral hop added brings the hop count inside the 

Third Layer of the GVN to eight. 
FIG. 35 illustrates additional elements, including peering 

points peering points between ISPs and network edges, of a 
the GVN Tunnel from LAN to EPD to SRV _AP to SRV _AP 

FIG. 37 illustrates communication pathways in a GVN for 
automated device collaboration. This example embodiment 

35 shows the communication pathways such as P37202-C used 
by a neutral API mechanism (NAPIM) API 37202 37206 
37208 for automated interaction between various devices 
working together to constitute a global virtual network 

to EPD to LAN of FIG. 34. This variation illustrates an 
end-to-end GVN tunnel(s) between edges of two LANs via 
two SRV _APs and it also further illustrates more informa­
tion about different Internet Service Providers (ISP) carrying 40 

traffic over certain portions of the Internet between EH-3 and 
EH-15. 

(GVN). 
Key operational aspects can be automated to facilitate 

rapid systemic response. These include infrastructure opera­
tions, heartbeat routines, connectivity, testing & diagnostics, 
and other functionality. The difference between this variation and FIG. 34 is that 

additional elements have been indicated. The following 
elements as illustrated in FIG. 9 have been overlaid in this 
variation of the example embodiment: a) EDGE-1 is the 
demarcation point for network access connection between 
the devices ofLAN-1 and the POP ofISP-1; b) PP-01 is the 
point where peering occurs between the ISP-1 and ISP-2 
networks; c) PP-02 is the point where peering occurs 
between the networks of ISP-2 and ISP-3; and d) EDGE-2 
is the demarcation point for network access connection 
between devices of LAN-2 and the POP of ISP-3 

Some advantages can be realized by placing SRV _AP-1 at 
PP-1 so that this SRV _AP directly can peer with both ISP-1 
and ISP-2. More advantages can be realized by placing 
SRV _AP-2 at PP-2 so that this SRV _AP can directly peer 
with both ISP-2 and ISP-3. If the network of ISP-2 is not 
ideal, it is possible for traffic to be alternatively routed 
around ISP-2 by the GVN through another route or line or 
ISP or carrier. 

The hop count through the neutral Third Layer of the 
GVN remains at eight as it was in FIG. 34. The distance 
between ISPs is not to scale. Furthermore, it is likely that 
there could be more hops within the network of an ISP but 
for simplicity sake, the quantity illustrated has been simpli­
fied. 

Infrastructure operations such as keeping device operat-
45 ing system software and packages up to date from reliable 

sources with predictability, maintaining GVN modules and 
databases and other operations. For example, an end point 
device (EPD) 100 can query the central control server 
(SRV _CNTRL) 200 viaAPI 37202 along paths P37202-B to 

50 37202-C. In another example, the email gateay server 
(SRV _GW _Email) 37310 can update a system package from 
SRV _CNTRL 200 which is a reliable source for trusted 
system software. 

Other items such as heartbeat functionality running via 
55 daemons or other repeat cyclical operations include keeping 

services up, running and healthy with reporting from a 
device such as an access point server (SRV _AP) 300 report­
ing to SRV _CNTRL 200 via API 37202 through paths 
P37202-A to P37202-C. There are also exist redundancy 

60 paths such as via API 37208 through paths P37208-A to 
P37208-C. Other heartbeat functionality can keep queues 
operating and clear, can replicate logging data and other 
such operations. 

For connectivity such as tunnels P37206-C between EPD 
65 100 and SRV _AP 300 relevant information is required by 

both ends of the tunnel, the listener at SRV _AP 300 and the 
initiator EPD 100. This information can include peer pair 
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info related to each device or related to the tunnels. Both 
communicate with SRV _CNTRL 200 via independent paths 
via API 37202. 

36 
tity information unique to a device may include: device 
attributes, naming and UUID info, credentials/keys, key 
adjustors, other information. 

With multiple tunnels hooked on to virtual interfaces and 
the option for more than one tunnel between devices such as 5 

EPD 100 to SRV _AP 200 or SRV _AP 200 to SRV _AP 20x, 

Settings files for system packages and other modules will 
be cloned from Settings Files Repository 38R-02-B on 
Repository 38R-00 and sent via path 38P02 to Software and 
Configuration Files storage 38D-02 on device 38D-00. 
Some "factory default settings" and other files may also be 
copied via path 38P10 to Secure File Storage 38D06 on the 

various different API calls are required for the management 
of multiple tunnels, routes and other information. 

10 device 38D-0. The Secure File Storage 38D-06 is adminis­
tered by the Files and Folder Manager of the GVN. Files 
from 38D-06 may also be cloned to 38D-02 via 38P12 when 
needed, such as in the case of having to revert back to 

The algorithms which power server availability rely on 
systemic analysis of various kinds of information to offer 
EPDs with a list of SRV _AP servers with which they can 
connect via tunnels. Since each tunnel requires an IP address 
and port at either end mapped to the GVN construct so that 
routing is clear, is changing information needs to be up to 

15 
date. Automated device collaboration facilitates this. 

factory settings. 
Code Base Files 39R-02-A from Repository 39R-00 can 

be copied to Software and Configuration Files storage 
38D-02 via path 38P00 and also can be copied to Secure File 
Storage 38D-06 via path 38P8. 

A key component for information sharing is for that of 
testing & diagnostics data from the Layer 1 physical net­
work, from the GVN construct Layer 3 as well as from logic 
at the GVN Layer 2. This connectivity information provides 
more information for analysis on the SRV _CNTRL 200. 
Replication of this data can also be to a logging server via 
API 37208 or other communications path. The results of the 
analysis can also be stored on the logging server. 

The API can also be utilized to update information about 
itself to each peer in a pairing such as peer pair credentials, 
ID, and other info, the queue on each, the transaction logs for 
reconciliation, by internal security audits and for updating or 
adding or deprecating action functions of the API mecha­
nism itself. 

Systems and resources monitoring and reporting is also 
key with information conveyed automatically about services 
up and running, that hosting is working, that the database 
engine is up and running, that security systems are running 
and more. 

FIG. 38 illustrates the problems and challenges of 
dynamic tunnel building. This example uses the transfer of 
files, database structures and other data from a Repository 
38R-00 to a Device 38D-00 of the GVN to illustrate the 
problems and challenges of dynamic tunnel building. The 
Repository 38R-00 will in most cases be on the Central 
Server (SRV_CNTRL) of the GVN. Device 38D-00 can be 
an End Point Device (EPD), Access Point Server (SRV _AP), 
Gateway Server (SRV _GW _XX), or other device of the 
GVN. 

Depending on the type of device, a newly created device 
may be loaded with a clone of a master disk to be configured 
during first boot or as in the case with remote servers, a first 
boot script will be securely transferred to the server to be run 
to pull base system files. Other potential scenarios may 
combine a combination of pre-loaded files plus files to be 
loaded remotely. 

The above illustrates the loading of files and data from 
20 repository to device during first boot, updates, regular data 

exchange, and other operations. 
FIG. 39 illustrates the bridging of two LANs into a wide 

area network (WAN) via two or more EPDs. More particu­
larly, this figure shows the bridging of two LANs 39-000 and 

25 39-010 into a wide area network (WAN) via the EPDs. Each 
EPD first connects to an access point server SRV _AP 39-200 
via base tunnels built over the top (OTT) of their internet 
connections. 

From EPD 39-100, the base connectivity path OTT is via 
30 paths 39-P002 to a point of presence (POP) 39-002 to the 

internet 39-004 to the POP 39-006 of the SRV _AP 39-200. 
From EPD 39-110, the base connectivity path OTT is via 
paths 39-P012 to a point of presence (POP) 39-012 to the 
internet 39-014 to the POP 39-016 of the SRV _AP 39-200. 

35 The transit path 39-P06 from POP 39-006 to POP 39-016 
could be the path through the internet, by passing the 
SRV _AP and relying on the routing on the public network. 
If the EPD 39-100 wants to connect to EPD 39-102 via the 
internet, it may follow a different route based on policies out 

40 of the control of the GVN or either EPD. 
EPD 39-100 builds a tunnel TUN 39-PlO between itself 

and SRV _AP 39-200. EPD 39-102 also builds a tunnel TUN 
39-P12 between itself and SRV _AP 39-200. One or both of 
these tunnels may or may not be encrypted or secured. There 

45 can also be another tunnel, internal tunnel INT TUN 39-P20 
run through both of the other tunnels, joined at the SRV _AP 
39-200 through which traffic can flow. This tunnel can be the 
communications path through which the WAN is built. 

The tunnel and base connection connectivity can use 
50 different network protocols. Network tapestry offered by the 

GVN can be a blend of different network protocols mapped 
to a chain of various network segments while concurrently 
the GVN can be one network type end-to-end within the 
internal tunnel. 

Upon running of a first boot script, most current database 
structure is replicated from Repository 38R-00 from DB 
Structure Repository 38R-06-A to Db 38D-04 on Device 55 

38D-00. Data to populate the database will be send from DB 
Data Repository 38R-06-B via 38P06 to an Identity Info 
module 38S-00. Some data passing through 38S-00 may be 
filtered and modified to incorporate identity information 
such as Device_ID and other UUID elements and other data 
passed through as direct copy without modification. 

FIG. 40 illustrates a Multi Perimeter Mechanism (MP-
FWM) running on a GVN. This example demonstrates how 
there can be a second degree 40TOP88 over the top (OTT) 
element within a global virtual network (GVN). At the first 
degree of OTT 40TOP86, the GVN 40-86 operates OTT the 

60 base internet connectivity 40-82. In the case of a multi­
perimeter firewall mechanism 40-88 construct, it is operated 
OTT the GVN and so therefore can be construed as a second 
degree over the top element 40TOP88. 

Depending on the type of device and the device's uni­
versally unique identifier (UUID), data appropriate for 
device 38D-00 is sent via path 38P16 to Database 38D-04. 
Some information may also be populated into template 
configuration files which can be cloned to the Software and 
Configuration Files storage 38D-02 on device 38D-00. Iden-

FIG. 41 illustrates a GVN stack build over the top (OTT) 
65 of the Internet. This example describes the GVN 41-800 

stack built over the top of the internet 41-000. The figure 
shows the connectivity between EPD 100 and two SRV _AP 
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servers 300 and 302 via tunnels TUN 41-100-300 and TUN 
41-100-302. These two tunnels are an example of multiple 
tunnel options between EPD and the best current access 
point server (SRV _AP) based on server availability and 
other factors such as destination, type of traffic, QoS of 5 

various network segments between origin and destination, 
and more. 

43-002 and then to Japan 43-006 via link 43P006. These 
extra in-region hops can add 50 ms to 150 ms or more to an 
RTT even before traffic leaves a region. 

Once in the destination region, traffic will land in one 
country for example in the UK 43-600 from trans-Atlantic 
link 43P600. From the UK 43-600, traffic will travel via link 
43-600 to France 43-602 and then on to Germany 43-606 via 
link 43P606. These extra in-region hops can add 30 ms to 
many more ms to the RTT depending on destination. 

Tapestry 41-500 is the weaving together of various net­
work protocols of individual network segments as well as 
the end to end protocols which can be "run through" GVN 10 

paths. 
Quality of International Backhaul also can vary between 

peers with each having various RTT QoS times. The routes 
and corresponding speeds on the normal Internet are decided 
middle-men actors and these are in the majority of cases 
based on least expense often delivering slow RTT speeds. 

Cluster GVN Devices 41-600 represents the physical 
layer of routes between devices of the GVN. 

GVN Global Network OTT Internet+via other Links 
41-700 is the GVN Layer 2 logic where modules operate 
such as geodestination, DNS management, advanced smart 
routing (ASR)/global ASR (GASR), server availability, tun­
nel management and builder module, etc. 

GVN 41-800 represents the network that the client user 
sees. 

FIG. 42 compares the internet protocol IP stack B2, the 
OSI model C2, and the GVN stack C3. 

The IP stack consists of Network Interface Tl, Internet 
T2, Transport T3, and Application T4. 

For non-GVN traffic and for the physical tunnel invisible 
to the client egressing through ETH NIC Nl, the IP stack 
seen by the client follows elements Rl at the Network 
Interface Tl layer, R2A at the Internet T2 layer, R3A or R3B 
at the Transport T3 layer, and R4A, R4B or R4C at the 
Application T4 layer. 

For traffic through the GVN tunnel and network a client 
will view its GVN traffic at R4C at the Network Interface Tl 
layer, RS at the Internet T2 layer, R6A or R6B at the 
Transport T3 layer, and R 7 A, R 7B or R 7C at the Application 
T4 layer. 

While the OSI model may be used by clients for IP traffic 
through the tunnel, the GVN has its own stack of Network 
Interface Gl, Internet G2, Transport G3, GVN routing & 
logic G4, GVN Internet GS, GVN Transport G6, and Appli­
cation G7. 

Logic 

FIG. 43 illustrates global Internet flows between countries 
via many possible routes. Traffic on the global Internet flows 
between countries via many possible routes transiting dif­
ferent interconnects between peers. 

15 High latency is not the only issue to contend with on the 
lower quality networks. These usually have higher levels of 
congestion and correspondingly high packet loss. Lossy and 
slow links significantly degrade performance. 

FIG. 44 again compares the internet protocol IP stack, the 
20 OSI model, and the GVN network stack. This example again 

compares various conceptual network models such as the 
TCP/IP stack B2, the Open Systems Interconnection model 
(OSI) A2 C2, and also variations such as the TCP/IP model 
within the GVN stackA3, as well as the model of the GVN 

25 C3. 

30 

There are two perspectives presented. The Client Perspec­
tive Al comparesA2 andA3 side by side. The Global Virtual 
Model framework Cl compares C2 with C3. There also 
exists a tree connecting layers of B2. 

Within the TCP/IP model B2, there is the Network Inter-
face Tl corresponding with Ethernet Protocol Rl. Internet 
T2 corresponds with the Internet Protocol (IP) R2. The 
Transport T3 layer corresponds with the TCP protocol R3A 
and the UDP protocol R3B. Other protocols may exist and 

35 operate at this layer. On top of this is the Application Layer 
T4 where the Hypertext Transfer Protocol HTTP R4A, mail 
service POP3 R4B, and GVN applications reside. Other 
applications such as file transfer protocol (FTP) or other 

40 

services can reside within this layer. 
To compare the TCP/IP model with the OSI model in the 

scope of 82, the OSI Data Link S9 and Physical Link SS are 
parallel with Tl. The OSI Network Sl0 is parallel with T2. 
The OSI Transport Sll is parallel with T3. 

The OSI Session S12, Presentation S13, and Application 
45 S14 layers are within the scope of R4C, the GVN applica-

tion. 

Internets of countries within regions, such as Asia, are 
mainly connected to each other both by ground and sub­
merged oceanic links. Typically they are chained where 50 

traffic from one country to another transits a third or more 
countries in the middle. 

The TCP/IP model through the GVN B3 builds an exten­
sion to the network tree atop of R4C. 

From the Client's perspective, the layers Tl, T2, T3, T4 
combine into a single TCP/IP model layer TS, becoming a 
Network Interface Layer for the neutral Third Layer of the 
GVN. This compares with the OSI Model A2 Physical Sl 
and Data Link S2 layers. 43-X0l represents the most direct route from Asia to 

Europe. For example from Hong Kong to Paris via 43-X0l 
latency will be between 180 ms and 250 ms depending on 
route taken. 

43-X02 is an indirect, longer path where traffic is natu­
rally pushed through the Internet. Traffic here goes from 
Asia to West Coast USA 43-400 via link 43-P400 then to 
East Coast USA 43-402 via link 43P402 and then to landing 
point in Europe 43-600 via link 43P600. The latency via 
43-X02 will be approximately 396 ms to 550 ms or more 
depending on destination within Europe. 

Prior to leaving a region, traffic may have to relay from 
one country to one or more other country(ies) before it can 
access the International Backbone. For example, traffic from 
China 43-000 may travel through link 43P002 to Hong Kong 

On top ofR4C, there exists representations of the internal 
55 layers within the Third Layer. The internal IP Layer is at RS 

and this corresponds with the A3 level of Internet T6 and the 
A2 Network level S3. 

TCP protocol R6A and UDP protocol R6B and this level 
corresponds with A3 level Transport T7 and A2 level Trans-

60 port S4. Other protocols may exist and operate at this layer. 
The Application layer from the Client's Perspective TS 

corresponds with internet protocols such as FTP R 7 A, HTTP 
R7B, and POP3. The OSI model breaks the Application 
layer TS into three layers, Session SS, Presentation S6, and 

65 Application S7. 
Within the GVN's three layers model, Al describes 

operations within the Third Layer while B 1, B2 describes 
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operations within the First Layer. The GVN application R4C 
at T4 and the operations under Cl describe how the Second 
Layer functions to allow the Third Layer to operate on top 
of the First Layer. 

40 

There are similarities between the operations of the net- 5 

work in the Third Layer and First Layer of the GVN. 

FIG. 47 illustrates the Advanced Smart Routing (ASR) 
feature and elements of the Geo-Destination Mechanism of 
a GVN within an End Point Device (EPD). This includes 
using multiple DNS Sources to send traffic via multiple 
paths to egress points in various regions of the world. Target 
regions for traffic illustrated in this example embodiment 
are: 1) local traffic stays local from VIF3 47-118 to Internet 
47-004; 2) traffic destined to other region Internet 47-002 
will go from VIFl 47-112 through TUNl 102-6 to path 
47P48 to SRV _AP 47-300 and then on to Internet 47-002 via 
path 47P50; 3) traffic for other region Internet 47-006 will go 

The Network Connectivity NO can be other over the 
regular Internet Nl, via a WAN N2, Dedicated Circuit N3, 
MPLS Line N4 or other link to the Internet. 

FIG. 45 illustrates an tunnel between two LANs via the 10 

GVN. Specifically, this figure describes the internal path 
from LAN 45-000 to LAN 45-002 through the GVN path 
45POO to 45P10 the segments through the internal tunnel 
45L300. There are five hops 45HO through 45H8 visible to 
the client in either direction between the two LANs. The 
path through 45L300 is the GVN Layer visible to clients. 

The GVN Level 1 Network Layer 45L100 represents the 
physical network layer for various different types of network 
segments end-to-end. While not demonstrated within this 
figure the number of hops and network segments is at least 
equal to and most likely greater than those visible to the 
clients within the internal turmel 45L300. 

The logic layer Level 2 Logic 45L200 is the logic where 
various network segment integration, routing and other 
GVN operations occurs. 

If the client path is IPv6 through the tunnel, for IPv4 
segments only like 45-104, the internal IPv6 traffic can be 
encapsulated in such a manner so that it can remain native 
IPv6 end-to-end regardless of the network type at the 
network layer 45L100. 

FIG. 46 compares the network at the base level via paths 
POl through P13 to the network through the GVN TOl 
through T03. 

from VIF2 47-116 through TUN2 102-8 to path 47P52 to 
SRV _AP 47-302 and then on to Internet 47-006 via path 
47P54; and 4) traffic for other region Internet 47-008 will go 

15 from VIF3 47-118 through TUN3 102-10 to path 47P56 to 
SRV _AP 47-304 and then on to Internet 47-008 via path 
47P62. 

SRV _AP 47-304 includes more detail to illustrate func­
tionality some of its components AP Logic 47-314 and 

20 Content Pulling Agent 47-318. In addition, the EPD 100 
includes a flow chart of more detail to illustrate its internal 
functional components. 

The tunnels TUNl 102-6, TUN2 102-8, TUN3 102-10, 
and, Traffic Flow through VIPs with routes table applied at 

25 each of virtual interfaces VIFl 47-112, VIF2 47-116, VIF3 
47-118 operate in a similar manner to virtual interfaces and 
tunnels. 

The DNS Cache 47-114 is seeded from multiple DNS 
Sources both via Local DNS Query mechanism 47-110 

30 through path 47P38 to Internet 47-004 to SRV _DNS 47-104 
via 47P34. The Remote DNS Query mechanism 47-108 can 
make DNS queries via Content Pulling Agent (CPA) 47-318 
via 47P44 to SRV_DNS 47-114. 

Significant measurements at the base internet level 35 

CTN140 are LAN to GVN via EPD 46-100 to SRV_AP 

The Geo-Destination Mechanism (Geo-D) pushes routing 
information to Routing Manager 47-104 via 47P04 connect­
ing Content Delivery Agent (CDA) 47-106 with CPA 
47-318. The path 47P30 to 47P40 via JOl is an abstraction 
to represent the coordination of CPA 47-318 working with 
CDA 47-106. Communication between CPA & CDA is still 

46-300 for which connectivity metrics for bandwidth BW, 
latency li.t=A ms, Packet Loss, and other factors are evalu­
ated. At the other end of the connection, similar measure­
ments BW, li.t=C ms, Packet Loss and other factors at 40 

CTN142 measure the on-ramping of traffic into the GVN 
from EPD 46-102. Through the GVN between SRV_AP 
46-300 and SRV _AP 46-302 for the GVN trans-regional 
OTT various internet segments CTN340 measure BW, li.t=B 
ms, Packet Loss, and other factors are evaluated. Overall 45 

path latency through the GVN Layer Three GVN4-3 can be 
calculated as the sum of the latencies of A+B+C for total in 
milliseconds. 

via turmel and or API call, or transfer via chained caches, 
through tunnels, or can be via other mechanism. 

In this example embodiment, through Geo-D, the CPA 
47-318 pulls all regional content into SRV _AP 47-304 via 
47P62 from Internet 47-008 to pull content via 47P66 from 
Host Server 47-110 that is hosting destination content, and 
within which content the CPA 47-318 may discover links for 
other content and the CPA 47-318 will then pull a content 
stream from Host Server 47-108 via 47P64. Other content 
may be pulled from Host Server 47-112 via 47P68. It is At GVN Layer Three GVN4-3, ASR and other features 

govern how and where traffic flows through the GVN. This 
entails determining the best turmel to send traffic through 
based on target region and traffic type, QoS of the segments 
through the GVN and other factors. 

50 typical for many web sites to host pages on one server, video 
files to stream from another server and for graphics to be 
served from another server. 

At GVN Layer One GVN4-1, the physical conditions of 
the base network connectivity are monitored and tested to 
determine best route options on top of which to build GVN 
tunnels and pathways through them. GVN pathways can 
transit through joined tunnels passing through SRV _AP, 
SRV _BBX and other GVN hardware devices. This can also 
determine which turmels to make, to continue using and 
which to deprecate. 

FIG. 48 illustrates examples of various concurrent types 
of paths for traffic to take via the GVN. The left side of 

55 EDGE-1 represents the LAN side. The right side represents 
the Internet facing side. The right side ofEDGE-2 represents 
the LAN side and the left side represents the Internet facing 
side. 

Traffic from devices within LAN 001 leave the EPD 101 
60 via P002 through an encrypted tunnel P003 to SRV _AP 102 

and can egress to the general Internet 106 to reach Host 
Client or Server devices DOOS via path HOOS. Traffic from 
devices within LAN 201 leave EPD 301 via P103 to 

Mechanisms, modules and component parts at GVN 
Layer Two GVN4-2 help to set up, test, manage and 
otherwise operate the plumbing between Layer Three 
GVN4-3 and GVN Layer One GVN4-1. Turmel testing 65 

46-310 can be done in Layer Three at the EPD 4100 and at 
the SRV _AP 46-300 via its tunnel tester 46-312. 

SRV _AP 302 and can egress via P106 to the Internet 106 to 
reach Host Client or Server devices DOOS via path HOOS. 

EPD 101 can link to EPD 301 via the Internet 106 through 
P003 to SRV _AP 102 to P006 to Internet 106 to P106 to 
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SRV _AP 302 to P103 to EPD 301. There are secure tunnels 

between the EPDs and SRV _APs via paths P003 and P103. 

To ensure complete security, for end to end secure tunnels, 

the path between EPDS is EPD 101 to P005 to SRV _AP 103 5 

to P007 to WAN 107 to P107 to SRV _AP 302 to P105 to 

EPD 301. 

A path to or from the Internet such as Internet 105 to device 

D002 does have a POP in the middle of H002. 

The WAN in this example embodiment represents a 

secure tunnel between GVN devices on top of the Internet, 

and so any mention of WAN is at the Third Layer of the 

GVN with all GVN traffic still transiting the First Layer. 

EPD 101 can build a secure tunnel to SRV _AP 102 via FIG. 49 describes the automated advanced smart routing 

P003 and from there link to another secure tunnel via P201 10 (ASR) from one device at the start 49-000 to the end device 

to WAN 103 to P202 to SRV _AP 104 and then egress to the 49-800. If a route is not available, automated advanced 

smart routing can built a route, including but not limited Internet 105 in a remote region via path P203 and on to Host 

Client or Server devices D002 via path H002. building new tunnels, and updating of internal routing for 

EPD 301 can build a secure tunnel to SRV _AP 302 via 15 most optimal path. 

P103 and from there link to another secure tunnel via P301 
to WAN 303 to P302 to SRV _AP 304 and then egress to the 

Internet 305 in a remote region via path P303 and on to Host 

Client or Server devices D004 via path H004. 

EPD 101 is also able to reach devices in Internet 305 via 
secure tunnels between EPD 101 to SRV _102 to SRV _AP 
302 to SRV _AP 304 and egressing to the Internet 305 from 
there. 

Tables 1 through 5 are utilized by this algorithm as data 
points to use for routing purposes, such as determining best 
egress point for traffic from GVN through access point 

20 server to the open internet. This data can also be used by the 
algorithm to help prioritize which route is better with respect 
to another route. 

Table 1 lists various available paths from origin to des­

tination and include a rating for path ranking. 

TABLE #1 

Rate the QoS of various routes through a GVN 

RT_ID Path from Origin to Destination Rating 

EPDlfilfl- POP - Internet -Destination 0.15 

2 EPD -TUN! - SRV _APllfilfl- POP - Internet - Destination 0.36 

3 EPD - TUN2 - SRV _AP2lliill- POP - Internet - Destination 0.58 

4 EPD -TUN2 - SRV _AP2 - SRV _AP31filfl- POP - 0.96 
Internet~ Destination 

5 EPD -TUN3 - SRV _AP2 - WAN_______. SRV _AP41filfl- POP - 0.85 

EPD 301 is also able to reach devices in Internet 105 via 45 

secure tunnels between EPD 301 to SRV 302 to SRV _AP 
102 to SRV _AP 104 and egressing to the Internet 105 from 
there. 

Internet ..,.._____.. Destination 

EPD·~ and SRV _AP2 ~ denote Egress/Ingress 

Points (EIP) from a device to/from the internet. The two 

sided arrow - symbol indicates the routed path between 

two devices. This can either be directly through the internet, There are many other options for routing via end-to-end 
tunnels, tunnels to egress points on the open Internet, tunnels 
via multiple SRV _AP devices and other options. 

An important point illustrated by this example is that 
client traffic which is carried by the GVN is through a GVN 
Third Layer which from the client perspective is the same as 
a path through the Internet and is consequently able to carry 
any type of traffic through it while still realizing the benefits 

50 as a network segment OTT the internet as a tunnel or other 

mechanism (possibly as part of a GVN) or via other network 

of the improvements and greater degree of security offered 
by the GVN. 

path between devices. The point of origin is on the left and 

the destination implies the final location where the traffic is 

55 to be routed to/from. 

The rating is a calculated value for a route based on a 

number of factors. A rating of 0.00 implies an impossible 
For example, path POOS illustrates WAN Optimization 60 route. A rate of 1.00 implies the most perfect route with 

connectivity between a firewall GW 002 device and a highest bandwidth at wire-line speed latency. RT_ID is the 
firewall GW 202 device to create a LAN-WAN-LAN bridge. route ID number to differential one route from another both 

The device to device communication is carried inside Third for utility, testing and logging purposes. This is utilized to 

Layer of GVN and is transparent to GW 002 and GW 202. 
65 

determine the quality of various routes through the GVN. 

For simplification purposes, point of presence (POP) 

network access points have not been illustrated in this figure. 

RT_ID is an identification for a specific route from a list of 

routes. 
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TABLE #2 

Server Availabili Matrix 

SA_ID Server_lD IP_Addr_ID Port PR! EPD ID Param 

8 236 3581 99 [array] 
2 8 235 19501 98 [array] 
3 7 218 36152 55 2 [array] 
4 5 158 25739 80 [array] 
5 19 1672 59081 75 2 [array] 

The information held in the Server Availability Matrix 
include the Server ID, the server IP _Address_ID, the port 
number, the EPD_ID field, a parameter field (including 15 
security and configuration settings, a flag state, and a time­
stamp. 

The PRI is the weighted priority order of servers for the 
EPD to use to connect with. A priority of 1 is the absolutely 
lowest priority. 0 indicates that a server is currently not 20 

reachable. This is differentiated in the Flag_State which 
indicates if the record is current or not. PRI may be kept in 
same table or in another related table as this is a continu­
ously changing value and another table will allow for 25 

historical logging and analysis. 
A Flag_State of O indicates that it is a standby entry. 

Flag_State of 1 indicates that it is active and that it can be 
used. Flag_State of -1 indicates that it is retired, not to be 
used. 30 

Table 3 illustrates latency for a complete path as well as 

latency for component network segments. 

TABLE #3 

Route -> Path latency evaluations 

LAN EPD GVN Egress Total - - Transport - Latency 
RT ID EPD SRV_AP To Egress Destination for Patb Flag_State 

1 ms 236 ms 237 ms 
2 1 ms 18 ms 169 ms 12 ms 200 ms 
3 2 ms 23 ms 135 ms 22 ms 182 ms 
4 1 ms 21 ms 139 ms 8 ms 169 ms 
5 1 ms 21 ms 135 ms 19 ms 176 ms 

Paths from a LAN via EPD through GVN and or internet 

or combination of various network segments have a Total 

Latency for the Path, otherwise known as the RTT, the round 
50 

trip time. This is the time in milliseconds (ms) for an ICMP 

ping from origin to destination and its return back to origin. 

In order to evaluate best route, it can be broken down into 

groups of network segments which make up constituent 55 

parts of the total network path. Evaluation of various seg­

ments can provide information about routing and offers a 

data point which can be used. Path rating will always give 

extra priority weighting to traffic to transit GVN OTT of the 60 

internet versus traffic transiting the open internet. 

The latency for the total path is the sum of the latencies: 
LAN to EPD plus EPD to SRV _AP plus GVN Transport plus 
GVN Egress to Destination. 

Table 4 lists the measured quality of service attributes of 
a route. 

65 

Flag_State 

0 
0 

-1 

Timestamp 

1448674236 
1448674237 
1448674237 
1448674238 
1448674238 

44 

Timestamp 

1448674236 
1448674237 
1448674237 
1448674238 
1448674238 
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TABLE #4 

Route -> QoS factors measured (current and historical) 

Other 
L_ ID RT ID Reg_ID Load SEC RTT R BW EFF factors Flag_State Timestamp 

0 1.5 1.0 1.1 1.00 2.00 1.22 [array] 1448674236 
6 0.8 1.0 0.9 0.97 0.90 0.80 [array] 1448674237 

2 4 86 1.0 1.0 1.0 1.00 1.00 1.00 [array] 1448674237 
3 5 44 0.7 1.0 0.3 0.50 0.45 0.75 [array] 0 1448674238 
4 7 49 0.25 0.8 0.8 0.90 0.30 0.95 [array] 0 1448674238 
5 5 44 0.9 1.0 0.9 0.8 0.78 0.90 [array] 1448848558 
6 9 44 1.0 1.0 1.0 1.0 1.1 1.1 [array] 1448848559 

This table is kept as a log of current and historical QoS 15 BW (bandwidth) is based on line ratings for a base 

( quality of service) results for a route between a source peer connection combined with the complete network segment 

and another peer in another location and or region. It can be between two points. A value for BW of 1.0 implies that 

used in real-time to make QoS expectative decisions based 100% of the BW is available. A value of0.5 implies that only 

on real-world conditions. This table is located on each origin 20 50% of BW is available based on route BW rating. And if a 

device and indicates the performance of routes. value is greater than one, such as 2.0 then this implies that 

200% of that route's BW capacity rating is available and can 

be utilized. For example, for a 1 GigE base connection 

Various factors are used to evaluate for line quality 

comparisons. These include System load (Load), Security 

(SEC), Latency (RTT), Packet Loss (R-reliability), Band­

width (BW), Hop Count (EFF---efficiency), and Other fac­

tors (an array of values which can be used to evaluate line 

parameters). 

25 between two points, a rating of0.55 indicates that 550 Mbps 

is available. A rating of 2.0 indicates that 2 GigE can be 

utilized, etc. 

In the case of RT _ID= 1, the SEC (security) value of 1.0 
A baseline for each point and the network segments 30 indicates that it is 100% secure, and the greater than one 

between them is utilized so that comparisons can be made values ofRTT=l.1 and BW=2.0 indicate that connectivity of 

between resources which have different hardware configu- that route RT_ID from one point to another point has a 10% 

rations and network speed, bandwidth, and other ratings. lower latency and double the bandwidth of a comparable, 

L_ID indicates the ID of the row for the logged route 35 baseline performance of an average route between those 

information. points. 
RT_ID is the path id. The path could indicate a path 

through the base internet, through a tunnel, joined tunnels, 
For example where RT_ID=5, the security rating of 0.80 

indicates that there is an ongoing security risk, and corre-
or other GVN related routes. 

Reg_ID is the target region ID. 

RTT is Round-trip-time or latency based on the historical 

norm. A value of 1.0 is normal while greater than 1.0 

40 lated with the available BW rating of 0.30 shows that the 
server is under an attack such as DDoS or Brute Force where 
multiple security threats such as an onslaught of multiple 
concurrent requests which saturate the available BW (band-

indicates a lower than usual latency and lower than 1.0 45 

indicates higher than usual latency. 

SEC is security rating. A value of 1.0 is secure, and a 

value of 0.0 indicates completely insecure and a totally 

compromised resource. This is based on security tests, 50 

performance logging and other data points. Any value lower 

than 1.0 is cause for concern. 

width) while degrading SEC (security). 

Flag_State=l indicates current, active route. And 
Flag_State=0 indicates historical route performance no lon­
ger in use. Timestamp indicates when in time as a UNIX 
timestamp (seconds since the epoch). 

L_ID=3 and L_ID=5 demonstrate the comparison 
between route from origin to region Reg_ID=44 at two 
different UNIX Timestamps of 1448674238 and 
1448848558. It shows that the performance at the later time 
has improved since the rating at the prior time. Load is better 
at Load=0.9 versus Load=0.7 and network connectivity 
fundamentals have also improved. 

This table can also be utilized to determine the better of 
two routes from origin device to the target region by 

R is reliability and is related to Packet Loss on a route. For 

example R=0.97 indicates 3% of packet loss on a route. A 55 

value of R=l.0 indicates 0% package loss and 100% reli­

ability. A rating greater than one indicates parallel duplica­

tion of packets sent down a route. R=2.0 indicates 100% 

reliability for duplicate packets sent. 60 comparing the QoS factors of each route. For example 
L_ID=5 and L_ID=6 both indicate current (Flag_State=l) 
routes from origin to Reg_ID=44, although the routes are 
different with RT_ID=5 and RT_ID=9. The better of the two 

EFF indicates the efficiency of the line with respect to the 

length of the route in terms of hop count and is based on its 

historical mean. An EFF value of 1.0 implies normal hop across the board is RT_ID=9 and would be weighted with a 
count and less than 1 implies greater than usual hop count. 

65 
higher priority in a server availability list. 

A value greater than one implies a lower than usual hop 

count. 
Table 5 evaluates and ranks list of egress ingress points 

(EIP) in target regions. 
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TABLE #5 

EIP in re ions 

EIP ID Reg_ID QoS BW Load s ID IP_ID ATR Flag_State Timestamp 

0.5 1.0 0.38 
2 6.1 10.0 0.21 
3 2 0.68 1.0 0.33 
4 2 0.14 0.2 0.91 
5 2 0.72 1.0 0.12 

25 60 
39 128 
50 1851 
54 1938 
68 2188 

[array] 
[array] 2 
[array] 
[array] -1 
[array] 

1448674258 
1448674258 
1448674259 
1448674270 
1448674272 

P107 to the access point server (SRV _AP) 110 offering the 
best connectivity to the region where SRV _AP 110 is 
located. Prior to traffic egressing SRV _AP 110, it passes 
through a routing logic gate 111. Traffic to egress locally to 
the internet 113 will go via path Plll to either a host client 
115 or a host server 116 there. If traffic is not local but rather 

The ATR field is the attribute field. This is an array of 
attributes used to describe the specification for the EIP 
(RAM, Cores, Storage space, other factors, etc.). The S_ID 

15 
field holds the Server ID. The IP _ID field holds the IP 
address ID. Bandwidth (BW) is measured in GigE. For 
example 20 Mbps is 0.02, 100 Mbps is 0.1 and 1 GigE is 1, 
and 40 GigE is 40. 

QoS ( quality of service) represents the current EIP ( egress 
ingress point) suitability for a server to handle connections 
and traffic. A QoS of 1.0 represents the ideal state of a server 
for an EPD to connect to with acceptable available BW 
(bandwidth), and little to no Load (resources load of the 
server, a combination of RAM, CPU, NIC and other factors). 25 

to be relayed to another region, it will go via path P116 

20 through a tunnel 118 to the next SRV _AP 119. 

At SRV _AP 119, three of many possible routing options 
are illustrated by the paths that traffic can take. There is a 
logic gate 126 to determine if traffic should remain and 
egress to the local internet 129 or if it should go through a 
tunnel via P126 to a SRV _AP in another region 127. Another 
possibility is illustrated via path P119 which demonstrates a 
tunnel from SRV _AP 119 to another EPD 121 in a distant 

A QoS of less than 1.0 means that that server is being 
utilized. If a QoS approaches zero, then that means that it is 
close to total uselessness due to saturation of capacity. As a 
benchmark and for the health of the system, QoS of less than 
0.40 will indicate that a server will be prioritized with a 
much lower rating so that servers with healthier QoS are 
weighted to appear higher on the list and therefore will 
attract connections and to not overload any current server. 

region. This is an EPD 103 to EPD 121 bridged via multiple 
30 bridged tunnels. 

This evaluation and ranking mechanism can also be used 
as a determining factor on how to scale out the build of the 35 

physical infrastructure. 
FIG. 50 illustrates the Secure Perimeter 50-182 between 

the BB/Backbone layer Below Perimeter 50-832 and the 
IP/Internet layer Above Perimeter 50-822. 

There are two natural protections in place. The first is the 40 

only way to join the two layers together is via paths 
50-TR6B22 and 50-TR6B32 and that must pass through the 
secure perimeter. Only valid GVN traffic can transit in either 
direction via both logical checks. The other safeguard in 
place is that the network types above and below the secure 45 

perimeter 50-182 are different. 
FIG. 51 is a flowchart of Advanced Smart Routing (ASR) 

within a Global Virtual Network (GVN). 
From the starting point of a host client 101 device in a 

local area network (LAN) 102 connected to an end point 50 

device (EPD) 103, the GVN offers the EPD a multitude of 
connection paths to multiple potential termination points. 
This is flowchart is a high level view of the routing logic a 
packet could take as it transits a GVN utilizing ASR for 
optimal performance. From the perspective of the host client 55 

101, their traffic will flow through an internet protocol (IP) 
network with as few number of hops and best possible 
latency at the third layer of the GVN. The first layer of the 
GVN is the base internet with automatic configuration of a 
construct of virtual interfaces, tunnels, routing and other 60 

networking policies. The second layer of the GVN is where 
the algorithms, software and logic to govern operation 
between layer three and layer one. 

The first main routing decision is at a logic gate 104 
within the EPOD where traffic either egresses to the local 65 

Internet 107 where the EPD is located via path P104 or if it 
is to go through a secure wrapped and obfuscated tunnel via 

A further possibility is for traffic to reach client devices 
125 126 in the LAN 122 where EPD 121 is located through 
the EPD's connection P121. 

FIG. 52 is a flow chart of the various routes available 
through a GVN from an origin C 52-002 to destination S 
52-502. There can be many more possible combinations that 
are not shown or discussed. 

Path 52CP00 from the Client C 52-002 to the EPD 52-108 
can be used to measure the performance from the client 
through the LAN to the EPD. Matching of best routes is 
achieved after tests and evaluating real-time data of avail­
able paths. GVN ingress from EPD via first hop 52CP00 to 
an access point server (SRV _AP) 52-102, 52-104, 52-106, 
52-202, 52-204. 

Paths from EPD to first SRV _AP can be defined as the 
ingress point from the EPD into the GVN and measured 
accordingly. Internal hops from SRV _AP to SRV _AP follow 
internal routes which always try to maintain the best path 
connectivity. These could be OTT internet, over backbone, 
over dark fiber, or other related routing. 

Best egress points out of the GVN are also kept track of 
locally, in that remote region and also holistically for the 
entire network segment from origin to destination. 

Tests can be run on each segment, combinations of 
segments, and the total network path from end to end taking 
into account various factors to evaluate. Traffic type and path 
determination can be depending on data attributes and 
profile QoS requirements. The main path choice is always 
based on best factors for traffic over path. A function of this 
mechanism is to match paths between destination and origin 
to flow for best possible bidirectional route. 

Table 6 is a list of IP addresses to keep local based on IP 
Address, protocol(s), and port(s). 
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TABLE #6 

IP Addresses to keep local 

LR! _ID IP4 _Address Protocol Ports ATR Flag_State Timestarnp 

36.12.22.88 [array] 1448674102 
2 204. 68.207 .18 TCP 80,443 [array] 1448674103 
3 38.12.251.82 TCP, SCTP, 22 [array] 1448674258 

UDP 
4 66.220.12.150 UDP 554 [array] 0 1448674360 
5 8.8.8.8 TCP, UDP 953 [array] 1448674361 

This table keeps track of which IP Addresses to keep local 
so that transit an EIP ( egress/ingress point) either directly on 
the EPD or via an SRV _AP in the same region as the EPD. 15 

The 
LRI_ID field holds the Local Route IP _Address_ID. A 

Region value of0 indicates IP Address(es) to keep local that 
should go directly to the Internet from the EPD from its local 
EIP. Region values of 1 to 300 indicate countries and 20 

territories. Higher Region ID's represent more finely grained 
granularity. The IP4_Address field holds an IPv4 address. 

Under a column such as Protocol or Ports, an asterisk 
("*") means a wild card covering all potential values in an 
allowed range or in a list set of allowed values. If one or 25 

more values is in a column and separated by a comma, then 
it indicates that more than one port, or protocol, or other 
colunm value can be used. Then only those values explicitly 
noted will be effected by the table prescription, with other 
values which are not specified as following the default 30 

behavior. 
Table 7 is a list of IP address ranges, their target geo­

graphic destination ID, and which EPD_ID that these rules 
apply to. 

TABLE #7 

Tables of IP Addresses to route via Geographic Destination 

GDR_ ID IP4 Start IP4 End GDReg_lD EIP ID ATR Flag_State 

8.4.4.2 8.4.4.8 1025 [array] 
2 201.1.2.5 201.1.2.25 1026 [array] 
3 38.12.251.82 null 3 3025 [array] 
4 66.220.12.76 66.220.12.80 1025 [array] 
5 151.8.11.1 151.8.15.255 5 5093 [array] 

The GDReg_ID field holds a geographic destination ID. 
A Region value of 0 indicates IP Address( es) to keep local 
that should go directly to the Internet from the EPD from its 
local EIP. Region values of 1 to 300 indicate countries and 50 

territories. Higher Region ID's represent more finely grained 
granularity. The IP4_Start and IP4_End fields hold starting 
and ending IPv4 addresses. 

Table 8 is a base reference of IP addresses for countries 
and other geographic regions to be utilized by a geographic 55 
destination mechanism. Due to the large number of IP 
addresses utilized, the CIDR notation is utilized. 

TABLE #8 

Base reference of IP Addresses per region 

Timestarnp 

1448674102 
1448674103 
1448674258 
1448674360 
1448674361 

CIPB ID GDReg_lD Region CIDR4 Total IP4 Flag_State Timestarnp 

2 

3 

us 
us 
us 

3.0.0.0/8 

5.1.94.0/24 

5.10.70.0/29 

16,777,216 

256 

8 

1448674102 

1448674103 

1448674258 

50 
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TABLE #8-continued 

Base reference of IP Addresses per region 

CIPB ID GDReg_lD Region CIDR4 Total IP4 Flag_State Timestamp 

4 
5 

44 
49 

UK 
DE 

2.22.128.0/20 
2.16.6.0/23 

4096 
512 

This table defines the IP Address ranges for country wide 10 

blocks or regional blocks, depending on granularity utilized 
for regional routing. Geographic destination routed 
addresses are routed in order before regional IP address 
tables and therefore route first. 

The CIPB_ID field holds a Country IP Address Block ID. 15 

The CIDR4 column indicates the CIDR for a range of IPv4 
addresses. CIDR stands for Classless Inter Domain Routing 
which is a notation to describe a range of IP addresses. For 
example a slash eight (/8) notation represents a block of 
16.78 million IP addresses. A slash twenty (/20) represents 20 

4,096 IP Addresses. The Total IP4 column indicates the total 
number of IPv4 addresses which are covered by a CIDR4 
defined range. 

FIG. 53 is a flowchart of an algorithm governing the 
selection of traffic routing from a Start device to an End 25 

device. 
In the GVN, there are routing tables for pathways at the 

base level of the internet between GVN devices and each 
other such as an EPD and an SRV _AP over top of which a 
tunnel can be built. Routing tables govern both the Level 1 30 

(internet level) traffic as well as routes through the GVN at 
Level 3. At times, tunnels may not exist or if they do, they 
may not be optimal. GVN routing can be mapped both to 
existing and possible GVN routes based on the topological 
database. Full information about base network segments, 35 

and links between devices is stored in the GVN databases. 
The algorithm starts by identifying the target region for 

the particular GVN traffic. Next, a check is made to see 
whether or not a path exists through the GVN 5306. If this 
does not exist, a new tunnel 5310 is built. The next step is 40 

to check the health of the tunnel 5312. If it is not okay, a new 
alternative tunnel will be built 5310. Once a healthy tunnel 
is available, routing health is checked 5320. 

1448674360 
1448674361 

Each device EPD 100, SRV _AP 200 and SRV _CNTRL 
300 stores information about itself in a local information 
repository in the form of lists, files, database tables and 
records, and other means. This repository also contains 
information about peer device relationships, stores logs, plus 
other relevant operational information. The SRV _CNTRL 
200 also has additional storage functionality and its role is 
to provide information to other devices relevant to them and 
or to the peer devices which they may connect with, to 
evaluate current conditions and provide centralized control­
like guidance such as the publishing of a server availability 
list and other functionality. A neutral API mechanism 
(NAPIM) can send info between devices and the peers 
which they connect with, and can also be used to update the 
API itself. 

The database on the SRV _CNTRL 200 acts as a reposi­
tory for information about itself as well as a centralized 
repository for other devices. There can be many different 
SRV _CNTRL 200 servers acting as multiple-masters in 
many locations. Each database can store certain information 
including tunnel information, peer information, traffic infor­
mation, cache information, and other information. Security 
and other aspects are independently managed by each device 
including heartbeat functionality, triggered scripts and other 
mechanisms. 

FIG. 55 
FIG. 55 illustrates the communications between EPD 100, 

SRV _CNTRL 200, and SRV _AP 300 via the neutral API 
mechanism (NAPIM) of the GVN via paths API-55Al-
55A2, API-55A3-55A2, and API-55Al-55A3. 

For tunnels TUN55-l, TUN55-2, and TUN55-3 to be built 
between EPD 100 and SRV _AP 300 as well as for tunnels 
from EPD 100 to other SRV _AP servers such as TUN55-4 

If a path to EIP in the target region 5322 exists route and 
the route is checked to see if it is the best route for the traffic 
type. If it is, the route is used 5360. 

and from other EPDs to SRV _AP 300 via TUN55-5, each 
45 device in the peer pair requires certain information per 

tunnel. 
If the route is not ideal for the data type, a check to see 

if an alternative does exist 5350. If it does, then the best 
route for traffic type is utilized 5352 and that best route is 
used 5360. When a route is used, processes evaluate the 50 

route performance 5365. Before the algorithm completes, 
another process will save performance data in logs related to 
server availability via P5328, to list of EIPs 5322 and also 
to mapping paths to target regions used by 5302. 

If the test at 5350 determines that the route is not ideal for 55 

data type and no alternatives exist, then new tunnel will be 
built 5310 via path P5314. 

Control 

The NAPIM mechanism stores relevant credentials, coor-
dinates and other information for each side of a peer pair to 
utilize when building new tunnels via the Tunnel Managers 
55110 and 55310. The server availability mechanism 55222 
on the SRV _CNTRL 300 evaluates the performance of 
various tunnels tested on the EPD side via Tunnel Tester 
55112 and the SRV _AP side by Tunnel Tester 55312. The 
information from the tests is relayed to the Connectivity 
Analyzer 55288 on the SRV _CNTRL 200. Test results 
include assigned IP address and port combinations, ports 
used, results from historical combinations use, results from 
port spectrum tests, and other related information. 

Server availability lists present the EPD 100 with a list of 

FIG. 54 illustrates the modules required for automated 
device collaboration and information exchange in a GVN. 

60 IP addresses and ports which could be utilized by the Tunnel 
Manager to build new tunnels. The SRV _AP 300 and other 
SRV _AP servers noted on the list will be notified to expect 
55320 and to listen for connection attempts to be made by 
EPD 100. 

EPD 100 is the endpoint device. SRV _AP 300 is an access 
point server which is located in the target destination region. 
SRV _CNTRL 200 is a central server accessible by both the 65 

EPD and the SRV _AP as well as by other devices which may 
support a graphic destination mechanism. 

Server availability prioritizes the list of SRV _AP IP 
address and port combinations based on expected best 
performance of the tunnels to be built while also looking at 
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current load of available SRV _AP servers, balancing 
assigned lists given to other EPDs as well as other available 
information. 

54 
devices in a GVN not illustrated here which could connect 
via this path to the SRV _CNTRL. 

SRV _GW _Email 57310 represents an email server and is 
linked to CNTRL_SRV 100 via P57208-B1 to 57208 to FIG. 56 illustrates various types of communications avail­

able between GVN devices via the NAPIM. 
Closed loops are available as NAPIM REQ/RESP com­

munications between known peer pairs and there are two 
main types; Device to Repository 56-P2C and Device to 
Device 56-P2P. 

5 P57208-C. The email can be sent and received via Email 
Network Access Point (NAP) 57401. A dedicated email 
server allows other devices to be focused in their function­
ality and also offers simplified administration as it is the only 
device type that needs to be maintained with respect to email 

RESTful URL posting is an open access (if allowed for 
that specific action) possibly to unknown peers, such as 
generic or general non sensitive information which can be 
shared. 

10 server administration. 
SRV _GW _FIN 57318 represents a financial gateway 

server through which credit card and other financial related 
transactions could be made to third parties via External API 
57501 NAP. Like the example of the SRV _GW _Email, a 

15 single focused device type role allows for other devices to 
focus on their core functionality and presents a simplified 
administration with only SRV _GW _FIN servers requiring 
extra administration to protect financial transactions with 

Each defined API action has a flag governing access via 
path type with potential values, another flag regarding 
whether authentication is required or not required, plus other 
controls. For example, an EPD 100 can request a list of 
available servers and corresponding IP addresses and ports 
via 56REQ100200 and receive that list from SRV _CNTRL 20 

200 via response path 56RESP100200. At the same time, the 
SRV _AP 300 may be informed by the EPD 100 via 
56REQ100300 or may receive the information from the 
SRV _CNTRL 200 either via NAPIM, by data base replica­
tion, via back channel, or other message. 25 

FIG. 57 describes API call groups 57202, 57206, and 
57208 between different types of devices within a Global 
Virtual Network (GVN). Each API call is circular in nature 
with a request sent from a client to a server with a response 
sent back. In most cases, the client can be one or the other 30 

end of a peer pair as long as the other peer has listening 
enabled for it to act as a server. 

third parties. 
SRV _GW _Other 57315 represents other types of gate-

ways between the GVN and other services on the internet. 
Communications between these types of gateway servers 
and SRV _CNTRL 200 is via P57208-B3 to 57208 to 
P57208-C. 

A secondary API path between SRV _AP 300 and 
SRV _CNTRL 200 is via P57208-A to 57208 to P57208-C 
and exists for redundancy purposes and infrastructure 
related communication between this peer pair. 

Another group of calls from SRV _AP servers allow a path 
from SRV _AP 300 to SRV _GW _Email 57310 via path 
P57208-A to 57208 to P57208-B1, and to SRV _GW _FIN 
57218 via P57208-A to 57208 to P57208-B2, and to 
SRV _GW _Other 57315 via P57208-A to57208 to P57208-
B3. These can be for API calls for data exchange directly 

35 from SRV _AP 300 to those devices. 

API call group 57202 represents calls from the Central 
Server (SRV _CNTRL) 200 via path P57202-C to End Point 
Device (EPD) 100 via P57202-B and Access Point Server 
(SRV _AP) 300 via P57202-A. This type of communication 
can exchange information between the repository database 
and file store on the SRV _CNTRL 200 and the EPD 100 and 
SRV _AP 300 about tunnel info, logging info, billing info, 
device peer pair data, and other forms of relevant informa- 40 

tion. 
Between the EPD 100 and SRV _AP 300 are two types of 

communication path. The direct tunnel is where Third Layer 
traffic, information and binary files can be pushed as data 
packets via path P57206-C. There also exists an API call 45 

framework 57206 between EPD 100 and SRV _AP 300 via 
P57206-B to 57206 to P57206-A. 

The API calls which transit via P57208-A can also rep­
resent relayed API calls from other devices via the SRV _AP 
300 such as from an EPD 100 to SRV _GW _FIN 57318 via 
path P57206-B to 57206 to P57206-A to 300 to P57208-A 
to 57208 to P57208-B2 where the flow of the API call 
through SRV _AP 300 is only another hop in the chain with 
client being one end EPD 100 and server being the other end 
SRV _GW _FIN 57318. 

API calls and other types of information exchange are 
essential to the operations of devices in the GVN. There are 
number of type of automated infrastructure operations. 
These include keeping device operating systems configura­
tion up to date, updating software packages of the O/S and 
modules from reliable sources to repository which can house 

Direct connect between EPD 100 and SRV _AP 300 via 
API 57206 can be for information sharing, collaboration and 
verification and, other information. For example, an attempt 
to restart a tunnel can usually be initiated by one side with 
the other side automatically responding and rebuilding it. 
However, in the case where a tunnel is stuck and cannot be 
rebuilt, the API can be used to send commands to try to force 

50 update software for ease and predictability of patching, 
updating and new installs, deploying new global virtual 
network software modules and keeping installed modules up 
to date, controlled replication of the GVN database(s), 

a tunnel restart on both ends and if still unsuccessful can 55 

keeping the API actions library up-to-date, and other opera­
tions. 

On each device, there are daemons and heartbeat func­
tionality where automation and device to device interaction 
is required. This includes keeping daemons running, keeping 
services up, keeping queues up and keeping them 

share information between devices. This information may 
trigger a need to use new tunnel information to build a 
different tunnel between the two devices, or to have both 
devices query SVR_CNTRL 200 to obtain fresh tunnel 
building info. Having a communication path between them 
via API 57206 is therefore extremely useful. 

60 unclogged, heartbeat functions, logging functions. 

API call group 57208 represents calls from the 
CNTRL_SRV 200 and internal backend infrastructure 
devices and other infrastructure supporting devices of the 
GVN via path P57208-C. For simplicity sake of the illus- 65 

tration, some gateway devices are illustrated in this example 
embodiment and there are other types of infrastructure 

The connectivity and construct structure in the GVN 
includes virtual interfaces (VIPs), tunnels, multiple tunnels, 
routes, server availability, geo-destination, DNS, and caches 
and chained caches. 

The most up to date information is required for tunnel 
building and this information needs to be shared between 
client and server or tunnels will not be able to be built. As 
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such, there exists a need for testing and diagnostics with the 
reporting of results data to be analyzed centrally in order to 
have visibility of the overall operations of the GVN. The 
testing and diagnostic information can include first layer 
conditions, connectivity of the tunnels, best point to point 5 

route on the Internet, Advanced Smart Routing for best route 
through the GVN, and device operational status. 

The API can also be utilized to convey information about 
itself such as peer pair information, queue information, 
transaction logs, security/accounting and other logs, andAPI 10 

actions, patterns, data structures, and related scripts to 
process actions either on client or server. 

Information regarding the state and configuration of Host­
ing Services can also be conveyed via API calls from a 

15 
device to SRV _CNTRL or other devices. This information 
can include services up/down status, API module up/down 
status and if answerable, hosting status of sites, database 
status, Secure Socket Layer (SSL) certificates status, GVN 
component status ( e.g. whether components such as geo- 20 

destination are running). 
There exists other uses for information exchange via API 

related to Security/PW /Monitoring/Collaboration/Informa­
tion Exchange, and other mission critical aspects of the 
GVN. The API is a powerful medium for information 25 

exchange and is a holistic self-healing mechanism is there­
fore possible to be deployed across devices. 

56 
The API RESP RP02 is received back 015 by the Peer 

Source API client device 006. The payload is parsed 016 and 
processed 017. Based on API action type, the data received 
back will be passed to API handler scripts on 006. Trans­
actions are all Logged 018. 

If Call Back 019 is specified 020 then a new call will be 
initiated via path P019 and in parallel via path POZO, the 
original API call terminates at API Complete 022. 

If Call back is not specified 021 in the API RESP RP02 
then the original call proceeds to termination point 022 via 
P021 to complete the transaction. 

FIG. 59 is a flowchart outlining the interaction between 
the EPD and SRV _AP to achieve geographic destination 
functionality. Specifically, this figure describes the process 
flow of the geographic destination mechanism starting at 
client 000 and following a sequential and at times parallel 
communications path from CPO to step 12 end point device 
(EPD 100) with EPD 100 interacting with access point 
server (SRV _AP 300). 

This process flow ends when the content has been pulled 
within the remote region to SRV _AP 300 and then sent via 
transfer and caching within the geographic destination 
mechanism back to the EPD 100 to be served at step number 
15 back to the client 000 via path CP203. 

Content pull at step number 8 are in parallel via CP13, 
CP14, CP12 from content servers SRV 803, 804, 802 and the 
results are sent back via CPl O for listing and then processing 
of data pull. FIG. 58 describes the steps taken for an API call from 

initiation on a client device Peer (Source) 006 through to 
sending to server device 007 007B with return back to client 
006 006B. 

Steps 1, 12, 13 and 15 occur in the origin region with 
30 respect to the client 000 and the EPD 100. 

The API transaction is triggered at API Start 001. Data is 
passed to a common class or other type of handler to Create 
Inner Payload 002. It is added to a queue 003 which can be 
in memory, saved to database, flat file or other mechanism. 35 

The queue step may be bypassed with API call immediately 
sending or can be set to send at a certain time. As a part of 
the heart beat functionality of the client device 006 and 
depending on the priority flag of the API call in the queue, 
the payload can be processed immediately, processed at a 40 

specific time or deferred based on a factor such as load, 
queue 003 length, network conditions or other factors. When 
an item is processed from the queue, an outer payload is 
prepared and relevant transaction data 004 are generated for 

Steps 2, 10, 11, and 14 are steps that occur in transit in 
either or both directions between the EPD 100 and the 
SRV_AP 300. 

Steps 5, 6, and 9 occur on the SRV _AP 300. 
Steps 3, 4, 7, and 8 occur via EIP (egress/ingress point) 

from the SRV _AP 300 over the internet in the remote region 
in which it is located. 

Step 3 is for the DNS lookup for the initial URL, URI, and 
URN of the content requested by the client 000. Step 7 is for 
DNS lookups for nested content to be pulled as constituent 
parts of the initially pulled content. 

FIG. 60 describes device collaboration within a geo-
graphic destination as an overview with component parts 
indicated as modules and their constituent parts noted on the 
various devices including the information stored in memory 
and databases and information exchange and communicated 
via communication paths both for API traffic as well as data 
transfer such as file transfer between devices. A GVN makes 

a specific, single use API call. When the outer API 45 

REQUEST payload is ready to be sent it is conveyed via the 
Neutral API mechanism 005 to be sent to the Peer Target 007 
Host (server) API through the Internet QOl via path CPOl to 
Q0l to CP03 or through a secure tunnel WAN Q02 via path 
CP02 to Q02 to CP04. 

Upon receiving 008 the Request payload RPOl, the server 
007 will then begin to parse and interpret the payload. In the 
processing of the request payload RPOl there will be secu­
rity and data integrity checks made and the outer payload 
will be decrypted to discover the contents of the inner 55 

payload 009. Further security and data integrity checks will 

it possible to control complex automated structures spread 
50 across multiple devices to work together to achieve a shared 

goal. 

be made comparing the inner and outer payloads. Upon 
validation, the payload is passed to the corresponding script 
to take the prescribed action 010. Upon completion of 
requested action, the inner payload for the response is 60 

created 011. The outer payload creation 012 and transaction 
preparation 013 follow the same process to create the outer 
API RESPONSE payload RP02 as was followed for when 
the API Request outer payload RPOl was created. The 
response is then sent back via Neutral API 014. 65 

The API RESP (Response) RP02 follows the same path 
back from API server 007 to API client 006. 

The figure shows the components of EPD 100 and illus-
trates the geographic destination mechanism on an end point 
device (EPD). The figure also shows the components of 
SRV _AP 300 and illustrates the geographic destination 
mechanisms on an access point server (SRV _AP 300) in a 
remote region from the EPD. 

The content pulling agent D302 resides on the SRV _AP 
300. The CPA D302 receives the target URL/URI from the 
CDA D102 located on the EPD. This target address that the 
client wishes to reach is located in another region from the 
client and is where the client wishes to pull content from. 
The CPA D302 passes the request address to the remote 
fetcher bot (R.F.BOT 301). 

R.F.BOT D301's job is to do the DNS lookup D304 and 
then to use that information to pull content via data pull 301. 
The R.F.BOT D301 works in conjunction with CPAD302 to 
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of at least one particular implementation in at least one 
particular environment for at least one particular purpose, 
those of ordinary skill in the art will recognize that its 
usefulness is not limited thereto and that the present disclo-

parse the fetched results via CP0l to seek any other 
addresses for auxiliary content which can and should be 
pulled as constituent parts of that content. Requests are 
stored in database D302 for access and future reference by 
CPA D302 and R.F.BOT D301. The content file list L301 is 
passed from R.F.BOT D301 to CPA D302. Data files content 
is passed from DATA PULL 301 via R.F.BOT D301 to 
Cache Manager D303. Pulled files are sent to the cache 
manager D303 for on transfer either as a file clump or as 
separate files. 

5 sure may be beneficially implemented in any number of 
environments for any number of purposes. Accordingly, the 
claims set forth below should be construed in view of the full 
breadth and spirit of the present disclosure as described 

Depending on distance from origin to geographic desti­
nation region, the file type and QoS, the pulled files in the 
cache may be clumped into one single file for unified 
transfer through the chained cache or as individual files 
which may be sent in parallel, concurrent streams. 

10 

15 

There are multiple optional paths to remote region. Data 
can be transferred via paths between API and TP0l to TP02, 
between TP0l and TP03, and between TP02 and TP03. Data 
files can also be transferred through the GVN via paths 
CP38, CP39, or P06 to CPBB, etc. CP38 is a path via tunnel 20 

from SRV _AP 300 to SRV _AP D555 via GVN D888. CPBB 
is a backbone path between SRV _AP D555 and SRV _AP 
300 via relay SRV _AP D505 path P06. CP39 is the file 
transfer path over GVN from cache 701 to EPDl00 via 
SRV _AP D555. CP02 indicates a direct connection path 25 

possibility between SRV _AP 300 and EPD 100. 

herein. 

The invention claimed is: 
1. A network system comprising: 
a first device; 
a second device; and 
a plurality of intermediate access point servers that form 

a plurality of end-to-end tunnels connecting the first 
device and the second device; and 

a control server, wherein the control server receives 
information from at least one of the plurality of inter­
mediate access point servers, and wherein the control 
server selects one of the plurality of end-to-end tunnels 
for communication between the first and second 
devices based on the information. 

2. The network system according to claim 1, wherein at 
least one of the first device or the plurality of intermediate 
access point servers is configured to perform a domain name 
system lookup to locate the second device. 

The optional path to remote regions allow options for 
traffic to flow via best route based on current conditions, 
network segment attributes and how these contribute to best 
transfer, data type, as well as other factors. 

3. The network system according to claim 1, wherein at 
30 least one of the first device or the plurality of intermediate 

access point servers is configured to perform a domain name 
system lookup from a cache to locate the second device. 

4. The network system according to claim 1, wherein at 
least one of the plurality of intermediate access point servers 
is configured to cache content. 

FIG. 61 illustrates how a globally distributed parallel file 
system (PFS) can be connected via a GVN. Specifically this 
figure illustrates how a globally distributed parallel file 
system (PFS) can allow access to one of three 61308, or 
61318, or 61328 PFS storage nodes seamlessly using native 35 

RDMA access through a GVN Tapestry over the top (OTT) 
of various non-native network fabrics to realize the required 
quality of service (QoS) and adhering to the high perfor­
mance computing (HPC) principles required for this func­
tionality. 40 

5. The network system according to claim 1, wherein at 
least one of the first device, the second device, or the 
plurality of intermediate access point servers is configured to 
perform smart routing. 

6. The network system according to claim 5, wherein the 
smart routing is based on at least one of best bandwidth, 
lowest latency, fewest hops, or no packet loss. 

PFS 61308 is an example of one PFS instance in a client's 
LAN behind an EPD linked to two other PFS instances "in 
the cloud" with native RDMA over IB between all three PFS 
storage nodes allowing true parallel access regardless of 
network type at base segments. The link 61CP06 is the base 
internet connection between EPD 100 and SRV _AP 300 and 
TUNl runs OTTof61CP06. 61CP10 is either within an IDC 

7. The network system according to claim 5, wherein the 
smart routing is based on at least one of real-time statistics 

45 or historical statistics. 

or OTT internet. PFS 61308 connects to PFS 61318 via paths 
61 CP08-8CP02-8CP06/ 
TUN1-8CP10-8CP12-8CP18 which represents short 50 

distance within a region. These devices are both located 
within the same High Performance Zone. 

SRV _AP 300 connects to SRV _BBX 61310 via 61CP10 
and both are located within the same Global Node. 

PFS 61318 connects to PFS 61328 via SRV _BBX 61310 55 

connecting to SRV _BBX 61320 which represents Global 
Node to Global Node long distance communication via 
GVN. 

The present disclosure is not to be limited in scope by the 
specific embodiments described herein. Indeed, other vari- 60 

ous embodiments of and modifications to the present dis­
closure, in addition to those described herein, will be appar­
ent to those of ordinary skill in the art from the foregoing 
description and accompanying drawings. Thus, such other 
embodiments and modifications are intended to fall within 65 

the scope of the present disclosure. Further, although the 
present disclosure has been described herein in the context 

8. The network system according to claim 1, wherein at 
least one of the first device, the second device, or the 
plurality of intermediate access point servers is configured to 
perform firewall services. 

9. The network system according to claim 8, wherein the 
first device provides firewall services between the first 
device and the plurality of intermediate access point servers. 

10. The network system according to claim 8, wherein a 
first intermediate access point server among the plurality of 
intermediate access point servers provides firewall services 
between the first device and other intermediate access point 
servers among the plurality of intermediate access point 
servers or the second device. 

11. A method comprising: 
establishing, by one or more computer processors, a 

plurality of end-to-end tunnels between a first device 
and a second device, the plurality of end-to-end tunnels 
being configured to carry network traffic via a plurality 
of intermediate access point servers; 

receiving, by the one or more computer processors, infor­
mation from at least one of the plurality of intermediate 
access point servers; and 
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selecting, by the one or more computer processors, one of 
the plurality of end-to-end tunnels for communication 
between the first and second devices based on the 
information. 

12. The method according to claim 11, further comprising 
configuring, by the one or more computer processors, at 
least one of the first device or the plurality of intermediate 
access point servers to perform a domain name system 
lookup to locate the second device. 

13. The method according to claim 11, further comprising 
configuring, by the one or more computer processors, at 
least one of the first device or the plurality of intermediate 
access point servers to perform a domain name system 
lookup from a cache to locate the second device. 

14. A system comprising: 
a memory storing instructions; and 

60 
selecting one of the plurality of end-to-end tunnels for 

communication between the first and second devices 
based on the information. 

15. The system according to claim 14, wherein the opera-
5 tions further comprise configuring at least one of the first 

device, the second device, or the plurality of intermediate 
access point servers to perform smart routing. 

16. The system according to claim 15, wherein the smart 
routing is based on at least one of best bandwidth, lowest 

10 
latency, fewest hops, or no packet loss. 

17. The system according to claim 15, wherein the smart 
routing is based on at least one of real-time statistics or 
historical statistics. 

18. The system according to claim 14, wherein the opera-
15 tions further comprise configuring at least one of the first 

device, the second device, or the plurality of intermediate 
access point servers is configured to perform firewall ser­
vices. one or more processors coupled to the memory, the one or 

more processors being configured to execute the 
instructions, the instructions causing the one or more 20 

processors to perform operations comprising: 
establishing a plurality of end-to-end tunnels between a 

19. The system according to claim 18, wherein the first 
device provides firewall services between the first device 
and the plurality of intermediate access point servers. 

20. The system according to claim 18, wherein a first 
intermediate access point server among the plurality of 
intermediate access point servers provides firewall services 
between the first device and other intermediate access point 
servers among the plurality of intermediate access point 
servers or the second device. 

first device and a second device, the plurality of 
end-to-end tunnels being configured to carry net­
work traffic via a plurality of intermediate access 25 

point servers; 
receiving information from at least one of the interme­

diate access point servers; and * * * * * 




