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I. INTRODUCTION 

Patent Owner UMBRA Technologies Ltd. (“Patent Owner”) respectfully 

requests that the Director vacate the Board’s Preliminary Decision (“Decision”) 

granting institution of inter partes review of U.S. Patent No. 10,630,505 (“the ’505 

patent”) and deny review.  Vacatur is warranted in view of the Board Panel’s abuse 

of discretion.  See Revised Interim Director Review Process §§ 4.B, 5.A.1  The 

Panel adopts a plainly erroneous claim construction for an “end-to-end tunnel” that 

contradicts the record.  This error resulted in the Panel finding a reasonable 

likelihood that the Petitioner would prevail on its asserted grounds of 

unpatentability with respect to at least one of claims 1-20 of the ’505 patent in 

view of a primary prior reference known as “Hankins” (Ex. 1004). 

II. BACKGROUND 

Here is the language of claim 1 of the ’505 patent, which the Panel found 

illustrative, with relevant portions emphasized: 

[1.0] A network system comprising: 

[1.1] a first device; 

[1.2] a second device; and 

[1.3] a plurality of intermediate access point servers that form a 

plurality of end-to-end tunnels connecting the first device and 

the second device; and 

[1.4] a control server, wherein the control server receives information 

 
1 Available online at https://www.uspto.gov/patents/ptab/decisions/revised-interim-

director-review-process.  
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from at least one of the plurality of intermediate access point 

servers, and wherein the control server selects one of the 

plurality of end-to-end tunnels for communication between 

the first and second devices based on the information. 

Ex. 1001, 58:12–24.2 

III. THE PANEL IMPROPERLY CONSTRUED THE TERM  

“END-TO-END TUNNEL” 

A. The Panel Improperly Construed the Term “Tunnel” 

The Panel acknowledged that neither Patent Owner nor Petitioner identified 

any claim term needing construction.  (Dec. at 19.)  In fact, Petitioner proposed 

that “each claim term in the Challenged Claims be given its plain and ordinary 

meaning in this proceeding, and that no specific construction of any claim term is 

required because the prior art relied on in this Petition meets each of the claim 

terms under any reasonable construction.”  (Pet. at 15.)  Yet the Panel still opted to 

construe, wrongly, the term “end-to-end tunnel” as follows:  

We preliminarily determine that the term “end-to-end tunnels” means 

communication paths connecting endpoint devices to one or more 

intermediate access point servers and one or more control servers.  Ex. 

1001, 4:5–8.  Stated differently, the “end-to-end tunnels” connecting 

endpoint devices may include intermediate access point servers or 

control servers. 

 

(Dec. at 21.)   

The Panel, in essence, conflates a “tunnel” (i.e., a segment connecting two 

endpoints with encapsulated communications therebetween) with a 

 
2 All emphasis used herein is added unless otherwise noted. 
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“communication path” (i.e., a route of communication that may traverse multiple 

segments).  The construction does not cite to—nor does it reflect—any recognized 

definition of “tunnel”.  And it essentially eviscerates the meaning of “tunnel” 

because, while every tunnel is built overlying one or more communication paths, 

not every communication path is a tunnel.   

To support its flawed construction, the Panel cites column 4, lines 5 to 8 of 

the ’505 patent’s specification.  This states:  

[a] communication path may comprise one or more intermediate 

tunnels connecting each endpoint device to one or more intermediate 

access point servers and one or more control servers[.] 

(Ex. 1001, 4:5–8; see also Dec. at 21.)  Again, a “path” and a “tunnel” are not the 

same thing.  While a single path may include a plurality of tunnels and a single 

tunnel could extend through a plurality of other tunnels, a single tunnel cannot 

include a plurality of tunnels.  Here, the Panel has illogically defined a single “end-

to-end tunnel” as potentially including a plurality of tunnels.  This is because the 

Panel’s construction introduces the potential for two endpoints to be “connect[ed]  

. . . to one or more intermediate access point servers . . . .”  When more than just 

two endpoints are being connected for encapsulated communications, more than 

one tunnel exists.  There is no support in ’505 patent, nor any of the art identified 

in the Petition, for a single tunnel that is made up of multiple tunnels connecting 

three or more points.  To better understand this, one need look no further than the 

record in this proceeding.  The instances of “tunnel” in the record, as shown below, 



IPR2024-00497 

U.S. Patent No. 10,630,505 

4 

involve a single segment connecting two points.  In short, the Panel’s construction 

is erroneous because it essentially misconstrues a single tunnel as potentially 

including a plurality of tunnels. 

This misapprehension of “tunnel” leads to the Panel’s erroneous 

construction of “end-to-end tunnel”, which did not need to be construed.  But if 

any construction need be given, the intrinsic record reveals that a “tunnel” is a 

connection between two devices with encapsulated traffic therebetween (e.g., 

EDP1 and EDP2) as shown, for example, in Figure 33 and its associated 

description in the ’505 patent.  (Ex. 1001 FIG. 3; 33:8-14.)  Figure 33 illustrates (as 

annotated below) an “end-to-end GVN tunnel” (as annotated below in red), which 

spans, in an uninterrupted fashion, the entire overlay network path between 

endpoints EDP-1 and EDP2, via an intermediate access point (AP-1), which 

collectively “form” the tunnel.  The following annotation, reproduced from Patent 

Owner’s Preliminary Response, is illustrative:   
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(PORP at 5 (citing FIG. 33 (annotated)); see also, Ex. 1001 at 33:12-13 (“ . . . the 

tunnel extends over the entirety of the transit through the Internet from EH3 

through EH15 . . . ”).) 

 Notably, the next paragraph describing Figure 33 in the ’505 patent contrasts 

“end-to-end tunnel” with the alternative, shorter “point-to-point tunnels” (as 

annotated above in blue): “There is one tunnel between EPD-1 and AP-1. This is 

joined to a second tunnel between AP-1 and EPD-2.”  (Ex. 1001 at 33:15-16.)  

Again, notice that each singularly referenced “tunnel” is illustrated by a single, 

uninterrupted line segment and connects only two points/devices, one at either end 

of that uninterrupted line.  This concept of “tunnel” is repeated in the descriptions 

for figures 32 and 34-35, and in the ’505 patent’s prosecution history.   

Moreover, the references cited in the Petition and relied upon by the Panel, 

further demonstrate that a communication “tunnel” is a single segment connecting 

two points.  Hankins recites “tunnel” as a noun in only one instance.  In that 

instance, the Hankins tunnel is described as connecting two points: “[f]or example, 

a software tunnel may be created between a logical broadcast domain, and a VPN 

device.” (Ex. 1004 at 36:16-18.)   

The Decision quotes from the Petition’s “State of the Art” section for the 

definition of a “tunnel” as a predicate for later defining “end-to-end tunnel”.  The 

“tunnel” definition is taken from Iyre (Ex. 1007).  (Dec. at 20 (citing Pet. at 17 
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(citing Ex. 1007))).  But by quoting the Petitioner’s distorted summary of Iyre, the 

Panel appears to miss how Iyre, itself, characterizes “peer-to-peer tunnels”:  

Peer-to-peer tunnels may be established between any two clients in the 

mobility domain or may be established on an authenticated basis.  

(Ex. 1007 at ⁋ 15.)  Thus, the reference that both the Decision and the Petition rely 

upon to explain the meaning of a “communication tunnel”, Iyre, clarifies that it is a 

connection between “two” devices—not three, as the Panel’s misconstruction 

would allow. 

And while the illustrations and descriptions in Iyre show that a “tunnel” is a 

single segment connecting only two points, Petitioner attempts to blur this 

evidence by renaming the components of Irye’s Figure 4, with Petitioner’s own 

annotations, reproduced here: 
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By contrast, Iyre’s own description of this figure explains that 600a, 600b, 

and 610 are each deemed a “tunnel”.  (Ex. 1007 at ⁋ 0030 (“In this manner traffic 

between clients 500a mid 500b rather than traveling through tunnels 600a and 

600b and controller 200, instead travels through tunnel 610 once the tunnel is 

established”).)  There is simply no support in Iyre for describing the path extending 

through tunnel 600a tunnel and 600b as a singular “Tunnel 1” as Petitioner has 

erroneously done in its annotation.  This may be the source of the confusion over 

whether multiple tunnels may constitute a single tunnel and thus, the idea that an 

“end-to-end tunnel” could connect more than two points. 

The Panel failed to give this evidence any consideration when offering its 

construction of the ‘505 patent’s claimed “end-to-end tunnel”. 

B. The Panel’s Construction Ignores the Prosecution History, Which 

Clarifies an “End-to-End Tunnel” As an “Encapsulation of 

Communications” Between Endpoint Devices 

The Panel’s construction also ignores the prosecution history of the ‘505 

patent.  This history reveals that the ’505 patent was allowed based on the “end-to-

end tunnel” recitation.  In particular, the Panel’s construction ignores the portion of 

the prosecution history where an “end-to-end tunnel” is described as an 

“encapsulation of communications” between “endpoint devices”.  (Ex. 1002 at 

1050-51.)  Here, Applicant explained the distinguishing features of the claimed 

“end-to-end tunnels” as follows: 
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The Office Action identifies the Smart Device Clients 101, 107 

or 109 of Chen as corresponding to "endpoint devices," as recited by 

claim 1. (Office Action, pp. 3-4). The Office Action further identifies 

the encapsulation of communications between Smart Device Clients 

101, 107 or 109 and Private Cloud Server 108 under the VPN protocol 

as corresponding to an "intermediate tunnel," as recited by claim 1. 

(Id, p. 4). Applicant disagrees that Chen teaches these limitations. 

However, even assuming, arguendo, that the Smart Device Clients 101, 

107 or 109 constitute "endpoint devices" and that the encapsulation of 

communications under the VPN protocol constitutes an "intermediate 

tunnel," Chen does not teach "a plurality of end-to-end tunnels 

connecting the first device and the second device," as recited by 

amended claim 1. For example, to the extent that Chen teaches the use 

of the VPN protocol to encapsulate "communication between the Smart 

Device Client 109 and the Private Cloud Server 108," (Chen, ⁋ 0059 … 

nowhere does Chen teach the use of the VPN protocol to encapsulate 

communications between pairs of Smart Device Clients 101,107, or 

109 (i.e., the purported endpoint devices). Furthermore, even if a pair 

of clients among Smart Device Clients 101, 107, or 109 were to 

communicate with each other via separately established VPN links to 

Private Cloud Server 108, the separate VPN links would not constitute 

a "plurality of end-to-end tunnels" between the pair of clients. 

Specifically, Chen does not teach that the Private Cloud Server 108 

joins multiple VPN links to provide end-to-end encapsulation and 

consequently the VPN links would not form a "plurality of end-to-

end tunnels." Consequently, Chen does not teach a "plurality of end-

to-end tunnels" as recited by amended claim 1. 

(Ex. 1002 at 1050-51.)  The Panel’s construction is akin to the Examiner’s 

misunderstanding noted above.  Specifically, the Office Action had initial rejected 

Applicant’s claims based on Chen’s alleged disclosure of an “encapsulation of 

communications” between “a purported end-point device” and an intermediate 

device “108”, but Applicant successfully distinguished this as characterizing an 

“intermediate tunnel” (aka “point-to-point tunnel”) rather than the claimed “end-

to-end tunnel”. 
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 The distinguishing nature of forming “a plurality of end-to-end tunnels,” 

which this prosecution history reveals as corresponding to “end-to-end 

encapsulation of communications” is entirely obviated by the Panel’s erroneous 

construction. 

In sum, the Panel’s construction of “end-to-end tunnel” is inconsistent with 

the intrinsic record and clearly erroneous.  Absent this construction, the Panel 

would have been unable to find a disclosure in Hankins to satisfy the required 

“plurality of end-to-end tunnels”.  The error warrants vacatur and denial of review. 

IV. CONCLUSION 

For all the reasons stated above, Patent Owner respectfully requests that the 

Director deny review, vacate the Decision, and terminate IPR2024-00497 with 

prejudice. 

 

Dated:  September 19, 2024 
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