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US 10,574
1

MULTI-PERIMETER FIREWALL IN THE
CLOUD

'this application is a U S National Stage application
under 35U.S.C ss 371 ol'ntemauonal Patent Application
No. PCT/IB2016/00052g, tiled, Apr. 7, 2016, winch claims
the bcnclil ol'nd pnonty to U.S. Provisional Application
No 62,'144,203 filed on Apr. 7. 2015 and U.S. Provisional
Application No 62/151,174 filed on Apr 22, 2015. the entire
content of each application is incorpomsted herein by refer-
cncc hl Its clrtlrcns

I'IIII D Oli 1 lilt l)IS( I,OSURI:

The present disclosure relates enerally to netw:orks. and
more particularly, network security which protects the flov
ol'rdflic tlirou gh a glob a I virtual new ork or sumter network
by the strategic positioning ol'isuibuled lirewall (FW)
devices placed at multiple perimeters in the cloud

20

BACKGROUND OF THE DISCLOSURE

I lumen beings are able to perceive delays of 200 ms or
niore as this is t)pically the average human reaction time to
an event If latency is too high. online systems such as
thin-clients to cloud-based servers. customer relationship
management (CRM)„enterprise resource planning (ERP)
dnd other systems will pcrlhrm poorly and may evmi ccdsc
funclionuig duc lo timixlum. High lalmicy combmcd with
high packet loss can make a connection unusable liven if lo
data gets through. at a certain point too imich slowness
results in a poor user experience (UX) and in those instances
the result can be refusal by users to accept those conditions
in effect rendering poorly dehvered services as useless

To address sonic of those lssiics. vanous Icchnologlcs ls
have been developed. Onc such technology is WAN opti-
nnzauon. typically involving a hardware (HW) devwc at the
edge of a local area network (I,AN) ivhich builds a tunnel to
another WAN optinuzation IIW device at the edge of
another LAN„ forming a wide area network ()RAN) between do

them. This teclmology assumes a stable connection tluou h
wluch lhc two devices connect lo each olher. A WAN
optimizcr stnves to compress mid secure Ihe data tlow often
rcsulluig in a spcixl gain. The conunercial driver for thc
adoption of WAN optimization is to save on the volume of 4

data sent in an effort to reduce the cost of data tmlnsniission.
Disadvantages of this are that it is often point-to-point and
can stniggle when the connection between the nvo devices
is nol good as Ihcrc is httlc lo no control over lhe path of the
flow of uaflic tlirough thc Intcmcl bciwccn thmn. To address o

tins, users ol'AN optimizers often opt to nui their WAN
over an MPI.S or l)l)N line or other dedicated circuit
resulting in an added expense and again usually entaihng a
rigid. fixed point-to-point connection.

Direct links such as MPLS. DDN, Dedicated Circuits or ss
olhcl lvpiu ol tixcil poult-10-poult connccnon offci qualtlv
of connection aud Quality of Service (QoS) guarantccs.
They arc cxpcnsivc and oficn take a si mticantly ion time
to install due to the need to physically draw lines from a POP
at each side of the connection '1 he point-to-point topology io
works ilail ivhen connecting from within one LAN to the
resources of another LAN via this directly connected WAN.
However. whmi thc gateway (GW) to Ihe general Interact is
locatcst al the LAN ol'ne end. say al Ihe corporate head-
quarters, then tratlic lyom thc remote LAN ol' subsidiary ss
country may be routed to the Internet through the tiW. A
sloivdov n occurs as traffic flows ttuough the internet back to

,482 B2

servers in Ihc same country as Ihc subsidiary. Traflic musl
then o from the LAN through the WAN to the LAN where
the CiW is located and ihen lluough thc Iutcrncl back lo a

server m the origin coiuitry, then back through the internet
to thc CiW, and then back down the dedicated lute to thc
client device within the I,AN. In essence doublmg or tripling
(or worse) the global transit time ofwhat should tal e a small
fraction of global latency to access this nearby site 'I'0

overcome this, alteniative connectivity of another internet
lute with appropriate conliguratiou changes and addcxt
devices can offer local traffic to the internet. St each end of
stich d svslcnl.

Another option for creatin WAN links from one I,AN to
another LAN involve thc builduig ol'unnels such as IPScc
or other protocol tunnels betiveen two routers. firewalls. or
equivalent edge devices. These are usually encrypted and
can ott'er compression and other logic to try to improve
connectivity. There is little to no control over the routes
bclwimn Ihe lwo points as they rely on thc pohcy of various
middle players on the inteniet who carry their traftic over
their network(s) and pccr lo other curners aud or nclwurk
opemstors. Fireivalls and routers, switches and other devices
from a number of cquipmenl vendors usually have tunneluig
oplions built into their linnw are.

While hast mile connectiviiy has vastly impmved in recent
years there still exist problems ivith long distance connec-
tivity and tluoughput due to issues related to distance,
protocol limitations. peering, interference. Snd other prob-
lems and tlueats. As such, there exists a need for secure
network optinuzalion services running over thc lop ol stan-
dard intcmct coruicctions.

SIJMMARY OF THE DISCLOSURE

Systems mid methods lbr provuling nnilli-pcruuelcr lire-
walls vm a virtual global network are disclosed Thc nclwurk
may comprise an egress ingress point device, a first and
second access point seiser, an endpoint device. and a first
and second firev:all. The first firewall is in communication
with the first access point server and may prevent network
traffic from flowuig lluough the lirst access point scrvcr. Thc
second firewall is in conunumcation with the second access
point server and may prevent m:lwork lraflic from flowuig
through the second access point server.

In accordance ivith one embodiment. at least one of the
access point servers is configured to perform firewall ser-
vices

In imcordancc with anoiher mnboduncnl thc lirsl lircw at 1

ls ul conunlinlcdnon with lhc second lircwall. Thc conuuu-
nicalion path between lhc lirsl mid second firew all may bc a
global virtual network tiulnel or a global virtual nenvork
back clmnnel or API call or other. In sonic enlbodiments the
first fireivali and the second firewall share threat infomiation
including at least one of heuristic patterns. signatures of
known tlucdts, known mahcious source IP addrcsscs, or
attack vectors. The Quent intbnnauou may bc sharcxt via a
central control scrvcr.

In some embodiments at least one of the firew:elis per-
forms deep packet inspection In other embodiments at least
one of the firewalls perfornis stateful packet inspection. In
other embodiments one tirewall performs statehd packet
inspection and lhe other lircwall performs slalcful packet
ulspccnon.

In some cmbodimcnts at least onc of thc lircwalis includes
a cloud firewall load balancer that can allocate cloud tirewall
resources on demand.
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BRIEF DESCRIPTION OF THE DRAWINGS

In order lo lac&1&laic a fuller undcrslaniling of lhc present
disclosure. reference is now made to the accnmpanying
drawings. ul wluch l&kc clcments arc rcfcrenced with like
munerals or references 'I hase drawings six&uld nnt be cnn-
stnied as linliting the present disclosure, but are intended to
be illustrative nnly

FI(3. 1 illustrates five types of tirewall device operations.
Ill

FIG. 2 &llustrutes trallic liow possib&hl&cs lluou h a tirc-
wall.

FIG. 3 &llustrutes slatctul packet ulspcction mid deep
packet inspection

FIG. 4 illustrates thc gencranon of a combuuxl payload
fmm a stream of packets.

FI(3. 5 illustmstes a broad based network ntmck path fmm
the Internet to a I AN

FIG. 6 sholvs negative blnv back eflects on a network due
10 a high-traflic-volume attack occurrin on ml opposing ill
network.

FIG. 7 illustrates a muln-pcrimelcr tircwall located in the
cloud

Fili 0 Illustrates the scalability of a multi-perimeter
fire&vali located in the cloud.

FI(3. 9 illustrates a multi-perimeter firewall on top of a
GX N which is on top of an Internet connection.

FIG. 10 is u liow chart ot'hc various routes available
tluough a CiVN from nn ongin to a dcstuiation.

11(i 11 illustrates comn&unication between a statefi&l &o

packet inspection (Spt) firewall and a deep packet inspection
(DPI) hre&vali

FIG. 12 illustmstes a multi-perimeter firewall (MPFW) in
the cloud enabled by a global virtual network.

FIG. 13 illustrates lhe ulformauon liow between devices ls
ot' Global Virtual Network.

FIG. 14 illustrates a nnill&-pcruuelcr Iirew all (MPFW) &n

the cloud supporting a personal end point device.
Fili 15 illustrates the modules required tilr automated

device and hrewall collaboration and information exchange do

in a Ct&&74.

FIG. 16 illustrates dcv&cc-to-dcv&ce exchange 01'uflhmla-
non ul a GVN.

FIG. 17 illustrates the integration of a mulh-penmcter
firewall &vith other systems in a CiVN

11(i I 0 illustrates the topology and corresponding place-
ment of fire&salt along with the scalability afi'orded by cloud
based fire&salts linked by cloud based firewall load balanc-
crs.

FIG. 19 &llustrutes GVN topology, ulcludulg a backbone 0

segment o& er intcrncl or dark liber.
Fili 20 &llustmstes the topology of devices and connec-

tivity for the flow of infornlation to and from an end point
device (EPD) and the internet.

FI(3. 21 illustmstes a unit&-perimeter firewall nlgoritlun
FIG. 22 &llustrutes n log&cal view of thc sofiwarc arclu-

lecturc for a cloud tirewall device, a cloud tircwall load
balancir dcvicc, a central control server, an access point
server, and an end point device

11(i 23 illustrates the flow of information from firewalls io
(FW) to various dev&ces in a global virtual nehvork (13VN)
via a central control server (SRV CNTRL).

FIG. 24 &s a tlow chait descnbing ihe algontlml used to
dll;llvzC lldthC tlilwlllg lhroilgh il Iilcwilll, a I&ICwB11 loait-
bahl&ICCI; Bill/Or throilgll d tilewall dlrilvs ss

Fili 25 illustrates the various Layers in a system stack to
deal with and handle threats
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FICi 26 illustrates a me&holt for mitomat&cally dccDptulg
an encrypted volume during a boot-up process.

FICi 27 illustrates how a un&quc user &dcntitical&on

(UUID) can bc cons&stcnlly computed for a device based on
a number of factors specific to that device

lit(i 28 illustrates the modules of the secure boot meeha-
n&s&u.

FICi Z9 illustrates the details of the back channel meeha-
n&s&u.

FICi 30 illustrates thc connect&om betwem& many cnd
po&nt dcviccs (EPD) and a back channel scrvcr (SRV BC).

liiti 31 illustrates the &vrit&ng of encrypted data into
selected fields in a row of a database using rotating and
calculated keys lvhich are unique for every sin le row.

FICi. 3Z illustrates the decryption of data from a single
mw using keys. key adjustors. and other factor using a
framework to calculated keys.

FICi 33 illustrates what happens when grapluc user inier-
face (liUI) content which is requested by a client via an end
point device (EPD) mid the request content is stored within
a locked volume.

FICi 34 shov,s a higt-level block dia ram of the internet.
FICi 35 is a bklck diagram show&ng the resolution of

Un&versal Rcsourcc Locator (URLs) to numcnc Internet
Protocol (IP) addresses via ttu: Dome&n Name System
(DNS).

DETAILED DESCRIPTION

A CiVN otTers secure nenvork optimization services to
clients over the tnp of their standard internet connection
'I'his &s an overview of the constituent parts of a CiVN as well
as a description of related technologies wtuch can serve as
CiVN elements. CiVN elements may opemste independently
or within thc ecosystmn of a GVN such as ut&liz&ng the GVN
framework Ihr their Own purposes, or can bc dcpioycd lo
enhance lhc perfomlancc anil attic&cncy of a GVN. Tlus
overview also describes how other technotog&es can benefit
from a liVN either as a stand-alnne deployment using some
or all components of a CION„or wh&ch could be rapidly
deployed as an independent mechanism on top ofan existing
GVN, utilizing ils bcnctits.

A sofiwarc (SW) based 1irtual pnvule network (VPN)
otters pnvacy v&a a lulu&el bc&ween u clmnl dcv&cc and a
VPN server I'hese have an advantage of encryption and in
some cases also cnmpression. Itut here again there is little to
no control over how traflic flows between VPN client and
VPN server as well as between the VPN server and host
scrvcr, host chant or Other dev&ccs ut deal&nahon. Thcsc are
often point-lo-poult co&ulcc&iona thai rcqu&rc chen& software
to bc installed pcr device using lhc VPN and some techn&cal
pmhciency to maintain the connection for each device If a
VPN server egress point is in close pmxiinity via quality
conununication path to destination host server or host client
then perfonnance &vill be good. If not, then there will be
1101&CedblC itidgS Oil pC&tolllldl&CC Slid dlswllisfaC&1011 floll& &I

usabil&ty perspective. Il is often a rcquircment for a VPN
user to have to d&sconnccl from onc VPN scmcr and
recnnnect to another VPN server to have quality or local
access to content from one regnon versus the content from
another re ion.

A Cilobai Virtual Network (&IVN) is a type of computer
network on top of thc inlcmcl prov&ding global secure
network oplim&zat&on seri iccs ulilizu&g a mesh ot'cviccs
d&stributcxt around the workt securely l&nkcd to each other by
advanced tunnels, collaborating and commumcating via
Applicatinn Program Interface (API), Database (i)I3) repli-
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canon. and other methods. Traliic routu&g u& the GVN &s

alwaYs via best con&munication path governed by Adva&iced
Sn&art Routing (ASR) powered by automated systems which
combine builders, n&anagers, testers. algorithmic analys&s
and other n&ethodologies to adapt to changing conditions and
learning over time to configure and reconfigure the system.

11&c GVN oflbrs a service to provide secure, rel&able, fast,
stable, prccisc and focused concurrent connect&vity over the
top of one or more regular internet connections 'I'hese
benehts are achieved through compression of data tlow &B

transiting n&ultiple connections of wrapped, disguised and
encrypted tunnels between the EPD and access point servers
(SRV AP) in close proximity to the EPD. The quahty of
co&uuxuon between EPD and SRV AP's is co&mtantly being
n&on&n&rcd. I

A (IVN is a combination of a hardware (I IW) I'.nd Point
l)evice (1ipl)) with installed software (SW), databases (DB)
and other automated modules of the GVN system such as
Neutral Application Pmgramming Interface Mechanism
(NAP}M). back channel manager. tunnel manager. and more Ic
li:a&urea which coruwct thc EPD to d&stubutcd inlbastructure
devices such as access po&nt scrvcr (SRV AP) and central
sewer (SRV ('N'I IU.) with&n the GVN

Alaorithms continually analyze current network state
while taking into account trailing trends plus long tern&

historical perfonnance to determine best route for trafiic to
take and winch is the best SRV AP or series of SRV AP
scrvcrs to push traflic tluough. Con}i uration, conumuucd-
tuul path iuul other chBngcs B&c n&Bdc'. au&on&at&cally B&xl on
the fly ivith minimal or no user interaction or intervention &c

required
Advanced Smart Routing in an IIPD and in an SRV AP

ensure that traffic flows v&a the most ideal path from ongin
to destination throug&han as simple as possible "Third
Layer" ol'tlu: CIVN Tlus flurd layer is scm&by cheat devices &i

conncmted to thc GVN as a normal u&&eruct path but w&th a
lower number ol'ops, better secuuty and u& most cases
lower latency than traflic flowing thn&uah the regular inter-
net to the same destinat&on. I.ogic and m&tomation opemte at
the "second layer** of the C}VN where the sofiware of the do

G» N automatically monitors and controls the underlying
routing and construct of virtual u&terlaccs (VIF), mult&pic
tu&u&cls and b&nd&ng of conm&urucauun paihs. The tlnrd and
second layers of thc CIVN exist on top of Ihe operational
*'first layer" of the (IVN which interacts with the devices of d

the underlying Internet network.
The cloud from a technical and netv'orki»g perspective

refers to devices or L&roups or arrays or clusters of dev&ces
winch dre conncctcd m&d arc available to other devices
tluough Ihc open interact. The phys&cdl locatnnl of thcsc
devices &s not ol'&gn&licaut imporiance as Q&ey often have
their data replicated across multiple locations ivith delivery
to,trom closest server to/fron& requesting client utilizi&lg
content delivery neuvork (CDN) or other such teclu&ology to
speed connectivity wh&ch enhances user experience (UX). &s

lh&s &ment&ou bu&lds upon the standard use by industry of
Iircwalls (FW) u&crcasu&g their uulity value by extend&ng
pcrimctcrs into the cloud. A Iircwall is d devwc primarily
desianed to protect an internal net&York against the external
threats from an outside network, as well as protecting the io
leakage of infom&ation data }born the internal network A
firewall has tradit&onally been placed at the edge between
one nctw ork such as a local arcs nc& work (LAN) mul another
network such as &m uplu&k to a bromlcr network. Network
adnunistrdtors have sm&s&uvit&es about thc placement and si
trustivorthiness of a I&W because of their reliance on &t to
secure their networks

Add&tional components of the GVN include the secure
boot mechm&ism (SBM) m&d the hack channel mechanism
(l3('M). 1'he secure boot mechanism protects the keys of a
secure volume by storing the key on a ren&ote server and
only making the key available via the SBM. The back
channel mechanism allows for the administration and/or
interaction ofmany dcv&ccs ol a CIVN Duung times of puor
network pcrfom&ance when a tunnel goes down, the BCIvi
OI}'ers a channel into devices which cannot otherwise be
reached, including access to devices wh&ch are not reachable
from the open internet }his mechanism offers reverse
hole-punclfing tluough barriers to keep the conununications
channel open. Other security components of the C}VN
include UUID hardware binding m&d linc granulauty data
m&cryption us&ng per rom keys.

1&i(i 34 sho&vs a high-level block d&agram of the Internet
'I'he average user possesses a very cursory overview: under-
standing of bow the Internet functions I lost Source 34-}till
is the startin point and denotes a cl&ent dev&ce which could
be a computer. a mobile plu&ne, tablet, laptop computer or
other such client. Tins chcnt connects v&a the Intcmct
34-200 to a hosi scr& cr 34-300 to send or retrieve conicni,
or to another host client 34-31)2 to send or rece&ve informa-
tion.

A very non-technical user might assume that tra}}ic to the
host server foilows path 2P002 without even understanding
that the&r data will transit tluough the Internet. Or they might
th&nk that trdlhc woukl flow v&a path 2P006 d&rcctly to
dnothc& chen& dcv&cc.

A user with some more understanding of how it works
v ould understand that traffic flows v&a path 2POI)4 to the
Internet 34-200 and then via path 2P}02 to a I}oat server
Target 34-300 or via path 2P104 to a Host (client) Target
34-302.

Users with some morc tccluucal know}Ox}gc will further
understand that when send&ng an emml, thc this erne&1 w&ll

}cave thc&r chen& dcvwe 34-100, trans&t v&a path 2P004 to the
Internet 34-21)tl and then via path 2P202 to a ma&1 server
34-202. TI&en the recipient of the email &vill make a request
to retneve the email via their host cheat 34-302 alon path
ZP104 to the Internet and then doivn path 2P204 to the mail
server 34-202.

This is about as detailed as thc average person*s under-
standing ol'he Intcrnct gets.

l&I(i 35 is a block diaaram showing the resolution of
Universal Resource l,ocator (I.JI(I s) to m&meric Internet
Protocol (IP) addresses via the Doma&n Name System
(DNS).

A content request 35-000 or push from host client (C)
35-} 00 to host scrvcr (S) 35300 as lilcs or strcim&s or blocks
of data flows I'rom host chen& (C) 35-100 to thc host server
(5) 35-301). I'he response or content delivery 33-1)02 is
returned from host S to host I as files or strean&s or blocks
of data. The host client device 35-100 in a Client-Server
(CS) relationship with host server (S) makes requests to
access content I}urn thc remote host server (S) or sends data
to remote host server (S) v&a a un&versa} rcsourcc locator
(URL) or other nctv,ork reaChable address

'I'he initial connection fmm the host client ((') 33-100 to
the Internet 35-206 is shown as 3P(12 the connect&on from
the host client (C) to a Point of Presence (POP) 35-102 that
cm& be directly facing. In other cases the host chent (C) can
bc located in a local arcs network (LAN) wluch then
connimts to the intcmct v&a a po&nt of prcscnce (POP) and
can bc rcfbrrmi to as the last mile coiu&cct&on. The point of
presence (POP) 35-1(IZ represents the connect&on provided
from an end point by an internet serv&ce prov&der (IS P) to the
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iniernct via their ac(work mid its uiterconncets. Tlus can bc,
but is not limited to, cable, fiber, DSI.. I'.thernet. satellite,
dial-up, and other connections. If the U RI, is a domain name
rather than a mimeric address, then this URI. ic sent to
don)sin name system (DNS) server 35-104 where the
don)sin name is translated to an IPv4 or IPv(i or other
address Ibr routing purposes.

Traffic from host clmn( (C) 35-100 to hos( server (S)
35-300 is routed through the Internet 35-206 representiag
transit between POPs (35-)02 and 35-302) including peer- ic

ing, backhaul, or other transit of netcvork boundaries.
The connection 3P04 between a POP 35-102 and a

domain name system 35-104. used to look up a number
ac)i)ress lbom a umversal resource loca(or (URL) (o get thc
IP( 4 address or other numeric address of target server (S),
can be directly accessed from the POV. or via the Internet
35-2U6. 1 he connection 3V06 from a VOV 35-102 of an ISV
to the Internet 35-206 can be suigle-homed or multi-)vened.
Similarly. the connection 3P08 from the Internet 35-206 to
the remote ISP can also be sin le-homed or multi-honed. zo

This connection m gcncrally, to the ISP's or Internet Data
Center's HDC) in(cmct-I'acuig POP 35-302. The coiuiection
3P)0 front the remote ISV'c VOV 35-302 to the host server
LS) can be direct or via multiple hops

1he lookups from URI, or hostnaine to numeric address
via domain name systems is a standard on the Internet today
and systems assume that the DNS carver is integral und that
the DNS server results are current and can bc trustcrL

FIG. 19 illustrates CiVN topology, conunumcauons patlw
inc)odin a backbone cegntent over internet or dark tiber and co

indicates the placement of venous devices including various
types of firewall f)'W) devices at various perimeter loca-
tions. It shoe(a how venous geographic regions or zones or
territory are linked together over cariouc types ofpaths. Tlus
ligurc illus(ra(ca (hat venous types of network labncs can be ic
combuicd ui(o u greater network tapestry. Tlicse fabrws can
be seamlessly wovmi together as descnbcd ui U.S. Pruvi-
cional Patent Apphcation No (i2/)74.394

Referrin to lq(i )9. there are nndtiple zone shown I,AN
zone 0 (ZLUU), LAN zone I (ZL10). Internet zone 0 fZIUU), co

Internet zone I (Z)10). Internet zone 2 (Z120). Internet zone
3 (ZI30), In(emct duta ccntcr zone 2 (ZD20), anil Intcrnct
data center zone 3 (ZD30).

LAN zone 0 19-ZLOO dcscnbcs a typical local arcs
netivork (I AN) including the placement of firewalls v ith
respect to an end point device fiiVD) 19-100 between the
LAN and the external network (i'vN OTT 19-202 and
Intentet 19-30. There is a hardware firewall FW 19-40
between LAN 19-04 and EPD 19-100. Another hardware or
sofiwarc FW 19-42 is bctwccn the EPD 19-100 and the o

cgrcss ingress point (EIP) 19-20 to protcc( the EPD from
external threats emanatmg from Internet 19-30.

I.AN suite nile )9-/LI,IO is similar in topology to I,AN
zone zero 19-ZLUU with the exception that there is no
firewall placed between EPD 19-110 and LAN 19-46. i.

Intcmct zone acro 19-ZIUU dcscnbcs tm example intcrnct
topology ui a region in close proxunity (o 19-ZLUU. Intcrnct
zone onc 19-ZI10 dcscnbes an cxamplc intcmct topology in
a region in close proximity to )9-/).10. Internet zone tv o
)9-/)20 deccnbec an exantple internet topology in a region ro
in close proximity to 19-ZD20. Internet zone three 19-ZI30
describes an example internet topolo y in a region in close
proximity to 19-ZD30.

In(emet datu center zone two 19-ZD20 describes the
topology mid plucemcnt ol'cloud based (irev;alla CFW 19-46 sc
including vimiahzed firewall devices behind cloud firewall
load balancers Internet data center zone three 19-/D30

dcscribcs the topology and placmncnt of cloud based Iirc-
v elle ('liW 19-48 including virtue)ized fiiewall devices
behind cloud (irecvall load balancers

SRV l)I3X 19-72 in region or zone /D2U can be con-
nected to SRV BBX 19-80 in another region or zone ZD30
via a dark hber connection 19-P220 over dark fiber 19-220.
SRV BBX 19-72 can clirectly wnte u lilc to parallel lile
storage PFS 19-82 c ia remote direct mmuory access
(RDMA) over )9-V22U bypassing the stack of SRV )3)3X
19-80 via path 19-V82 SRV l))3X )9-80 can directly write
a hie to parallel file storage VI'S 19-74 via remote direct
memory access fRDbficc) over 19-P220 bypassing the stack
of SRV BBX 19-72 via path 19-P74

Path 19-P210 can be IPv4 or some kind ol'tandardized
internet pmtocol over winch traflic flows from SRV AP
19-300 to and or from SRV AV 19-310 via path 19-F210
over-the-top of the ()VN via a tunnel or other type of
Ciiltllliilillcatloil path.

While the topology shown does not have firewalls or
trafiic monitoring devices witlun the Ci'v N pathways, thece
dcviccs could bc placed there on au as nimdcd basis (o
liirthcr sccurc the flow of data.

lii(i 13 illustmctes the information flow berween devices
of a (ilobal Virtual Network A central repository comprised
of database l3200 and (lie ctomcge I II'S200 resides on a
Central Server (SRV ('NTRL) 200.

Comnuutication paths between devices labeled PU(t(t can
rcprcscnt an API call. database rcplicution, direct lilc trans-
fer, combination such as database rephcatiou through API
call, or other fomi of infiirmation exchange The thicker
lines of )3-V100300, )3-V30U500, and 13-V)00500 repre-
sent direct conununications between ()VN devices which
have a peer-pairing and therefore a privile ed relationship
v rtll eacll otllel'.

There is circular paucm of peer-pair commuiucation
illustrated lkom SRV CNTRL 200 to EPD 100 via
13-P200100, to SRV AP 300 via 13-P200300, or to other
devices )3-SUU via 13-V2005UU. I'he EVD )00 conununi-
cates with SRV ('NTRI, 200 via (3-V)U0200, SRV A V 300
conununicates via SRV ('NTRL 200 via 13-P300200. and
other devices 13-500 conununicate with SRV CNTRL 200
vui 13-P500200.

In some instances. (herc will bc a loop ol'nformation
shared bctwcen dcviccs such as in thc case when an EPD
)UU may request infomiation via 13-V100200 from
Si(V ('NTRI. 200 which is sent back to l(VD (00 via
1)-P200100.

In other instances, one device may report information
relcvmit to other dcviccs such as an SRV AP 200 reportuig
vui 13-P300200 to SRV CNTRL 200 which it then scuds
tlus iulbmiation via 13-P200100 to EPD 100 aud SRV AP
300 other than the reporting SRV AP 3(N) via )3-V200300
and also to other devices 13-500 via )3-V200500

In yet other instances a full loop is not required such as the
sending of log infomtation from a device such as an EPD
100 to SRV CNTRL 200 via 13-P100200, iherc is no need
to further forward tins information onward. However, log-
gutg infomtation may at a la(cr time be moved from reposi-
tory on SRV ('N'I'RI 200 to a long-tenn log storage server
13-500 or another device via 13-V2(N)50U.

Direct link 13-P100300 is bett( een devices EPD 100 and
SRV AP 300. Direct link 13-P300500 is from SRV AP 300
to other devices 13-500. Dircc( links utvolvc communica-
tions between dcviccs winch do uot ucixl involvcmcni of
SRV CNTRL 200.

I'he Push (feed) from SRV ('NTRI, 13-306 from
Sl(V ('N I Rl, 20U could be an RSS feed or other type of
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information publishing via 13-P306. Thc API Queries to
SRY ('N'H&I. 13-302 ntakuig calls to SR ''Ni'Rl, 200
could be either a traditional Apl transaction or IHIS I'ful API
call ivith request made via 13-V302l&l(Q and response
received via 13-P302RESP. The PUSH 13-306 nnd API
13-302 elements are presented to illustrate conununication
with deiiccs wluch do not share peer-pmr relatioiwlups,
pniilcged status, and/or sunilar systems arclntccture wi1h
(iVN devices but which could benefit fnim intiinnation

Fl(i I illustmstes five types of firewall device operations. in
liirewafl I-I'WU demonstrates an all-open tirewall with some
closures slmivn. Path 1-DPO-2 indicates a flow of trafhc
svhich is permitted tluough the firewall because it is not
cxphcitly blocked. Path 1-DPO-4 demonstrates tratlic which
is not lct tluough the lircw all bccauac ii is explicitly blockixh

I'irewall I-liW2 dentonstrates an all-closed firewall v ith
sonic openings shown Path I-DV2-4 indicates traffic which
is not explicitly allowed to pass through by a rule and
therefore is blocked. Path I-DPZ-2 indicates trnflic which is
explicitly allov, ed and therefore flows throu h unimpeded. zo

Fircwall 1-FW4 dmnoustratcs a ruins-basest iirewall with
two rules shown. Incoming tmflic flows from thc Internet
I-D104 via path Incoming I-l)V4 to a table of miles I-D4 fiir
forwarding or other handling If the incoming traflic ntatches
one nile, it ivill flow via path Rule I-l)V4A to I,AN I-DIU4.
If it matches another rule. it will flow via path Rule I-DP4B
to another location in LAN 1-D104.

Fircwall 1-FW6 demonstrates tircwall opemtions such as
dcmxt R protect with a decision ma(ox 1-D6 to check if
traflic is okay and should be permitted through via path Yiig io
I-DPOY to I AN I-D106 or if a threat is detected and the
traflic is to be blocked and/or blackholed or othetwise
handled via path NO 1-DP6N.

Firewall 1-FWS demonstrates a firewall with a combina-
uon ol'rules plus detect R protixt operations 1-DS shown. 3s

Tra flic from

Internet

1-D1 08 can cithcr matCh rules and tlow
i ia rulc path Rule 1-DPSA or Rulc 1-DPSB of LAN 1-DIOS,
or it can be allowed by a direct 8; pnitect filter via path Yl ig
I-DVSY. If the traffic is not ellov:ed, it will be blocked or
blackholed or otherwise handled via path NO 1-DPSN. so

Another type of firewall not shown is a combination of
Fircwafl 1-FWO or Firewall 1-FW2 and Fircwall 1-FWS.
There arc also diflerent kinds ol dctixt mid pronxt iirewalls
iiol sliov'll silclt as Sialoid packet lllspcc1iiiit (SPI), deep
packet inspection (DVI) and other types of firev alla

IZCi 2 illustrates traffic flow: possibilities through a tire-
wall. The connectivity path between the last mile POP 2-022
and LAN 2-114 is via 2-CP144 from POP to FW 2-144 and
i ia 2-CP114 from LAN 2-114 to FW 2-144. Bad, otii:ndiug,
or known threat tridlic to bc caught can mthcr be scut 1o o

blackholc 2-148 via path 2-TR6A to 2-TR6B or deut quar-
antined in I'W-Quarantine 2-144Q via path 2-1 84A to
2-TR413. Path for good, unchallenged or allov ed traffic can
flow via 2-TR2 External to internal attack traff is repre-
sented by 2-ATK-434 and 2-ATK-432. s.

FIG. 3 illustrates two kuids of inspection that a lircwall
can pcrfonn. statcful packet inspccuon and deep packet
inspccuon. In thc case where a lircwall is wiflun onc
physical device there exists a choice of whether to do SPI or
DVI, as a trade-off of speed versus comprehensiveness. (i!

Stateful packet inspection (SPI) is shoivn in SPI Firewall
3-SP and deep packet inspection (DPI) is shown in DPI
Firew all 3-DP.

When performing SPI the lircwall exanuncs thc hcadcrs
3-SPO-H. 3-SP2-H, and 3-SP4-H of packets to identify ss
offending information while it ignores the payload 3-SVO-V,
3-SV2-V, and 3-SV4-V of the packets 'I'he advantages of SVI

over DPI arc that it is fast and that it consumes lower
pmcessor, i&AM and resources The disadvantage is that the
firewall does not look at the content ivithin the payload of
the packet(s)

DPI looks beyond headers 3-DPO-H„3-DPZ-H, )-DP4-H,
3-DP6-H. and 3-DPS-H and examines the content, e.g.
payloinl 3-DPO-P, 3-DP2-P. 3-DP4-P, 3-DP6-P, imd 3-DPS-P
of the packets. The ndi antagcs arc that this cxiunuiauon is
illoi'e ciilllpi'eheilsive ll1 pl'ovKllllg visibilltv llrto Collteilt
both within the payload of not just one packet but from a
cmnpilation payload 3-DV-AI,I front a series of multiple
pacl ets 3-DPO. 3-DP2. 3-DP4-Iffi 3-DP6. and 3-DP8. The
disadv mtage of DPI is that it is signiticantly slower than SPI
and also 1lmt it consiuncs considerably more processor.
RAM, and other rcsourccs than SPI.

lil(i 4 illustmstes the generation of a combined payload
from a stream of packets In this exaniple, a stream of
packets 4-DP is presented to a DVI firewafl 'lite payloads
3-DPO-P6, 3-DP2-P6, 3-DP4-P6. 3-DP6-P6, and 3-DPS-P
are )oined into the combined payload 3-DP-ALI which is
then analyzed by DPI Firewall 4-DP-ANL.

Dccp packet inspection operates by examining thc pay-
load of one or more packets. It looks closely at the contents
of the payload and can be searchin for a search string, a
known virus signanire or a heuristic signature indicative of
a virus. maiware patterns. malformed binary blobs masquer-
ading as a different data types, or other tttreats. known or
illlkllowii.

FICi 5 illustrates a broad based network auack path I'rom
the Internet 002 to a I AN 114 'I'his tigure shows the relative
pipe size or bandwidth of each network segnient An internal
I.AN N'lxSV(18 may be runnina at a speed of 10 (iigfi. 'Iliis
network segment includes the connection CP114 between
the ISP*s POP 022 and the internal firev all FW 144. The
local ISP*s network NTSP04 may also bc 10 GigE. Tlus
network segment includes thc connection CP022 betwemi
the intcmet and the ISP's POP 022 Thc speed ol'thc Intcmct
backbone network N'I SP02 will generally be significantly
faster, such as a multi-honed 3s I00 Ciigli network.

However. the "last mile" connection network NTSP06
between the client firewall FW 144 and POP 022 of the ISP
will generally bc much slow cr. For example thc connection
CP 144 between FW 144 and POP 022 may be a 200 Mbps
connixtion, rather than thc faster 10 CiigE spccd ol'ither
NTSVU4 or NTSVUS 13ecause this connection has less
bandwidth, eg is sloiver. this connection can easily be
saturated by a coordinated internet-based attack. The ISP*s
POP 022 can become sanirated as well. afi'ectin not just this
chen('s conncctivity but others's well.

FICi 6 shows negnui c blowback cfli:cts on a network due
to a lugh-traflic-volume attack occurring ou an apposuig
network. When path ('F144 is oversaturated w:ith attack
traffic ATK-432 and A'I'K-434. this ntay have a negative
efi'ect on apposin networks paths CP142 (connecting to
firewall FW'142 arid path CP112 to LAN 1120) and CP146
(connecting to lircv,all FW146 and path CP116 to LAN
116). Tlus is duc to thc close proxunity ofCP142 and CP146
with CP144 and their shared up-strciun paths tluough POP
022

'I'he negative effects on ( F142 and ('F146 could be due
to congestion of ports on shared sv,itches with CP144 as
v ell as other factors. In addition. congestion issues in the
pipe CP022 from the Intcmct to the POP 022 afli:cts all
traflic bctwccn the ISP's POP 022 aud flm Intcrnct 002.
Congestion issues POP 022 also can afli:ct flow ol'raflic
through the VOV and saturate ISP bandwidth, thereby nega-
tively impacting device traffic throughput
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Although CP142 and CP146 nmy no)be ihrectly atiackixk
they wifl still be adversely afFected by attacks on ('F144
through the comnion POP 022 and path ('F022.

l1Ci 7 illustrates a ntulti-perimeter firewall located in the
cloud. Locating a multi-perimeter firewall in the cloud has
the advantage of identifying and isolating problem traff at
a pouit upsueom lrom ihe locauon ol o traduional lircwall.
By ilcployuig a multi-pcrunctcr lirewall in the cloud CFW
7-144I 13, probleni traffic is identified and isolated on the
ISP's backbone network 7-N1SP02 1'he pmblem traffic is io

diverted and does not reach the "last mile" connection
network 7-NTSP06. This means that the slow 200 Mbps
"last mile" connection netwnrk 7-NTSP06 is insulated and
proiccicd from thc lugh volume of iralfic lrom multiple
concurrmit attack vectors present on thc faster 3x 100 CiigE
backbone network 7-NTSP02.

l1Ci 8 illustrates the scalability of a multi-perimeter
firewafl located in the cloud and deinonstmtes Ixiv a feature
like o distributed firev all (FW) in the cloud can be enabled
by a C)X N. Cloud based

firew

all are dynamically scoloble )o
i ia cloud lirewall load balancing mechaiusms thai can bruig
morc resources online as uccded. Bixausc ol'lm nature of a
(iVN's topology, device-to-device comimniications. and
secure traflic path. a hrewall meclmnism can be cloud based
and also can be virtualixed. Iiireivall 8-144 is located in
cloud between the Internet 8-000 and GVN 8-028. Firewall
8-144 can include a cloud firewall (C:FW) load bolancer
8-144LB which will bc able io allocate clourl lircwall
resources such as 8-144-2, 8-144-3. aml so on as necdixk
'I'his on demand scalability offers many advantages to clients )o
of a (iVN.

I'irrt, by absorbing the hits of the attacks for inconiing
threats in the cloud, the client's last mile connectiviry is not
afl'ected. Second„combining a cloud firewall with a control
node;md analyzer allows I'or thc lircwall in thc region under )s
attack io be aware ol ihc nature, source, signature and other
li a)urea of ihc a Hack so thai thc lircw all can bc aware of and
be prepared to thwart the attack if the target shifts to a
dilferent client network limthermore, information about
past and current attacks can be shored via the neutral API (o
mechanism (NAPIM) of the Ci'v N to other CFW instances,
so thai global threat awarcncss is possible.

Fumfly, as shown below ui FIG. 12. a cloud lirevall ofibrs
the advmitagc of numuig ddli:rcni lirewall mechanisms,
such as SPI and DPI, simultaneously

l1Ci 9 illustrates a ntulti-perimeter firewall over the top
(OTI) of a Cikoffi v hich is itself over the top (OTT) of on
Intehtet connection. This figure demonstrates layered func-
nonality built over the top (OTT) of other laycrcxl I'unciion-
aliiy. For example, a multi-peruncier Iirev;all (MPFWM) o

9-88 wluch is OTT 9-TOP88 of a lobal virtual network
((iVN) 9-86 I'he (iVN 9-86 is O'I'1'zl'OP86 of the l3ase
Internet ( em)ectivity 9-82 at the layer ISP nehvork service
link to Inteniet 9-TOP82

OTT's second degree over-the-top meaning, that some- s.
thing is over-thc-top of something wluch is itself OTT'ver-ihe-iopol'omctlung cise.

FIG. 10 is a flow chart ol'hc various routes available
through a CiVN front an origin ('0-002 to destinatinn 8
10-5U2. 'I'here can be niany niore possible combinations that so

are not shown or discussed.
Path 10-CPOO from the Client C 10-002 to the EPD

10-108 can be used io measure thc pcrfi&mumce from the
client tluough the LAN to the EPD. Matclnng of best routes
is achicvcd after tests and evaluaiing real-imie data of ss
avaiffible paths CiVN ingress is fn)m IIPD 10-108 via hrst
hop 10-CPOO to an access point server (SRV AP) llbiU2,

10-104, 10-106, 10-202, 10-204. Paths lbom EPD 10-108 to
a first SRV AP can be defined as the ingress point fmm the
I:PD 10-108 into the CiVN and measured accordingly
Internal hops from SIRV Ap to SRV Ap follow: internal
mutes which always try to maintain the best path connec-
tivity These routes could be OTT internet. over backbone,
over dark liber. or other rclaicd rouhug. Best egress pouiis
out of thc GVN orc also I epi track of locally, in tlmi rmuoie
region and also holistically for the entire network segtnent
from origin to destination

I'ects can be run on each segntent. conibinations of
segments. and the total network path from end to end taking
into account various factors to evaluate. Traffic type and path
dcicrnunation can bc depending on dnta aitnbutcs and
prolile Qog rcquircments. The main path choice is always
based on best factors for traffic over path A function of this
mechanism is to match paths benveen destination and origin
to tlow for hest possible bidirectional route

The heart of advanced sntort routing (ASR) within a C)VN
is on index stored on disk, in memory. or in o database table.
The uidcx contains a list of IP addresses to kixp local and
will exit via on EIP ui the same region For troflic tluough
a (iVN to other regions. routes via SRV AP devices and
paths are determined by Server Availability Matrix (SAM)
and ASR I'he index stores a list of targets matching target
IP address to best e~ess/ingress points (EIP) in that re ion.
In addition a table of country IP addresses mapped to regions
as CIDR IP blocks or other type of notation cau assisi ui thc
dcicrnunation of best cgrcss pouits

lier traffic flowing in the direction of Ongin ( 10-002
from Best 8 10-502, the first IIIP IU-320, 10-322. 10-334,
I U-326, or 10-326 is the initial boundary between the ()VN
and the Internet. other networks (such as LANs), backbone
pipes. or others. An SPI firewall can be located in the GVN
behind this initial entry point demarkuig thc first, ouier
pcrimcier. At thc next SRV APs or at other SRV APs such
as SRV AP 10-102. 10-104. 10-204, and 10-206. a sixond
perinieter of trailing l)PI firewalls can be located 'I'he client
can also mn an inbound Spl or DPI hrewall in their own
network if they want at segment 10-CPOO

For traffic flowing in the direction of Dest. S 10-502 from
Origin C 10-002 though EPD 10-108. thc first SPI,'DPI
Iirewalls can bc located bein ceo thc Ongin C 10-002 and
EPD 10-108 alon path 10-CPOO A sixond pcrimetcr of
firewalls can be located on SRV Aps such as 10-102,
I U-104, 10-204. and 10-1 U6 to protect outbound tmific.

For tmlfic from the internet. cloud scalability is very
important because it can handle the peak load of a distrib-
uted, multi-honed traffic when nccdixl by scoluig up
ri:soilrcca aflocotloll. Wliell acilvli)'s ri:lailvely quiet, a
nummol mnouni of resources can be conmiiucd The scal-
ability of resources is not as critical of a factor for outbound
traffic to the internet In most cases, the I,AN network will
hove rester bandwidth than the network uplink. Scalability
is less criticai due to the nature of tltreats from within a
LAN/D)rIZ/network under control of thc network adnnnis-
trtltor(s).

FICi 18 illustrates thc topology and corresponding place-
ment of fireivalls along with the scalability afForded by cloud
based fireivalls linked by cloud based firewall load balanc-
ers Tlfis figure is similar to FIC). 10 with the additional
placement of various SPI and DPI cloud-based firewalls
within ihc tlow of trafiic via a series of patlm tluough a GVN
or oilmr type of network paths.

Stateful pocket uispcciion lircwalls (SPI) arc dcviccs
throngll which the traffic floivs Deep packet inspection
firewall (DPI) devices can either be flow thmugh or can
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analyze cloned copies of traflic o(Tcrulg thc opuon Ihr DPI
functionality as a trailing indicator. If harmful traffic Is
detected. it can subsequently blocked once identitied A
benefit of the commumcation between devices is that infor-
mation about bad traffic sources identified by DPI firewafls
can be messaged to SPI firewalls to be blocl ed there.

FIG. 11 illustrates conununication between a stateful
packet inspection (SPI) Iircw all and a dc p packet ulspcction
(Dpi) hreivall 'I his figure shows the path fmm an end point
device (iipl)) ll-IOU to the Internet 11-002 via the path io
'IUN 11-U to a first access point server (SIIV AP) 11-302
then to a cloud firewafl load balancer (CF(V LB) device
11-144LB via TUN 11-4, and then to SRV AP 11-304 via
TUN 11-6. From SRV AP 11-304 traflic cgrcsscs thc GVN
I ia cgrcss ingress point (EIP) 11-E2 to thc ulternet 11-002.

I il P 11-1 (2 Is the edge of the extended I,AN into the cloud
betiveen the (iVN and the internet I I-t)02. The I(IP can link
to both the open internet or to an or salvation's cloud-based
assets including servers, stora e arrays, and other devices. It
can also be a link to a hybrid public-private cloud actiilg lil e Io
a DMZ or perimeter network ul the cloud.

Traffic tllrough SRV AP 11-302 can bc a diversion of
tratTic or as cloned traffic in a duplicate stream and passed
via path 'IUN 11-2 to cloud load balancer 11-142I B. A
cloned stream of traffic offers trailing results of time- and
resources-expensive detection operations such ns DPI with-
out impeding the speed of the flow of traflic. Return trafhc
from Inienu:t 11-002 back to EPD 11-100 lhllows thc
rcvcrsc path ingrcsslng into thc GVN via EIP 11-E2

I'or internet-based traffic, the first perimeter i ~ the ('IIW lo
11-1441.l3 which sends packets via the paths 11-(:PSPU and
ll-( PSP2 to the Stateful packet inspection firewall IIW

(SPI) 11-SPO-PRO u here the headers of the packet
11-SPO-H are inspected. SPI firewalls offer fast rmffic flov-
thiough and demund rclativcly lower resources flan DPI li
ill I:w Ii 11S.

lhc second pcnmctcr Is at GFW 11-142LB and tlus is
where the deep packet inspection firewall IIVI'l)PI)
11-DPU-PICO can inspect the payloads I I-l)PO-P of one or
more conlbined packets. DPI firewalls ofl'er more in-depth So

analysis. Ifpayload shows a problem, then the source, mr et,
and other infonnauon from thc headers cim bc notcih

Communication bctwccn SPI lirewalls and DPI Iirewalls
can thcrcforc bc useful. Thc FW (SPI) 11-SPO-PRO may
send information fmm real-time detections via path
ll-APIIVmSP to the cloud firewall load balancer ('IIW
11-142LB to alert it to any threats that it lms detecred by
header inspection. In addition to shnriilg the oflending
headers detected, thc payloads 11-SPO-P will also be
includixl when conveying ulformation to CFW 11-142LB c

and 11-DPO-PRO Thc FW (DPI) 11-DPO-PRO may scud
information via path I I-Apl'W-l)P to the cloud tirewall load
balancer ('I'W-11144I,I3 to alert it to any threats that lt has
detected by payload inspection. The informarion it shares
can also be from header 11-DPO-H so that the SPI firewafl Ss

dcu ction operations by 11-144LB and/or 11-SPO-PRO can
add thc ofli:nding headers to its list of tralfic ofli:ndcrs.

FIG. 12 illustrates a multi-pcnmctcr lircwall (MPFW) in
the cloud enabled by a global virtual network (CiVN) 'I he
CiVN tunnel IZSI UNU is over the top (O'I'T) of the internet io
between an end point device (EPD) 12-100 and an access
point server (SRV AP) 12-300 in close proximity ro the
EPD 12-100.

lhc tllrec penmcters indicated ul Ons cxamplc mnbodi-
mcnt are 12-M1 wluch denotes the boundary between a si
client location and their link to the internet, 12-M2 v hich Is
a boundary in the cloud at a datacenter in close pnlxinlity to

SRV AP 12-300, and 12-M3 which is another boundary at
either the seine data center as SICV AP 12-30(l or at another
location in close proximity to Sl(V Ap 12-302, possibly in
,'llulthci'egion.

The tunnel IZ-TUN2 is similar to 12-TUNO and diflbrent
in one respect in that it connects a personal end point device
(PEPD) 12-130 whiCh cml bc mobile und thcrcforc connects
to SRV AP 12-300 tluough publm access wirclcss or wtrcx(
or other nenvorks to integrate into the CiVN A Pl(PI) 12-13()

may be less powerful than an I(PI) 12-1 UU and consequently
shift pmcessing operations to the SRV AP as shown in I'l(i
14 below.

Each SRV AP 12-300 and SRV AP 12-302 may repre-
seal onc or morc SRV AP deiiccs tluough which thc EPD
12-100 and/or EPD 12-130 may concurrently connect with
via one or more multiple tunnels

'I'here are three types of firewall described in this example
embodiment. I ocal firewall I'W local 12-442 is an example
of a firelvali wlfich a client may use to pmtect their local area
network (LAN) from internet based threats. This is typically
locatixl bctwcen the EPD 12-100 and thc LAN 12-000.
Local iircwall FW local 12-442 may o(Ti:r frmturcs such as
IP address and port blocking. forwarding. and other func-
tionality 'I'he other two types of firewall fllustmsted are IWV

Spl 12-446 located at 12-M3 ivhich provide stateful packet
inspection (SPI) and FW DPI 12-444 located at 12-M2
which provides deep packet inspection (DPI)

Thc diflbrmlcc betwcmn SPI and DPI has to do with a
tniilcofl nl pcrfhlnlancc iclsils iolnprchctlstvi llew of vls-
ibihty SPI examines the headers of packets to look filr
malfomied information, or for patterns. or to match IP
address or port or other information fmm its list of known
threats against the current flow of pacl ets. DPI as its name
implies takes a deeper look at the whole packet and in the
case of a multi-part, mulu-packet transmission, will look at
thc conlplhltlon of II scllcs ol il packets to giihl insight alto
the data being transli:rrixl.

All firev;alla can be conti ured to investigate and apply
mles to both incoming and outgoing tmstTic, and pmvide
other related functionality. In many cases„v ith traditional
firewall such as FW 12-442. administrators have to choose
bctwimn thc cflicicncy of SPI vs. (hc thorouglulcss yet
rcsourcc and time ultcnsivc rcquircments of DPI

A CiVN olTers the opportunity to dmtnbutc both types of
packet inspection at various points In the cloud. In addition
the (iVN allolvs for the distributed hrewalls to be opemsting
in lockstep v,ith each other. without impeding the flow of
trafiic.

By locating FW SPI 12-446 at 12-M3, thc closest ixl c to
the Intcrnct 12-302 via EIP remote 12-310. the bulk amount
of altack traflic from known source IP addresses or with
recognised malicious headers can be thwarted 'I'raffic flows
from SRV AP 12-3(IZ to IIVI SPI 12-446 via 12rl'll) and
bacl. via 12-T12. FW SPI 12-446 can be a C:FW load
balancer (see FIG. 11) which has plenty of resources avail-
able on demand. SRV AP's at 12-M3 can be on a multi-
honed backbone with a large bmldwnlth (BW) capacny.
Thcrcforc, at this first perimeter. attacks can bc caughk
pmtectmg bandkvidth ivithin the CiVN

At the next perimeter 12-M2. the IIW l)PI 12-444 can
have afl traffic flolv through or just receive a cloned copy of
trafiic via 12-T20 from SRV AP 12-300 and it may or mny
not return traflic via 12-T22. Tlu: kcy point is that the DPI
fi:aturc can bc a trailulg indicator allowing ccrtmn traflic
tluough but analyzutg and recording thc results. This FW
Dpl 12-444 can also be a ('I'Vi'vhich is load balanced ivith
resources available on demand as needed to cope w:ith lar e
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scale ci cuts when nccdcd without inihvidual clients having
to administer or bear the cost burden fitr mnintainin the
ttiftdsttttclurc dntttig ttortilal tttItcs.

'flic inti)rntation from ltW SPI 12-446 and ItW DPI
12-444 can be shared via internal conunutucauons path
12-P6 which may be carried by the NAPIM of the (iVN,
through a GVlst ttumel, tluough a GXN bacl channel, or via
other communications pathway(s) )tach FVt'echanisnt
also shares information with the central control servers
(SRV CNTRL) 12-200 of tltc GVN. This tttfortttB(loll catt
be relayed to other FW SPI and FW DPI around the v orld
so ihal attack vectors, sources. payloails, Btxl iillti:t tclan:il
infonnatinn can be niade available in a database nr other
inf'onnation index so thnt SPI and DPI FW can haves point
of reference to check against 'I'his permits nmre efficiencies
of scale as the global distnbution of info provides an added
safety net

The catching of ofi'ending tmtffic outside of a client LAN
dttd ttt flic i:lurid pt'otccts flic elicit( 5 last ttttli: llilcrttcl Ztt

connectivity from being satumtted by univanted trafhc.
Ollloading ol'rnllic to CFW wluch arc scalablc also ollhrs
ntany advantages to clients

1'he ltVt lncal 12-442 may be a standalone device, a
software application (APP) nuining inside of the EIPD
12-100. or other kind of FW device. The FW SPI 12-446 and
FW DPI 12-444 devices and related devices such as load
balancirs, cloud lireivalls, or other devices may be custom
made or cmi be off the shelf pmvidcd by other vendors.
'I'hese devices must be able to receive and fitnvard tnttfic, Io
identify threats and most importantly to be able to cnntmu-
nicate their threat findings and to receive threat profiles and
other information fmm other devices.

As the threat data accumulates, analysis can be made of
thc conicnt. Ihc pattcnts, Ihc attach vimtors. and other si
inf'onnation gathcrcd by thc FWs. This analysis can provide
a basis tluuugh which heuristic tmalysis can bc applied to
ticiv pittcittt;il )lire,'tts

1'his can only be achieved by the secure network optimi-
zation (SNO) services of a CiVN or similar nenvork which do

consists of reLated devices connected both by secure tunnels
dttd CotlttttutllCdtloll pallls.

FIG. 14 illustrates a multi-pcnmcter lircwall (MPFW) tn
the cloud supportuig a personal cnd poim device. This tigttrc
is similar to lti(i. 12 but shows portable devices which
would hook into the (IVN fmm a mobile location and where
14-M1 boundary is the edge between a personal area net-
work PAN 14-010 and the GXN.

llus Iigurc shows Ihc Iopolobq ol' personal end point
device (PEPD) 14-130 with some of its ronnectivity and o

other functionality dtstnbutixl in the cloud. Tins ligure
further describes tirewall operations distributed into the
cloud along, with those other operations perfnrmed in the
cloud on behalfof a local device such as a personal end point
device (PEPD) 14-130 Where a PEDP 14-130 is a less s.
powerlhl and more portable device Ihdn an end pomt device
(EPD), it can still take advmttagc ol Ihc personal arcs
network cotuiectiwty optimization afforded by a CVN,
includin features such as advanced smart routing (ASR),
multi-perimeter firewalls, and more. so

The key point illustrated is that the personal device
spreads its need for processin power into the cloud. The
modules residiug ou the PEPD include hardware compo-
nents for processor CPU 106, memory RAM 108, and
network intcrfacc NIC 102. The opcratmg system is a si
ntinimal O'5 I IU to pmvide a platfitnn for system softv are
System SW 112 and a ('onnectivity 172 module ibis basic
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configuration is enough to allow thc PEPD 14-130 to build
a tunnel 14-TUNZ between itself and an access point server
SRV AP 14-300.

'I'he component parts at the SRV AP 14-300 hardware
components fiir pmccssor CPU 306, memory RAIl I 308, and
netwnrk interface NI('02 I'he opemtting system 0/S 310
is a more extensive install than 0/S 110. 0/S 310 provides
a platfnrm for systent sofiivare System SW 312 and a
Connectivity 37Z module for the SRV AP 14-300.
Advanced smart rouung (ASR) 350 moduleand other mud-
ules 370 ofier functionality both to the SRV AP 14-300 and
to thc conncctcd PEPD-14-130

I'he PEPI) 14-130 may be dependent on the tunnel
14-TUN2 to bc up and able Io carry traffic to rcalizc cloud
based ASR. ItW and other operatinnal fiuictionality

FICi 15 illustrates the ntodules required for automated
device and fireivall collabonttion and information exchange
in a GVN.

EPD 100 is the eixlpoint device. SRV AP 300 w an access
point server v,hich is located in the target destination re ion.
SRV CNTRL 200 is a cmiudl server acccssiblc by both Ihe
EPD and the SIRV AP as well as by other devices which may
support a graphic destination mechanism

)tach device IIPD IUU. SIRV AP 2UU and SRV ('NI'RI,
300 stores information about itself in a local infomiation
repository in the fomi of lists. tiles. database tables and
records, and other means. Tins repository also contains
infiirmation about pccr dcvme relauonslups, stores logs. plus
other relevant operational information 'I'he SRV ( NTRI,
2UU also has additional storage functionality and its mle is
to provide infomtation to other devices relevant to them
and/or to the peer devices wlfich they may connect with. to
evaluate current conditions and provide centralized control-
ltkc guidance such as thc publishing of a server availability
list and other Ihnctionality. A neutral API mechanism
INAPIM) can scttd info be)went devices and thc peers
which they connect with, and can also be used to update the
API itself.

The database on the SRV CNTRL 200 acts as a reposi-
tory for information about itself as well as a centralized
repository for other dcvmes. lliere can bc mmiy ihlfercnt
SRV-CNTRL 200 servers acting as multiple-masters in
many locations. Each database can store certain information
including tunnel infonnatioit, peer utfi)rntation. traffic infitr-
mation, cache infomiation. and other information. Security
and other aspects are independently managed by each device
including heartbeat functionality„ tng ered scripts and other
ttiCCliatiiStttS.

This figurc addiuonally show s Ihc lireivall manager D344,
D244, D144 on access point sets cr (SRV AP) 300, central
cmttrol server (SRV CN1RI,) 2UU. and end point device
(EPD) 100, respectively. 'I'he SIRV AP 30U's ltW Manager
D344 comnuuucates with the FW Manager D244 on
SRV CNTRL 200 via path 15-PAZ. Information ts available
to mi EPD*s 100 FW Maruiger D144 via path 15-PA1 to
rccctvc utfonuauon from FW Maoagcr D244 on SRV CN-
TRL 200.

('onunand and control communications as well as report-
ing infnrmation conveyance between hrewalls SPI 15-SPU-
PRO and DPI 15-DPU-PRO is via paths 15-BA44 and
15-BA42 respectively.

Thc storage of FW utformation in databases B344, B244,
and D144 on various devices allows ducats Io bc known and
can also lector into routing decisions for traffic tluougt a
C)VN. Itor example, in the case of an active attack saturating
backbone in one region, this can have an adverse effect on
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(he weighting lor lraflic via lhai mute, wilh Ihc cflimt of
traflic through a less congested pathway to receive routing
priority

I 1(i 16 illustrates device-to-device exchange of informa-
tion in a CJVN. Tmsfhc flow is from the local area network
(LAN) 16-002 to firewall (FW) 16-144 device via the path
16-CP144. thml to end point device (EPD) 16-100 via path
16-CP100. The EPD builds a tunnel TUN 16-0 over lhe top
(OI I) the internet 16-(NN) to SRV AV )6-302.

1he l)ata Array 16-144100 containing information about ic
EVD 16-100 is shared to I'W 16-144 via paths 16-AVSV4
and 16-AP100. The Data Armsy 16-100144 containing infor-
mation about F W 16-144 is chared to EPD 16-100 via paths
16-APSP4 mid 16-AP144. In tlus example, the EPD infor-
mauon array is only available via thc LAN porl and not from
the outside via an open WAN port It may be available to
other tnisted devices in the (iVN via 'I'IJN 16-0

'lhe key point is to illustrate an automated method for a
device to identify itself to related devices including infor-
mation such as its hardv are specifications, software version, lo
current operational s(atc. mid other relevant ullonuallon

FIG. 17 illustrates thc lntcgmtion of a multi-pernnetcr
firelvall lvith other systems in a (iVN. Acts of infornlation
warfare are always occurring Whether they are by nation
state, by corpomste players, hackers, or other actors, these
attacks are relentless and accordin to trend~. the threats are
increasing. Utilizing the topology described herein. there
cxism the possibility to integrate infonnalion aboul live
attacks which is dctcctcd by passive tirewalls or other such
monitoring middle devices on the internet aggregated and lo
reported by security provider companies or organizations.
VVhether the nature of the attack is an intnision, plashing
attack, attempt to steal intellectual property. DDoS alack, or
other threat known or unknown. the key point is to protect
one's network. lc

FIG. 17 shows rcqucst/rcsponsc (REQ/RESP) API loops
betwcmn venous devices. Thcsc informauon loops cml share
information that a cloud firewall such as G)1W-l)VI
17-142),)3 or ('liW-SVI 17-144),)3 learns about tratfic flim-
ing through it which ls reported to SRV CNTRL 17-200. do

The information loops can share information about attacks
in other locahtics by passing information from SRV CN-
TRL 17-200 to thc cloud Iircwall such as CFW-DPI
17-142LB or CFW-SPI 17-144LB. Furdlemlorc die infor-
mation stored in the database l)b 17-)3200 on SRV CN'I RI,
17-2UU can also contain heuristic patterns, sigttatures of
known tlueats. as well as infomlation from Jobal internet
monitoring feeds to be shared. Visibility for a human admin-
isu dtor can also bc made available from a hostcd instance on
EPD 17-100 via a grapluc user interface (GUI) on ihc Clmut c

17-018 via path 17-GUI-AJAX.
1he flexibility of this information exchange topology also

allolvs for perfornlance monitoring. billing module filr
cloud-based scalable use of firewall resources, systems
adnlinistration„and other purposec. ss

FIG. 20 is similar to FIG. 18 and illustrates the topology
of devices mid counectlvliy I'or thc t)occ of information io
dnd from an end point device (EPD) 20-100 mid thc intcrnc(
20-0U2.

'lie traff flows front the intenlet 20-002 to egress ingress (o

point (EIP) 20-E2, into accecs point carver (SRV AP)
20-304, and then via tunnel TUN 20-6 to cloud firewall load
bahmcer CFW 20-144LB. Tlus load balmlccr allocates statc-
ful packet ulspectlon (SPI) lircwall rcsourccs at FW (SPI)
20-SPO-PRO. This SPI lircwall cxdnuncs tlm header sc
20-SVO-I I information of packets flowing through it 'I lu eat
information detected by the )WV (SVI) 20-SVO-VRO is stored

iu local database Db 20-BS and shared to central, contml
server (SRV CN'I'l(I.) 2UU via comnlunications path
2U-AVSP4 This information is stored on SRV ('N I'RI/s
database l)b 13ZUO Information about threats detected on
other SPI firewails is shared from SRV CNTRL 200 to FW
(SPI) 20-SPO-PRO via comnninications path ZO-APSP4.

Trafhc thai is allowed by CFW 20-144LB to pass flows
tluuugh TUN 20-4 (o SRV AP 20-302. At SRV 20-302. (hc
traffic has tv;o options it can either directly flow to EVI)
via TUN ZO-0 v, ith a clone copy of the data stream tnlvelling
via 'I'UN 20-2 to the cloud firewall load be)sneer (')WV

20-142LB. Or the non-cloned flow can be diverted for
filterulg and analysis by the cloud firewall load balancer
CFW 20-142LB.

This cloud fircwall load balanccr CFW 20-142LB allo-
cates deep packet inspection (l)VI) firewafl resources at IWV

(l)VI) 20-DPU-VRO. 'I'his DVI firewall examines the payload
2U-DVU-V informatilm of one or more combined packets
flowing tllrough it. Threat infomlation detected by the FW
(DSPI) ZO-DPO-PRO is stored in database Db 20-BD and
disc shdrcd to celuldl, control server (SR'v CNTRL) 200 la
conumuucatlolw path 20-APDP4. Tlus information is stoics)
on SRV ('N I Rl/s database l)b l3200 Information a)glut
threats detected on other DVI firewalls is shared from
SION ('N I Rl, 200 to liVV (l)VI) 20-l)VU-VRO via commu-
nications path 20-APDP4.

If allov,ed. the network traffic then flows from SRV AP
20-302 io EPD 20-100 via TUN 20-0.

SPI and DPI cloud firew all load balanccrs cdu )cern about
systennc threats, threats tind in remote regions, and obtain
various other information either via comnlunications lvith
the SRV ('N I Rl, 2UU. or in some casec. they may conunu-
nicate with each other via a direct path such as 20-CPSPDP.

FICi. 21 illustrates a multi-penmeter firewall algorithm
based on the topology ofFIG. 20 or a similar (opo logy where
there arc nudtiple pcrimctcrs for venous types of lircwall
operations.

I'he l)b )ZV threats 21-I)122 can be stored on each device
and/or communicated to a centml, control server (S)1V ('N-
TRL) for future access and use. SPI operations are at one
perimeter. DPI operations at either same penmeter or
another pcrimetcr. SPI and DPI firewalls can conunuiucatc
tlucats with each other mid based on known threats, appro-
pnatc s(c73s can bc takml.

In tins example, traffic starts at 21-000 If threats are
detected, threat information is logged and shared aod the
offendln traffic is blackholed at 21-944 Traflic deemed as
clear flolvs out at Z1-900.

Flfi 22 illus(ra(cs d logical view of thc soflwarc arclu-
tcc(urc for lircw all dcviccs such as a cloud Iirew all CFW 444
and a cloud firewall load balanccr device CFW LB 440 as
mell as the stacks for related devices a central control server
(SION CN'I'l(I,) 200. an access point server (SRV AV) 300,
and an endpoint device(EPD) 100 As sho~n, the soflware
and hardv:are can be distributed within the network devices
and acmss difli:rent circuit boards, processors, network
hill:i)dec cullis, stoldgin anil tucutoiy.

Thc soflware arcluieciurc of the devices arc very similar
to each other lvith the differentiation by mle of each device
in their operations, and some difl'ering modules

The lolvest level of each device are the inemory (RAM)
S106. S206. S306. S406 and processors (CPU) S102. S202,
S302, S402 and ihc nctworl interfaces (NIC) S108. S208,
S308, S408. All of thcsc are on thc lrdrdwarc lcvcl. The
opera(ulg system (0/S) S110. S210, S310, S410 can be d

I INUX system or equivalent systenl such as l)ebian or
other. Ibis description of an operating system includes
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pi&CI dgv:S d&id 00&11&gii&dt&011 for I OUI&&lg. hi&SI&&lg. Conuuii&u-
cations and other systeni level operations sottware

'lite central control server CSIRV ('tv(I'ICI.) 200, access
point server CSRV AP) 300, and end point device fi&PD)
include a system softv are layer S112. S212. S312 of the
(tlobal Virtual Netv ork's CGV N*s) operatin system. Oper-
ating here arc custom conunands, system modules. miuiag-
crs and other cousutucnt parts, as mell ds other components
ofthe CiVN l tach type ofdevice of the (&ON may have some
or all Ot these portions of the systeni sottware layer or iii

ditferent portions depending on their role.
Database modules Db 120, 220, 320 and Hostin Modules

122, 222 and 322 are conf ured in this example embodi-
meni for the 1&stciung, sm&du&g, processuig, eloragc. retrieval
dild other Iv:Ialv:il ICU&ldB&io&1 Icvci opci'&it&cuts 01 tile GVN s I

neutral Apl mechanism (NAPIM). gmlphic user interfaces
t(IUI) and other server side script hosted sites. Database
120. 220 320 (l)b) modules could be MySQI or equivalent
such as MariaDb and hostin modules 122, 222 and 322
could be Apache and PHP scriptin or other type of hosting 10

languages. Command L&nc scnpts arc also used and can be
w mttcn ui Bash, C, PHP. Pearl, Python or other language.

13iiling modules can collaborate and share inforniation
such as ihe amount of data consmned by tunnel traflic to be
billed by a consun&ption model 'the accounting module
ACC 132 232 332 operates nn the EPD 100 and the SRV AP
300 has a corresponding Billin module. Both can provide
Iinanc&dl infonnat&on to 107&oit scrccns, payment fi&nns,
mumled statcnicnts and other Iinancial data produccxt by thc
CiVN. 1&l

SRV ( N I RI, 20U has a Repository Manager 238 wluch
handles billing infi&, tunnel manager infi&nnation and other
data which can be utilized by various devices witifin the
()5 N. The Repos&tory Manager 238 also handles the coor-
d&nation of thc sharu&g ol'ccr pa&r uifo, crixlcntmls and li
other uifomiat&ou to u&d&vxlual devices coiuiecling to other
API peers via thc neutral API mcchaiusm tNAPIM) of the
(iVN.

1he I &PD 100 lms an API Module 130, SRV GN11(I has
API Module 230 and the SRV AP 300 has an API Module do

330. For the simplicity of explaining this example embodi-
ment only one API module lms bimn cxprcssed per dev&cc.
In fdcl. de& iccs may tmvc a combutixt chen& and server rulc
dcpmxling on &ts I'unction witlun thc GVN.

A ('ache Manager on SICV ('N'I'ICI, 200 manages the
master index of various chained caches distributed across
many devices of the CiVN The C:ompression Engine 136 on
the EPD 100 and 336 on SRV AP 300 manages the com-
press&on and dccomprcss&on of dani both stored on Iilcs, &n

DB tables or for streaming trmisport data. 0

Advancixl Smart Rout&ng tASR) 150 module on EPD 100
handles the routing of traflic from an I!PI) 100 to the best
egress point for destination via routes of the CiVN

Remote Fetcher BOT 311 on the SRV AP 300 is a core
coniponent of the Cieo-Destination Mechanism (Cr'eo-D). &1

DNS Manager 254 ou SRV CNTRL 200 miuiagcs thc
master DNS index wluch can aced DNS Scrvcrs on venous
GVN de& &ccs, such as DNS 154 on EPD 100.

A l,o ger Manager on SICV ('N'I'ICI, 200 manages both
local logs and logs shared by devices to the Repository via io
API calls. The Lo gin Manager in this example embodi-
ment imbues the functionality of recordiiig operarioiml
cvcnts, API act&ous and Iransacl&ons mid thc Logger also has
0&hcr loll:s ii&iil processes for va&10&is aspects of Ihc GVN
OPCI"J&101&S. si

I.ocal Cache 152 on I:Pi) 100 and local ('ache 352 on
SRV AP 300 cache ILlta locally

GVN Mmiagcrs 272 operate on SRV CNTRL 200 to
coiltn11 thc opci it&oils of vs&lolls coillpoilcilts of thc systcin
both on the SRV ( NTRI, 20U and other devices of the
(iVN

Local DNS server and cache 154 on EPD 100 and 354 on
SRV AP 300 allo&v for cachin of DNS lookups for thst,
local rctneval. Thc DNS 154 and 354 cau bc completely
flushixl, inihvulual items purgixt, or t&mixnits sct for
retrieved lookups to be deleted after a certa&n period of time
has transpired

On the lipl) I OU is a ('ontent l)elivery Agent (('DA) 158
which is a component of (im-D On the SRV AP 300 is a
Content Puiling A ent (CPA) 358. also a component of
Geo-D. Thc CPA 358 works w&th thc BOT 311 ou SRV 300
to pull content from a distant rcg&ou us&ng local DNS 354
seeding from that Reaion. '11&e ('PA 358 sends fetched
content to the CDA 158 utilizing tunnels, caches and other
iniprovements of the CiVN.

Connectivity Manager (not shoivn) on EPD 100 and on
SRV AP 300 mana es the tunnels between devices and
other dcv&cc to device conuuunicdt&ons pnths Compress&on
Manager on 215 ol'SRV CNTRL 200 manages compress&on
both locally and also coordinates with ('ompression I ingines
136 on I &PD 100, 336 on SRV AP 300 and on other devices
of the (iVN Routing on l IVI) coordinates with ASI3 130,
Cieo-D, and other elements to manage tmlffic routing.

The structure of the ILltabase tables in SDBIUU. SDB200,
dild SDB300 Brc cqiilvdlcill Ior dcv&cc opera&&ons wlule thc
data ti&r each &s spccdic for dei &cc types, and each device has
identity specific devices On SRV ('Nq RI. 200. the Reposi-
tory Database Si)13202 is where unique information is stored
for all devices and this information can be used by the
Repository Manager 238 to conuuun&cate API credentials,
tunnel info. or other information to a device.

Slorcd within mich dcvicc database are &dm&t&ly and API
pimr info about the dev&cc itself aud &ts pccr pmr peru&era,
trii&&SBC&1011 1&SB Bill qilv:UC fatti, and Oti&CI iilioilndtiiin.
There are other uses for the described methods and data-
bases beyond what is described but for simplicity of illus-
trat&on. this example only covers a few example core func-
tionality elements.

Thc cloud lirewall CFW 444 uicludcs base Iircwall soft-
ware S414. as well as thc gmierdl rules, DPI, SPI, heurist&c
scanning, m&d other funcl&onahty S444 Thc cloud Iirewali
load balancer device ('I&Vv',13 440 includes and firewall
balancer sofnvare 8448 which manages traffic flow and
resources assignment to cloud firewalls on demand and as
1&CCIICd.

In add&tion to End pout& dev&ce tEPD) 100, Access pout&
scrvcr tSRV AP) 300 and cenudl control scrvcr tSRV CN-
TRL) 200 tlurd party de& iccs may also be ut&tided as long as
they have the ability to communicate plus configured cre-
dentials and other inti&rmation io facilitate this conm&unica-
tion with other devices. Under each dev&ce are some possible
components v,hich could be running within that device's
stack. however so&lie olllcrs nial'c IU&lit&&lg coilcUrrc&lilv
wh&ch arc not descnbed herein These components may
include FW Conncctn ity S148 under EPD 100, FW Con-
nect&vity S348 under SRV AP 300, and l&W Manager S244
under SICV (.'N I'RI 200. The connectivity and manager
modules are fi&r interaction with CFW 444 and CFW LB
440 The manager module conducts ongoing FW analysis
and comnuuucates w&th system-w&dc and gm&gmphically
d&versely located CFW and CFW LB dev&ccs about to&own
threats.

Iiirewali load balancer ('I&Vv',13 440 to firewafl ('I&W 444
cmnniunications can be by I'W ('Omiectivity modules S434
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on each dcvicc. These councctiv&ty modules can lmndle both
the data flow channels as well as the clmnnel of inforntation
floiv about the data tlow. the threats detected, and other
information.

Device to device comnnuiications can be by the Neutral
API Mechanism (see International Patent Application No.
PCT/IBI6/001IO) on EPD 100 via API S130. on SRV AP
300 v&d API S330. on SRV CNTRL 200 via APIS230 and on
('i&V&',l3 44U via API S43()

FI(i 23 illustrates the flow of information from firewalls in

(i&VV) to various devices m a gk&bal virtual nenvork ((IVN)
via a central contml server (SRV CNTRL) 23-200. It also
includes the nature of the &nfomiation stored in local dev&ces
with respixt to thc Iircwall uiformauon ui database (DB)
tables such as 23-4100 ou DB 23-110, 23-4300 on DB
23-3UU, 23-4200 on 23-210 and also in logs such as 23-4140
on I'W devices 23-140

Information is reported fn&m I'W devices 23-140 to
SRV CNTRL 23-200 via API request 23-P140 REQ/23-
P140 RESP or equivalent device-to-device infiirmation shar- &o

ing. It cdn also bc rcl&o&t to SRV CNTRL from uid&vidual
devices via paths 23-P102. 23-P302, 23-P502 or other patlm
fmm other devices

1'he SRV ('NTIJI, 23-200 can broadcast anrgor publ&sh
l&VV related infi&rniation to devices via paths 23-PIUU,
23-P300, 23-P500 or other direct paths. FW Informarion can
also be made available via API call thorn devices 23-260 via
rixpicst/response paths 23-P260REQ and 23-P260RESP

Flags can &nihcatc thc source of thc uflhrmat&on such as
*'detected on this dev&ce", "detected on another device", and io
more. and also the attack origination point such as "I,AN
based attack to outs&de". "WAN based attack", "attacks front
the VVild*k and more.

The stored information can also include signatures. struc-
tures known and prcd&cted v&a heuusuc analys&s. IP &s

dikhcss&'s. cixlc patterns of vutiscs a&ld/o& nlalwan: a&lil/or
other otli:nd&ng puyloads, bclmvioral chardctcmstics ofprob-
lematic tmtfic. patten& of propagation, and nx&re

1'he SIRV CN'Il(I 23-20() can also utilize algoritlmis to
analyze the information and also rank the seriousness based do

on tlueat longevity. time of first and last detection, scale and
scope ol'attack, and more to dctemunc the history and any
trends. Tins analys&s takes into account active tlucats. past
tlucdts, relatiouslups bctwccn flucats (for example lx&w a

phishing attack can lead to a coinpromise that opens a
netivork to other attacks), the current conditions of the
internet/net&sort to ass&gn threat levels and other indicators
to measure the intensity of attack~. During relatively qu&et
umes, FW may bc more pcrnuss&vc rcsulung ui faster
operations. Duru&g rclativcly active times. the FW nuiy be o

morc restrict&vc and analytical Icaduig to potcntmlly slower
through-put and operations.

1'he SRV ('N'll(I 23-200 retains l&W infiinnation &n a
repository store catalo in threat types, report histories, and
logging device interaction including threat infomiarion &.

update pubhslung.
FIG. 24 is a tlowchart dcscnbin thc algomtlun used to

analyze traflic flow&ng tluuugh a lirewall, a fircwall load-
batancer. and&or through a firewall array. For traffic flowinp
through. the first step is to evaluate if there are any current, io
active tlueats being detected 24-100. This is intluenced by
the Current Tlueat State 24-140 which is a roiling ind&cator
ol'x&w active thc firewall &s.

If no tluedts are dc&in&ed and thc current tlueat state &s

nomial. then FW rules arc applied io traflic 24-220 mid &t &s ss
allo&ved through at 24-300 It remains in passive threat ntode
24-524 and then restarts at the next Start FW cycle 24-000.

H' tlucat is detcctcd. &raflic tlow s v&a path 24-P200 and
the threat is checked against list of threat patterns 24-210 via
path 24-P210. If it &s recogn&zixl, &t is mther blackholcd or
quamntined Offendin tratfic is lopped at 24-240 Once
currm&t threats are handlcxt at 24-534, thc lircwall is set to
act&ve threat mode Z4-554 and then goes back to Start IWV

cycle 24-000.
If a threat is not recognized. it is checked using heuristic

threat detection at 24-250. If no threat is detected. if follows
vui 24-P314 to bc proccsscd as a false pos&t&vc at 24-314.
Mode is upgraded to active tlueat mode 24-554 and the next
cycle starts at 24-000.

l&I(i 25 illustrates the various layers in a system stack to
deal with and handle tlucdts. The lowest lcvcl ol'he stack
are Men&ory 25-1U2, 25-Z02. 25-3U2, and ('PU 25-1()6, ('PU
25-206. CPU 25-306. The system is bu&lt up from the lowest
level.

The uicremental lock down of a device is based on the
&la&ore of tile tired& a&ld 1&ow deep &I cau go down tile siach
For example, the Secure-APP 25-140„25-240. and 25-340
security layer pronmt thc applicat&ou modules above that
layer. 1 hase govern the operations of certain modules but do
not necessary in&pact the deep logic Secure-Sys 25-124,
25-224, and 25-324 protect the system software layer tbr
database operations. DNS. Ioggmg. cache„hosting and other
funct&onality. Secure-0/S 25-114. 25-214„and 25-314 pro-
tect thc opera&&ng system from tlucuts. Secure-HW 25-104,
25-204, and 25-304 protect thc phys&cal layer ol'he hard-
v are system from threats, includmg driver files, flash-able
instmction sets, and other systenis

'I'he to&ver dnwn the layer locked-down. the less func-
tionality of the system.

Flfi. 26 illustrates a niethod for automatically decryptin
an encrypted volume dunng a boot-up process whcrc system
lilcs 26-110 are rctncvcd from HFS File Storage 26-010. At
ouc point u& a boot-strap boot up process 26-100, thc kcy lite
26-210 is retrieved fmm HI&S Iiile Storage 26-t)10 I'his Key
26-A is used by the lincrypted Volume Unlocl'odule
26-200. Once the encrypted volume is unlocked. it can be
used 26-300.

Thcrc &s an obv&ous drawback to stoung the kcy to an
micryptcd volume on thc HFS File Storage Volume 26-010.
Bccmisc tlus is susciptiblc to heel crs who gau& access to thc
system to unlock the secure volunie using the key which is
unencrypted 1'he other threat is to those who take the
phys&cal drive and attempt to either decrypt the volume to
steal valuable client data and/or to reverse eng&neer the
system gain&ng access to soflware stored &n the cnc&yptcxt
vol&lans

Flfi 27 illustrates how a un&quc user &dcntiticat&on
(IJIJII)) can be consistently computed fora device based on
a nun&her of factors specific to that device I lardware (I IW)
UUIDs Z7-100 such as CPU senal number. CPU model,
network interface card (NIC)'s I&LAC Addresses, and other
factors are typ&cally u&uque to each dcv&cc. Hardware (HW)
DMI cncod&ng 27-200 cdn be util&zcd us&ng burncxt ui DMI
values such as scr&al numbers, vers&on numbers, or other
I)MI data 1'he unique volume II) of shard disk drive (I II)I))
or solid state drive (SSI)) 27-300 can also be utilized
Certain 0/S UUIDs 27-500 can also be util&zed which are
unique to the build of a systeni. UUID and keys as values in
ident&ty table stored on local Database 27-600 can also be
utihzcd as part of an idenuty for a device.

At thc Apphcauon lci cl, UUIDs &n thc Ihun ol'cy lilcs,
cert&fiesta, and other identifiers 27-000 may be utilized to
penerate a specific UUII) for the device itself
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Vdnous dcv&ce UUIDs can bc computed, used, imd val&-

dated against to ensure the veracity of a device*s integral
operation. Thc comb&nat&on ol'he vduous factors would be
hard ni near imposs&ble to spoof without access to the
dcvicc.

FI(i 28 illustrates the modules of the secure boot nieclm-
nism An end point dev&ce Jl&VD) 28-1()0 cnntacts a secure
boot ser&er (Sl(V S)3) 28 5()0 and presents a false packet of
data via AVI-2AI-2A5 to which the secure boot server
rejects 'I he SRV SI3 then queries the I'.VD with a set of
cluillenges. On succcssfiiliy passing a seucs of tests, the
Secure Boot Manager 28-150 on the EPD is allowed to build
a secure ninnel TUN 28-100500 via the Secure Boot Lis-
tener 28-552 on the SRV SJ3 'I'he Device ('redent&als
28-138 arc presented to SRV-SB io bc vahdated by thc
Secure Boot Manager 28-550 against values either stored in
Database 28-B500 or on the HFS Storage 28-H500.

Only after passing all tests is the key for the encrypted
20

volume on the EPI) 28-100 released by the ICey and cre-
dentials ntnnnger 28-536 and conveyed securely to EPD
28-100 via TUN 28-100500. The list of available SRV SB
servers is ava&luble to the EPD v&a mi API query to the
central, control server JSRV CNTRL) 28-200 v&a Scrvcr
Ai Bilabil&ty Mcchun&sm 28-222.

FI(i 29 iilustnutes the details of the back channel nieclm-
nism An end point device (EVD) 29-100 receives a hst of
back channel servers (SRV BC) which it can connect v.ith
via API cail API-29AI-29A2 to central. control server
JSRV CNTRL) 29-200. Thc Scrvcr Avmlability 29-220 1&st

provides the current nva&labia SRV BCs which thc EPD can
co&uuxt w&th. Tius Jigure demons&rules tiucc concurrmit
connections via 'I'I JN 29-lt)t)50() to Sl(V l3C0 29-500. via
'I'I JN 29-IU0502 to SI3V )3('2 29-502. and via I'IJN
29-100506 to SRV BC6 29-506.

The back channel client 29-510 on the EPD 29-100 makes
simult;mcous connect&ons v&a thc bacl channel ma&rogers
29-510. 29-512, and 29-516 once security &s ciearu! by BC
sccuuty 29-540, 29-542, and 29-546. Thc devices can also
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comnnmicate directly w&th each other via AVI calls such as
EVD to SIRV ('NTI31, via AVI-29AI-29A2 or SIRV l3CO to
SRV CNTRL via API-29A2-29A50.

Infiyrmation about peer pairs. credentials. certificntions,
keys, and other &nl'ounat&on regarding thc bu&lduig of tun-
nels bctw ccn EPDs and SRV BCs em&be conveyed via these
API calls to SRV CNTRL. Furthcnnorc, status messages
bet&veen knnwn peers which have a healthy relationship can

bc sent directly vin APIs such as from EPD 29-100 to
SRV BC2 29-502 viu API-29A1-29A52.

This example is for one EPD to connect concurrently to
many SRV BC. The oal of an active tunnel is to enable an
alv ays up path to a con&mand-line-interface f(:I I) log in to
the EPD regardless of &vhether or not the I:VD is discover-
able on thc open interact Bnd/or network.

FICi 30 illustrates thc connect&om betwem& many cnd
point devices (EPD) 30-100, 30-102, and 30-106 and a back
chiuincl scrvcr JSRV BCO) 30-500 Whde thc EPD initiaics
the co&uiemtion into 0 Ioggex)-in space on thc SRV BCO
30-500, thc &nstancc it is logged into &s a System sccuuiy
isolated instance 3(h51U for I&VI) 30-IUU. 30-512 tiyr EVD
30-102, and 30-516 for IIVD 3U-106 respectively. Each
isolated instance operates like a system )a&l w here the logged
in user is only credentialed for 0 very few limited commands
rcstuct&ng their acuonb. Ughtb. priv&lcgcs and othcrw&se their
ab&lity to act on the host system

So Ibom thc EPD into the SRV BCO 30-500s thcrc is very
little which can be done other than to niaintain the connec-
tion between the two I io&vever. going in the other direction,
a Cheat 30-000 can log into the SRV BCO and w&th certain
penn&ss&ons can have the right to access one or more of the
isoldtcd 1118&al&ccs. Arid froill tlicrcs cat& reverse SSH dour&
tiic tuiiiicl to tire log&i& i&i& d i cillotc co&i&it&B&id litic iiitcifacc
CLI 30-110 on EPD 30-100, or CLI 30-112 on EPD 30-102,
or (Jl,l 30-116 on EVI) 30-IU6 Ibis allows the client 3()-0()t)
to dn administrative tasks, remote hands on, n&n tests. and
conduct other operations within the scope of their lo ged in
rights. The ciient can be a Jmman or nn automated device.

Thc advantage of the back charu&el &s to alford access
when m& EPD is othcrwisc unreachable. Duc to thc nature of
thc tunnels TUN 30-100500, 30-102500s and 30-106500.
their tolerance tn packet loss, jitter. and otlier factors is nmch
higher than nther fonna of tunnel and/or communications
path. Therefore, at tin&ca of unstable network, the back
channel provides access to ihngnose and remedy issues
wh&ch othcrwisc would be diilicult to nuposs&blc to address.

FICi 31 &llustratcs the wutuig of cue&)ptcd data into
sclectcd Iiclds in a row of a database us&ng rotating and
calculated keys v,hich are unique for every single rov:

I'his process fln&vchnrt entails making a connection to
database, creating a row and fetching the corresponding
auto-uicrement integer ROW ID value. Then utilizin an
micryption process. thc &Blues to bc encrypted aresubsc-
qucntly pm cess cd us uig 4 el&au& of keys. key ad) us tora, 1iclde
witlun thc rom Bnd other lac&ore. Thc same factors used to
encrypt the row of data can be used to decrypt.

TABLE ri'I

Database &ih retatuw Revs aud anabic data &n Fncrrptcd pic(de

User )D Key Ad( Ei C A EVC B Open A Tune Crea&cd Flag Mcd Tune

b6& i

DA '3 &BSXB: a"BSB Open Data 14 9164979

HC Sea(S(AZ WdE"B Open M re &4. 9&64979

66 36 QP,.&(t" -&3 i 'D('7 i&:t: i 4& 9 i 64'7 i&i i

AC Du(sa&iui S(&du*9 Readibie 14 9164988

6$8 i AA Saa'S A('SD" Opeu Data &419&64978

6 9 1 iii i&S'iusu& (*a SK M r Op u 14 9164978

i Mar 8, 2016

ii 6&8

0 M. 8. 2 l&6

i& '&6 18

i Mcu' 2&316

ii 36 19

2 Mu 8 2&!&6

ii 619
i M 8 &i&6

ii 36 20

0 M.B 8 016

ii 36 28
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Each hor&sontal row u& flm tableabovc has two m&crypted
fields, [liN( AJ and [I&N('3J 'I'he key ti&r each field &s

rotating based on a number of factors based both on some of
the open helds [User IDJ, [Key AdjJ, and [1'ime ('reatedJ,
plus other factors such as base system keys per rhe following
calculation:

liven if the smne I.lser Ii) inputs the same values fi&r

ENC A and ENC B at the exact same second. the values
&vill be difi'erent because the auto-increment integer value
for Rom ID 4 (for example for [User ID]= I strow numbers
658. 661, 663) &s a part of thc kcy calculation. Thc [Kcy
Adjt or key adjustor held in the example above is a two digit
alpha value but could be other data stored in the n&w I'hey
key point is that if the SQI. of the database is stolen, it &s

expensive from a computational and time perspecrive to
crack. The entire code base. SQL, and environment v ould
have to be stolmi and rcphcdtcd to crack thc values.

FIG. 32 illustrates thc dccrypuon Ol data from a single
row usin keys. key adjustors, and other factors using a
fran&cwork to calculated keys.

FI(i 33 illustrates what happens ivhen graphic user inter-
face (()UI) content wiuch is requested by a client 33-000,&
from an end point device (EPD) 33-100 and the request
content &s stored w &th&n a locked volume 33-114. A not fi&und
404 error is tlu own and caught by 404 error luuidlcr 33-144.
A jump to simplified content is made at 33-I2(J 'I'his content
is stored outside of the locked volume as either files stored
on Open Ill&S file storage 33-220 or database content fron&

Open DB 33-210 or combination of both.
If the secure volume is locked, only content outside of the

secure volume w ava&table. If however the secure volume &s

unlocked &hen secure content 33-120 from Simurc DB
33-210 or hles stored on Secure I II&S I&ile Storage 33-220 or
combination of both can be served.

.Javascript scripts w&thin content served can also poll the
EPD 33-100 to checl the state ofthe secure volume. If ir was
locked and has been unlocked, a jump to secure conrent can «&

bc made. And conversely &f a volume was unlocked and
suddenly bccomcs locked, then thc content can revert to
content outside of the secure volume.

'Ihe present disclosure is not to be li&nited in scope by the
specific embodiments described herein. Indeed, other vari-
ous embodiments of and modifications to the present d&s-

closure, in addition to those described herein, will be appar-
ent to those oi'rd&nary slull ui thc art from the foregoing
dcscr&pt&on dnd Bcconlprul)'ulg d&dwn&gs. Thi&s, si&ch 0&hcr
cnlbodhncnm &all alod&f&cdhons drc &nn:ndcd &0 fB11 w&thai
the scope of the present disclosure. J&urther. although the
present disclosure has been described herein in the context
of at least one particular implementation in at leasr one
particular enviromnent for at least one particuLsr purpose,
&hose of ordinary atoll &n &hc art will rccogn&ze 1ha! &Is

uscihlncss &s not lun&tixl thereto and that &J&e prcscnt d&sclo-
sure nuiy bc beneiicuilly implcmentcd ui any niunber of
environments for any nun&ber of purposes. Accordingly. the
claims set forth below should be constnied in view ofthe full
breadth and sp&rit of the present disclosure as descnbed si,
herein.

The invention cLaimed is:
1. A mutt&-perunctcr lircwall system loca&cd m a cloud

and Ihmung part of a global v&rtual network, compris&ng.
dn egress ulgrcss poun ih:v&cc, ss
a first access point server in corn&nunication with the

egress in ress point dev&ce;

26
B second dcccss poun scrvc& ul coil&a&un&cdt&on %&th flu:

first access point sever:

an endpoint dcvicc in comnnuucat&on w&th the almond
access poult seri cr;

a first perimeter firewall in conununication with the tirst
access pouit scrvcr. w barmn the lirst pcnmc&cr lirewall
perfi&nns statcful pdcl et u&spec&&on &o prcvcn& a& Icds1

Boule traffic fronl pr&ssh&g froni &hc lira& access pou&1

server to the second access pomt server; and

a second pcnme&cr lircwall in commun&canon wi&h &he

second access poh&t scrvcn who&'cu& thc second pcruu-
eter firewall per fi&mls deep packet inspect&on to prevent
at least some traflic from passing fmm the second
access point server to the end point device.

wherein at least one 0 f the egress ingress point device, the
first access point server, the second access pmnt server,
the endpoint device. the hrst perimeter Jirewall. or the
second perimeter fire&vail comprises hardware.

wherein the deep packet inspection is performed on a
cloned copy of traffic that tlows thmugh the second
perimeter fire&vali.

2 11&e nndti-perimeter tire&vali systen& accordmg to claim
I, wherein at least oue of the access po&nt servers is
configured to perfi&mi fire&vail services.

3 'I he multi-perimeter fire&vali systen& according to claim
I, wherein the first perimeter hrewall is in communication
with the second perimeter hre&vali thmugh a communication
path.

4 11&e nndti-perimeter tire&vali systen& accordmg to claim
3, wherein the con&munication path between the first perim-
eter firewail and the second perimeter firewall is a netv'ork
path.

5 'I he multi-perimeter fire&vali systen& according to claim
3, wherein the conununication path betv een the first perim-
eter firewall and the second perimeter firewall &s a network
back cl&anncl.

6 The multi-perimeter firewall system accord&ng to claim
3„wherein the first perinieter fire&sal and the second perim-
eter firewall share tt&rest infi&rmation including at least one
of heurisnc patterns, s&grui&urea of known &bream, Jo&0&sn

mal&c&ous source IP addresses. or auack vectors.

7 The multi-perimeter firewall system according to claim
6, whcrcin thc first per&meter lirew all and thc second penm-
c&cr lircwall sharc thrent mfonnation w &th a central con&mt
server

8 Tlm nuit&-perimeter Iircw all system accord&ng to claun
1, wherein thc deep packet inspect&on &s performed on liow
throilgh t&i&JI&c.

9 The multi-perimeter firewall system according to claim
1, whcrcin at least onc oi &hc lircwalls u&cludcs a cloud
Jircwall load balanccr;md whcrc&n the cloud lircwall load
balancer cm& allocate cloud firewall resources im demand

10. 11&c nn&l&i-penmc&er lirewall sys&mn according &o

cia&m 1, whcrcui &hc cgrcss ingress po&n& device rcce&vcs
traffic directly from the Internet

11. Thc nuit&-pcrimctcr lircwall system according to
clean 1. whcrcin Ihe first pcnmctcr Jircwall &s coupled tu a
multi-honed backbone

12. 11&c nti&lfi-pc&One&ci J&rcw Bll s)'sn:n& deco&d&ng &0

cia&m 1, whcrcui &hc a& leds& some 1rallic prcvcn&cd from
pass&ng Irom the lirst access point server to thc almond
access point server includes traffic with recogn&xed mali-
c&ous headers
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13. A multi-pcrnuelcr firewall system located ui a cloud

and forming part of a global virtual network. comprising:
du egress ulgrcss pouu device,
'I fll'(I 'Iccsss pohlt scrvci'i couuuuuicaiiou with thc

cgrcss ingress point device,
II second access pouu server ul couuuiuucaliou with thc

fiist iicccss pouu scvcl,
mi endpoint device in communication with the second

acce(s point server:
a first perimeter

fireu

al in comnnmication (vith the tirst
access point server, wherein the tirst perimeter firewall
pcrfonns statcful packet impcction lo prevcnl a! least
sonic udfilc Iroul pdssulg froul lhc fiisl Bcccss pouu
server lo the second access pouu server usm a lirsl
firewall mechanism; and

a second perimeter firewall in cominunication with the
second access point server, wherein the second penm-
eter firew all performs deep packet inspection to prevent
al least some trafiic from passuig from lhc second
access point scrvcr to the end point device usuig a
second. dilfbreul lircwall mcclianism,

wherein at least one of the egress ingress point device, the
first access pomt server, the second access point server,
the endpoint device, the first perimeter firewall. or the
second perimeter tirewall comprises hardware.

whcrcin lhc dccp packet uispcclion is pcrlbnucd on a
cloned copy ol traffic llml flows lluough lhc siuond
pcrimctcr lircwall.

14. 'I'he multi-penmeter firewall system according to
claini 13. (vherein at least one of the access point servers Is
configured to perform firewall services.

15. The multi-penmeter tirewall system according to
cfisim 13, wherein the hrst perimeter firewall is in conunu-
nicalion with lhc second pcrunctcr fircw all through a com-
unuucal ton piith.

16. 'l'he multi-perimeter firewall systein according to
claim 15, wherein the communication path benveen the hrst
perimeter tirewall and the second perimeter firewali Is a
network path.

17. 111e multi-pcummcr lircwall systmn according to
claim 15, whcrcin thc commumcauou path bctwccn the first
perimeter firewall and the second perimeter tirewall is a
network back channel.

lg. 'Ihe inulti-perinieter tirev all system according to
c faun 15„wherein the first perimeter firewall and the second
perimeter firerewall share tlueat infomiation including at
least one of heuristic patterns„signatures of known threats,
known uliihcioUs soUrcc IP addrcsscs, or attack vectors.

19. 111e multi-pcummcr lircwall systmn according to
claim N, wherein the first perimeter firewall and the second
perimeter firewall share threat information with a central
control server.

20. The multi-perimeter firewall system according to
claun 13„(vherein the deep packet inspection is performed
Uu tlow thtoligh ndfilc.

21. lllc utlihi-pcruuclci fircu Bll sy'su:ui dccouhug lo
claim 13, wherein at least one Of the firewalls includes a
cloud fire(vail load balancer and ivherem the cloud firewall

10 load balancer can allocate cloud firewall resources on
demand.

22. The multi-perimeter fire((all system according to
clean 13, whcrcin lhe second perimctcr firewall is bctwccn
thc cndpoutl dcvicc mid thc second access point server.

23 1he multi-perimeter firewall system according to
claim 13, wherein the hrst perinieter hrewall is between the
first access point server and the second access point server.

24. The multi-perimeter firewall system according to
claun 13. wherein the egress ingress point device receives

30 triifilc dirccllv foul lhc hitcuict.
25. lllc utlihi-pcruuclci fircu Bll sy'su:ui dccouhug lo

claim 13, v;herein the first perimeter firewall is coupled to a
nnilti-honed backbone

26. The multi-perimeter fire((all system according to
3( claun 13. wherein the at least some traffic prevented from

passing from the first access point server to the second
access poutt server uicludcs tcdfiic with recognized mali-
clUUs hcadcrs.
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