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A di stnbuted lirew all of a gateway device uiclu des at least one
10 module liir pert'iinning 10 functionality ol'hc distributed
lirewull. at least one seminty pnicessing module for perform-
ing security lbnctionality of the distributed firewall and a
lircw all controller for managuig the 10 module and ihc secu-

rity pmcessing module. Each of the at least one 10 and secu-
rity pmces sing modules is executed w:ithin a virtual nmchine.
ln response to a packet received fr&mt an in ress interlace, the
at least one 10 module is to identify a secunty processing
niodule corresponding to a comicmtions session associated
wiih the packer to tr uisnut the packet to the idenufied scmu-

rity processing module to perform a security process on the
packet, and in response to a signal rcceivcxf from the idcntilicd
security processing module uidicating that the security pro-
cess has been completed, to transmit the packet to the egress
interface
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DISTRIBUTED FIRE1WALL ARCIIITECTURE
USING VIRTUAI, MACHIIS ES

RFI,ATFD APPI,ICATIONS

[0001] This application claims thc benefit of U.S Provi-
sional Patent Application No. 6 I/462,987. filed Feb. 10. 2011,
which is incorpomted by reference in its entirety.

FIL'I,D OF I'Hl. INVL'N1ION

[0002] Fnibodiments of thc present invention relate gener-
ally to network security. More particularly, embodiments of
the invention relate to a distributed tirewafl using virtual
111QChiliCs

external network, where the firewall includes at least one 10
module for perfiimiing 10 I'imctionality of the iircu all and at
least one sec unty process uig module for perfomiing secunty
functionality of the fircwall, mid each of the at least one IO
module and the at lmist onc security procmssing niodule nuts
witlfin a virtual machine and is managed by a firewafl con-
troller; identifying a security processing module correspond-
ing to a conncmuons session assoc istcxf u ith the pncket, trmis-
nutting the packet to the identified security processing
niodule to perform n security process on the packet, and in

response to a signal received from the identified security
pmcessing module indicating that the security process has
been. completed. the IO module transmitting the packet to a

destination.

BACK(iROUND

[0003] A fircuall sits on a netuorkboundary and protecks a
network from attacks. As the emer uig of cloud computing,
IT adniinistrators arc migrating their applications to nin on
virtual machuies and move servers to multiple locations This
creates tlie need to protect nenvorks from multiple network
entrances, nnd protect thc servers whether they arc on virtual
machines or physical hosts, ui a corporate data center or in the
cloud. I f administrators are also adding a lot more applica-
tions and vertices into their network, ivhich demands much
more processing resources for a fireivall to handle the traffic.
Traditional firewa l la are designed to nm on a single app lian"e,

protecting one entrance to the network. and they cannot scale
well to protect networks when the IT industry is moving to
cloud coniputing.
[OUU4] Some of the conventional designs run multiple fire-
wall instances on separate virtual machines, and use a central
management service to mmuige their distnbuted tirewafl
instances. However. the sepamtion of these firev;ills lms one
maflir drawback it necdls a centralized load balanccr to dis-
tribute the tmflic to each firewail. Without the load bal uicer,
if a connection requires Network Address Translation (NAT),
the returned traflic may go to n dil'ferent ftrcwaff instaacm
wluch then needs to forward the packets back to the onguml
firewall instance. This costs either significant CPii mid net-
work resources or crmites a single point of iiulure on the
cenualized load balancer.
[0(lt)5] FKi I is a block diagram iflustrating a traditional
di~ tributed fireuall. Referring to FICr. I, traditioiml distrib-
uted fireival I 10U includes many firms all subsystems 101-1 U5.

Fach firewnll subsystem runs all tlm functions. including I/O
fiuiction 106. secunty processing function 107, and service
processing function 108. Cn a single virtual machine. 1here
could be a cetuml management system 109 to coordinate
functions 106-108 among firewall subsystems 101-105.
However, there is a major drawback to this architecture in tlmt
it needs a big fireu all load balancer 110 to load balance the
traffic among these firewall subsystems 101-105. 'IKis

requirement creates n single pouit of liulure and increases
system cost. It also elimuiates the benefit of distnbuted I/O
functions since all traffic needs to go tluough the centralized
fireu el I load ba lancer 110.

SUMMARY OI'HB INVIINTION

[0006] A method and apparatus is disclosed hereui for
using a distributed firewall architecture that uses virtual
mnchiims In one embodimmit, tlm method conipriscs receiv-
ing a packet at an input-output (IO) module of a firewall of a

gateu ay device interfacing a local area nenvork (LAN) and an

BRIEF DFSCRIPTION OF THF. DRAWINGS

[0007] L'mbodimentsoftheinveimonareillustratedbyway
of exmnple and not limitation in the figure of the accompa-
nying drawin s ui v;hich hke references indicate similar ele-
ments.
[0008] FICi. I is a blocl diagram illustrating a traditional
distributed firewall.

[0009] 11G. 2 is a block diagram illustraun an example of
network cmiiiguration according to onc cmbodinmm ol'he
inveauon.

[0010] I'Ifi. 3 is a block diagram illustrauog ui example of
a distributed fircwafl according to one embodimmit of the
invention.

[0011[ FIG. 4 is a block dia ram illustratin an exmnple of
a data processing system which may be used as mi embodi-
nwnt of the invention.

[0012] I'IG. 5 is a block diagram illustraung a foruarduig
table according to one embodunent of the in~ention.

[0013] FIG. 6 is a block dtaaram illustratuig arclutecnire of
a processing module according to (uu'ciubodnnent ol'he
1llv c111 1 oll.

[UU14] I'lti. 7 is a tiow diagram iflustrating a method for
pcmfiinning fircwaff operations using a distributixf firewall
according to mie embodiment of the inven non
[0015] I'IG. 8 illustrates a set of code (e.g., pmgrams) and
data that is stored in memory ofone embodiment of a security
gateway according to onc cnibodiment

[0016] FIG. 9 dlustrates a set of code (e.g, programs) and
data that is stored in memory according to one embodunent.

DLTAILFD DL'SCRIP11ON

[0017] Venous embodiments and aspects of the invenuons
will be described with reference to details discussed beloiv,
atld the accomp ulyiilg drawings will ilhls1tntc the vtmous
embodiments. The follotmn descnption and dmuings are
illustratiim of tlm invmition and are not to be construed as
liniiting the inventnm Numerous specdic det uls are
described to provide a thorough understanding of various
cmbodimcnrs of thc present invention However, in ccrtnin
uistances. uell-knoivn or conventional details are not
described in order to provide a concise discussion ofembodi-
ments of thi.'liisi'11t 111vciltlons

[0018] Reference in the specification to "one embodiment"
or "an embodiment" means that a particular feature, stnicture,
or characmristic dcscribcd in conjunction with tlm embodi-
ment can be included in at least one embodiment of the
invention. The appearances of the pluase "in one embodi-
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ment" in various places in the specification do not necessartly
all rcli.r to the same en&hodr«cut

[0019] According&osomcmubodiments,ancumcthodand
appamtus is utilized to create distributed firewalls, &vlfich can
process network tmfiic at multiple locations, rtmning on vir-
nial machmes or physical host« and mxlrdinate a securtty
policy to protect the networks. Embodiments of the invention
sol&m the niajor shortcoming of the collvcntional fircwall
design, and pmvide a scalable solution to deploy fireualls
across nu&ltiple net&vorks.

[0020] According to one embodiment, instead of creating
nn&ltiple Iireualls rtum&ng on separate virtual maclunes, a
ne&v framework &s utilized to separate fire all functions into
separate pro&easing modules &i«it nm on the smne or d&fferent

v&rtual maclnnes and/or phys&cal hosts. The lirewall modules
work together &v ith a central controller of the firewal1 to form
a scalable distributed f&res&all. &&hick min support a lar e

amount of network traiTic in nn&ltiple net&vorks mid/or loca-
tions Thc fire«all modules could bc in the form of sotbvare,
hardware, or a combinat&on of both to take advantage of
hard&Sara acceleration. 11&e firewall modules communicate
through a variety of&mtwork protocn&la such as. f&lr exmnple,
L'thernet or IP protocol.
[0021] FIG. 2 is a block d&agram illustmting an example of
network configuration according to one embodiment of the
invent&on. Referrtng to FIG. 2. gate&vay device 204 (also
referred to as a network element, a router. a network access
device. or m& access point. etc.) provides an interface betv een
netv ork 203 and netu ork 205. Network 203 may be an exter-
nal nenvork such as a &vide area network (WAN) (e.g., Inter-
net) &vhile netuork 205 represents a local arm& netuork
(LAN). Nodes 206-207 go thmugh gateway dev&ce 204 &n

order to reach nodes 201-202, or vice &ursa Any ol'odes
201-202 and 206-207 may be a chent device (e.g, a desktop.
laptop, Smartphone, ganung dev&ce) or a server.

[0022] Accordi&ig to one embodiment, gateu.ay 204 isasso-
ciated w&th a d&stributed fire«all 212 that includes various
tirewall processing modules. each being executed witlfin a

v&rtual macliine (Vbi). I ach tireuall module &s responsible
for performing one or more firev all functions, but &t does not
ulcludc all of ihc lire&&all I'unc&iona Examples of thc fircv&SII

functions include. but are not linuted to, netuork address
translntion (NAT), virtual private network (VPN), deep
packet inspection (DPI). Snd/or anti-vinis. etc In one
embodiment, some oi the firewall process&n modules are
located within gatccwny dcvicc 204 (c.g, firewall n&odulcs

209) and some are located cxtcmal to gatcuay device 204
(e.g., fire« all modules 21U maintained by firewall processing
node(s) 211 All ofthc tircwall modules 209-210 are menaced
by fire« all controller 208. wluch may be located w&thin gate-
way device 204, in a public cloud associated with network
203, or in« private cloud associatcdl with network 205 Gon-
troller 208 and firewall pmcessmg modules 209-210 collec-
tively are referred to as distributed iirewall 212.

[0023] A virtual machioe represents a c&xnpletely isolated
operating environment with a dcxficated set of resources a sso-
ciatcd th&r&with A virtual machine may bc installed or
lmuiched as a guest opemt&ng system (OS) hosted by a host
OS. In one mnbodiment, a host OS represents a virtual
maclune monitor Fv'MM) (also referred to as a hyperv&sor) for
manag&ng the I«lated virtual machines. A guest OS may be of
the same or different types with rcspcct to the host OS For
exmnple, a guest OS may be a W&ndowss u operating system
and a host OS may be a LINUX operating system. In addition,

the guest OSes rtuuiing on a host can be of the same or
d&fferent types. A virtual maclune can be any type of virtual
machines, such as. Iiir cxmuplc, hardware mnulation, full
virtualization. para-virtualization, and operating system-
level virtualization virtual machines. Different virtual
machules hosted by a server may have the same or difierent

privilege levels for accessing difl'ercnt rcsourccs

[0024] FIG. 3 is a block diagram illustrating an example of
a distributed lireuall according to one embo&hment ol'he
invention. Referring to Vlt). 3. distributi«I firewall 212
includes, for the purpose of illustration. four different mod-

ules: virtual 1&O modules 301-304, secunty processing mod-

ules 309-311. service processing modules 312-313, nnd cen-
trnl controller 208 All these modules can run on thc snnw.

virtual machine, or on different virnial maclunes, or on sane
or d&ITere&it phys&cal hosts. The communim&t&on protocol
bi'.&« &un &h&'. &ilodllk'.4 cai& Use IP( (&l&tel'-p&'ocess coll«un&«ca-

tion) if tl&ey run on the same memory space, or use layer-2
nertvork protocol if they are on the smne layer-2 ne«vork, or
use IP protocols &f they are connected through IP networks.
Some or all of thc modules 301-304 and 309-313 may bc
executed v ithul a v&rtual machine. Dependent upon the spe-
cific configuration, each of the modules 301-304 and 309-313

may be executed by a respective virtual machine. In other
confibn&rafions, multiple of modules 301-3U4 and 3U9-313

may be executed by the same virtual machine

[0025] An I/O module runn&ng w&tlfin a virtual machine is
reli rred &o herein as a v&rtual liO module Iiach ol'viitual I/O
modules 301-304 rece&ves packets from miy of servers 321-
324 ol'I.AN 320 m&d sends packets to cxtcrnal network 315
outs&de of the fire«all I',ach ol'IiO modules 301-304 keeps a

local cache (e,g. caches 305-308) stonng locat«m(s) of a

securityproccssingmodule(s) (e g, securityprocessu&gmod-
ules 309-311) for each connect&on sess&on A cache maui-
taincd by each I/O n&odule contains a fortvarding table nuip-

ping certain connection sessions to miy of security modules
309-311. An example of a forwarding table is shown in FIG.
5 Upon receiving a packet, an UO module performs a packet
clasvificat&on to find out the associated conncect&on. and for-

wards the packet to the corresponding security processing
module identit&cd by tlm lilru arding table I I'it cannot iind the
connection m its local cache, the packets are forwarded to
centml controller 208 for processing. In such a case, control-
ler 208 assigns the corn&ection to one of security processing
nx&du les 309-311 based im one or more of a variety of factors
such as load balancing. fhe virtual I/O modules 3()2-304 can
locate at mult&pie locat&ons of the networks to rece&ve and
send out packets.

[0026] In one embod&tnent, each of securtty processlllg
n&odules 309-311 performs major security pmcessing func-
t&ons, such as NAT.VPN, DPI, and!orant&-virus, etc A scvu-
rity pmcessing module receives packets and nu&s the packets
through oim orna&re various security functions in the modules
for security process&ng There could be several secunty mod-
ules and each handles the sanm ordiiTerent securi&y functions.
lf the packets need io go tlm&ugh mmthcr security or service
processing, the module sends the packets to the other mod-
ules. Optionally, it can nm the packets through a load balanc-
ulg mechanism to distnbute the load to mult&pie modules. If a

module is the last processing module in the clmin to process
the packets, it can forward the packets back to tlm virtual I/O
module to send out. or send the packet out directly &f it'
confib&ared to do so.



LIS 20 [2/02] 04 [7 AI
3

Aug. 16, 2012

[0027] In one embodiment, each of service processing
modules 312-313 performs one or more of the functions of
security processing module, such as NAT, VPN, DPI, and or
miti-virtis, etc. Howcwer. it is different from the security pro-
cessing module in that it only receives and sends packets to
the same security processing module. If the tasks c umot be
done in a security processing niodulc, for cxaniple. due to a

resource limitation, system load, or thc requirement of a

different operation system, the packets can be forwarded to
one or more of service processing modules 312-313 for fiir-

thcr processing The packets then are rent back io the same
security processing module for the next security function
processing. To hirther share the system load, any of security
processing modules 309-311 can load balance the computa-
tional-intcnsivc scrviccs to multiple service processing mod-
ules

[0028] In one embodnnent, cemral controller 208 is the

central place to conuol lwvv the packets are forwarded
amon st I/O modules 301-304, securtty processing modules
309-311, and service processing modules 312-313. When a

virtual I!0 module receives a packcu according to onc
embodiment, it fortvards the packei to central controller 208
if it cannot find an existing connection in its local cache, as
sh(rwn in FI(i. 5 When cwntml controller 208 receives thc
packet. it decides which of the securtty processing modules
309-311 is able to process the packets, and then forwards the
packets to the designated securtty processing module. It also
instructs the virtual I/O module to create the local cache so the
subsequent packets of thc same minncwtion session do not
need to be forwarded to centml controller 208; rather. they
can be directly foist arded to the proper security processing
module tdentdicxI in the cache.

[0029] By dividing a iiri:wall into ihi'ferent inodules. it
allow s putting virtual I'0 and secunty pro ce as uig funcnons at
the best locations to protect the network entrmicc, w bile keep-
ing the central control and monitoring functionality at the
central controller. It also enhances the scalability of the sys-
tem since ag modules can be expanded to multiple instances
to share the system lo ul. Note that a service priwessm mod-
ule is optional in the architecmre, as it is only required v;hen
tli(:lc ali'. liecds to use additional resources to handle the
secillrty fllllctlolls.

[0030] FIG. 6 is a block diag un illustratuig arclutecture of
a processing module according to one embodiment of the
uivention. Referring to FICI 6. any oi'processing modules
300A mtd 300B cmi be implemented as part of any of the
firewall modules (e.g.. I/O module, security processing mod-
ule. or service processin module) as shown ui FICr. 3. In thc
exmnple as shown in IilCi. 6, nniltiple possible communica-
tion protocols can bc utiliied for the packet fortvarding
between tirew all modules. If the iireu all modules are on the
same layer-2 nenvorks, the packet can be forwardexI tluough
a layer-2 protocol, such as Ftlwrnct protocol In this example.
it is assuined that each of firewall modules 300a-300B has a
dedicated virtual I'Ithemet interface (e g., interfaces 301A and
301B) heing used liir thc lirrtvarding link mid thc packets are
sent with Bthemet header ofboth sides'edia access control
(MA(0 addresses. The packets can also be I'ortvarded in a

layer-3 protocol such as an IP protocol. Dunng the layer-3
routing. origuwl packets are encapsulated with another lp
header, which carries the IP address ofboth sides Thc encap-
sulation of the outer IP address would ensure the packets are
sent, and received from the proper peer.

[0031] In one embodiment. firewall modules 300A and
300B mm run on virtual machines or physical hosts. Running
on virtual machines provides additional benefit tlmt a Iirewall
module can be added dynamically. Initially the distributed
iirewall may fiitve iililir orle virtilal I/O nwdulm one security
processing module, and a central controller. When there is
niorc tmtlic coming, it cmi add more virtual I/O lli(rdules to

support incraeon connccuons H't needs mom CPU
resources to ltandle the security processing, it may add more
security processina modules and/or add morc service pro-
cessing niodules, to support the increasing load. Tlus pro-
vides lots of flexibility to support various nenvork conditions.

[0032] In one embodiment, iirewall modules 3(ll)A-300B
could be distributed m different networks. even on difierent
locations, as long as the modules can reach the module that is
next in tcnns oi'processuig and the central controller In one
embodiment, virtual I/0 modules and corresponduig securtty
processing modules are in a public cloud and the centml
controller is in a private cloud. This coniiguration may pro-
vide the flexibility to secure and control packets comin from
the public cloud, mid allow central controller having overall
view of trai)ic from Intertiet as well as fmm internal network.

[0033] One of the advantages of embodunents of the
present invention includes, but not limited to, that thc distrib-
uted iircw all can employ a signiiicantly large anxnmt of C'PU

and memory resources for service processing and protect the
networks at multiple grxmietric locations. 'I lw cmitral con-
troller decides wluch security processut module capable of
processing particular connection, and is able to start a nevv

security processing at thc place deemed best for packet pro-
cessing.

[0034] As a result, the location of the packet I/O is not
limited on a single appliance Thi: I/O moduli:s can bc placed
an)nv here as virtual machuies The securtty processing power
is signihcantly higher as packets and connections can be load
balmiced to any number of thc security prrrcessing modules,
and the modules collld be added or deleted dynamically.
Using such modules in a ftrcxvalI cloud provides a security
design that is brat-lit Ior the emerging cloud computing. aixl
provides great scalability and systmn availability.

[0035] FICi 7 is a iimv diagr un illustratmg a method for
perfornun iirewall operations using a ihstnbuted iirewall
according to one embodiment of tlie li'lvi:litloli Method 700
may be periirtmed by processing lo ic t lait may uiclude soft-
ware. hardivare, or a combination of both. I'or example,
niethod 700 mny be perfornied by distributed firewall 212 of
FICI. 2 Referring to FICi 7. at block 701, a packet is received
at a virtual 10 module of a distributed iirewall of a gatcxvay
device The distributed hrcwall includes various processing
modules, such as 10 modules, securtty processing modules,
and service processing modules. One or more of such mod-
ules cmi bc executed w it bin a virtual machine distributed over
one omnore networks (e.g., public cloud and/or prtvate cloud)
and managed by a controller. Fach module is responsible for
handlin one or more tirewall functions. These modules may
be rumgng tv ithin the gateivay device or distributed amongst
several network nodes. These modules communicate with
each other in a mesh nmnner usmg a vanety of commiuuca-
tions protocols (e.g., layer-2 or layer-3 routing).

[0036] In response to the packet, processing logic looks in
a fortvarding table to identify a security processing module
corresponding to '1 c(illlli:ctl(ili session msociated with the
packet. As descnbed above. the forts arding table includes one
or more entries. eacli mapping a connection session with an
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address or identifier (ID) of a security processing module.
The foitvardtng table may be cached or maintauied by the 10
mixlule. II'no entry corresponding to ibi: packet is I'ound in tlm

route table at block 703. the packet is determined to be asso-
ciated with a new session. In such a situation, at block 7()4. the
IO module forwards the packet to a controller to allow the
controller to allocate a security processing module to the ncw

session Tlm controller can allocate onc of tlm existing secu-

rtty modules to the neiv session or alternatively, it can spawn
a nev, security module (e.g., a new virtual maclunek depen-
dent upon a variety oi'actors such as load balancing.

[0037] In response to an allocauon of a securtty pmces sing
module received from thc controller, iu block 705, thc 10
module creates a ncw entry in the fortvarding table mapping
the new session with the assigned security processing mod-

ule The forwarding table may be mauttainexi within the IO
module or alternatively in a dauib«se accessible by the 10
module. At block 7()6, the IO module routes the packet to a

secunty processing module identiiied by the fortvarding
table Note that the selected security module may fiirther
oflload onc or morc of thc security processes to onc or morc
service processuig n«xlules dependent upon the spemiic
bmidwidth of the selected security processing module as
dcscribcd above. Once thi. sivurtty processing module has
complete all of the security processes based on a securtty
policy associatcdl v;ith the suasion, at block 707, the IO mod-
ule forwards the packet to the destuiation.

[0038] FICr 4 is a block duigram illustmt tug an example of
a data processing system wluch may be used as an embodi-
Iliclll of tlm invention For example. system 410 nmy bc
unplemented as part of gatev ay device 204 or alteniaui ely,
system 410 may be unplemented as part of a client or server
de~ice In one embodiment, system 410, which may operate
as a gatev ay device, includes a memory, a second interface to
receive onc or more packets from the one or more virtual
machmes, and one or niore processors. Relerring to FIG. 4,
gateway 41U includes a bus 41Z to interconnect subsystems of
gateway 410, such rws a processor 414, a system nwmory 417

(e.g. RAM. ROM. etc ), an input/output controller 418. an
external device, such as a display screen 424 via display
adapter 426. serial ports 428 and 430, a keyboard 432 (inter-
faced ivith a keyboard contmfler 433). a storage interface 434,
a floppy disk drive 437 operative to receive a floppy disk 438,
a host bus adapter (HBA) intcrfacc card 435A operative to
connect with a Fibre Channel network 490, a host bus adapter
(HBA) interface card 435B operative to connect to a SCSI bus
439. and an optical disk dnve 440. Also uicluded me a mouse
446 (or other point-and-click device. coupled to bus 41Z via
serial port 428), a modem 447 (coupled to bus 412 via serial
port 430), and a network interface 448 (coupled directly to
bus 412).

[U039] Bus 412 allotts data conuniuiication between cen-
tral processor 414 and sysmm memory 417 System memory
417 (e.g. RAM) nuiy be generally the niain memory into
which thc operating system and application programs are
loadcxl The ROM or flash memory can contain. among other
code, the Basic input-Output system (BIOS) wlflch coiltrols
biwic hardware operation such as the interaction with periph-
eml components. Applications resident with computer sys-
tem 41U are generally stored on and accessed via a computer
readable nwdiuni, such as a hard disk driiv. (e g., lixed disk
444), an optical drive (e.g., optical drtve 440), a lkippy disk
unit 437. or other storage medium.

[0040] Storage interface 434, as iiith the other storage
uiterfaces ofcomputer system 410. can connect to a standard
cmnputcr rmichsble medium for storag: and/or rctricial of
infortnation. such as a fixed disk drive 444. Fixed disk drive
444 may be a part ofcomputer system 41U or maybe separate
and accessed through other uiterface systems.

[0041] Modem 447 may provide a direct connection to a

remote server via a telephone link or to the Internet via mi

internet service provider (ISP). Network intcrfhcc 448 inay
provide a direct connection to a remote server. Netv'ork inter-
face 448 nmy provide a direct connection to a remote server
via a illrect ili:tivork lillk «) file Iilteillet via a POP (poitit iif
presence). Network interface 448 may provide such connec-
tion using wireless techniques. including digital cellular tele-

phone connection. a packet wmnection. distal satelhte data
coilnectloli ol tl'le llkix

[0042] Many other devices or subsystems (not shoivn) may
be connected in a similar manner (c.g, document scanner:,
digital c uneras and so on). Conversely. all of the devices
shown in F1 I). 4 need not be present to practice the teclmi ques
described herein The devices and subsysiems win be inter-
connected ui different ways from that shown ui I'IG. 4. The
opcmtion of a computer system such rws that shown in FIG. 4

is readily knoivu in the art mid is not discussed in detail in this
applicauon.

[0043] Code to unplement the gate~ay operations
described lmrein can be stored in computer-readable storage
med«i such. as one or more of system memory 41'7, fixed disk
444. optical disk 44Z, or tloppy disk 438. The operating
system provided on computer system 410 may bc
MS DOSe:, MS jyINDOWStt, OS/Zk. DNIXtc Ltnux;rc,

or allo tl'Iel knioivit oper'il tillg st's telll.

[0044] FIG. 8 illustrates a set of code (e.g., pmgrams) and
data that is store«I in memory ofone embodiment of a security
gateway. such as tire security gate~ay set forth in FIG 4. The
security gateway uses the code, in conjunction wttlt a proces-
sor, to implement the necessary operations (c.g, logic opera-
tions) to implement the descrtbed hereui

[0045] Referring to FICi 8. the memory 460 includes a
monitoring module 8U1 it hich when executed by a processor
is responsible liir pcrliirtning traffic monitoring of trat)ic
from the VMs as descrtbed above. Memory 460 also stores
one or more IO modules 802 which. vihen execute«I by a

processor. is rcsponsiblc for I'or«arding inbound and out-
boiuid packets. Memory 460 further stores one or more secu-
rity processing modules 803 which, when executed by a pro-
cessor, is responsible for security processes on the packets
provided by IO modules 8()2. Memory 460 also stores one or
more opt«inal servicw processing modules 804, which when
executed by a processor performs a particular securtty pro-
cess on behalf of security processing modules 803. 'I)ie

memory also uicludes a network communication module 805
used for perfonnuig nertvork comnnuucation and communi-
cation with tlm other devices (c.g, servers, clients, ctc.)

[t)t)46] As described above, the servers in Fl(i I may be

implemented using a computer systi:m In onc emboduuent,
one or more of the servers is unplemented using a system such
as depictcx) in VI(i 4 as well, except using different code to
unplement the techniques and operations perfomied by such
servers and their VMs as described above. The code is stored
in computer-readable storage nwdiiun such as system
memory 417. fixed disk 444, optical disk 442 or tloppy disk
448.
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[0047] 110. 9 illustrates a set of code (e.g., provyams) and
tksta tlmt is storixt in onc of those memories In onc embodi-
ment of the server, such as unplemenled using ihe system
shown ln FIG. 4. The server uses the code. in con)unct«in with
flie processor, to implement the necessmy openstions to
unplement the discovery process depicted above, such as, for
exmnple, the operation set forth ln I'IG. 7. Refernng to FIG.
9. the memory 900 includes virnml maclune creation module
901 wluch when executed by a pmcessor ls responsible for
creating a vtttual mactune on the server in a mmuier well-
known in the am Memory 900 also uicludes one or more
virtual machines 902 lvluch may be created by virtual
maclune creator 901 Virtual maclune 902 includes a process-
ing module 903 executed therein, w hich can be one or more of
an IO module. a secutsty processing module. and'or a service
processing module. Memory 600 further includes virtual
maclune mmiager (VMM) 904 responsible for mmiaging vir-
tual machines 902. Memory 600 also includes conununica-
tion interface module 605 used for perfornun commiuuca-
tion with other devices (e.g., security gateway. servers,
chciIts, i tc.).

[0048] Some pe«iona of the preceding detailed descrip-
tiium imvc been presvnted in terms ot'algorithms and sym-
bolic representations ofopemt tons on data bits lvl thin a corn-
puler memory Thesv. algorithmic descriptions and
ri7resentalions arc the ways used by those skilled ul the data
prulvssulg arts «1 u«1st clfccllvcll'onvey thl." substallccol'helrwork to others skilled ui the art An algorilhni ls herc.
and generally, cnnccivcst lo be a self-consistent scquenccol'perationsleading to a desired resulu The operations are
thosv. requiring physical manipulations of phvsical quantities
[0049] It should be home in mind, however, that all of these
and similar terms are to be associated with the appmpriate
physical quantities and are merely convenient labels applied
to these quantities. L)nless specitically stated othetwise as
apparent from the above discuss«in, lt is appreciated tlmt
throughout the description, discussions utilizing terms such
as those set forth in the claims below. refer to the action and
processes of a computer system. or similar electronic com-

puting device, that manipulates and transfomis data repre-
sented as physical (el ice tronic) qumiti ties w:i thin the computer
system's registers and memories into other data similarly
rivresented as physical quantities within the computer sys-
tem memories or registers or other such information stomge,
transmission or display devices.

[0050] The techniques shown in thc fi urea can be imple-
mcntcd using code and data stored mid cxccutcd on onc or
n«ire electronic devices Such electronic devices store m«l
communicate (internally aud/or with otlmr elcctmnic dci ices
over a ne«sork) code mtd data using computer-readable
niedla. such as non-transitory computer-readable storage
media (e . magnetic disks: optical disks: random access
memory; read only memory: thish memory devices: phase-
change memory) mtd transitory computer-readable transmis-
sion media (e.g., electncal. optical. acousucal or other form
of propagated signals such as earner waves, infrnrcxt sig-
nals, digital signals).

[t)051] Tlm processes or methods depicted in the preceding
figttres may be performed by processing logic ttmt comprises
hardhvare (e.g. circuitry, dedicated logic. etc.). firmware, soft-
ware (e.g., embodied on a non-transitory computer readable
medium) oracombinationofboth.Althoughtheprocessesor
methods are described above in terms of some sequential
operations. it should be appreciated that some of tile opera-
tions described may be performed in a different order. More-
over. some operations may bc performixi in parallel rather
than sequentially.

[0052] In the foregoing specification, embodiments of the
invention have been described with reference to specihc
exemplary embodiments thereof. It will be evident tlmt vari-
ous modifications may be made thereto without departing
from the broader spint and scope of the invention as set forth
in the followulg claims. The specitication mid drawings are,
accordingly, to bere arded ln an illustrati~e sense rather than
a resuictive sense

%tlat is claimed is:

1 A computer-implcmcnted mcthlxl. composing
receivulg a packet at an uiput-output (IO) module of u

tirewall ot' catelvay device interfacing a local area
network (I,AN) and an external network, the tirewall
including at least one 10 module for performing 10
functioimlity of the tirewall and at least onc security
processing module for performulg security functionality
of the firev all, each of the at least one 10 module and the
at Icosi one security processing module «inning within a
virtual machine and managed by a tirewall conuoller;

identify ing a security processing module corresponding to
a connections session assocuited with the packet:

transmitting the packet to the identified secunty processing
module to perform a security process on the packet, and

in response to a sty«It received from the identified secutsty
processing module indicating tlmt the security process
has been completed, the 10 module transmitting the
packet to a destination.

2 The nwthod of claim l. Islmrcin al least one svcurity
pmcessulg nmdulc is located external to ihe gate~ay device
and conunuiucatlvely coupled to the IO module.

3 Thc method of claim I, wlmrcin at least one security
pmcessing module is located ul a public cloud associated
with the external network while the firelvall controller is
tocatcxt in a private ckiud associated with I AN

4 The method of clams 1. ~herein the secuuty processing
nlodule is operable to offload at least one security process to
a sermce processmg module to pertionn at least one particular
security service, the service processing module bmng nm
within a virtual machine or a physical host separated friml a
virtual machine or a physical host exemiting the security
ploccsshlg lllodulc.

5 Thc metlmd of claim 4, wlmrein die at least one security
pnicess uicludes network address tmnslatlon (NAT) process.
a virtual private network (VPN) process. a deep pact et
uispection (DPI) process, or an tutti-vlnis process.

6. The method of claim 1. hirther comprising transmitting
the packet to fllc lirelvall controller if'here is no security
processing module currently associated with the connection
session of the packet to allow the controller to assigvna first
security processulg module to the comiection session

7. The method of claim 6, further comprisuig allocating
and launching by thc firewall controller tlm fimt security
pmcesslng module if there is no existing sivtmty processing
module that has enough bandwidth to perform the security
pniccssvs of the packet

0 A coniputer-readable stor ige medium having instruc-
tions stored therein, which when execmed by a computer,
cause the computer «1 pirfomi a method, thc method com-
prlsulg

receiving a packet at an input-output (IO) module of a
tirewall of a gatev ay diwlce interfacln a local area
network (I kN) and an external nenl ork, the tirewall
including at least one 10 nlodule for performing 10
filnctioimlity of the tirewall and at least one security
processing module for performing security functionality
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of the Iirewall. each of the ut least one 10 module and the
m least one secunty processuig module nmning on thc
same virtual maclune or on separate virtual mac)uncs,
and managed by a fircwall controller ur run on tlm same
or sepam&e physical devices;

identifying a security processing module corresponding to
a connccctions session msociatcd with the packet:

iransmit ting the packet to the identi lied security pmccssuig
module to perfomi a security process on the packet; and

in response to a signal received from the identified security
processin module indicatuig that the secunty process
has been completed, the K) module transmitting the
packet to a desunation.

9. The computer-readable storage mediiun of claim 8,
wherein at least one security processing module is located
external to the Iirewall controfler iuid conununicatively
coupled to the 10 module.

10 The coniputer-readable stimi i. niedium of claim 8.
whereui at least one secunty processuig module is located in
a public cloud associated tvith the external network while the
lirew all controller is kmated in a private cloud associated i& ith
LAN.

11 Tlm computcr-readable store c medium of claim 8,
ivhereui the security proces suig module is operable to o filo ad

at least one security process to a service processing module to
parti&un at least one particular security service, the service
processing module beui * run w i thur a virtual nuiclune sepa-
rated from a virtual machine cxcccuting the security pmcess-
&ilg lllodulc

12. The computer-rea&bable storage medium of claim 11.
wherein the at least one security process includes at least one
of a nenvork address translation (NAT) process. a virtual
private network (VPN) process, a deep packet inspection
(DPI) process, and mi anti-vinis process

13. 17&e computer-readable store e mednun of claim 8,
wherein the method finther comprises transmitting the packet
to the iirewall controller if there is no security pmcessing
module currently associated with the connection session of
flic packet to alkiw tlm contn&llcr to assign a lira& secunty
processing module to ihe connection session.

14. The computer-readable storage medium of claim 13,
wherein the me&laid fwthcr comprises aileen&in and launch-

ing by the Iirev all controfler the iirst secunty pmcessing
module if tlmre is no existing security processing module that
hm enougli bmidwidth to perform the security processesol'he

packet.
15 A gateway device, comprising:
ui ingress interface:

an egress interface: mid
a distributcdi fircwail couple! ui thc ingress mid egress

interfaces, the distributed tirewall includinve

at least one 10 module for performing 10 fiuictionality
of tlm distribu&nl fircwafl,

at least one sccunty proccssuig module for per fiinning
secunty fiinctionality of the distributed hrewall. each
of the at least one 10 niodule and thc at least one
~county processing module running ivitbin a virtual
maclfine. and

a Iirewall controller for managing the nt least one 10
module and thc at least security processing module.

w hereui ui response to a packet received from an ingress
interface, the at least one 10 module is to identify a

scmuniy processing n)odulc corrcsponduig to a con-
nections session associated ivith the packet, to trans-
mit the packet to the identified security processing
module to perl)inn a security process on the packet,
and ui response to a signai received from the identified
security processing module indicating that the scvu-

rity process luis been completcxI, ui trmismit the
packet to the caress interface.

lb. The gateway device of claim 15. wherein at least one
security processing module is loca&cd cxtcmal to tlm gateway
device and coimnunicatively coupled to the 10 module.

17. The gateway device of claim 15. v herein at least one
security processinv module is located in a public cloud asso-
ciated v;ith an external nenvork wlule the fire&vali controller is
located in a private cloud associated with a local area netvvork

(I AN)
18. 11&e gatew ay device of claim 15. wherein the security

processing module is operable to oflload at least one security
pmcess to a service pmcessing module to perform at least one
particular security service, the service processing module
being run within a virtual machuie separated from a virtual
machuie executing the secunty processinv module.

19. The gateway device ol'claim 18, wimrein the at lcasr
one security pmcess includes at least one ofa network address
translation (NAI') process. a virtual private network (t&PN)

process, a deep packet inspection (DPI) process. and an anti-
virus process.

20 The gatmv ay device ofclaim 15, w herein tlm 10 module
is to trans&mt the packet to the Iircwel 1 controller if there is no
security pm ceasing module currently associated with the con-
nccction session of tlm packet to allow tlm controller to assign
a first secunty processuig module to the connection session.

21 The gatcxvay device ol'claini 20. ivherein the fircwall
controller is to allomite und launch the first security process-
ing module if there is no existing scmurity processing module
that lms enough bandwidth to pcrtiirm the scvurity processes
of the packet.




