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42 Chapter 2: Introduction to Firewalls

intrusion-detection systems (IDS), multicast routing, connection authentication, Dynamic
Host Configuration Protocol (DHCP) services, and many others. One of the driving
forces of these enhancements, besides vendor competition, was the explosion of Internet
usage in the mid- to late 1990s. This huge growth brought many beneficial services to
individuals and companies, but it also brought its own set of problems, including hacking,
break-ins, and other types of undesirable actions. Given these problems and the need to
protect a company’s assets, firewalls have become a common technology for not only
enterprise companies, but also small businesses and personal computers that have Internet
access.

As you will see in this chapter, many components make up a firewall solution; naturally,
a firewall, or filtering device, is an important part of that solution. Normally, firewalls
are seen as your first layer of defense when protecting company or personal assets.
However, a complete firewall solution involves many components that are used to
protect not only the perimeter of your network, but also your internal network
infrastructure.

Definition of a Firewall

People use many descriptions when defining a firewall. Its first use had to do not with
network security, but with controlling actual fires. A firewall is a method of constructing
walls so that when a real fire breaks out, it can be contained easily within one part of a
building instead of spreading to other parts.

Of course, when we talk about network security, the term firewall nieans something
different, but the original essence is carried over: It is used to protect your network from
malicious people and to stop their illicit actions at defined boundary points.

Basically, a firewall is a device or systems that control the flow of traffic between different
areas of your network. Notice something important about this definition: The definition can
include one or more devices. In simple, small network designs, such as a small office/home
office (SOHO) environment, this typically is done with one device. For example, I use a
wireless Linksys router at home to protect my home network. In an enterprise network, the
firewall system includes many components, such as perimeter firewalls, stateful firewalls,
VPNs, IDS solutions, and others.

Many people assume that firewalls are used to protect assets from external threats, such
as those from the Internet, where the protocol used is TCP/IP. However, most malicious
network threats and attacks occur, interestingly enough, within the interior of your network;
in many instances, they come from a company’s own employees. Many studies have found
that between 60 and 70 percent of network attacks are internal, not external. On top of this,
you might have more than one protocol running on your internal network, such as TCP/IP,
IPX, AppleTalk, SNA, NetBIOS, and others. A comprehensive firewall solution must be
capable of dealing not only with both internal and external threats, but also with multiple
protocols.
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Firewall Categories 53

These two problems, IP spoofing and DoS attacks, typically can be dealt with by causing an
individual first to authenticate traffic before allowing it through the firewall. Unfortunately,
a packet-filtering firewall examines only Layers 3 and 4 information. Performing
authentication requires a firewall that processes authentication information, which is a
Layer 7 (application layer) process.

Finally, packet-filtering firewalls typically support logging functions. However, their
logging functions are limited to just Layers 3 and 4 information. If someone was
executing a specific type of web server attack on port 80 and you were denying port
80 traffic, your packet-filtering firewall could log the deny action, but, unfortunately,
the firewall wouldn’t log the application-layer data encapsulated in the HTTP transport
segment. Therefore, you, as an administrator, would know that someone was attempting
to access port 80 on your server, but you would not know what that person was

trying to do.

Uses for Packet-Filtering Firewalls

Because of these limitations, packet-filtering firewalls typically are used in the following
areas:

® As afirst line of defense (perimeter router)

® When security policies can be implemented completely in a packet filter and
authentication is not an issue

® In SOHO networks that require minimal security and are concerned about cost

Many companies use packet-filtering firewalls as a first line of defense, with some other
type of fully functioning firewall behind it providing additional security. An example of
this is a Cisco PIX.

Likewise, packet-filtering firewalls can be used for internal access contro] between different
subnets and departments where authentication is not necessary. In this example, you are
concerned about controlling access to specific internal resources from your users; you are
not as concerned about sophisticated hacking attacks from your users.

Many SOHO networks employ packet-filtering firewalls because of their simplicity and
cost when compared to other types of firewalls. SOHOs are interested in basic security
at a reasonable cost. You must realize, of course, that packet-filtering firewalls do not
provide complete protection for the SOHO, but they do provide at least a minimal level
of protection to keep out many types of network threats and attacks.

Stateful Firewalls

Unlike packet-filtering firewalls, stateful firewalls keep track of the state of a connection:
whether the connection is in an initiation, data transfer, or termination state. This is useful
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when you want to deny the initiation of connections from external devices, but allow your
users to establish connections to these devices and permit the responses to come back
through the stateful firewall.

Many security people disagree on what layer of the OSI reference model stateful
firewalls function at: Layers 3 and 4 (transport), or Layers 3, 4, and 5 (session). From
a transport layer perspective, the stateful firewall examines information in the headers
of Layer 3 packets and Layer 4 segments. For example, it looks at the TCP header for
SYN, RST, ACK, FIN, and other control codes to determine the stzate of the connection.

However, because the session layer establishes and tears down the connection —the
transport layer handles the actual mechanics of the connection—some say that stateful
firewalls operate at Layer 5, as shown in Figure 2-7. In either case, remember that
stateful firewalls know about a connection and its state.

Figure 2-7  Siateful Firewalls and the OSI Reference Model

Layer 7 Application

Layer 6 Presentation

Layer 2 Data Link

Layer 1 Physical

Problems with Packet-Filtering Firewalls

This section and the next one examine one of the issues that packet-filtering firewalls have
with traffic and how stateful firewalls can deal with it.

Refer to Figure 2-8 for the example. In the figure, the packet-filtering firewall has a rule
placed on its inbound interface from the Internet stating that any external traffic sent
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an external device, such as 170.1.1.10. However, the packet-filtering firewall cannot

distinguish between a valid response and a fake response. With a fake response, a hacker
generates TCP segments with certain code flags set, trying to gain access through your
firewall. A packet-filtering firewall, cannot distinguish between the two types of traffic.

CAUTION  The established Cisco parameter for TCP extended ACLs examines the code flags and
allows returning traffic into the network. However, a hacker can manipulate this returning
traffic, opening you to reconnaissance, DoS, and other types of attacks.

State Table

Unlike packet-filtering firewalls, stateful firewalls use a mechanism to keep track of
the state of a connection. See Figure 2-12 and Figure 2-13 for an illustration of this.
Figure 2-12 uses the same network discussed in the last section with a packet-filtering
firewall. In this example, the packet-filtering firewall has been replaced by a stateful firewall,
but the filtering rule is unchanged: Any traffic sent to 200.1.1.10 is dropped.

Figure 2-12 Stateful Firewall Filtering Example—Part 1
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Assume that 170.1.1.1 sends traffic to 200.1.1.10. As shown in Figure 2-12, this traffic
is dropped. Now assume that 200.1.1.10 opens a web connection to 170.1.1.1, as shown
in the bottom part of Figure 2-12. When 200.1.1.10 does this, it uses a TCP segment
with a source port of 10,000 and a destination port of 80. It uses a SYN flag in the
control field.
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Firewall Design 83

Using the wrong product to solve a security problem can open you to all kinds of security
threats. For example, assume that you want to use an IDS to detect different kinds of
network threats. You notice that your Cisco router has the capability in the Cisco I0S
Firewall feature set, and you decide to enable it, feeling secure that your Cisco router will
generate an alarm when an attack occurs. If you had taken time to read the security
material related to Cisco routers, you would have realized that Cisco routers can detect
only a few dozen different kinds of networking attacks (typically, the most common
ones). Therefore, for all the other hundreds of kinds of attacks, your Cisco router will not
be capable of detecting them, leaving you exposed. In this example, a better solution
would have been to purchase an IDS solution that can detect hundreds of different kinds
of attacks.

Using Old Junk to Solve New Problems

As a consultant, I repeatedly hear from customers that they want an inexpensive (that is,
“cheap”) solution that reuses a lot of the networking gear that they already have in their
current design. Unfortunately, with a network that has equipment that is more than

5 years old, this presents a problem because that technology is outdated and probably
useless.

When designing a network, especially as it relates to security, you first must come up with
a simplified design that describes the basic components that are required. Then you must
determine which actual products you will use for these components, based on the features
and functions you need. Never try to approach this backward by trying to fit a product to
your design: You create problems by doing this instead of solving them. Also remember that
there is no such thing as a networking product that will do everything: Do not force yourself
to cut corners by trying to make one device do everything.

Creating a Layered Defense

A security design typically uses a layered defense approach. In other words, you usually do
not want one layer of defense to protect network. If this one layer is compromised, your
entire network will be exposed.

The French and a One-Layer Defense

The French learned the one-layer defense limitation the hard way during World War II with
the Maginot line, a physical barrier between Germany and France. The Maginot line
extended only the distance of the border between France and Germany. The Germans were
smart: They went north and west and came down through the Netherlands, bypassing this
fortification and allowing them to easily conquer France,
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84 Chapter 2: Introduction to Firewalls

Instead, you should use a multilayer defense in your firewall system design. With multiple
layers, if one layer is compromised, you still have other layers behind it protecting you.

One of the examples that I like to use to describe a firewall system is the fortification
systems that kings used to protected their castles in medieval times. Figure 2-22 shows an
example of this. In this figure, the first line of defense is the moat surrounding the castle.
For the second line of defense, spearmen are behind the moat, preventing anyone from
trying to swim across it. Behind the spearmen is the third line of defense: the castle wall,
which can be as little as 3 meters high but typically was much higher than this. On the wall
are swordsmen, providing the fourth layer of defense. Inside the castle wall are the castle
grounds and the castle itself. The castle is built with very high stone walls and turrets,
providing the fifth layer of defense. And in the windows of the wall and on top of the turrets
are the archers, providing the last layer of defense. As you can see from this system, an
attacker must go through many layers of defense to capture or kill the king.

Figure 2-22 A Medieval Firewall System

Sixth Line of Defense
Firewall

Third Line of Defense

Second Line of Defense

TN

First Line of Defense '

Dealing with Internal Threats

Too often, security personnel are concerned about protecting a company's resources and
assets from outside threats. Remember that it is much easier to attack your assets from
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Firewall Design 91

As you can see in this example, you easily can protect important resources in your network
from other internal users. Internal DMZs enable you to accomplish the following:

® Control traffic between areas

® Localize security problems

I already have discussed the first bulieted point. For the second, imagine that a hacker
somehow could compromise your perimeter defenses and access an internal resource such
as a file server. By using an internal DMZ, you still are protecting important resources. In
Figure 2-27, the accounting and engineering resources are protected from the hacker if an
internal resource connected to the lower-level internal interface was compromised.

Components

Now that you have a basic understanding of firewall system design practices, this section
takes a closer look at the components that make up a firewall system. A good firewall
system typically contains the following components:

® Perimeter router

® Firewall

¢ VPN

i * IDS

It is important to point out here that I used the word component, not device, to describe
what is included in a firewall system. This is because many devices can support multiple
components. For example, a Cisco IOS router can act as a perimeter router or a main firewall,
can terminate VPN connections, and can perform IDS —all in one chassis. Remember
my caution, though, if you are using a single layer for defense: Using multiple layers

provides for a better design and protection. The following sections cover the different
components used in a firewall system.

Perimeter Router Component

The main purpose of the perimeter router is to provide a connection to a public network,
such as the Internet, or a different company. It is used to convert data-link layer media types
from a LAN to either a WAN or MAN medium.

The functions of the perimeter router can include the following:

® Routing through static routes or a dynamic routing protocol
® Filtering through either packet filtering or stateful filtering

® Terminating VPN connections
L J

Providing address translation
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