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Dear Director Vidal,

Petitioner in the above-captioned IPR respectfully requests Director Review of the Board’s
decision not to institute review.

In the Decision, the Board panel concluded that (1) the Petition included an insufficient
rationale to combine the teachings of Shieh and Potti for the limitation that deep packet
inspection is performed on a cloned copy of traffic, and (2) the Petition included inconsistent
claim mapping.

Petitioner hereby provides the following priority-ranked list of the issues for which Petitioner

seeks Director Review:
1. Whether the panel erred as a matter of fact when it overlooked the Petition’s primary

unrebutted argument that Shieh disclosed the limitation that deep packet inspection is
performed on a cloned copy of traffic, and thus combination with Potti was not required, and
further when it considered the Petition’s alternate argument, when the panel misapprehended
the unrebutted factual underpinnings in support of the Petition’s motivation to combine Shieh
with Potti. 

2. Whether the panel abused its discretion in not recognizing an obvious typographical
error that erroneously switched the claimed “first” access point server with the “second”
access point server in a single instance, where the reminder of the claim and color coded
figures clearly show the proper mapping.   

Neither of the two issues above were addressed by the Patent Owner, and instead were raised
for the first time by the panel.  Further, the panel admitted that issue 2 is not dispositive, thus
if the Director determines that the panel’s finding with respect to issue 1 constitutes an
erroneous finding of material fact, it would be appropriate to vacate the Decision, institute trial
and remand to the panel.

For the reasons above, and further discussed in Petitioners’ Request for Director Review,
Petitioner respectfully requests that the Director review the Decision and correct the errors
therein.

Respectfully,

Patrick D. McPherson IPR2024-00498
Ex. 3100
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Petitioner Cisco, Inc. (“Petitioner”) respectfully request that the Director 


vacate the Board’s Preliminary Decision (“Decision”) denying institution of inter 


partes review of U.S. Patent No. 10,574,482 (“the ’482 Patent”) and institute 


review.  Vacatur of the Decision is warranted in view of the Board’s abuse of 


discretion in two findings.  First, the Panel erroneously held that the Petition 


included an insufficient rationale to combine the teachings of Shieh and Potti.  This 


finding is erroneous for at least two reasons:  (A) The panel overlooked the 


Petition’s primary argument that Shieh disclosed the limitation that deep packet 


inspection is performed on a cloned copy of traffic, and thus combination with 


Potti was not required.  Notably, even PO’s POPR did not dispute that Shieh 


disclosed this limitation; and (B) the panel misapprehended the factual 


underpinnings in support of the Petition’s motivation to combine Shieh with Potti.   


Second, the panel erroneously held that the Petition included inconsistent 


claim mapping.  This finding is erroneous because it is based on a single 


typographical error in the discussion of limitation [1.5].  The nature of this error is 


obviously typographical when viewed in context with the rest of the analysis of 


limitation [1.5], as well as the Petition as a whole, which clearly sets forth 


Petitioner’s proposed claim mapping.  


I. The Panel Did Not Address the Petition’s Primary Argument that Shieh 
Disclosed Performing Deep Pack Inspection on a Cloned Copy of Traffic 


The Decision denied institution based on an allegedly insufficient rationale 
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to combine the teachings of Shieh with those of Potti for limitation [1.8] regarding 


performing DPI on a cloned copy of traffic.  DI 18-21.  This finding is erroneous 


for two reasons.  First, the panel ignored the Petition’s primary argument that 


Shieh disclosed limitation [1.8].  Second, the panel misapprehended the Petition’s 


evidence for why a POSITA would be motivated to perform DPI on a cloned copy 


and thus combine Shieh with Potti.    


A. The POPR Did Not Dispute the Petition’s Evidence and 
Arguments that Shieh Discloses Limitation [1.8]  


The panel cited the “deep packet inspection” aspect of limitation [1.8] 


(detailed below)1 to deny institution.   


[1.0]  A multi-perimeter firewall system located in a cloud and forming part of a 


global virtual network, comprising:  


[1.1]  …  


[1.6]  a second perimeter firewall in communication with the second access 


point server, wherein the second perimeter firewall performs deep 


packet inspection to prevent at least some traffic from passing from 


the second access point server to the end point device,  


* * * 


[1.8] wherein the deep packet inspection is performed on a cloned copy of 


traffic that flows through the second perimeter firewall. 


                                           
1  Limitation [13.8] is identical to limitation [1.8], thus all arguments regarding 


limitation [1.8] apply equally to limitation [13.8]. 
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The Petition identified that Claim 1 was disclosed by Shieh and annotated 


FIG. 1 of Shieh to identify each of the claimed components: 


 


With respect to limitation [1.6] regarding DPI, the Petition asserted this 


limitation was disclosed by Shieh’s disclosure that “service processing module 313 


(second perimeter firewall) performs one or more firewall functions including deep 


packet inspection (DPI).”  Pet. 40-41 (citing EX-1004 8:1-13; EX-1003).   


With respect to limitation [1.8], regarding performing DPI of a cloned copy 


of traffic, the Petition asserted: 


Shieh discloses deep packet inspection, but does not expressly state 


performing deep packet inspection on a cloned copy of traffic that flows 
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through the service processing module 313 (second perimeter firewall). 


However, as discussed in the State of the Art section, a POSITA 


understood that deep packet inspection (DPI) could be performed inline 


or offline on a cloned copy of traffic that flows through the firewall. 


EX-1003 ¶ 130. Thus, a POSITA understood Shieh’s broad disclosure 


to include both inline and offline DPI. 


Pet. 42 (citing EX-1003). 


In the State of the Art section, the Petition describes that a POSITA 


understood that DPI could be done “inline” or “offline” where a copy of the packet 


is sent for further analysis, while the original packet is forwarded to its destination: 


Deep packet inspection (DPI) has also been around for over twenty 


years. EX-1003 ¶ 48. Deep packet inspection looked within the 


application payload of a packet or traffic stream and made decisions 


on the significance of that data based on the content of that data. The 


engine that drives deep packet inspection typically included a 


combination of signature-matching technology along with heuristic 


analysis of the data in order to determine the impact of that 


communication stream. EX-1006 p. 2. Deep packet inspection could 


be used to detect and prevent cyberattacks, combat malware, optimize 


servers to reduce overhead, and analyze user behavior. Deep packet 


inspection could be inline, where a packet was inspected and if it 


satisfied the configured security policies the packet would be 


forwarded to its destination. EX-1003 ¶ 49. Or the packet inspection 


could be offline, where a copy of the packet is sent for further 


analysis, while the original packet is forwarded to its destination. 


EX-1008 pp. 617-618. Offline analysis permitted further analysis 
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for traffic patterns and implementing advanced security functions 


without slowing down the original traffic, including IP logging, 


shunning (blocking packets) and anomaly detection. EX-1008 pp. 


650-669. For example, deep packet inspection could be used to 


identify malicious content, and then an IP address as the source of that 


malicious content, and then the IP address would be sent to other 


firewalls to block or drop packets from this IP address. EX-1008 pp. 


659-666. EX-1003 ¶ 51. 


Pet. 16-17 (emphasis added). 


Thus, the Petition’s primary argument was that even though Shieh did not 


expressly state performing DPI on a cloned copy of traffic, a POSITA understood 


Shieh’s disclosure of performing DPI to include online and offline DPI based on 


the State of the Art’s well-known use of offline analysis of a copy of the traffic.  


This argument was factually supported by citations to several exhibits.  This 


argument is also consistent with well-established legal precedent that a reference’s 


disclosure includes both its express teachings as well as that which a POSITA 


would reasonably understand or infer therefrom. Eli Lilly v. L.A. Biomedical Rsch. 


Inst., 849 F.3d 1073, 1074–75 (Fed. Cir. 2017); In re Preda, 401 F.2d 825, 826 


(CCPA 1968).    


In the Patent Owner Preliminary Response (POPR) and the Patent Owner 


Sur-reply (PO Sur.), the Patent Owner did not dispute that Shieh disclosed 


limitation [1.8], and did not challenge the Petition’s State of the Art description of 
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DPI including inline and offline analysis.  Thus, the Petition’s evidence that Shieh 


disclosed limitation [1.8] was unrebutted. 


B. The Panel Did Not Address the Petition’s Primary Argument that 
Shieh Disclosed Limitation [1.8]  


In the Decision, the panel erroneously found that the Petition does not assert 


that Shieh discloses limitation [1.8]: 


Cisco also contends that Shieh teaches all limitations of independent 


claims 1 and 13, except Shieh does not teach limitations [1.8] and 


[13.8], each of which require performing “deep packet inspection . . . 


on a cloned copy of traffic that flows through the second perimeter 


firewall.” Pet. 41–43 (addressing limitation [1.8]), 54 (relying on the 


same arguments and evidence presented for limitation [1.8] to address 


limitation [13.8]). Cisco relies on Potti’s disclosure of performing DPI 


on a cloned copy of traffic, together with the general background 


knowledge of a person of ordinary skill in the art, to teach or suggest 


these limitations. Id. at 42–43 (citing Ex. 1004, 4:38–44; Ex. 1005 ¶ 


345; Ex. 1003 ¶¶ 130, 131, 134, 136), 54. 


DI 18-19 (emphasis supplied). 


As demonstrated above, the Petition’s primary argument was that Shieh 


discloses limitations [1.8] to a POSITA.  Thus, the panel’s misapprehension of the 


Petition’s primary argument for limitation [1.8] is clearly erroneous and an abuse 


of discretion.  Abrutyn v. Giovanniello, 15 F.3d 1048, 1050-51 (Fed. Cir. 1994 


II. The Panel Misunderstood the Petition’s Alternative Argument that a 
POSITA would be Motivated to Modify Shieh in view of Potti to 
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Perform DPI on a Cloned Copy of Traffic 


A. The Petition’s Evidence that Shieh as Modified by Potti Discloses 
Limitation [1.8] was Unrebutted 


The Petition included an alternative argument for limitation [1.8]: 


To the extent that PO asserts that a POSITA would not understand 


Shieh to disclose performing DPI on a cloned copy of traffic, it would 


be obvious for a POSITA to modify the teachings of Shieh to include 


DPI on a cloned copy of traffic. EX-1003 ¶ 131 


Pet. 42. 


The Patent Owner did not challenge that a POSITA would understand Shieh 


to disclose performing DPI on a cloned copy of traffic.  Further, just like the 


Petition’s primary argument, the Patent Owner did not dispute that Shieh as 


modified disclosed limitation [1.8], and did not challenge the Petition’s State of the 


Art description of DPI including inline and offline analysis.   


The Petition was supported by the testimony of a POSITA who identified 


detailed factual underpinnings for why a POSITA would be motivated to modify 


the teaching of Shieh with the teachings of Potti to satisfy limitation [1.8]: 


• Deep packet inspection was well-known as a time and resource 


dependent process.  Pet. 4-5, 8 (citing EX-1001 10:5-15). 


• Deep packet inspection looked within the application payload of a 


packet or traffic stream and made decisions on the significance of that 


data based on the content of that data to detect and prevent 
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cyberattacks, combat malware, optimize servers to reduce overhead, 


and analyze user behavior. Pet. 16-17 (citing EX-1006 p. 2). 


• Deep packet inspection could be inline, where a packet was inspected 


and if it satisfied the configured security policies the packet would be 


forwarded to its destination.  Or the packet inspection could be 


offline, where a copy of the packet is sent for further analysis, while 


the original packet is forwarded to its destination. Pet 17 (citing EX-


1008 pp. 617-618).   


• Offline analysis permitted further analysis for traffic patterns and 


implementing advanced security functions without slowing down the 


original traffic, including IP logging, shunning (blocking packets) and 


anomaly detection.  Pet. 17 (citing EX-1008 pp. 650-669). 


• It was known to layer firewalls for network defense from the lightest 


to heaviest solution.  Pet. 18 (citing EX-1010 p. 7).   


• Shieh discloses that the service processing module 313 is the second 


perimeter firewall that performs deep packet inspection. Pet. 3-41 


(discussing limitation [1.6] citing EX-1004 8:1-5). 


• Shieh disclose that the service processing module 312 is the first 


perimeter firewall that performs stateful packet inspection and a 


POSITA would be motivated to perform a stateful packet inspection 
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in the first perimeter firewall before deep packet inspection in the 


second firewall because it lightens the load for deep packet inspection.  


Pet. 18, 38-39 (citing EX-1010 p. 7). 


• Potti discloses that, because deep packet inspection can be time 


consuming and interrupt traffic flow, allowing packets to be 


forwarded to their destination while cloned copies are inspected 


allows traffic to flow without interrupting the flow of traffic through 


the network element. Pet. 42 (citing EX-1005 ¶0345). 


• Low latency application such as voice and streaming packets are 


important to Shieh which specifically identifies using rules to govern 


how packets are routed and that paths through the network can be set 


up to optimize for speed, fewest number of hops or reduced latency. 


Pet. 42 (citing EX-1004 4:38-44). 


• A POSITA 43 understood that this speed and/or low latency 


requirement of Shieh could be fulfilled by performing DPI on cloned 


copies. EX-1003 ¶ 134.  


• Using deep packet inspection of cloned copies of traffic allows further 


analysis of packets to discover trailing trends that may not have been 


identified using deep packet inspection on the traffic in real-time.  


EX-1003 ¶ 135. 
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• Further, a POSITA understood that implementing a security 


processing function in Shieh that performed deep packet inspection of 


cloned traffic for traffic that required low latency as taught by Potti 


could be implemented successfully using well-known techniques. EX-


1003 ¶ 136. 


This evidence clearly establishes that a POSITA would be motivated to 


modify Shieh’s express teaching of performing DPI at service processing module 


313 (second perimeter firewall) to include performing DPI on cloned copies for 


traffic that requires low latency such as voice and streaming packets as expressly 


taught by Potti.  This evidence remains unrebutted.  


B. The Panel’s Finding that there is Insufficient Rationale to 
Combine the Teachings of Shieh with Potti is Erroneous 


As an initial matter, it appears that the panel overlooked that Shieh expressly 


discloses performing DPI at service processing module 313 (second perimeter 


firewall) as discussed with respect to limitation [1.6] which the Decision does not 


address.  Thus, the only issue is whether a POSITA would be motivated to modify 


Shieh’s express DPI teaching to include a specific type of performing DPI on a 


cloned copy of the traffic.  As detailed above, the Petition’s evidence clearly 


established that Potti teaches that performing deep packet inspection on a cloned 


copy provides the benefits of allowing low latency traffic such as a voice or 


streaming to be inspected for malicious traffic, and provided for further analysis to 
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detect long terms trends.   


The panel appears to have overlooked the above detailed factual support 


when it states: 


In our view, merely providing a general description of the state of the 


art and asserting that it provides a motivation to combine, without 


providing the necessary factual underpinnings to support the purported 


benefits that result for combining the relevant teachings of Shieh and 


Potti, is akin to stating in a conclusory fashion that this proposed 


combination “would have been obvious.” 


DI 20.   


This finding is clearly erroneous as it ignores the unrebutted factual 


underpinnings establishing the motivation to combine the teachings of Shieh and 


Potti highlighted above.  Further, the panel stated: 


In our view, Cisco does not explain the purported “well-known 


techniques” that a person of ordinary skill would have used to combine 


Shieh’s service processing module 313 with Potti’s disclosure of 


performing DPI on a cloned copy of traffic.  


The well-known technique the panel wrongfully alleges to be absent is 


simply making a copy of the traffic.  Shieh already discloses performing DPI on 


the traffic, and thus, the only modification required is to make a copy of a packet 


and perform the exact same DPI disclosed by Shieh on the copy.  It is unreasonable 


and therefore erroneous for the panel to fault the Petitioner for not providing the 


details on such a well-known technique of making a copy of packets.  Evidence 
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that the technique of copying packets is well-known is found in the ’482 Patent 


itself.  For example, the specification of the ’482 Patent merely states that DPI can 


be performed on a cloned copy of traffic, but does not provide any details on the 


technique used for cloning copies: 


Traffic through SRV_AP 11-302 can be a diversion of traffic or as 


cloned traffic in a duplicate stream and passed via path TUN 11-2 to 


cloud load balancer 11-142LB. A cloned stream of traffic offers trailing 


results of time- resources - expensive detection operations such as DPI 


without impeding the speed of the flow of traffic.  


EX-1001 13:22-27. 


Information which is well-known in the art need not be described in detail in 


the specification and thus there was no need for the ’482 Patent to explain how to 


make a copy of a packet because this technique was well-known.  On this same 


basis, the ’482 Patent demonstrates that a POSITA understood how to make a 


cloned copy of traffic and it was erroneous for the panel to require the Petition to 


include a description of how to clone a copy of traffic. 


The panel’s finding of insufficient rationale to combine is irreconcilable 


with the Petition’s identification of the factual underpinnings demonstrating the 


motivation to perform DPI on cloned copies to allow traffic for low latency 


applications to flow without interrupting the flow of traffic through the network 


element, and to allow analysis of packets to discover trailing trends that may not 
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have been identified using deep packet inspection on the traffic in real-time.  


III. The Panels’ Finding of Inconsistent Claim Mapping is Erroneous 


The Decision asserts that another deficiency with the Petition is inconsistent 


mapping, that although “not dispositive” is “exemplary of the weaknesses in the 


Petition that are further amplified by Cisco’s insufficient rationale to combine the 


teachings of Shieh with those of Potti.”  DI. 18.  As an initial matter, the panel 


admitted that the issue is not dispositive, thus if the Director determines that the 


Petition does provide proper support for limitation [1.8] discussed above, it would 


be appropriate to vacate the Decision, institute trial and remand to the panel.   


The panel’s finding was based on a single typographical error with respect to 


limitation [1.5] that was clearly obvious, and inconsistent with the remaining 


analysis of limitation [1.5], as well as the remainder of the Petition.  It was 


unreasonable for the panel not to recognize this obvious typographical error, and to 


deny institution on this basis, particularly in view that the Patent Owner did not 


assert that the Petition’s claim mapping of limitation [1.5]’s was inconsistent. 


Limitation [1.5] recites a first perimeter firewall in communication with the 


first access point server, wherein the first perimeter firewall performs stateful 


packet inspection to prevent at least some traffic from passing from the first access 


point server to the second access point server.  In the Petition at 32-35, the analysis 


of limitation [1.2] mapped the first access point server as security processing 
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module 309 (blue) and limitation [1.3] mapped the second access point server as 


security processing module 310 (red), both as illustrated in annotated FIG. 3: 


However, when mapping limitation [1.5], the Petition states that “Shieh discloses 


that service processing module 312 (light blue) (first perimeter firewall) performs 


one or more of the security functions for the security processing module 310 (red) 


(first access point server). EX-1004 8:1-13.”  Pet. 36 (highlighting added to show 


typographical error).  This sentence should have read “security processing module 


309 (blue) (first access point server). EX-1004 8:1-13” as the Petition already 


identified security processing module 309 (blue) as the first access point server 


when mapping limitation [1.2] and as shown in annotated FIG. 3.  Pet. 33-34.  
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Further, the remaining analysis of limitation [1.5] correctly mapped security 


processing module 309 (blue) to the first access point server: 


With reference to Annotated FIG. 3, a first perimeter (dashed black 


line) can be located in a cloud where the security processing module 


309 and the service processing module 312 are located in the same 


location, EX-1004 9:9-11. 


* * * 
Shieh discloses that the security processing done at service processing 


module 312 is different from the security processing module 309 in that 


it only receives and sends packets to the same security processing 


module 309. After processing by service processing module 312 (first 


perimeter firewall), the packets then are sent back to the same 


security processing module 309 (first access point server) for the next 


security function processing. EX-1004 8:1-13. 


Pet. 36-38. 


The remainder of the Petition likewise correctly maps security processing 


module 309 to the first access point server.  See Pet. 3, 4, 32, 33, 34, 43, 44, 51 


and 57.  Thus, the typographical error represents the single and only instance 


where the claimed first access point server was incorrectly identified.  The error 


was clearly obvious, as the Patent Owner never raised a challenge that the first 


access point server was inconsistently mapped.   


IV. Conclusion 


Petitioner respectfully requests that the Director grant review, vacate the 


Decision, and institute the IPR.  
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Respectfully submitted, 
 
DUANE MORRIS LLP 
 
BY: /Patrick D.McPherson/  
Patrick D. McPherson 
USPTO Reg. No. 46,255 
Duane Morris LLP 
901 New York Ave NW, Suite 700 
East 
Washington, D.C. 20001 


Dated:  September 6, 2024 
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Submitted Date: 09/06/2024
Submitted By: Patrick McPherson, pdmcpherson@duanemorris.com

The following document(s) has/have been filed.

Document(s) List

No. Document
No. Document Type Document Name Filing

Party Availability

Request for Petitioner's Request For Available

https://gcc02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.duanemorris.com%2F&data=05%7C02%7Cdirector_ptabdecision_review%40uspto.gov%7Cd4527a528bf541de560a08dcce9f2088%7Cff4abfe983b540268b8ffa69a1cad0b8%7C1%7C0%7C638612430064953414%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Ss8TkBcTNfToWo74nUM2JuPWULscoVfk3NgqyjA8Vc8%3D&reserved=0
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Director Review-
Institution Decision

Petitioner for
everyone.

Questions regarding this receipt should be directed to the Patent Trial and Appeal Board at
571-272-7822 or e-mail to Trials@uspto.gov.
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monitored.
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