UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT |

10/036,518 01/07/2002 Gal Mor

ATTY. DOCKET NO./TITLE |

CONFIRMATION NO. 5120
57449 POWER OF ATTORNEY NOTICE
SHEEHAN PHINNEY BASS & GREEN, PA

o/o PETER NIEVES RN LMD
000 83935

WU
1000 ELM STREET
MANCHESTER, NH 03105-3701

Date Mailed: 06/24/2016

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/19/2016.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
10/036,518 01/07/2002 Gal Mor
CONFIRMATION NO. 5120
131926 POA ACCEPTANCE LETTER
May Patents Ltd. c/o Dorit Shem-Tov
P.0.B 7230 IR A0 AN
Ramat-Gan, 5217102 00000008593565
ISRAEL

Date Mailed: 06/24/2016

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 06/19/2016.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/rmturner myles/
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PTO/SB/80 (11-08)

Approved for use through 11/30/2011. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

I hereby revoke all previous powers of attorney given in the application identified in the attached statement under
37 CFR 3.73(b).

| hereby appoint:

Practitioners associated with the Customer Number: 131926
OR
I:l Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):
Name Registration Name Registration
Number Number

as attorney(s) or ageni(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned gnly to the undersigned according to the USPTO assignment records or assignment documents
attached to this form in accordance with 37 CFR 3.73(b).

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(b) to:

The address associated with Customer Number: 131926

OR
Firm or
Individual Name
Address

City State Zip

Country

Telephone l Email

Assignee Name and Address:

Orckit IP, LLC
874 Walker Road, Suite C, Dover, Delaware, USA

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(b) may be completed by one of
the practitioners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee,

and must identify the application in which this Power of Attorne e fi

SIGNATL@

The individual whose signature and title is Bﬁmlf of the assignee
Signature % 7 St. # 3 ate June 5, 2016
Name = Yehuda Bind 02459-18400hone 1972544444577
Title CEOQ and Owner of Orckit IP LLC

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer,
U.8. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-8199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent aliowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Avrecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Avrecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

‘4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 5652a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Avrecord in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond ta a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: 3al Mor, Shmuel lian
Application No./Patent No.: 10/036,518 Filed/lssue Date: 01-07-2002
Titled:

FAST FAILURE PROTECTION USING REDUNDANT NETWORK EDGE PORTS

ORCKIT IP, LLC ,a Limited Liability Company

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. [:] an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or
3. D the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)
the patent application/patent identified above, by virtue of either:
A. |:] An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in

the United States Patent and Trademark Office at Reel , Frame , or for which a
copy therefore is attached.

OR
B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:
1. From: Gal Mor, Shmuel llan To: .CORRIGENT SYSTEMS LTD
The document was recorded in the United States Patent and Trademark Office at
Reel 012442 , Frame0914 . or for which a copy thereof is attached.
2. From: .CORRIGENT SYSTEMS LTD To: ORCKIT-CORRIGENT LTD

The document was recorded in the United States Patent and Trademark Office at
Reel 032579 Frame 0201

. or for which a copy thereof is attached.

3. From: ORCKIT-CORRIGENT LTD To: ORCKITIP, LLC

The document was recorded in the United States Patent and Trademark Office at
Ree] 038541 . Frame 0984

or for which a copy thereof is attached.

D Additional documents in the chain of title are listed on a supplemental sheet(s).

I:I As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose ftitle is supplied below) is t‘ e cthghaef of the assignee.
ORCRITIP;

fYehuda Binder/ 551 June 19, 2016

ra .
Signature = = DE LLbV st # 307 Date
. - acomn ot . .
Yehuda Binder 831 Be 2450-1840 CE O and Owner of Orckit IP LLg
Printed or Typed Name Newton; I Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time

you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U S.

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TC THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to

process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form wili be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an international Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arrecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 26106892

Application Number: 10036518

International Application Number:

Confirmation Number: 5120
Title of Invention: FAST FAILURE PROTECTION USING REDUNDANT NETWORK EDGE PORTS
First Named Inventor/Applicant Name: Gal Mor
Customer Number: 57449
Filer: Yehuda Binder

Filer Authorized By:

Attorney Docket Number: 233-107
Receipt Date: 19-JUN-2016
Filing Date: 07-JAN-2002
Time Stamp: 14:03:20
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B){tes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
137789
1 Power of Attorney Signed-POA.pdf no 2
03199d6fc2535ea8201418fc7d2606b12fce|
th97
Warnings:

Information:
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. . . 140667
Assignee showing of ownership per 37

2 CFR3.73 SIGNED-sb0096-56.pdf no 2
50137e79e4fe873006073f412c9a396bb30
289%4
Warnings:
Information:
Total Files Size (in bytes): 278456

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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7

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: gg}\g”i‘IﬁS[ONER FOR PATENTS

50
Alexandria, Virginia 22313-1450

XN UNITED STATES PATENT AND TRADEMARK OFFIGE

Www.uspto.gov
| APPLICATION NUMBER ] FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO/TITLE j
10/036,518 01/07/2002 Gal Mor 233-107
: CONFIRMATION NO. 5120
NIXON & VANDERHYE P.C. POWER OF ATTORNEY NOTICE
8th Floor

100 Nort Glebe R R

Arlington, VA 22201-4714
Date Mailed: 01/31/2011

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 01/24/2011.

- The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/hgray/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

. R . AL B . . R . - . .. - . |
LN G TPERL I A Mt D e Fooidireee |y "\':f..‘.\'l 5.\.\\}"\!‘\.‘; Do f.:'.( [V R ‘.‘ILI 58 “ ’?‘d"l:...\.d':—iu RPN

R Ty

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450
Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
10/036,518 01/07/2002 Gal Mor 233-107
CONFIRMATION NO. 5120
57449 POA ACCEPTANCE LETTER
SHEEHAN PHINNEY BASS & GREEN, PA
c/o PETER NIEVES LR
1000 ELM STREET 0000000454300

MANCHESTER, NH 03105-3701
Date Mailed: 01/31/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 01/24/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/hgray/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
10/036,518 01/07/2002 Gal Mor 233-107
CONFIRMATION NO. 5120
NIXON & VANDERHYE P.C. POWER OF ATTORNEY NOTICE
8th Floor
1100 North Glebe Rd. O O AR
000000045742968

Arlington, VA 22201-4714
Date Mailed: 01/31/2011

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 01/24/2011.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/hgray/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
COMBINED REVOCATION OF POWER OF ATTORNEY WITH A NEW POWER OF
ATTORNEY AND CHANGE OF CORRESPONDENCE ADDRESS AND STATEMENT

UNDER 37 CFR 3.73(B)

To: Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

CORRIGENT SYSTEMS LTD., a corporation organized under the laws of Israel, states that it
is:

1. The assignee of the entire, right, title and interest in each of the patents and patent
applications identified on the attached Schedule A by virtue of either an assignment from
the inventor(s) of each of the identified patents and patent applications to the current
assignee as identified on the attached Schedule A, or a chain of title from the inventor(s)
of the patent application/patents to the current assignee as identified on the attached
Schedule A, said assignments recorded with the United States Patent and Trademark
Office at the reel and frame identified on the attached Schedule A or for which a copy

therefore is attached; and

2. Asrequired by 37 CFR 3.73(b)(1)(i), for each of the patents and patent applications listed
on the attached Schedule A the documentary evidence of the chain of title from the
original owner to the assignee was, or concurrently is being, submitted for recordation

pursuant to 37 CFR 3.11.
FURTHER, Corrigent Systems Ltd. states

3. That it hereby revokes all previous Powers of Attorney in the patents and patent
applications identified on the attached Schedule A, and hereby appoints Practitioners
associated with Customer Number 57449 as its attorneys and agents with respect to the
patents and patent applications identified in the attached Schedule A, and to transact all
business in the United States Patent and Trademark Office connected therewith; and

4. Requests that this Office please change the correspondence address for the patents and
patent applications identified in the attached Schedule A to the address associated with

Customer Number 57449,

Ex. 1002, Page 13




The undersigned has reviewed all documents in the chain of title for the patents and patent
applications identified in the attached Schedule A, and to the best of the undersigned’s
knowledge and belief, right, title and interest to the applications identified is in the assignee
identified above. The undersigned is empowered to act on behalf of the assignee.

CORRIGENT SYSTEMS LTD.
Signature: /4/{/ ﬁ Date: Y Y — AL~ 2014

Printed Name: éA‘(; T M/V\
Title: PATEN T AS%N £
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SCHEDULE A
Matter No. |Patent name Application Nr. |Recorded
Multiple Data Links Aggregation With Assignment from Inventors to Corrigent Systems Ltd. recorded 7/15/2003 at
40552-6103 |Nested Packet Interruption 09/756,553 [014274/0423
Assignment from Inventors to Orckit Communications, Ltd. recorded 3/15/2001 at
Dynamic Fragmentation in Low Rate 011593/0881; Assignment from Orckit Communications Ltd. to Corrigent Systems
40552-6100 |Channels 09/756,554 |Ltd. recorded 4/26/2002 at 012866/0880
Assignment from Inventors to Orckit Communications, Ltd. recorded 1/9/2001 at
011435/0015, Assignment from Orckit Communications Ltd. to Corrigent Systems
40552-6102 | Flows Allocation in IP Ring Topologies | 09/756,946 |Ltd. recorded 4/26/2002 at 012866/0880
Assignment from Inventors to Orckit Communications, Ltd. recorded 2/26/2001 at
Resource Reservation in a Ring 011580/0893; Assignment from Orckit Communications Ltd. to Corrigent Systems
40552-6101 {Network 09/794,898 |Ltd. recorded 4/26/2002 at 012866/0880
Assignment from Inventors to Corrigent Systems Ltd. recorded 6/7/2001 at
40552-6104 |One Sided RPR 09/876,414 |011888/0028
Interconnect And Gateway Protection In Assignment from Inventors to Corrigent Systems Lid. recorded 7/24/2001 at
40552-6107 | Bidirectional Rings Networks 09/910,790 {012017/0934
Assignment from Inventors to Corrigent Systems Ltd. recorded 8/30/2001 at
40552-6108 |Fast Protection in Ring Topologies 09/941,723 {012130/0608
: Assignment from Inventors to Corrigent Systems Ltd. recorded 11/29/2001 at
40552-6109 | Latency evaluation in a ring network 09/947,183 1012336/0419
Assignment from Inventors to Corrigent Systems Ltd. recorded 10/3/2001 at
40552-6106 | Selective protection for ring topologies | 09/969,839 [012229/0832
Sonet circuit emulation with VT Assignment from Inventors to Corrigent Systems Ltd. recorded 10/17/2001 at 012270-
40552-6110 |compression 09/978,342 {0165
Configuration of network interfaces in a Assignment from Inventors to Corrigent Systems Ltd. recorded 10/16/2001 at
40552-6111 |bidirectional ring network 09/978,642 |012274/0607
Generic Framework for Embedded Assignment from Inventors to Corrigent Systems Ltd. recorded 12/3/2001 at
40552-6117 |Sofiware Development 10/005,030 1012358/0508
Fast failure protection using redundant Assignment from Inventors to Corrigent Systems Ltd. recorded 1/7/2002 at
40552-6118 |network edge ports 10/036,518 [012442/0914
Avoiding Overlapping Segments In ring Assignment from Inventors to Corrigent Systems Ltd. recorded 1/25/2002 at
40552-6114 |based TLS 10/054,845 1012523/0691
Spanning Tree Protocol For Transparent Assignment from Inventors to Corrigent Systems Ltd. recorded 1/25/2002 at
40552-6115 |LAN Services 10/057,332  [012535/0510 .
Protecting the Filtering Data Base in Assignment from Inventors to Corrigent Systems Ltd. recorded 2/1/2002 at
40552-6112 | Virtual B ridges 10/061,721 1012568/0664
Protecting the filtering database in Assignment from Inventors to Corrigent Systems Ltd. recorded 2/1/2002 at
40552-6113 |virtual bridges 10/061,721 [012568/0664
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Performance monitoring of multiple

channels in an automatic protection Assignment from Inventors to Corrigent Systems Ltd. recorded 2/25/2002 at
40552-6121 |switched network 10/082,771 [012645/0029
Differentiated services with multiple Assignment from Inventors to Corrigent Systems Ltd. recorded 4/24/2002 at
40552-6120 |lagging levels 10/128,454 [012833/0049
Performance Monitoring of high speed Assignment from Inventors to Corrigent Systems Ltd. recorded 4/24/2002 at
40552-6116 [communications network 10/128,459 [012832/0932
Assignment from Inventors to Corrigent Systems Ltd. recorded 5/30/2002 at
40552-6122 |Hidden Failure Detection 10/156,851 1012954/0104
Equipment Protection Using a Partial Assignment from Inventors to Corrigent Systems Ltd. recorded 8/2/2002 at
40552-6123 | Star Architecture 10/211,065 [013170/0387
Traffic Engineerings in Bi-directional Assignment from Inventors to Corrigent Systems Ltd. recorded 8/2/2002 at
40552-6119 |Ring Networks 10/211,066 [013172/0613
Assignment from Inventors to Corrigent Systems Ltd. recorded 8/23/2002 at
40552-6125 | VPLS using a multicast protocol 10/226,525 [013242/0050
Assignment from Inventors to Corrigent Systems Ltd. recorded 1/7/2003 at
40552-6126 |Hierarchical VPLS protection 10/337,382  [013638/0975
Assignment from Inventors to Corrigent Systems Ltd. recorded 2/20/2003 at
40552-6124 IMPLS signaling over RPR 10/369,953 |013807/0903
Assignment from Inventors to Corrigent Systems Ltd. recorded 3/12/2003 at
40552-6130 |Ring network with variable rate 10/387,657 [013884/0505
Assignment from Inventors to Corrigent Systems Ltd. recorded 3/24/2003 at
40552-6128 |Efficient Transport of TDM Services 10/396,008 013915/0077 )
Bandwidth Allocations for Link Assignment from Inventors to Corrigent Systems Ltd. recorded 5/13/2003 at
40552-6131 | Aggregation 10/436,516 |014072/0524
Assignment from Inventors to Corrigent Systems Ltd. recorded 6/13/2003 at
40552-6132 |Multiprotocol media conversion 10/461,807 [014190/0326 :
Layer 3 network routing with RPR Assignment from Inventors to Corrigent Systems Ltd. recorded 3/29/2004 at
40552-6133 | Layer 2 visibility 10/812,321 |015161/0655
Weight calculation for traffic Assignment from Inventors to Corrigent Systems Lid, recorded 6/3/2004 at
40552-6134 |management 10/861,272 [015444/0178
Multipoint to multipoint Assignment from Inventors to Corrigent Systems Ltd. recorded 11/17/2004 at
40552-6135 |communication over ring topologies 10/933,572 1015389/0644
Synchronized Ring Software Download Assignment from Inventors to Corrigent Systems Lid. recorded 9/27/2004 at
40552-6137 |(SRDL) 10/951,575 |015844/0428
Assignment from Inventors to Corrigent Systems Ltd. recorded 11/19/2004 at
40552-6136 | VPLS over ring networks 10/993,882 |016019/0425
Assignment from Inventors to Corrigent Systems Ltd. recorded 5/6/2005 at
40552-6138 | Link aggregation With Tunneling 11/123,801 [016545/0876

40552-6140

Two Way Link Aggregation

11/279,045

Assignment from Inventors to Corrigent Systems Ltd.

017441/0881

recorded 4/7/2006 at
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Resource Sharing Among Network

Assignment from Inventors to Corrigent Systems Ltd. recorded 1/11/2006 at

40552-6142 | Tunnels 11/305486 |017001/0167
VPLS Faliure Protection In Ring Assignment from Inventors to Corrigent Systems Ltd. recorded 1/18/2006 at
40552-6144 |Networks 11/335,770  [017502/0055
Route Selection with Bandwidth Assignment from Inventors to Corrigent Systems Lid. recorded 1/24/2006 at
40552-6143 | Sharing Optimazation Over Rings 11/339,148 {017504/0802
Assignment from Inventors to Corrigent Systems Ltd. recorded 3/2/2006 at
017651/0359; corrective assignment to add the additional name of a conveying party
High capacity ring communication recorded 6/27/2006 at 017868/0544; corrective assignment to correct the Sth
40552-6145 [network 11/367,231 |assignor's name previously recorded, recorded 7/31/2006 at 018035/0163
MAC address learning in a distributed Assignment from Inventors to Corrigent Systems Ltd. recorded 7/10/2006 at
40552-6146 |bridge 11/419,444 [017904/0311
Transparent Transport of Fibre Channel Assignment from Inventors to Corrigent Systems Ltd. recorded 6/29/2006 at
40552-6139 | Traffic Over Packet-Switched Networks | 1 1/479,595 1018034/0195
Connectivity Fault Management (CFM)
In Networks With Link Aggregation Assignment from Inventors to Corrigent Systems Ltd. recorded 7/11/2006 at
40552-6149 |Group Connections 11/483,650 |018103/0490
Point-to-multipoint functionality in a Assignment from Inventors to Corrigent Systems Lid. recorded 8/22/2006 at
40552-6150 |bridged network 11/508,599 [018222/0834
Fault-tolerant medium access control
(MAC) address assignment in network Assignment from Inventors to Corrigent Systems Lid. recorded 9/22/2006 at
40552-6151 |elements 11/534,536 [018292/0823
Assignment from Inventors to Corrigent Systems Ltd. recorded 12/27/2007 at
40552-6154 |Hash-based multi-homing 11/559,037 1020292/0128
Forwarding Multicast Traffic Over link Assignment from Inventors to Corrigent Systems Ltd. recorded 12/21/2006 at
40552-6152 | Aggregation Ports 11/644,773 |018743/0396
Frame Concatenation with Drop Assignment from Inventors to Corrigent Systems Lid. recorded 27872007 at
40552-6155 |Precedence Assignment 11/704,615 [018986/0082
MAC ADDRESS SCALABILITY IN Assignment from Inventors to Corrigent Systems Ltd. recorded 6/18/2007 at
40552-6153 |INTERCONNECTED RINGS 11/764,764 [019459/0806 ;
Prevention Of Frame Duplication In Assignment from Inventors to Corrigent Systems Ltd. recorded 3/7/2008 at
40552-6156 |Interconnected Ring Network 12/044,158 1020615/0339
Assignment from Inventors to Corrigent Systems Ltd. recorded 7/22/2008 at
40552-6141 | VPLS remote failure indicator 12/093,824 1021269/0633

40552-6158

A Device Method and System for

providing a media stream

12/143,944

Assignment from Inventors to Corrigent Systems Ltd. recorded 2/2/2009 at
022186/0537
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Efficient Full Mesh Load Testing of

Assignment from Inventors to Corrigent Systems Ltd. recorded 10/30/2008 at

40552-6159 |Packet based Communication Systems 12/261,072 1021759/0438
Assignment from Inventors to Corrigent Systems Ltd. recorded 1/5/2009 at

40552-6162 |Ring Network Aggregate Rates 12/348,361 022053/0650

High-Speed Processing of Multicast Assignment from Inventors to Corrigent Systems Ltd. recorded 2/11/2009 at
40552-6160 | Content Requests 12/369,011 [022238/0791

Efficient transport of TDM services Assignment from Inventors to Corrigent Systems Ltd. recorded 3/17/2009 at
40552-6129 |over packet networks 12/404,444 1022405/0541

Method for unicast streaming of Assignment from Inventors to Corrigent Systems Ltd. recorded 12/1/2009 at
40552-6161 |multicast content 12/628,247 1023582/0533
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FAST FAILURE PROTECTION USING REDUNDANT NETWORK EDGE PORTS

First Named Inventor/Applicant Name:
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us 7038164000
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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) ~ 2= PART B - FEE(S) TRANSMITTAL
Co'mpfe'te ;nd send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (703) 746-4000

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if requiljed{,. Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current corres!.pondcncc address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal, This certificate cannot be used for any other accompanying
ﬁapers. Each additional paper, such as an assignment or formal drawing, must

7590 03/10/2005 ave its own certificate of mailing or transmission.
NIXON & VANDERHYE P.C. Certificate of Mailing or Transmission
8th Fl I hereby certify that this Feeﬁ) Transmittal is being deposited with the United
oor States Postal Service with sufficient postage for first class mail in an envelope
1100 North Glebe Rd. address.eddto t}l:e ll}dsarx’!r(s)tc()%gsll&}éi_“lagg addrhesi‘:bqvg,_ or get:n facsimile
Arlington. VA 01-47 transmitted to the , on the date indicated below.
06/02/2005 I‘I%EYEHEE 0%8&00130 1b336516 (Depositor's name)
01 FC:1504 300,00 O (Signaure)
02 FC:2501 700.00 0OF (Date)
03 FL28001 12.00 Op
I APPLICATION NO. I FILING DATE l FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO. I
10/036,518 01/07/2002 Gal Mor 233-107 5120
TITLE OF INVENTION: FAST FAILURE PROTECTION USING REDUNDANT NETWORK EDGE PORTS
I APPLN. TYPE ] SMALL ENTITY I ISSUE FEE | PUBLICATION FEE | TOTAL FEE(S) DUE | DATE DUE I
nonprovisional YES $700 $300 $1000 06/10/2005
| EXAMINER | ART UNIT | crass-suscLass |
NGUYEN, THANH 2144 709-238000
EF(I:{hEIl?:}()).f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list  NIXON & V ANDERHYE P.C.

(1) the names of up to 3 registered patent attorneys
(1 Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached.

(2) the name of a single firm (having as a member a 2

() "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
CORRIGENT SYSTEMS LTD. Tel Aviv, Israel
Please check the appropriate assignee category or categories (will not be printed on the patent) : (A mdividual ﬁCorporation or other private group entity () Government
4a. The following fee(s) are enclosed: 4b. Payment of Fee(s):
X@ Issue Fee (J A check in the amount of the fee(s) is enclosed.
X&) Publication Fee (No small entity discount permitted) XA Payment by credit card. Form PTO-2038 is attached. $1012.00
X@ Advance Order - # of Copies 4 XA The Director is hereby authorized by charge the required fee(s), or credit any overpayment, to
Deposit Account Number ___]1 4—1 lg 0 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above) )
Oa Applicant claims SMALL ENTITY status. See 37 CFR 1.27. Qv. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).
The Director of the USPTO is requested to agply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.

NOTE: The Issue Fee an jcation Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records nited States Patent and Trademark Office.
0 R v
A\
Authorized Signature \ ;M 5 ' Y \‘/V\'/M\ Date May 31, 2005
Typed or printed name __Larry S. Nikon Registration No. 25,640

\ l
This collection of information is required by 37 CFR 1.311. The information is recilqired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or Slzﬁlgesnpns for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,g’.o.
gcl)x 1430, A\l,qxap d g,zglir ilnjggZ’j 13-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
exandria, Virginia - .

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Please type a plus sign (+) inside this box I

S M33-1 07

PTO/SB/121 (10-00)

: Approved for use through 10/31/2002. OMB 0651-0035

..U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Address to:

CORRESPONDENCE
ADDRESS
INDICATION FORM

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Direct all correspondence to:

Place Customer
Number Bar
Label Here >

X Customer Number:

23117

OR Type Customer Number here

] Request for Customer Number (PTO/SB/125) submitted herewith.

in the following listed application(s) or patent(s):

Patent Number Patent Date U.S. Filing
(if appropriate) Application Number (if appropriate) Date
10/036,518 January 7, 2002
(check one)
Typed or Larry S. Nixon Applicant or Patentee
Printed Name /M y u
A hY X

Signature % 9 . 3 1 QAN ! O Assignee of record of the entire

3.73(b) is enclosed. (Form
PTO/SB/96)

r". 4
Date I@Ych 17, 2005

Address of signer: E Attorney or Agent of record

1100 North Glebe Road, 8" Floor
Arlington, VA 22201
25,640

interest. Statement under 37 C.F.R. §

(Reg. No.)

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if more

than one signature is required, see below.*

I X | *Total of 1 forms are submitted.

|

Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any
comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS: SEND TO: Assistant Commissioner of

Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WwWw.,usplo.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

7590 03/10/2005 [ EXAMINER ' J
NIXON & VANDERHYE P.C. NGUYEN, THANH
8th Floor
1100 North Glebe Rd. | ART UNIT PAPERNUMBER |
Arlington, VA 22201-4714 ' 2144
DATE MAILED: 03/10/2005
[ AppLICATIONNO. FILING DATE [ FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.

10/036,518 01/07/2002 Gal Mor 233-107 5120
TITLE OF INVENTION: FAST FAILURE PROTECTION USING REDUNDANT NETWORK EDGE PORTS

| APPLN. TYPE | SMALL ENTITY | ISSUE FEE | PUBLICATION FEE | TOTAL FEE(S) DUE I DATE DUE |

nonprovisional YES $700 $300 $1000 06/10/2005

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE
REFLECTS A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL-85B (OR
AN EQUIVALENT) MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL
BE REGARDED AS ABANDONED.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status: :

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above. .

II. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be
completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B - Fee(s) Transmittal should be
completed and an extra copy of the form should be submitted.

HI. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary. :

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3

PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. I
10/036,518 01/07/2002 Gal Mor 233-107 5120
7590 03/10/2005 | EXAMINER j
NIXON & VANDERHYE P.C. NGUYEN, THANH
8th Floor :
1100 North Glebe Rd. I ART UNIT [ PAPER NUMBER ]
Arlington, VA 22201-4714 2144

DATE MAILED: 03/10/2005

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 734 day(s). If the issue fee is paid on the date that is three months after the
-mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 734 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that

determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.goy).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571) 272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at (703) 305-8283.

Page 3 of 3

PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (703) 746-4000

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence addre's's as
ingicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
Eapers. Each additional paper, such as an assignment or formal drawing, must

7590 03/10/2005 ave its own certificate of mailing or transmission.
" NIXON & VANDERHYE P.C. 9 Certificate of Mailing or Transmission )
8th Fl I hereb; certigy that this Fee%:st) Transmittal is being deposited with the United
oor States Postal Service with sufficient postage for first class mail in an envelope
1100 North Glebe Rd. addressed to the Mail Sto? ISSUE FEE address above, or being facsimile
Arlington VA 22201-4714 transmitted to the USPTO (703) 746-4000, on the date indicated below.
? (Depositor’s name)
(Signature)
(Date)
I APPLICATION NO. I FILING DATE | FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. CONFIRMATION NO.
10/036,518 ) 01/07/2002 Gal Mor 233-107 5120
TITLE OF INVENTION: FAST FAILURE PROTECTION USING REDUNDANT NETWORK EDGE PORTS
I APPLN. TYPE | SMALL ENTITY | ISSUE FEE I PUBLICATION FEE I TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $700 $300 $1000 06/10/2005
{ EXAMINER | ART UNIT | cLass-suscLass |
NGUYEN, THANH . 2144 709-238000

1 Chansgé:3<))f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR 1 (1) the names of up to 3 registered patent attorneys !
[ Change of cotrespondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTQ/SB/122) attached.

(2) the name of a single firm (having as a membera 2

(] "Fee Address" indication (or "Fee Address" Indication form registered attomey or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are enclosed: 4b. Payment of Fee(s):
(1 Issue Fee [ A check in the amount of the fee(s) is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(0 Advance Order - # of Copies [ The Director is hereby authorized by charge the required fee(s), or credit any overpayment, to
Deposit Account Number (enclose an extra copy of this fomrs.

5. Change in Entity Status (from status indicated above)
Py Applicant claims SMALL ENTITY status. See 37 CFR 1.27. b Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

The Director of the USPTO is requested to agply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the application identified above.
NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain o retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will varK depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,%.o.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 12/04) Approved for use through 04/30/2007. OMB 0651-0033  U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Application No. Applicant(s)
, - 10/036,518 MOR ET AL.
Notice of Allowability Examiner AFCUNE
Tammy T Nguyen 2144

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to application filed on January 7, 2002-

2. [X] The allowed claim(s) is/are 1-24.

3. [X] The drawings filed on 07 January 2002 are accepted by the Examiner.

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)[] Al b)[] Some* c)[]None ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)). '
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [[] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [J including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) ] hereto or 2) 7] to Paper No./Mail Date . ’
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date

ldentifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. ] Notice of References Cited (PTO-892) 5. [J Notice of Informal Patent Application (PTO-152)
2. X Notice of Draftperson’s Patent Drawing Review (PTO-948) 6. (] Interview Summary (PTO-413),
Paper No./Mail Date
3. [ Information Disclosure Statements (PTO-1449 or PTO/SB/08), 7. [J Examiner's Amendment/Comment
Paper No./Mail Date 8/27/04, 3/1/02 ’
4. [ Examiner's Comment Regarding Requirement for Deposit 8. [X] Examiner's Statement of Reasons for Allowance
of Biological Material 9. [J Other

WILLIAM A. CUCHLINSKLJR.
SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 2600
U.S. Patent and Trademark Office

PTOL-37 (Rev. 1-04) Notice of Allowability Part of Paper No./Mail Date 20050210
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UNITED STATES PATENT AND TRADEMARK OFFIGE

COMMISSIONER FOR PATENTS

UNITED STATES PATENT AND TRADEMARK OFFICE
WasHINGTON, D.C. 20231

www.uspto.gov

Reasons for allowance

1. The following is an examiner’s statement of reasons for allowance:

2. Claims 1-24 are allowed. ' -

3. The prior art does not disclose first and second access ports coupled to one or more
access switch via first and second redundant network access links; placing the first access
port in an active state, while placing the second port in a blocked state; conveying
communication traffic over the first link while the first port is in the active state;
responsive to a failure associated with the first link, placing the second port in the active
state and the first port in the blocking state; sending dummy traffic through the second
access port over the second link so as to cause each of the one or more access switches to
modify its respective access switch database responsive to the second access port being in
the active state.

4. Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany
the issue fee. Such submissions should be clearly labeled “Comments on Statement of

Reasons for Allowance.”
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Application/Control Number: 10/036,518 | Page 3
Art Unit: 2144

Conclusion

5. Any inquiries concerning this communication or earlier communications from
the examiner should be directed to Tammy T. Nguyen who may be reached via telephone at
(571) 272-3929. The examiner can normally be reached Monday through Friday between 8:00
a.m. and 5:00 p.m. eastern standard time.
. If you need to send the Examiner, a facsimile transmission regarding this
instant application, please send it to (703) 872-9306. If attempts to reach the examiner by
telephone are unsuccessful, the Examiner's Supervisor, Bill Cuchlinski, may be reached at (571)

272-3925.

ITN

February 10, 2005 W%

WILLIAM A. CUCHLINSKI, JR.
SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 3800
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Form PTO-948 (Rev. 06/03
Application No._§

U.S. DEPARTMENT OF COMMERCE

U.S. Patent and Trademark Office

NOTICE OF DRAFTSPERSON'S PATENT DRAWING REVIEW

The drawing(s) filed (insert date) /2 /1Q7 /0 2.

are:

A approved by the Draftsperson under 37 CFR 1.84 or 1.152.

B.____ objected to by the Draftsperson under 37 CFR 1.84 or 1.152 for the reasons indicated below. Corrected

drawings are required.

1. DRAWINGS. 37 CFR 1.84(a): Acceptable

categories of drawings: Black ink or

Color (3 sets required).

__ Color drawings are not acceptable until petition is
granted. Fig(s)_.

Pencil and non.black ink not permitted. Fig(s)

- 2.PHOTOGRAPHS. 37 CFR 1.84(b)
__One (1) full-tone set is required. Fig(s)

___ Photographs may not be mounted. 37 CFR 1.84(e)

____Photographs must meet paper size rcqulrements of
37 CFR 1.84(f). Fig(s)
____Poor quality (half-tone). Fig(s)
3. TYPE OF PAPER. 37 CFR 1.84(e) .
___ Paper not flexible, strong, white, and durable.
Fig(s)

_ Erasures, alterations, overwritings. interlineations,
T folds, copy machine marks not accepted
Fig(s)

___ Solid black areas pale. Fig(s) _

4. SIZE OF PAPER. 37 CFR 1.84(f): Acceptable B

sizes:

21.0 cm by 29.7 cm (DIN size A4)or

21.6 cmby 27.9em (8 1/2x 11 inches)‘
___All drawing sheets not the same size.
Sheet(s)
____ Drawings sheets not an acceptable size. Flg(s)

5. MARGINS. 37CFR 1. 84(g): Acceptable margms_

Top 2.5 cm Left 2.5 cm Right 1.5 cm Bottom 1.0 cm
Margins not acceptable. Fig(s)

Top (T) Left (L)

Right (R) Bottom (B)
6. VIEWS. 37 CFR 1.84(h)
REMINDER: Specification may require revision to
correspond to drawing changes, €.g., if Fig. 1 is
changed to Fig. 1A, Fig 1B and Fig. 1C, etc., the
specification, at the Brief Description of the Drawings,
must likewise be changed.

___Views not labeled separately or properly

~ Fig(s)

7. SECTIONAL VIEWS. 37 CFR 1.84(h)3) -

Sectional designation should be noted with
Arabic or Roman numbers. Fig(s)

8. ARRANGEMENT OF VIEWS. 37 CFR 1.84(i)

___ Words do not appear on a horizental, left-to-right
fashion when page is either upright or turned so
that the top becomes the right side, except for
graphs. Fig(s)

9. SCALE. 37 CFR 1.84(k)

—_Scale not large enough to show mechanism
without crowding when drawing is reduced in
size to two-thirds in reproduction.

Fig(s)

10. CHARACTER OF LINES, NUMBERS, &

"LETTERS. 37 CFR 1.84(1)
___Lines, numbers & letters not uniformly thick and

well defined, clean, durable, and black (poor line
quality). Fig(s)
11. SHADING. 37 CFR 1.84(m)

Solid black shading not permitted. Flg(s)

“12. NUMBERS, LETTERS, & REFERENCE

CHARACTERS. 37 CFR 1.84(p)
___ Numbers and reference characters not plain and
legible. Fig(s)

- Figure legends are poor. Fig(s)

=~ Numbers and reference characters not oriented in
the same direction as the view. 37 CFR 1.84(p)(1)
Fig(s)
____ English alphabet not used. 37 CFR 1 84(p)(2)
Fig(s)

Numbers, letters and: reference characters must be

at least 32 cm (1/8 inch) in height. 37 CFR

1.84(p)(3). Fig(s)

13. LEAD LINES. 37CFR 1.84(q)

__ Lead lines missing. Fig(s)

14. NUMBERING OF SHEETS OF DRAWINGS.
37 CFR 1.84(1)

___ Sheets not numbered consecutively, and in Arabic

numbers beginning with number 1. Sheet(s)
15. NUMBERING OF VIEWS. 37 CFR 1.84(u)

____Views not numbered consecutively, and in Arabic

numerals, beginning with number 1. Fig(s)

16. DESIGN DRAWINGS. 37 CFR 1.152
___ Surface shading shown not appropriate.
Fig(s)
_ Solid black surface shading is not permitted except
" when used to represent the color black as well as
color contrast. Fig(s) '

COMMENTS:

oue 01/ 24 [

Attachment to Paper No.

Reviewer SoN LAM
If you have questions, call (703) 365-8484—

30€-03646

¥ U.S. GOVERNMENT PRINTING OFFICE: 2003-300-153
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1 Fast detection of communication patterns in distributed executions |

Thomas Kunz, Michiel F. H. Seuren

November 1997 Proceedings of the 1997 conference of the Centre for Advanced Studies
on Collaborative research '

Full text available:@ pdf(4.21 MB) Additional Information: full citation, abstract, references, index terms

Understanding distributed applications is a tedious and difficult task. Visualizations based on
process-time diagrams are often used to obtain a better understanding of the execution of
the application. The visualization tool we use is Poet, an event tracer developed at the
University of Waterloo. However, these diagrams are often very complex and do not provide

the user with the desired overview of the application. In our experience, such tools display
repeated occurrences of non-trivial commun ...

Dynamic queue length thresholds for shared-memory packet switches m
Abhijit K. Choudhury, Ellen L. Hahne
April 1998 TEEE/ACM Transactions on Networking (TON), Volume 6 Issue 2

Full text available:@ pdf(324.50 KB)  Additional Information: full citation, references, citings, index terms

Keywords: adaptive thresholds, asynchronous transfer mode, buffer allocation, dynamic

thresholds, memory management, pushout, queue length thresholds, shared-memory
switch

Performance counters and state sharing annotations: a unified approach to thread i
locality

Boris Weissman

October 1998 proceedings of the eighth international conference on Architectural

support for programming languages and operating systems, Vvolume 33, 32
Issue 11,5

Full text avai|able:@ pdf(1.76 MB) Additional Informahon:{:l:::atuon, abstract, references, citings, index
— I

This paper describes a combined approach for improving thread locality that uses the
bardware performance monitors of modem processors and program-centric code
annotations to guide thread scheduling on SMPs. The approach relies on a shared state
cache model to compute expected thread footprints in the cache on-line. The accuracy of the
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model has been analyzed by simmations involving a set of parallel applications. We
demonstrate how the cache model can be used to implement several practical loca ...

4 Power minimization in IC design: principles and applications |

Massoud Pedram
January 1996 ACM Transactions on Design Automation of Electronic Systems
(TODAES), Volume 1 Issue 1
Full text availabl e:@ pdf(550.02 KB) Additional Information: tf:llrr(.*,;tation, abstract, references, citings, index
- 1

Low power has emerged as a principal theme in today's electronics industry. The need for
low power has caused a major paradigm shift in which power dissipation is as important as
performance and area. This article presents an in-depth survey of CAD methodologies and
techniques for designing low power digital CMOS circuits and systems and describes the
many issues facing designers at architectural, logical, and physical levels of design
abstraction. It reviews some of the techniques and tool ...

Keywords: CMOS circuits, adiabatic circuits, computer-aided design of VLSI, dynamic
power dissipation, energy-delay product, gated clocks, layout, low power layout, low power
synthesis, lower-power design, power analysis and estimation, power management, power
minimization and management, probabilistic analysis, silicon-on-insulator technology,
statistical sampling, switched capacitance, switching activity, symbolic simulation, synthesis,
system design

5 BrouHaHa- A portable Smalltalk interpreter |

Eliot Miranda :

December 1987 AcM SIGPLAN Notices , Conference proceedings on Object-oriented
programming systems, languages and applications, volume 22 Issue 12

Full text availabl e:@ pdf(1.10 MB) Additional Information: tf::lr:;tatlon, abstract, references, citings, index

BrouHaHa is a portable implementation of the Smalltalk-80 virtual machine interpreter. It is
a more efficient redesign of the standard Smalltalk specification, and is tailored to suit
conventional 32 bit microprocessors. This paper presents the major design changes and
optimization techniques used in the BrouHaHa interpreter. The interpreter runs at 30% of
the speed of the Dorado on a Sun 3/160 workstation. The implementation is portable
because it is written in C.

6 Balancing performance and flexibility with hardware support for network architectures i

Hija Hadzi¢, Jonathan M. Smith
November 2003 ACM Transactions on Computer Systems (TOCS), Volume 21 Issue 4

Full text available:i@ pdf(719.03 KB)  Additional Information: full citation, abstract, references, index terms

The goals of performance and flexibility are often at odds in the design of network systems.
The tension is common enough to justify an architectural solution, rather than a set of
context-specific solutions. The Programmable Protocol Processing Pipeline (P4) design uses
programmable hardware to selectively accelerate protocol processing functions. A set of
field-programmable gate arrays (FPGAs) and an associated library of network processing
modules implemented in hardware are augmented with so ...

Keywords: FPGA, P4, computer networking, flexibility, hardware, performance,
programmable logic devices, programmable networks, protocol processing

7 Low-energy off-chip SDRAM memory systems for embedded applications |
Hojun Shim, Yongsoo Joo, Yongseok Choi, Hyung Gyu Lee, Naehyuck Chang
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February 2003 ACM Transactions on Embedded Computing Systems (TECS), Volume 2 Issue
1
Full text available:i@ pdf(3.98 MB) Additional Information: full citation, abstract, references, index terms

Memory systems are dominant energy consumers, and thus many energy reduction
techniques for memory buses and devices have been proposed. For practical energy
reduction practices, we have to take into account the interaction between a processor and
cache memories together with application programs. Furthermore, energy characterization
of memory systems must be accurate enough to justify various techniques. In this article,
we build an in-house energy simulator for memory systems that is accelerat ...

Keywords: Low power, SDRAM, memory system

8 Reconfigurable computing: a survey of systems and software —

Katherine Compton, Scott Hauck

June 2002 ACM Computing Surveys (CSUR), Volume 34 Issue 2

Full text available:@ pdf(710.56 KB) Additional Information: full citatior_'n, abstract, references, citings, index
— terms, review

Due to its potential to greatly accelerate a wide variety of applications, reconfigurable
computing has become a subject of a great deal of research. Its key feature is the ability to
perform computations in hardware to increase performance, while retaining much of the
flexibility of a software solution. In this survey, we explore the hardware aspects of
reconfigurable computing machines, from single chip architectures to muiti-chip systems,
inctuding internal structures and external coupling. W ...

Keywords: Automatic design, FPGA, field-programmable, manual design, reconfigurable
architectures, reconfigurable computing, reconfigurable systems

9 Cache Memories i

Alan Jay Smith _
September 1982 ACM Computing Surveys (CSUR), Volume 14 Issue 3

Full text available: ¥ pdf(4.61 MB) Additional Information: full citation, references, citings, index terms

10 The state of the art in locally distributed Web-server systems , —

Valeria Cardellini, Emiliano Casalicchio, Michele Colajanni, Philip S. Yu

June 2002 ACM Computing Surveys (CSUR), Volume 34 Issue 2

Additional Information: full citation, abstract, references, citings, index
terms

Full text available: -@ pdf(1.41 MB)

The overall increase in traffic on the World Wide Web is augmenting user-perceived
response times from popular Web sites, especially in conjunction with special events.
System platforms that do not replicate information content cannot provide the needed
scalability to handle large traffic volumes and to match rapid and dramatic changes in the
number of clients. The need to improve the performance of Web-based services has
produced a variety of novel content delivery architectures. This article w ...

Keywords: Client/server, World Wide Web, cluster-based architectures, dispatching
algorithms, distributed systems, load balancing, routing mechanisms

11 Cache performance of operating system and multiprogramming workloads |
Anant Agarwal, John Hennessy, Mark Horowitz
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November 1988 ACM Transactions on Computer Systems (TOCS), Volume 6 Issue 4

Full text available: .@ pdf(3.16 MB) Additional Information: tfuII citatior}, abstract, references, citings, index
— erms, review

Large caches are necessary in current high-performance computer systems to provide the
required high memory bandwidth. Because a small decrease in cache performance can result
in significant system performance degradation, accurately characterizing the performance of
large caches is important. Although measurements on actual systems have shown that
operating systems and multiprogramming can affect cache performance, previous studies
have not focused on these effects. We have developed a pro ...

12 Draft Proposed: American National Standard—Graphical Kernel System |

Technical Committee X3H3 - Computer Graphics
February 1984 ACM SIGGRAPH Computer Graphics, Volume 18 Issue SI

Full text available: f] pdf(16.07 MB)  Additional Information: full citation

13 Dynamic queue length thresholds for multiple loss priorities |

Ellen L. Hahne, Abhijit K. Choudhury
June 2002 TEEE/ACM Transactions on Networking (TON), volume 10 Issue 3

Full text available: @ pdf(545.38 KB) Additional Information: tf::lr;:;tatlon, abstract, references, citings, index

Buffer management schemes are needed in shared-memory packet switches to regulate the
sharing of memory among different output port queues and among traffic classes with
different loss priorities. Earlier we proposed a single-priority scheme called Dynamic
Threshold (DT), in which the maximum permissible queue length is proportional to the
unused buffering in the switch. A queue whose length equals or exceeds the current
threshold value may accept no new arrivals. In this paper, we propose, anal ...

Keywords: buffer management, congestion control, loss priorities, packet switching, queue
length thresholds, selective discarding, shared memory, space priorities

14 Security Mechanisms in High-Level Network Protocols |

Victor L. Voydock, Stephen T. Kent
June 1983 ACM Computing Surveys (CSUR), Volume 15 Issue 2

Full text available:ﬁ; pdf(3.23 MB) Additional Information: full citation, references, citings

15 Run-time adaptation in river |

Remzi H. Arpaci-Dusseau
February 2003 ACM Transactions on Computer Systems (TOCS), Volume 21 Issue 1

Full text available:'@ pdf(849.04 KB)  Additional Information: full citation, abstract, references, index terms

We present the design, implémentation, and evaluation of run-time adaptation within the
River dataflow programming environment. The goal of the River system is to provide
adaptive mechanisms that allow database query-processing applications to cope with
performance variations that are common in cluster platforms. We describe the system and
its basic mechanisms, and carefully evaluate those mechanisms and their effectiveness. In
our analysis, we answer four previously unanswered and important que ...

Keywords: Performance availability, clusters, parallel I/O, performance faults, robust
performance, run-time adaptation
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16 Pen computing: a technology overview and a vision i
André Meyer
July 1895  ACM SIGCHI Bulletin, volume 27 Issue 3

Full text available: '@ pdf(5.14 MB) Additional Information: full citation, abstract, citings, index terms

This work gives an overview of a new technology that is attracting growing interest in public
as well as in the computer industry itself. The visible difference from other technologies is in
the use of a pen or pencil as the primary means of interaction between a user and a
machine, picking up the familiar pen and paper interface metaphor. From this follows a set
of consequences that will be analyzed and put into context with other emerging technologies
and visions.Starting with a short historic ...

17 Experience Using Multiprocessor Systems—A Status Report i
Anita K. Jones, Peter Schwarz
June 1980 ACM Computing Surveys (CSUR), Volume 12 Issue 2

Full text available:-@ pdf(4.48 MB) Additional Information: full citation, references, citings, index terms

18 The embedded machine: predictable, portable real-time code |

Thomas A. Henzinger, Christoph M. Kirsch

May 2002 AcM SIGPLAN Notices , Proceedings of the ACM SIGPLAN 2002 Conference
on Programming language design and implementation, volume 37 Issue 5

Full text availabl e:@ pdf(223.85 KB)‘ Additional Information: tf;::lr;::atlon, abstract, references, citings, index

The Embedded Machine is a virtual machine that mediates in real time the interaction
between software processes and physical processes. It separates the compilation of
embedded programs into two phases. The first, platform-independent compiler phase
generates E code (code executed by the Embedded Machine), which supervises the timing --
-not the scheduling--- of application tasks relative to external events, such as clock ticks
and sensor interrupts. E~code is portable and exhibits, given an inpu ...

Keywords: real time, virtual machine

19 Concepts and Notations for Concurrent Programming —

Gregory R. Andrews, Fred B. Schneider
January 1983 ACM Computing Surveys (CSUR), Volume 15 Issue 1

Full text available:@ pdf(4.02 MB) Additional Information: full citation, references, citings, index terms

20 System-level power optimization: techniques and tools |
Luca Benini, Giovanni de Micheli

April 2000 ACM Transactions on Design Automation of Electronic Systems (TODAES),
Volume 5 Issue 2

Full text available: E pdf(385.22 KB) Additional Information: tf:;l.lnf'::ation, abstract, references, citings, index

This tutorial surveys design methods for energy-efficient system-level design. We consider
electronic sytems consisting of a hardware platform and software layers. We consider the
three major constituents of hardware that consume energy, namely computation,
communication, and storage units, and we review methods of reducing their energy
consumption. We also study models for analyzing the energy cost of software, and methods
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FAST FAILURE PROTECTION USING REDUNDANT NETWORK EDGE
PORTS

FIELD OF THE INVENTION
The present invention relates generally to
communication networks, and specifically to methods and
devices for providing reliable, fault-resistant network

access.

BACKGROUND OF THE INVENTION il

Local Area Networks (LANs) connect computing systems ;§
together. LANs of all types can be connected together
using Media Access Control (MAC) bridges, as set forth in
the “IEEE Standard for Information Technology,
Telecommunications and Information Exchange between ?&:
Systems, Local and Metropolitan Area Networks, Common i
Specifications, Part 3: Media Access Control (MAC)

Bridges,” published as ANSI/IEEE Standard 802.1D (1998),

which is incorporated herein by reference. The 802.1D ﬁii
standard is available at standards.ieee.org/catalog/ it
IEEE802.1.html. Each computing system connects to a LAN £§
through a MAC device. MAC bridges that implement the
802.1D standard allow MAC devices attached to separate
LANs to appear to each other as if they were attached to
a single LAN.

The most common type of MAC bridge is a switch,

which has multiple ports connecting it to LANs, other

switches, host computing systems, or other network
elements. Switches can be roughly classified as access
switches or core switches. An access switch has ports

that connect to LANs and/or to other network endpoints,

such as user computer systems. Core switches
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interconnect the access switches into a Wide Area Network
(WAN) , by direct connection between the core switch and
access switches and/or Dby connection to other core
switches. Core switches that are directly connected to
access switches are referred to herein as edge switches.

When a switch receives a data frame on one of its
ports, it examines the destination MAC address carried in
the frame header to determine through which of its output
ports the frame should be transmitted. For this purpose,
in accordance with the above-mentioned 802.1D standard,
the switch maintains a filtering database, indicating the
appropriate destination port for each MAC address in the
database. The switch ports use the filtering database as
a lookup table (LUT) for forwarding frames that they
receive. When the switch receives a frame on one of its
ports from a particular source MAC address, it "“learns”
to associate that MAC address with that port and places a
corresponding entry in its filtering database. When the
switch receives a frame with a destination address that
does not appear 1in 1its database, it “flocods,” or
broadcasts, the frame through all its ports except the
port on which the frame was received. Broadcast and
multicast frames are similarly distributed by flooding.
On the other hand, when the switch finds that the
destination address of a frame received on one of its
ports is associated in its database with that same port,
it discards, or “filters,” the frame.

As the switch receives packets, it continually adds
entries to itg filtering database. In order to avoid
filling up the database with stale entries and to enable
the database to be updated when changes occur in network

topology, the 802.1D standard defines an aging mechanism.
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When an entry is created in the table due to a frame
having been received from a particular source MAC
address, the entry receives a time stamp. Whenever
another frame is received from the same address (on the
same port), the time stamp is updated. If the time stamp
is not updated within a predetermined time 1limit, the
entry is erased. The default aging time is five minutes.
Because of this long aging time, it can take a long time
to rebuild the filtering database after a mnetwork
topology change.

To protect against failures of network equipment and
communication media, it is common to provide multiple,
redundant paths between switches in the network. For
example, access switches are typically connected to edge
switches by dual links. These links may be in the form
of connections between each of a pair of ports on one
access switch with a corresponding pair of ports on the
edge switch. Alternatively, each of two access switches
may be connected to one of the ports of the edge switch,
with an additional 1link provided between the two access
switches. Other redundant protection configurations are
also known in the art. All these configurations are
meant to ensure the connection between the access switch
(or switches) and the edge switch will be maintained even
if there is a failure in one of the ports or in the
associated media connecting the edge switch and access
switches.

A problem with redundant topologies, however, is
that the multiple paths between points in the network can
create loops that disrupt the proper functioning of the
learning process described above. Furthermore, broadcast

packets may be forwarded repeatedly by the switches in
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the loop, causing a serious problem of network
congestion, known as a “broadcast storm.”

In order to avoid these problems, the 802.1D
standard defines a communication protocol, known as the
spanning tree protocol (STP), for managing the creation
and updating of the network topoclogy. STP ensures that
all data paths in a network of bridges are free of loops
by disabling forwarding of packets through certain
interfaces. The spanning tree algorithm takes advantage
of a standard feature of MAC ports: the ports may be
either in a blocking state or a forwarding state. Frames
are forwarded through ports in a MAC bridge in the
forwarding state, and not through ports in the blocking
state. At any time, a given bridge effectively connects
only the LANs that are attached to those of the bridge
ports that are in a forwarding state. Ports that are in
a blocking state do not forward frames. The spanning tree
algorithm and protocol thus create a tree-shaped active
topology from the arbitrarily-connected components of the
network.

The spanning tree algorithm defines one bridge in
the network as the root bridge. Each LAN connected to
the network has a bridge port that connects it to the
root bridge. The port is known as the designated port
for the LAN, and the bridge of which the designated port
is part is known as the designated bridge for the LAN.
The root bridge is the designated bridge for each LAN to
which it is connected. Each bridge has a port defined as
its root port, which uniquely connects that bridge to the
root bridge. All ports on the bridge that are neither
the root port nor the designated port are put into the

blocking state. Frames destined to cross the network

Ex. 1002, Page 52




4379082

will thus travel from the designated bridge of the
originating LAN along a root path toward the root bridge.
If the destination bridge does not lie along the root
path, the frame will be routed through the root bridge
and will travel along a root path from the root bridge to
the designated port for the destination LAN.

Although STP is effective in removing network loops,
it is very slow in adapting to topology changes that may
occur when a network 1link fails or 1s subsequently
restored. Responding to a failure typically necessitates
recalculating the spanning tree to accommodate the
topology change and accordingly transferring bridge ports
from the blocking to the forwarding state. The
above-mentioned 802.1D standard specifies a procedure for
responding to topology changes, which includes reducing
the aging time for filtering database entries to 15 sec.
Using this procedure with default STP timing parameters
(as specified in the above-mentioned 802.1D standard), it
still takes 30 sec to transfer ports from the blocking
state to the forwarding state. Even with aggressive
tuning of the timing, the transfer from blocking to
forwarding state takes at least 14 sec, and it generally
takes as much as a minute overall for normal network
service to be restored.

U.S. Patent 6,032,194, whose disclosure is
incorporated herein by reference, describes a method for
rapidly reconfiguring a computer network, Dbased on
certain modifications to the standard STP. The method
assumes that the switches in the network, including both
core and access switches, have multiple trunk ports
providing connectivity to the STP root wvia trunk

switches. (These trunk switches are comparable to the
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core switches and edge switches defined above, and the
trunk ports are on the upstream side of each switch,
i.e., the side leading toward the root.) One of the
trunk ports of each switch is placed in the forwarding
state, while the others are designated as back-up ports.
Upon detection of a failure at the active forwarding
port, the switch immediately places one of the back-up
trunk ports in the forwarding state, so that it becomes
the new active port. The switch then transmits dummy
multicast messages toward the root (upstream) through the
newly-active trunk port, each containing the source
address of a network entity that is coupled to the switch
itself or is downstream of the switch. Upon receiving
these messages, other devices in the network learn to use
the new active port. In order to implement this rapid
reconfiguration method, special commands, not a part of
the 802.1D standard, are used to modify the STP
parameters of both the core switches and the access
switches in the network. The patent also suggests
modifications to these special commands for operating in
a Virtual LAN (VLAN) environment.

A similar rapid reconfiguration algorithm is defined
in a draft amendment to the 802.1D standard, entitled
“Amendment 2 - Rapid Reconfiguration,” published as IEEE
Draft P802.1w/D10 (March 26, 2001), which is incorporated
herein by reference. This draft specifies enhancements
to the operation of STP and other mechanisms that support
reconfiguration of physical and filtering connectivity in
a bridged LAN system. Implementation of the enhanced
protocol substantially reduces the time required to
recompute the spanning tree and reconfigure switch ports

and filtering databases following a network topology
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change. But it requires that all the switches in the
network be replaced or reprogrammed to comply with the

amended standard.

SUMMARY OF THE INVENTION

It is an object of some aspects of the present
invention to provide methods and devices enabling rapid
reconfiguration in response to network topology changes.

It is a further object of some aspects of the
present invention to provide methods for rapid recovery
from network failures, while maintaining compatibility
with existing network equipment and protocols. :

In preferred embodiments of the present invention, !M
an edge switch in a MAC network is attached by redundant il
links to one or more access switches. The edge switch
selects one of its access ports (i.e., the ports that are
connected to the downstream links to the access switches)

to be its active access port, while placing its remaining

access port(s) in the blocking state. The blocked ports
thus remain physically operational, but they convey no
packets and therefore create no actual loops. As a
result, when the network switches run STP, only a single
branch of the tree passes through the edge switch to the
access switches. The redundant 1links between the edge
switch and the access switches are transparent to the
standard protocol and do not affect its operation in any
way . The access switches and other network entities
downstream of the edge switch need not be aware that the
redundancy even exists.

When the edge switch detects a failure in its active
link to the access switches, it immediately chooses omne

of the blocked links to serve as the new active link and
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blocks the failed port. In order to inform the access
switches and other downstream equipment that they should
now transmit their upstream traffic through the new
active 1link, the edge switch sends dummy frames through
the new active link to the access switches. Preferably,
the dummy frames have source MAC addresses corresponding
to all the destination MAC addresses in the filtering
database that was maintained by the edge switch for
entities with which the access switches communicated
through the failed port. Upon receiving these dummy
frames, the access switches use the standard MAC learning
algorithm to rebuild their own filtering databases so
that upstream traffic is immediately directed to the new
active link. The entire process is, again, transparent
to the access switches and can typically be completed in
less than one second.

Thus, preferred embodiments of the present invention

provide a method for fast changeover between redundant
network links that can be implemented by modifying a
single MAC bridge, without the need for reprogramming or
replacing other items of equipment in the network. The
bridge is modified, as described above, so as to manage
its redundant downstream ports in a novel way. This
modification is in contrast to the methods described in
U.S. Patent 6,032,194 and the 802.1w draft, which require
network entities to be aware of and manage redundancies
in their upstream ports, and use special commands to
cause them to do so. Therefore, preferred embodiments of
the present invention maintain compatibility with STP as
provided by the current 802.1D standard. The standard
spanning tree algorithm will not only run transparently

over the modified bridge, but actually should run faster,
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since the “radius” of the tree (i.e., the number of
branching points over which it must run) is reduced.

Although preferred embodiments are described herein
with reference to certain switches, and particularly to
edge switches and access switches used in a WAN, the
principles of the present invention are generally
applicable to bridges of other types and to other network
configurations.

There is therefore provided, in accordance with a
preferred embodiment of the present invention, a method
for network communication, including:

coupling an edge switch in a network to one or more
access switches via at least first and second redundant
links, respectively connected to first and second ports

of the edge switch;

placing the first port in an active state, while

placing the second port in a blocking state;

conveying communication traffic over the first link
while the first port is in the active state, thereby
causing each of the switches to build a respective
database for use in forwarding the traffic;

responsive to a failure associated with the first
link, placing the second port in the active state and the
first port in the blocking state; and

sending dummy traffic from the edge switch over the
second link to the one or more access switches, so as to
cause each of the one or more access switches to modify
its respective database responsive to the second port
being in the active state.

Preferably, placing the second port in the blocking
state includes configuring the first and second ports so

that no loop is created in the network between the edge
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switch and the one or more access switches, and
configuring the first and second  ports includes
configuring the edge switch so as to decrease a radius of
a spanning tree established in the network.

Further preferably, the method includes, responsive
to placing the second port in the active state, updating
the database of the edge switch so that entries in the
database point to the second port instead of the first

port. Preferably, updating the database includes

changing the entries in the database to point to the
second port before receiving the communication traffic
from the one or more access switches on the second port.
Additionally or alternatively, sending the dummy
traffic includes sending data frames originating at the
edge switch while having source addresses corresponding
to network addresses of other entities in the network

that are accessible to the access switches wvia the edge

switch. Preferably, sending the data frames includes
copying the source addresses for the data frames from the
database of the edge switch. In a preferred embodiment,
the edge switch has three or more ports, including the
first and second ports, and prior to the failure, the
database includes entries associated with a plurality of
the ports, and copying the source addresses includes
using the network addresses in all the entries that are
not associated with the first port as the source
addresses of the data frames. In a further preferred
embodiment, sending the data frames includes
incorporating a Virtual Local Area Network (VLAN) tag in
a header of the data frames. Preferably, sending the
data frames includes multicasting the data frames to all

of the one or more access switches.
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There 1is also provided, in accordance with a
preferred embodiment of the present invention, a method
for network communication, including:

coupling a first bridge in a network to a second
bridge located downstream of the first bridge, Dby
connecting at least first and second redundant links to
respective first and second ports of the first bridge so
as to communicate with the second bridge;

placing the first port in an active state, while
placing the second port in a blocking state;

conveying communication traffic over the first link
while the first port is in the active state, thereby
causing the bridges to build respective databases for use
in forwarding the traffic;

responsive to a failure associated with the first
link, placing the second port in the active state and the
first port in the blocking state; and

sending dummy traffic from the first bridge over the
second link downstream to the second bridge, so as to
cause the second bridge to modify its database responsive
to the second port being in the active state.

There is additionally provided, in accordance with a
preferred embodiment of the present invention, a network
switching device, including:

a network port, adapted to be coupled over a network
trunk 1link to a core switch in a network so as to
exchange communication traffic with the core switch;

first and second access ports, adapted to be coupled
via first and second redundant network access links to
one or more access switches serving network users; and

a protocol processor, adapted to place the first

access port in an active state, while placing the second

11
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access port in a blocking state, so that the
communication traffic is conveyed over the first 1link
while the first port is in the active state, thereby
causing each of the access switches to build a respective
access switch database for use in forwarding the traffic,
the protocol processor being further adapted, responsive
to a failure associated with the first link, to place the
second access port in the active state and the first port
in the blocking state and to send dummy traffic through
the second access port over the second link to the one or
more access switches, so as to cause each of the one or
more access switches to modify its respective access
switch database responsive to the second access port
being in the active state.

Preferably, the device includes a memory, wherein
the protocol processor is adapted to build an edge switch

database in the memory responsive to the communication

traffic prior to the failure associated with the first
link and, responsive to placing the second access port in
the active state, to update the edge switch database so
that entries in the edge switch database point to the
second access port instead of the first access port.

There is further provided, in accordance with a
preferred embodiment of the present invention, a bridge
device for wuse in a communication mnetwork having a
spanning tree root, the device including:

a designated port, adapted to be coupled over an
upstream link in the network so as to communicate with
the root;

first and second downstream ports, adapted to be

coupled via first and second redundant links to a further

12
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bridge device located downstream in the network relative
to the spanning tree root; and

a protocol processor, which is adapted to place the
first downstream port in an active state, while placing
the second downstream port in a blocking state, so that
communication traffic is conveyed over the first
downstream link while the first port is in the active
state, thereby causing the bridge devices to Dbuild
respective databases for use in forwarding the traffic,
the protocol processor being further adapted, responsive
to a failure associated with the first 1link, to place the
second downstream port in the active state and to send
dummy traffic over the second link downstream to the
further bridge device, so as to cause the further bridge
device to modify its database responsive to the second
downstream port being in the active state.

The present invention will be more fully understood
from the following detailed description of the preferred
embodiments thereof, taken together with the drawings in
which:

13
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 1is a schematic, pictorial illustration
showing a computer network, in accordance with a
preferred embodiment of the present invention;

Fig. 2A is a block diagram that schematically shows
details of switches in a computer network, in accordance
with a preferred embodiment of the present invention;

Fig. 2B is a block diagram that schematically shows
further details of an edge switch in the computer network
of Fig. 2A, in accordance with a preferred embodiment of
the present invention; and

Fig. 3 is a flow chart that schematically
illustrates a method for reconfiguring switches in a
computer network following a failure in the network, in
accordance with a preferred embodiment of the present

invention.

14
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Fig. 1 is a Dblock diagram that schematically
illustrates a computer network 20, which is configured
with redundant links for fast protection of user access
in case of network failure, in accordance with a
preferred embodiment of the present invention. Network
20 serves multiple users 22, who are connected via access
switches 26 and 27 (marked access switches A and B) to a
WAN 24. Each of the access switches 1s connected by a
respective access link 30 or 32 to an edge switch 28,
which is in turn connected to the core WAN. A lateral
link 34 between access switches 26 and 27 1is used to
provide protection in case of a failure in one of access
links 30 or 32 or in the corresponding ports of the
access switches or edge switch. Protection could
similarly be afforded by providing a single access switch
with dual edge ports to edge switch 28.

Links 30, 32 and 34 create a loop in network 20.
Ordinarily, running STP on the network would lead to one
of these links being blocked in order to eliminate the
loop. Edge switch 28, however, is designed to
automatically block one of links 30 and 32 before STP is
run, so that there is no loop for STP to eliminate. The
edge switch reactivates the blocked loop when required
due to occurrence of a fault in the active link. Details
of this mechanism are described hereinbelow.

Typically, network 20 1is an Ethernet network, and
switches 26, 27 and 28 operate 1in accordance with
Ethernet physical layer gpecifications and access
protocols, as set forth in ANSI/IEEE standard 802.3.
Alternatively, the principles of the present invention

may be implemented using network types and bridge devices
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of other sorts. Similarly, although for the sake of
clarity of explanation, Fig. 1 shows a certain,
simplified network configuration, the devices and methods
described herein and the principles they embody may
similarly Dbe applied in other configurations that
implement redundant network Ilinks. Typically, users 22
are connected to access switches 26 and 27 by a LAN, as
is known in the art, but these details are omitted from
the figures for the sake of clarity of illustration. As
another example, although edge switch 28 is shown as
having only a single link to WAN 24, in actually the edge
switch typically has two or more redundant links. If
these links are both connected to another core switch
upstream of the edge switch, they can be managed by the
core switch in a manner substantially similar to that
described below.

Fig. 2A is a block diagram that schematically shows
details of the interconnection of switches 26, 27 and 28,
in accordance with a preferred embodiment of the present
invention. Each of the switches has multiple ports 36,
labeled P1, P2, P3, P4, as well as a protocol processor
44, which is responsible for configuring and controlling
the ports. Other elements of the switches that are not
essential to an understanding of the present invention
are omitted from the figure for the sake of clarity. The
additional elements required will be apparent to those
skilled in the art.

Preferably, each protocol processor 44 comprises a
central processing unit (CPU), which is programmed in
software to carry out the protocols and other functions
specified in the above-mentioned 802.1D standard.

Alternatively, the processor may comprise dedicated
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processing hardware or a combination of hardware and
software elements. The functions of processor 44 include
building and updating a filtering database (DB) in a
memory 46 and running STP as required. In additionm,
processor 44 in edge switch 28 is responsible for
managing redundant links 30 and 32 in a novel manner
provided by the present invention. The processors in
access switches 26 and 27, on the other hand, typically
run the standard 802.1D protocols and are unaware of the
link management function performed by switch 28.

Upon startup of network 20, preferably before STP is
run, processor 44 in switch 28 selects one of links 30
and 32 to serve as its active link to access switches 26
and 27, while the other link is placed on standby. For
the sake of example, let link 30 be the active link.
Processor 44 accordingly puts port P3 of switch 28 in the
forwarding state, while putting port P4 in blocking
state. This means that P4 will transmit no frames over
link 32, and will discard any frames it receives on the
link. The physical layer of P4 remains operational,
however, so that port Pl of switch 27 does not sense any
loss of signal on link 32. Therefore, when STP is run by
processors 44, no traffic passes through link 32, and
thus no loop exists, so that STP maintains port Pl of
switch 27 in the forwarding state. Since switch 27 will
receive no frames on port Pl, it will also create no
entries for this port in its filtering database.

Fig. 2B is a block diagram that schematically shows
details of edge switch 28, in accordance with a preferred
embodiment of the present invention. In this embodiment,
switch 28 comprises a main card 41, which connects the

switch to WAN 24 via port P1l, and primary and secondary
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line <cards 43 and 45 that serve ports P3 and P4,
respectively. The main cards and 1line cards are
preferably mounted together on a backplane and
communicate with one another via backplane channels 47.
Each of the line cards is build around a switching core
48, which may be implemented simply as an Ethernet
switch, for example. Typically, edge switch 28 has
additional ports and may also include additional line
cards, but these elements are omitted from the figure for
simplicity of illustration. In any case, the structure
of switch 28 is shown in Fig. 2B only by way of example,
and the methods of failure protection described herein
may be applied regardless of the intermnal structure of
the network node in which they are implemented.

In normal operation, communication traffic between
WAN 24 and access switches 26 and 27 is passed from main
card 41 to core 48 of primary 1line card 43. Core 48
passes the traffic both to port P3 on card 43 and to
secondary line card 45, via a protection channel 49.
(When operating in a VLAN environment, core 48 broadcasts
the traffic in the relevant VLAN domain, including
protection channel 49.) Because port P4 is normally
blocked, core 48 in secondary line card 45 discards the
traffic. Preferably, database 46 is shared among cards
41, 43 and 45, and all the cards participate in learning
the entries to be inserted in the database, based on the
frames that they receive at their respective ports.
Thus, although protocol processor 44 is shown here as a
single, separate entity, its functions are in actuality
distributed among a number of separate processors

embedded in the different cards.
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Returning now to Fig.

2A,

attempt to communicate over network 20,

between them will pass through switch 26,

when usexrs 40

and 42

all the traffic

via 1links 30

and 34. This topology will be reflected in the contents
of the filtering databases of the switches in the
network, as shown in Table I below:

TABLE I - FILTERING DATABASES IN NORMAL TOPOLOGY

Destination| Edge switch | Access switch | Access switch
MAC 28 26 27

User 40 P3 P2 P3

User 42 P1 Pl P2
Fig. 3 is a flow chart that schematically

illustrates a method by which edge switch 28 responds to

a failure in 1link 30, in accordance with a preferred

embodiment of the present invention. The method 1is

invoked when processor 44 of switch 28 senses a failure

at port P3, at a failure sensing step 50. This port is

referred to here as the primary port, i.e., the port that

is used originally at switch 28, and which presumably
continues to be used until a failure occurs. Port P4 of

the

switch 28 is referred to as secondary port.

Processor 44 may sense the failure using any suitable

method known in the art for detecting link and port

failures. The response of the processor to the failure

is substantially the same regardless of whether the

failure is due to a fault in link 30 itself or in one of
ports 36 to which the link is connected.

Upon sensing the failure, processor 44 of edge

switch 28 blocks its port P3 and activates its port P4

instead, at a secondary port activation step 52. In the
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embodiment of Fig. 2B, for example, primary line card 43
typically disables port P3 and signals secondary line
card 45 to enable port P4. (In the case of a total
failure of the primary line card, rather than just a port
or line failure, main card 41 preferably uses backplane
channel 47 to communicate with the secondary line card.)
Now edge switch 28 and access switch 27 can immediately
begin exchanging traffic over 1link 32. The filtering
databases maintained by the switches are no longer
accurate, however. While access switch 26 may sense the
failure in link 30 at the same time as switch 28 does, it
will not begin sending traffic over 1links 34 and 32 in
its stead until its filtering database has been updated.
Communication is delayed for as 1long as the database
entries are incorrect.

In order to shorten this delay, edge switch 28 sends
dummy frames downstream to access switch 27 wvia link 32,
at a dummy transmission step 54. For every entry in the
filtering database of the edge switch that is not
associated with the failed port (P3 in the present
example), the edge switch sends a dummy frame over link
32 to access switch 27, with a source MAC address equal
to the destination MAC address listed for that entry. 1In
other words, the source MAC address of each dummy frame
is the address of a MAC entity on WAN 24 that previously
communicated with users of the access switches, such as
user 40, and was thus learned at the upstream port P1l.
The destination MAC address of the dummy frame is a
multicast address or other special address selected to
ensure that the dummy frame is flooded to all the
switches downstream from the edge switch. When switch 27

receives the dummy frame, it also forwards it to switch
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26. Thus, referring to the example in Table I above,
edge switch 28 will send a multicast frame to access
switch 27 containing the MAC address of user 42 as its
source address, and switch 27 will flood this packet to
switch 26, as well.

Once the dummy frame has been sent, switches 26, 27
and 28 update their filtering databases to reflect the
change in the active link from link 30 to link 32, at a
database update step 56. Edge switch 28 simply replaces
the failed port (P3) in the entries in its database with
the new active port (P4) that has taken its place.
Access switches 26 and 27 update their databases in
accordance with the conventional 1learning procedure
specified in the 802.1D standard, wusing the source
addresses that they cull from the dummy frames sent by
the edge switch. Table II shows the contents of the
filtering databases that result from this process, with

the altered entries shown in boldface:

TABLE II - FILTERING DATABASES AFTER PROTECTION

Degtination | Edge switch | Access switch | Access switch
MAC 28 26 27

User 40 P4 P2 P3

User 42 Pl P2 Pl

The time required to complete the 1link changeover
and database update is the sum of the time required to
detect the failure (typically a few milliseconds) and the
transmission time of the dummy frames. Assuming links
30, 32 and 34 to be Ethernet links operating at 100 Mb/s,
2000 frames of 64 bytes each can be sent over these links

in 10 ms. Therefore, the entire process shown in Fig. 3
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can be completed in well under a second, after which
normal operation of the network can resume. 1In many
practical applications, the vast majority of the traffic
between WAN 24 and edge switch 28 passes through a single
router, such as an Internet Protocol (IP) router, in the
WAN. In such cases, it may be necessary to send only a
small number of dummy frames, so that the process can be
completed even faster.

When link 30 is restored, port P4 of edge switch 28
can be deactivated {(and placed in the blocked state), and
port P3 reactivated (and returned to the forwarding
state) . Preferably, switch 28 can be programmed to
operate in either a revertive mode, in which the primary
port is reactivated immediately when link 30 is restored,
or in a non-revertive mode, in which the primary port is
reactivated only in the event of a failure on link 32.
In either case, the procedure of steps 54 and 56 is then
repeated in order to update the filtering databases once
more. In the revertive mode, switch 28 is preferably
programmed to delay reverting to the primary port until a
“Wait To Restore” (WTR) period has elapsed, in order to
avoid rapid ©oscillations between the primary and
secondary ports. The duration of the WIR period is also
user configurable.

The filtering databases maintained by switches 26,
27 and 28 may also contain Virtual LAN (VLAN)
identifiers, or tags, as specified in ANSI/IEEE standard
802.1Q. The method of Fig. 3 can be modified to support
VLAN addressing simply by adding the appropriate VLAN tag
to each dummy frame sent at step 54.

It will be appreciated that the preferred

embodiments described above are cited by way of example,
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and that the present invention is not limited to what has
been particularly shown and described hereinabove.
Rather, the scope of the present invention includes both
combinations and subcombinations of the various features
described hereinabove, as well as variations and
modifications thereof which would occur to persons
skilled in the art upon reading the foregoing description

and which are not disclosed in the prior art.
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CLAIMS

1. A method for network communication, comprising:

coupling an edge switch in a network to one or more
accegss switches via at least first and second redundant
links, respectively connected to first and second ports
of the edge switch;

placing the first port in an active state, while
placing the second port in a blocking state;

conveying communication traffic over the first link
while the first port 1is in the active state, thereby
causing each of the switches to build a respective
database for use in forwarding the traffic;

responsive to a failure associated with the first
link, placing the second port in the active state and the
first port in the blocking state; and

sending dummy traffic from the edge switch over the
second link to the one or more access switches, so as to
cause each of the one or more access switches to modify
its respective database responsive to the second port

being in the active state.

2. A method according to claim 1, wherein placing the
second port in the blocking state comprises configuring
the first and second ports so that no loop is created in
the network between the edge switch and the one or more

access switches.

3. A method according to claim 2, wherein configuring
the first and second ports comprises configuring the edge
switch so as to decrease a radius of a spanning tree

established in the network.

4. A method according to c¢laim 1, and comprising,

responsive to placing the second port in the active
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state, updating the database of the edge switch so that
entries in the database point to the second port instead

of the first port.

5. A method according to claim 4, wherein updating the
database comprises changing the entries in the database
to point to the second port before receiving the
communication traffic from the one or more access

switches on the second port.

6. A method according to claim 1, wherein sending the
dummy traffic comprises sending data frames originating
at the edge switch while having source addresses
corresponding to network addresses of other entities in
the network that are accessible to the access switches

via the edge switch.

7. A method according to claim 6, wherein sending the
data frames comprises copying the source addresses for

the data frames from the database of the edge switch.

8. A method according to c¢laim 7, wherein the edge
switch has three or more ports, including the first and
second ports, and wherein prior to the failure, the
database comprises entries associated with a plurality of
the ports, and wherein copying the source addresses
comprises using the network addresses in all the entries
that are not associated with the first port as the source

addresses of the data frames.

9. A method according to claim 6, wherein sending the
data frames comprises incorporating a Virtual Local Area

Network (VLAN) tag in a header of the data frames.
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10. A method according to claim 6, wherein sending the
data frames comprises multicasting the data frames to all

of the one or more access switches.

11. A method according to claim 1, wherein sending the
dummy traffic comprises sending data frames downstream

from the edge switch toward the access switches.

12. A method for network communication, comprising:

coupling a first bridge in a network to a second
bridge located downstream of the first Dbridge, by
connecting at least first and second redundant links to
respective first and second ports of the first bridge so
as to communicate with the second bridge;

placing the first port in an active state, while
placing the second port in a blocking state;

conveying communication traffic over the first 1link

while the first port is in the active state, thereby

causing the bridges to build respective databases for use

in forwarding the traffic;

responsive to a failure associated with the first
link, placing the second port in the active state and the
first port in the blocking state; and

sending dummy traffic from the first bridge over the
second link downstream to the second bridge, so as to
cause the second bridge to modify its database responsive

to the second port being in the active state.

13. A network switching device, comprising:

a network port, adapted to be coupled over a network

trunk 1link to a core switch in a network so as to

exchange communication traffic with the core switch;
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first and second access ports, adapted to be coupled
via first and second redundant network access links to
one or more access switches serving network users; and

a protocol processor, adapted to place the first
access port in an active state, while placing the second
access  port in a Dblocking state, so that the
communication traffic is conveyed over the first link
while the first port is in the active state, thereby
causing each of the access switches to build a respective
accesgs switch database for use in forwarding the traffic,
the protocol processor being further adapted, responsive
to a failure associated with the first link, to place the
second access port in the active state and the first port
in the blocking state and to send dummy traffic through
the second access port over the second 1link to the one or
more access switches, so as to cause each of the one or
more access switches to modify its respective access
switch database responsive to the second access port

being in the active state.

14. A device according to claim 13, wherein the protocol
processor is adapted to configure the first and second
access ports so that no loop is created in the network
between the edge switch and the one or more access

switches.

15. A device according to claim 14, wherein the protocol
processor is further adapted to configure the first and
second access ports so as to decrease a radius of a

spanning tree established in the network.

16. A device according to claim 13, and comprisging a
memory, wherein the protocol processor is adapted to

build an edge switch database in the memory responsive to

27
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the communication traffic prior to the failure associated
with the first link and, responsive to placing the second
access port in the active state, to update the edge
switch database so that entries in the edge switch
database point to the second access port instead of the

first access port.

17. A device according to claim 16, wherein the protocol
processor 1is adapted to update the entries in the
database to point to the second access port before
receiving the communication traffic from the one or more

accegs switches on the second port.

18. A device according to claim 13, wherein the dummy
traffic comprises data frames originating at the edge
switch while having source addresses corresponding to
network addresses of other entities in the network that
are accessible to the access switches wvia the edge

switch.

19. A device according to claim 18, and comprising a
memory, wherein the protocol processor is adapted to
build an edge switch database in the memory responsive to
the communication traffic prior to the failure associated
with the first 1link, and to copy the source addresses for

the data frames from the edge switch database.

20. A device according to claim 19, wherein prior to the
failure, the edge switch database comprises entries
associated with a plurality of the ports, and wherein the
protocol ©processor is adapted to use the network
addresses in all the entries that are not associated with
the first access port as the source addresses of the data

frames.
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21. A device according to claim 18, wherein the protocol
processor is adapted to incorporate a Virtual Local Area

Network (VLAN) tag in a header of the data frames.

22. A device according to claim 18, wherein the protocol
processor is adapted to multicast the data frames to all

of the one or more access switches.

23. A device according to claim 13, wherein the dummy
traffic comprises data frames sent downstream from the

edge switch toward the access switches.

24, A bridge device for use in a communication network
having a spanning tree root, the device comprising:

a designated port, adapted to be coupled over an
upstream link in the network so as to communicate with
the root;

first and second downstream ports, adapted to be
coupled via first and second redundant links to a further
bridge device located downstream in the network relative
to the spanning tree root; and

a protocol processor, which is adapted to place the
first downstream port in an active state, while placing
the second downstream port in a blocking state, so that
communication traffic is conveyed over the first
downstream 1link while the first port is in the active
state, thereby causing the bridge devices to build
respective databases for use in forwarding the traffic,
the protocol processor being further adapted, responsive
to a failure associated with the first link, to place the
second downstream port in the active state and to send
dummy traffic over the second 1link downstream to the

further bridge device, so as to cause the further bridge

29
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device to modify its database responsive to the second

downstream port being in the active state.

30
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ABSTRACT

A method for fast protection in a fault-tolerant
network includes coupling an edge switch in a network to
one or more access switches via at least first and second
redundant 1links, respectively connected to first and
second ports of the edge switch. The first port is
placed in an active state, while the second port is
placed in a blocking state, so that communication traffic
is conveyed over the first link, and each of the switches
builds a respective database for use in forwarding the
traffic. Responsive to a failure associated with the
first link, the second port is placed in the active state
and the first port is placed in the blocking state.
Dummy traffic is then sent from the edge switch over the
second link to the one or more access switches, so as to
cause each of the one or more access switches to modify
its respective database responsive to the second port

being in the active state.
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Case No. ¥ ~ Nixon & Vanderhye P C. (12/97)
RULE 63 (37 C.F.R. 1.63)
DECLARATION AND POWER OF ATTORNEY
FOR PATENT APPLICATION
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

As a below named inventor, | hereby declare that my residence, post office address and citizenship are as stated below next to my name, and | believe
1 am the original, first and sole inventor (if only one name is listed below) or an original, first and joint inventor (if plural names are listed below) of the
subject matter which is claimed and for which a patent is sought on the invention entitied:

d:
FAST FAILURE PROTECTION USING REDUNDANT NETWORK EDGE PORTS

the specification of which (check applicable box(s)):
B is attached hereto
= was filed on as U.S. Application Serial No.

0 was filed as PCT International application No. on

and (if applicable to U.S. or PCT application) was amended on

| hereby state that | have reviewed and understand the contents of the above identified specification, including the claims, as amended by any
amendment referred to above. | acknowledge the duty to disclose information which is material to the patentability of this application in accordance
with 37 C.F.R. 1.56. | hereby claim foreign priority benefits under 35 U.S.C. 119/365 of any foreign application(s) for patent or inventor's certificate
listed below and have also identified below any foreign application for patent or inventor's certificate having a filing date before that of the application on
which priority is claimed or, if no priority is claimed, before the filing date of this application:

_ Priority Foreign Application(s):

i=#Application Number Country Day/Month/Year Filed

hereby claim the benefit under 35 U.S.C. §119(e) of any United States provisional application(s) listed below.
:Application Number Date/Month/Year Filed

hereby claim the benefit under 35 U.S.C. 120/365 of alf prior United States and PCT international applications listed above or below and, insofar as
*the subject matter of each of the claims of this application is not disclosed in such prior applications in the manner provided by the first paragraph of 35
U.S.C. 112, | acknowledge the duty to disclose material information as defined in 37 C.F.R. 1.56 which occurred between the filing date of the prior
applications and the national or PCT international filing date of this application:

Prior U.S./PCT Application(s): Status: patented
Application Serial No. Day/Month/Year Filed pending, abandoned

hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and belief are believed to

be true; and further that these statements were made with the knowledge that willful false statements and the like so made are punishable by fine or

mprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such wiliful faise statements may jeopardize the validity of the

application or any patent issued thereon. And | hereby appoint NIXON & VANDERHYE P.C., 1100 North Glebe Rd., 8" Floor, Arlington, VA

22201-4714, telephone number (703) 816-4000 (to whom all communications are to be directed), and the following attorneys thereof (of the same

© address) individually and collectively my attorneys to prosecute this application and to transact ali business in the Patent and Trademark Office
connected therewith and with the resulting patent: Arthur R. Crawford, 25327; Larry S. Nixon, 25640; Robert A. Vanderhye, 27076; James T. Hosmer,
30184; Robert W. Faris, 31352; Richard G. Besha, 22770; Mark E. Nusbaum, 32348; Michael J. Keenan, 321086; Bryan H. Davidson, 30251; Stanley C.
Spooner, 27393; Leonard C. Mitchard, 29009; Duane M. Byers, 33363, Jeffry H. Nelson, 30481; John R. Lastova, 33149; H. Warren Burnam, Jr. 29366;
Thomas E. Byrne, 32205; Mary J. Wilson, 32955; J. Scott Davidson, 33489; Alan M. Kagen, 36178; William J. Griffin, 31260; Robert A Molan, 29834,
B. J. Sadoff, 36663; James D. Berquist, 34776; Updeep S. Gill, 37334.

Inventor's Signature: )ff L /%ﬁ Datezx L / / 2 / a/
Inventor: Gal ] ] Mor [ Israel
(first) MI (1ast) (citizenship)
Residence: (city) Rishon le Zion (state/country) Israel
Post Office Address: 3 Haklarnit Street, Rishon le Zion 75571, Israel
(Zip Code)
inventor's Signature: \/4@2@/ Date: ; '),‘O\()-'\?-—CD"
Inventor: ShmueT | | Tlan [ Tsrael
(first) Mt (last) (citizenship)
Residence: (city) Ra'anana (state/country) Israel
Post Office Address: 10 Kazan Street., Ra'anana 43612, Israel
(Zip Code)
Inventor's Signature: Date:
Inventor: | [
(first) Mi (last) (citizenship)
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Post Office Address:
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

‘ o =
Assistant®oommissioner fo ents Atty. Dkt.: 233-107 b ==
Washington, D.C. 20231 SEATT PTO -y

~ LT =

Sir: oo =

01/07/02 S=2
A=

Attached for filing is the patent application of: LS =0

Inventor: MOR, G. et al. Ly =

Entitled: FAST FAILURE PROTECTION USING REDUNDANT NETWORK

EDGE PORTS

and including attachments as noted below:

B4 Newly executed Declaration,[ ] Copy of Declaration from prior application, [X] Abstract

30 pages of specification and claims (including 24 numbered claims), and

4 sheets of accompanying drawing/s.

X Record the attached assignment and return to the undersigned.

[] Attached is a Power of Attorney.

[l Priority is hereby claimed under 35 U.S.C. § 119 based on the following foreign applications:

Application Number Country Day/Month/Year Filed
, respectively, the entire content of which is hereby incorporated by reference in this application..
Certified copy(ies) of foreign application(s) is/are attached.

[0 Certified copy(ies) filed on in prior appin. no. filed

[0 Please amend the specification by inserting the following paragraph before the first line: --This application claims
the benefit of Provisional Application No. , filed , the entire content of which is hereby incorporated by
reference in this application.--

[0 Please amend the specification by inserting the following paragraph before the first line: --This application is a |
continuation/[] division/[_] continuation-in-part of Application No. , filed , , the entire content of
which is hereby incorporated by reference in this application.--

[C]  Petition filed in prior application to extend its life to insure co-pendency.

[l The prior application is assigned to

[] Itis hereby requested that the Examiner consider the art cited in the parent application by applicant and/or the
Examiner for the reasons stated therein. A listing of that art is attached.

[0 Applicant claims "small entity" status.  [_] "Small entity" statement attached.

[0 Please enter the attached and/or below preliminary amendment prior to calculation of filing fee:

[ Also attached:[] Information Disclosure Statement; [_] Non-Publication Request; [_] Nucleotide and/or

- Amino Acid Sequence Submission; [ ] Statement deleting Inventor(s) named in prior application; [ other:
FILING FEE IS BASED ON CLAIMS AS FILED LESS ANY HEREWITH CANCELED

Basic Filing Fee $ 740.00

Total effective claims 24 - 20 (atleast20) = 4 x$ 18.00 $ 72.00
Independent claims 4 -3 (atleast3) = 1 x$ 84.00 $ 84.00
if any proper multipie dependent claims now added for first time, add $280.00 (ignore improper) $ 0.00

SUBTOTAL $ 896.00
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SECOND SUBTOTAL $ 448.00
Assignment Recording Fee ($40.00) $ 40.00
TOTAL FEE ENCLOSED $ 488.00

Any future submission requiring an extension of time is hereby stated to include a petition for such time extension.
The Commissioner is hereby authorized to charge any deficiency in the fee(s) filed, or asserted to be filed, or which should have been

filed herewith (or with any paper hereafter filed in this application by this firm) to our Account No. 14-1140. A duplicate copy of this
sheet is attached.

1100 North Glebe Road, 8" Floor NIXON & VANDERHYE P.C.

Arlington, Virginia 22201-4714 By Atty: Larry S. Nixqq, Reg. No. 25,640
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