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MULTICAST SWITCHING IN A DISTRIBUTED
COMMUNICATION SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

Field of the Invention

[0001] The present invention relates generally to commu-
nication systems, and more particularly to multicast switch-
ing in a distributed communication system.

BACKGROUND OF THE INVENTION

[0002] In today’s information age, it is typical for com-
puters and computer peripherals to be internetworked over a
communication network. The communication network typi-
cally includes a plurality of communication links that are
interconnected through a number of intermediate devices,
such as bridges, routers, or switches. Information sent by a
source device to a destination device traverses one or more
communication links.

[0003] The various communication devices in the com-
munication network, including the computers, computer
peripherals, and intermediate devices, utilize various com-
munication protocols in order to transport the information
from the source device to the destination device. The com-
munication protocols are typically implemented in layers,
which together form a protocol stack. Each protocol layer
provides a specific set of services to the protocol layer
immediately above it in the protocol stack. Although there
are different protocol layering schemes in use today, the
different protocol layering schemes have certain common
attributes. Specifically, protocols at the lowest layer in the
protocol stack, which are typically referred to as the “layer
1” or “physical layer” protocols, define the physical and
electrical characteristics for transporting the information
from one communication device to another communication
device across a single communication link. Protocols at the
next layer in the protocol stack, which are typically referred
to as the “layer 2” or “Medium Access Control (MAC)
layer” protocols, define the protocol message formats for
transporting the information across the single communica-
tion link by the physical layer protocols. Protocols at the
next layer in the protocol stack, which are typically referred
to as the “layer 3” or “network layer” protocols, define the
protocol message formats for transporting the information
end-to-end from the source device to the destination device
across multiple communication links. Higher layer protocols
ultimately utilize the services provided by the network
protocols for transferring information across the communi-
cation network.

[0004] Each intermediate device supports multiple com-
munication links, and forwards protocol messages between
communication links. Some intermediate devices forward
protocol messages based upon layer 2 addresses, while other
intermediate devices forward protocol messages based upon
layer 3 addresses. An intermediate device that forwards
protocol messages based upon layer 2 addresses is often
referred to as a bridge or switch, while an intermediate
device that forwards protocol messages based upon layer 3
addresses is often referred to as a router.

[0005] One common networking application, referred to
as “multicasting,” allows an information provider (referred
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to hereinafter as a “multicast source™) to transmit a single
unit of multicast information (referred to hereinafter as a
“multicast packet”) simultaneously to a group of informa-
tion consumers (referred to hereinafter as the “multicast
group”), specifically by addressing the multicast packet to
the multicast group using a multicast address. The multicast
group members monitor the communication network for
multicast packets addressed to the multicast group.

[0006] Inacommunication network that supports Internet
Protocol (IP) multicasting, multicasting is supported at layer
3 of the protocol stack. The multicast address is a layer 3
address, and the various routers in the communication
network forward multicast packets using the layer 3 address
according to a multicast routing protocol.

[0007] When a layer 2 device needs to forward a multicast
packet, the layer 2 device may treat the multicast packet as
a broadcast, in which case the layer 2 device forwards the
multicast packet to all communication links that it supports
(other than the communication link over which the multicast
packet was received). Such broadcasting of the multicast
packet may generate unnecessary network traffic, particu-
larly when multicast streams are not supported by all com-
munication links. Therefore, the layer 2 device preferably
determines which communication links support multicast
streams, and selectively forwards the multicast packet only
to those communication links that support multicast streams.
Such selective forwarding of the multicast packet avoids
unnecessary network traffic.

[0008] One way for the layer 2 device to determine which
communication links support multicast streams is by moni-
toring Internet Group Management Protocol (IGMP) mes-
sages received from each of the communication links. IGMP
is a protocol that is used by multicast devices to control
membership in multicast groups. Using IGMP, a multicast
device can join a multicast group or leave a multicast group.
IGMP messages are layer 3 protocol messages that identify
multicast devices (i.e., hosts and routers) on the communi-
cation link. Even though the IGMP messages are layer 3
messages, the layer 2 device is able to receive and process
the IGMP messages in order to determine whether or not
there are any active multicast devices on a particular com-
munication link. Such monitoring of IGMP messages is
referred to hereinafter as IGMP “snooping.”

[0009] To further reduce unnecessary network traffic, the
layer 2 device may forward a single IGMP report on behalf
of all connected multicast hosts for a particular multicast
group and suppress any additional IGMP reports for the
same multicast group. When a multicast device generates an
IGMP query for the multicast group, the layer 2 device may
receive IGMP reports from all connected multicast hosts.
Since only one IGMP report is needed to indicate that the
multicast group is active (i.e., that the multicast group has at
least one member), the layer 2 device forwards only one of
the IGMP reports and suppresses the other IGMP reports.
Such forwarding and suppressing of IGMP reports is
referred to hereinafter as IGMP “proxy.”

[0010] Because layer 2 devices are utilized in a wide range
of applications, some layer 2 devices utilize a modular
design that enables a number of modules to be intercon-
nected in a stack configuration such that the number of
interconnected modules interoperate in a cooperating mode
of operation to form a single virtual device. Each module is
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capable of operating independently as a stand-alone device
or in a stand-alone mode of operation, and therefore each
module, is a complete system unto itself. Each module
typically includes a number of network interfaces for sup-
porting directly connected communication links as well as
an inter-module communication interface for interfacing
with the other modules in the stack.

[0011] The modular design approach enables the layer 2
device to be scalable, such that modules can be added and
removed to fit the requirements of a particular application.
However, the modular design approach also complicates
IGMP snooping and IGMP proxy functions. Specifically,
when a number of modules are interconnected in a cooper-
ating mode of operation, it is possible for multicast group
members on different communication links to be supported
by different modules of the layer 2 device.

SUMMARY OF THE INVENTION

[0012] In accordance with one aspect of the invention,
multicast switching is supported in a distributed (modular)
communication system having a plurality of cooperating
modules by having each module forward multicast packets
to all remote modules that are associated with a particular
multicast stream. No centralized module or logic is required.
The same logic is used in a particular module whether the
module is operating in a cooperating mode of operation or
in a stand-alone mode of operation. A multicast stream can
be associated with a particular multicast group or with a
particular multicast group on a particular Virtual LAN
(VLAN). Each module determines the network interfaces
and the remote modules that are associated with a particular
multicast stream. When the module receives a multicast
packet from a network interface, the module forwards the
multicast packet to all network interfaces that are associated
with the multicast stream other than the network interface
over which the multicast packet was received, and also
forwards the multicast packet to all remote modules that are
associated with the multicast stream. When the module
receives a multicast packet from a remote module, the
module forwards the multicast packet to all network inter-
faces that are associated with the multicast stream.

[0013] In accordance with another aspect of the invention,
the modules use IGMP snooping to determine the network
interfaces and remote modules that are associated with each
multicast stream. A module determines that a network inter-
face is associated with a multicast stream upon receiving an
IGMP message over the network interface. A module deter-
mines that a remote module is associated with a multicast
stream upon receiving an IGMP message from the remote
module. Therefore, when a module receives an IGMP mes-
sage over a network interface, the module forwards the
IGMP message to all remote modules, among other things.

[0014] Inaccordance with another aspect of the invention,
each module maintains a forwarding interface list for each
multicast stream. The forwarding interface list is preferably
a bit-mapped field with one bit per network interface and one
bit per remote module. The forwarding interface list indi-
cates all network interfaces and all remote modules that are
associated with the corresponding multicast stream. The
forwarding interface list is preferably programmed into a
CAM device that is used for switching packets.

[0015] Inaccordance with another aspect of the invention,
an intermediate device sends IGMP messages using a mul-
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ticast device address that is learned from a received IGMP
message. An IGMP report message is sent using a multicast
host address. An IGMP query message is sent using a
multicast router address.

[0016] In acordance with another aspect of the invention,
an intermediate device sends IGMP messages over an inter-
face, and formats the IGMP messages as either IGMP
version 1 messages or IGMP version 2 messages according
to the IGMP version of IGMP messages received over the
interface. The intermediate device sends IGMP version 1
messages over the interface if at least one IGMP version 1
message was received over the interface. The intermediate
device sends IGMP version 2 messages over the interface if
and only if all IGMP messages received over the interface
are IGMP version 2 messages.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The foregoing and other objects and advantages of
the invention will be appreciated more fully from the
following further description thereof with reference to the
accompanying drawings wherein:

[0018] FIG. 1 is a block diagram showing an exemplary
modular Ethernet switch in accordance with a preferred
embodiment of the present invention;

[0019] FIG. 2 is a block diagram showing the relevant
logic blocks of an exemplary module in accordance with an
embodiment of the present invention;

[0020] FIG. 3 is a logic flow diagram showing exemplary
logic for forwarding a multicast packet received over a
network port in accordance with an embodiment of the
present invention;

[0021] FIG. 4 is a logic flow diagram showing exemplary
logic for forwarding a multicast packet received from a
remote module over the inter-module communication inter-
face in accordance with an embodiment of the present
invention;

[0022] FIG. 5 is a logic flow diagram showing exemplary
logic for forwarding a multicast packet received over a
network port in accordance with an embodiment of the
present invention;

[0023] FIG. 6 is a logic flow diagram showing exemplary
logic for forwarding a multicast packet received from a
remote module over the inter-module communication inter-
face in accordance with an embodiment of the present
invention;

[0024] FIG. 7 shows the relevant information that a mod-
ule maintains for each multicast stream in accordance with
an embodiment of the present invention;

[0025] FIG. 8 is a logic flow diagram showing exemplary
logic for enabling IGMP snooping in accordance with a
preferred embodiment of the present invention;

[0026] FIG. 9 is a logic flow diagram showing exemplary
logic for processing an IGMP query message received over
a network interface in accordance with a preferred embodi-
ment of the present invention;

[0027] FIG. 10 is a logic flow diagram showing exem-
plary logic for processing an IGMP report message received
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over a network interface in accordance with a preferred
embodiment of the present invention;

[0028] FIG. 11 is a logic flow diagram showing exem-
plary logic for processing an IGMP query message received
from a remote module in accordance with a preferred
embodiment of the present invention;

[0029] FIG. 12 is a logic flow diagram showing exem-
plary logic for processing an IGMP report message received
from a remote module in accordance with a preferred
embodiment of the present invention;

[0030] FIG. 13 is a logic flow diagram showing exem-
plary logic for sending an IGMP report message as part of
the IGMP proxy function in accordance with a preferred
embodiment of the present invention;

[0031] FIG. 14 is a logic flow diagram showing exem-
plary logic for sending an IGMP query message in accor-
dance with a preferred embodiment of the present invention;

[0032] FIG. 15 is a logic flow diagram showing exem-
plary logic for forwarding a multicast packet in accordance
with a preferred embodiment of the present invention;

[0033] FIG. 16 is a logic flow diagram showing exem-
plary logic for removing an inactive remote module in
accordance with a invention; and

[0034] FIG. 17 is a logic flow diagram showing exem-
plary logic for entering a stand-alone mode of operation in
accordance with a preferred embodiment of the present
invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

[0035] An embodiment of the present invention supports
multicast switching in a distributed (modular) communica-
tion system without requiring a dedicated management
module. The distributed (modular) communication system
includes multiple interconnected modules. Each module
includes a number of network interfaces and an inter-module
communication interface. Each network interface is coupled
to a Local Area Network (LAN), and is preferably capable
of supporting multiple Virtual LANs (VLANs) over the
LAN. The inter-module communication interface enables
the module to communicate with the other modules. Each
module has a logical connection to each of the other coop-
erating modules over the inter-module communication inter-
face.

[0036] FIG. 1 is a block diagram showing an exemplary
distributed (modular) communication system 100 in accor-
dance with an embodiment of the present invention. The
distributed (modular) communication system 100 includes a
number of modules (110, 120) that are interconnected over
a communication medium 140, such as a bus, backplane, or
other signaling medium. For convenience, the distributed
(modular) communication system 100 is referred to herein-
after as a stack.

[0037] FIG. 2 is a block diagram showing the relevant
logic blocks of an exemplary module 110 in accordance with
an embodiment of the present invention. The module 110
includes, among other things, a number of network inter-
faces (113, 114), an inter-module communication interface
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(116), switching logic (112), IGMP snooping/proxy logic
(115), and an IGMP snooping/proxy database (111).

[0038] In a preferred embodiment of the invention, the
stack 100 is a modular Ethernet switch including a number
of interconnected Ethernet switching modules. The pre-
ferred Ethernet switching module can be configured to
operate as an independent stand-alone device, or alterna-
tively up to eight (8) Ethernet switching modules can be
interconnected in a stack configuration, preferably by inter-
connecting the up to eight (8) Ethernet switching modules
through a dual ring bus having a bandwidth of 2.5 gigabits
per second. Within the stack configuration, a particular
Ethernet switching module can be configured to operate in
either a stand-alone mode, in which the particular Ethernet
switching module performs Ethernet switching indepen-
dently of the other Ethernet switching modules in the stack,
or a cooperating mode, in which the particular Ethernet
switching module performs Ethernet switching in conjunc-
tion with other cooperating Ethernet switching modules.
Furthermore, a particular Ethernet switching module in the
stack can be dynamically reconfigured between the stand-
alone mode and the cooperating mode without performing a
system reset or power cycle of the particular Ethernet
switching module, and Ethernet switching modules can be
dynamically added to the stack and removed from the stack
without performing a system reset or power cycle of the
other Ethernet switching modules in the stack.

[0039] In a preferred embodiment, each network interface
(113, 114) is attached to an Ethernet Local Area Network
(LAN) on which there are a number of directly connected
communication devices (not shown in FIG. 1). Each net-
work interface (113, 114) may be configured to support
virtual LANs (VL ANSs) over the Ethernet LAN. Thus, each
directly connected communication device is associated with
a particular network interface on a particular Ethernet
switching module, and, if VLAN is supported, with a
particular VLAN associated with the network interface.

[0040] In a preferred embodiment, the inter-module com-
munication interface (116) is coupled to the dual ring bus
140, and enables the corresponding Ethernet switching
module to communicate with the other Ethernet switching
modules in the stack 100. The inter-module communication
interface (116) enables the module 110 to send and receive
information (including management information, control
information, and data) over the dual-ring bus 140. The
inter-module communication interface (116) provides for
both reliable (acknowledged) and unreliable transfers over
the dual-ring bus 140, and allows information to be directed
to a particular remote module or group of remote modules.
For convenience, a virtual connection from the module 110
to a remote module over the inter-module communication
interface (116) is referred to hereinafter as a “stack port.”
The module 110 includes a stack port for each remote
module.

[0041] The IGMP snooping/proxy logic (115) performs
the IGMP snooping and IGMP proxy functions. The IGMP
snooping/proxy logic (115) includes, among other things,
logic for determining the last host address for each multicast
stream, logic for determining the last router address for each
multicast stream, logic for determining the interfaces asso-
ciated with each multicast stream, logic for determining the
IGMP version for each interface, and logic for consolidating
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multiple IGMP reports into a single IGMP report as part of
the IGMP proxy function. The IGMP snooping/proxy logic
(115) stores certain information in the IGMP snooping/
proxy database (111). The IGMP snooping/proxy logic (115)
preferably also configures a forwarding interface list (not
shown) that is used to by the switching logic (112) for
forwarding packets among and between the network inter-
faces (113, 114) and the remote modules (stack ports) via the
inter-module communication interface (116). The forward-
ing interface list indicates all network interfaces and all
remote modules (stack ports) that are associated with the
corresponding multicast stream.

[0042] The switching logic (112) forwards protocol mes-
sages among and between the network interfaces (113, 114),
the remote modules (stack ports), and the IGMP snooping/
proxy logic (115). Among other things, the switching logic
(112) utilizes the forwarding interface list to forward mul-
ticast packets among and between the network interfaces
(113, 114) and the remote modules (stack ports), and also
forwards IGMP messages to the IGMP snooping/proxy logic
(115).

[0043] 1In a preferred embodiment of the invention, each
module can be configured to operate as an independent
stand-alone device or in a stand-alone mode within the stack.
Thus, each module includes management/control logic (not
shown) that enables the module to be individually managed
and controlled, for example, through a console user inter-
face, a Simple Network Management Protocol (SNMP)
session, or a world wide web session. Therefore, the pre-
ferred management/control logic includes, among other
things, a Transmission Control Protocol/Internet Protocol
(TCP/1P) stack, an SNMP agent, and a web engine. Further-
more, each module is assigned MAC and IP addresses,
allowing each module to send and receive management and
control information independently of the other modules.
When operating in a cooperating mode of operation, each
cooperating module uses the same MAC and IP addresses
for management and control, so that the cooperating mod-
ules appear and operate as a single device having a single
MAC/IP address pair. In a preferred embodiment, all coop-
erating modules use the MAC and IP addresses of a base
module. The base module is described below.

[0044] The management/control logic maintains a number
of management databases (not shown) for storing configu-
ration and operational information. The management/control
logic maintains a management database containing network
management objects and parameters that are related to a
particular port or interface, and maintains another manage-
ment database containing network management objects and
parameters that are system-wide in scope. When the module
is operating in a cooperating mode within the stack, the
management database containing network management
objects and parameters that are system-wide in scope is
referred to as the “shadowed” management database, and the
management database containing network management
objects and parameters that are related to a particular port or
interface is referred to as the “segmented” management
database.

[0045] In order for multiple modules to operate in a
cooperating mode of operation, one of the modules is
configured as a base module for the stack, specifically by a
user-controlled toggle switch on the module. Any module

Jul. 6, 2006

can be configured as the base module. The base module is
not a dedicated management module for the entire stack, and
does not require any additional hardward or software. The
base module is responsible for ensuring orderly stack for-
mation, handling stack configuration changes such as mod-
ule insertion and removal, and periodically verifying stack
integrity. The base module configuration is used if a con-
figuration conflict is identified during stack formation.

[0046] Prior to forming a stack or allowing a new module
to join a stack, all modules exchange their configuration
databases with the other modules. Management objects
relating to IGMP snooping and IGMP proxy include, among
other things, a robustness value and a query time. Manage-
ment objects relating to VL AN include, among other things,
VLAN-based static port masks. A database exchange event
is used by a module to broadcast its configuration databases
to all modules in the stack. Received databases are cached
in a temporary buffer. The database exchange event does not
alter a module’s operating mode.

[0047] In case of a database exchange failure, a discard
temporary database event is sent to all modules. Upon
receiving the discard temporary database event, each mod-
ule discards the configuration databases that are cached in
the temporary buffer. The discard temporary database event
does not alter a module’s operating mode.

[0048] Once all modules have exchanged their configura-
tion databases, a join stack event is used to form the stack.
At this time, user-specified configuration data are synchro-
nized, and any configuration conflicts are resolved across the
stack. Also, various processes, including IGMP snooping
and IGMP proxy processes, are synchronized across all
modules of the stack so that the stack operates as a single
device.

[0049] In order to perform multicast switching across the
multiple interconnected modules, each module determines
the interfaces that are associated with each multicast stream,
and forwards each multicast packet over the interfaces that
are associated with the corresponding multicast stream. A
multicast stream corresponds to a particular multicast group,
and, if VL AN is enabled, to a particular multicast group on
a particular VLAN. It should be noted that a particular
multicast group can be supported on multiple VLLANs, even
on the same interface.

[0050] When multicast switching is performed using
broadcasting, all interfaces are considered to be associated
with the multicast stream. Specifically, all network inter-
faces and all remote modules (stack ports) are considered to
be associated with the multicast stream. When a multicast
packet is received over a network interface, the multicast
packet is forwarded to the other network interfaces, and is
also forwarded to the remote modules via the inter-module
communication interface. When a multicast packet is
received from a remote module over the inter-module com-
munication interface, the multicast packet is forwarded to all
network interfaces.

[0051] FIG. 3 is a logic flow diagram showing exemplary
logic 300 for forwarding a multicast packet received over a
network interface in accordance with an embodiment of the
present invention. Beginning at step 302, and upon receiving
a multicast packet over a network interface, in step 304,
forwards the multicast packet to all network interfaces other
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than the network interface over which the multicast packet
was received, in step 306. The logic also forwards the
multicast packet to all remote modules (stack ports) via the
inter-module communication interface, in step 308. The
logic 300 terminates in step 399.

[0052] FIG. 4 is a logic flow diagram showing exemplary
logic 400 for forwarding a multicast packet received from a
remote module over the inter-module communication inter-
face in accordance with an embodiment of the present
invention. Beginning at step 402, and upon receiving a
multicast packet from a remote module via the inter-module
communication interface, in step 404, the logic forwards the
multicast packet to all network interfaces, in step 406. The
logic 400 terminates in step 499.

[0053] When IGMP snooping is enabled, only interfaces
that support a multicast device are considered to be associ-
ated with the corresponding multicast stream. A network
interface is considered to be associated with a particular
multicast stream if at least one multicast device associated
with the multicast stream is supported on the network
interface. A remote module (stack port) is considered to be
associated with a particular multicast stream if at least one
multicast device associated with the multicast stream is
supported on any of the network interfaces supported by the
remote module. Thus, a stack port is essentially an aggre-
gation of all network interfaces supported by the corre-
sponding remote module.

[0054] FIG. 5 is a logic flow diagram showing exemplary
logic 500 for forwarding a multicast packet received over a
network port in accordance with an embodiment of the
present invention. Beginning at step 502, and upon receiving
a multicast packet over a network interface, in step 504, the
logic proceeds to determine the multicast stream that is
associated with the multicast packet, in step 506. The logic
then determines the network interfaces that are associated
with the multicast stream, in step 508, and forwards the
multicast packet to all network interfaces that are associated
with the multicast stream other than the network interface
over which the multicast packet was received, in step 510.
The logic also determines the remote modules (stack ports)
that are associated with the multicast stream, in step 512, and
forwards the multicast packet to all remote modules (stack
ports) that are associated with the multicast stream via the
inter-module communication interface (116), in step 514.
The logic 500 terminates in step 599.

[0055] FIG. 6 is a logic flow diagram showing exemplary
logic 600 for forwarding a multicast packet received from a
remote module over the inter-module communication inter-
face (116) in accordance with an embodiment of the present
invention. Beginning at step 602, and upon receiving a
multicast packet from a remote module over the inter-
module communication interface (116), in step 604, the
logic proceeds to determine the multicast stream that is
associated with the multicast packet, in step 606. The logic
then determines the network interfaces that are associated
with the multicast stream, in step 608, and forwards the
multicast packet to all network interfaces that are associated
with the multicast stream, in step 610. The logic 600
terminates in step 699.

[0056] There are various ways in which to determine the
interfaces that are associated with the multicast stream. For
example, IGMP snooping can be used to automatically
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determine the interfaces based upon IGMP messages that are
received over the various interfaces. Alternatively, or addi-
tionally, a network manager can configure the interfaces that
are associated with the multicast stream via the manage-
ment/control logic. This latter approach may be useful, for
example, to configure interfaces that do not support IGMP.

[0057] IGMP snooping in a distributed (modular) commu-
nication system requires that all IGMP messages be distrib-
uted to all modules. Therefore, when a module receives an
IGMP message over a network interface, the module for-
wards the IGMP message to all remote modules via the
inter-module communication interface (116).

[0058] Each module determines the interfaces (i.e., the
network interfaces and stack ports) that are associated with
a particular multicast stream based upon IGMP messages
received over the interfaces. In a preferred embodiment of
the invention, each module maintains a forwarding interface
list for each multicast stream. Each forwarding interface list
indicates the interfaces that are associated with the corre-
sponding multicast stream. The switching logic 204 utilizes
the forwarding interface list(s) to forward multicast packets
among and between the network interfaces and the remote
modules (stack ports).

[0059] In addition to determining that a particular inter-
face is associated with the multicast stream, the module is
able to determine whether the interface supports a multicast
host device and/or a multicast router. An IGMP query
message received over an interface indicates that the inter-
face supports a multicast router, since multicast routers
generate IGMP query messages. An IGMP report message
received over an interface indicates that the interface sup-
ports a multicast host device, since multicast host devices
generated IGMP report messages. In a preferred embodi-
ment of the invention, each module maintains a host inter-
face list and a router interface list for each multicast stream.
The host interface list indicates the network interfaces and
remote modules (stack ports) that support multicast host
devices associated with the corresponding multicast stream.
The router interface list indicates the network interfaces and
remote modules (stack ports) that support multicast routers
associated with the corresponding multicast stream. An
interface is considered to be associated with the multicast
stream, and is therefore included in the forwarding interface
list, if the interface is in either the host interface list or the
router interface list.

[0060] Although a module is neither a multicast host
device nor a multicast router, it is sometimes necessary or
desirable for a module to generate IGMP query messages
and/or IGMP report messages in order to support IGMP
snooping and IGMP proxy in a distributed (modular) com-
munication system. The module may send an IGMP query
message, for example, to verify that a particular interface
supports a multicast stream before forwarding multicast
packets to the interface or to verify that a particular interface
no longer supports a multicast stream before “pruning” the
interface, specifically as part of the IGMP snooping func-
tion. The module may send an IGMP report message, for
example, to report the multicast stream(s) supported by the
module in response to an IGMP query message, specifically
as part of the IGMP proxy function.

[0061] As with other protocol messages, the IGMP mes-
sages require a source MAC address and a source [P address.
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In a prior art embodiment, the module utilizes its own MAC
and IP addresses for sending IGMP messages. This makes
the module visible to other layer 3 devices, which is unde-
sirable. Also, if the module supports multiple VLLANs, then
the module would need to support a separate MAC/IP
address pair for each VL AN, which is an inefficient use of
addresses.

[0062] Therefore, a preferred embodiment utilizes a host
address for sending IGMP report messages, and utilizes a
router address for sending IGMP query messages. The
module learns host addresses and router addresses from
received IGMP messages. The module maintains a last host
address and a last router address for each multicast stream.
The module utilizes the last host address for sending an
IGMP report message, and utilizes the last router address for
sending an IGMP query message. By using host and router
addresses to send IGMP messages, the module remains
transparent to layer 3 devices, and does not need to support
a separate MAC/IP address pair for each VLAN.

[0063] When the module sends an IGMP message on a
particular interface, the module must decide whether to
format the IGMP message as an IGMP version 1 message or
an IGMP version 2 message. In a prior art embodiment, the
module may be configured to send IGMP version 1 mes-
sages or IGMP version 2 messages on the interface. This
precludes the module from operating as a “plug-and-play”
device, since the module requires an explicit configuration
in order to operate in the communication network.

[0064] A preferred embodiment automatically determines
an IGMP version for each interfaces based upon received
IGMP messages. If the module receives only IGMP version
2 messages over a particular interface, then the module
considers the interface to be an IGMP version 2 interface,
and the module generates IGMP version 2 messages on the
interface. If the module receives at least IGMP version 1
message over the interface, then the module considers the
interface to be an IGMP version 1 interface, and the module
generates IGMP version 1 messages on the interface. The
module maintains an IGMP version indicator for each inter-
face on each multicast stream. By determining the IGMP
version based upon received IGMP messages, the module is
able to operate as a “plug-and-play” device.

[0065] When the module 110 receives an IGMP query
message over a network interface, such as the network
interface (113), the switching logic (112) forwards the IGMP
query message to all remote modules (stack ports) via the
inter-module communication interface (116), and forwards
the IGMP query message to all network interfaces other than
the network interface over which the IGMP query message
was received (such as the physical Ethernet port 114) The
switching logic (112) also forwards the IGMP query mes-
sage to the IGMP snooping/proxy logic (115) for local
processing.

[0066] When the module 110 receives an IGMP report
message over a network interface, such as the network
interface (113), the switching logic (112) forwards the IGMP
report message to all remote modules (stack ports) via the
inter-module communication interface (116), and, if IGMP
proxy is disabled, forwards the IGMP report message to all
network interfaces other than the network interface over
which the IGMP report message was received (such as the
network interface 114). The switching logic (112) also
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forwards the IGMP report message to the IGMP snooping/
proxy logic (115) for local processing.

[0067] When the module 110 receives an IGMP query
message from a remote module over the inter-module com-
munication interface (116), the switching logic forwards the
IGMP query message to all network interfaces (113, 114).
The switching logic (112) also forwards the IGMP query
message to the IGMP snooping/proxy logic (115) for local
processing.

[0068] When the module 110 receives an IGMP report
message from a remote module over the inter-module com-
munication interface (116), the switching logic (112) for-
wards the IGMP report message to all network interfaces
(113, 114) only if IGMP proxy is disabled. The switching
logic (112) also forwards the IGMP report message to the
IGMP snooping/proxy logic (115) for local processing.

[0069] The IGMP snooping/proxy logic (115) determines,
among other things, a last host address for each multicast
stream, a last router address for each multicast stream, the
interfaces associated with each multicast stream, and an
IGMP version for each interface based upon IGMP mes-
sages forwarded to the IGMP snooping/proxy logic (115) by
the switching logic (112). The IGMP snooping/proxy logic
(115) determines the last router address associated with the
multicast stream from an IGMP query message. The IGMP
snooping/proxy logic (115) determines the last host address
associated with the multicast stream from an IGMP report
message. The IGMP snooping/proxy logic (115) determines
an IGMP version for each interface based upon the format of
IGMP messages received over the interface. The IGMP
snooping/proxy logic (115) determines whether a particular
network interface is associated with a particular multicast
stream based upon IGMP messages received over the net-
work interface. The IGMP snooping/proxy logic (115) deter-
mines whether a particular remote module (stack port) is
associated with a particular multicast stream based upon
IGMP messages received from the remote module over the
inter-module communication interface (116). The IGMP
snooping/proxy logic (115) stores the appropriate informa-
tion in the IGMP snooping/proxy database (111).

[0070] FIG. 7 shows the relevant information that the
module maintains in the IGMP snooping/proxy database
(111) for each multicast stream. Specifically, for each mul-
ticast stream, the module maintains a last host address 702,
a last router address 704, a host interface list 706, a router
interface list 708, and an IGMP version list 710. The last
host address 702 stores the last host address that the module
learned for the corresponding multicast stream. The last
router address 704 stores the last router address that the
module learned for the corresponding multicast stream. The
host interface list 706 indicates all interfaces that are asso-
ciated with the multicast stream and support multicast host
devices. The router interface list 708 indicates all interfaces
that are associated with the multicast stream and support
multicast routers. The IGMP version list 710 indicates the
IGMP version for each interface. In a preferred embodiment,
the host interface list 706, router interface list 708, and
IGMP version list 710 are bit-mapped fields having one bit
per interface, that is, one bit for each network interface and
one bit for each remote module (stack port). Each bit in the
host interface list 706 indicates whether the corresponding
interface supports a multicast host device associated with the
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multicast stream. Each bit in the router interface list 708
indicates whether the corresponding interface supports a
multicast router associated with the multicast stream. Each
bit in the IGMP version list 710 indicates whether the
corresponding interface is an IGMP version 1 interface or an
IGMP version 2 interface. The IGMP snooping/proxy logic
(115) uses the host interface list 706 and the router interface
list 708 to configure the forwarding interface list.

[0071] Thus, upon obtaining an IGMP message from the
switching logic (112), the IGMP snooping/proxy logic (115)
determines the multicast stream associated with the IGMP
message. If the IGMP message is an IGMP query message
from a particular router, then the IGMP snooping/proxy
logic (115) saves the router address as the last router address
704 associated with the multicast stream, and adds the
interface to the router interface list 708 associated with the
multicast stream. If the IGMP message is an IGMP report
message from a particular multicast host, then the IGMP
snooping/proxy logic (115) saves the host address as the last
host address 702 associated with the multicast stream, and
adds the interface to the host interface list 706 associated
with the multicast stream. The IGMP snooping/proxy logic
(115) also determines the IGMP version for the IGMP
message, and indicates the IGMP version for the interface in
the IGMP version list 710. In a preferred embodiment, an
interface is considered to be an IGMP version 1 interface if
at least one IGMP version 1 message was received over the
interface, and is considered to be an IGMP version 2
interface if only IGMP version 2 messages are received over
the interface.

[0072] Additionally, the IGMP snooping/proxy logic (115)
configures the forwarding interface list based upon the host
interface list and the router interface list. In a preferred
embodiment, the forwarding interface list is a bit-mapped
field having one bit per interface that is programmed into a
CAM chip that is used by the switching logic (112) to
forward packets. A particular interface is included in the
forwarding interface list if the interface is included in the
host interface list and/or the router interface list When the
IGMP snooping/proxy logic (115) sends an IGMP query
message on a particular interface; for example, as part of the
IGMP snooping function, the IGMP snooping/proxy logic
(115) uses the last router address associated with the mul-
ticast stream, and formats the IGMP query message accord-
ing to the IGMP version indicator associated with the
interface. The IGMP snooping/proxy logic (115) generates
two types of IGMP query messages, specifically an “all-
aboard” query and a “last member” query. The “all-aboard”
query is used to determine all interfaces that are associated
with a particular multicast stream when IGMP snooping is
first enabled. This prevents the module from accidentally
removing an interface that supports a multicast device from
the forwarding interface list, which would disrupt multicast
services to the multicast device. The “last member” query is
used to ensure that there are no multicast devices on the
interface before removing the interface from the forwarding
interface list.

[0073] When the IGMP snooping/proxy logic (115) sends
an IGMP report message on a particular interface, for
example, as part of the IGMP proxy function, the IGMP
snooping/proxy logic (115) uses the last host address asso-
ciated with the multicast stream, and formats the IGMP
report message according to the IGMP version indicator
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associated with the interface. The module may send an
IGMP report message, for example, to report the multicast
stream(s) supported by the module in response to an IGMP
query message.

[0074] FIG. 8 is a logic flow diagram showing exemplary
logic 800 for enabling IGMP snooping in accordance with a
preferred embodiment of the present invention. Beginning at
step 802, and upon determining that IGMP snooping is
enabled for a particular multicast stream, in step 804, the
logic waits for at least one IGMP query message associated
with the multicast stream. Upon receiving an IGMP query
message associated with the multicast stream from a router
over an interface, in step 806, the logic saves the router
address as the last router address associated with the mul-
ticast stream, in step 808, and sends an IGMP “all aboard”
query message over all network interfaces using the last
router address, in step 810. The logic 800 terminates in step
899.

[0075] FIG. 9 is a logic flow diagram showing exemplary
logic 900 for processing an IGMP query message received
over a network interface in accordance with a preferred 25,
embodiment of the present invention. Beginning at step 902,
and upon receiving an IGMP query message from a router
over a network interface, in step 904, the logic determines
the multicast stream associated with the IGMP query mes-
sage, in step 906, and saves the router address as the last
router address associated with the multicast stream, in step
908. The logic then determines the IGMP version for the
IGMP query message, in step 910, and, if the IGMP query
message is an IGMP version 1 message (YES in step 912),
the logic sets the IGMP version for the network interface to
IGMP version 1, in step 914. If IGMP snooping is enabled
(YES in step 916), then the logic adds the network interface
to the router interface list associated with the multicast
stream, in step 918. If IGMP proxy is enabled (YES in step
920) and the host interface list is not empty (NO in step 922),
then the logic starts an IGMP report timer, in step 924. In any
case, the logic forwards the IGMP query message to all
network interfaces other than the network interface over
which the IGMP query message was received, in step 926,
and forwards the IGMP query message along with a module
identifier to all remote modules (stack ports) via the inter-
module communication interface, in step 928. The logic 900
terminates in step 999.

[0076] FIG. 10 is a logic flow diagram showing exem-
plary logic 1000 for processing an IGMP report message
received over a network interface in accordance with a
preferred embodiment of the present invention. Beginning at
step 1002, and upon receiving an IGMP report message from
a host over a network interface in step 1004, the logic
determines the multicast stream associated with the IGMP
report message, in step 1006, and saves the host address as
the last host address associated with the multicast stream, in
step 1008. The logic then determines the IGMP version for
the IGMP report message, in step 1010, and, if the IGMP
report message is an IGMP version 1 message (YES in step
1012), the logic sets the IGMP version for the network
interface to IGMP Version 1, in step 1014. If IGMP snooping
is enabled (YES in step 1016), then the logic adds the
network interface to the host interface list associated with
the multicast stream, in step 1018. The logic forwards the
IGMP report message along with a module identifier to all
remote modules (stack ports) via the inter-module commu-
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nication interface, in step 1020. If IGMP proxy is disabled
(NO in step 1022), then the logic forwards the IGMP report
message to all network interfaces other than the network
interface over which the IGMP report message was received,
in step 1024. The logic 1000 terminates in step 1099.

[0077] FIG. 11 is a logic flow diagram showing exem-
plary logic 1100 for processing an IGMP query message
received from a remote module in accordance with a pre-
ferred embodiment of the present invention. Beginning at
step 1102, and upon receiving an IGMP query message from
a router over the inter-module communication interface
including a module identifier identifying a remote module,
in step 1104, the logic determines the multicast stream
associated with the IGMP query message, in step 1106, and
saves the router address as the last router address associated
with the multicast stream, in step 1108. The logic then
determines the IGMP version for the IGMP query message,
in step 1110, and, if the IGMP query message is an IGMP
version 1 message (YES in step 1112), the logic sets the
IGMP version for the remote module (stack port) to IGMP
version 1, in step 1114. If IGMP snooping is enabled (YES
in step 1116), then the logic adds the remote module (stack
port) to the router interface list associated with the multicast
stream, in step 1118. In any case, the logic forwards the
IGMP query message to all network interfaces, in step 1120.
The logic 1100 terminates in step 1199.

[0078] FIG. 12 is a logic flow diagram showing exem-
plary logic 1200 for processing an IGMP report message
received from a remote module in accordance with a pre-
ferred embodiment of the present invention. Beginning at
step 1202, and upon receiving an IGMP report message from
a host over the inter-module communication interface
including a module identifier-identifying a remote module,
in step 1204, the logic determines the multicast stream
associated with the IGMP report message, in step 1206, and
saves the host address as the last host address associated
with the multicast stream, in step 1208. The logic then
determines the IGMP version for the IGMP report message,
in step 1210, and, if the IGMP report message is an IGMP
version 1 message YES in step 1212), the logic sets the
IGMP version for the remote module (stack port) to IGMP
version 1, in step 1214. If IGMP snooping is enabled (YES
in step 1216), then the logic adds the remote module (stack
port) to the host interface list associated with the multicast
stream, in step 1218. If IGMP proxy is disabled (NQ in step
1220), then the logic forwards the IGMP report message to
all network interfaces, in step 1222. The logic 1200 termi-
nates in step 1299.

[0079] FIG. 13 is a logic flow diagram showing exem-
plary logic 1300 for sending an IGMP report message as part
of the IGMP proxy function in accordance with a preferred
embodiment of the present invention. Beginning at step
1302, and upon detecting that the IGMP report timer
expired, in step 1304, the logic sends IGMP report messages
to the routers using the last host address, in step 1306,
specifically by sending the IGMP report messages over the
network interfaces from which the IGMP query messages
were received. The logic 1300 terminates in step 1399.

[0080] FIG. 14 is a logic flow diagram showing exem-
plary logic 1400 for sending an IGMP query message in
accordance with a preferred embodiment of the present
invention. Beginning at step 1402, and upon determining
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that an IGMP report message has not been received from a
host interface associated with a multicast stream, in step
1404, the logic sends an IGMP “last member” query mes-
sage over the host interface using the last host address and
the IGMP version associated with the multicast stream, in
step 1406. The logic then waits for an IGMP report message
from the host interface, in step 1408. If the logic receives an
IGMP report message over the host interface (YES in step
1410), then the logic leaves the host interface on the host
interface list. If the logic does not receive an IGMP report
message over the host interface (NO in step 1410), then the
logic removes the host interface from the host interface list
associated with the multicast stream, in step 1412. The logic
1400 terminates in step 1499.

[0081] FIG. 15 is a logic flow diagram showing exem-
plary logic 1500 for forwarding a multicast packet in accor-
dance with a preferred embodiment of the present invention.
Beginning at step 1502, and upon receiving a multicast
packet over an interface, in step 1504, the logic determines
the multicast stream associated with the multicast packet, in
step 1506, and forwards the multicast packet to all interfaces
indicated in the host interface list and/or the router interface
list other than the interface over which the multicast packet
was received, in step 1508. The logic 1500 terminates in step
1599.

[0082] When a cooperating module is reconfigured to
operate in a stand-alone mode of operation or otherwise
becomes inactive in the stack, all remaining modules must
stop forwarding information to the reconfigured module, and
the reconfigured module must stop forwarding information
to the remaining modules. Therefore, a leave stack event is
generated within the reconfigured module, and a module
inactive event including a module identifier identifying the
reconfigured module is sent to the remaining modules. The
leave stack event causes the reconfigured module, and in
particular the IGMP snooping/proxy logic (115), to remove
all remote modules (stack ports) from all host interface lists
and from all router interface lists, and consequently from the
forwarding interface list. Upon receiving the module inac-
tive event, each remaining module, and in particular the
IGMP snooping/proxy logic (115), removes the reconfigured
module (stack port) from all host interface lists and from all
router interface lists, and consequently removes the recon-
figured module (stack port) from the forwarding interface
list (111).

[0083] FIG. 16 is a logic flow diagram showing exem-
plary logic 1600 for removing an inactive remote module in
accordance with a preferred embodiment of the present
invention. Beginning at step 1602, and upon receiving a
module inactive event identifying an inactive remote mod-
ule, in step 1604, the logic removes the inactive remote
module (stack port) from all host interface lists, in step 1606,
and removes the inactive remote module (stack port) from
all router interface lists, in step 1608. The logic 1600
terminates in step 1699.

[0084] FIG. 17 is a logic flow diagram showing exem-
plary logic 1700 for entering a stand-alone mode of opera-
tion in accordance with a preferred embodiment of the
present invention. Beginning at step 1702, and upon receiv-
ing a leave stack event, in step 1704, the logic removes all
remote modules (stack ports) from all host interface lists, in
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step 1706, and removes all remote modules (stack ports)
from all router interface lists, in step 1708. The logic 1700
terminates in step 1799.

[0085] Inapreferred embodiment of the present invention,
the intermediate device is a modular Ethernet switching
device having a plurality of cooperating Ethernet switching
modules. However, the present invention is in no way
limited to a modular Ethernet switching device. The present
invention may be applied more generally in a distributed
communication system having a plurality of cooperating
modules that are interconnected, for example, via a bus,
backplane, or other signaling medium.

[0086] Inapreferred embodiment of the present invention,
predominantly all of the IGMP snooping/proxy logic is
implemented as a set of computer program instructions that
are stored in a computer readable medium and executed by
an embedded microprocessor system within the module.
Preferred embodiments of the invention may be imple-
mented in any conventional computer programming lan-
guage. For example, preferred embodiments may be imple-
mented in a procedural programming language (e.g., “C”) or
an object oriented programming language (e.g., “C++”).
Alternative embodiments of the invention may be imple-
mented using discrete components, integrated circuitry, pro-
grammable logic used in conjunction with a programmable
logic device such as a Field Programmable Gate Array
(FPGA) or microprocessor, or any other means including
any combination thereof.

[0087] Alternative embodiments of the invention may be
implemented as a computer program product for use with a
computer system. Such implementation may include a series
of computer instructions fixed either on a tangible medium,
such as a computer readable media (e.g., a diskette, CD-
ROM, ROM, or fixed disk), or fixed in a computer data
signal embodied in a carrier wave that is transmittable to a
computer system via a modem or other interface device,
such as a communications adapter connected to a network
over a medium. The medium may be either a tangible
medium (e.g., optical or analog communications lines) or a
medium implemented with wireless techniques (e.g., micro-
wave, infrared or other transmission techniques). The series
of computer instructions embodies all or part of the func-
tionality previously described herein with respect to the
system. Those skilled in the art should appreciate that such
computer instructions can be written in a number of pro-
gramming languages for use with many computer architec-
tures or operating systems. Furthermore, such instructions
may be stored in any memory device, such as semiconduc-
tor, magnetic, optical or other memory devices, and may be
transmitted using any communications technology, such as
optical, infrared, microwave, or other transmission technolo-
gies. It is expected that such a computer program product
may be distributed as a removable medium with accompa-
nying printed or electronic documentation (e.g., shrink
wrapped software), preloaded with a computer system (e.g.,
on system ROM or fixed disk), or distributed from a server
or electronic bulletin board over the network (e.g., the
Internet or World Wide Web).

[0088] The present invention may be embodied in other
specific forms without departing from the essence or essen-
tial characteristics. The described embodiments are to be
considered in all respects only as illustrative and not restric-
tive.
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1. A method for forwarding multicast packets by a module
in a communication system having a plurality of cooperating
modules, each module including at least one network inter-
face for supporting directly connected multicast devices and
an inter-module communication interface for communicat-
ing with remote modules, the method comprising:

determining that a remote module is associated with a
multicast stream;

receiving a multicast packet associated with the multicast
stream from a network interface; and

forwarding the multicast packet to the remove module
over the inter-module communication interface.
2. The method of claim 1, wherein determining that the
remote module is associated with the multicast stream
comprises:

receiving an IGMP message from the remote module over
the inter-module communication interface.
3. The method of claim 1, further comprising:

maintaining a forwarding interface list indicating all net-
work interfaces and remote modules that are associated
with the multicast stream;

determining that the multicast stream is supported on at
least one network interface of the remote module; and

adding the remote module to the forwarding interface list
upon determining that the multicast stream is supported
on at least one network interface of the remote module.

4. The method of claim 3, further comprising:

determining that the remote module is not a cooperating
module; and

removing the remote module from the forwarding inter-
face list.

5. The method of claim 3, further comprising:

reconfiguring the module to operate in a stand-alone mode
of operation; and

removing all remote modules from the forwarding inter-
face list.

6. The method of claim 1, further comprising:

determining that a network interface is associated with the
multicast stream;

receiving a multicast packet associated with the multicast
stream from the remote module over the inter-module
communication interface; and

forwarding the multicast packet to the network interface.
7. The method of claim 6, further comprising:

receiving an IGMP message from the network interface;
and

forwarding the IGMP message to all remote modules over
the inter-module communication interface.
8-12. (canceled)
13. A module for forwarding multicast packets in a
communication system having a plurality of cooperating
modules, the module comprising:

at least one network interface for supporting directly
connected multicast devices;
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an inter-module communication interface for communi-
cating with remote modules; and

switching logic operably coupled to receive a first mul-
ticast packet from a network interface, determine a first
multicast stream for the first multicast packet, and
forward the first multicast packet to all remove modules
that are associated with the first multicast stream over
the inter-module communication interface.

14. The module of claim 13, further comprising a for-
warding interface list indicating all remote modules that are
associated with the first multicast stream.

15. The module of claim 14, wherein the switching logic
is operably coupled to forward the first multicast packet to
all remote modules that are indicated in the forwarding
interface list.

16. The module of claim 13, further comprising snooping
logic operably coupled to determine remote modules that are
associated with the first multicast stream based upon IGMP
messages received from the remote modules.

17. The module of claim 16, wherein the snooping logic
is operably coupled to receive an IGMP message from a
remote module and add the remote module to a forwarding
interface list.

18. The module of claim 13, wherein the switching logic
is operably coupled to receive a second multicast packet
from a remote module over the inter-module communication
interface, determine a second multicast stream for the mul-
ticast packet, and forward the second multicast packet to all
network interfaces that are associated with the second mul-
ticast stream.

19. The module of claim 18, further comprising a for-
warding interface list indicating all network interfaces that
are associated with the second multicast stream.

20. The module of claim 19, wherein the switching logic
is operably coupled to forward the second multicast packet
to all network interfaces that are indicated in the forwarding
interface list.
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21. The module of claim 18, further comprising snooping
logic operably coupled to determine network interfaces that
are associated with the second multicast stream based upon
IGMP messages received from the network interfaces.

22. The module of claim 21, wherein the snooping logic
is operably coupled to receive an IGMP message from a
network interface and add the network interface to a for-
warding interface list.

23-27. (canceled)

28. A program product comprising a computer readable
medium having embodied therein a computer program for
forwarding multicast packets by a module in a communica-
tion system having a plurality of cooperating modules, the
module including at least one network interface for support-
ing directly connected multicast devices and an inter-module
communication interface for communicating with remote
modules, the computer program comprising:

receiving logic programmed to receive an IGMP message
from a remote module over the inter-module commu-
nication interface; and

snooping logic programmed to determine that the remote
module supports a multicast stream based upon the
IGMP message received from the received IGMP mes-
sage.

29. The program produce of claim 28, wherein the snoop-
ing logic is programmed to add the remote module to a
forwarding interface list that indicates all network interfaces
and remote modules associated with the multicast stream.

30. The program product of claim 28, further comprising:

switching logic programmed to receive multicast packets
associated with the multicast stream from a network
interface and forward the multicast packets to the
remote module over the inter-module communication
interface.

31-36. (canceled)
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