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(57) ABSTRACT 

A method and system of congestion control in a network are 
provided. A required quality of service (QoS) parameter, 
Such as a maximum allowable latency, for a packet received 
at a queue in the network, and a route cost metric, such as 
accumulated and estimated latency, are determined, and the 
packet is either discarded if the route cost metric exceeds the 
required QoS parameter, or a discard bias value is set for the 
packet. Also, if the required QoS parameter exceeds the 
route cost metric, the method includes determining whether 
a congestion condition exists in the network, and if the 
congestion condition exists, biasing the packet for discard 
based on its latency if the route cost metric for the packet 
exceeds a threshold. The network may be an IP network, and 
a network such as a mobile ad hoc network (MANET). 
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ROUTING COST BASED NETWORK 
CONGESTION CONTROL FOR QUALITY OF 

SERVICE 

FIELD OF THE INVENTION 

0001. The present Application relates to the prevention 
and control of data traffic congestion and packet loss due to 
overload on a network, including an IP network and a 
wireless Mobile Ad Hoc Network (MANET). 

BACKGROUND OF THE INVENTION 

0002 Data traffic on a network is subject to traffic con 
gestion from time to time. Further, often data traffic on a 
network is bursty and not uniform, and therefore subject to 
dynamic bottlenecks. Further, traffic distribution patterns 
and network buffer conditions change over time, sometimes 
sporadically, and therefore controlling congestion may be 
difficult because network traffic conditions can change dra 
matically even between routing updates. 
0003 Internet Protocol (IP) networks, are common 
examples of data networks, and include LANs, intranets, 
and internets. In a Mobile Ad Hoc Network (MANET), 
which may be implemented as an IP network, there may be 
additional constraints beyond the constraints that exist in a 
wired IP network. For example, a MANET may comprise a 
wireless LAN or WAN. With respect to Quality of Service 
(QoS), additional challenges in a MANET may include 
limited bandwidth to accommodate data throughput, a 
dynamic network topology caused by node mobility and an 
ad hoc or decentralized layout, and possibly reduced pro 
cessing and memory capacity. These factors, may result in 
an increased probability of networking congestion, or net 
work congestion at a particular node of the network, and 
jitter. Also, MANETs often face the challenge of delivering 
real-time services, including voice over IP (VoIP) and deliv 
ering video and multimedia data, with various QoS require 
ments, in addition to transmitting more traditional data. Data 
congestion on the network, or at a node of the network, Such 
as at a queue of a network router, may result, for example, 
in queue overloading, which can cause data packets or 
datagrams to be discarded from the queue. Also, packets 
arriving later than a certain time period (as dictated by a 
maximum required latency QoS parameter) due to network 
congestion may be useless. 
0004 Network traffic engineering techniques for conges 
tion prevention and control include DiffServ (Differential 
Service) systems, in which a different priority of service is 
used, for different packets, based on the QoS of different 
classes of packet types. Implementations of DiffServ pro 
vide, for example, that voice traffic, such as VoIP, where QoS 
parameters often mandate stricter maximum allowable 
latencies, are assigned to a different packet priority class 
than packets for other types of data. For example, a data 
packet representing VoIP may have a maximum allowable 
latency of 200 msec compared with 800 msec maximum 
allowable latency for packets encoding other types of data. 
DiffServ does not require a separate signaling protocol. In 
the DiffServ system, equal treatment is given to all data 
packets (or data flows) of the same priority class, and 
packets may be assigned to different priority classes based 
on the QoS parameters of the packets. 
0005 Also, the RED (Random Early Detection) data 

traffic congestion control policy provides gateways for con 
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gestion avoidance according to which packets waiting in a 
queue are discarded at random when a congestion condition 
in the network is detected. (Sally Floyd and Van Jacobson, 
"Random Early Detection Gateways for Congestion Avoid 
ance, August 1993 IEEE/ATM Transaction on Network 
ing.) 

0006. However, there remains the problem that during 
extended periods of excess queue depth (queue length), 
large-scale failure of packets may result as the queue gets 
overloaded. As discussed, dynamic bottlenecking may 
Sometime occur in a bursty data traffic environment or at 
unexpected times. In Such cases, the failure rate of quality of 
service deliverability due to congestion may be sudden as 
the queue overloads. For example, FIG.3 shows such a drop 
in the number of packets meeting QoS parameters as con 
gestion increases (X-axis) in the DiffServ environment. 
Maximum allowed latency is an example of such a QoS 
parameter. 

0007. There is a need therefore for a method and system 
that overcomes these problems by decreasing the number (or 
percentage) of packets not meeting QoS parameters, such as 
latency, as congestion increases, and achieves selective drop 
behaviors, such as more gradual packet failure rate as the 
queue depth or congestion increases, or concentration of 
packet drops into sessions that are most expensive to com 
plete. Also, there is a need for a method and system that 
achieves a reduced number or percentage of data flows that 
do not meet QoS parameters. 

SUMMARY OF THE INVENTION 

0008. A method and system of congestion control in a 
network are disclosed. The network may for example be an 
IP (Internet Protocol) network, or a mobile ad hoc network 
(MANET), including a MANET implemented using IP. 
0009. A required quality of service (QoS) parameter, such 
as a maximum allowable latency, for a packet received at a 
queue in the network is determined, a route cost metric, Such 
as an accumulated and estimated latency, is determined for 
the packet and the packet is discarded if the route cost metric 
exceeds the required quality of service parameter. Also, if 
the required quality of service parameter exceeds the route 
cost metric, the method may further include determining 
whether a congestion condition exists in the network, and if 
the congestion condition exists, biasing the packet for dis 
card or discarding the packet, if the route cost metric for the 
packet exceeds a first threshold set for a distribution of route 
cost metrics of a plurality of packets received at the queue. 
0010. The first threshold may be set by estimating a 
normalized distribution of the route cost metric for a plu 
rality of packets in a packet queue. Such that the route cost 
metric is normalized according to a quality of service 
parameter for each packet of the plurality of packets in the 
queue, determining a discard percentile of the distribution 
based on a value of the congestion condition, and setting the 
first threshold according to the discard percentile. 

0011. Also, the route cost metric may be a latency value 
determined for the packet. The latency value may be calcu 
lated based on an average time in a packet queue, or based 
on at least one of an accumulated upstream routing latency 
and a downstream routing latency based on a best route of 
the packet. 
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0012. The determining of whether the congestion condi 
tion exists may be based on at least one of a queue size 
Snapshot relative to a maximum queue size capacity and a 
rate of change of a queue size. 
0013 Moreover. DiffServ implementations may include 
calculating the first threshold for a first packet of a first 
differentiated service priority class, and a second threshold, 
different in value from the first threshold, is calculated for a 
second packet of a second differentiated service priority 
class, and discarding the second packet if the route cost 
metric calculated for the second packet exceeds the second 
threshold. 

0014. In addition, a node transmitting packets to the 
queue may be notified of congestion conditions by signaling 
the transmitting node to reduce a packet load transmitted or 
allowed to an affected network node. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.015 FIG. 1 shows a QoS solution space, for congestion 
preemption and control in a network. 
0016 FIG. 2 shows a route costs based QoS block 
diagram according to an embodiment of the present inven 
tion. 

0017 FIG. 3 shows UDP voice packet performance in a 
data traffic bottleneck showing values for DiffServ and for a 
more desirable failure mode. 

0018 FIG. 4 shows a representation of average call or 
data packet latency under normal and congested traffic 
conditions in a network. 

0.019 FIG. 5 shows an experimental setup of a system 
according to an embodiment of the present invention. 
0020 FIG. 6 shows voice call performance, the percent 
age of calls meeting latency thresholds comparing WBED 
(Weighted Biased Early Discard) WRED (Weighted Ran 
dom Early Detection) and Tail Drop congestion control 
strategies with the percentage of Voice call packets that are 
late or lost over the X-axis. 

0021 FIG. 7 shows a sample of WRED and WBED 
packet drop probabilities as a function of estimated packet 
latency (X-axis in milliseconds). 
0022 FIG. 8 shows a packet cost (e.g. latency) probabil 
ity distribution (the cost value is shown in the x-axis) 
according to an embodiment of the present invention. 
0023 FIG. 9 is a table summarizing discard behavior for 
the tail drop, RED, and BED policies. 
0024 FIG. 10 is a table listing definition of parameters 
used in FIG. 9. 

0.025 FIG. 11 shows modules of a network node accord 
ing an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0026. The following discussion describes embodiments 
of Applicants invention as best understood presently by the 
inventors. It will be appreciated however, that numerous 
modifications of the invention are possible and that the 
invention may be embodied in other forms and practiced in 
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other ways without departing from the spirit of the inven 
tion. Further, embodiments or features of the embodiments 
described may be omitted, combined selectively or as a 
whole with other features or embodiments, or used to 
replace features or embodiments, or parts thereof, without 
departing from the spirit of the invention. The Drawings 
provided herewith and the present detailed description are 
therefore to be considered as an illustrative explanation of 
aspects of the invention, and should not be construed to limit 
the scope of the invention. The scope of the invention is 
defined by the below-set forth claims. 
0027. In the following detailed description, an example 
of a network using an IP environment implemented as a 
MANET (Mobile Ad Hoc Network) will be discussed as an 
illustrative example. MANET's are often subject to 
demands that can make them susceptible to traffic bottle 
necks. It will be appreciated however that the present 
invention may be usefully implemented in various types of 
networks, including networks other than MANET. In par 
ticular, IP networks other than MANETs that carry data 
traffic of various QoS requirements and subject to bottle 
necks would be good candidates for the solutions provided 
herein. 

0028 FIG. 1 shows various approaches to Quality of 
Service (QoS) in the delivery of data, such as IP data 
packets, according to the prior art. A QoS requirement may 
be thought of for example, as the maximum allowable 
latency for a data packet through a system. As throughput 
deteriorates (as a throughput metric decreases) due to net 
work congestion, for example as measured by queue depth 
at a node of the network, packet latency increases. 
0029. The standard IP network provides “best effort” 
delivery. No QoS guarantees are provided for packet deliv 
ery. Methods to adapt a standard IP network to take into 
consideration QoS packet requirements include over-provi 
Sioning and network traffic engineering. Over-provisioning 
can be costly since redundant network resources have to be 
allocated. Over-provisioning may be particularly costly in a 
wireless network, such as a MANET. 
0030 Network traffic engineering solutions include 
resource reservation systems, such as RSVP (Intserv), 1-5 of 
FIG. 1. Another traffic engineering solution is class priori 
tization 1-6, such as DiffServ over MANET 1-11 of FIG. 1. 
Packet characterization may be based on flow identifiers, 
Such as in IP V.6, or based on packet address and port 
number, as in IP V. 4. An indicator of a type of service 
(T.O.S.) may be set in a packets header, and thus for 
example, the fact that a packet represents VoIP data may be 
determined by reference to this header information. 
0031. As discussed, a MANET often has requirements 
additional to those of a wired or static IP network because 
of constraints imposed by limited bandwidth, dynamic net 
work topology, and/or possible reduced processing, 
memory, and other network resource capabilities. 
Route Costs Thresholding 
0032. According to an embodiment of the present inven 
tion, QoS route costs thresholding is used to preempt con 
gestion and overloading of a network, for example, the 
congestion or overload of a queue of a node, such as a router, 
of a MANET network. Accordingly, a packets QoS require 
ments are known or detected, and compared with a relevant 
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QoS route costs metric Such as latency, including previous 
accumulated (upstream) latency and estimated future 
(downstream) latency through the network. For example, 
Suppose a best route for the data packet has a mean routing 
latency of 800 msec and the maximum acceptable latency 
for a packet of this type (for example if the packet encodes 
VoIP traffic), is 200 m.sec. The packet will be discarded 
rather then admitted onto the network or placed on the 
network queue, since the packets has little or no chance of 
being delivered within the required QoS parameter. 

0033 Such route costs thresholding requires that the 
packet's QoS requirements, or at least the requirement of a 
predefined class of packets Such as the QoS requirement of 
a DiffServ class to which the packet belongs, be known in 
advance or be available for being detected by the network. 
Unlike admission control. Such route costs thresholding is 
not exclusively an edge function. Data packets can be 
reevaluated and discarded as needed while enroute to their 
destinations in the system. Also it should be noted that if this 
thresholding does occur on the edge of the network the 
functionality is equivalent to call admission control without 
additional delay and overhead in call setup and signaling. 

0034 FIG. 11 shows modules of a node, such as a 
network router according to an embodiment of the present 
invention. It will be appreciated that the node may be 
performing some of the functions of a network node and 
may not be a dedicated network router. This may be the case 
in some MANET implementations of the present invention. 
Further, it will be appreciated that modules of the network 
node shown may be implemented in various ways, including 
as hardware, software, firmware, and combinations of the 
foregoing without departing from the spirit if the invention. 
The connections 11-1.01 and 11-1.02 connecting the Net 
work Node 11-1 to the remainder of the network (not shown) 
may be wire or other physical connections, or may be 
wireless links, typical for example in a MANET. 

0035. According to an illustrative embodiment of the 
present invention, Queue Manager 11-1.1 of the Network 
Node 11-1 of FIG. 11 detects a new packet (not shown) 
arriving to a queue (not shown) associated with the Network 
Node 11-1 and signals QoS Parameter Determiner 11-1.4 to 
determine the QoS parameter. Such as the maximum allowed 
latency for the arrived packet, and signals Route Costs 
Determiner 11-1.5 to determine estimated route costs for the 
arrived packet. Subsequently, Comparator 11-1.6 determines 
whether the estimated route costs value for the arrived 
packet determined by Route Costs Determiner 11-1.5 is 
within the QoS parameter determined by QoS Parameter 
Determiner 11-1.4, and signals Queue Manager 11-1.1 as to 
whether to discard the packet. If the packet is not within the 
QoS parameter, then the packet is discarded by not being 
added to the queue, or depending on the implementation, 
removed from the queue and discarded. 
0.036 FIG. 2 shows an example of such route costs 
thresholding according to an embodiment of the present 
invention. At S1, a packet is received at a network node and 
route costs associated with the packet downstream, Such as 
estimated packet latency based on the best available route 
for the packet, are calculated. Route costs accumulated 
upstream, including accumulated packet latency, may also 
be taken into account to arrive at the total route costs for the 
packet. 
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0037. The estimated route costs for a packet may be 
determined through routing table lookups or the accumu 
lated packet metrics, as is well known in the art. For 
example, downstream latency can be estimated by allocating 
a latency estimate for each hop through the network until the 
packet's destination. Upstream route costs may be similarly 
estimated. Also, the accumulated packet cost can be updated 
at each hop through the network and carried in an IP header 
option field of the packet. 
0038 According to an embodiment of the present inven 
tion, packet latency may also be efficiently approximated 
based on the DiffServ average queue time for the packet, that 
is, the average time that packets of a certain class spend in 
a queue. This is because the average time in a queue usually 
dominates over the remaining packet latency under moder 
ate to high network loading, when the approaches of the 
present invention are likely to be applied. Thus, DiffServ 
average queue time may be used as an alternative to the 
latency calculation based on the downstream packet esti 
mated cost and the upstream accumulative cost. Average 
queue time may be measured at each queue, for both 
upstream and downstream nodes or queues. As such, to 
estimate a packet's latency in this way, queue time upstream 
and downstream might have to be calculated. However, 
DiffServ average queue time is a relatively easily derivable 
quantity. Other approximations, such as average queue 
depth, may be used as well if other metrics are too difficult 
to acquire. 
0039. At S2 of FIG. 2, it is determined whether the route 
costs for the packet are within the QoS threshold. As 
discussed, a DiffServ class may be associated with a par 
ticular QoS maximum latency requirement or the QoS 
threshold may be otherwise known or obtained. If at S2 it is 
determined that the route costs are within the QoS threshold, 
then the packet is allowed to proceed through the network, 
for example the packet is added to a queue of a network node 
functioning as a network router. However, if at S2 it is 
determined that the route costs for the packet are not with the 
QoS threshold associated with the packet, then the packet is 
discarded at S3. 

Congestion Control: BED and WBED 
0040. One approach to data packet prioritization has been 
the DiffServ protocol, according to which packets are 
assigned different levels of priority based on the type of data 
the packet represents. For example packets encoding VoIP 
data may be of one class, while ordinary IP data traffic 
packets may be of a second class. 
0041 Under a tail drop policy, packets that arrive at a 
queue when the queue depth maximum has been reached 
(when the queue is full) are discarded. A tail drop policy can 
lead to Sudden and severe packet discarding as a result of 
dynamic bottleneck conditions on the network. RED (Ran 
dom Early Detection or Drop) is a discard policy designed 
to preempt packet failure due to exceeding maximum allow 
able latency parameters and to reduce data loss due to packet 
discard caused by a queue that is full under a tail drop policy. 
Pursuant to RED policy, when congestion is detected in the 
system, for example when a queue is too deep, packets are 
randomly discarded to prevent an overloading of the queue 
and thus to prevent data loss. 
0042. According to an embodiment of the present inven 
tion, data packets with which a higher route cost is associ 
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ated are dropped first. For example as shown in FIG. 2, at 
S4, when a network is deemed to be congested, packets are 
discarded such that packets with the worst routes are dis 
carded first (S5). The route costs associated with the packet 
may constitute a latency estimate for the packet based on the 
best routes available for the packet and may also take into 
account the accumulated upstream latency of the packet. In 
this way, packets with the most costly routes, which are 
therefore least likely to arrive at their destinations within 
QoS requirements, are discarded first. Given all other poten 
tial discards are of the same priority. 
0.043 FIG. 4 shows a comparison of distributions of 
average packet latency under normal and congested condi 
tions. 

0044) The estimated route costs for a packet may be 
determined in a variety of ways, including through routing 
table lookups or the accumulated packet metrics, as dis 
cussed in connection with route costs thresholding. To make 
reasonable comparisons between flows with different QoS 
requirements, these metrics can be normalized according to 
the corresponding flow QoS requirements. For example, two 
flows with latency requirements of a 100 ms and 500 ms. 
respectively, would each require a normalized metric for a 
normalized comparison of the route costs. The 100 ms. QoS 
requirement might be for a VoIP packet, for example. The 
normalized latency metric would be produced by the esti 
mated route costs calculated for the first flow being divided 
by 100 ms and that of the second flow being divided by 500 
ms. According to an embodiment of the present invention, if 
two packets with similar estimated route costs were com 
pared, but the first packet had a QoS required maximum 
allowed latency of 100 ms and the second packet had a QoS 
required maximum allowed latency of 500 ms, then based on 
the normalized metric the discard policy would be biased 
toward discarding the first packet (as between the first and 
second packets). 
0045 According to an embodiment of the present inven 
tion, latency may also be measured based on the DiffServ 
queue average time, that is the average time that packets of 
a certain class spend in a queue. The DiffServ average queue 
time may be used as an alternative to the latency calculation 
based on the downstream packet estimated cost and the 
upstream accumulative cost. In a manner analogous in 
concept to route cost thresholding discussed above. DiffServ 
average queue time may generally dominate over other 
latency metrics for congestion conditions relevant to BED 
and WBED policies. 
0046 According to an embodiment of the present inven 
tion, congestion is determined based on a local queue 
condition. Accordingly, the presence and degree of conges 
tion are measured based on a rate of queue size change over 
time or rate of queue size change over received packets, or 
may be based on queue size 'snapshots’ taken at different 
times relative to maximum queue capacity. 
0047 According to an embodiment of the present inven 
tion, by identifying and discarding the highest latency pack 
ets or the highest latency packets normalized by the QoS 
maximum latency metric, data flows (groups of packets) 
with the highest normalized latencies will tend to be dis 
carded first, allowing the remaining flows to be continue 
with acceptable performance. This bias against normalized 
high latency flows is done without keeping track explicitly 

Mar. 30, 2006 

of state information for data flows as such (but only con 
sidering individual packets). BED thus biases packet discard 
decisions to make it more likely to discard packets whose 
flows are least likely to meet QoS requirements or goals. 
0048 Packet discarding improves (reduces) local net 
work load. Also, the resulting packet loss may be the basis 
of a signal for higher layer protocols, such as TCP (Transport 
Layer Protocol), to reduce the load allowed to proceed to, or 
pushed to, the affected network node. 
0049. The threshold for discarding a packet according to 
the present invention may be set in various ways. According 
to an embodiment of the present invention, an “absolute” 
threshold may be set based on the type of application of the 
packet, or based on the DiffServ class of the packet, in view 
of specific requirements for that type of packet. The “abso 
lute' threshold can then be adjusted to be more or less 
permissive of marginal data traffic based on network needs 
and system resources. The “absolute' threshold can then be 
compared to the packet costs, such that packets with costs 
exceeding the threshold are then discarded. For example, 
Voice packets with latency greater than 10 seconds are 
generally useless and are discarded when a congestion 
condition exists according to the absolute threshold. Accord 
ing to an embodiment of the present invention, separate 
absolute thresholds are set for each DiffServ class of pack 
ets, or type of packet, according to the needs for data 
transmission of the type of data encoded by the packet. 
0050 FIG. 8 shows relative thresholding according to an 
embodiment of the present invention in which a distribution 
of route costs associated with the population of all received 
packets is estimated, and the percentage of packets to 
discarded packets is determined based on the average queue 
depth or based on Some other measure of network conges 
tion. Packets are discarded if the route costs lie in the 
percentile of the distribution higher than Pb. Thus, in relative 
thresholding, the relative threshold, Pb, of the distribution is 
set such that packets with the highest route costs are dis 
carded first. According to an embodiment of the present 
invention, Such relative thresholding may also take into 
account packets of the various DiffServ classes, such that a 
threshold for packets of various DiffServ classes are set 
separately. 

0051 FIG. 9 is a table summarizing the BED (Biased 
Early Discard) policy 9-3. 

0052 FIG. 10 shows definitions of the parameters and 
other terms employed in FIG. 9. As shown in FIG. 9. 
according to an embodiment of the present invention, under 
the tail drop policy 9-1, packets are discarded when the 
queue is full, that is, when queue depth is greater than or 
equal to qa. 

0053 According to an embodiment of the present inven 
tion, based on the average queue depth, under a BED policy, 
packets are discarded at the similar rate as under RED. What 
distinguishes the two discard policies is not how many 
packets are discarded but which packets are first selected for 
discarding. Unlike a RED policy, under which packets are 
discarded at random, under a BED policy, packets are 
selected for discard based on the associated route costs 
relative to the route costs of the received packet population 
in the queue. The packet with the higher associated route 
costs is more likely to be discarded than a packet with lower 
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associated costs. According to an aspect of the invention, 
packets determined to fall above the threshold Pb are 
immediately discarded. 

0054 According to an aspect of the invention, packets at 
the tail of the distribution above the threshold set, Pb, are not 
all discarded at once. Rather, a probability of discard is 
associated with each packet above the threshold, such that 
packets above threshold with higher routing costs, or with 
higher normalized routing costs, are more likely to be 
discarded than packets above the threshold with lower 
routing costs or normalized routing costs. In this way, 
discarding is biased or weighted toward discarding higher 
cost packets, such that packets with routing costs or nor 
malized routing costs falling at the extreme right of the 
distribution shown in FIG. 8 will be tend to be discarded 
before those packets with lower routing costs or normalized 
routing costs falling above the threshold. Other methods of 
selecting a biased set of packets to discard may be used as 
well, and the bias can be used to increase the probability of 
retaining certain packets. 

0055. It is also contemplated that BED may be used in a 
multiclass framework, like DiffServ. Under a Weighted BED 
(WBED) policy, like under Weighted RED (WRED), early 
discard is applied within each DiffServ class. Use of network 
resources is thus maximized, because the relative DiffServ 
class priority of the packets are taken into consideration. 

0056. As shown in an illustrative embodiment of the 
present invention in FIG. 11, Congestion Detector 11-1.7 
detects whether congestion exists on the network, for 
example based on queue conditions at the Network Node 
11-1. The congestion condition, including a network con 
gestion condition value, may be determined as discussed 
above. If a congestion condition is determined, then a 
distribution of the packets on the queue, or of the packets on 
the queue by DiffServ packet class, by packet route cost 
metric, such as the latency, is determined by Packet Distri 
bution Determiner 11-1.2. As discussed, Packet Distribution 
Determiner may determine the packet distribution by first 
normalizing each packet's route cost metric by the QoS 
parameter, Such as the maximum allowed latency, for the 
packet. Based on this packet distribution, or normalized 
packet distribution, an absolute or relative threshold, as 
discussed, is set by Threshold Setter 11-1.3. Queue Manager 
11-1.1 discards packets that exceed this threshold, for 
example, by removing them from the queue. It will be 
understood that normalized latency may also be calculated 
based on historical latency data at the queue or based on 
latency of packets received at the queue in addition to those 
packets presently on the queue. 

0057 According to an embodiment of the present inven 
tion, WBED enables the lower route cost packet populations 
of the queue to Survive a bottleneck. Since congestion tends 
to back up queues in all areas of the network, the benefit of 
using the WBED policy according to the present invention 
may tend to benefit not only the bottleneck node but also 
nodes throughout the network. 

0.058 It is contemplated that the route costs thresholding 
described herein and the BED and WBED policies described 
herein may be implemented separately or together in one 
MANET application. 
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Experimental Results 
0059 Results of a validation experiment of an embodi 
ment of the present invention are illustrated in FIGS. 5 and 
6. The experiment compared an embodiment of the present 
invention with tail drop and WRED policies based on ad hoc 
network simulation using OPENETTM. Performance of the 
three policies was gauged by the percentage of calls that met 
specified packet delivery and latency (QoS) requirements. A 
network layout prone to network congestion, 216 km radius 
clusters, each with 21 terrestrial router nodes and an addi 
tional bottleneck router node was setup as shown in FIG. 5. 
The bottleneck router node provided the sole means of 
inter-cluster connectivity. A basic IP stack was used for 
network communication, with routing enabled through a 
proactive link state protocol. Nodes communicated with 
their neighbors via a 5 Mbps CSMA/CA interface with an 8 
km omnidirectional transmission range. Each node served 
as an ad hoc network router and as an access point for five 
active voice users. Bi-directional voice calls were placed 
between randomly selected pairs of users. Each call gener 
ated 8 kbps of traffic (10 packets per second) and lasted an 
average of 5 minutes. Voice packets, which arrived at the 
receiving node with a latency in excess of 250 ms, were 
considered “out-of spec' (this constituted the Quality of 
Service parameter) and such “out-of-spec' packets were 
regarded as additional lost packets. Stateless QoS was 
provided through DiffServ (including the packet discard 
mechanism under study), and there were 5 DiffServ classes 
active in the simulation. 

0060 FIG. 6 shows the number of calls maintaining 
acceptable flow under minimum latency and within loss 
threshold as greatly increasing under WBED compared with 
either WRED or tail drop policies. For example, for a voice 
application that requires that at least 10% of this traffic arrive 
in a timely fashion (that is, arrive with latency not exceeding 
250 ms, or not arrive at all), under a WBED policy, 68% of 
voice calls met this criterion, whereas under WRED and tail 
drop policies, less than 20% of the calls were deemed 
acceptable in this way. 

0061 FIG. 7 shows the flow differentiation achieved 
according to an embodiment of the present invention based 
on latency discrimination. As shown by the 7-1 curve, 
packet drop probability is independent of end-to-end latency 
for WRED. However, drop probability increases almost 
linearly as latency increases for WBED, until the drop 
probability of one is achieved (7-2). 
0062) Thus, according to an embodiment of the present 
invention, a QoS-oriented approach is provided, including, 
a QoS-oriented approach using DiffServ, which may be 
useful in particular in UDP (User Data Gram Protocol) with 
some voice traffic (VoIP) or other time-sensitive or strict 
QoS parameter data. According to an embodiment of the 
present invention, without requiring Substantial additional 
overhead, and without requiring significant additional sys 
tem resources or separate signaling protocols, network con 
gestion may be reduced and the likelihood of queue over 
flow and data loss may be reduced as well. Also, during peak 
demands on a queue capacity, the packet QoS failure rate 
and the packet discard rate may be more graduated, thus 
maximizing network throughput. 

0063 Preferred embodiments and methods of the present 
invention discussed in the foregoing are to be understood as 
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descriptions for illustrative purposes only, and it will be 
appreciated that numerous changes, Substitutions, omis 
sions, and updates thereof are possible without departing 
from the spirit and scope of the claims. 

What is claimed is: 
1. A network congestion control method, the method 

comprising: 
setting a discard bias value for a packet received at a 

network node if a route cost metric determined for the 
packet exceeds a first threshold, such that the discard 
bias value of the packet is set higher than the discard 
bias value for a second packet with a lower route cost 
metric exceeding the first threshold. 

2. The network congestion control method of claim 1, 
comprising: 

determining whether a congestion condition exists in the 
network; and 

if the congestion condition exists, judging whether the 
packet is to be discarded based on the discard bias 
value. Such that the packet is more likely on average to 
be discarded than the second packet with a lower 
discard bias value. 

3. The network congestion control method of claim 1, 
comprising: 

determining whether a congestion condition exists in the 
network; and 

if the congestion condition exists, discarding the packet if 
the route cost metric determined for the packet exceeds 
the first threshold. 

4. The network congestion control method of claim 1, 
further comprising: 

estimating a normalized distribution of the route cost 
metric for a plurality of packets received at a packet 
queue. Such that the route cost metric is normalized 
according to a quality of service parameter for each 
packet of the plurality of packets at the queue; 

determining a discard percentile of the distribution based 
on a value of the congestion condition; and 

setting as the first threshold the discard percentile. 
5. The network congestion control method of claim 1, 

wherein the route cost metric is a latency value determined 
for the packet. 

6. The network congestion control method of claim 5, 
wherein the latency value is calculated based on an average 
time in a packet queue. 

7. The network congestion control method of claim 5, 
wherein the latency value is calculated based on at least one 
of an accumulated upstream routing latency and a down 
stream routing latency based on a best route of the packet. 

8. The network congestion control method of claim 2, 
wherein the determining of whether the congestion condi 
tion exists is based on at least one of a queue size Snapshot 
relative to a maximum queue size capacity and a rate of 
change of a queue size. 

9. The network congestion control method of claim 1, 
wherein the first threshold is calculated for a first packet of 
a first differentiated service priority class, and a second 
threshold is calculated for a third packet of a second differ 
entiated service priority class. 
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10. The network congestion control method of claim 2, 
further comprising signaling, if the congestion condition is 
determined to exist, to a transmitting node in the network to 
reduce a packet load transmitted. 

11. The network congestion control method of claim 1, 
wherein the network is an IP network implemented as a 
mobile ad hoc network. 

12. A network congestion control method, the method 
comprising: 

determining a quality of service parameter required for a 
packet received at a queue in a network; 

determining a route cost metric for the packet; and 
discarding the packet if the route cost metric exceeds the 

required quality of service parameter. 
13. The network congestion control method of claim 12, 

wherein if the required quality of service parameter exceeds 
the route cost metric, the method further comprises: 

setting a discard bias value for discarding the packet if the 
route cost metric for the packet exceeds a first thresh 
old, such that the discard bias value of the packet is set 
higher than the discard bias value for a second packet 
with a lower route cost metric exceeding the first 
threshold. 

14. The network congestion control method of claim 13, 
wherein when it is determined that a congestion condition 
exists in the network, it is judged whether the packet is to be 
discarded based on the discard bias value, such that the 
packet is more likely on average to be discarded than the 
second packet with a lower discard bias value. 

15. The network congestion control method of claim 13, 
wherein when it is determined that the congestion condition 
exists in the network, the packet is discarded if the packet 
has a route cost metric that exceeds the first threshold. 

16. The network congestion control method of claim 13, 
further comprising: 

estimating a distribution of the route cost metric for a 
plurality of packets received at the queue, such that the 
route cost metrics of the distribution are first normal 
ized based on the quality of service parameter for each 
packet of the plurality of packets at the queue; 

determining a discard percentile of the distribution based 
on a value of the congestion condition; and 

setting the discard percentile as the first threshold. 
17. The network congestion control method of claim 12, 

wherein the route cost metric is a latency value of the packet. 
18. The network congestion control method of claim 12, 

wherein the network is an IP network implemented as a 
mobile ad hoc network. 

19. A network congestion control system, the system 
comprising: 

a route costs determiner for determining a route cost 
metric for a packet received at a network node; and 

a threshold setter for setting a discard bias value for 
discarding the packet if the route cost metric for the 
packet exceeds a first threshold, such that the discard 
bias value of the packet is set higher than the discard 
bias value for a second packet with a lower route cost 
metric exceeding the first threshold. 

20. The network congestion control system of claim 19, 
comprising: 
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a congestion detector for determining whether a conges 
tion condition exists in the network, wherein if the 
congestion condition exists, the threshold setter judges 
whether or not the packet is to be discarded based on 
the discard bias value. Such that the packet is more 
likely on average to be discarded than the second 
packet with a lower discard bias value. 

21. The network congestion control system of claim 19, 
comprising: 

a congestion detector for determining whether a conges 
tion condition exists in the network, 

wherein if the congestion condition exists, the packet is 
discarded if the packet's discard bias value exceeds the 
first threshold. 

22. The network congestion control system of claim 20, 
further comprising: 

a packet distribution estimator for estimating a normal 
ized distribution of the route cost metric for a plurality 
of packets received at a queue. Such that the distribution 
reflects the route cost metric normalized according to a 
quality of service parameter for each packet of the 
plurality of packets, 

wherein the threshold setter determines as the first thresh 
old a discard percentile of the normalized distribution 
based on a value of the congestion condition. 

23. The network congestion control system of claim 20, 
wherein the route cost metric is a latency value for the 
packet. 

24. The network congestion control system of claim 23, 
wherein the latency value is calculated based on an average 
time at a queue. 

25. The network congestion control system of claim 23, 
wherein the latency value is calculated based on at least one 
of a downstream routing latency and an accumulated 
upstream routing latency. 

26. The network congestion control system of claim 21, 
wherein the determining of whether the congestion condi 
tion exists is based on at least one of a queue size Snapshot 
relative to a maximum queue size capacity and a rate of 
change of a queue size. 

27. The network congestion control system of claim 20, 
wherein the first threshold is calculated for a first packet of 
a first differentiated service priority class, and a second 
threshold is calculated for a third packet of a second differ 
entiated service priority class. 

28. The network congestion control system of claim 21, 
further comprising signaling, if the congestion condition is 
determined to exist, to a transmitting node in the network to 
reduce a packet load transmitted. 

29. The network congestion control system of claim 20, 
wherein the network is an IP network implemented as a 
mobile ad hoc network. 

30. A network congestion control system, the system 
comprising: 
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a quality of service parameter determiner for determining 
a quality of service parameter required for a packet 
received at a queue in a network; and 

a route costs determiner for determining a latency value 
for the packet; 

wherein the system is configured to discard the packet if 
the latency value exceeds the required quality of Ser 
vice parameter. 

31. The network congestion control system of claim 30, 
the system further comprising: 

a threshold setter for setting a discard bias value for the 
packet if the latency value for the packet exceeds a first 
threshold, such that the discard bias value of the packet 
is set higher than the discard bias value for a second 
packet with a lower route cost metric exceeding the first 
threshold. 

32. The network congestion control method of claim 31, 
comprising: 

a congestion detector for determining, if the required 
quality of service parameter exceeds the latency value, 
whether a congestion condition exists in the network. 

33. The network congestion control method of claim 32, 
wherein if the congestion condition exists, the threshold 
setter judges whether or not the packet is to be discarded 
based on the discard bias value of the packet, such that the 
packet is more likely on average to be discarded than the 
second packet with a lower discard bias value. 

34. The network congestion control method of claim 30, 
wherein the required quality of service parameter is a 
maximum allowed latency for the packet. 

35. The network congestion control system of claim 31, 
further comprising: 

a packet distribution estimator for estimating a normal 
ized distribution of the latency values for a plurality of 
packets received at a queue, such that the distribution 
reflects the latency values normalized according to a 
quality of service parameter for each packet of the 
plurality of packets, 

wherein the threshold setter determines as the first thresh 
old a discard percentile of the normalized distribution 
based on a value of the congestion condition. 

36. The network congestion control system of claim 34, 
wherein the latency value is calculated based on an average 
time at a queue. 

37. The network congestion control system of claim 34, 
wherein the latency value is calculated based on at least one 
of a downstream routing latency and an accumulated 
upstream routing latency. 

38. The network congestion control method of claim 30, 
wherein the network is an IP network implemented as a 
mobile ad hoc network. 
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