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(54)  Electronic appliance service system
(57)  Therisk ofathird party referringto orusing back-
up data without authorization upon restoring such backup
data in an HDD recorder is mitigated. Firstauthentication
information of a user as the HDD owner and second au-
thentication information of an engineer of a repair plant
are registered in an online backup service system. The
first authentication information is used when backing up
data recorded in the HDD to the online backup service
system, and the second authentication information is
used when restoring the data backed up to the online
backup service system. The data backup processing and
data restoration processing are executed only when the
authentication information is appropriate. Since the user
will directly receive an email from the online backup serv-
ice system regarding who restored which data at what
time, such user will be able to audit the data restoration
process independently from the person recovetring the
data.
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Description

[0001] This application relates to and claims priority
from Japanese Patent Application No. 2007-337816,
filed on December 27, 2007, the entire disclosure of
which is incorporated herein by reference.

[0002] The present invention relates to a service of
backing up data recorded in an electronic appliance such
as an HDD (Hard Disk Drive) recorder, which is used for
recording TV programs and the like, to an online backup
service system via the Internet, and, if the HDD recorder
malfunctions, recovering the data recorded in the HDD
recorder using the data backed up to the online backup
service system in addition to repaiting the HDD recorder
at a repair plant.

[0003] Conventionally, technology of backing up data
in a PC to an external recording medium, replacing the
HDD whenthe HDD inthe PC malfunctions, and restoting
the backed up data in the PC is widely known. Remote
copy technology of copying data among storage appa-
ratuses is also widely known.

[0004] Meanwhile, if the HDD recorder malfunctions,
the HDD recorder is returned to the user in a status where
only the hardware is repaired, and in most cases the data
that was stored in the HDD recorder is lost. In this case,
the user has no choice but to acquire the backup data
from amedia oran online storage, and use such acquired
data to recover the data that was stored in the HDD re-
corder. Users of an HDD recorder do not all have a good
command of the PC or storage apparatus, and there are
users who are unfamiliar with the handling of electronic
appliances. Thus, it would be much more convenient for
the user if the data recovery process of HDD recorders
is performed by an engineer of the repair plant together
with the repair of the HDD recorder.

[0005] Nevertheless, in order to realize the foregoing
service with convention technology, such service would
be based on the premise that the operator who will re-
cover the data and the user who owns the data have
some kind of confidential relationship. In other words, if
the operator who will recover the data is ill-intentioned,
there is a problem in that such operator may refer to or
use the data without authorization.

[0006] For instance, when normally using an online
storage setrvice, a user account name of the service user
and a corresponding password are required. In order to
recover data, it is necessary to relay such information to
a third party. There is a possibility that the password will
be leaked when relaying the information, and the service
will be misused through use of the leaked password.
[0007] Thus, an object of the present invention is to
provide an electronic appliance service system capable
of mitigating the risk of a third party referring to or using
backup data without authorization upon restoring such
backup data in an electronic appliance.

[0008] In order to try to achieve the foregoing object,
the present invention preferably provides an electronic
appliance service system in which an information service
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unit for backing up information concerning an electronic
appliance authenticates the electronic appliance in as-
sociation with first authentication information, the elec-
tronic appliance may send a backup request including
the first authentication information to the information
service unit upon backing up the recorded information,
andthe information service unit that received the backup
request may discriminate the backup request and may
back up the information recorded in the electronic appli-
ance as well as authenticates the electronic appliance
under an information recording unit for repair or the like
in association with second authentication information
based on information fromthe information recording unit.
Upon receiving a restoration request including the sec-
ond authentication information from the foregoing elec-
tronic appliance, the information service unit may dis-
criminate the restoration request and may restore the
information backed up in association with the first au-
thentication information in the electronic appliance under
the control of the information recording unit.

[0009] Accordingtothe presentinvention, itispossible
to mitigate the risk of a third party referring to or using
backup data without authorization upon restoring such
backup data in an electronic appliance.

DESCRIPTION OF DRAWINGS

[0010] Fig. 1 is a system configuration diagram show-
ing the first embodiment of the present invention;
[0011] Fig.2isaconfiguration diagram of a repair plant
account DB according to the first embodiment of the
present invention;

[0012] Fig. 3 is a configuration diagram of a user ac-
count DBaccording to the first embodiment of the present
invention;

[0013] Fig. 4 is a configuration diagram of a backup
device registration table according to the first embodi-
ment of the present invention;

[0014] Fig. 5 is a configuration diagram of service un-
locking information according to the first embodiment of
the present invention;

[0015] Fig. 6 is a configuration diagram of device in-
formation according to the first embodiment of the
present invention;

[0016] Fig. 7 is a configuration diagram of a data man-
agement table according to the first embodiment of the
present invention;

[0017] Fig. 8 is a configuration diagram of a backup
catalog according to the first embodiment of the present
invention;

[0018] Fig. 9 is a flowchart explaining repair plant ac-
count registration processing according to the first em-
bodiment of the present invention;

[0019] Fig. 10 is a flowchart explaining service regis-
tration processing according to the first embodiment of
the present invention;

[0020] Fig. 11 is a flowchart explaining service regis-
tration processing according to the first embodiment of
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the present invention;

[0021] Fig. 12is aflowchart explaining automatic back-
up processing according to the first embodiment of the
present invention;

[0022] Fig. 13 is a flowchart explaining restoration
processing according to the first embodiment of the
present invention;

[0023] Fig. 14is a systemconfiguration diagram show-
ing the second embodiment of the present invention;
[0024] Fig. 15isaconfiguration diagram of a data man-
agement table according to the second embodiment of
the present invention;

[0025] Fig. 16 is a configuration diagram of a backup
catalog according to the second embodiment of the
present invention;

[0026] Fig. 17 is a configuration diagram of a content
management table according to the second embodiment
of the present invention;

[0027] Fig. 18is aflowchart explaining automatic back-
up processing according to the second embodiment of
the present invention;

[0028] Fig. 19 is a configuration diagram of an inter-
product correspondence table according to the first em-
bodiment of the present invention;

[0029] Fig.20is a systemconfiguration diagram show-
ing the third embodiment of the present invention;
[0030] Fig. 21 is a configuration diagram of a backup
device registration table according to the third embodi-
ment of the present invention; and

[0031] Fig. 22 is a flowchart explaining migration
processing according to the third embodiment of the
present invention.

[0032] [First Embodiment]

[0033] The first embodiment of the present invention
is now explained with reference tothe attached drawings.
This embodiment realizes an HDD (Hard Disk Drive) re-
corder repair service system including data restoration.
Fig. 1 shows the outline of the system configuration.
[0034] The service provided by this service system in-
cludes backing up the data recorded in an HDD recorder
used by a user subscribing to the service to an online
backup service system via a network, and, if the HDD
recorder malfunctions, repairing the HDD recorder at a
repair plant and thereafter restoring the data recorded in
the HDD recorded from the online backup service system
to the repaired HDD recorder at the repair plant, andthen
returning the HDD recorder to the user. This service may
also include the service of copying or migrating the data
recorded in an old HDD recorder installed at home to a
new HDD recorder purchased at an outlet store.

[0035] This system is configured as an electronic ap-
pliance service system by comprising an outlet store PC
(PERSONAL COMPUTER) 0101 installed in the outlet
store, an HDD recorder 0105 installed in a household, a
mobile phone 0113 of the HDD recorder owner, a repair
plant PC 0125 installed in the repair plant, an HDD re-
corder 0116 installed in the household that is a repaired
version of the malfunctioned HDD recorder 0105, and an
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online backup service system (information service unit)
0128.

[0036] These constituent features are mutually con-
nected via a network 0127 such as the Internet. In other
words, this configuration enables the transfer of informa-
tion among the outlet store PC, the HDD recorder 0105
installed in the household, the mobile phone 0113, and
the repair plant PC through the network 0127. Although
not shown, the outlet store PC, the HDD recorder 0105
installed in the household, the mobile phone 0113, the
repair plant PC, and the repaired HDD recorder 0116
ordinarily exist in a plurality.

[0037] Each PC is equipped with an input means (not
shown) such as a mouse ora keyboard, and alsoincludes
a communication apparatus for communicating with the
Internet, a storage apparatus storing table structure data
and database data described later and programs for re-
alizing the functions shown in the control flow, a process-
ing unit (CPU) for processing data stored in the memory,
received data and input data using the foregoing pro-
grams, and a communication line such as a bus for mu-
tually connecting the foregoing components.

[0038] The outlet store PC 0101 includes a user ac-
count registration request function 0102 and an account
and initial password printing function 0103. The outlet
store PC 0101 is also connected to a printer 0104.
[0039] The HDD recorder 0105 includes a service un-
locking function 0106, 0118, a data recording function
0107, 0119, an automatic backup function 0108, 0120,
and a data restoration function 0109, 0121. The [HDD
recorder 0105] also includes service unlocking informa-
tion 0111, 0123 and a data management table 0112,
0124 as management information. Recorded data and
management information are stored in a storage 0110,
0122 in the HDD recorder.

[0040] The HDD recorder 0105, 0116 is operated with
a remote control 0115, 0117, and a TV or the like is used
for the screen display. The backup target appliance is
notlimitedto an HDD recorder, and the present invention
can be appliedto any electronic appliance such as amo-
bile phone, a PDA or a PC that is capable of loading the
foregoing functions (i.e., any electronic appliance includ-
ing acommunication function and afunction for recording
information).

[0041] Moreover, there is no particular limitation in the
backup target data upon applying the present invention
and, in addition to TV programs, the backup target data
may be music or emails, address books, files or the like.
The HDD recorder includes an input apparatus (not
shown) for receiving TV broadcast signals, an output ap-
paratus for outputting visual and audio signals to the TV
or the like, a communication apparatus for communicat-
ing with the Internet, a storage apparatus such as an
HDD (Hard Disk Drive) for recording TV program data
and the like, a storage apparatus for storing the table
structure data and database data described later (spe-
cifically, service unlocking information and a data man-
agement table) and programs that realize functions
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shown in the control flow (specifically, service unlocking
function, data recording function, automatic backup func-
tion, data restoration function and so on), a processing
unit (CPU) for processing data in the memory, received
data and input data with the foregoing programs, and a
communication line such as a bus for mutually connect-
ing the foregoing components.

[0042] The mobile phone of the HDD recorder owner
includes an email sending and receiving function 0114.
The repair plant PC (information recording unit) includes
a repair plant account registration request function 0126.
[0043] The online backup service system 0128 com-
prises, as information service units, a repair plant account
registration function 0129, a user account registration
function 0130, an account authentication function 0131,
a backup device registration function 0132, a backup
processing function 0133, a restoration processing func-
tion 0134, and a restoration notification function 0135.
[0044] The online backup service system 0128 com-
prises, as management information, a repair plant ac-
count DB (database) 0139, a user account DB 0140, a
backup device registration table 0141, a backup catalog
0137, and abilingmanagementtable 0138 formanaging
the monthly billing charges according to the backup data
volume for each user account.

[0045] The online backup service system 0128 in-
cludes a storage 0136 for storing backup data and man-
agement information. The online backup service system
is configured from an online backup server and a storage
system (not shown), and these components are connect-
ed via a Fibre Channel network or the like.

[0046] The online backup server includes a communi-
cation apparatus for communicating with the Internet, a
management terminal for managing a server, an /O in-
terface apparatus for reading and writing data from and
into the storage system, a storage apparatus for storing
the table structure data and database data described lat-
er (specifically, a repair plant account DB, a backup cat-
alog, auseraccount DB, abillingmanagementtable, and
a backup device registration table) and programs for re-
alizing the functions shown in the control flow (specifical-
ly, a repair plant account registration function, a user ac-
count registration function, an account authentication
function, a backup device registration function, a backup
processing function, a restoration processing function,
and a restoration notification function), a processing unit
(CPU) for processing data in the memory, received data
and the input data with the foregoing programs, and a
communication line such as a bus for mutually connect-
ing the foregoing components.

[0047] The storage system includes a management
terminal for managing a storage, a plurality of HDDs con-
figuredin RAID (Redundant Array Of Independent Disks)
formatfor storing backup data, an /O interface apparatus
for inputting and outputting data to and from the server,
a storage apparatus for storing programs that process
data I/O requests from the server, a processing unit
(CPU) for processing data in the memory, received data
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and input data with the foregoing programs, and a com-
munication line such as a bus for mutually connecting
the foregoing components.

[0048] The managementtable to be used is explained
below. Fig. 2 shows an example of the repair plant ac-
count DB 0139. This table includes information such as
a repair plant account name 0201, a password 0202, a
list of manufacturers 0203, a company name 0204, an
address 0205, a telephone number 0206, and an em-
ployee name 0207.

[0049] Each entry exists for each repair plant or for
each employee of the repair plant. With a repair plant
that has a plurality of manufacturers in charge, a repair
plant account may be separately set for each manufac-
turer. The following explanation isbased on acase where
one repair plant account exists for each repair plant.
[0050] The repair plant account name 0201 is an ID
for differentiating the repair plants. The password 0202
is used for confirming whether the account user is legit-
imate. The list of manufacturers 0203 is a list of manu-
facturers whose products the repair plant can repair. Nor-
mally, a repair plant exists for each manufacturer, and
an exclusive repair plant of a manufacturer is only able
to repair products of that manufacturer. The company
name 0204, the address 0205, and thetelephone number
0206 are information for specifying the repair plant. The
employee name 0207 is the name of the employee who
will perform the repair.

[0051] Fig. 3 shows an example of the user account
DB 0140. This table is configured from a user account
name 0301, a password 0302, a name 0303, an address
0304, a telephone number 0305, and an email address
0306.

[0052] The user account name 0301 is an ID for spec-
ifying the service subscriber upon subscribing to the serv-
ice. This service is the data restoration service ifthe HDD
recorder malfunctions. This embodiment also considers
a case where the service subscriber owns a plurality of
HDD recorders, and such HDD recorders are backed up
with a single user account. The name 0303, the address
0304, and the telephone number 0305 specify the service
subsctriber, and are used for billing the service usage fee.
[0053] The email address 0306 is used by the online
backup service company to directly access the user with-
out going through the outlet store or the repair plant. The
password 0302 is used for confirmed whether the ac-
count user is legitimate.

[0054] Fig. 4 shows an example of the backup device
registration table 0141. This table is configured from a
user account name 0401, a device name 0402, a man-
ufacturername 0403, amodel number 0404, a disk space
0405, and a serial number 0406.

[0055] The user account name 0401 is the user ac-
count name of the user who subscribed to the service.
The device name 0402 is a name that is allocated per-
sonally by the user to the HDD recorder 0105 to which
the user wishes to back up data. The device name 0402
is used for facilitating the process of designating from
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which HDD recorder the backup data is to be restored
when the user owns a plurality of HDD recorders. The
manufacturer name 0403 and the model number 0404
are information for specifying the HDD recorder product.
[0056] In certain restoration services, there is a busi-
ness model that does not allow restoration unless it is
the same product, and the foregoing information is used
for determining whether the appliance that backed up
data and the restoration destination appliance are the
same product. The disk space 0405 shows the capacity
of the HDD mounted on the HDD recorder 0105. The
serial number 0406 is a unique number allocated to the
HDD recorder 0105 manufactured by the manufacturer
of the HDD recorder 0105.

[0057] Evenifthe userforgets the user account name
0401 orthe device name 0402, since the correspondence
of the serial number unique to the HDD recorder and the
data backed up from the HDD recorder is managed in
the online backup service system, if the serial number
0406 is known, it will be possible to decide which data is
to be restored. Normally, since the malfunctioned HDD
recorder 0105 is carried into the repair plant when it
needs to be repaired, the serial number 0406 can be
specified from such HDD recorder 0105.

[0058] Fig. 5 shows an example of the service unlock-
ing information 0111. This table is configured from an
authority 0501, a status 0502, an account name 0503,
and a device name 0504.

[0059] There are two types of services available to the
user; namely, a service for performing backup and res-
toration of the stored data based on user authority (cor-
responds to the automatic backup function and the res-
toration function of the HDD recorder function), and a
service for performing restoration of only +data based on
the repair plant authority (corresponds to the restoration
function of the HDD recorder function). Which function
is available will depend on the authority. The authority
0501 shows the authority atthe time of service unlocking,
and is either set with no value, or set to a status of "user”
or "repair plant." A value is not set at the time of product
shipment or repair.

[0060] Ifthevalueis"user,"the automatic backup func-
tion or the restoration function from the HDD recorder
0105 can be executed. If the value is "repair plant,” only
the restoration function can be executed. The status 0502
is set to a value of either "service locked" or "service
unlocked." The value of "service locked" is set at the time
of product shipment or repair. If the value is "service
locked," the automatic backup function or the restoration
function of data will not function. If the value is "service
unlocked," the automatic backup function or the restora-
tion function can be used based on the status 0502. The
account name 0503 shows under which account name
the service unlocking request was authenticated. The de-
vice name 0504 is an arbitrary name to be given by the
user to the backup target appliance.

[0061] Fig. 6 shows an example of the device informa-
tion. This table is configured from a manufacturer name
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0601, a model number 0602, a disk space 0603, and a
serial number 0604. The foregoing information is record-
ed in a ROM or the like of the product, and is used upon
registering the backup device in the online backup serv-
ice system 0128 at the time of service unlocking.
[0062] Fig. 7 shows an example of the data manage-
menttable 0112. This table is configured from atitle name
0701, a recording date 0702, a recording time 0703, an
unviewed flag 0704, a program desctiption 0705, product
proprietary information 0706, a data location 0707, and
a backup time 0708.

[0063] The title name 0701 is the title of the recorded
TV program, and can be acquired from EPG information.
EPG (Electronic Program Guide) information refers to
the electronic program guide. The recording date 0702
and the recording time 0703 show when and how long
the program was recorded. The unviewed flag 0704
shows whetherthe user viewed the program after having
recorded such program. The program description 0705
is information describing the contents of the program,
and can be acquired from EPG information.

[0064] The product proprietary information 0706
shows the metadata concerning the content that differs
per product. For instance, there is protection configura-
tion information to disable the deletion of the content, or
a view count of the content. Information from the title
name 0701 to the product proprietary information 0706
is referred to content metadata, and such information is
also a backup target. The data location 0707 records
where in the storage built-in the HDD recorder the pro-
gram data was stored. The backup time 0708 shows the
time that the data was backed up, and the backup time
column is left blank in the case of a new data that has
not yet been backed up.

[0065] Fig. 8 shows an example of the backup catalog
0137. This table is configured from a user account name
0801, a device name 0802, content metadata 0803 to
0808, a backup time 0809, a data location 0810, and a
size 0811.

[0066] The user account name 0801 and the device
name 0802 shows from which user's which device the
data was backed up. The content metadata 0803 to 808
shows information that is managed by the data manage-
ment table. The backup time 0809 is the time that the
data was backed up. The data location 0810 and the size
0811 show where in the backup storage (or under what
kind of file name) the backup data was stored, and how
much capacity it is consuming.

[0067] The processing flow for realizing the HDD re-
corder repair service system with data restoration is now
explained by being dividing into (A) repair plant account
registration processing, (B) service registration process-
ing, (C) automatic backup processing, and (D) data res-
toration processing.

[0068] (A)Repair Plant Account Registration Process-
ing

[0069] The employee of the repair plant registers the
repair plant account in the online backup service system
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0128. The online backup service system 0128 imple-
ments the data restoration to the HDD recorder 0116 by
the employee of the repair plant only when the repair
plant account (second authentication information) is au-
thenticated.

[0070] The repair plant account registration is realized
by the following functions working together. The repair
plant PC 0125 includes a repair plantaccount registration
request function. This is a function for requesting the re-
pair plant account registration to the online backup serv-
ice system 0128.

[0071] The online backup service system 0128 in-
cludes a repair plant account registration function. This
is a function for registering the repair plant account in the
repair plant account DB 0139.

[0072] The processing flow for registering the repair
plant account is now explained with reference to Fig. 9.
[0073] Step 0901: The employee of the repair plant
executes the repair plant account registration request
function with the repair plant PC 0125.

[0074] Step 0902: The employee of the repair plant
inputs into the repair plant account registration request
function a repair plant account name, a password, a list
of manufacturers whose products can be repaired, a
company name of the repair plant, an address, a tele-
phone number, a list of names of employees who will
perform the repair, and then press the submit button.
[0075] Step 0903: The repairplantaccountregistration
request function communicates with the online backup
service system 0128 via the Internet 0127, and sends
the input information.

[0076] Step 0904:The repairplantaccountregistration
function of the online backup service system 0128 reg-
isters the received information in the repair plant account
DB 0139, and replies to the repair plant PC 0125.
[0077] Step 0905: The repairplantaccountregistration
request function of the repair plant PC 0125 notifies the
employee of the repair plant that the registration is com-
plete by displaying such completion of registration on the
PC screen.

[0078] (B) Service Registration Processing

[0079] Ifthe userrequests the subscription of the data
restoration service upon purchasing the HDD recorder
0105, the outlet store of the HDD recorder 0105 uses the
outlet store PC 0101 to perform useraccount registration
in the online backup service system 0128. The user is
able to use the data automatic backup service and the
data restoration service if the HDD recorder malfunctions
by inputting the user account and password upon using
the HDD recorder as well as the device name of the HDD
recorder 0105 to be backed up. The online backup serv-
ice system 0128 provides these services only if the user
account is authenticated.

[0080] The user account registration is realized by the
following functions working together. The outlet store PC
0101 includes a user account registration request func-
tion and an accountand initial password printing function.
The user account registration request function is a func-

10

15

20

25

30

35

40

45

50

55

tion for requesting the user account registration to the
online backup service system 0128. The account and
initial password printing function is a function for printing
the created user account name and the initial password
issued by the online backup service system 0128 for the
user account on a sheet of paper with a printer.

[0081] The online backup service system 0128 in-
cludes a user account registration function, an account
authentication function, and a backup device registration
function. The user account registration function is a func-
tion for creating a new user account in the user account
DB 0140, and deciding and issuing an initial password.
The account authentication function is a function for au-
thenticating the user account and the repair plant ac-
count. The backup device registration function is a func-
tion for differentiating and registering the device to be
backed up.

[0082] The HDD recorder 0105 includes a service un-
locking function. The service unlocking function is a func-
tion for the user to start using the automatic backup serv-
ice and the data restoration service. Atthe time of product
shipment, among the service unlocking information of
the HDD recorder 0105, the authority, the account name,
and the device name are left blank, and the status is set
to "service locked.”

[0083] The processing flow from registering the user
account to starting the use of service is now explained
with reference to Fig. 10 and Fig. 11.

[0084] Step 1001: Foremost, as shown in Fig. 10, the
employee of the outlet store executes the user account
registration request function with the outlet store PC
0101.

[0085] Step 1002: The employee of the outlet store
inputs into the user account registration request function
a user account name, a user name, an address, a tele-
phone number, an email address of the user’s mobile
phone or the like, and presses the submit button.
[0086] Step 1003: The user account registration re-
quest function communicates with the online backup
service system 0128 via the Internet 0127, and sends
the input information.

[0087] Step 1004: The user account registration func-
tion of the online backup setvice system 0128 registers
the received information in the user account DB 0140,
and decides the initial password for authenticating the
newly created user account. The initial password is reg-
istered in the user account DB, and then the initial pass-
word is sent to the outlet store PC 0101.

[0088] Step 1005: The user account registration re-
quest function of the outlet store PC 0101 notifies the
employee of the outlet store that the registration is com-
plete by displaying such completion of registration on the
PC screen.

[0089] Step 1006: The user account registration re-
quest function executes the account and initial password
printing function, and delivers the useraccount name and
the initial password as parameters for execution.
[0090] Step 1007: The account and initial password
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printing function prints the user account name and the
initial password from the printer ancillary to the PC 0101.
[0091] Step 1008: Subsequently, as shown in Fig. 11,
the user installs the purchased HDD recorder 0105 in
one’s home, and boots the HDD recorder 0105. Here,
the processing from Step 1008 to Step 1019 may also
be performed at the outlet store. This will save the trouble
of the user.

[0092] Step 1009: The user uses a remote control to
execute the service unlocking function of the HDD re-
corder 0105 (data restoration setrvice in the event of the
HDD recorder malfunctioning). If the status of the service
unlocking information is already set to "service unlock-
ing," this function is not executed.

[0093] Step 1010: The user views the paper that
he/she received from the outlet store, and inputs the user
account name and the initial password in the service un-
locking function. If there are a plurality of online backup
services and it is possible to select an arbitrary service
among a plurality of services with one HDD recorder
0105, a menu for selecting the service provider to which
the user subscribed can be presented as this timing to
allow the user to select the service. For example, if dif-
ferent service providers are providing online backup serv-
ices, there are cases where the purchaser of the HDD
recorder is able to select a service among a plurality of
backup services for subscription based on the difference
in the service content (i.e., difference in price). In the
foregoing case, a menu for selecting the service provider
to which the user subscribed at Step 1010 can be pre-
sented to allow the user to select one’s desired service.
[0094] Step 1011: The service unlocking function com-
municates with the online backup service system 0128
viathe Internet 0127, sends the input useraccount name
and password, and requests the authentication of the
account. Here, let it be assumed that the DNS name and
the like required for communicating with the online back-
up service system 0128 are setinthe HDD recorder 0105
in advance at the time of product shipment. If this setting
is not provided, the DNS name is input at Step 1009 and
such DNS name is used for communication. DNS (Dy-
namic Name System) is a database system for associ-
ating the host IP and the host name on the Internet.
[0095] Step 1012: The account authentication function
of the online backup service system 0128 compares the
sentaccount name and password with the subject matter
of the useraccount DB 0140 and the repair plant account
DB 0139. Here, if the account name sent to the user
account DB 0140 exists, the service unlocking based on
user authority is permitted. If the account name sent to
the repair plant account DB 0139 exists, the service un-
locking based on repair plant authority is permitted.
[0096] Step 1013: If authentication is successful at
Step 1012, the process proceeds to Step 1014. If authen-
tication is unsuccessful, the proceeds to Step 1015.
[0097] Step 1014: If authentication is successful in the
user account DB 0140, the account authentication func-
tion of the online backup service system 0128 returns a

10

15

20

25

30

35

40

45

50

55

reply for permitting service unlocking based on user au-
thority to the HDD recorder 0105. The case where au-
thentication is permitted in the repair plant account DB
0139 will be explained in the restoration processing, and
the following only explains a case where the authentica-
tion is successful based on user authority.

[0098] Step 1015:Ifthe authentication endsinafailure,
the unlocking failure processing of urgingthe userto input
the account name and the password once again is per-
formed.

[0099] Step 1016: If the service unlocking function of
the HDD recorder 0105 receives a reply for permitting
service unlocking, "user" is set as the authority of the
service unlocking information, "service unlocked" is set
as the status, and the account name input by the user is
set as the account name.

[0100] Step 1017: The service unlocking function of
the HDD recorder 0105 requests the user to input the
device name of the backup target appliance using a
screen display or the like. The service unlocking function
of the HDD recorder 0105 sets the input device name as
the service unlocking information.

[0101] Step 1018: The service unlocking function of
the HDD recorder 0105 reads device information includ-
ing the manufacturer name, model name and product
serial number recorded in the ROM orthe like of the HDD
recorder 0105.

[0102] Step 1019: The service unlocking function of
the HDD recorder 0105 issues a backup device registra-
tion request to the online backup service system 0128.
[0103] Step 1020: The backup device registration
function of the online backup service system 0128 adds
the receivedinformation to the backup device registration
table, and thereby replies to the HDD recorder 0105.
[0104] Step 1021: The automatic backup function of
the HDD recorder 0105 is operated when the service
unlocking information is changed to "service unlocked."
[0105] (C) Automatic Backup Processing

[0106] The automatic backup processing automatical-
ly backs up the data in the HDD recorder 0105 to the
online backup setrvice system 0128.

[0107] The automatic backup processing is realized
by the following functions working together. The HDD
recorder 0105 includes a data recording function and an
automatic backup function. The data recording function
is a function for storing the received TV program as data
inthe storage, and managing the list of data stored in the
storage with the data management table. The automatic
backup function is a function forbacking up data by send-
ing the data newly stored in the storage of the HDD re-
corder 0105 to the online backup service system 0128
via the Internet 0127.

[0108] The online backup service system 0128 in-
cludes a backup processing function. The backup
processing function is a function for storing the data sent
fromthe HDD recorder 0105 as backup data in a storage,
and managing when and where the data of which user
account has been backed up with the backup catalog
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0137.

[0109] The processing flow of the automatic backup
processing is now explained with reference to Fig. 12.
[0110] Step 1201: The data recording function of the
HDD recorder 0105 stores the received TV program in a
storage, and registers this as new data in the data man-
agement table 0112. The recorded program name is set
as the title name of the data management table 0112,
the time that the recording was started is set as the re-
cording date, the length of the recording time is set as
the recording time, "ON (unviewed)" is set as the un-
viewed flag, program explanatory information of EPG in-
formation is set as the program description, and informa-
tion unique to the HDD recorder 0105 is set as the product
proprietary information. The data location determinesthe
file name or data storage position upon recording data
in the internal storage of the HDD recorder 0105 before
the program recording start [time], and such information
is set. Whether the data is new data is differentiated by
setting "Unimplemented"” in the backup time of the data
management table 0112.

[0111] Step 1202: The automatic backup function of
the HDD recorder 0105 is periodically booted when the
authority of the service unlocking information is "user”
and the status is "service unlocked."

[0112] Step 1203: The automatic backup function of
the HDD recorder 0105 refers to the data management
table 0112 and searches for new data.

[0113] Step 1204: If new data exists, the automatic
backup function of the HDD recorder 0105 reads the new
datafromthe storage, and sends the useraccount name,
the device name, metadata of data (from the title name
to the product proprietary information of the data man-
agement table) and the data body as a set to the online
backup service system 0128 via the Internet 0127.
[0114] Step 1205: The backup processing function of
the online backup service system 0128 stores the re-
ceived data in the backup storage. Upon recording data
in the backup storage, the file name or the data storage
position information concerning the data is decided.
[0115] Step 1206: The backup processing function of
the online backup service system 0128 creates a new
entry in the backup catalog 0137, sets the user account
name, the device name, and information from the title
name to the product proprietary information with the in-
formation received from the HDD recorder 0105, sets the
time that the backup request was received as the backup
time, set the file name decided at Step 1206 as the data
location, and sets the file size as the data size. At this
timing, the data volume backed up with the user account
may also be added to the billing managementtable 0138.
[0116] Step 1207: The backup processing function of
the online backup service system 0128 notifies the com-
pletion of backup to the HDD recorder 0105.

[0117] Step 1208: The automatic backup function of
the HDD recorder 0105 sets the currenttime as the back-
up time of data in which the backup thereof to the data
management table 0112 was completed.
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[0118] Step 1209: The automatic backup function of
the HDD recorder 0105 repeats Step 1202 to Step 1208
until there is no more new registered data.

[0119] (D) Data Restoration Processing

[0120] |If the HDD recorder 0105 malfunctions, the
failed HDD recorder 0105 is sent to the repair plant. If
the HDD malfunctions, data recorded in the HDD will be
lost. The data restoration processing recovers the data
backed up in the online backup service system 0128 by
the owner of the HDD recorder 0105 to the recovery.
[0121] The data restoration processing is realized by
the following functions working together. The repaired
HDD recorder 0116 includes a service unlocking func-
tion, and a data restoration function. The service unlock-
ing function is a function for the user to start using the
automatic backup service and the data restoration serv-
ice. The data restoration function is a function for storing
the backup data read fromthe online backup service sys-
tem 0128 in the storage of the repaired HDD recorder
0116.

[0122] The online backup service system 0128 in-
cludes an account authentication function, a restoration
processing function, and a restoration notification func-
tion. The account authentication function is a function for
the employee of the repair plant to authenticate the repair
plant account upon performing data restoration. The res-
toration processing function is a function for sending all
data backed up with the designated user account to the
repaired HDD recorder 0116. The restoration notification
function is a function for contacting the owner of the HDD
recorder 0105 that the restoration is complete after the
data has been restored in the repaired HDD recorder
0116.

[0123] The mobile phone of the owner of the HDD re-
corder 0105 owner includes an email sending and re-
ceiving function. The email sending and receiving func-
tion is a function for receiving a restoration notification
email sent from the online backup service system 0128.
[0124] The processing flow of the data restoration
processing is now explained with reference to Fig. 13.
Nevertheless, the repaired HDD recorder 0116 does not
contain any data, no data has been registered in the data
management table 0124, the authority, account name
and device name among the service unlocking informa-
tion are leftblank, and the statusis setto "service locked."
[0125] Step 1301: The employee of the repair plant
boots the repaired HDD recorder 0116, and executes the
service unlocking function. If the status of the service
unlocking information is already "service unlocked," this
function is not executed.

[0126] Step 1302: The employee of the repair plant
inputs the repair plant account name, and the repair plant
account password in the service unlocking function.
Here, a special input screen for use in repairs that is
different for use by general users may also be prepared.
[0127] Step 1303: The service unlocking function of
the repaired HDD recorder 0116 sends the input infor-
mation to the online backup service system 0128.

APPL-1010
APPLE INC. / Page 8 of 40



15 EP 2 079 023 A2 16

[0128] Step 1304: The account authentication function
of the online backup service system 0128 compares the
sent account name and password with the contents of
the user account DB 0140 and the repair plant account
DB 0139. Here, if the account name sent to the user
account DB 0140 exists, the service unlocking based on
user authority is permitted. If the account name sent to
the repair plant account DB 0139 exists, the service un-
locking based on repair plant authority is permitted.
[0129] Step 1305 and Step 1306a: If authentication is
successful at repair plant account DB 0139, the account
authentication function of the online backup service sys-
tem 0128 returns a reply permitting the service unlocking
based onrepairplant authority to the HDD recorder 0116.
The case where authentication is permitted in the user
account DB 0140 will be explained in the service regis-
tration processing, and the following only explains a case
where the authentication is successful based on repair
plant authority.

[0130] Step 1305and Step 1306b: If the authentication
ends in a failure, the unlocking failure processing of urg-
ing the user to input the account name and the password
once again is performed.

[0131] Step 1307: If the service unlocking function of
the HDD recorder 0116 receives a reply for permitting
service unlocking, "repair plant" is set as the authority of
the service unlocking information, and "service unlocked"
is set as the status. Automatic backup of the HDD re-
corder 0116 is not executed with these conditions, and
only the restoration function is booted.

[0132] Step 1308: The employee of the repair plant
executes the data restoration function of the repaired
HDD recorder 0116.

[0133] Step 1310: The employee of the repair plant
inputs the user account name and the device hame into
the data restoration function of the repaired HDD record-
er 0116. The restoration function of the HDD recorder
0116 sets the input user account name and device hame
as the service unlocking information. The user account
name and device name are designated using the infor-
mation used by the userin the HDD recorder 0105 before
repair.

[0134] Here, the user account name and device hame
are used by the online backup service system 0128 for
decidingto which HDD recorderthe data isto be restored.
If the user lost the user account name or device name,
a method of deciding which HDD recorder the data is to
be restored may be adopted by using the user's name
and address, the product’s manufacturer name, model
number, serial number and the like.

[0135] Step 1311: The service unlocking function of
the HDD recorder 0116 reads device information includ-
ing the manufacturer name, model name and product
serial number recorded in the ROM orthe like of the HDD
recorder 0116.

[0136] Step 1312: The data restoration function of the
repaired HDD recorder 0116 issues a data restoration
request to the online backup service system 0128 and
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additionally sends the user account name, device name,
and device information.

[0137] Step 1313: When the restoration processing
function of the online backup service system 0128 re-
ceives the restoration request, it refers to the backup de-
vice registration table 0141, and checks whether there
is an entry where the user account name, device name,
and device information coincides. However, the device
name and the serial number do not necessarily have to
coincide.

[0138] The embodiment may be such that, among the
entries of the user account DB 0140, the name, address
orthe like is used to specify the user account name, and
the restoration is permitted when the manufacturer name
andthe model number of the restoration target appliance
coincide. This embodiment explains a case where res-
toration is permitted only with the same model of the
same manufacturer. In addition, at this step, for the pur-
pose of preventing unauthorized restoration, it ispossible
to only permit restoration when the manufacturer name
of the repairtarget appliance and the manufacturer name
in the list of manufacturers of the repair plant coincide.
[0139] Step 1314: If there is no entry corresponding to
the backup device registration table 0141, the restoration
processing function of the online backup service system
0128 discontinues the restoration processing, and re-
plies a restoration failure to the HDD recorder 0116.
[0140] Step 1315: The online backup service system
0128 refers to the backup catalog 0137, and creates a
list of data backed up with the designated user account
and device name.

[0141] Step 1316: The restoration processing function
of the online backup service system 0128 repeats Step
1312 onward to each restoration target data based on
this data list. Here, it is not necessary to restore all res-
toration target data listed in the data list. Among the res-
toration target data, for example, it is possible to restore
only the unviewed data, and restore the remaining data
in the background after the HDD recorder 0105 is in-
stalled in the household.

[0142] This can be realized by the online backup serv-
ice system 0128 storing information on which data has
been restored. In a separate example, it is possible to
restore only the popular data. Popular data as used here-
in may be determined on whether the TV program has a
high viewer rating. The viewer rating information can be
acquired from a viewer rating research company and
matched with the metadata of the restoration target data
to specify the popular data.

[0143] Step 1317: The restoration processing function
of the online backup service system 0128 reads the res-
toration target data from the backup storage.

[0144] Step 1318: The restoration processing function
of the online backup service system 0128 sends the read
data and the metadata (information from the title name
to the product proprietary information, and the backup
time) of the data recorded in the backup catalog 0137 to
the repaired HDD recorder 0116. If the user is to also be

APPL-1010
APPLE INC. / Page 9 of 40



17 EP 2 079 023 A2 18

billed for the restoration, the restoration data volume
managed with the billing management table 0138 may
be added at this timing.

[0145] Step 1319: The data restoration function of the
repaired HDD recorder 0116 writes the received data in
the internal storage of the HDD recorder 0116, and reg-
isters such data in the data management table 0124. In-
formation from the title name to the product proprietary
information, and the backup time of the data manage-
ment table 0124 is set based on the metadata received
from the online backup service system 0128.

[0146] Step 1320: The data restoration function of the
repaired HDD recorder 01186 notifies the storage of data
to the online backup service system 0128.

[0147] Step 1321: The restoration processing function
of the online backup service system 0128 deletes the
entry of the restored data from the data list.

[0148] Step 1322: The restoration processing function
of the online backup service system 0128 repeats Step
1312 to Step 1316 to all data in the data list.

[0149] Step 1323: When all data restoration is com-
plete, the restoration processing function of the online
backup service system 0128 notifies the completion of
data restoration to the repaired HDD recorder 0116.
[0150] Step 1324: The data restoration function of the
repaired HDD recorder 0116 notifies the completion of
all data restoration to the employee of the repair plant
with a screen display or the like.

[0151] Step 1325: The employee of the repair plant
uses the service unlocking function of the repaired HDD
recorder 0116 to clear the authority and account name
of the service unlocking information, and sets the status
to "service locked." Instead of the user using the service
unlocking function, the service unlocking function of the
repaired HDD can include a clear function for automati-
cally clearing the authority and account of the service
unlocking information. In orderto use the automatic back-
up service, the user inputs the user account name and
password once again upon booting the HDD recorder
0116.

[0152] Step 1326: After the completion of restoration,
the restoration processing function of the online backup
service system 0128 boots the restoration notification
function of the online backup service system 0128.
[0153] Step 1327: The restoration notification function
of the online backup service system 0128 searches for
the email address of the service user being managed in
correspondence with the restored user account name
from the user account DB 0140.

[0154] Step 1328: The restoration notification function
of the online backup service system 0128 sends an email
to the service user. The subject matter of the email in-
cludes the restored time, company name of the repair
plant, and list of restored data.

[0155] Step 1329: The mobile phone of the owner of
the HDD recorder 0105 (0116) displays the email re-
ceived from the online backup service system 0128, and
notifies the userthat the restoration has been performed.
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[0156] In the restoration processing, instead of notify-
ing the user via email after the completion of restoration,
an email may be senttothe user at Step 1313 for seeking
the permission of restoration before starting the restora-
tion processing. In the foregoing case, the online backup
service system 0128 refers to the email address corre-
sponding to the user account from the user account DB
0140, and thereby sends an email to the user. The email
indicates the following message, "Please reply to this
email if you wish to start data restoration.”" The online
backup service system 0128 waits for the email reply
from the user for a given period of time, and continues
the restoration processing only when there is such a re-
ply. Instead of returning an email, the permission for res-
toration may also be confirmed by the user clicking a link
in the email.

[0157] At Step 1313 of the restoration processing, if
data restoration is to be performed to a different product
of a different manufacturer, the format and product pro-
prietary information of data between the products will dif-
fer. Thus, before the restoration processing function of
the online backup service system 0128 sends the data
read at Step 1318 to the HDD recorder 0116, the data
format is converted into the file format of the HDD record-
er 0116 of the restoration destination.

[0158] Thus, the online backup service system 0128,
as shown in Fig. 19, manages an inter-product corre-
spondence table showing which products 1901, 1902 are
corresponding to what file format 1903, and the corre-
spondence 1904 the product proprietary information is
inamongthe products. As an example of the correspond-
ence of product proprietary information, for instance, in
a case where the protection configuration information of
a content is managed using a tag referred to as "protec-
tion information" in product A, and similar information is
managed using a tag referred to as "protective informa-
tion" in product B, both tags are associated, and, when
restoring the data backed up in product A to product B,
the subject matter of the "protective information” tag is
set to the "protection information” tag in the product pro-
prietary information, and the product proptrietary informa-
tion can be thereby restored in the product B. If the user
is to be billed additionally for the data restoration of a
product of a different manufacturer, the additional cost
is added to the billing management table 0138.

[0159] At Step 1313 of the restoration processing, the
restoration data may be encrypted with a public key cor-
responding to the user account and then restored in the
repaired HDD recorder 0116, and it is possible to prevent
the employee of the repair plant from viewing the data
by the user decoding the data using the user’s private
key upon playing back the data from the HDD recorder
0116. In this case, the user's public key is registered in
the user account DB 0140 of the online backup service
system 0128 at the time of service registration, and a
private key, for instance, can be managed as a new item
of the service unlocking information by the HDD recorder.
[0160] The timing of implementing the restoration
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processing is not limited to the point in time thatthe HDD
recorder 0105 is repaired, and another embodiment may
be adopted where data is restored to a new HDD recorder
by the repair plant at the point in time that it is discovered
that the HDD recorder 0105 may malfunction, and re-
placing the HDD recorder 0105 with the new HDD re-
corder before orimmediately after the malfunction of the
HDD recorder 0105. In this case, the repair plant or the
online backup service provider acquires the Smart infor-
mation of the internal HDD from the HDD recorder 0105
installed inthe household and determines whetheramal-
function is about to occur.

[0161] Forexample, itis determined that the malfunc-
tion is about to occur when the HDD read error count
exceeds a predetermined threshold value. When itis de-
termined that a malfunction has occurred, data backed
up by the user is restored in the same model as the HDD
recorder owned by the user. If the HDD recorder 0105
owned by the user malfunctions, after confirming that all
backup data has been restored to the new HDD recorder
by comparing the data management table 0112 of the
HDD recorder 0105 and the backup management table
of the online backup service system 0128, the new HDD
recorder is sent to the user, and the user returns to the
failed HDD recorder. It is thereby possible to shorten the
period that the recorded data cannot be temporarily
viewed due to the repair of the HDD recorder.

[0162] Accordingtothis embodiment, when recovering
the data of the repaired HDD recorder 0105 (0116) using
the data backed up in the online backup service system
by a third party, it is possible to mitigate the risk of the
unauthorized referral or use of the backup data by a third
party. It is thereby possible to mitigate the risk of the
unauthorized referral or use of the backup data upon re-
storing the backup data to the electronic appliance. Here,
by the information service unit confirming whether to im-
plement the restoration based on information such as an
email, restoration will be implemented only when the res-
toration is permitted, and it is thereby possible to more
reliably mitigate the risk of the unauthorized referral or
use of the backup data by a third party.

[0163] [Second Embodiment]

[0164] Fig. 14 shows an embodiment of the HDD re-
corder repair service system with data restoration in the
case of the content provider and the online backup serv-
ice provider working together. The content provider is a
vendorthat provides fee-based contents such as TV pro-
grams, movies and music to users.

[0165] Inthis embodiment,the HDD recorder 0105 on-
ly backs up the metadata of the recorded data to the
online backup service system 0128. The online backup
service system 0128 preliminarily stores the contents
owned by the content provider in a content storage 1405.
The online backup service system 1208 restores the con-
tent specified with the metadata in the HDD recorder
0105 based on the metadata backed up by the HDD re-
corder 0105.

[0166] Whether the content provider pays the online
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backup service provider orthe online backup setrvice pro-
vider pays the content provider will differ depending on
the business model.

[0167] For example, there may be a case where the
content provider sells a content to a user at a price that
is higherthan the standard price by addingthe restoration
service to such content. In this case, the content provider
pays a service usage fee to the online backup service
provider based on the volume of the sold contents or the
actual number of contents that were backed up. Here,
the online backup service provider does not collect a us-
age fee from the user.

[0168] Meanwhile, if the online backup service provid-
eris to collect a usage fee fromthe user, the online back-
up service providing vendor (online backup service pro-
vider) pays the content provider. The online service pro-
vider is able to reduce the network cost required for re-
ceiving the backup data and the storage capacity re-
quired for storing the backup data as a result of prelimi-
narily storing the contents from the content provider in
the backup storage. The online backup service provider
pays the amount based on the reduction effect of the
network cost and the storage capacity to the content pro-
vider.

[0169] An example of selling contents with the resto-
ration service of the former is explained in order to de-
scribe a business model that is different from the first
embodiment.

[0170] The difference between the first embodiment
(Fig. 1) and the second embodiment (Fig. 14) is that a
content provider system 1401 as a content providing unit
for providing contents to the source of request has been
added to the system configuration.

[0171] The content provider system 1401 includes a
content registration request function 1402, a content dis-
tribution function 1403, and a backup usage fee payment
function 1404. The content provider system 1401 in-
cludes a storage 1405 for storing the content data. The
content registration request function 1402 is a function
fortransferring contents to the online backup service sys-
tem 0128. The content distribution function 1403 is a
function for selling contents to the HDD recorder 0105
and the mobile phone.

[0172] The backup usage fee payment function 1404
is a function for paying the online backup service system
0128 based on the number of contents sold with the res-
toration service or the actual number of contents that
were backed up. The content provider system 1401 man-
ages which contents were purchased by the user with
the contents sales history 1406.

[0173] The automatic backup function 1414, 1417 of
the HDD recorder 0105, unlike the first embodiment,
backs up only the metadata of the new data to the online
backup service system 0128. The data recording function
1413, 1416 performs slightly different processing so that
coupon information is stored in the data management
table. It also manages the coupon information associated
with the content purchasedfromthe content provider with
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the data management table 1412, 1418, and simultane-
ously transfers the coupon information when a content
backup request is issued.

[0174] The online backup service system 0128, in ad-
dition to the first embodiment, includes a content recep-
tionfunction 1407 and a content usage fee paymentfunc-
tion 1408. The content reception function 1407 is a func-
tion for receiving a content from the content provider sys-
tem 1401, and recording such content in the content stor-
age 1410. The content usage fee payment function 1408
is a function for paying the usage fee of the content to
the content provider. The backup processing function
1415 backs up only the metadata. The restoration
processing function restores the content read from the
content storage 1410.

[0175] The online backup setvice system 0128 man-
ages the coupon information designated by the user in
the backup catalog 1409 so that the user will notbe billed
for the data backed up with the coupon. The online back-
up service system 0128 includes a content storage 1410
for storing contents and a content management table
1411 for managing contents.

[0176] The data purchased from the content provider
with the restoration service is hereinafter referred to as
a content, and will be differentiated from a TV program
that was recorded free of charge but will be subject to a
backup service cost.

[0177] Aswith the first embodiment, the backup target
appliance is not limited to the HDD recorder 0105, and
the present invention can be applied to any electronic
appliance such as a mobile phone, a PDA or a PC that
is capable of loading the foregoing functions. The More-
over, there is no particular limitation in the backup target
data upon applying the present invention and, in addition
to TV programs, the backup target data may be music or
emails, address books, files or the like.

[0178] Fig. 15 shows an example of the data manage-
ment table of the HDD recorder 0105 according to the
second embodiment. The difference with the firstembod-
iment is in that an item for managing the coupon infor-
mation 1509 has been added. The coupon information
1509 stores the coupon information received from the
content provider system 1401 at the time the user pur-
chased the content.

[0179] The coupon information records encrypted in-
formation of the ID ofthe sold content, period of providing
the restoration service (expiration date), serial number
of the coupon, and, if necessary, the user account name.
Thus, the user is not able to falsify the coupon.

[0180] Fig. 16showsanexample ofthe backup catalog
1409 of the online backup service system 0128 according
to the second embodiment. The difference with the first
embodiment is that the items of coupon information 1612
and content ID 1613 have been added. The coupon in-
formation 1612 stores the copy of valid coupon informa-
tion designated at the time of backing up the content.
[0181] The content ID 1613 records the ID of the con-
tent to be backed up as indicated in the coupon informa-

10

15

20

25

30

35

40

45

50

55

12

tion. Here, the content ID 1613 is a globally unique con-
tent identifier that is decided by the content provider. In
this embodiment, since backup data is not stored in the
backup storage regarding the content that was backed
up using valid coupon information, the data location 1610
and the size 1611 are invalid and indicated as N/A.
[0182] Fig. 17 shows an example of the content man-
agementtable 1411 of the online backup service system
0128. This table is configured from a content ID 1701, a
provider name 1702, an authorized coupon information
list 1708, a data location 1704, and a size 1705. The
content ID 1701 is the content identifier described above.
The provider name 1702 is either the name or ID of the
content provider handling the content. The authorized
coupon information list 1703 is a list of valid coupon in-
formation that the content provider issued regarding that
content. The data location 1704 records where in the
content storage the content registered inthe contentpro-
vider system was stored with a file name or the like. The
size 1705 is the size of the file storing the content.
[0183] Inthe second embodiment also, as with the first
embodiment, the HDD recorder repair service system
with data restoration is realized with (A) repair plant ac-
count registration processing, (B) service registration
processing, (C) automatic backup processing, and (D)
data restoration processing. Nevertheless, since the re-
pair plantaccountregistration processing andthe service
registration processing are the same as the first embod-
iment, the explanation thereof is omitted. Explanation of
the data restoration processing is also omitted since it is
the same as the first embodiment other than that the res-
toration processing of the online backup service system
0128 reads the restoration target data from the content
storage based on the content storage, and not from the
backup storage, at Step 1317 of Fig. 13 when storing the
content.

[0184] The processing flow of the automatic backup
processing according to the second embodiment is now
explained with reference to Fig. 18.

[0185] Step 1801: The content registration request
function of the content provider system 1401 sends the
content provider name, content subject to the restoration
service, content ID, and coupon information to be issued
to the user to the online backup service system 0128,
and thereby issues a content registration request. Here,
the content registration request is executed when the
number of contents subject to restoration service increas-
es or decreases, or when the coupon information is to
be added, updated or deleted.

[0186] Step 1802: The content reception function of
the online backup service system 0128 decides the file
name for storing the content, and stores the received
contentin the content storage 1410. Subsequently, [con-
tent reception function of the online backup setvice sys-
tem 0128] adds a new entry to the content management
table 1411, and storesthe designated content ID, provide
name that issued the registration request, received cou-
pon information, file name, and file size.
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[0187] Step 1803: The user purchases the content
from a portal site or the like provided by the content pro-
vide viathe HDD recorder 0105. The data recording func-
tion of the HDD recorder 0105 sends a purchase request
with the restoration service to the content provider sys-
tem 1401.

[0188] Step 1804: The content distribution function of
the content provider system 1401 stores information in
the contents sales history regarding which user pur-
chased which content. Since the contents sales history
can be realized easily with conventional technology used
in standard online shopping systems, the detailed expla-
nation thereof is omitted.

[0189] Step 1805: The content distribution function of
the content provider system 1401 sends the coupon in-
formation that offers free backup of the purchased con-
tent, and the content body to the HDD recorder 0105.
[0190] Step 1806: The data recording function of the
HDD recorder 0105 stores the received content in the
storage, and registers this as new data in the data man-
agement table 1412. The recorded program name is set
as the title name of the data management table 1412,
the time that the recording was started is set as the re-
cording date, the length of the recording time is set as
the recording time, "ON (unviewed)" is set as the un-
viewed flag, program explanatory information of EPG in-
formation is set as the program description, and informa-
tion unique to the HDD recorder is set as the product
proptrietary information.

[0191] The data location determines the file name or
data storage position upon recording data in the internal
storage of the HDD recorder before the program record-
ing start [time], and such information is set. Whether the
data is new data is differentiated by setting "Unimple-
mented" inthe backup time ofthe datamanagementtable
1412. The copy of coupon information received from the
content provider system 1401 is stored in the coupon
information of the data management table 1412.
[0192] Step 1807: The automatic backup function of
the HDD recorder 0105 is periodically booted when the
authority of the service unlocking information is "user”
and the status is "service unlocked."

[0193] Step 1808: The automatic backup function of
the HDD recorder 0105 refers to the data management
table 1412 and searches for new data.

[0194] Step 1809: If new data exists, the automatic
backup function of the HDD recorder 0105 reads the new
datafromthe storage, and sends the useraccount name,
the device name, metadata of data (from the title name
to the product proprietary information of the data man-
agement table) and the coupon information as a set to
the online backup service system 0128 via the Internet
0127. In the case of purchased contents, the data body
is not sent.

[0195] Step 1810: The backup processing function of
the online backup service system 0128 determines
whether the received coupon information is valid by re-
ferring to the valid coupon information list of the content
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managementtable 1411. Here, the online backup service
system 0128 may also make an inquiry to the content
provider system 1401 regarding the validity of the cou-
pon.

[0196] Step 1811: If the coupon information is valid,
the backup processingfunction ofthe online backup serv-
ice system 0128 creates a new entry in the backup cat-
alog 1409, setsthe user account name, the device name,
and information from the title name to the product pro-
prietary information with the information received from
the HDD recorder 0105, sets the time that the backup
request was received as the backup time, and sets the
data and file size as "N/A." The coupon information re-
ceived from the HDD recorder 0105 is copied to the cou-
pon information. The content ID specified in the coupon
information is set as the content ID.

[0197] Step 1812: If the coupon information is not valid
at Step1810, the backup processing function ofthe online
backup service system 0128 notifies the HDD recorder
0105 that the coupon was invalid. The automatic backup
function of the HDD recorder 0105 notifies the user that
the content could notbe backed up. The usermay decide
to back up the content as with a normally recorded TV
data. This can be realized with the backup explained in
the first embodiment.

[0198] Step 1813: The backup processing function of
the online backup service system 0128 notifies the com-
pletion of backup to the HDD recorder 0105.

[0199] Step 1814: The automatic backup function of
the HDD recorder 0105 sets the currenttime as the back-
up time in the data management table for data in which
the backup is complete.

[0200] Step 1815: The automatic backup function of
the HDD recorder 0105 repeats Step 1807 to Step 1814
until there is no more new registered data.

[0201] The backup usage fee payment function of the
content provider system 1401 decides the usage fee
based on the usage fee calculation formula determined
between the content providerandthe online backup serv-
ice provider, and pays the usage fee to the online service
provider based on the number of coupons issued to the
user at the time the content was sold, and the coupon
usage history sent by the online backup service system
0128.

[0202] Ifthe online backup service is to collect a back-
up fee from the user, the content usage fee payment
function of the online backup service system 0128 de-
cides the usage fee based on the usage fee calculation
formula determined between the content provider and
the online backup service provider, and pays the usage
fee to the online service provider based on the number
of contents that were backed up or the number of con-
tents that were restored.

[0203] According to this embodiment, it is possible to
mitigate the risk of the unauthorized referral or use of the
backup data by a third party when such third party is to
recoverthe dataofthe repaired HDD recorder 0105 using
the data backed up to the online backup service system
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0128. Itis also possible to realize a business model that
coordinates with the content provider that sells contents
with a data recovery service.

[0204] Further, evenin cases where the backup target
data is a content sold by a content provide as a third
party, it is possible to realize a system where the content
provider sells contents with a data recovery service, and
create a business model that realizes a win-win situation
for both the content provider and the online backup serv-
ice provider.

[0205] [Third Embodiment]

[0206] The third embodiment explains a mode for re-
alizing the migration of data from an old model to a new
model that will be required when a user switches from
an old model to a new model of a mobile phone or an
HDD recorder at an outlet store.

[0207] Unlike the previous embodiments, the third em-
bodiment explains a case taking a mobile phone as an
example. Since the case of repairing a mobile phone at
the repairplanthasbeen coveredinthe firstembodiment,
it is not explained in the third embodiment. Moreover,
since the backup of data of mobile phones has also been
covered in the first embodiment, the following explana-
tion is based on the premise that the data has already
been backed up in the online backup service system.
[0208] Fig. 20 shows a system configuration diagram
of the third embodiment. The difference with the first em-
bodiment is in that an old model 0105a of the mobile
phone and a new model 0105b of the mobile phone are
connected via the Internet 0127. A case where data in
the old model has already been backed up to the online
backup service system 0128, and the user purchases a
new modelandthe data in the old model is to be migrated
to the new model is realized in the third embodiment.
[0209] Since many of the functions and management
tables in the mobile phone andthe online backup service
system 0128 are the same as the first embodiment, only
the differences are explained below.

[0210] The mobile phone in newly equipped with a mi-
gration function 2002, 2003. The online backup service
system 0128 is newly equipped with a migration process-
ing function 2002, 2003. The mobile phone includes a
communication unit for conducting wireless communica-
tion with the mobile phone base station, an 1/0 button
unit for operating the mobile phone, a display unit for
displaying information, video and images, a speaker unit
for playing back sounds and music, a storage apparatus
such as an HDD (Hard Disk Drive) for recording music
data andthe like, a storage apparatus for storing the table
structure data and database data described later (spe-
cifically, service unlocking information and a data man-
agement table) and programs that realize functions
shown in the control flow (specifically, service unlocking
function, data recording function, automatic backup func-
tion, data restoration function, migration function and so
on), a processing unit (CPU) for processing data in the
memory, received data and input data with the foregoing
programs, and a communication line such as a bus for
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mutually connecting the foregoing components.

[0211] In this embodiment, the new model performs
service unlocking using the user account registered in
the old model. Subsequently, the status of the service
unlockinginformation of the old modelis changedto "data
migration source," and the status of the service unlocking
information of the new model is changed to "data migra-
tion destination." The new model issues a data migration
request to the online backup service system 0128 for
migrating data from the old model to the new model. The
online backup service system 0128 restores the data
backed up to the online backup service system 0128 in
the new model only when the user accounts upon un-
locking the service with the old model and the new model
coincide, and the status of the service unlocking infor-
mation is set to "data migration destination” for the new
model and "data migration source" for the old model.
[0212] Fig. 21 shows an example ofthe backup device
registration table 2001 of the online backup service sys-
tem 0128. In comparison to the first embodiment, the
service unlocking status 2107 is added as a hew man-
agement item. Based on the service status, the online
backup service system 0128 manages between which
devices the data migration is to be performed. The
change of service status is requested by the migration
function of the mobile phone to the online backup service
system 0128. During migration, the service status of the
old model becomes "data migration source," and the
service status of the new model becomes "data migration
destination."

[0213] Fig. 22 explains the migration processing. Nev-
ertheless, no data is stored in the new mobile phone, no
data is registered in the data management table, and
authority, account name, and device name are cleared
among the service unlocking information, and the status
is set to "service locked."

[0214] Step 2201: The salesclerk of the outlet store
asks the user to boot, or personally boots the migration
function of the old mobile phone.

[0215] Step2202: The migration function of the old mo-
bile phone refers to the data management table, and de-
termines whether there is new data that has not been
backed up to the online backup service system 0128. If
there is such data, the automatic backup function is ex-
ecuted to back up the new data to the online backup
service system 0128.

[0216] Step2203: The migration function of the old mo-
bile phone sets the status of service unlocking informa-
tion to "data migration source," and notifies the online
backup service system 0128 of such change to the "data
migration source." Here, the user account name and the
device name ofthe old mobile phone are also designated.
[0217] Step 2204: The migration function of the online
backup service system 0128 changes the service status
of the registered appliance determined based on the des-
ignated user account and device name to "data migration
source" among the entries of the backup device regis-
tration table.
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[0218] Step 2205: The salesclerk of the outlet store
asks the user to boot, or personally boots the service
unlocking function of the new mobile phone.

[0219] Step 2206: The salesclerk of the outlet store
asks the user to input the user account name and pass-
word, which were used for the backup to the old model,
into the new model.

[0220] Step 2207: The service unlocking function of
the new model issues an account authentication request
to the online backup service system 0128.

[0221] Step 2208: The account authentication function
of the online backup service system 0128 compares the
sentaccount name and password with the subject matter
of the user account DB and the repair plant account DB.
Here, if the account name sent to the user account DB
exists, the service unlocking based on user authority is
permitted. If the account name sent to the repair plant
account DB exists, the service unlocking based on repair
plant authority is permitted.

[0222] Step 2209: If authentication with the user ac-
count DB is successful, the account authentication func-
tion of the online backup service system 0128 returns a
reply permitting the service unlocking based on user au-
thority to the new model.

[0223] Step2210: Ifthe authentication endsin afailure,
the unlockingfailure processing of urgingthe userto input
the account name and the password once again is per-
formed.

[0224] Step 2211: If the service unlocking function of
the new model receives a reply for permitting service
unlocking, "user" is set as the authority of the service
unlocking information, "service unlocked" is set as the
status, and the user account name input by the user is
set as the account name.

[0225] Step 2212: The service unlocking function of
the new model executes the migration function.

[0226] Step 2213: The migration function of the new
model requests the user to input the device name of the
new model and the device name of the old model using
a screen display orthe like. The migration function of the
new model sets the input device name in the service un-
locking information. Here, the device name of the new
model is different from the device name of the old model.
[0227] Step 2214: The service unlocking function of
the HDD recorder 0105 reads device information includ-
ing the manufacturer name, model name and product
serial number recorded in the ROM or the like of the new
model.

[0228] Step 2215: The migration function of the new
model issues a data migration request to the online back-
up service system 0128, and simultaneously sends the
useraccount name, device name of the migration source,
device name of the migration destination, and device in-
formation.

[0229] Step 2216: When the migration function of the
online backup service system 0128 receives the migra-
tion request, it registers the device name and device in-
formation of the new model in the corresponding user

10

15

20

25

30

35

40

45

50

55

15

EP 2 079 023 A2 28

account of the backup device registration table, and fur-
ther sets the service status of the new model to "data
migration destination."

[0230] Step 2217: The migration function of the online
backup service system 0128 refers to the backup device
registration table, and checks whether there is an entry
in which the user account name and migration source
device name coincide, and whether the service status of
the migration source device is "data migration source."
[0231] Step 2218: If the conditions at Step 2217 are
not satisfied, the migration processing function of the on-
line backup service system 0128 discontinues the resto-
ration processing, and replies a restoration failure to the
new model.

[0232] Step 2219: Since the restoration processing of
backup data to the new model by the migration process-
ing function of the online backup service system 0128 is
the same asthefirstembodiment, the explanationthereof
is omitted.

[0233] Step 2220: If all data migration is complete, the
migration processing function of the online backup serv-
ice system 0128 notifies the completion of migration to
the new model. If the user is to be additionally billed for
this migration, the usage fee of the user account is added
to the billing management table at this timing.

[0234] Step 2221: The migration function of the new
model notifies the completion of migration of all data to
the salesclerk of the outlet store with a screen display or
the like.

[0235] Step 2222: The migration function of the new
model returns the status of the service unlocking infor-
mation to "service unlocked," and boots the automatic
backup function.

[0236] Step 2223: The salesclerk of the outlet store
uses the migration function of the old model to returns
the status of the service unlocking information to "service
locked."

[0237] Step 2224: The migration processing function
of the online backup setrvice system 0128 changes the
service status of both the new and old models to "Backup
in progress."

[0238] According to the present embodiment, when
migrating data from the mobile phone of an old model to
the mobile phone of a new model with backup data, it is
not necessary to authenticate the worker to perform data
migration or prepare for such data migration, and data
can be easily migrated from the old model to the new
model of the mobile phone at the outlet store using the
backup data.

Claims

1. An electronic appliance service system configured
by respectively connecting via a network an elec-
tronic appliance having a communication function
and a function for recording information, an informa-
tion service unit for backing up information concern-
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ing said electronic appliance, and an information re-
cording unit for recording information in said elec-
tronic appliance, and which transfers information
among said electronic appliance and said informa-
tion service unit and said information recording unit,
wherein said information service unit authenticates
said electronic appliance in association with first au-
thentication information based on information con-
cerning said electronic appliance;

wherein said electronic appliance sends a backup
request including said first authentication informa-
tion to said information service unit as a backup re-
quest of information recorded in said electronic ap-
pliance;

wherein said information service unit discriminates
[said] backup request from said electronic appliance
and backs up the information recorded in said elec-
tronic appliance;

wherein said information service unit authenticates
said information recording unit in association with
second authentication information as an electronic
appliance under the control of said information re-
cording unit based on information from said informa-
tion recording unit;

wherein [said] electronic appliance under the control
of said information recording unit sends a restoration
request including said second authentication infor-
mation to said information service unit as a restora-
tion request of information backed up in said infor-
mation service unit in association with said first au-
thentication information; and

wherein said information service unit discriminates
said restoration request and restores the information
backed up in association with said firstauthentication
information in [said] electronic appliance under the
control of said information recording unit.

The electronic appliance service system according
to claim 1,

wherein said information service unit discriminates
the necessity of implementing restoration to [said]
electronic appliance under the control of said infor-
mation recording unit, and, on condition that said dis-
crimination result permits the implementation of res-
toration, restores the information backed up in asso-
ciation with said first authentication information in
[said electronic appliance] under the control of said
information recording unit.

The electronic appliance service system according
toclaim 1 or 2,

wherein said information service unit authenticates
said electronic appliance in association with first au-
thentication information based on information includ-
ing a manufacturer name and a product number of
said electronic appliance among the information
concerning said electronic appliance.
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4,

The electronic appliance service system according
to any one of claims 1 to 3,

wherein said information service unit changes the
information backed up in association with said first
authentication information in accordance with the
specification of [said] electronic appliance under the
control of said information recording unit, and re-
stores said changed information in [said] electronic
appliance under the control of said information re-
cording unit.

An electronic appliance service system configured
by respectively connecting via a network an elec-
tronic appliance having a communication function
and a function for recording information, an informa-
tion service unit for backing up information concern-
ing said electronic appliance, an information record-
ing unit for recording information in said electronic
appliance, and a content providing unit for providing
contents to a source of request, and which transfers
information among said electronic appliance and
said information service unit and said information re-
cording unit and said content providing unit,
wherein said information service unit authenticates
said electronic appliance in association with first au-
thentication information based on information con-
cerning said electronic appliance;

wherein said electronic appliance sends a backup
request including said first authentication informa-
tion to said information service unit as a backup re-
quest of information recorded in said electronic ap-
pliance;

wherein said information service unit discriminates
[said] backup request from said electronic appliance
and backs up metadata among the information re-
corded in said electronic appliance;

wherein said information service unit authenticates
said information recording unit in association with
second authentication information as an electronic
appliance under the control of said information re-
cording unit based on information from said informa-
tion recording unit;

wherein [said] electronic appliance under the control
of said information recording unit sends a restoration
request including said second authentication infor-
mation to said information service unit as a restora-
tion request of information backed up in said infor-
mation service unit in association with said first au-
thentication information; and

wherein said information service unit discriminates
said restoration request and retrieves a content cor-
respondingtothe metadatabacked up inassociation
with said first authentication information said first au-
thentication information, and restores [said content]
in[said] electronic appliance underthe control of said
information recording unit.

The electronic appliance service system according
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to claim 5,

wherein said information service unit and said con-
tent providing unit send and receive billing informa-
tion that is associated with the transfer of said con-
tent.

An electronic appliance service system configured
by respectively connecting via a network an elec-
tronic appliance having a communication function
and a function for recording information, and an in-
formation service unitforbacking up information con-
cerning said electronic appliance, and which trans-
fers information between said electronic appliance
and said information service unit,

wherein said information service unit authenticates
said electronic appliance in association with first au-
thentication information based on information con-
cerning said electronic appliance;

wherein said electronic appliance sends a backup
request including said first authentication informa-
tion to said information service unit as a backup re-
quest of information recorded in said electronic ap-
pliance;

wherein said information service unit discriminates
[said] backup request from said electronic appliance
and backs up the information recorded in said elec-
tronic appliance;

wherein said electronic appliance sends a migration
request including said first authentication informa-
tion to said information service unit as a migration
request of information backed up in said information
service unit in association with said first authentica-
tion information; and

wherein, when said information service unit receives
a migration request from a new electronic appliance
that is different from said electronic appliance and
discriminates said new electronic appliance to the
data migration destination based on said migration
request, [said information service unit] migrates in-
formation backed up in association with said first au-
thentication information to said new electronic appli-
ance.

An electronic appliance service system configured
by respectively connecting via a network a first HDD
recorder for recording a TV program in an internal
storage, an online backup service systemforbacking
up information recorded in said first HDD recorder,
and an information recording unit for recording infor-
mation in a repaired first HDD recorder, and which
transfers information among said first HDD recorder
and said online backup service system and said in-
formation recording unit;

wherein said online backup service system authen-
ticates [said] first HDD recorder based on first au-
thentication information;

wherein said first HDD recorder backs up via the
network the TV program recorded in said internal
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storage in [said] online backup service system using
said first authentication information;

wherein said online backup service system authen-
ticates a second HDD recorder under the control of
said information recording unit based on second au-
thentication information;

wherein said second HDD recorder sends via the
network a restoration request to [said] online backup
service system for restoring the TV program backed
up in [said] online backup service system using first
authentication information in an internal storage of
said second HDD recorder;

wherein said online backup service system discrim-
inates said restoration request and restores the TV
program backed up using said first authentication
information in said second HDD recorder; and
wherein said online backup service system issues
an email notifying the completion of restoration to an
email address of the owner of [said] first HDD re-
corder associated with said first authentication infor-
mation.

The electronic appliance service system according
to claim 8,

wherein said online backup service system issues
an email inquiring whether to implement the resto-
ration to the email address of the owner of [said] first
HDD recorder associated with said first authentica-
tion information before restoring said TV program in
said second HDD recorder, and restores the TV pro-
gram backed up using said first authentication infor-
mation in said second HDD recorder only upon re-
ceiving an email reply from the email destination.
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