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BACKGROUND OF THE INVENTION

Providing credentials to a service, whether via a mobile or other device, is often a tedious

experience for a user. Unfortunately, to make authentication easier for themselves, users will

often engage in practices such as password re-use, and/or the selection of poor quality

passwords, which render their credentials less secure against attacks. Accordingly, improvements

in authentication techniques would be desirable. Further, it would be desirable for such

improvements to be widely deployable, including on existing/legacy systems.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the following detailed description and the

accompanying drawings.

FIG. 1 illustrates an embodiment of an environment in which authentication translation is

provided.

FIG. 2 illustrates an embodiment of credential information stored on a device.

FIG. 3 illustrates an embodiment of a device with secure storage.
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FIG. 4 illustrates an example of a renegotiation.

FIG. 5 illustrates an embodiment of a process for performing authentication translation.

FIG. 6 illustrates an example of what occurs when a client device first visits the site of a legacy

server via an authentication translator.

FIG. 7 illustrates an example of what occurs when a device subsequently visits the site of a

legacy server via an authentication translator.

FIG. 8 shows the structure of an example of a cache cookie used in some embodiments.

FIG. 9 is a flow diagram illustrating an embodiment of a backup process.

FIG. 10 is a flow diagram illustrating an embodiment of a process of a user registering as a

second user on a computational device.

FIG. 11 is a flow diagram illustrating an embodiment of a process an authentication attempt on a

computational device.

FIG. 12 illustrates an embodiment of a computational device.

FIG. 13 illustrates an embodiment of a computational device.

FIG. 14 is a flow diagram illustrating an embodiment of a backup process between two

computational devices.

FIG. 15 is a flow diagram illustrating an embodiment of a pairing process.

DETAILED DESCRIPTION

The invention can be implemented in numerous ways, including as a process; an apparatus; a

system; a composition of matter; a computer program product embodied on a computer readable

storage medium; and/or a processor, such as a processor configured to execute instructions

stored on and/or provided by a memory coupled to the processor. In this specification, these

implementations, or any other form that the invention may take, may be referred to as techniques.

In general, the order of the steps of disclosed processes may be altered within the scope of the

invention. Unless stated otherwise, a component such as a processor or a memory described as

being configured to perform a task may be implemented as a general component that is

temporarily configured to perform the task at a given time or a specific component that is

manufactured to perform the task. As used herein, the term ‘processor’ refers to one or more

devices, circuits, and/or processing cores configured to process data, such as computer program

instructions.

A detailed description of one or more embodiments of the invention is provided below along

with accompanying figures that illustrate the principles of the invention. The invention is

described in connection with such embodiments, but the invention is not limited to any

embodiment. The scope of the invention is limited only by the claims and the invention
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encompasses numerous alternatives, modifications and equivalents. Numerous specific details

are set forth in the following description in order to provide a thorough understanding of the

invention. These details are provided for the purpose of example and the invention may be

practiced according to the claims without some or all of these specific details. For the purpose of

clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

FIG. 1 illustrates an embodiment of an environment in which authentication translation is

provided. In the example shown, a variety of client devices 102-108 connect, via one or more

networks (represented as a single network cloud 110) to a variety of services 120-124 (also

referred to herein as sites 120-124). In particular, client device 102 is a notebook computer

owned by a user hereinafter referred to as Alice. Notebook 102 includes a camera, a microphone,

and a fingerprint sensor. Client device 104 is a smartphone, also owned by Alice. Client device

104 includes a camera. Client device 106 is a tablet owned by Bob, and sometimes used by Bob's

son Charlie. Client device 106 includes a camera and a fingerprint sensor. Client device 108 is a

kiosk located in the lobby of a hotel. Kiosk 108 includes a camera and a microphone. The

techniques described herein can be used with or adapted to be used with other devices, as

applicable. For example, the techniques can be used in conjunction with gaming systems, with

peripheral devices such as mice, and with embedded devices, such as door locks.

Service 120 is a social networking site. Service 122 is a website of a bank. Service 124 is the

online store of a boutique camera retailer. Each of services 120-124 requires a username and

password (and/or a cookie) from a user prior to giving that user access to protected content

and/or other features. As will be described in more detail below, using the techniques described

herein, users need not type such usernames and passwords into their devices whenever required

by a service. Instead, users can authenticate themselves to an “authentication translator” via an

appropriate technique, and the authentication translator will provide the appropriate credentials

to the implicated service on the user's behalf. Also as will be described in more detail below,

authentication translators can be located in a variety of places within an environment. For

example, notebook computer 102 includes an authentication translator module 132 that provides

authentication translation services. The other devices 104-108 can also include (but need not

include) their own respective authentication translator modules. The owner of bank website 122

also operates an authentication translator 134 associated with the bank. Finally, authentication

translator 136 provides authentication translation services to a variety of businesses, including

online camera retailer 124.

FIG. 2 illustrates an embodiment of credential information stored on a device. In particular,

device 200 stores three user profiles 202-206, each of which contains a username and one or

more templates (e.g., template 210) associated with the user. In various embodiments, a template

is a collection of biometric features. Using fingerprints as an example type of biometric, a

corresponding template includes a collection of patterns, minutia, and/or other features that can

be matched against to determine if a person's fingerprint matches the fingerprint of the registered

user (i.e., the owner of a given user profile). A representation of a single fingerprint may be

included in multiple templates (e.g., in different resolutions, in accordance with different

protocols, as captured during warm vs. cold conditions, and/or by itself or in combination with

multiple fingerprints). When other biometrics are employed (e.g., facial recognition, voiceprint,

or retina scan technology), features appropriate to those types of biometrics are included in the
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template. Other types of features can also be included in templates. As one example, a user's

typing speed and/or accuracy can be measured by a device, such as device 102, and used to

distinguish between multiple users of a device. For example, suppose Alice types at 100 words

per minute and rarely makes mistakes. A representation of this information can be stored in

template 212. Also suppose Alice's niece, who sometimes uses Alice's laptop computer when

visiting Alice types at 20 words per minute and makes many mistakes. In some embodiments,

the fact that a user was recently (e.g., within the last 5 minutes) typing on laptop 102 at 90 words

per minute is evidence of a match against template 212. In this case, the typing speed of 90

words per minute is similar enough to Alice's typical behavior, it is considered a match. Various

policies can be included in a profile that govern how matches are to be performed. For example,

policies can specify thresholds/tolerances for what constitutes a match, and can specify that

different levels of matches can result in different levels of access to different resources.

A profile is associated with a vault (e.g., vault 220). The vault, in turn, contains triples specifying

a service provider/domain, a username, and a credential. The vault can also contain other

sensitive user information, such as account numbers, address/phone number information, and

health care data. The credential for a service provider/domain can be a password (e.g., for legacy

servers), and can also take alternate forms (e.g., a cryptographic key for service providers

supporting stronger authentication methods).

In some embodiments, profiles, templates, and vaults (collectively “authentication information”)

are stored entirely in an unprotected storage area, and are stored in the clear. In other

embodiments, secure storage techniques are used to secure at least a portion of the authentication

information.

One example of a device with secure storage is illustrated in FIG. 3. In the example shown, a

mobile phone 300 includes a large and insecure storage 302 attached to a fast processor 304, and

a smaller but secure storage 306 attached to a dedicated processor 308 and a sensor 310 (e.g., a

camera or a fingerprint reader). Users (and applications) can read from and write to the insecure

storage area. However, users cannot access the secure storage area, and the fast processor can

only communicate with the dedicated processor/sensor via a restricted API. As another example,

a unique decryption key associated with a given vault can be stored in a profile. The vault is an

encrypted and authenticated container that can be stored on insecure storage, e.g., on the device,

and also backed up (e.g., to a cloud storage service 140 or to an alternate form of external

storage). As needed, authentication information or portions thereof can be loaded into secure

storage and decrypted. For example, one can use AES to encrypt the files one by one, using a key

stored on the secured storage. A message authentication technique, such as HMAC, can be used

for authenticating the encrypted files to provide tamper prevention. Profiles and vaults can be

updated while in secure storage; if this occurs, they are encrypted and MACed before being

written back to the insecure storage, which may in turn propagate them to external backup

storage. In yet other embodiments, profiles and vaults are stored entirely in secure storage, in

plaintext, which allows them to be both read and written—and in particular, searched.

Example Transaction Types
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A variety of transaction types can take place in the environment shown in FIG. 1, examples of

which are discussed in this section.

Initial Registration

In order to begin using the techniques described herein, users perform some form of initial

registration. As one example, suppose Alice launches an enrollment program installed on laptop

102. She uses the program to capture various biometric information (e.g., fingerprints,

photographs of her face, etc.). A user profile is created for Alice, and the biometric information

captured about her is encoded into a plurality of templates, such as templates 210 and 214. In

some embodiments, Alice is also explicitly asked to supply credential information for services

she would like to use, such as by providing the domain name of social networking site 120, along

with her username and password for site 120. In other embodiments,

domain/username/credential information is at least passively captured on Alice's behalf and

included in one or more vaults such as vault 220. Credential information can also be important

from a browser password manager already in use by Alice or other appropriate source. In some

embodiments, Alice also registers with cloud storage service 140, which will allow her to back

up her authentication information and to synchronize it across her devices (e.g., 102 and 104), as

described in more detail below.

Other registration approaches can also be used. For example, registration can be integrated into

the experience the first time a device is used. Thus, when Bob first turns on tablet 106, he may

be prompted to take a picture of his face (with a profile/templates being created in response).

Similarly, the first time Charlie uses tablet 106, the techniques described herein can be used to

determine that Charlie does not yet have a profile (e.g., because none of the templates already

present on tablet 106 match his biometrics) and Charlie can be prompted to enroll as a second

user of the device.

Authentication

Suppose Alice wishes to authenticate to banking website 122. Using a fingerprint reader

incorporated into her laptop, she performs a fingerprint scan, which causes her biometric features

to be extracted and compared to any stored templates residing on her computer. If a match is

found, an associated decryption key is selected, and the associated vault is loaded and decrypted.

The vault is scanned for an entry that matches the selected service provider (i.e., website 122). If

a matching entry is found, the associated domain, username, and site credential are extracted

from the vault. In some embodiments, the validity of the domain name mapping is verified at this

point to harden the system against domain name poisoning. Next, a secure connection is

established between Alice's computer and the service provider, and Alice is authenticated. For

service providers supporting strong user authentication, mutual SSL can be used, for example. A

variety of policies can be involved when performing matching. For example, to access certain

domains, Alice's print may need only match template 210. To access other domains, Alice may

need to match multiple templates (e.g., both 210 and 214). As another example, in order to

access social networking site 120, Alice may merely need to be sitting in front of her computer,

which has an integrated webcam. Even in relatively low light conditions, a match can be

performed against Alice's face and features stored in a template. However, in order to access

bank website 122, Alice may need a high quality photograph (i.e., requiring her to turn on a
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bright light) and may need to demonstrate liveness (e.g., by blinking or turning her head). As yet

another example, other contextual information can be included in policies. For example, if

Alice's IP address indicates she is in a country that she is not usually in, she may be required to

match multiple templates (or match a template with more/better quality features) in order to

access retailer 124, as distinguished from when her IP address indicates she is at home.

In some embodiments, the biometric sensor used by a user may be a peripheral device (e.g., a

mouse with an integrated fingerprint scanner that is connected to the user's primary device via

USB). In such scenarios, the peripheral device may be responsible for storing at least a portion of

authentication information and may perform at least some of the authentication tasks previously

described as having been performed by Alice's computer. For example, instead of processors 304

and 308, and storages 302 and 306 being collocated on a single device (e.g., laptop 102),

processor 304 and storage 302 may be present on a primary device, and processor 308 and

storage 306 may be present on a peripheral device (e.g., that also includes a sensor, such as a

fingerprint reader).

In such scenarios, once Alice's login to banking website 122 is successfully completed, the

secure session can be handed over from the peripheral device to the primary device, in a way that

does not allow the primary device retroactive access to the plaintext data of the transcripts

exchanged between the peripheral device and the service provider. One way this can be

accomplished is by renegotiating SSL keys between the peripheral device and the website, after

which the newly negotiated key can be handed off from the peripheral device to the primary

device. This avoids retroactive credential capture in a setting where the device is infected by

malware.

An example of renegotiation is depicted in FIG. 4. Specifically, after a user has successfully

authenticated to a fingerprint reader, a login is performed to a service provider. Using the

primary device (404) as a proxy, the peripheral fingerprint reader 402 negotiates a first SSL

connection (408) with a service provider 406, over which credentials are exchanged. The proxy

then renegotiates SSL (410), which replaces the old key with a new one. The new key is

disclosed to the device, which then seamlessly takes over the connection with the service

provider and performs the transaction protected by the authentication. The credentials exchanged

during the first SSL connection cannot be accessed by device 404, since the key of the

renegotiated session is independent of the key of the original session; this provides protection

against malware residing on the device. Renegotiation can be used when the primary device 404

is believed to be in a safe state when performing the negotiation of the SSL connection, but it is

not known whether it is in a safe state during the transaction protected by the authentication.

Renegotiation can also be used when a secure component of the primary device 404 performs the

negotiation of the SSL connection and another and potentially insecure component of the

primary device 404 is involved in the transaction protected by the authentication.

FIG. 5 illustrates an embodiment of a process for performing authentication translation. The

process begins at 502 when a request to access a resource is received, as is an authentication

input. One example of the processing performed at 502 is as follows. Suppose Alice wishes to

sign into social networking website 120. She directs a web browser application installed on

client 102 to the social networking website. Authentication translator module 132 recognizes,

from the context of Alice's actions (e.g., that she is attempting to access site 120 with her
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browser) that she would like to access a particular resource. Authentication translator module

132 prompts Alice (e.g., by a popup message or via a sound) to provide biometric information

(e.g., to use the integrated fingerprint reader on her laptop). In some embodiments, the translator

module does not prompt Alice, for example, because Alice has been trained to provide biometric

information automatically when attempting to access certain resources. In yet other

embodiments, the translator module only prompts Alice if she fails to provide acceptable

biometric information within a timeout period (e.g., 30 seconds).

Module 132 compares Alice's supplied biometric data to the templates stored on her computer. If

a suitable match is found, and if an entry for site 120 is present in the applicable vault, at 504, a

previously stored credential associated with the resource is accessed. In particular, the username

and password for the website, as stored in a vault, such as vault 220, are retrieved from the vault.

Finally, at 506, the credential is provided to the resource. For example, Alice's username and

password for site 120 are transmitted to site 120 at 506. The credential can be transmitted

directly (e.g., by the module or by Alice's computer) and can also be supplied indirectly (e.g.,

through the use of one or more proxies, routers, or other intermediaries, as applicable).

Other devices can also make use of process 500 or portions thereof. For example, when Alice

launches a banking application on phone 104, implicit in her opening that application is her

desire to access the resources of website 134. The application can take Alice's picture and

compare it to stored templates/vault information. If an appropriate match is found, a credential

can be retrieved from the vault on her phone (or, e.g., retrieved from cloud storage service 140)

and provided to website 134.

As another example, suppose Charlie is using tablet 106 and attempts to visit site 120, whether

via a dedicated application or via a web browser application installed on the tablet. Charlie's

photograph is taken, and then compared against the profiles stored on tablet 106 (e.g., both Bob

and Charlie's profiles). When a determination is made that Charlie's photograph matches a

template stored in his stored profile (and not, e.g., Bob's), Charlie's credentials for site 120 are

retrieved from a vault and transmitted by an authentication translator module residing on client

106.

As yet another example, kiosk 108 can be configured to provide certain local resources (e.g., by

displaying a company directory or floor plan on demand) when users speak certain requests into

a microphone. Enrolled users (e.g., with stored voiceprint or facial recognition features) can be

granted access to additional/otherwise restricted services in accordance with the techniques

described herein and process 500.

New Device

In some embodiments, to register a new device, a user provides an identifier, such as a username

or an account number to the device. The new device connects to an external storage (such as

cloud storage 140), provides the user identifier and credential, and downloads the user's

templates/vaults from the service. In some embodiments, the templates/vaults are encrypted.

Once downloaded, the template is decrypted and stored in a secure storage area, while the still

encrypted vault can be stored in insecure storage. The decryption key can be generated from
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information the user has/knows, or from biometric data—such as features extracted from

fingerprinting of all ten fingers. In some embodiments, more arduous fingerprinting is required

for the setup of a new device than for regular authentication to avoid that a new device gets

registered by a user thinking she is merely authenticating—or worse still, simply touching the

device. Moreover, it translates into higher entropy of the decryption keys.

Backup Authentication

Backup authentication allows a user, such as Alice, to access resources in the event she is unable

to or unwilling to interact with a particular biometric sensor. As one example, instead of having a

single template associated with her profile, Alice can have multiple templates associated with it,

e.g., where the first template includes fingerprint features and the second template includes voice

biometric, facial recognition, or iris detection features. As a second example, where the service

Alice is connecting to is a legacy website (i.e., one that users authenticate to using usernames

and passwords), such a service would allow the use of passwords and password reset

mechanisms by Alice without requiring Alice to use a fingerprint reader.

In various embodiments, environment 100 supports the ability of users (e.g., under duress) to

release the contents of their vaults. For example, if Alice was physically threatened with the loss

of a finger by a criminal, Alice could instead release the contents of her vault(s)—the ultimate

goal of the criminal. As one example, in the event Alice supplies all 10 fingerprints to the sensor,

provides a special password, or supplies a fingerprint and a second identifier, a cleartext version

of her vault(s) could be made available.

Access Policies

In various embodiments, cloud storage service 140 is configured to accept backups from multiple

devices associated with a single account, and synchronize the updates so that all devices get

automatically refreshed. For example, Alice's laptop 102 and phone 104 could both communicate

with cloud storage service 140 which would keep their authentication information synchronized.

Refreshes can also be made in accordance with user-configured restrictions. For example, Alice's

employer could prevent privileged employer data from being stored on shared personal devices,

or on any device that was not issued by the employer. As another example, arbitrary policies can

be defined regarding the access to and synchronization of software and data, and to tie a license

or access rights to a person (and her fingerprint) rather than to a device. As yet another example,

in some embodiments (e.g., where a device is made publicly available or otherwise shared by

many users), no or a reduced amount of authentication information resides on a device, and at

least a portion of authentication information is always retrieved from cloud storage service 140.

Remote Wiping

Remote wiping of a user's authentication information (e.g., templates) can be used both to

“unshare” previously shared devices (e.g., where Bob and Charlie both have user profiles on

their shared tablet 106), and to avoid that criminals with physical component access to lost

devices gain access to templates and vault contents. In some embodiments, polices such as ones

where a template self-wipes if it is not matched within a particular duration of time are
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supported. Since user data can be frequently backed up to the cloud storage, and recovered from

this using the new device registration process, inconvenience to the user will be minimized.

Legacy Server Support

New authentication schemes typically require changes to a significant codebase residing with

service providers. If the code is well written and documented, such changes may be relatively

simple. Commonly, though, this may not be so. The engineers who originally wrote the code of

relevance may have long since left the company; the code they left behind may be poorly

documented—if documented at all. In severe cases, the legacy code may have been written in an

outdated programming language or written in a way that does not follow guidelines for good

code. This makes updates to the codebase impractical or virtually impossible in many common

cases. Even if none of these challenges complicate the desired modifications, it is commonly a

great bureaucratic burden to obtain permission to make modifications (e.g., to store an extra field

in a backend database), because every affected part of the organization may need to review the

request.

As will be described in the following section, the technologies described herein can be used in

conjunction with legacy servers (e.g., existing servers that rely on usernames and passwords to

authenticate users), and in particular, can be used without requiring modification to such legacy

servers.

Cookies

Cookies are commonly used by legacy servers for user authentication. Unfortunately, cookies

have several problems. For one thing, they are sometimes deleted—whether

explicitly/intentionally by the end user or by the user's software. In addition, cookies are

commonly stolen. Approaches such as cache cookies and identification using user agents can be

more resistant to these problems, however, they have their own problems. For example, their use

requires new code and new fields in the credential database stored by the server.

In some embodiments, authentication translators, such as translators 134 and 136 (also referred

to herein as proxies) provide authentication translation services on behalf of associated services.

Translators 134 and 136 are illustrated as single logical devices in FIG. 1. In some embodiments,

the translators comprise standard commercially available server hardware (e.g., a multi-core

processor, 4+ Gigabytes of RAM, and one or more Gigabit network interface adapters) and run

typical server-class operating systems (e.g., Linux). Translators 134 and 136 can also be

implemented using a scalable, elastic architecture and may comprise several distributed

components, including components provided by one or more third parties. For example,

translators 134 and 136 may store user credential information or may task cloud storage service

140 with storing at least a portion of that information.

In the case of authentication translator 134, service is provided with respect to bank website 122

only. Authentication translator 134 is positioned between a legacy web server (122) and the

Internet (110)—and therefore between the legacy server and any client devices. Authentication

translator 134 is configured to translate traffic between the legacy server and client devices so

that the client devices (and respective users) perceive the new authentication mechanism, while
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the legacy server remains unchanged. Authentication translator 136 works similarly, but it

provides authentication translation as a third party service to multiple providers, an example of

which is online camera retailer 124.

Authentication translators 134 and 136 can also perform process 500. For example, when a

device transmits a request to access website 122, the request is intercepted by translator 134, as

is cookie/user agent information. The received information can be used to determine a

username/password associated with the device, and that information can be passed by translator

134 to website 122 on behalf of the device.

FIG. 6 illustrates an example of what occurs when a client device first visits the site of a legacy

server via an authentication translator. The translator (referred to in the figure as a “proxy”) fails

to identify the client, and passes on the request to the legacy server. The legacy server responds

to the request and sets a cookie. The proxy passes on the response, including the cookie and also

a cache cookie. The proxy stores the information about both these types of identifiers, along with

the user agent of the client device. This triplet of information is also referred to herein as an

identifier.

FIG. 7 illustrates an example of what occurs when a device subsequently visits the site of a

legacy server via an authentication translator. In this scenario, the device's request is

accompanied by some form of identifying information. The proxy uses this information to

identify the associated cookie and passes this along to the legacy server, along with the request.

In some embodiments, additional processing is also involved. For example, reading a cache

cookie may require user interaction. Moreover, if not all of the identifying information is present

in the request, the proxy can be configured to set the missing information again by sending a

corresponding request to the client device.

The translation of cache cookies and user agent information to cookies involves a two-way

translation. First, when the legacy server sets a cookie, the proxy will set the two types of

cookies—both an HTML cookie and a cache cookie—and then create a new record in which the

two cookies are stored, along with the user agent information of the client device. The user agent

information can include quite a bit of data associated with a browser—such as the browser type

and version, the clock skew, and the fonts that are installed. While each of these pieces of

information only contributes a small amount of entropy, the collection of items can be sufficient

to identify the device in most cases. Moreover, while some of these types of data may change

over time—in fact, all of them may—they do not typically change, and when one or two of them

do, the others typically do not. When the client device is used to visit a site controlled by the

legacy server, the cookie, cache cookie and user agent information are read (if available), the

record identified, and the request translated and sent to the legacy server. When a legacy server

requests that the user password is updated (e.g., as part of an annual or other periodic

requirement), the transmission of this request to the user can be suppressed—in which case the

database of the proxy is updated to create the illusion of an update. The user can be involved in

authentication as needed, e.g., if, in addition to supplying a credential, a user must also solve a

CAPTCHA, the CAPTCHA can be displayed to the user (with the user's credentials being

handled in accordance with the techniques described herein).
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FIG. 8 shows the structure of an example of a cache cookie used in some embodiments. Cache

cookies can be associated with a particular webpage, just like an HTML cookie can. In the

example shown in FIG. 8, the proxy wishes to associate a page “calling page.html” with a cache

cookie. It embeds a request for a second object, “samename.html” in callingpage.html for every

visitor. However, as the cache cookie is set for one visitor, a customized samename.html is

served to this visitor. The page samename.html refers to an object with a different name for each

user; that object is referred to as “uniquename.jpg.” The cache cookie is set by embedding the

request for samename.html in callingpage.html. The client browser attempts to render this,

causing a request for samename.html from the server. The server configures samename.html to

refer to a uniquely named file uniquename.jpg, and serves samename.html to the client. For the

client browser to render samename.html, it requests the file uniquename.jpg, which is

intentionally not served. That concludes the setting of a cache cookie. As a user returns to the

page callingname.html, the browser again attempts to render the entire page, which causes it to

load the object samename.html from its cache. As that is rendered, the client browser requests

uniquename.jpg, which is not in its cache (since it was not served previously). The server still

does not serve it, but takes note of the name of the file being requested, as it identifies the client

device. Note that samename.html can be displayed in a zero-sized iframe, which makes the end

user unaware of it being rendered.

A cache cookie is an implementation of the typical cookie functionality that uses the client

device's browser cache. Unlike user agents, it does not change over time, and like standard

HTML cookies, it cannot be read by a party other than that which set it. However, like HTML

cookies, it could be deleted—by the user clearing his or her browser cache. Cache cookies are

not automatically transmitted with GET requests, unless the cache elements are embedded in the

referring pages. This adds a potential round of communication in some settings. By relying on

user agent information, cache cookies, and HTML cookies to identify the client device, it is

much more likely that a machine will be recognized than if only HTML cookies are used.

ADDITIONAL EMBODIMENTS

A user-created vault may contain, for example, one or more credentials, such as cryptographic

keys, passwords or cookies. Such credentials may be used to authenticate a user or a device to an

external entity, such as a service provider. Keys can also be used to enable access to data that is

encrypted. The contents of the vault may be very sensitive, and in some cases are therefore

protected against unwanted access. The leak of a key, for example, could enable an attacker to

impersonate a user or a device, or to access privileged data that the attacker does not have the

right to access. Therefore, in some cases, the contents of vaults should be protected against any

exposure.

A user may become unable to use a vault, for example, if they lose the device that stores the

vault. This will hinder the user to perform tasks such as job duties, and may also cause problems

to the user's personal life. For example, a key stored in the vault may be used to access a

job-related resource, such as a human resource database. Resources can also be of a physical

nature. For example, the job-related resource that the key in the vault grants access to may be an

office building, where the key is used to open a door or enable a turnstile. Similarly, personal
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resources may also relate to access to data or computational services, or to physical objects or

boundaries.

In some embodiments, to avoid problems associated with becoming unable to access a vault,

backup of vaults, in full or in part, is performed. A user has several options. One example option

is to back up vaults to a cloud database or other centralized database. This may be made

available to the user from, for example, their employer, or directly to the user based on a

subscription or membership basis. To gain access to the cloud database or other resource, the

user may for example use one out of several enrolled devices, such as phones, wearable

computers, laptop computers, or other types of devices with processors. Such user devices are

collectively referred to as “processing devices”; for illustrative purposes, individual instances of

such processing devices will also be referred to in the examples and embodiments described

herein.

For illustrative purposes, examples involving processing devices having a user input capability

are described. In various embodiments, the user input capability is in the form of a keyboard, a

touch screen, a camera, a fingerprint sensor, a microphone, or another sensor usable to collect

input information, where in some embodiments this input information is usable to identify the

user. For example, a keyboard can be used to input a user name and password. The keyboard

may also be used to determine typing patterns that can be used to identify a user. Similarly, a

camera can be used to scan QR codes, which can be used for authentication purposes in lieu of

passwords; the camera can also be used to take photos of the user's face, which can be used for

purposes of identification.

The exemplary processing devices described herein also have a communication capability in

various embodiments. Examples of such communication capabilities include but are not limited

to wireless communications, such as Bluetooth; standardized interfaces, such as USB interfaces;

audio communication entities, such as microphones and speakers.

In some embodiments, the processing devices include a user-facing output capability, such as a

screen, a light (such as an LED), a speaker, etc., that is used to convey information to a user. In

other embodiments, the processing device does not have a user-facing output capability, but

instead communicates with an external entity, such as an associated computer with a user-facing

output capability, where a user-facing output is rendered or otherwise conveyed. In some

embodiments, the user-facing output capability is used to convey information to the user, such

that the processing device is operating; that the processing device is requesting a user input; that

the processing device is in a requested operating state, etc.

Two processing devices can communicate with each other, whether directly or by using other

devices as intermediaries. One example type of intermediary is a cloud storage entity, which can

be used to convey information from one processing device to another processing device. One

example type of information that may be conveyed from one processing device to another

processing device is a vault. In some embodiments, the information conveyed further includes

information usable to access the vault, identify the type or ownership of the vault, and more. In

some embodiments, a user backs up vault information from a first device to a second device by

causing vault information to be conveyed directly from the first device to the second device, or

by using the cloud storage entity or other centralized database as an intermediary that stores the
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vault sent by the first device, and later sends the vault to the second device. In some

embodiments, the vault protects its contents from being illegitimately accessed by using

encryption. For example, the first device creates the vault by encrypting credentials to be placed

in the vault using an encryption key and associated encryption algorithms. For any other device

to later access the vault, it would need the corresponding decryption key and decryption

algorithms. Example encryption and decryption approaches include, but are not limited to, RSA

encryption, ElGamal encryption, AES encryption, and more. Some implementations may use

elliptic curve methods to enable a high degree of computational efficiency.

There are various ways of securely conveying vaults or vault contents from one computational

device to another. In one example case involving an intermediary such as a cloud storage or other

centralized database, the vault is stored centrally, (potentially or optionally) updated, and then

redistributed to one or more computational devices. These devices need to be enabled to access

the contents of the vault, which in some embodiments is facilitated by obtaining a key from an

originating computational device; from the cloud storage or other centralized device; from third

party trusted parties; from a user operating a computational device with access to the vault

contents; or a combination of these. For example, when a vault is conveyed from a first

computational device to a cloud storage, and then to a second computational device, the cloud

storage may play the role of initiating the second computational device, where the initiation

includes the delivery of a key usable to open the vault. In some embodiments, the cloud storage

entity uses a policy to determine what second computational devices are allowed to be initiated

and obtains a key usable to access the content of a vault. For example, this may be limited to

computational devices that have a sufficient security level associated with them. The policy may

be set by a user of the first computational device, an employer of such a person, or can be a

system-wide policy, or a combination of such policies. For example, a user may set a policy that

states that only computational devices that are associated with a given Internet Protocol (IP)

range when requesting a vault from the cloud storage may be approved. This may, for example,

be an IP address from which the first computational device has previously been observed. In

addition, the employer of the user may have a policy stating that only devices that are on the

employer's approved list of devices may be used, where in various embodiments this approved

list includes types or brands of devices, Media Access Control (MAC) address ranges, etc.

Furthermore, in some embodiments, the system has a policy that states the minimum security

level for allowing transfer of vaults, where in some embodiments, this policy is updated over

time to account for new knowledge relating to security incidents. In some embodiments, a

computational device is only enabled or allowed to access the contents of a vault it receives (e.g.,

from a cloud server) if it satisfies all of these policies associated with the vault. That is, the

policies control the access and synchronization of data, such as the data stored in the vaults.

As another example, a first computational device with the capability to access the contents of a

vault communicates a key to an approved second computational device after having performed a

pairing with the second computational device. In various embodiments, the pairing comprises a

verification of information describing the security level of the second computational device; the

establishment of a secure channel; a distance-bounding process; a verification of user approval,

or other security processes. An example of a verification of information describing a security

level is the receipt of packets from the second computational device, the packets having headers,

and the contents of the packets having a certificate related to a public key and a digital signature

using a signing key associated with the public key in the certificate, the digital signature being
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associated with a message or a time stamp, where in some embodiments, the message is one or

more packets or their contents, where these packets were received by the second computational

device from the first computational device, and where in some embodiments, the contents

include nonces, time indicators, and information related to the vault. In some embodiments, the

time stamp is a value received from a third party, such as a trusted time keeper. In other

embodiments, it is also the system clock of one of the two devices involved in the pairing, or a

combination of such values, where in some embodiments the time values are exchanged in other

packets exchanged between the first and the second computational devices. The certificate may

be issued by a trusted third party such as a device manufacturer, an employer, or another party

trusted by the user of the first computational device or the second computational device. Another

example pairing method is the pairing method used to pair two Bluetooth enabled devices, such

as distance-bounding protocols. In some embodiments, verification of a user approval involves

the display of a code on one of the computational devices, and the entry by a user of this code

into the other computational device involved in the pairing. When one or both of the

computational devices do not have a keyboard or a screen, an external keyboard and an external

screen may be used (e.g., by the computational device being connected to a trusted device that

has a keyboard and/or a screen). Two computational devices may also be paired using a

line-of-sight approach. One example of such an approach is one in which one of the

computational devices displays a code such as a QR code or barcode, etc., encoding a pairing

message (i.e., data in place of one or more packets as described above), and the other

computational device is used to photograph the QR code or barcode. Another example uses a

device-to-device communication method such as infrared (IR), or short range radio signals such

as Bluetooth. Alternative example pairing approaches include moving the two computational

devices in unison, e.g., putting them on top of each other and shaking them. The coordinated

movement may be detected using accelerometers, for example, where each device generates a

value based on the detected time-series of acceleration measurements and uses the value to

determine that the devices are moved together. This can be performed, for example, using a

socialist-millionaires algorithm, where a comparison is performed to determine whether two

values are identical without disclosing any other information about the values.

In one embodiment, after pairing has completed, or as part of the pairing process, key

establishment takes place. In various embodiments, the key establishment uses key transport

such as an RSA-based approach, or key exchange, such as a Diffie-Hellman based approach. In

some embodiments, the key exchange is also performed as part of the socialist millionaires'

process, where a tentative key and a pairing value held by one of the two computational devices

is compared to the tentative key and pairing value held by the other of the two computational

devices, the associated combinations of values being compared by the two entities. If the

comparison completes with a match being determined, the tentative key is used to establish a

secure channel. In some embodiments, the key establishment is also, whether in part or in full,

performed by a user entering a code from one of the devices into the other device.

In some embodiments, a vault is associated with one or more policies, which tie what actions are

allowed to be performed using the data in the vault, where in various embodiments, such data

includes credentials such as cryptographic keys, passwords, cookies, etc. For example, one

policy may state that the vault may be stored on a shared device, but only for purposes of backup,

and that it may not be used for purposes of authentication from that device. Therefore, to use the

vault, a user would have to utilize the backup of such a vault to initialize a new computational
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device and transfer the vault to this device, after which its content may be used for purposes of

authentication. Another example policy may state that the vault may be used for purposes of

authentication on any computational device with a security level that exceeds a policy-mandated

minimum. Thus, in this example, the security level may be expressed as a numeric value and the

policy-mandated minimum as a threshold to compare the numeric value to. In some

embodiments, the security level is determined by the hardware of the computational device (e.g.,

where a secure processor is utilized for accessing the vault). As another example, it is

determined based on software (e.g., that the computational device is configured to auto-update

software and download anti-virus definitions automatically). As another example, it is based on

an action, such as having just been screened using a software-based attestation technique.

In one embodiment, a user needs to register on a computational device before a vault is

transferred to the computational device. For example, as a user starts a new computational

device, they are required to register. Similarly, a user wishing to use a friend's or colleague's

computational device to store their vault would register on that computational device. In some

embodiments, registration includes creating a record, at least part of which is either encrypted or

stored in a secure storage. On example of secure storage is a storage that is only accessible using

a restricted API, which is only available to selected processes. Another example of secure

storage is a storage that is at least in part encrypted and/or authenticated. Yet another example of

secure storage is a storage that is only accessible by one or more dedicated processors, such as a

processor that evaluates biometric data against stored templates. In some embodiments,

registration also includes data usable to authenticate one or more users associated with the

registration. In some embodiments, the owner or user of the computational device on which the

registration record is stored authenticates to the device and then indicates that they want to add a

second user on the device. This second user would then be prompted to enroll, and the

computational device stores the associated profile. This is therefore distinct from the owner of

the device adding another fingerprint or other biometric verification technique to an existing

profile of theirs, as the second user is associated with a new and different profile, but a new

fingerprint or other biometric verification technique of an already existing profile may be added

to the same profile. In some embodiments, two different profiles have different policies

associated with them, where example policies address the keys that would be associated with a

user after a successful authentication to the computational device. In some embodiments, the

matching of a profile is determined at least in part by the verification of authentication data such

as at least one of a password, a PIN (personal identification number), biometric data,

knowledge-based authentication, second factor authentication data, or other authentication data.

The registration may have already been performed in the past, prior to the initiation of the vault

transfer. For example, a user may already have access to the device to which a vault is to be

transferred. In some embodiments, a profile is matched if an authentication attempt that includes

one or more such authentication methods succeeds. Some profiles may require multiple

associated users to successfully authenticate for the profile to be matched (e.g., at least three out

of five). In some embodiments, based on what profile is matched, one or more records are

selected. These records are associated with vaults. This selection of records and vaults in turn

decides what privileges and access rights the user has when accessing services and data. These

privileges and access rights may depend on policies associated with the record, the type of

authentication method was used, and a score associated with the authentication. In some

embodiments, the profile that is associated with a user is tied to one or more vaults, where such

vaults may be associated with different policies (e.g., in terms of whether the vaults can be used
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for authentication on the computational device or only be used as a backup). In some

embodiments, the policies also state what actions are to be taken by the system if there is a

failure, such as a failure to authenticate. One example of such a policy requires that a vault is

erased after a set number of failed attempts, such as ten attempts, or that a vault that initially was

allowed to be used for authentication according to a policy associated with it is modified to only

be used for backup purposes after a risk indication is observed, such as more than a threshold

number of failed attempts within a selected time period, such as at least ten attempts within one

day.

FIG. 9 is a flow diagram illustrating an embodiment of a backup process. In this example,

process 900 includes an example series of events associated with a backup process. The process

begins at 901, when a user accesses a computational device. This may be the user's

computational device, or it may belong to another user, in which case the user registering in step

901 is registering, for example, as a second user on the computational device. In this example,

the registration process involves one or more prompts instructing the user what actions to take,

where example actions include the creation of a biometric template (e.g., related to one or more

of fingerprint features, voice biometric features, facial recognition features, or iris detection

features). The template is part of the user profile created for the user. The profile also includes

policies related to access to resources, policies related to vaults, as well as one or more vaults,

which may be generated locally or obtained from an external source such as another

computational device or a cloud storage entity. At 902, pairing is initiated between the

computational device and an external resource that stores a vault to be synchronized (e.g.,

transferred to the computational device on which the user registered in step 901). Examples of

external resources include another computational device, a cloud storage resource, etc. As part of

the pairing between the computational device and the external resource storing the vault, the

computational device sends information relating to its security level, which in various

embodiments includes a certificate or another type of assurance from a party trusted by the

external resource. At 903, the external resource determines that the requested vault is allowed to

be transmitted to the computational device. If it is, pairing is completed. In some embodiments,

the pairing requires the user to perform one or more actions, such as authenticating to one or

more of the computational devices and the external resource. At 904, key exchange is performed,

and a secure channel is established. At 905, the vault is transferred, for example over a secure

channel, from the external resource to the computational device, and associated with the profile

created by the user. At 906, the decryption key for the vault is transferred from the external

resource to the computational device (e.g., over the secure channel or by the user obtaining and

copying a code into the computational device). With the decryption key, the vault can be opened.

In some embodiments, the vault is obtained without full security verification, but the decryption

key can only be received after pairing, policy verification, and key exchange are performed. At

907, the vault is utilized by the user for authentication to a resource, or to create a new backup on

yet another computational device, using a similar process. In some embodiments, the steps

described in FIG. 9 are performed in another order (e.g., performing policy verification after the

key exchange is performed). Also, in some embodiments, some of the steps, such as pairing, are

not performed, or some of its functionality is performed as part of another step, such as the key

exchange step.

One example of synchronization is to copy new data from a first computational device to a

second computational device, where the first and second computational devices have been
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associated with each other. If one or both of the computational devices include multiple profiles,

then the synchronization is performed relative to the associated profiles. For example, if Alice

has a profile on computational device A, and both Alice and Bob have profiles stored on

computational device B, then an update of Alice's profile on computational device A causes data

to be synchronized to the associated profile associated with Alice on computational device B, but

not to the profile associated with Bob on computational device B. The two profiles may be stored

in the same storage unit, or in two different secure storage units. Each profile may correspond to

one or more records, which may be stored in different storage units. In some embodiments, at

least one portion is stored in a secure storage. In one embodiment and for some devices, all

storage may be considered secure; this assessment can be based on what types of processes are

allowed to execute on the device. For example, if only trusted processes are allowed to run on

the device, all storage may be considered trusted, based on a security evaluation being performed

to confirm that only trusted processes are present. In some embodiments, this security evaluation

involves performing remote attestation. Once two devices have established a secure channel, the

secure channel can be reused for such synchronization, whether the encrypted synchronization

data is sent directly from device A to device B (e.g., using a direct wireless connection) or

whether it uses one or more intermediaries, such as a communication network involving a cloud

storage entity as one party to the communication, or a communication network such as the

telephony network or the Internet. One example approach, for example, is for one computational

device to advertise the existence of synchronization data to one or more other computational

devices, using a notification system that may involve an untrusted third party that simply is in

charge of conveying notifications; a device receiving such a notification can respond to it,

whether to request the synchronization to take place or not, and then, if a synchronization was

requested, to receive the synchronization data over a secure channel. Here, the secure channel

provides encryption of the contents, as well as a conditional authentication of the contents. As

one example, the encryption is performed using a first key and an algorithm such as AES, and

the authentication performed using a second key and an algorithm such as SHA-MAC, which is

an example of a keyed hash function. The first and the second key are derived from a shared key

that has previously been established between the devices. Alternatively, the devices have stored

each other's public key and perform key transport for a master key from which the two keys used

for encryption and authentication of the synchronization data is performed. Example contents on

the synchronization data include, but are not limited to, new policies, new credentials such as

keys used to interact with service providers, new keys to be distributed to address revocation of

previously delivered keys, new biometric data, new user information associated with profiles,

and more.

Another example of performing synchronization involves the transmission of a certificate signed

by one of the computational devices involved in the synchronization data to be transmitted,

where, in some embodiments, the certificate associates a capability or right with a public key

associated with a user profile, or with a user profile associated with a specified computational

device on which the user profile is stored. In some embodiments, a certificate also describes the

security context of the receiving device, or requirements relating to this. In some embodiments,

certificates are exchanged in one or both directions of the exchange corresponding to the

synchronization, where the certificate from the originator of the vault is associated with stated

requirements on the receiving device while the certificate transmitted by the receiving device is

associated with the security context of the receiving device. The receiving computational device

associates a received certificate and associated policies with the indicated profile after verifying
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that they are valid (e.g., by verifying the digital signature of the certificate). To later authenticate

on behalf of the user, the receiving computational device sends a digital signature associated

with the certified public key, and where the digital signature is generated on an input message

that relates to a description of the requested action, along with the received certificate. This

enables the recipient of the associated request, which for example is a service provider, to verify

the validity of the request relative to the signer, where in some embodiments, the signer is a

computational device or a component thereof, and relative to the computational device that

originated the synchronization data including the certificate. It provides additional granularity

relative to a system in which the same key is used on multiple devices, which in turn enables

device-specific revocation, should a device be suspected of having been compromised. An

alternative to this approach is the automated generation of a new key by a computational device

whose capabilities are not being revoked, where this new key is signed using the old key, thereby

invalidating the old key, no matter what device uses it, in favor of the new key. In some

embodiments, this also requires the synchronization of the new key to each computational device

whose capabilities are not being revoked relative to the now-replaced key. Here, signing using a

key is an action performed using the secret key of a secret key—public key pair that is newly

created, and that the data that is signed includes the public key to be revoked, where revoking

this means that the associated secret key of the revoked public key no longer can be used to sign

messages. Other techniques of synchronizing authentication data, whether to add or replace

policies, keys and other data, or to perform revocation, may be used instead, as appropriate.

In some embodiments. secure storage can only be accessed using a restricted interface. One

example of such a restricted interface is a dedicated physical connection from a processor

permitted to access the secure storage. For example, this may be a bus; alternatively, the secure

storage may be integrated with the processor allowed to access it (e.g., the storage includes

non-volatile registers of the processor, or an alternative type of memory that can be accessed

from the permitted processor). The secure storage and the processor permitted to access it may

also be integrated on a SoC (System on a Chip). Alternatively, the restricted interface may be an

API (Application Programming Interface) that is only accessible from a secure mode of

operation of a processor. In one embodiment, access to the API is only granted from selected

processes or applications; in another embodiment, the API is only accessible using a secure

operating mode of the processor.

The processing device, in some embodiments, includes a hardware-based cryptographic

accelerator, such as a special-purpose processor with hardware support for cryptographic

operations. Alternatively, a processor of the processing device may have micro-instructions

dedicated to cryptographic operations, such as computing cryptographic hash functions,

computing or verifying digital signatures, encrypting or decrypting data, or computing other

one-way functions efficiently. An example cryptographic hash function is SHA-256. Example

algorithms for encryption and decryption are AES, RSA and ElGamal. Example digital signature

algorithms are RSA and DSA, which also include or use the computation of a cryptographic hash

function. Digital signatures can also be generated using Merkle signatures or Lamport signatures,

both of which are based on a one-way function. SHA-256 is a believed one-way function. In

some embodiments, a processing device has both hardware support for cryptographic operations

and dedicated micro-instructions for cryptographic operations.
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In some embodiments, a policy associated with a vault determines whether a vault may be

backed up. In some embodiments, the policy depends on externally available information, such

as the contents of a registry maintained by a trusted third party, the contents of the registry

indicating how many backups have been made of the vault; how many of these backups are

known to still exist; and whether there is a need to revoke the rights of any computational

devices holding backups of the vault, resulting in the vault being erased from such computational

devices. In some embodiments, this policy is also used to determine whether contents of a vault

need to be revoked (e.g., by placing a public key associated with the vault on a revocation list);

whether the contents of a vault need to be updated (e.g., by replacing one key with another).

Policies can also be associated with devices, or with all vaults on a device. Such a policy may

state that vaults can only be backed up to computational devices of the same brand, or to

computational devices that satisfy software requirements associated with the policy, such as

having anti-virus software or using an operating system that is the most recent version or the

version before that, but not older. Policies may be associated with individual vaults, or with

selected contents of a vault, such as a key that is used for a purpose identified in the policy. In

some embodiments, authentication information such as biometric data is not included in the data

that is synchronized during a backup, whereas in other embodiments biometric data is included

unless a policy associated with the vault prohibits it.

In one embodiment, as vaults are backed up, they are not copied verbatim to the backup device.

Instead, some of the contents are modified as a backup is performed, whether of the copy of the

vault that is transmitted to the other device or to the copy of the vault that is kept. For example,

the system may update policies associated with a vault (e.g., to indicate whether a vault contains

a master key or a derived key), where the derived key may be associated with lesser capabilities.

As another example, the original copy of a vault includes a first secret key and associated first

public key, but the derived copy of the vault includes a second secret key and associated second

public key, along with a digital signature on the second public key using the first secret key,

where this digital signature is verified using the first public key. Such an approach simplifies

revocation, as selected keys can be revoked. In addition, this allows revocation of any key that

was digitally signed using an already revoked key, which may be performed, for example, if

there is a breach. In some embodiments, a backup is split into two parts, each part which is

backed up to a separate device, and where both parts are required to be synchronized to one and

the same device, which can be yet another device, in order for the backup data to be accessible.

In some embodiments, a backup is split up into three or more parts, and in a manner that requires

a quorum of backup components to be combined for the data to be reconstituted. In some

embodiments, public key secret sharing techniques are used to facilitate such functionality.

Techniques based on symmetric key technology may also be used.

FIG. 10 is a flow diagram illustrating an embodiment of a process of a user registering as a

second user on a computational device. In some embodiments, process 1000 is executed by a

computational device. The process begins at 1001, when the registration process is initiated, for

example, by the main user of the computational device making a request to add a new user as a

second user. At 1002, a new profile is created for the second user. As one example, the profile

has at least one database record, to which one or more profiles may be added, whether by the

new user or during the synchronization of one or more vaults, such as described in the example

of FIG. 9, where policies may be associated with the one or more vaults. Additional policies may

be obtained from third parties, such as an employer. A user may indicate the source of such
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policies during the registration at 1001, or the source may be indicated by vault data transferred

to the device, such as at step 905 of FIG. 9. Alternatively, in some embodiments, the source is

communicated along with policies, which may be received, for example, as part of the pairing

process 902 described in conjunction with FIG. 9. At 1003, the computational device receives

authentication information, such as cryptographic keys, passwords or other credentials. These are

added to the profile as part of one or more vaults associated with the profile. At least portions of

the profile are stored securely at 1004; examples of such secure storing include storing the

profile in a secure storage such as a storage that can only be accessed by a dedicated processor;

and encrypted and authenticated and stored in an insecure storage, while storing the keys to

decrypt and verify such data in a secure storage that can only be accessed by the dedicated

processor. Another example of such secure storage includes storing the profile in a storage that

can only be accessed using a restricted API. In some embodiments, this restricted API is only

accessible by some processes or from some processing environments. In yet another example, the

profile is encrypted and authenticated using one or more keys that are only accessible using a

restricted API from a whitelisted process or from a selected processing environment; and where

the encrypted and authenticated profile can be stored in another type of storage, including a

storage that is not secure. Multiple users may be added as second users on a device. In some

embodiments, for each one of these multiple users, a separate profile is generated and stored. In

some instances, multiple users may share access to a resource. In these instances, their

authentication information may be stored in one and the same profile (i.e., the same profile for

all the multiple users with access to the resource); they may also be stored in independent

profiles, where each profile indicates the resource to which an associated user has access. The

access information may include multiple resources. This information may be stored in the profile

or in one or more associated records. The access information, in one embodiment, is stored

securely (e.g., on a storage unit that can only be accessed by a dedicated processor, only be

accessed using a restricted API, or only accessed from a computational environment that has

been determined to be safe).

FIG. 11 is a flow diagram illustrating an embodiment of a process of an authentication attempt

on a computational device. In some embodiments, process 1100 is executed by a computational

device. The process begins at 1101, when the computational device receives a user input, such as

a fingerprint, iris biometric information, face biometric information, or another input with the

capability to authenticate the user, including other biometric information and/or a password, PIN

or knowledge-based authentication string. Such user input is referred to herein as authentication

input. At 1102, the computational device accesses one or more stored profiles to determine

whether any one of these matches the authentication input. If a profile is securely stored in an

insecure storage (e.g., authenticated and encrypted, making the insecure storage a secure storage

with respect to the encrypted and authenticated element), then it is loaded into secure storage,

decrypted, and verified with respect to its authenticity. If a profile is already stored in secure

storage, such as a storage only accessible from a dedicated processor or only accessible using a

restricted API, then this may not be necessary, but is still performed in some embodiments as

additional assurance. For example, in some embodiments, this is required for a computational

device to be certified to high security levels. A match is performed by comparing the one or

more templates associated with the profile, and determining whether the match is sufficiently

good (e.g., by determining that a matching score exceeds a threshold value, such as a value

0.82—this is but one example of a threshold value, and other threshold values maybe used).

Another biometric template may have a higher threshold value associated with it (e.g., a value
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0.92). In this example, this corresponds to a better quality match. In some embodiments, policies

associated with vaults specify the threshold at which a match needs to be performed for an action

to be permitted, where different types of actions may be associated with different thresholds. As

a match is found, the associated profile is accessed, as shown at 1103. In this example, when the

profile is accessed, the computational device extracts or loads the associated vault, or portions

thereof. In some cases, the vault may already have been loaded, as part of the loading of the

profile, or it may be loaded in response to the match being made. In some embodiments, as a

vault is loaded, it is decrypted and, in some embodiments, its authentication value verified. An

example authentication value is a message authentication code generated at the time the vault

was generated or stored on the computational device. Another example of an authentication

value is a digital signature. As one example, the decryption key is the same decryption key as

described in 906, or it is a new key that is generated after the decryption key is received in 906

and the vault is decrypted using this key. If a new key is used, in some embodiments, this is

performed using a high-quality random generator, such as a physical randomness generator or a

cryptographically secure pseudo-random generator. In some embodiments, sensors on the

computational device are used to generate true random values, whether for use as a physical

randomness generator or to seed a pseudo-random generator. Examples of such sensors include

biometric readers, which collect a large amount of high-entropy data. After the matched profile is

accessed at 1103, and at least one vault associated with the profile is loaded and accessed, an

action is initiated at 1104. An example action is to use a cryptographic key stored in the accessed

vault to compute a cryptographic value, such as a digital signature or other authentication value,

and send the cryptographic value to an external resource. Alternatively, the action at 1104 is to

access an internal resource relative to the computational device, where such an internal data may

be an application, data accessible from an application, or similar. In this example case, the key

extracted from the vault may be used to decrypt information, such as the data to be accessed,

where the encrypted data may be stored on insecure storage. In some embodiments, such data is

also authenticated, for example, using a message authentication code (MAC), using a key also

stored in the vault. Thus, vaults can store many keys, where each such key may be specific to a

particulate usage, and associated with a tag or other descriptor that identifies what it can be used

for. This may also be controlled by one or more policies, as described above.

FIG. 12 illustrates an embodiment of a computational device. In this example, computational

device 1201 includes a user input element 1202 such as a dedicated biometric sensor, a

touchscreen, a camera or another input element capable to receive data usable to authenticate a

user. As shown in this example, computational device 1201 further includes one or more secure

processors 1203, as well as optional one or more application processors 1204. The computational

device 1201 further includes a user-facing output element 1204, such as a screen, an LED, a

speaker, a haptic element, etc. While a user-facing output element is shown in this example of a

computational device, the computational device need not have a user-facing output element, and

the techniques described herein may be variously adapted to accommodate computational

devices without user-facing output elements. Examples of communication element 1206 include

a Bluetooth-enabled radio, a WiFi-enabled radio, a USB port, a speaker, etc. In this example,

secure storage 1207 is accessible only from secure processor 1203, or requires the use of an

application programming interface (API) only accessible to secure processor 1203. Thus, in this

example, application processor 1204 cannot access secure storage 1207. In this example,

insecure storage 1208 can be accessed both by secure processor 1203 and application processor

1204. Computational device 1201 further includes a power source 1209, such as a battery. In
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some embodiments, power source 1209 is an interface from which power can be obtained from

an external device. One example of such an interface used to power a computational device is a

USB connector, which receives power to a computational device from a computer it is connected

to, or another power source.

FIG. 13 illustrates an embodiment of a computational device. In this example, computational

device 1301 includes a user input element 1302 such as a dedicated biometric sensor, a

touchscreen, a camera or another input element capable to receive data usable to authenticate a

user. In this example, computational device 1301 further includes one or more processors 1303

that can be run in secure mode 1304 a, or non-secure mode 1304 b. Computational device 1301

further includes (but need not include) a user-facing output element 1304, such as a screen, an

LED, a speaker, a haptic element, etc. In various embodiments, communication element 1306 is

a Bluetooth-enabled radio, a WiFi-enabled radio, a USB port, a speaker, etc. In this example,

secure storage 1307 is accessible only from processor 1303 in secure mode 1304 a, using a

restricted interface. Thus, in this example, processor 1303 in non-secure mode 1304 b cannot

access secure storage 1307. In this example, insecure storage 1308 is accessible by processor

1303 both in secure mode 1304 a and non-secure mode 1304 b. As shown in this example, the

computational device 1301 further includes a power source 1309, such as a battery. In some

embodiments, power source 1309 is an interface from which power can be obtained from an

external device. One example of such an interface used to power a computational device is a

USB connector, which receives power to a computational device from a computer it is connected

to, or another power source.

FIG. 14 is a flow diagram illustrating an embodiment of a backup process between two

computational devices. In some embodiments, process 1400 illustrates an aspect of the backup

process between two computational devices. In some embodiments, process 1400 is executed by

one or more computational devices. The process begins at 1401, when a pairing request is

transmitted between a first computational device and a second computational device. In this

example, suppose a computational device A has a vault requested to be backed up to a

computational device B. At 1402, device A receives compliance data related to computational

device B. In some embodiments, the compliance data includes a description of the system of

computational device B, which includes, for example a serial number, a hardware version

specification, data describing the software configuration and its versions, a description detailing

hardware attachments, software plugins, etc. In some embodiments, at least part of the

compliance data is digitally signed by a trusted third party, such as a manufacturer, anti-virus

vendor, an employer of the user, a financial institution, insurance company, etc. In some

embodiments, aspects or portions of the compliance data are digitally signed by a first trusted

party while other aspects of the compliance data are signed by a second trusted party. In some

embodiments, the compliance data also includes digital certificates and other data usable to

assess risk, such as usage logs associated with computational device B. In some embodiments,

the compliance data is transmitted over a secure channel. In some embodiments, at least some of

the compliance data is sent from a third party repository or service provider while at least some

of the compliance data is sent from computational device B. At 1403, computational device A or

a party associated with it evaluates the compliance data and determines whether computational

device B is in compliance (e.g., matches the requirements specified by one or more policies

associated with at least one of the requested vault and computational device A). For example,

computational device B is determined to be compliant if it is associated with a whitelisted
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hardware configuration and satisfies a minimum requirement for software configuration, such as

having a sufficiently recent operating system installed. At 1404, new policies addressing what

the vault can be used for are generated. For example, if the compliance verification in step 1403

determines that computational device B is in partial compliance but not in full compliance, a

policy restricting the use of the vault may be generated and associated with the copy of the vault

to be transmitted to computational device B. At 1405, the two computational devices engage in a

synchronization of data in which at least part of the requested vault information is transmitted to

computational device B. In some embodiments, if there are future changes to the vault

information, a notification is transmitted from the computational device where the modification

was performed or observed to other entities, such as other computational devices and cloud

storage repositories and service providers assisting in synchronization processes. An analogous

process can be used if the requested vault is requested from computational device B from a cloud

storage unit.

FIG. 15 is a flow diagram illustrating an embodiment of a pairing process. In some

embodiments, process 1500 illustrates an aspect of an example pairing process. In some

embodiments, process 1500 is executed by a computational device. The process begins at 1501,

when a first computational device receives a biometric input, such as a fingerprint, face

biometric data, voice data, typing behavior, etc. This may be received from a built-in sensor,

such as a fingerprint sensor, or it may be received from a device the first computational device is

in communication with, such as a connected keyboard. At 1502, the first computational device

receives a pairing signal, such as data related to a distance-bounding protocol, a code input by a

user, accelerometer data indicating a time series of movement data, etc. At 1503, a code is

generated. In some embodiments, the code is generated from the biometric data. The code may

also be generated from the pairing signal data. In some embodiments, the code is generated in a

manner that is robust to minor errors. As one example, the code is generated at least in part from

a key generated from the biometric data. For example, an approach that is robust to minor

modifications of the input data may be used, where robust entropy is extracted from biometric

data of various types. Alternatively, key data is extracted from biometric data. In some

embodiments, the code is set as the combination of a key derived using such an approach, and a

function of at least some of the pairing signal. If a fuzzy pairing signal such as accelerometer

data is used, a similar process of extracting a robust key from the pairing signal may be used. If

non-fuzzy pairing data is used, in some embodiments such data is appended to the key extracted

from fuzzy data, such as biometric data and accelerometer data. The result is, for example, a

code. In some embodiments, another code is computed by a second computational device in an

analogous manner. At 1504, the code computed by the first computational device is compared to

the code computed by the second computational device. In some embodiments, this is done by

communication of the code from one of these devices to the other, or by a user entering the code

from one device into the other device, or a user input unit associated with the other device. In

some embodiments, it is performed using a socialist millionaires' protocol. In response to the

comparison, the first computational device makes a pairing determination at 1505, where this

determination reflects whether the codes compared matched or not. If the codes match, the

pairing is determined to have succeeded, otherwise not.

Although the foregoing embodiments have been described in some detail for purposes of clarity

of understanding, the invention is not limited to the details provided. There are many alternative
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ways of implementing the invention. The disclosed embodiments are illustrative and not

restrictive.
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