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A METHOD OF IDENTIFYING NETWORKING
EQUIPMENT FOR ESTABLISHING P2P CONNECTION
AND THE SYSTEM USING THE SAME
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6 - illustrates that a terminal equipment can be any device

such as a remote control

7 » illustrates that a portable hard drive can be used for

sharing information for all the connected devices

Detail Descriptions of Embodiments

Embodiment 1:
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Other descriptions are the same as

in Embodiment 1
described above. In this Embodiment 2, a proxy device, such as

a mobile phone, is used to generate an image of a pattern, such
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as a one dimensional Bar Code or a QR code, for inputting
identification information for a terminal equipment, so that the
terminal equipment, which has no image sensing capability or
inputting capability for inputting a series of words, characters,
symbols or digits by a user, can establish a p2P connection

with other terminal equipments.

Please note that the proxy device such as a mobile phone
can input identification information for a terminal equipment
through an input device such as a keyboard, touch screen, etc.
In other words, it is not necessary for the proxy device to have

image sensing capability.

As shown in Fig. 6, the terminal equipment can be any
device such as a remote control or a power control device such
as a power extension code, a lamp, a water supply and etc.,
which has no imaging sensing or inputting capability for
inputting identification information to establish a p2P
connection with other terminal equipments. Likewise, the
proxy device can be any device, such as a camera, a notebook,
a PAD, etc., which has imaging sensing or inputting capability
for inputting identification information in order to allow the
terminal equipment to establish a p2P connection with other
terminal equipments. Furthermore, the proxy device can

transfer information to the terminal equipment through many
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ways such as wireless or wired lines.

As shown in Fig. 7, the portable hard drive can be used for
sharing information for all the connected devices, such as a
mobile phone, an IP camera, a notebook, etc., by establishing
P2P connections between the portable hard drive and all the

connected devices.

REMME » REEXTZRAEAZEEZHREAR HEZRINK
R IR EAIEAS o ZEMAHBE AN EN DR ARME AR A
— S BR K E X AR AR AL 4 SRR BRSK R AR R A, M N % &g
XM AN IK R RN B ) IR B AR R LR SRR AR B
WA AR o i KRETEI UKW AB R ZEEEHY
FE¥ EEiR 4 o MTE B MR F IR LA B o Bk RN
HmAEESMBRGFEFFEARZAGEMH > LT RENA
M—FmRA o R LAl EEREAYN —BRET R
Bl e g RARERFLARTIHRGILE - B LRAEAF
HHEMENHEGILASHEE > SENE AT R EA

W EBEEMAN -
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CLAIMS

What is claimed is:

I.
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Appl. No. : 61/812,262 Confirmation No. : 9399

First Applicant: Filed : 16-APRIL-2013
Patrick KUO

Docket No. : 6121.001.PPA Customer No. : 11336

Incoming Letter to Submit English Translation of the Specification

Dear Sir:

Applicants hereby submit an English translation of the specification of the provisional

application, 61/812.262. and state that the translation is accurate.
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SYSTEM AND METHOD OF IDENTIFYING NETWORKED DEVICE FOR

ESTABLISHING A P2P CONNECTION

I. Field of the Invention
The present invention relates to establishing a network connection and, in

particular, to establishing a P2P (Point to Point) connection.

I1. Description of the Prior Art

With the advancement of technology and popularity of the network, the
user can set up a network video camera to monitor places around the world
via the Internet. When an emergency occurs, the user can take advantage
of the alarm systems connected to the Internet to notify local Response
Center to take urgent measures to put the emergency situation in control.
Although the Internet has great use value in fighting against the crime and
preservation of evidence, but the conventional network cameras need to
match the complex wiring for connecting the cameras. If you want to
install a security surveillance system in home, you must install complex
wiring to configure cameras in every corner of the home. In response to
these shortcomings, the market generally use wireless LAN to connect
each webcam, because the wireless network does not require wired lines,
which eliminates the complex installation process. But the wireless LAN
also has some disadvantages, because the wireless transmission is based
on electromagnetic waves which can be blocked by the walls and the

spaces between upstairs and downstairs.
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Power Line Communication becomes a promising method as a solution to the last mile of the
broadband communication, because it does not have the above-mentioned disadvantages in
wireline and wireless network. Power line transmission, by definition, refers to sinal
transmission utilizing the existing power lines in home with a high-speed transmission rate of

data, voice, video and multimedia services.

The Power Line Communication uses the frequency bands in 4MHz to 21MHz or 2MHz to
30MHz to transmit signals. It uses orthogonal Frequency division multiplexing (OFDM)
techniques for signal coding and modulation at the transmitting end, and then the modulated
signal will be transmitted in power line. At the receiving end, the receiver coupled to the power
line will decode and demodulate the OFDM signal so as to recover back to the original signal,
which can save a huge amount of cost, because the power line signal is not blocked by all of
the barriers in home. And the power transmission line technique can be found in the relevant

patent applications such as US2005/ 0047379 and US2004 / 0,186,908.

The power line transmission can use P2P connection to connect different cameras at different
locations as well. Please refer to the China Taiwan Patent Publication No. M382669, which
disclosed a network video surveillance equipment and control system, which includes camera,
a powerline network bridge, a first router and a second router, a P2P connection server and a
monitoring device. After the camera captures the images and compresses the images into digital
video signals and transmits the video signals to the powerline network bridge, and then connect

to the Internet via the first router.

When the camera device is connected to the Internet, it will automatically connect to the P2P
server, the server would perform a hole-punching technique in the second router connected to

the monitoring device, and the monitoring device can be directly connected to camera device

2
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via the Internet without going through the P2P server. Although the system using the power
line to connect the camera device and the surveillance device, it will be limited to the P2P serves

of a single service; therefore, the scalability and the comparability are very much limited.

To overcome the above-mentioned issue, the prior art discloses a platform
for connectivity of Things through point to point network, wherein the
platform has a management server, a plurality of proximal equipment and
networked devices having a plurality of application program interfaces,
wherein the management server and the linking server establish a P2P
connection through the Internet, and the application programming

interface (API) can be applied to a variety of different operating systems.

In the actual mode of operation, each of the networked devices has an
identification code (ID) and automatically connects to the management
server and registers the identification code (ID) of the networked device
in the management server, the terminal device can make a request to the
management server to provide addressing information of a linking sever
for connecting to the networked device by inputting the identification code
(ID) of the networked device for establishing a P2P connection between
the networked device and the terminal device through an identical

application programming interface (API).

While the foregoing system solves the connection problems when the
number of network equipment increases, however, the number of
identification codes and the complexity of the connecting process will

increase as well, especially when the identification code is more than 10

W)
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digits or English characters or a combination thereof. When the users want
to select a networked device to monitor some activities, the identification
code of the networked device must be inputted to the proximal end
equipment. Even if the proximal end equipment is a smart phone, it is
complicated and cumbersome to input such a lengthy identification code

(ID) to establish a connection.

SUMMARY

One object of the present invention is to solve the slow process of
establishing connections between the terminal devices and networked
devices, which is caused by excessive number of digits or characters in

the identification codes.

To achieve the above object, the present invention discloses a system to identify
networked devices for establishing P2P connections, wherein the system comprises at
least one network server, at least one networked device and at least one terminal device,
wherein the server has a list of networked devices; the networked device has an
identification code and a barcode corresponding to the identification code, the
networked device registers its identification code to a list of networked devices in a

server through Internet;

The terminal device includes an image capture unit which captures the

barcode of the networked device for generating a connection request signal

corresponding to the barcode,
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The connection request signal is transmitted through the Internet to the
network server, wherein the network server identifies the networked
device from the list of networked devices corresponding to the connection
request signal and notifies the networked device that the terminal device
1s requesting to make a connection therewith, so that a communication
channel can be established between the networked device and the terminal
device, whereby a P2P connection can be established via the

communication channel.

According to the system described above, the present invention provides a method to
identify networked device for establishing a P2P connection, wherein the method
comprises the steps of: (a) connecting at least one networked device to a network
server through the Internet; (b) registering the identification code of the
networked device to the list of networked devices of the server and setting
up a barcode corresponding to the identification code on the networked
device; (c) capturing the barcode of the networked device by an image
capture unit of the terminal device to capture the barcode to produce a
connection request signal corresponding to the barcode; (d) identifying,
by the network server, the networked device from the list of networked
devices corresponding to the connection request signal and notify the
networked device that the terminal device is requesting to make a
connection therewith, so that a communication channel can be established
between the networked device and the terminal device, whereby a P2P

connection can be established via the communication channel.
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In one embodiment of the method described above, the step (c) further
comprises the sub-steps of: (cl) interpreting the barcode image to an
identification code; (c2) embedding the identification code in the

connection request signal.

In one embodiment of the method described above, in order to avoid the
interception of the identification code by unauthorized individuals, step
(¢) further comprises the sub-steps of (c1) embedding the connection
barcode image in the connection request signal; (c2) transmitting the
connection request signal to the server through the Internet, wherein step
(d) further comprises the sub-steps: (d1) receiving the connection request
signal; (d2) interpret the barcode image to an identification code by an

image interpreting unit of the server.

Furthermore, in order to avoid unauthorized use of the terminal device to
monitor by the networked devices, the step (d) further comprises the
following steps: (e) input a security code through the terminal device; (f)
determine whether the security password is the same as a default security
password in the networked device, if not, then back to step (e), and if so,

allow the terminal device to log on to the networked device.

In another embodiment in accordance with the present invention, the
network server to perform holes punching to establish a communication
channel between a terminal device and a networked device. In another

embodiment of the present invention, the Internet is based on Ethernet
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(Ethernet), local area network (LAN), wide area network (WAN) and

virtual private network (VPN) group consisting of any kind.

In another embodiment of the present invention, connection barcode image
should be matched with the default password, and the image capture unit
captures the barcode of the networked device to produce a connection

request signal corresponding to the barcode.

In another embodiment of the present invention, the terminal includes an
image interpreting unit to interpret the barcode image into an
identification code and a default password, and the connection request
signal carries the identification code and the default password.

In another embodiment of the present invention, the connection request
signal carries the connection barcode image, and the server includes an
image interpreting unit to interpret the barcode image into the

identification code and the default password.

In another embodiment of the present invention, the connection barcode
is a QR code or one-dimensional barcode. With the above technical
solution, the present invention has the following advantages: It can
quickly establish connections between mobile devices and networked
devices. Unlike prior art to manually enter the identification code word
by word, the image capture unit of a mobile phone captures the barcode
image of the networked device, the barcode image is then converted into
the identification code so as to allow the server to establish a P2P

connection between the networked device and the terminal device.

7
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BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the accompanying advantages of this invention will
become more readily appreciated as the same becomes better understood by reference
to the following detailed description, when taken in conjunction with the
accompanying drawings, wherein:

Fig.1 illustrates a schematic of a system to identify a networked device for
establishing a P2P connection according to one embodiment of the present
invention;

Fig.2 illustrates a schematic of a system to identify a networked device for
establishing a P2P connection according to one embodiment of the present
invention;

Fig.3 illustrates a schematic of transmission hole-punching messages to
establish a P2P connection;

Fig.4 depicts a schematic of a P2P connection;

Fig.5 depicts a flowchart of establishing a P2P connection; and

Fig.6 illustrates that a terminal equipment can be any device such as a remote control;

Fig.7 illustrates that a portable hard drive can be used for sharing information for all the

connected devices.

Detail Descriptions of Embodiments

Embodiment 1:

The present invention provides a system to identify a networked device
for establishing a P2P connection. The technology of the present invention

are described as follows along with the drawings.

8
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Please refer to Fig. 1 to Fig. 2, which illustrates a schematic of a system to
identify a networked device for establishing a P2P connection, wherein
the system includes a network server 10, a first networked device 20, a
second networked device 21 and a terminal device 30, wherein the terminal
device 30 can be portable electronic devices such as mobile phones, tablet
computers, notebook computers equipped with cameras, but not limit to; and
the first and second networked device can be a webcam, a network
surveillance camera or a network monitor, but not limit to.

In this embodiment, the terminal device 30 is a cell phone, and each of the
first and second networked devices 20, 21 is a webcam. The first networked
devices 20 and 21 have a built-in identification code A and B respectively,
and the first, second networked devices 20, 21 connect to the network server
10 through the Internet, wherein the Internet can be based on Ethernet,
wireless networks, local area network (LAN), wide area network (WAN) or

virtual private network (VPN).

Alternatively, if the first, second networked device 20, 21 is a network
camera installed in a house, the first and second networked device can use a
power line to connect to a network server 10 through a router and a bridge
to bridge the power line to the router. That is, the first and second networked
devices 20, 21 can be connected to network server 10 through the power line.
As the power line transmission technology is not the focus of current
invention and is well known in the art, it is not described herein further. The
first and second networked devices 20, 21 connect to the network server 10

through the Internet, and register identification codes A, B and their network

9
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addresses respectively in a list of networked devices of the network server

10.

One key focus of the present invention is that the first and second networked
device 20, 21 is respectively equipped with a first connection barcode 201
and a second connection barcode 211, the first and second connection bar
201, 211 are respectively stored with information of the first and the second
identification codes A, B. Each of the first and second connection barcodes
201 211 is a two-dimensional code such as a quick response code (QR code),
however, it is not limited to that and it can be in other form such as a one-

dimensional barcode.

In order to interpret the first and second connection barcode 201, 211, two
embodiments are disclosed as follows. Please refer to Fig.1, in one
embodiment, the terminal device 30 includes an application program
interface (API) and an image capture unit 301 preferably a camera. If the
user decides to connect the terminal device 30 to the first networked device
20, she/he can operate the application program interface (API) to enable the
image capture unit 301 to capture the image of the connection barcode 201
on the first networked device 20 to produce a connection barcode image, and
then convert the captured barcode image to a first identification code A by
an interpretation unit 302, then the terminal device 30 generates a first
connection request signal 303 comprising the identification code A, and the
application programming interface (API) transfers the connection request
signal 303 to the network server 10 through a wireless device of the terminal

device 30.

10
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However, after taking into consideration that the decoded first identification
code can be intercepted by unauthorized individuals during transmission in
the wireless network, a second embodiment of the present invention is also
disclosed. Please refer to Fig.2, in one embodiment, the terminal device 30
includes an application program interface (API) and an image capture unit
301. If auser decides to connect the terminal device 30 to the first networked
device 20, she/he can operate the application program interface (API) to
enable the image capture unit 301 to capture the first connection bar 201 to
produce a connection barcode image, however, in this embodiment, the
connection barcode image will not be interpreted in the terminal device 30,
therefore, the terminal device 30 sends a connection request signal 303
containing the connection barcode image instead of the identification code
of the first networked device 20. The application programming interface
(API) transfers the connection request signal 303 to the network server 10

through a wireless device of the terminal device 30.

As the first connection barcode 201 can be a QR code, the QR code can be
kept in its original form and carried in the connection request signal 303 and
transmitted to the network server 10 through a wireless network. Thus, the
security can be enhanced as an extra interpretation procedure of the QR code
is necessary for those unauthorized individuals. Accordingly, in order to
interpret the first connection bar 201 carried in the connection request signal
303, the network server 10 is equipped with a barcode interpretation unit
101 for converting the first connection barcode 201 to the first identification

code A.
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Please refer to Fig. 3 which illustrates a schematic of transmitting messages
for punching holes to establish a P2P connection. As shown in Fig. 3, when
the network server 10 receives the connection request signal 303, the first
identification code A can be obtained by analyzing the connection request
signal 303 no matter if the interpretation of the barcode image is done in the

terminal device 30 or in the network server 10,

As a result, the network server 10 can search for the network address of the
networked device in the list of the networked devices corresponding to the
first identification code, in this embodiment, the first identification code is

just the same as the built-in identification code of the first networked device,

Therefore, when the network server 10 receives the connection request signal
303, it will notify the first networked device 20 that the terminal device 30
is making a request to connect therewith, according to the network address
of the networked device corresponding to the first identification code.
Through hole-punching technique, which is well known in the field, the
server 10 respectively transmits hole-punching messages 401, 402 to the first
networked device 20 and the terminal device 30 respectively. At this time,
as shown in Fig. 4, a direct communication passage 50 is established between
the first networked device 20 and the terminal device 30; and a P2P
connection is then established between the first networked device 20 and the

terminal device 30 via the direct communication passage 50.
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Furthermore, the first networked device 20 has a default security password
which can be set by a user. If a user tries to use the terminal device 30 to
log on the first networked device 20, the user inputs to the terminal device
30 a security password and the application programming interface (API) then
send the security password to the first networked device 20 through the
internet. Only when the input security password matches the default security
code, will the terminal equipment 30 be authorized to connect to the first

networked devices 20 to exchange data.

In order to avoid manually entering the default security password, the first
connection barcode 201 can carry the identification code as well as the
security password. By doing so, when the image capture unit 301 captures
the first barcode of the first networked device 20 to produce a first
connection barcode image, the barcode image interpretation units 101, 302
convert the first connection barcode image into the identification code and
the security password. When the terminal device 30 is connected to the
networked devices 20, it will be authorized to exchange data with the

networked devices 20 at the same time.

In another embodiment, the application programming interface (API) of the
terminal device 30 can convert the identification code and default security
password into a connection barcode, which can be stored for establishing a
P2P connection with the first networked device 20 to exchange data, next

time.
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In one embodiment, after the terminal device 30 converts the identification
code and default security password into a connection barcode, the terminal
device 30 can transmit the connection barcode to other terminal devices to
enable them to establish a P2P connection with the first networked devices

20 to exchange data as well.

Please refer to Fig. 5 which depicts a flowchart of establishing a P2P
connection between the terminal devices and networked devices. As shown
Fig. 5, firstly, connect at least one networked device to a server over the
Internet (step S1). Then, the server registers an identification code and a
network address of the networked device in a list of networked devices, and
sets up a connection barcode corresponding to the identification code on the

networked device (step S2), and

Then, the terminal device 30 captures the connection barcode to produce a
connection request signal 303 and transfers the connection request signal
303 to the network server 10 through a wireless device of the terminal device
30 (step S3), the network server 10 receives the connection request signal
and searches for the networked device in the list of the networked devices
according to the connection request signal, and notify the first networked
device 20 that the terminal device 30 is making a request to connect
therewith. Through hole-punching technique, a communication channel
between the networked device and the terminal device is established for
establishing a P2P connection between the networked device and the terminal

device (step S4).
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In one embodiment, the terminal device 30 is a cell phone, and the first and
second networked devices 20, 21 can be storage equipment, such as portable

hard drive, portable solid state disk, redundant disk array, etc.

Embodiment 2:

The embodiment 2 of present invention provides a system to identify a
networked device for establishing P2P connection. The technology of the

present invention are described as follows along with the drawings.

Please refer to Fig. 1 to Fig. 2, which illustrates a schematic of a system to
identify a networked device for establishing a P2Pconnection, wherein the
system includes a network server 10, a first networked device 20, a second
networked device 21 and a terminal device 30, the terminal device 30 can be
a storage device such as a portable hard drive, a portable solid state disk, a
remote control, a power extension cord, which does not have a camera or

lens to capture images.

The first and second networked device can be a mobile phone, a PAD, a
notebook, a webcam, a network surveillance camera or one network monitor,
but not limit to. In this embodiment, a terminal device 30 is a portable hard
drive » (Please note that terminal device 30 is now referring to a portable
hard drive instead of a mobile phone and the image capture unit 301 in Fig.
1 should be removed, for the descriptions in Embodiment 2) > and the first
and second networked devices 20, 21 respectively a webcam, wherein a proxy
mobile phone (Not shown in Fig. 1) has an image capture unit to capture the

barcode image of the first networked device 20 to produce a connection
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barcode and transmits to the terminal device 30, and an interpreting unit 302
of the terminal device 30 converts the connection barcode into the first
identification code A, wherein the proxy mobile phone can transfer
information to the terminal equipment through many ways such as wireless

or wired lines.

In another embodiment, the proxy mobile phone has a video capture unit to
capture the barcode image of the first networked device 20 to produce a
connection barcode image; and an interpreting unit to convert the connection
barcode into the first identification code A and transmit the first

identification code A to the terminal device 30.

In another embodiment the connection code image is not interpreted in the
terminal device 30 and the mobile phone, therefore, the terminal device 30
embeds the connection code image in the connection request signal 303
which is transmitted to the network server 10 through a wireless network via

an application programming interface (API) of the terminal device 30.

Furthermore, the first networked device 20 includes a default security
password which can be set by a user, if a user tries to use the terminal device
30 to log on the first networked device 20, the user inputs a security
password to the proxy mobile phone and the proxy mobile phone transmits a
security password to the terminal device 30. The application programming
interface (API) of the terminal device 30 then sends the security code to the
first networked device 20 through the internet; only when the input security

password matches the default security code, will the terminal equipment 30
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obtain the authorization to connect to the first networked devices 20 to
exchange data. In order to avoid manually entering the default security
password, the first connection barcode 201 can carry the identification code

as well as the security password.

When the proxy mobile phone video interception unit captures first
connection bar 201 of the first networked device 20 to generate a connection
barcode image, an image interpretation unit converts the connection barcode
image into the identification code with the default security code, so that a
P2P connection can be established between the terminal device 30 and the
first networked device 20, and at the same time the terminal device 30 1is
authorized to exchange data with the first networked device 20, wherein the
connection barcode image can be interpreted by an interpreting unit in the
terminal device 30, the proxy mobile phone. Alternatively, the terminal
device 30 sends the connection request signal 303 to the server 10 in which

the connection barcode image can be interpreted.

Other descriptions are the same as in Embodiment 1 described above. In this
Embodiment 2, a proxy device, such as a mobile phone, is used to generate
an image of a pattern, such as a one dimensional Barcode or a QR code, for
inputting identification information for a terminal equipment, so that the
terminal equipment, which has no image sensing capability or inputting
capability for inputting a series of words, characters, symbols or digits by a
user, can establish a P2P connection with other terminal equipment.

Please note that the proxy device such as a mobile phone can input

identification information for terminal equipment through an input device
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such as a keyboard, touch screen, etc. In other words, it is not necessary for

the proxy device to have image sensing capability.

As shown in Fig. 6, the terminal equipment can be any device such as a remote control or a
power control device such as a power extension code, a lamp, a water supply and etc., which
has no imaging sensing or inputting capability for inputting identification information to
establish a p2P connection with other terminal equipment. Likewise, the proxy device can be
any device, such as a camera, a notebook, a PAD, etc., which has imaging sensing or
inputting capability for inputting identification information in order to allow the terminal
equipment to establish a p2P connection with other terminal equipment. Furthermore, the
proxy device can transfer information to the terminal equipment through many ways such as

wireless or wired lines.

As shown in Fig. 7, the portable hard drive can be used for sharing information for all the
connected devices, such as a mobile phone, an IP camera, a notebook, etc., by establishing

P2P connections between the portable hard drive and all the connected devices.

In summary, a connection barcode is attached to a networked device
corresponding to an identification code of the networked device, the
connection barcode can be scanned by an image capture unit, in the terminal
device or an external device, to capture the connection barcode, and the
captured connection barcode image can be interpreted in the terminal device,
the external device or on the network server to obtain the identification code
of the networked device, whereby a P2P connection can be established

between the terminal device and the networked device quickly.
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The present invention is therefore nonobvious and meets the requirements to apply for a patent,
the above embodiments are just preferred embodiments, and should not limit the scope of the
present invention. Any modifications and alterations made according to the claims are all within

the protection of this invention.
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CLAIMS

What is claimed is:
1. A system to identify a networked device for establishing a P2P
connection, the system comprising:

at least one network server having a list of networked devices;

at least one networked device, wherein the networked device has an
identification code and a connection barcode corresponding to the
identification code being attached on the networked device, wherein the
networked device registers the identification code into the list of
networked devices by connecting to the network server through the
Internet;

at least one terminal device, wherein the terminal device comprises an image
capturing module, wherein the terminal device generates a connection request signal
when the connection barcode is captured to the terminal device by the image capturing
module; and the terminal device transmits the connection request signal to the network
server through the Internet, wherein the network server identifies the networked
device in the list of the networked devices according to the connection request
signal so as to establish a P2P connection between the terminal device and the

networked device.

2. The system according to claim 1, wherein a barcode image of the
connection barcode is generated after the image capturing module captures the

connection barcode.

3. The system according to claim 2, wherein the terminal device includes

a barcode image interpretation unit to convert the captured barcode image
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into the identification code, wherein the connection request signal

comprises the identification code.

4. The system according to claim 2, wherein the connection request
signal comprises the captured barcode image and the network server
includes a barcode image interpretation unit to convert the captured
barcode image into the identification code.

5. The system according to claim 1, wherein the network server
establishes a communication channel between the terminal device and the
networked device through a hole-punching technique, for establishing the

P2P connection.

6. The system according to claim 1, wherein the Internet is selected
from a group that is formed by at least one of the following: Ethernet,

LAN, Broadcast network and VPN.

7. The system according to claim 1, wherein the networked device
includes a default security password and the terminal device enters the

default security password to log on the networked devices.

8. The system according to claim 7, wherein the captured barcode image
comprises the default security password, wherein the image capture unit

captures the connection barcode to generate a connection barcode image.

9. The system according to claim 8, wherein the terminal device includes

a barcode image interpretation unit to convert the captured barcode image
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into the identification code and the default security password, wherein the
connection request signal comprises the identification code and the default

security password.

10. The system according to claim 8, wherein the connection request
signal comprises the captured barcode image, wherein the network server
includes a barcode image interpretation unit to convert the connection
barcode image into the identification code and the default security

password.

11. The system according to claims 1 to 10, wherein the barcode image is
a quick response code (QR code).
12. The system according to claims 1 to 10, wherein the barcode image is

a one dimensional barcode.

13. A method to identify networked device for establishing a P2P connection, the
method comprising the steps of:
(a) connecting a networked device to a network server through the Internet;
(b) registering an identification code of the networked device into the list
of networked devices of the server, wherein a connection barcode
corresponding to the identification code being attached on the networked
device;

(¢) generating a connection request signal by a terminal device when the
connection barcode is captured to the terminal device and transmitting the
connection request signal to the network server by the terminal device through the

Internet; and
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(d) identifying the networked device in the list of the networked devices of
the network server according to the connection request signal so as to establish

a P2P connection between the terminal device and the networked device.

14. The system according to claim 13, wherein the step (c) further
comprises the sub-steps of: (cl) using an image reading module of the
terminal device to interpret the captured barcode image to an
identification code; (¢2) embed the identification code in the connection

request signal.

15. The method according to the claim 13, wherein the step (d) further comprises
(d1) embedding the captured connection barcode image in the connection
request signal; (d2) transmitting the connection request signal to the
network server through the Internet.

16. The method according to the claim 15, wherein the step (d) further comprises
the sub-steps: (el) receiving the connection request signal; (e2)
interpreting the captured barcode image to an identification code by an

image interpreting unit of the server.

17. The method according to the claim 13, wherein the step (e) comprises the steps
of: (f) inputting a security code through the terminal device; (g) determining whether
the security password is the same as a default security password in the networked
device, if not, then back to step (f), and if so, allow the terminal device to log on the

networked device.
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18. The method according to the claim 13, wherein the communication channel
1s established between the networked device and the terminal device by

using hole-punching technique, for establishing the P2P connection.

19. The system according to claim 13, wherein the Internet is selected

from a group that is formed by at least one of the following: Ethernet,

LAN, Broadcast network and VPN.

20. The method according to claims 13 to 19, wherein the barcode image

is a quick response code (QR code).

21. The method according to claims 13 to 19, wherein the barcode image

1s a one dimensional barcode.
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ABSTRACT

A system and method to identify a networked device for establishing a P2P
connection is disclosed, wherein the system comprises a network server, a plurality of
networked devices and terminal devices; and the method comprises: connecting at least
one networked device to a network server through the Internet; registering the
identification code of the networked device to the list of networked devices of the
server and dispose a barcode corresponding to the identification code on the networked
device; capturing the barcode of the networked device by an image capture unit of the
terminal device to intercept the barcode to produce a connection request signal
corresponding to the barcode; and obtaining, by the network server, the networked
device from the list of networked devices and establish a P2P connection between the

terminal device and the networked device.
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connect at least one networked device to a server
over the Internet.

S1

register an identification code of the networked
device in a list of networked devices, and set up a

connection barcode corresponding to the
identification code on the networked device. \

S2

capture the connection barcode to produce a
connection request signal and transfer the
connection request signal to the network server.

S3

recelve the connection request signal and searches

for the networked device in the list corresponding to
the connection request signal, and establish a PZ2P \
connection between the networked device and the
terminal device through hole-punching technique.
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