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FIG. 7
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METHOD OF PROVIDING DIRECT
COMMUNICATION IN INTERNET
PROTOCOL NETWORK

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority to and the benefit of
Korean Patent Application No. 10-2009-0094783 and
10-2010-0081568 filed in the Korean Intellectual Property
Office on Oct. 6, 2009 and Aug. 23, 2010, the entire contents
of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002] (a) Field of the Invention

[0003] The present invention relates to a method of provid-
ing direct communication in an Internet protocol (IP) net-
work.

[0004] (b) Description of the Related Art

[0005] An IP network uses a firewall or a network address
translation (NAT) in order to interrupt access from the out-
side, or due to insufficiency of an IP. In such an environment,
there have been many efforts to apply peer-to-peer (P2P)
technology to services such as games and messenger tools in
communication markets.

[0006] An IP network including a NAT or a firewall pro-
vides direct communication of a P2P Layer 4 (1.4) level
through help of a server. In order to perform a P2P direct
communication, each terminal should determine a network
connection type thereof. When a terminal connects to a public
network, the terminal should determine whether a firewall
exists, and when a terminal connects to a network using a
NAT, the terminal should determine the NAT type.

[0007] When a network has no firewall, the network is
referred to as an open network. NAT types include a full cone
NAT, a restricted cone NAT, a port restricted cone NAT, and a
symmetric NAT.

[0008] Table 1 represents a direct communication possibil-
ity between a receiver and a sender without help of a server in
an existing IP network. In Table 1, “Open” indicates an open
network, and “Firewall” indicates the presence of a firewall.

Apr. 7,2011

can perform communication when acquiring a changed IP
and port information of another terminal through help of a
server.

[0011] Table 2 represents a direct communication possibil-
ity between a receiver and a sender when acquiring a changed
IP and port information of another terminal from a server.

TABLE 2
Sender
NAT
Public Port
Fire- Full Restricted restricted Sym-
Receiver Open wall cone cone cone  metric
Public Open O O O O O O
Firewall X X X X X X
NAT  Fullcone O O O O O O
Restricted X X X X X X
cone
Port X X X X X X
restricted
cone
Symmetric X X X X X X

[0012] In Table 2, even in a case where a sender and a
receiver acquire a changed IP and port information of another
terminal with the help of a server, only when the receiver is
Public-Open and NAT-Full cone can direct communication
be performed between the sender and the receiver.

[0013] Further, for direct communication between the
sender and the receiver, TCP or UDP hole punching may be
performed. Table 3 represents a direct communication possi-
bility between a receiver and a sender after performing hole
punching using a changed IP and port information of another
terminal from a server. In Table 3, “A” represents that direct
communication can be performed only in a case where an IP
is not changed and only a port is changed when one of a sender
and a receiver uses NAT-Symmetric and that direct commu-
nication cannot be performed when another node is a NAT-
Restricted Cone even in a case where an IP is changed.

TABLE 1 TABLE 3
Sender Sender
NAT NAT
Public Port Public Port
Fire- Full Restricted restricted Sym- Fire- Full Restricted restricted Sym-
Receiver Open wall cone cone cone  metric Receiver Open wall cone cone cone  metric
Public Open O O O O O O Public Open O O O @) O O
Firewall X X X X X X Firewall O O O O O X
NAT  Fullcone X X X X X X NAT  Fullcone O O O O O O
Restricted X X X X X X Restricted O O O O O A
cone cone
Port X X X X X X Port O O O O O X
restricted restricted
cone cone
Symmetric X X X X X X Symmetric O X O A X X

[0009] As shown in Table 1, when a receiver is Public-
Open, direct communication can be performed between a
sender and a receiver.

[0010] However, when a NAT or a firewall intervenes
between a sender and a receiver, the sender and the receiver

[0014] InTable 3, evenifhole punching is performed, in all
interface types of a sender and a receiver, direct communica-
tion may not be performed between a sender and a receiver.
That is, it can be seen that direct communication cannot be
performed between NAT-Symmetric and NAT-Symmetric,
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between NAT-Symmetric and Public-Firewall, and between
NAT-Symmetric and NAT-Port Restricted Cone.

[0015] However, even insucha case, direct communication
can be performed using a traversal using relay NAT (TURN).
The TURN allows direct communication to be performed
through a device that is connected to Public-Open. That is, in
order to perform communication with another terminal, each
of a sender and a receiver transmits data to a device that is
connected to Public-Open, and the device can perform direct
communication by deforming a packet and transmitting data
to another terminal.

[0016] In this way, because a method of allowing to per-
form direct communication between a sender and a receiver
should be performed on a service basis, i.e., in each Layer 4
(L4) session, when a plurality of sessions operate for direct
communication in one terminal, frequent processing proce-
dures occur. Further, because such direct communication
method is technology that is applied to only P2P, technology
that can provide direct communication between network
Peer-to-Network (P2N) or Network-to-Network (N2N) is
required.

[0017] The above information disclosed in this Back-
ground section is only for enhancement of understanding of
the background of the invention and therefore it may contain
information that does not form the prior art that is already
known in this country to a person of ordinary skill in the art.

SUMMARY OF THE INVENTION

[0018] The present invention has been made in an effort to
provide a method of providing direct communication in an IP
network having advantages of allowing to perform direct
communication between Peer-to-Peer (P2P), Peer-to-Net-
work (P2N), or Network-to-Network (N2N) in an IP network
in which a firewall or a NAT exists.

[0019] The present invention has also been made in an
effort to further provide a method of providing direct com-
munication in an IP network having advantages of simplify-
ing a processing procedure.

[0020] An exemplary embodiment of the present invention
provides a method in which a peer node performs direct
communication with a correspondent peer node in an IP net-
work. The method includes: receiving a virtual address of the
peer node from a server; transmitting a tunnel request mes-
sage including an identifier of the another peer node to the
server; receiving a tunnel response message including a vir-
tual address of the another peer node corresponding to the
identifier of the correspondent peer node from the server;
setting a tunnel with the correspondent peer node; and con-
necting the virtual address of the correspondent peer node as
route information to the tunnel.

[0021] Another embodiment of the present invention pro-
vides a method in which a server provides direct communi-
cation between two peer nodes in an IP network. The method
includes: determining a network connection type of the two
peer nodes; determining whether direct communication can
be performed between the two peer nodes from the network
connection type of the two peer nodes; transmitting, if direct
communication can be performed between the two peer
nodes, tunnel information corresponding to a destination of'a
tunnel to the two peer nodes in order to set the tunnel between
the two peer nodes; and transmitting a virtual address of a
correspondent peer node to communicate as route informa-
tion to connect to the tunnel to the two peer nodes. Yet another
embodiment of the present invention provides a method in
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which a tunnel repeater provides direct communication of
two peer nodes in an IP network. The method includes:
receiving a first tunnel setting request message including a
virtual address of a first peer node from the first peer node of
the two peer nodes; receiving a second tunnel setting request
message including a virtual address of a second peer node
from the second peer node of the two peer nodes; extracting
source addresses of the first and second tunnel setting request
messages; setting a first tunnel using the source address of the
first tunnel setting request message as a destination; setting a
second tunnel using the source address of the second tunnel
setting request message as a destination; connecting a virtual
address of the first peer node as route information to the first
tunnel; and connecting a virtual address of the second peer
node as route information to the second tunnel.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] FIG. 1 is a diagram illustrating an IP network for
providing direct communication according to an exemplary
embodiment of the present invention.

[0023] FIG. 2 is a flowchart illustrating a method of allo-
cating a virtual address of a peer node in a server according to
an exemplary embodiment of the present invention.

[0024] FIG. 3 is a flowchart illustrating a method of con-
necting a peer node to a server according to an exemplary
embodiment of the present invention.

[0025] FIG. 4is adiagram illustrating a server that is shown
in FIG. 1.
[0026] FIG. 5is a table illustrating an example of a storage

unit that is shown in FIG. 4.

[0027] FIG. 6 is a flowchart illustrating a method of setting
direct communication between peer nodes through a server
according to an exemplary embodiment of the present inven-
tion.

[0028] FIG. 7 is a table illustrating an example of virtual
addresses, network addresses, and NAT addresses of two peer
nodes.

[0029] FIG. 8 is a flowchart illustrating a method in which
two peer nodes set a tunnel with a tunnel repeater through a
server according to an exemplary embodiment of the present
invention.

[0030] FIG. 9 is a table illustrating an example of virtual
addresses, network addresses, and NAT addresses of two peer
nodes and an address of a tunnel repeater.

[0031] FIG. 10 is a flowchart illustrating a direct commu-
nication method between virtual hosts according to an exem-
plary embodiment of the present invention.

[0032] FIG. 11 is a table illustrating addresses of virtual
networks in which two peer nodes have.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

[0033] In the following detailed description, only certain
exemplary embodiments of the present invention have been
shown and described, simply by way of'illustration. As those
skilled in the art would realize, the described embodiments
may be modified in various different ways, all without depart-
ing from the spirit or scope of the present invention. Accord-
ingly, the drawings and description are to be regarded as
illustrative in nature and not restrictive. Like reference
numerals designate like elements throughout the specifica-
tion.
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[0034] In addition, in the entire specification and claims,
unless explicitly described to the contrary, the word “com-
prise” and variations such as “comprises” or “‘comprising”
will be understood to imply the inclusion of stated elements
but not the exclusion of any other elements.

[0035] Now, a method of providing direct communication
in an IP network according to an exemplary embodiment of
the present invention will be described in detail with refer-
ence to the drawings.

[0036] FIG. 1 is a diagram illustrating an IP network for
providing direct communication according to an exemplary
embodiment of the present invention.

[0037] Referring to FIG. 1, an IP network for providing
direct communication includes peer nodes P1 and P2, aserver
100, and a tunnel repeater 200. The peer nodes P1 and P2 can
be connected to a firewall or network address translations
(NAT) 20 and 30. In FIG. 1, the peer nodes P1 and P2 are
connected to the NATs 20 and 30.

[0038] The server 100 and the tunnel repeater 200 are con-
nected to a public network 10.

[0039] The server 100 manages a virtual address to be used
by the peer nodes P1 and P2, and allocates the virtual address
to the peer nodes P1 and P2. In this case, the server 100
determines whether the peer nodes P1 and P2 are ends host or
devices having a network, allocates, if the peer nodes P1 and
P2 are end hosts, a virtual IP to a virtual address, and allo-
cates, if the peer nodes P1 and P2 are devices having a net-
work, a network prefix and a prefix length as well as a virtual
IP to the virtual address. As a virtual IP, an IPv4 address or
IPv6 address can be used.

[0040] The server 100 manages network addresses of the
peer nodes P1 and P2 and addresses of the peer nodes P1 and
P2 in which the network addresses of the peer nodes, P1 and
P2 are changed by the NAT's 20 and 30. Hereinafter, addresses
ofthe peer nodes P1 and P2 that are changed by the NATs 20
and 30 are referred to as NAT addresses, and each NAT
address includes an IP and a port that are changed by the
NATs 20 and 30.

[0041] The network address of the peer nodes P1 and P2
includes an IP that is received from a dynamic host configu-
ration protocol (DHCP) server (not shown) when the peer
nodes P1 and P2 are connected to a network, or a fixed IP that
is received from a user.

[0042] The network address may be a private IP when the
peer nodes P1 and P2 receive an IP by connecting to the NATs
20 and 30, or may be a public IP when the peer nodes P1 and
P2 receive an IP by connecting to a public network 10. Fur-
ther, when the peer nodes P1 and P2 are connected to the
NATs 20 and 30, the NAT address may be an IP and a port that
are changed by the NATSs 20 and 30.

[0043] Further, for direct communication between the peer
nodes P1 and P2, in order to set a tunnel T1 between the peer
nodes P1 and P2 or tunnels T2 and T3 between the peer nodes
P1 and P2 and the tunnel repeater 200, the server 100 per-
forms a function of processing and relaying a signaling mes-
sage that is received from the peer nodes P1 and P2.

[0044] When a direct tunnel cannot be set between the peer
nodes P1 and P2, the tunnel repeater 200 processes a signal-
ing message for setting the tunnels T2 and T3 with the peer
nodes P1 and P2.

[0045] The peer nodes P1 and P2 are connected to the
public network 10 through the NATs 20 and 30 as an end host.
[0046] The peernodes P1 and P2 receive a network address
from the public network 10, receive a virtual address from the
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server 100, and perform communication using a network
address and a virtual address. Particularly, applications oper-
ating in the peer nodes P1 and P2 can perform communication
with a virtual address.

[0047] Further, when the peer nodes P1 and P2 are con-
nected to the server 100 through the NATs 20 and 30, the peer
nodes P1 and P2 receive a NAT address thereof from the
server 100.

[0048] The peer nodes P1 and P2 set a tunnel T1 between
the peer nodes P1 and P2 or set tunnels T2 and T3 with the
tunnel repeater 200 using a network address or a NAT
address, and perform direct communication with correspon-
dent peer nodes P2 and P1 to communicate through a prede-
termined tunnel.

[0049] For example, when the peer nodes P1 and P2 are
connected to the NATs 20 and 30, the peer nodes P1 and P2
receive NAT addresses of other peer nodes P2 and P1 from the
correspondent peer nodes P2 and P1, respectively, and thus
set a tunnel with the correspondent peer nodes P2 and P1
using the NAT addresses of the correspondent peer nodes P2
and P1 as tunnel information.

[0050] When a direct tunnel cannot be set between the peer
nodes P1 and P2, the peer nodes P1 and P2 receive an address
of the tunnel repeater 200 to set a tunnel from the server 100,
transmit NAT addresses thereof to the address of the tunnel
repeater 200, and set a tunnel with the tunnel repeater 200
using the address of the tunnel repeater 200 as tunnel infor-
mation, and the tunnel repeater 200 sets a tunnel with each of
the peer nodes P1 and P2 using NAT addresses of the peer
nodes P1 and P2 as tunnel information.

[0051] When a network prefix and a prefix length are
included in a virtual address that is received from the server
100, the peer nodes P1 and P2 set virtual networks 40 and 50
based on the network prefix and the prefix length, and virtual
hosts VH1 and VH2 are connected to the virtual networks 40
and 50, respectively. In this way, when the peer nodes P1 and
P2 are devices having the virtual networks 40 and 50, not an
end host, communication between the virtual hosts VH1 and
VH2 that are positioned at the virtual networks 40 and 50 can
be performed using a tunnel T1 that is set between the peer
nodes P1 and P2, or using tunnels T2 and T3 that are set
between the peer nodes P1 and P2 and the tunnel repeater 200.
[0052] The peer nodes P1 and P2 and the virtual hosts VH1
and VH2 may be various personal computer (PC) devices,
various sensor devices, a smart phone device, and a video
camera that perform IP-based communication. Particularly,
when the peer nodes P1 and P2 form virtual networks 40 and
50, the peer nodes P1 and P2 may be devices having an
Internet share function and a NAT function. The device hav-
ing an Internet share function includes a NAT device, an
access point (AP), various operating systems (OS), and a
PC-based NAT device.

[0053] Further, the peer nodes P1 and P2 may be devices
that use a signal of Ethernet, Wi-Fi, Wibro, high-speed down-
link packet access (HSDPA), and 3G with a wide area net-
work (WAN) connection and a signal of Ethernet, Wi-Fi, and
Bluetooth with a local area network (LAN) connection. For
example, when a smart phone having an Internet share func-
tion connects to the Internet using one of 3G, Wibro, and
Wi-Fi and the smart phone provides a connection to various
devices using Wi-Fi or Bluetooth communication, the smart
phone may be a peer node having a virtual network, and the
various devices connecting to the smart phone may be a
virtual host.
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[0054] FIG. 2 is a flowchart illustrating a method of allo-
cating a virtual address of a peer node in a server according to
an exemplary embodiment of the present invention. FIG. 2
illustrates only one peer node P1.

[0055] Referring to FIG. 2, in order to register information
such as an ID and a password to the server 100, the peer node
P1 transmits a registration request message including an ID
and a password to the server 100 (S210).

[0056] The server 100 registers information such as an ID
and a password of the peer node P1 (S220). Here, the ID is an
identifier that can distinguish the peer node P1 in the server
100 and is formed with a string.

[0057] Further, in order to allocate a virtual address to the
peer node P1, the server 100 determines whether the peer
node P1 is an end host or a device having a network (S230). In
this case, if the peer node P1 is an end host, the server 100
allocates a virtual IP as a virtual address (S240), and if the
peer node P1 is a device having a network, the server 100
allocates a network prefix and a prefix length as well as a
virtual IP as a virtual address (S250).

[0058] Thereafter, the server 100 transmits a registration
response message to a registration request message to the peer
node P1 (S260). The server 100 may include a virtual address
in the registration response message.

[0059] Inthis way, the server 100 allocates a virtual address
of the peer node P1 by a registration request message of the
peer node P1 and maps the allocated virtual address to an ID
of the peer node, thereby managing the virtual address.
[0060] The peernode P1 receives a virtual address from the
server 100 through a registration response message and
requests a virtual address by connecting several times to the
server 100, thereby receiving a virtual address from the server
100.

[0061] FIG. 3 is a flowchart illustrating a method of con-
necting a peer node to a server according to an exemplary
embodiment of the present invention. FIG. 3 illustrates only
one peer node P1.

[0062] Referring to FIG. 3, at the moment when the peer
node P1 connects to the public network 10, the peer node P1
acquires a network address from the public network 10
(S302). For example, at the moment when the peer node P1
connects to the public network 10, the peer node P1 receives
an IP corresponding to a network address from a DHCP
server, or an IP corresponding to a network address from a
user.

[0063] Next, the peer node P1 transmits a virtual address
request message including an ID thereof to the server 100,
thereby requesting a virtual address thereof from the server
100 (S304).

[0064] The server 100 having received a virtual address
request message searches for a virtual address corresponding
to an ID of the peer node P1 (S306), and includes the found
virtual address in a virtual address response message to the
virtual address request message and transmits the message to
the peer node P1 (S308).

[0065] The peer node P1 sets a virtual address that is
included in the virtual address response message to a tunnel
interface (S310). That is, the peer node P1 connects a corre-
spondent peer node (for example, P2 of FIG. 1) and a virtual
address to a predetermined tunnel. Accordingly, the peer node
P1 performs communication based on a virtual IP through a
predetermined tunnel.

[0066] Next, whenthe peernode P1 sets a direct tunnel with
the correspondent peer node (for example, P2 of FIG. 1), the
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peer node P1 studies a NAT address to use for UDP or TCP
hole punching, i.e., the changed IP and port (8312), and in
order to determine a network connection type thereof, the
peer node P1 performs a simple traversal of user datagram
protocol (UDP) through network address translators (NATSs)
[STUN] procedure with the server 100 (S314).

[0067] The peer node P1 determines a network connection
type from a STUN procedure with the server 100 (S316), and
in order to register a network connection type to the server
100, the peer node P1 transmits a registration request message
including a network connection type together with a virtual
address and a network address to the server 100 (S318).

[0068] The server 100 having received a registration
request message maps a network connection type and a net-
work address of the peer node P1 to a virtual address, and
registers the network connection type and the network
address (S320) and transmits a registration response message
according to registration completion to the peer node P1
(8322).

[0069] InaSTUN procedure, aport is used. A port used for
the STUN procedure can be used in a response message to a
virtual address request that is transmitted/received between
the peer nodes P1 and P2 and the server 100, a registration
response message to a registration request of network con-
nection type information, a hole punching message used in
order for the peer node (for example, P1 of FIG. 1) to set a
direct tunnel with the correspondent peer node (for example,
P2 of FIG. 1), and a tunnel request response message that is
transmitted from the correspondent peer node (for example,
P2 of FIG. 1).

[0070] Further, when the peer node P1 is connected to the
NAT (20 of FIG. 1), in order to escape session timeout of the
NAT (20 of FIG. 1), the peer node P1 can periodically trans-
mit a message using a port corresponding to a network
address to the server 100.

[0071] FIG. 4is adiagram illustrating a server that is shown
in FIG. 1, and FIG. 5 is a table illustrating an example of a
storage unit that is shown in FIG. 4.

[0072] Referring to FIG. 4, the server 100 includes a con-
troller 110 and a storage unit 120.

[0073] The controller 110 allocates a virtual address to the
peer node P1, and stores a virtual address that is allocated to
the peer node P1 in the storage unit 120.

[0074] Further, the controller 110 processes a registration
request of a network address, a NAT address, and a network
connection type from the peer node P1, and stores the net-
work address, the NAT address, and the network connection
type of the peer node P1 in the storage unit 120.

[0075] A wvirtual address, a network address, a NAT
address, and a network connection type on an ID basis of the
peer node P1 are stored in the storage unit 120. For example,
as shown in FIG. 5, by mapping to an ID (abc@xyz.com,
def@zyx.com) of a peer node, a virtual address, a network
address, a NAT address, and a network connection type can be
stored.

[0076] Alternatively, by mapping to a virtual address using
a virtual address of the peer node P1 as a key, a network
address, a NAT address, and a network connection type may
be stored.

[0077] Next, a method of setting a tunnel for direct com-
munication between two peer nodes P1 and P2 will be
described in detail with reference to FIGS. 6 to 11. Herein-
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after, for convenience of description, it is assumed that two
peer nodes P1 and P2 are connected to the NATs 20 and 30,
respectively.

[0078] FIG. 6 is a flowchart illustrating a method of setting
direct communication between peer nodes through a server
according to an exemplary embodiment of the present inven-
tion, and FIG. 7 is a table illustrating an example of virtual
addresses, network addresses, and NAT addresses of two peer
nodes.

[0079] Referring to FIG. 6, the peer nodes P1 and P2 per-
form a connection procedure, as shown in FIG. 3 (S602-
S604). Accordingly, the server 100 acquires network
addresses, NAT addresses, and network connection types of
the peer nodes P1 and P2.

[0080] Thereafter, in order to perform direct communica-
tion with the peer node P2, the peer node P1 performs a
process of setting a tunnel with the peer node P2.

[0081] In order to set a tunnel for performing direct com-
munication with the peer node P2, the peer node P1 transmits
a tunnel query request message to the server 100 (S606). In
this case, in the server 100, when forming the storage unit 120
based on an ID of peer nodes, a tunnel query request message
includes an ID of the peer node P2 to communicate. Alterna-
tively, in the server 100, when forming the storage unit 120
based on a virtual address of peer nodes, a tunnel query
request message includes a virtual address of the peer node
P2.

[0082] The server 100 having received the tunnel query
request message determines whether a direct tunnel can be set
between the peer nodes P1 and P2 from a network connection
type of two peer nodes P1 and P2 (S608). For example, when
a network connection type of two peer nodes P1 and P2 is
NAT-Symmetric and NAT-Symmetric, NAT-Symmetric and
Public-Firewall, and NAT-Symmetric and NAT-Port
Restricted Cone, the server 100 determines that a direct tun-
nel cannot be set between the two peer nodes P1 and P2.
[0083] When a direct tunnel can be set between two peer
nodes P1 and P2, the server 100 includes information in
which a direct tunnel can be set between the two peer nodes
P1 and P2 and tunnel information in a tunnel query notifica-
tion message, and transmits the message to the peer node P2
(S610). Further, the server 100 includes information in which
a direct tunnel can be set between the two peer nodes P1 and
P2 and tunnel information in a tunnel query response mes-
sage, and transmits the message to the peer node P1 (S612).
Here, information in which a direct tunnel can be set between
two peer nodes P1 and P2 is represented by setting a hole
punching flag (HP flag). For example, by setting a hole
punching flag to “TRUE”, information in which a direct tun-
nel can be set between two peer nodes P1 and P2 can be
displayed. Further, tunnel information that is transmitted to
the peer node P1 includes a virtual address, a network
address, and a NAT address of the peer node P2 to commu-
nicate, and similarly, tunnel information that is transmitted to
the peer node P2 includes a virtual address, a network
address, and a NAT address of the peer node P1 to commu-
nicate.

[0084] The peer nodes P1 and P2, having received a tunnel
query response message and a tunnel query request message,
respectively, exchange a message for punching a TCP or UDP
hole (S614). In this process, the peer node P1/P2, having
received a message of the correspondent peer node extracts a
source address from an IP header of the received message,
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and determines the extracted source address as an actual NAT
address of the peer node P2/P1 (S616-S618).

[0085] Thereafter, the peer node P1 transmits a tunnel cre-
ate request message to an actual NAT address of the peer node
P2 as a destination (5620).

[0086] When the peer node P2 receives a tunnel create
request message from the peer node P1, the peer node P2
extracts a source address from an IP header of the tunnel
create request message and thus sets a tunnel using the source
address as a destination address of the tunnel and uses a
network address thereof as a source address (S622), and
transmits a tunnel create response message including a virtual
address thereof using a source address of the extracted 1P
header to the peer node P1 (S624).

[0087] Further, the peer node P2 is connected to a prede-
termined tunnel using a virtual IP of the peer node P1 as route
information (S626). Thereby, all packets using a virtual IP of
the peer node P1 as a destination are transmitted to the peer
node P1 through a tunnel that is set by the peer node P2. The
peer node P1, having received a tunnel create response mes-
sage from the peer node P2, extracts a source address of the
tunnel create response message, and thus sets a tunnel using
the source address as a destination address of a tunnel, and
using a network address thereof as a source address of the
tunnel (S628).

[0088] Thereafter, the peer node P1 is connected to a pre-
determined tunnel using a virtual IP of the peer node P2 as
route information (S630). Thereby, all packets using a virtual
IP of the peer node P2 as a destination are transferred to the
peer node P2 through a tunnel that is set by the peer node P1.
[0089] A source address of a tunnel create response mes-
sage that is received by the peer node P1 may be to the same
as an actual NAT address of the peer node P2 that is deter-
mined in TCP or UDP hole punching, and a source address of
a tunnel create request message that is received by the peer
node P2 may be the same as an actual NAT address of the peer
node P1 that is determined in TCP or UDP hole punching.
Therefore, actual NAT addresses of the peer nodes P1 and P2
that are determined in TCP or UDP hole punching may be
used as tunnel information. After such a process is complete,
applications of the peer nodes P1 and P2 can perform direct
communication based on a virtual IP (S632). Further, a
method of providing such direct communication is not pro-
vided on an application service basis, but a communication
environment of an L3 level is provided on a peer node basis,
and thus all applications operating in each of the peer nodes
P1 and P2 allow a multi-service that can perform direct com-
munication.

[0090] Forexample, as shown in FIG. 7, when it is assumed
that a peer node P1 in which a network address IP/port is
192.168.1.101/1000 and in which a NAT address IP/port is
90.90.90.90/1024, and in which a virtual IP is 1.1.1.1 and a
peer node P2 in which a network address IP/port is 192.168.
2.202/1000 and in which a NAT address IP/port is 80.80.80.
80/2048, and in which a virtual IP is 2.2.2.2 exist, tunnel
information and route information of the peer node P1 may be
set, as shown in Table 4.

TABLE 4
Route Source Destination
information  Virtual IP g Port P Port
2,2,2,2/32 1.1.1.1 192.168.1.101 1000 80.80.80.80 2048
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[0091] As shown in Table 4, tunnel information of the peer
node P1 is {192.168.1.101/1000, 80.80.80.80/2048} as an
IP/port corresponding to a source address of a tunnel and an
IP/port corresponding to a destination address of a tunnel, and
route information that is connected to the tunnel becomes
2.2.2.2/32, which is a virtual address of the peer node P2. In
this case, when the peer node P2 is connected to the server
100, a destination address of a tunnel corresponds to a NAT
address that is changed by the NAT 30. When such tunnel
information and route information are set, if the peer node P1
transmits a packet to 2.2.2.2 as a destination, the packet
passes through a tunnel using 80.80.80.80 as a destination.
[0092] Further, tunnel information and route information of
the peer node P2 can be set, as shown in Table 5.

TABLE §

Route Source Destination

information ~ Virtual IP 1P Port IP Port

1,1,1,1/32 2222 192.168.2.202 1000 90.90.90.90 1024

[0093] As shown in Table 5, tunnel information of the peer
node P2 is {192.168.2.202/1000, 90.90.90.90/1024} as an
IP/port corresponding to a source address of a tunnel and an
IP/port corresponding to a destination address of a tunnel, and
route information that is connected to the tunnel becomes
1.1.1.1/32, which is a virtual address of the peer node P1. In
this case, when the peer node P1 is connected to the server
100, a destination address of tunnel information corresponds
to a NAT address that is changed by the NAT 20. When such
tunnel information and route information are set, if the peer
node P2 transmits a packet to 1.1.1.1 as a destination, the
packet passes through a tunnel using 90.90.90.90/1024 as a
destination.

[0094] FIG. 8 is a flowchart illustrating a method in which
two peer nodes set a tunnel with a tunnel repeater through a
server according to an exemplary embodiment of the present
invention, and FIG. 9 is a table illustrating an example of
virtual addresses, network addresses, and NAT addresses of
two peer nodes and an address of a tunnel repeater.

[0095] Referring to FIG. 8, the peer nodes P1 and P2 per-
form a connection procedure, as shown in FIG. 3 (S802-
S804). Accordingly, the server 100 can acquire network
addresses, NAT addresses, and network connection types of
the peer nodes P1 and P2.

[0096] Thereafter, in order to perform direct communica-
tion with the peer node P2, the peer node P1 performs a
process of setting a tunnel with the peer node P2.

[0097] In order to set a tunnel for performing direct com-
munication with the peer node P2, the peer node P1 transmits
a tunnel query request message to the server 100 (S806).
[0098] The server 100 having received a tunnel query
request message determines whether a direct tunnel can be set
between the peer nodes P1 and P2 from a network connection
type of two peer nodes P1 and P2 (S808).

[0099] 1If a direct tunnel cannot be set between the peer
nodes P1 and P2, the server 100 includes information in
which a direct tunnel cannot be set between two peer nodes P1
and P2 and an address of the tunnel repeater 200 as tunnel
information for allowing to set a tunnel with the tunnel
repeater 200 in a tunnel query notification message, and trans-
mits the message to the peer node P2 (S810). Further, the
server 100 includes information in which a direct tunnel
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cannot be set between two peer nodes P1 and P2 and an
address of the tunnel repeater 200 as tunnel information for
allowing to seta tunnel with the tunnel repeater 200 in a tunnel
query response message, and transmits the message to the
peer node P1 (S812). Here, information in which a direct
tunnel cannot be set between two peer nodes P1 and P2 can be
represented by setting a hole punching flag. For example, by
setting a hole punching flag to “FALSE”, information in
which a direct tunnel cannot be set between two peer nodes P1
and P2 can be displayed. Further, tunnel information that is
transmitted to the peer node P1 further includes a virtual
address of the peer node P2 to communicate as well as an
address of the tunnel repeater 200, and tunnel information
that is transmitted to the peer node P2 further includes a
virtual address of the peer node P1 to communicate as well as
an address of the tunnel repeater 200.

[0100] The peer node P1, having received a tunnel query
response message transmits a tunnel create request message
including a virtual address thereof to an address of the tunnel
repeater 200 as a destination (S814).

[0101] Further, the peer node P2, having received a tunnel
create request message transmits a tunnel create request mes-
sage including a virtual address thereof to an address of the
tunnel repeater 200 as a destination (S816).

[0102] The tunnel repeater 200 having received a tunnel
create request message from the peer nodes P1 and P2 sets a
tunnel with the peer nodes P1 and P2 using a source address
of the received tunnel create request message and an address
thereof as tunnel information (S818). In this case, the source
address of the tunnel create request message that is transmit-
ted from the peer node P1 may be a NAT address of the peer
node P1, and the source address of a tunnel create request
message that is transmitted from the peer node P2 may be a
NAT address of the peer node P2.

[0103] Specifically, the tunnel repeater 200 having received
a tunnel create request message from the peer node P1 sets a
tunnel using a source address of the tunnel create request
message, i.e., a NAT address of the peer node P1 as a desti-
nation address, and using an address thereof as a source
address.

[0104] Further, the tunnel repeater 200 having received a
tunnel create request message from the peer node P2 sets a
tunnel using a source address of a tunnel create request mes-
sage, i.e., a NAT address of the peer node P2, as a destination
address, and uses an address thereof as a source address.
When the tunnel repeater 200 completes setting a tunnel with
each of the peer nodes P1 and P2, the tunnel repeater 200
transmits a tunnel create response message to a tunnel create
request message to each of the peer nodes P1 and P2 (S820-
S822).

[0105] In this way, when a tunnel is set between the peer
nodes P1 and P2 and the tunnel repeater 200, applications of
the peer nodes P1 and P2 can perform direct communication
based on a virtual IP with the tunnel repeater 200 through a
predetermined tunnel (S824-S826).

[0106] Unlike an exemplary embodiment of the present
invention, when a plurality of tunnel repeaters exist, the
server 100 has a function of selecting a tunnel repeater to set
a tunnel with the peer nodes P1 and P2 among a plurality of
tunnel repeaters.

[0107] For example, as shown in FIG. 9, it is assumed that
apeer node P1 in which a network address IP/port is 192.168.
1.101/1000 and in which a NAT address IP/port is 90.90.90.
90/1024, and in which a virtual IP is 1.1.1.1 and a peer node
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P2 in which a network address IP/port is 192.168.2.202/1000
and in which a NAT address IP/port is 80.80.80.80/2048 and
in which a virtual IP is 2.2.2.2 exist, and an address IP/port of
the tunnel repeater 200 is 101.101.101.101/1000. Accord-
ingly, tunnel information and route information of the peer
node P1 can be set, as shown in Table 6.

TABLE 6
Route Virtual Source Destination
information i 1P Port iy Port
2,2,2,2/32 1.1.1.1  192.168.1.101 1000 101.101.101.101 1000
[0108] Further, tunnel information and route information of
the peer node P2 can be set, as shown in Table 7.
TABLE 7
Route Virtual Source Destination
information iy iy Port P Port

1,1,1,1/32  2.2.22 192.168.2.202 1000 101.101.101.101 1000

[0109] Asshownin Tables 6 and 7, in tunnel information of
the peer node P1, a destination address becomes an address of
the tunnel repeater 200, and in tunnel information of the peer
node P2, a destination address becomes an address of the
tunnel repeater 200.

[0110] Further, tunnel information and route information of
the tunnel repeater 200 can be set, as shown in Table 8.

TABLE 8

Route Source Destination

information IP Port 1P Port

1,1,1,1/32
2,2,2,2/32

101.101.101.101 1000
101.101.101.101 1000

90.90.90.90 1024
80.80.80.80 2048

[0111] As shown in Table 8, the tunnel repeater 200 sets a
tunnel with each of the peer nodes P1 and P2, and thus the
tunnel repeater 200 has tunnel information and route infor-
mation about a tunnel that is set with the peer node P1 and has
tunnel information and route information about a tunnel that
is set with the peer node P2.

[0112] As in Tables 6 to 8, when tunnel information and
route information are set, if a packet is transmitted from the
peer node P1 to 2.2.2.2, which is a virtual IP of the peer node
P2, the packet passes through a tunnel that is set between the
peer node P1 and the tunnel repeater 200 and is transferred to
the tunnel repeater 200. The tunnel repeater 200 having
received a packet through a tunnel that is set between the peer
node P1 and the tunnel repeater 200 determines a destination
address of the received packet. In this case, because a desti-
nation address of the received packet is 2.2.2.2, which is a
virtual IP of the peer node P2, the tunnel repeater 200 trans-
mits the packet through a tunnel that is set between the peer
node P2 and the tunnel repeater 200. Accordingly, the packet
passes through a tunnel that is set between the peer node P2
and the tunnel repeater 200 and is transferred to the peer node
P2.

[0113] FIG. 10 is a flowchart illustrating a direct commu-
nication method between virtual hosts according to an exem-
plary embodiment of the present invention, and FIG. 11 is a
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table illustrating addresses of virtual networks in which two
peer nodes exist. In FIG. 10, for convenience of description,
it is assumed that the peer nodes P1 and P2 are connected to
Public-Open.

[0114] Referringto FIG. 10, when the peer nodes P1 and P2
have a virtual network thereof, virtual hosts VH1 and VH2
exist in the virtual network. Direct communication can be
performed between virtual hosts VH1 and VH2 through a
method similar to a method of providing direct communica-
tion between the peer nodes P1 and P2.

[0115] For direct communication between virtual hosts
VH1 and VH2 connecting to a virtual network in which the
peer nodes P1 and P2 exist, the peer nodes P1 and P2 allocate
virtual IPs to the virtual hosts VH1 and VH2, respectively,
(S1010-S1020). In this case, the peer nodes P1 and P2 allo-
cate a virtual IP to the virtual hosts VH1 and VH2 based on a
network prefix and a prefix length that are received from the
server 100. For example, when a network prefix and a prefix
length are 1:1.1.0 and 24, respectively, the peer nodes P1 and
P2 allocate a virtual IP between 1.1.1.1 and 1.1.1.255 to the
virtual hosts VH1 and VH2, respectively.

[0116] Further, the peer nodes P1 and P2 set tunnel infor-
mation and route information through methods that are shown
in FIG. 6 or 8 (51030-S1040). In this case, the peer node
P1/P2 adds a network prefix and a prefix length of the corre-
spondent peer node P2/P1 to a tunnel that is set using route
information. Thereby, the virtual host VH1 of the peer node
P1 and the virtual host VH2 of the peer node P2 perform direct
communication through a tunnel that is set between the peer
nodes P1 and P2 or through a tunnel that is set between the
peer nodes P1 and P2 and the tunnel repeater 200 (S1050).
FIG. 10 illustrates a direct tunnel that is set between the peer
nodes P1 and P2.

[0117] For example, as shown in FIG. 11, it is assumed that
the peer node P1 has a virtual network in which a network
prefix and a prefix length are 1.1.1.0 and 24, respectively, the
peer node P2 has a virtual network in which a network prefix
and a prefix length are 2.2.2.0 and 24, respectively, a virtual IP
of'a virtual host VH of the virtual network in which the peer
node P1 hasis 1.1.1.10, and a virtual IP of a virtual host VH2
of the virtual network in which the peer node P2 has is
2.2.2.20. In this case, when direct communication can be
performed between two peer nodes P1 and P2, tunnel infor-
mation and route information of the peer node P1 can be set,
as shown in Table 9, and tunnel information and route infor-
mation of the peer node P2 can be set, as shown in Table 10.

TABLE 9
Route Source Destination
information  Virtual IP 1P Port P Port
2,2,2,2/32 1.1.1.1 192.168.1.101 1000 80.80.80.80 2048
2,2,2,0/24
TABLE 10
Route Source Destination
information ~ Virtual IP g Port P Port
1,1,1,1/32 2222 192.168.2.202 1000 90.90.90.90 1024
1,1,1,0/24
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[0118] In Tables 9 and 10, a network prefix and a prefix
length of the correspondent peer node P2 are added to route
information of the peer node P1, and a network prefix and a
prefix length of the correspondent peer node P1 are added to
route information of the peer node P2.

[0119] A method of providing direct communication
between two peer nodes P1 and P2 may be embodied when a
user performs signaling to a desired peer node at a necessary
moment, and may be embodied by automatically signaling
upon booting up a peer node according to a purpose to oper-
ate.

[0120] According to an exemplary embodiment of the
present invention, in an IP network in which a firewall or a
network address translation (NAT) exists, a direct communi-
cation environment between peer nodes through a direct tun-
nel between peer nodes is provided using a tunneling method
that can perform direct communication between peer nodes,
and when a direct tunnel between peer nodes cannot be set
according to a network connection type, by providing a direct
communication environment between peer nodes through a
tunnel using a tunnel repeater, direct communication between
peer nodes can be performed.

[0121] Further, by connecting a virtual address as route
information to a predetermined tunnel, direct communication
can be provided in a Layer 3 (L3) level between peer nodes,
i.e., an IP level in which direct communication cannot be
performed due to a firewall or a NAT.

[0122] Further, in order to perform IP communication in an
IP network in which a firewall or a NAT exists, in the prior art,
an intermediate for making a session that can perform direct
communication, such as a session initiation protocol (SIP) on
a service basis, is required, but according to an exemplary
embodiment of the present invention, when a direct commu-
nication environment of an IP level is formed, it is unneces-
sary for each application service to form a special session and
thus when operating each service, flexibility can be provided.

[0123] According to an exemplary embodiment of the
present invention, direct communication between Peer-to-
Peer (P2P), between Peer-to-Network (P2N), or between
Network-to-Network (N2N) can be performed through inter-
locking with a peer node having a virtual network. This is very
effective for constructing a service environment such as a
game or P2P. Particularly, an existing application can be used
for constructing a direct communication environment for a
remote desktop, a video camera, a sensor device, or a service
such as another remote control.

[0124] Further, as an IP network is applied to a network for
aspecific user group that forms a virtual network and that uses
a virtual IP, or a device group such as a video camera or a
sensor, direct communication may be performed.

[0125] An exemplary embodiment of the present invention
may not only be embodied through the above-described appa-
ratus and/or method, but may also be embodied through a
program that executes a function corresponding to a configu-
ration of the exemplary embodiment of the present invention
or through a recording medium on which the program is
recorded, and can be easily embodied by a person of ordinary
skill in the art from the description of the foregoing exemplary
embodiment.

[0126] While this invention has been described in connec-
tion with what is presently considered to be practical exem-
plary embodiments, it is to be understood that the invention is
not limited to the disclosed embodiments, but, on the con-
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trary, is intended to cover various modifications and equiva-
lent arrangements included within the spirit and scope of the
appended claims.

What is claimed is:
1. A method in which a peer node performs direct commu-
nication with a correspondent peer node in an Internet Proto-
col (IP) network, the method comprising:
receiving a virtual address of the peer node from a server;
transmitting a tunnel request message including an identi-
fier of the correspondent peer node to the server;

receiving a tunnel response message including a virtual
address of the correspondent peer node corresponding to
the identifier of the correspondent peer node from the
server;

setting a tunnel with the correspondent peer node; and

connecting the virtual address of the correspondent peer

node as route information to the tunnel.

2. The method of claim 1, wherein the tunnel response
message comprises a hole punching flag representing
whether the peer node can perform direct communication
with the correspondent peer node, and

the setting of the tunnel comprises directly setting, if the

peer node can perform direct communication with the
correspondent peer node by the hole punching flag, the
tunnel with the correspondent peer node.

3. The method of claim 2, wherein the tunnel response
message further comprises tunnel information for directly
setting the tunnel, and

the directly setting of the tunnel comprises:

determining whether the tunnel information is useful; and

directly setting the tunnel with the correspondent peer node

using the useful tunnel information.

4. The method of claim 3, wherein the determining of
whether the tunnel information is useful comprises:

exchanging a message for a TCP or UDP hole punching

with the correspondent peer node using tunnel informa-
tion of the another peer node;
extracting, when a message is received from the correspon-
dent peer node through exchange of a message, a source
address from an IP header of the message; and

determining, when the tunnel information agrees with the
source address, the tunnel information as the useful tun-
nel information.

5. The method of claim 3, wherein the peer node and the
correspondent peer node are connected to a network address
translation (NAT), and

the tunnel information comprises an address of the corre-

spondent peer node that is changed by the NAT.

6. The method of claim 2, wherein the setting of the tunnel
further comprises setting, if the peer node cannot perform
direct communication with the correspondent peer node by
the hole punching flag, the tunnel through a tunnel repeater.

7. The method of claim 6, wherein the tunnel response
message further comprises an address of the tunnel repeater,
and

the setting of the tunnel through the tunnel repeater com-

prises setting the tunnel using the address of the tunnel
repeater as a destination.

8. The method of claim 7, wherein the setting of the tunnel
through the tunnel repeater further comprises transmitting a
tunnel setting request message including a virtual address of
the peer node to the tunnel repeater using the address of the
tunnel repeater as a destination, and
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the tunnel repeater sets the tunnel using a source address of
the tunnel setting request message as a destination and is
connected to the tunnel using the virtual address of the
peer node as route information.

9. The method of claim 1, wherein the virtual address
comprises a virtual IP.

10. The method of claim 9, wherein when the correspon-
dent peer node has a virtual network, the virtual address
further comprises a network prefix and a prefix length, and

the connecting of the virtual address of the correspondent

peer node comprises additionally connecting the net-
work prefix and the prefix length as the route informa-
tion.

11. The method of claim 10, further comprising allocating,
when the peer node has a virtual network, a virtual IP to a
virtual host that is connected to the virtual network based on
anetwork prefix and a prefix length that are received from the
server.

12. A method in which a server provides direct communi-
cation between two peer nodes in an IP network, the method
comprising:

determining a network connection type of the two peer

nodes;

determining whether direct communication can be per-

formed between the two peer nodes from the network
connection type of the two peer nodes;

transmitting, if direct communication can be performed

between the two peer nodes, tunnel information corre-
sponding to a destination of a tunnel to the two peer
nodes in order to set the tunnel between the two peer
nodes; and

transmitting a virtual address of a correspondent peer node

to communicate as route information to connect to the
tunnel to each of the two peer nodes.

13. The method of claim 12, further comprising transmit-
ting, if direct communication cannot be performed between
the two peer nodes, an address of a tunnel repeater to each of
the two peer nodes so that the two peer nodes set the tunnel
through the tunnel repeater.

14. The method of claim 12, wherein when the two peer
nodes are connected to a network address translation (NAT),
the tunnel information comprises addresses of the two peer
nodes that are changed by the NAT.

15. The method of claim 12, further comprising:

receiving a registration request comprising identifiers of

each of the two peer nodes from the two peer nodes;
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determining whether the two peer nodes received the reg-
istration request, are end hosts or devices having a net-
work; and

allocating a virtual IP as the virtual address to a peer node

corresponding to the end host among the two peer nodes.

16. The method of claim 15, further comprising allocating
anetwork prefix and a prefix length as well as the virtual IP as
the virtual address to a peer node corresponding to the device
having the network among the two peer nodes.

17. The method of claim 12, wherein the determining of
whether direct communication can be performed between the
two peer nodes comprises determining, when the network
connection type of the two peer nodes is NAT-Symmetric and
NAT-Symmetric, NAT-Symmetric and Public-Firewall, and
NAT-Symmetric and NAT-Port Restricted Cone, that direct
tunnel cannot be performed between the two peer nodes.

18. A method in which a tunnel repeater provides direct
communication of two peer nodes in an IP network, the
method comprising:

receiving a first tunnel setting request message including a

virtual address of a first peer node from the first peer
node of the two peer nodes;

receiving a second tunnel setting request message includ-

ing a virtual address of a second peer node from the
second peer node of the two peer nodes;

extracting source addresses of the first and second tunnel

setting request messages;

setting a first tunnel using the source address of the first

tunnel setting request message as a destination;

setting a second tunnel using the source address of the

second tunnel setting request message as a destination;
connecting the virtual address of the first peer node as route
information to the first tunnel; and

connecting the virtual address of the second peer node as

route information to the second tunnel.

19. The method of claim 18, wherein when the first and
second peer nodes are connected to a network address trans-
lation (NAT), and the source addresses of the first and second
tunnel setting request messages are addresses of the two peer
nodes that are changed by the NAT.

20. The method of claim 18, wherein the virtual address of
apeer node corresponding to an end host among the two peer
nodes comprises a virtual IP, and the virtual address of a peer
node corresponding to a device having a network among the
two peer nodes comprises a network prefix and a prefix length
as well as the virtual IP.
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