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ESTABLISH BIDIRECTIONAL WIRELESS
COMMUNICATION BETWEEN
ELECTRONIC DEVICES USING VISUAL
CODES

BACKGROUND

[0001] Wireless communication between electronic
devices has been in common use and several technologies
exist to enable that functionality. Electronic devices may
access one another in a limited area via stationary Wi-Fi
access points, or may attain access over a wider area via a
cellular data network connection to the internet. Electronic
devices may also be connected directly without accessing an
intermediate network. Device to device communication via
Bluetooth has been common for some time, and direct Wi-Fi
and near field communication are also becoming a common
usage model.

[0002] Creating direct device to device relationships
enables numerous use cases. Users may connect devices and
share files or contact information, conduct secure chat ses-
sions, or conduct head to head gaming sessions. However,
connecting directly to another electronic device carries
numerous complications and security risks however. If device
relationships can be created too easily, it is possible for unau-
thorized individuals to establish wireless connections to per-
sonal computing devices and access confidential personal or
financial information. If it is too difficult to establish such
connections, then the technology will not be convenient to
use.

[0003] Existing methods for establishing communication
between devices rely on parameters such as relative geo-
graphic location between devices, or time parameters such as
the time between each device receiving an input to request a
connection. A possible shortcoming of such methods
includes the accidental establishment of a connection
between devices. Additionally, Bluetooth can utilize several
well known methods of pairing devices using pre-set or
dynamic PIN validation. However, PIN based methods vary
in their speed and ease of use, and can be inconvenient due to
the user input which may be required to use such method.

SUMMARY

[0004] Embodiments related to techniques for forming
secure bidirectional wireless communication between elec-
tronic devices using visual codes are described herein. Vari-
ous configurations make use of one of many possible visual
codes (such as an image, barcodes, qr codes, series of num-
bers, or other unique identification codes) to uniquely identify
a nearby device by using a camera, and then automatically
connect to it using wireless technology. In numerous embodi-
ments of the invention, devices intended to communicate will
each, on their own display devices, display an image contain-
ing information that can be used to connect to that particular
device. Other devices can capture that image with their cam-
era and establish a data connection using the information
encoded within the image.

[0005] Additionally, the images are not limited, in one
embodiment, to static images using a specifically defined
code sequence, but multiple embodiments can use multiple
possible visual code techniques that can be dynamically
determined based on, for example, the availability of one or
more networks or network resources. As well, the data
exchanged via visual code can be bidirectional, meaning
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device information can be exchanged both ways between
devices, rather than unidirectionally, as is typical when trans-
mitting information to a device via a visual code.

[0006] In at least one embodiment of the invention, the
process is managed by a dedicated server with which the
devices can communicate over a secure channel. In this
embodiment, a user of a device can indicate intent to connect
to another device via, amongst other methods, a voice com-
mand, an input gesture, or some other method of indicating
the intent to connect to another device.

[0007] In other embodiments of the invention, the devices
can communicate without a server. This would be advanta-
geous in the event the devices do not have access to a network
or a network of networks, such as the internet, and, in some
instances, can be faster than a server based method if the
connection to a network or the internet is not a high speed
connection. However, this embodiment may prevent the use
of'additional server managed features such as obtaining con-
nection statistics, or blocking services for particular devices
from a central maintenance point.

[0008] Other features of the present invention will be
apparent from the accompanying drawings and from the
detailed description which follows. The above summary does
not include an exhaustive list of all aspects of the present
invention. It is contemplated that the invention includes all
systems and methods that can be practiced from all suitable
combinations of the various aspects summarized above, and
also those disclosed in the Detailed Description below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Embodiments ofthe invention are illustrated by way
of example, and not limitation, in the figures of the accom-
panying drawings in which like references indicate similar
elements.

[0010] FIG. 1 shows a flow diagram illustrating a method,
in one embodiment, of establishing bi-directional communi-
cation between devices.

[0011] FIG. 2 shows a high level diagram illustrating some
of'the components of a hand held device capable of capturing
and displaying images used to establish bi-directional com-
munication between devices.

[0012] FIG. 3 shows an example of a low level diagram that
illustrates some of the components of a hand held device.
[0013] FIG. 4 shows an example of a low level diagram
illustrating a data processing system general purpose com-
puter capable of acting to facilitate communication between
devices.

[0014] FIG. SA-5D illustrates an example of a networked
infrastructure for establishing bi-direction communication
between devices.

[0015] FIG. 6A-6C illustrates various possible configura-
tions of an established bi-directional data link between
devices.

[0016] FIG. 7 illustrates a low level diagram illustrating a
data processing system capable of capturing and displaying
images used to establish bi-directional communication
between devices.

[0017] FIG. 8 shows an example of a device to device
connection between a mobile device and a desktop computer
with an attached webcam.

[0018] FIG. 9 shows an example of a mobile device to
mobile device connection facilitated by a desktop computer
with an attached webcam.
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[0019] FIG. 10 is a flow diagram that shows and embodi-
ment of a method according to one embedment of the inven-
tion.

[0020] FIG. 11 is a flow diagram that shows a method
according to an embodiment of the invention

DETAILED DESCRIPTION

[0021] Various embodiments and aspects of the inventions
will be described with reference to details discussed below,
and the accompanying drawings will illustrate the various
embodiments. The following description and drawings are
illustrative of the invention and are not to be construed as
limiting the invention. Numerous specific details are
described to provide a thorough understanding of various
embodiments of the present invention. However, in certain
instances, well-known or conventional details are not
described in order to provide a concise discussion of embodi-
ments of the present invention.

[0022] Reference in the specification to “one embodiment”
or “an embodiment” means that a particular feature, structure,
or characteristic described in conjunction with the embodi-
ment can be included in at least one embodiment of the
invention. The appearances of the phrase “in one embodi-
ment” in various places in the specification do not necessarily
all refer to the same embodiment. The processes depicted in
the figures that follow can be performed by processing logic
that comprises hardware (e.g. circuitry, dedicated logic, etc.),
software, or a combination of both. Although the processes
are described below in terms of some sequential operations, it
should be appreciated that some of the operations described
may be performed in a different order. Moreover, some opera-
tions may be performed in parallel rather than sequentially.
[0023] Unless specifically stated otherwise, throughout the
description discussions utilizing terms such as “processing”
or “determining” or “displaying” or the like, refer to the
action and processes of a electronic computing device or
similar data processing system that manipulates and trans-
forms data represented as physical (electronic) quantities
within the computer system’s registers and memories into
other data similarly represented as physical quantities within
the computer system memories or registers or other such
information storage, transmission or display devices.

[0024] Embodiments of the invention employ a method of
establishing bi-directional communication between devices
by employing visual codes. FIG. 1 shows a flow diagram
illustrating one embodiment of such a method. An embodi-
ment of the method 100 begins with an operation 110 that
includes receiving a request to connect a first device to one or
more devices. The input request can come in numerous forms.
Devices in various embodiments can receive requests via a
button or an icon on a device, a touch gesture, a voice com-
mand, or any other input signifying intent to connect. Various
embodiments can require each device that receives an input
request to perform a second operation 120 and capture, in
response to its input, an image displayed on the display of the
other device using a camera in the device.

[0025] For example, a first device can receive a request to
connect to a second device, and the second device can, at
about the same time, receive a request to connect to the first
device. In response to the request received at the first device,
the first device can display connection information on a dis-
play of the first device and can concurrently capture an image
of connection information displayed on the display of the
second device, and at about the same time, the second device
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can, in response to the request received at the second device,
display connection information on a display of the second
device and can concurrently capture the image of connection
information displayed on the first device’s display. In one
embodiment, each device can prompt the user of the device to
point the respective device’s camera toward the display of the
other device; in one embodiment, each device can also con-
firm whether it has successfully captured the connection
information from the other device.

[0026] In one embodiment, each device can have a tablet
form-factor or an iphone-like form-factor and can include a
camera and display screen on the same side of the tablet
form-factor such that a user can point the device’s display at
the other device’s display and both devices can concurrently
display their connection information and also capture the
other device’s connection information; in this embodiment,
each device can also include another camera on the other side
opposite the display screen so that each device can be used as
a standard camera to take photographs. In the case where a
device has only one camera on the side opposite of the
device’s display, a user can be prompted to turn the display
screen to face the other device’s camera and be prompted to
turn the camera to face the other device’s display screen.
[0027] In one embodiment the device has a camera on the
display side of the device, as well as a camera on the side
opposite of the device’s display. In this case, when a device is
displaying connection information, it can also capture an
image of the user of the device with the camera on the side
opposite of the device’s display. During the connection pro-
cess, the device can display the image of the user along with
the device connection data. Alternatively, the device can
encode the image of the user in the connection data, or encode
a network location from which to retrieve the image of the
user, in the device connection data. The image of the user can
then be used to identify and accept connections when there
are multiple users associated with a device, or multiple
devices attempting to establish a connection.

[0028] An additional operation 130 determines connection
information from the captured image. Operation 130 can be
performed independently at each of the first and second
devices in one embodiment. The image can be used to encode
connection information such as, but not limited to network
address, available wireless connection methods, preferred
wireless connection method, etc. In one embodiment, the
image on each device can be dynamically determined based
on, for example, network availability and/or security related
information. Additional security related informationsuch as a
time stamp, the current geographic location of the device, an
image of'the user of the device, or encryption keys can also be
transmitted, along with unique device identifiers such as a
mobile phone number, device serial number, MAC address,
or other some unique identifier can also be sent from the first
device to the second device. In one embodiment, the images
can be encrypted.

[0029] Once the image is analyzed to determine the neces-
sary network, or other connection information, an additional
operation 140 can be conducted, which includes establishing
a data connection with the second device using information
determined from the image. In one embodiment, each of the
first and the second devices will perform an operation 140 in
order to establish a data communication which will normally
be bidirectional. Multiple connection methods may be
employed depending on the available technology. Embodi-
ments can use a local Wi-Fi network to communicate, or can
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use a cellular radio network to connect, or can use the Inter-
net, or can use a combination of such networks. Embodiments
can also communicate via a direct device to device connec-
tion using technologies such as Near Field Communication,
Bluetooth, Direct Wi-Fi or an Ad-Hoc wireless connection. If
encryption is desired, the devices may encode encryption key
information to use when establishing the data connection.
[0030] The present invention can relate to an apparatus for
performing one or more of the operations described herein.
This apparatus may be specially constructed for the required
purposes, or it may comprise a general purpose computer
selectively activated or reconfigured by a computer program
stored in the computer. It will be apparent from this descrip-
tion that aspects of the present invention may be embodied, at
least in part, in software. That is, the techniques may be
carried out by an apparatus in a data processing system in
response to a processor executing a sequence of instructions
contained in volatile or non-volatile memory, or a combina-
tion of such memories which together may embody a non-
transitory machine readable storage medium.

[0031] Non-transitory machine readable storage medium
comprises any type of machine readable storage medium,
including floppy disks, flash memory devices, optical disks,
CD-ROMs, and magnetic-optical disks, read-only memories
(ROMs), random access memories (RAMs), erasable pro-
grammable ROMs (EPROMs), electrically erasable pro-
grammable ROMs (EEPROMs), magnetic or optical cards, or
any type of media suitable for storing electronic instructions,
as opposed to media specifically designed or designated for
carrying transitory, propagating signals. In various embodi-
ments, software-instructions stored on a machine-readable
storage medium can be used in combination with hardwired
circuitry to implement the present invention. Thus the tech-
niques are not limited to any specific combination of hard-
ware circuitry and software or to any particular source for the
instructions executed by the data processing system associ-
ated an apparatus for performing one or more of the opera-
tions described herein.

[0032] FIG. 2 illustrates a diagram of a mobile device
which may implement embodiments of the method above. A
camera equipped device 200 can include a camera 210 which
can be used to capture an image shown on the display device
of'a second similarly equipped device. A device 200 can also
use an embedded display device 215 to show an image 230
that can be captured by a second similarly configured device.
The image 230 contains encoded connection data 240 which,
when analyzed by a second device, provides information
which allows the second device to connect with the first
device. The data encoded in the image 240 is encoded in a
manner where a machine can analyze the image and decode
the information. At least a portion of the encoded connection
data 240 may additionally be human readable. A processor
system 250 of device 200 is used to analyze the image cap-
tured by camera 210, much in the same way the second device
will use a processing system to analyze an image 230 dis-
played on the display device 215 of device 200.

[0033] Inthe embodiment shown in FIG. 2, device 200 has
adisplay 215 and a camera 210 on the same side of the device
200 which can have a tablet or iPhone-like form-factor. In
addition to the camera 215, the device 200 can also have a
camera on the side opposite of the display device 215, which
can capture an image of the user of the device while display-
ing an image 230 on the display device 215. The image of the
user of the device can be displayed in conjunction with, or
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encoded into the image 230 that contains encoded connection
data 240. In one embodiment, a confirmation prompt to the
user of the device 200 can include, along with other informa-
tion, an image of the user of the second device.

[0034] A handheld device that can implement embodi-
ments of the invention can be represented as a data processing
system with components similar to those illustrated in FIG. 3.
The data processing system 300 shown in FIG. 3 includes a
processing system 305 which can be an integrated circuit,
such as a system-on-a-chip integrated circuit. The system 300
also includes memory 310 for storing data and programs for
execution by the processing system. The system 300 addi-
tionally includes an audio input/output subsystem 320 which
may include a microphone and a speaker for playing back
music or providing telephone functionality through the
speaker and microphone.

[0035] A display controller and display device 330 provide
a visual user interface for the user; this digital interface may
include a graphical user interface which is similar to that
shown on, for example, the iphone (or iPod Touch, iPad, or the
like, all provided by Apple Inc. of Cupertino, Calif.), though
embodiments are envisioned that can operate on other devices
or data processing systems. The display device and display
controller system 330 may comprise one or more display
device technologies such as an LCD or LED display. The
display controller may communicate with the display device
via one or more interfaces utilizing, for example, LVDS or
MIPI-DSI technologies. In addition to providing a user inter-
face, the system 300 can use a display device 330 to display a
visual image which contains connection information that can
allow a second, similarly configured data processing system,
to form a data connection with the system 300. This data
connection may be via one or more connectivity devices, such
as a wireless transceiver 370. The wireless transceiver 370
can transmit and receive data via one or more wireless tech-
nologies such as Wi-Fi, infrared, Bluetooth, or one or more
variants of wireless cellular technology.

[0036] Embodiments of system 300 can also contain one or
more camera devices 340 which can be used to capture an
image displayed on the display device of a data processing
system configured similarly to system 300. Multiple camera
devices may be included in system 300 configured in both a
front and rear facing configuration, though similarly config-
ured systems each with a front facing camera may be one of
many optimal configurations.

[0037] The data processing system 300 can also include
one or more input devices 350 that allow a user to provide
input to the system. Input devices can include a keypad or
keyboard, alone or in conjunction with a touch or multi touch
panel that is overlaid on the display device 330. Additionally,
embodiments of the data processing system 300 can also
include a device for providing location awareness, such as a
Global Positioning System (GPS) device 360 or its equiva-
lent. Embodiments could use that information as part of the
connection establishment process. For example, a device
comprised of the data processing system 300 can be config-
ured to only connect to other systems that are geographically
local to them. Alternatively, devices may only connect to
systems that are in a remote geographic location if it is known
that the data connection is intended to be to a device known to
be remote.

[0038] One or more input devices 350 can be used to allow
auser to indicate the intent to connect a device represented by
system 300 to another similarly configure system or device. It
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is to be noted that the data processing system 300 as repre-
sented in FIG. 3 is by way of example. One or more buses or
interfaces, which are not shown, may be used to interconnect
the various components, as is well known in the art. As well,
additional components, not shown, may also be part of the
system 300 in certain embodiments, and in certain embodi-
ments fewer components than shown in FIG. 3 may also be
used in a data processing system.

[0039] The methods described herein are not limited to
handheld devices and can be implemented on a variety of
different data processing devices, including general purpose
computer systems, embedded systems, consumer electronic
devices, special purpose computer systems, etc. For example,
the data processing systems which may use any one of the
methods described herein may include a desktop computer or
a laptop computer or a tablet computer, in addition to smart
phone, tablet or PDA devices. In other embodiments, the data
processing system 300 may be a network computer or an
embedded processing device within another device, an enter-
tainment system (e.g., a Nintendo DS, Play Station Vita), a
consumer electronic device, or other types of data processing
systems which have fewer components or perhaps more com-
ponents than that shown in FIG. 3.

[0040] FIG. 4 shows one example of a data processing
system 400 which may be used as a network server to facili-
tate embodiments of the present invention. Note that while
FIG. 4 illustrates the various components of a data processing
system, such as a computer system, it is not intended to
represent any particular architecture or manner of intercon-
necting the components as such details are not germane to the
present invention. It will also be appreciated that other types
of data processing systems which have fewer components
than shown or more components than shown in system 400
may also be used with the present invention, including mul-
tiple systems configured similarly to system 400 working in
parallel.

[0041] Asshown in FIG. 4, the data processing system 400
includes one or more buses 405 which serve to interconnect
the various components of the system. One or more proces-
sors 410 are coupled to the one or more buses 405 as is known
in the art. Memory 420 may be DRAM or non-volatile RAM
or may be flash memory or other types of memory. This
memory is coupled to the one or more buses 405 using tech-
niques known in the art. The data processing system 400 can
also include non-volatile memory 430 which may be a hard
disk drive or a flash memory or a magnetic optical drive or
magnetic memory or an optical drive or other types of
memory systems which maintain data even after power is
removed from the system. The non-volatile memory 430 and
the memory 420 are both coupled to one or more buses 405
using known interfaces and connection techniques.

[0042] Non-volatile memory 430 can be configured to con-
tain an image-cache 435 to store generated images containing
encoded connection or validation information for devices
whose connections the data processing system is facilitating.
The image-cache 435 may be used in some embodiments to
reduce the processor 410 load under certain scenarios. For
example, if a device were to send repeated requests for image
generation within a short period of time, the data processing
system 400 can store, and subsequently retrieve the generated
image instead of creating a new image for each request.
Embodiments would see varying benefits from the image
cache 435 based on the computational complexity of the
precise image generating algorithm employed. For example,
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if some embodiments use advanced cryptographic techniques
to encrypt the data in the image, the computation load may not
scale well if the server is handling a large volume of image
generation requests.

[0043] A display controller 440 is coupled to the one or
more buses 405 in order to receive display data to be dis-
played on a display device 445 which can display a user
interface to allow operation and maintenance of the system
400. The data processing system 400 can also include one or
more input/output (I/O) controllers 450 which provide inter-
faces for one or more 1/0 devices, such as those represented
generically by I/0O Device 456 or I/O Device 457, but espe-
cially to network device 455. While FIG. 4 shows system 400
configured such that the non-volatile memory 430 and the
memory 420 are coupled to the one or more buses directly
rather than through a network interface such as one provided
by network device 455, the data processing system 400 may
utilize a non-volatile memory which is remote from the sys-
tem, such as a network-attached storage (NAS) device which
is coupled to the data processing system through a network
interface.

[0044] In one embodiment, a set of devices can be pro-
grammed or configured to establish a data connection through
a direct peer-to-peer communication through a direct peer to
peer communication mode, while in other embodiment a set
of devices can be programmed or configured to establish a
data connection through a server, such as server 500 in FIGS.
5A-5D, that facilitates the set up of the connection. In yet
other embodiments, a set of devices can be programmed or
configured to be capable of direct peer-to-peer connections
and also server facilitated connections and can be pro-
grammed or configured to dynamically select or switch
between the different modes.

[0045] FIGS. 5A through 5D illustrate a client-server net-
work infrastructure which may implement embodiments of
invention. This client-server network infrastructure can pro-
vide a secure connection between two or more client devices
and at least one server. FIGS. 5A through 5D contain ele-
ments that are common through the figure set and are present
in each figure, as well as elements that are unique to each
figure, and the elements are numbered accordingly. FIG. SA
shows a server device 500 arranged in a client-server configu-
ration over a network with multiple handheld devices.
Though it should be noted that while handheld wireless
devices are used by example in certain figures, embodiments
of the invention are not specifically limited to such wireless
devices.

[0046] FIG. 5A further shows a first wireless device 530
and a second wireless device 540 each configured to connect
with a server 500 via a network composed of wired or wire-
less devices, or a combination of wired and wireless devices.
The first device 530 will receive an input to request-to-con-
nect with a second, potentially unspecified device. That input
to request to connect can be contemporaneous with an input at
device 540 to connect to a second, potentially also unspeci-
fied device. In one embodiment, the first device 530 can
transmit a request-to-connect 531 via an encrypted wireless
network onto a wired network infrastructure to which a server
500 is connected. The second device 540 can also transmit a
request-to-connect 541 via an encrypted wireless network
onto a wired network infrastructure to which server 500 is
connected. Should the sever be configured to process such
requests from device 530 or device 540, the server can gen-
erate a visual image containing encoded connection or con-
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nected validation information corresponding to the request-
ing device. That means that, in this embodiment, device 530
requests that the server generate an image for device 530 to
display on its attached display device, and device 540
requests that the server generate an image for device 540 to
display on its attached display device.

[0047] FIG. 5B illustrates an embodiment of the invention
wherein a first encoded image 532 is sent to a first device 530
and a second encoded image 542 is sent to a second device
540. The server 500 can encode within an image information
that includes, but is not limited to: network specific connec-
tion information for a device based on information known
about the device available to a cellular network service pro-
vider, information provided by the device during the request
to connect, information provided by the device user contem-
poraneously to the input of the connection request, or from
some other source. The connection information in the image
can, in one embodiment, be dynamically determined as
explained herein.

[0048] In one embodiment, the server 500 can then send a
first encoded image 532 to a first device 530 and a second
encoded image 542 to a second device 540 via a network
comprising a wired network infrastructure 510 alone or in
conjunction with a wireless network 520. When a device has
obtained an encoded visual image, such as an encoded image
532 for a device 530 or the encoded visual image 542 for
device 540, it then displays the image on its display device
and at the same time starts a camera associated with the
device, such as one illustrated by camera device 340 of FIG.
3 or camera 210 of FIG. 2. Cameras are commonly found in
modern mobile devices such as smart-phones, tablet comput-
ers, or laptops, but the invention can also be used to connect
to non-mobile devices, such as connecting a smart-phone to a
desktop computer that has a webcam connected, or connect-
ing a smart-phone or other wireless mobile device to a remote
wireless device using remote cameras as intermediaries.
[0049] FIG. 5C shows two devices facing each other such
that they are capable of recognizing the other device’s visual
image. In one embodiment, the first device 530 may recog-
nize the second device 540 as a device capable of connecting
via the transfer of visual codes. This may be accomplished,
for example, by scanning for and recognizing a certain pattern
common to all visual images used in the connection method
(e.g. a common start sequence of numbers, a particularly
shaped frame around the image, color codes, etc). A first
device 530 can then use its camera to capture the image on the
display of a second device 540, just as any other device 540
can use its camera to capture the image on the display of
another device 530. Each device, by using its camera and by
reading and processing the information contained in the
image using OCR (optical character recognition) or other
means of image processing may conduct an image decode
and validation process. Alternatively, a device can send the
images to a server 500 for decode and validation. For
example, in one embodiment the first device 530 will send a
capture image 533 to a server 500, and a second device 540
can also send a captured image 543 to a server 500.

[0050] FIG. 5D illustrates a networked client server infra-
structure wherein a server 500 decodes images sent from a
first device 530 and a second device 540. The server 500 can
decode the information embedded in a visual image and use
that information to establish a data connection between a first
device 530 and a second device 540. This data connection can
be secure by using encryption established by the server 500.
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In this embodiment, a first set of device connection informa-
tion 534 can be sent to a first device 530, and a second set of
device connection information can be sent to a second device.
The first device 530 and second device 540 each now have the
information from other device to establish a data connection
450.

[0051] The data connection can be establishing using one
or more wireless technologies such as Wi-Fi, Bluetooth, or
NFC, and can be established in a direct device to device
manner, or via a local network (LAN), or routed through a
larger network (internet or intranet). FIGS. 6A through 6C
illustrate non-limiting examples of how a data connection can
be routed. One embodiment is demonstrated in FIG. 6A. A
first wireless device 630, having established a data connec-
tion using with device 640, can route such a connection 650
through a server 600 via a large network (605) such as the
Internet. This embodiment allows facilitated, mediated or
filtered data connections between a first device and a second
device using a number of algorithmic or heuristic methods.
Embodiments of the invention may use this connection
method to allow the first device 630 and second device 640 to
participate competitively or cooperatively in an online gam-
ing session hosted on the server 600, or allow secure and
private chat sessions or data exchange sessions between the
first device and second device. A data connection mediated by
a server would allow a service provider to directly obtain
relevant connection statistics or block services to certain
devices via a central point of maintenance.

[0052] FIG. 6B illustrates a connection method between
devices that is routed through a secure network infrastructure
that is device mediated rather than server mediated. The con-
nection can be established via a wireless local area network
620 or involve a wired portion of network infrastructure 610
such as private or corporate intranet network. Embodiments
of the invention using the connection route 660 illustrated in
FIG. 6B may also comprise gaming or chat sessions, or may
comprise bi-directional burst transfer of data such as an
exchange of contact information, application specific data, or
social network contact information. Wireless network 620
may also be a cellular wireless network allowing devices to
exchange information only between devices on that particular
carrier’s network.

[0053] FIG. 6C illustrates a connection established in a
direct, device to device manner using technologies such as,
but not limited to, Ad-hoc Wi-Fi, direct Wi-Fi, NFC, or Blue-
tooth. In this embodiment, a first handheld device 630 and a
second handheld device 640 may establish a data connection
via a connection route 670 that comprises only wireless
mobile computing devices and is not establish through or
facilitated by infrastructure devices. Instead, a point to point
data connection 625 is established between the various con-
nected mobile devices. Use cases using this embodiment can
be the same as use cases available to connections illustrated in
FIG. 6A or FIG. 6B, or may encompass additional use cases
that are unique to the device to device connection route 670.
[0054] In addition to handheld or embedded devices,
embodiments of the invention can be implemented by devices
such as laptops or desktop computers. FIG. 7 shows a data
processing system 700 that is a similar to that encompassed in
a modular, general purpose computer such as a laptop or
desktop computer. Note that while FIG. 7 illustrates various
components of a computer system, it is not intended to rep-
resent any particular architecture or manner of interconnect-
ing the components as such details are not germane to the
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present inventions. The computer system shown in FIG. 7
may, for example, be a Mac computer from Apple, Inc. or a
computer which runs the Windows operating software from
the Microsoft Corporation.

[0055] As shown in FIG. 7, the computer system 700
includes a bus 705 which is coupled to one or more micro-
processors which form a processing system 710. The bus 705
is also coupled to memory 720 and to a non-volatile memory
730, which may be, in various embodiments, a magnetic hard
drive, flash memory, battery backed volatile memory, or, in
some embodiments, a combination of these devices. The non-
volatile memory may house an image cache 735 which may
be used to optimize the connection process by storing some
number of visual images that have been generated and may be
re-used. The bus 705 is also coupled to a display controller,
740 which can be attached to one or more display devices 745.
The bus 705 is also attached to one or more 1/O controllers
750 to which one or more /O devices may be attached,
including a wired network device 755, one or more wireless
transceivers 757, and a camera device 756, which can be
integrated physically into the system or housed externally and
attached via a wired or wireless interface. The processing
system 710 may include one or more microprocessors, such
as a microprocessor from Intel or IBM. The bus 705 intercon-
nects these various components together in a manner which is
known in the art.

[0056] The memory 720 can be implemented as dynamic
RAM (DRAM) which provides fast access to data but is
considered “volatile” in that it requires power continually in
order to refresh or maintain the data in the memory. The
non-volatile memory 730 can be used for data storage and
retains data even after power is removed from the system.
While FIG. 7 shows that the non-volatile memory 730 is a
local device coupled directly to the rest of the components in
the data processing system, it is notable that other embodi-
ments can utilize a NAS device, or some other type of remote
storage which is coupled to the data processing system
through a network device 755. The bus 705, as is well known
in the art, may include one or more buses connected to each
other through various bridges, controllers, and/or adapters as
is known in the art. In one embodiment, the I/O controller 750
may include a USB adapter for controlling USB peripherals
and an IEEE-1394 controller for IEEE-1394 compliant
peripherals.

[0057] FIG. 8 shows how embodiments of the invention can
be used to connect a device similar to that of FIG. 2 with a
device comprising the data processing system of FIG. 7. A
computer device 820, which may be a mobile or desktop
computer, with a display 825 and a camera device 827, such
as a webcam or video camera, can display an image contain-
ing encoded connection data 810 and capture the image dis-
played on the display of a wireless device 830. Embodiments
of'the invention can use a server based method to generate and
compare images or, alternatively, the devices may perform
the image generation and image decode function themselves.
Additionally, the data connection, once established, may be
configured in at least any of the connection routes illustrated
in FIG. 6.

[0058] FIG. 9 illustrates an embodiment of the invention
similar to that demonstrated in FIG. 8, however, in this
embodiment remotely situated handheld devices may be con-
nected using visual codes by way of camera equipped com-
puter devices, or other camera equipped data processing
devices. A first wireless handheld device 930 can display an
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image containing encoded connection data which can be cap-
tured by an attached webcam 915 of a first computer device
910. A second wireless device 970 can display an image
containing encoded connection data which can be captured
by, for example, an integrated webcam 965 of a second com-
puter device 960. The first computer device can transmit one
ormore captured images over a first local area network (LAN)
940 onto a large network 942 such as, for example, the inter-
net, just as the second computer device can transmit one or
more captured images via a LAN 947 onto a large network
942. An image of the first wireless device 930 can then appear
as an image of a remote handheld device 931 on the display of
the second computer device 960. An image of the second
wireless device 970 can also appear as an image of a remote
handheld device 971 on the display of the first device.

[0059] Other embodiments can function in a manner simi-
lar to the networked client server infrastructure illustrated in
FIGS. 5A through 5D, wherein a networked server device 945
can perform one or more functions of the network attached
server 500 depicted in FIGS. 5A through 5D. Embodiments
of the invention can have one or more functions such as
encode, decode, or match performed at a networked server
device, or those functions can be performed by a wireless
handheld device or their computer device intermediaries.

[0060] Any one of the devices implementing embodiments
of the invention may also use location awareness technology
(e.g. GPS) during one or more encode, decode, or match
functions. For example, a handheld device may be configured
to only accept connections from devices in its geographic
vicinity, or alternatively, if connecting to a remote device,
accept connections from the known geographic location of
the remote device. Additionally, embodiments of the inven-
tion may utilize location awareness technology to cache pre-
viously generated images for devices within a specific geo-
graphic location. In embodiments using a remote server such
as the server 945 shown in FIG. 9 or the server 500 shown in
FIG. 5 to implement an embodiment of the invention, the
server may implement one or more additional verification
steps after decoding the connection data in the image to
determine if a data connection will be established between
devices.

[0061] For example, when a server is configured to receive
both captured images and device identifiers from devices, the
server can match the two devices as a pair that intends to
connect based on the unique device ids, timestamps, and
optionally the geographic device location determined by
location technologies like GPS, Wi-Fi, Cell technologies, IP
address resolution, or other location technologies. Other
embodiments may disable or tailor location awareness for use
cases such as one in FIG. 9 utilizing remote cameras. Addi-
tionally, embodiments may, when creating an image contain-
ing connection information, encode a security key in the
image, and require that any device attempting to establish a
connection recite the appropriate security key.

[0062] Embodiments of the invention may also provide the
ability for devices to establish a data connection using visual
codes when a connection to a networked server is not avail-
able. This functionality is advantageous in the event the
devices do not have access to internet. Embodiments using
device only verification may, in some instances, perform
faster verification than a server based method if the connec-
tion to the internet is not a high speed connection. However,
this embodiment may prevent the use of additional server
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managed features such as obtaining connection statistics, or
blocking services for particular devices from a central main-
tenance point.

[0063] FIG. 10 illustrates two sequences of operations that
one embodiment can follow depending on whether or not a
device can connectto a server, such as server 500 in FIGS. 5A
through 5D. Initially, an event 1010 occurs where a first
device will receive an input to request that first device to
connect to a second device. It is possible, also that at the same
time as event 1010 a second device can receive a request to
connect to a first device. The devices will each conduct a
query 1020, using either specialized techniques or techniques
known in the art (such as pinging known operating services at
known IP addresses) to determine whether each of them can
connect to a server to facilitate the connection process. If the
network environment is such that, for example, the first
device cannot connect to the server, the device will conduct an
operation 1030 where it generates a first image using known
connection data and device specific information. Subse-
quently the device will conduct an additional operation 1040
where it displays the generated image while enabling, in some
embodiments, a front facing camera near the display.

[0064] In some embodiments, a second device, having
received an input event analogous to the event 1010 received
at the first device, will have, in some manner or another,
generated a second image, which will be displayed on the
display device of the second device. At this point the camera
on the first device can be enabled, and the device can conduct
an operation 1050 that allows the capture of the second image
on the display of a second device. From that second image,
the first device can conduct a decode event 1060 where the
connection information for the second device is determined
from the second image. Having obtained the information
required, the first device will proceed to a connection event
1070 where the device will form, or at least initiate, in various
embodiments, a Wi-Fi, Bluetooth, or NFC connection, or
some other network connection with the second device. The
second device can also perform operations in which it cap-
tures and image on the first device’s display and uses connec-
tion information from that image to establish the data con-
nection.

[0065] Alternatively, a device can conduct a query 1020
and find that it can connect to a server, such as the server 500
in FIGS. 5A-5D. At this point, some embodiments would
have the device conduct an operation 1025 where the device
would send connection information, and additionally, in one
embodiment, device specific identification data to a server. It
would be appreciated at this point that either the first or
second device can connect with another device whether or not
the one, both or neither of the devices can access the server,
however, various embodiments can limit the connection type
available to the devices, or limit the services available to
devices that have formed a connection.

[0066] Once the device sends whatever required connec-
tion and identification information to the server, some
embodiments of the invention will have the server generate
and send an image for the device corresponding to transmitted
information or, alternatively, will send instructions to the
device on how to generate the image, which the device will do
so using a variety of novel techniques, or techniques known in
the art such as one of various 3D graphics or vector graphics
APIs. The device will receive the image, in some form or
another, from the server in a receive operation 1035, after
which, the device can proceed to an operation 1045 where the
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device will display the image on an attached display device
and turn on a camera. As in the image display operation 1040
conducted without the server, in this operation 1045, various
embodiments of the invention can have, for example, the first
device display a first image on an attached display device and
enable an attached camera device, while the second device
will display a second image on an attached display, where the
second image is specific to the second device, while enabling
an attached camera controlled by the second device.

[0067] Once the camera is enabled, a capture operation
1055 can capture, for example, on the second device, an
image on the display of the first device, in a manner analogous
to the capture operation 1050 conducted without the server,
however, this embodiment would have the captured image
sent to the server in operation 1065. The server would receive
a message image, decode the image, and return the required
connection information to the device in message 1075 con-
taining the connection information. One embodiment of the
invention, having connected to the second device using a
server facilitated method, can finish the process in a connec-
tion operation 1085 where the second device will connect to
the first device over at network such as, for example, the
internet. Once connected over the network, the devices could
conduct a number of data transactions which may or may not
require facilitation from a server device similar to the device
used to facilitate the connection.

[0068] Embodiments of the invention do not limit the final
data connection type to that used to create the initial data
connection. The data connection type can dynamically
change after the images are used to establish the connection.
FIG. 11 illustrates one manner in which the data connection
can be established by an embodiment of the invention once
the connection is negotiated via visual images. In operation
1099, a device can receive an input requesting a connection to
another device. In operation 1100, a first device can deter-
mine whether to connect to the internet to establish a data
connection with a second device. Various embodiments will
use various criteria to make this determination, which
includes, but is not limited to, the type of service or utility the
devices will use once the connection is established, the type of
network connections available to the various devices at the
time, or the type or amount of data to be transferred. Addi-
tionally, embodiments may switch from one data connection
type to a second data connection type dynamically based on
changing conditions.

[0069] To illustrate the above, a device may attempt an
operation 1110 where the device can create a peer to peer
connection. Embodiments can proceed to an operation 1120
where the device determines the type of peer to peer connec-
tions available. Not all devices may support all connection
methods and embodiments, for example, may be limited to
Wi-Fi and Bluetooth and will not be able to establish a Near
Field Communication connection. Whatever connection
types are common between devices are considered and nego-
tiated by one embodiment in a negotiation operation 1130
where the devices will decide a preferred connection type.
This selection can occur before, after or concurrently, in
various embodiments, with operation 1140 where one or
more devices will filter the available connection types based
on one or more goals of the connection. For example, if a
secure chat session over short range radio is desired, then a
peer to peer connection would be compatible. However, if
devices areto be used to play a game and the game requires an
internet server, then a peer to peer connection will not suffice.
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Depending on the scenario the device can proceed to an
operation 1150 in which a peer to peer connection is estab-
lished, or, in other scenarios and other embodiments, the
device can, after establishing a peer to peer connection, notify
other devices in a transfer operation 1160 in which one or
more devices can indicate a need to connect to the internet,
through which embodiments can transfer the connection.

[0070] Alternatively, embodiments may determine in
operation 1100 that the device will connect to the internet. In
that case, the device will attempt a server connection opera-
tion 1115 in which the device will attempt to establish a
connectionto aserver. The server can be a server similar to the
server 600 in FIG. 6 A-6C through which devices may play a
common game, transfer encrypted information, or some other
server facilitated operation. If a first device is able to connect
to the server, and wishes to use a server connection, but a
second device cannot connect to the server, then the type of
operations possible over a data connection can be limited in
some embodiments. Accordingly, devices in question will
need to perform an operation 1125 to determine if all relevant
devices are able to connect to the server. Embodiments would
then, based on a conditional operation 1135 that tests if each
device is connected, can then proceed to further filter the
available data connection types based on connection type
usage in operation 1145. However, if each device is not con-
nected, devices can, in various embodiments, shift to an
operation 1110 in which one or more devices attempt to
establish a peer to peer connection and follow the sequence
described previously for peer to peer connections. In some
embodiments, however, the ideal scenario is one in which all
devices can connect to a server, such as the server 600 in FIG.
6A-6D, or at the very least the internet. In one embodiment,
this scenario would find all devices able to establish an opera-
tion 1155 wherein each device can establish a connection
either over a local area network, or through an internet server.

[0071] In the foregoing specification, the invention has
been described with reference to specific exemplary embodi-
ments thereof. It will be evident that various modifications
may be made thereto without departing from the broader
spirit and scope of the invention as set forth in the following
claims. The specification and drawings are, accordingly, to be
regarded in an illustrative sense rather than a restrictive sense.

1. A method at a first device comprising:

receiving a first input to request the first device to establish
a data connection with a second device, the second
device capable of receiving a second input to request the
second device to establish a data connection with the
first device;

displaying, on the first device, a first image containing
information to establish a data connection between the
first and second device;

capturing, through a camera at the first device, a second
image on a display of the second device;

determining connection information for the second device
from the second image captured by the first device; and

establishing a data connection with the second device using
the connection information from the second image.

2. The method of claim 1 further comprising generating the
first image containing information to establish a data connec-
tion between the first device and the second device, and
wherein the first device is configured to use a point to point
connection.
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3. The method of claim 2 wherein generating the first image
occurs at the first device and wherein the first image is
dynamically determined based on availability of one or more
local wireless networks.

4. The method of claim 2 wherein generating the first image
comprises:

retrieving connection information for the first device;

retrieving an identifier unique to the first device;

retrieving a geographic location of the first device; and

creating an encoded image containing the connection
information, unique identifier and geographic location
of the first device.

5. The method of claim 4 wherein generating the first image
occurs at a networked server attached via a client-server infra-
structure connected via one or more encrypted communica-
tion channels, and wherein the first image is encrypted with
one or more keys that are provided to the second device.

6. The method of claim 4 further comprising storing and
grouping the first image in an image cache based on the
geographic location of the first device and retrieving the first
image from the image cache.

7. The method of claim 4 wherein the encoded image
additionally contains a third image of the user of the first
device.

8. The method of claim 7 further comprising capturing,
through a camera at the first device, a third image of the user
of the first device.

9. An electronic device comprising:

a processor to receive a request to establish a data connec-
tion with a second device, the second device capable of
receiving a second input to request the second device to
establish a data connection with the first device;

adisplay coupled with the processor to display a first image
containing information to establish a data connection
with a first device, wherein the first image is dynami-
cally determined based on availability of one or more
local wireless networks; and

a camera coupled with the processor and the display, the
camera to capture a second image on a display of the
second device, wherein the processor determines the
information required to establish the data connection
with the second device from the second image captured
by the camera, and establishes the data connection
between the first and second device.

10. The device of claim 9 further comprising a location
awareness device to provide a geographic location for the
device.

11. The device of claim 9 further comprising one or more
wireless transceivers to enable wireless data connectivity.

12. The device of claim 9 further comprising a second
camera coupled with the processor, to capture a third image of
the user of the device.

13. A machine-readable storage medium having instruc-
tions stored therein, which when executed by a machine,
cause a machine to perform operations for establishing data
connections between devices, the operations comprising:

receiving an input to request a first device to establish a data
connection with a second device, the second device
capable of receiving a second input to request the second
device to establish a data connection with the first
device;

displaying, on the first device, a first image containing
information to establish a data connection between the
first and second device;
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capturing, through a camera at the first device, a second
image on a display of the second device;
determining connection information from the second
image; and
establishing the data connection with the second device
using the connection information from the second
image.
14. The machine-readable storage medium of claim 13
further comprising creating an image that contains informa-
tion used to establish a data connection.
15. The machine-readable storage medium of claim 13
wherein the data connection established is negotiated
amongst a plurality of wireless technologies.
16. The machine-readable storage medium of claim 13
wherein the data connection established is via a secure wire-
less network infrastructure.
17. The machine-readable storage medium of claim 13
wherein the data connection established is via a direct device
to device wireless connection.
18. The machine-readable storage medium of claim 13
further comprising displaying, on the first device, an image
associated with the user of the second device.
19. The machine-readable storage medium of claim 18
further comprising capturing, through a camera at the first
device, an image of the user of the first device.
20. A secure client-server infrastructure to establish a data
connection between devices comprising:
a first device capable of establishing a point to point or
server facilitated connection with a second device, the
first device to display and capture an image;
a second device capable of establishing a point to point or
server facilitated connection with a first device, the sec-
ond device to display and capture an image; and
a secure server with which the first and second devices
communicate over an encrypted communication chan-
nel, the secure server to
receive in conjunction with a first device identifier asso-
ciated with the first device, a request to connect the
first device to the second device,

receive in conjunction with a second device identifier
associated with the second device, a request to con-
nect the second device to the first device,

create an image for the first device and send the image to
the first device, wherein the first image is dynamically
determined based on availability of one or more local
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wireless networks, and wherein the first image is
encrypted with one or more keys that are provided to
the second device,

create an image for the second device and send the image
to the second device, wherein the second image is
dynamically determined based on availability of one
or more local wireless networks, and wherein the first
image is encrypted with one or more keys that are
provided to the second device,

receive, from each device, a request to decode images
captured by a camera of each device,

decode the image captured by each device and send
connection information to each device, and

establish a data connection between the first device and
second device.

21. The secure client-server infrastructure of claim 20
wherein the secure server which the first and second devices
communicate further comprises an image cache to optimize
image creation.

22. The secure client-server infrastructure of claim 20
wherein the data connection established between the first
device and the second device is chosen from a plurality of
wireless technologies.

23. The secure client-server infrastructure of claim 20,
wherein the data connection established between the first
device and the second device is via a secure wireless infra-
structure.

24. The secure client-server infrastructure of claim 20,
wherein the data connection between the first device and the
second device is via a direct device to device wireless con-
nection.

25. The method of claim 1, further comprising:

at the second device,

receiving the second input to request the second device
to establish a data connection with a first device;

displaying the second image containing information to
establish a data connection between the second device
and the first device;

capturing, through a camera at the second device, the
first image on a display of the first device;

determining connection information for the first device
from the first image captured by the second device;
and

establishing a data connection with the first device using
the connection information from the first image.
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