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(57) Abstract: The inventive method detects network congestion which interfercs with streaming of multimedia audio and video
packets from and rcacts to it and guarantees delivery of packets. The streaming of the multimedia audio and video packets is per-
formed when a server process executing on a sending computing device sends the packets to a player process executing on a receiving
computing device via a network. such as the Internet. The detection of the network congestion is performed by communicating con-
figuration information including network parameters from a service manager via the network to the at least one sending computing
device and to the at least one receiving computing device. The network congestion (80) is then confirming by transmitting and re-
tracting network probes. At least one buffer management technique is executed to limit degradation in the streaming of the packets.
The cnd of the network congestion is detccted by transmitting and retracting said network probes and the rate of streaming of the
packets is configured accordingly (82, 84).
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APPARATUS AND METHOD FOR PREDICTABLE AND DIFFERENTIATED
DELIVERY OF MULTIMEDIA STREAMING ON THE INTERNET

TECHNICAL FIELD
This invention relates to the field of multimedia audio and video streaming on the
Internet, and more particularly, to an apparatus and method for predict;tble and

differentiated delivery of multimedia streaming on the Internet.

BACKGROUND OF THE INVENTION

Multimedia streaming involves broadcast of audio and video information from
content providers called streaming servers or senders via the Internet to clients or
receivers on user computing devices called streaming players. Real-time delivery of the
multimedia streaming on the Internet is inherently uncontrollable and consequently
unpredictable. When an Internet delivery path is congested, packets of multimedia
streaming are typically dropped, thus causing degraded audio and video playback to be
received by the streaming players. Typically, manifested forms of congestion can be
classified into two types: instantaneous and sustained (longer-term). Instantaneous
congestion is caused by random variations in the arrival patterns of packets of multimedia
streaming at different Internet routers and switches, and due to the varying sizes of these
packets.

These variations cause varying amounts of delay as the packets of multimedia
streaming travel from the streaming server to the streaming receiver. If the delay
accumulates beyond a certain point, the packets of multimedia streaming can get lost.
This type of congestion typically causes sporadic delays and losses of over hundreds of
milliseconds to a few seconds, and is hence referred to as “instantaneous congestion.” In
contrast, sustained congestion is longer-term and results during periods of excessive
demand by the streaming players, e.g., demand for multimedia streaming from popular
websites over the network paths on the Internet. During these periods, packet traffic
surges can overwhelm the packet buffers in network routers, which are network traffic

routing and forwarding computing devices, and packets of multimedia streaming can get
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lost in bursts. This is similar to a rush-hour traffic scenario on highways at peak hours.

Unlike instantaneous congestion, sustained congestion can last from tens of seconds up to

a few minutes.

It is well known that instantaneous congestion is an easy problem to solve. The

client or the streaming player can buffer incoming packets of multimegiia streaming for a

short duration before playback. This reduces the effect of short-term cielay between

packets of multimedia streaming. Additionally, by requesting that a lost packet be
immediately retransmitted, the streaming player can counter the loss of packets of
multimedia streaming due to instantaneous congestion. Several existing streaming
systems use these techniques, i.e., short-term buffering along with retransmits of lost
packets, to isolate the streaming player from the effects of instantaneous congestion.

Examples of these systems include the Robust-User Datagram Protocol (UDP) feature in

the Real system from Real Networks and the NetShow 3.0 MediaPlayer from Microsoft.

The problem of sustained congestion is harder to solve. This difficulty relates to
the fact that the Internet delivery lacks a uniform real-time control. Several
standardization and research efforts have proposed ways to introduce such control;
however, none have succeeded in creating a global Internet standard. The referred to
standardization and research efforts include the following:

1. L. Kleinrock, "On Flow Control in Computer Networks", International Conference on
Communications (ICC'78), pages 27.2.1-27.2.5;

2. D.E. Comer, R. S. Yavatkar, "A Rate-based Congestion Avoidance and Control
Scheme for Packet Switched Networks", The 10™ International Conference on
Distributed Computing Systems, pages 390-397, 1990;

3. K.K. Ramakrishnan, R. Jain, "A Binary Feedback Scheme for Congestion Avoidance
in Computer Networks", ACM Transactions on Computer Systems, Vol. §, No. 2,
May 1990, Pages 158-181; and

4. D. Mitra, "Asympotically Optimal Design of Congestion Control for High Speed Data
Networks", IEEE Transactions on Communications, Vol. 40, No. 2, February 1992.

For example, the RSVP effort, described in Braden, R., Zhang, L., Berson, S.,

Herzog, S., and Jamin, S., "Resource Reservation Protocol (RSVP) - Version 1
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Functional Specification”, RFC 2205, Proposed Standard, September 1997, seeks to add

"quality of service" control within each network router and switch within the Internet.

Another effort that seeks to create fast paths on the Internet is the "differentiated service"

effort within the Internet Engineering Task Force (IETF) described in the following

publications: —

1) Nichols, K., Jacobson, V. and Zhang, L., "A Two-bit Differentiated Services
Architecture for the Internet", Internet Draft, December 1997;

2) Ferguson, P., "Simple Differential Services: IP TOS and Precedence, Delay
Indication, and Drop Preference", Internet Draft, November 1997; and

3) Clark, D. and Wroclawski, J., "An Approach to Service Allocation in the Internet”,
Internet Draft, July 1997.

The problem with these approaches is that they require structural changes
throughout the Internet. This requirement assumes an explicit cooperation between
various managers of the equipment comprising the Internet, which is an impractical
assumption. Consequently, these efforts have stalled or are expected to have limited
success. An alternative approach is to offer "adaptive applications". This approach
proposes that application content be adapted based on the level of congestion. Methods
based on this approach degrade the "experience" of an application in a controlled manner,
but do not attempt to guarantee predictability or isolation from congestion effects. This
approach is discussed in 1. Busse, B. Deffner, H. Schulzrinne, "Dynamic QoS Control of
Multimedia Applications based on RTP", May 30, 1995 and Real Networks, "White
Paper on SureStream Technology”, Available at
http://www.real.com/devzone/library/whitepapers/surestrm.html.

What is needed is a "delivery framework" that will isolate streaming players from
the effect of sustained congestion by providing a "predictable” delivery. Furthermore,
there is also a need for a "differentiated streaming" framework that will provide for
multiple levels of delivery isolation to the streaming players, without requiring structural

changes in the Internet, as in K. Nichols et al., P. Ferguson and D. Clark, discussed

above.
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SUMMARY OF THE INVENTION

The object of the present invention is to achieve a particular level of delivery
isolation on particular streaming players. This level of delivery isolation may be based
on factors like an importance "value" associated with particular streaming players, or the
price the user of the streaming players are charged, etc. As an exampl?, the streaming
server may place specific streaming players in the high "value" catego;y based on the
demographic information on their owners, while other streaming players may be placed
in the low "value" category.

Another object of the present invention is to ensure that the high value users of
streaming players always receive consistent, predictable delivery of streaming content,
even if there is an excessive user demand. If there is a situation of sustained congestion,
wherein not all users can be satisfied, the content provider might want to ensure that the
high value users are promised predictable delivery.

Accordingly, the present invention provides a method and an apparatus for
predictable and differentiated streaming on the Internet. The system consists of software
and random-access memory-based buffers installed at the streaming server and at the
streaming players along with a service manager at a separate location. The method
prescribes the manner in which the system is used to achieve predictable and
differentiated delivery of streaming multimedia packets.

The invention is based on streaming multimedia packets between the software on
the streaming server and the software on the streaming. The buffer sizes in the
computing devices of the streaming player and of the streaming server are initialized
based on the configuration information provided by the service manager software at the
start of the execution of the inventive method. This configuration information includes:

a) the expected duration of sustained congestion periods,

b) the worst-case packet loss rate during the sustained congestion period,

c) the encoded bit-rate of streaming source information, and etc.
During the delivery of the streaming multimedia packets, the software on the streaming
server relays the streaming packets to the software on the streaming playcr, which stores

the packets in a playout buffer before playing them out. The playout buffer takes care of

4
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delay variation that may arise due to instantaneous congestion on the network path. In
case of short-term losses caused by instantaneous congestion, the software on streaming

player immediately requests the server-end software to retransmit the lost information.

Predictable Delivery Method

To deal with sustained congestion ("congestion") the invention incorporates the
following method. The software on the streaming player uses estimation techniques
based on probes to detect and confirm the onset of sustained congestion. Once the
congestion status is verified, the streaming player software informs the streaming server
software about this event. The streaming server software then modifies the manner in
which it streams packets to the streaming player software. In particular, the streaming
server software ensures that the transmission rate of packets never exceeds the encoded
bit-rate of the streaming source. Furthermore, it gives preemptive priority to the
retransmitted packets over new packets. This creates a backlog of new packets at one of
the streaming server buffers.

Meanwhile, the streaming player software continuously monitors the status of
received packets and detects the end of congestion through estimation techniques based
on probes. Once the end of congestion is confirmed, the streaming player software
informs the streaming server software about this event. The streaming server software
then begins to stream its backlog of new packets to the streaming player software. The
transmission rate of this stream is increased based on the estimation information from the
streaming player software along with feedback obtained from other streaming players in
the network. This rate is carefully selected to ensure that the network is not flooded back
into congestion. The buffer sizing at the streaming player and at the streaming server is
based on the configuration information and ensures that the user experiences an
uninterrupted playback during sustained congestion. This assumes that the configuration
information is the "worst-case" scenario. If the actual service parameters turn out to be
worse than the configuration information, the streaming player software contacts the
service manager after the service. The configuration information at the service manager

is now updated in a persistent manner with the actual worst-case parameters.
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In one preferred embodiment, this update happens as follows. At the next service
invocation, the buffers are sized based on the updated configuration information. The
method thus automatically learns the worst-case behavior from the actual behavior of the
network each time. Eventually, the method can guarantee a predictable delivery based on
a non-interrupted playout in most cases. Various other embodiment&_are also possible,
wherein the buffer size is fixed, but the encoding bit-rate of the stream is modified to

choose the largest encoding bit-rate that leads to an uninterrupted playback.

Differentiated Streaming Method

The method for differentiated streaming involves identical operations as the
predictable streaming method, except for the mechanism for streaming the backlog of
packets from the streaming server software. For differentiated streaming, the streaming
server software transmits the stream based on the "value" associated with the particular

user, in addition to the information used for predictable streaming.

Accounting Delivery Service

Additionally, the methodology of the mentioned invention is utilized to offer the
inventive method as an "accountable delivery service" to a large number of content
providers, i.e., streaming servers, and users, i.e., streaming players. Such a service may
deliver performance contract-based services to users of the streaming players on the
Internet.

The service manager plays a central role in this service, by keeping and
exchanging the state of several streaming players, delivery paths, and content
providers/streaming servers in its database. The method of the present invention tracks
the "actual" delivered viewing/listening experience of users of streaming servers by
computing the delivery statistics including but not restricted to metrics that quantify
"pauses or interruptions", "content throughput", and "content loss". In addition to the
features of predictability and differentiation, the delivery service can also answer the
question of "service feasibility". That is, at the beginning of a session, the service

manager can estimate, based on the historical and instantaneous information, whether a
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particular user can receive an "expected quality experience." While the present invention
does not describe the details of this service, it should be obvious to those skilled in the art

to build such a service around the framework of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS.

The above and other objects and advantages of the invention v&:fi'll be apparent
upon consideration of the following detailed description, taken in conjunction with the
accompanying drawings, in which the reference characters refer to like parts throughout
and in which:

Figure 1 is a schematic diagram of the devices and programs comprising the
invention.

Figure 2 is a schematic diagram of the components of the devices utilized by the
invention.

Figure 3 is a schematic diagram of the operation of the invention during normal
streaming.

Figure 4 is a schematic diagram of the operation of the invention during
congestion.

Figure 5 is a schematic diagram of the recovery scheduling operation of the
invention after congestion.

Figure 6 is a diagram of the modeling the backlog operation of the invention
during congestion.

Figure 7 is a state transition diagram for streaming player module (normal
streaming).

Figure 8 is a state transition diagram for streaming server module (normal
streaming).

Figure 9 is diagram of a congestion processing protocol at the streaming player
module (during and after congestion).

Figure 10 is a diagram of an congestion processing protocol at the streaming

server module (during and after congestion).
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DETAILED DESCRIPTION OF THE INVENTION
Architecture

The invention, shown in Figure 1, comprises at least one computing device 10 for
executing a service manager process 12, at least one computing device 14 for executing
streaming server process 16, and at least one computing device 18 for executing
streaming player process 20. The service manager process 12 is ShO\Ni‘l’ as residing on the
computing device 12 only for the clarity of presentation. It may be obvious to those
skilled in the art that the service manager process 12 may reside on any computing
devices 14 and 18. Furthermore, server processes 16 may be present on the computing
devices 18 alongside player processes 20, and vice versa the player processes 20 may be
present on the computing devices 14 alongside server processes 16. Each computing
device 10, 14 and 18 are connected to a network 22 and establish data paths amongst
each other. In the preferred embodiment, the network is the Internet.

The streaming server process 16 transmits a single multimedia stream to each
streaming player process 20 and the streaming player process 20 receives that single
multimedia stream. The streaming server process consists of three buffers:

a) Output buffer 24, used to transmit new packets from the server process 16 to the

player process 20;

b) Backup buffer 26 , for maintaining temporary copies of the packets transmitted to
the player process 20; and
¢) Retransmit buffer 28, for maintaining retransmit requests received from the player

process 20. The streaming player process 20 may comprise a player buffer 29.

Before a streaming session begins, the Service Manager process 12 downloads
configuration information via the network 22 to both the computing device 14 for the use
of the streaming server process 16 and to the computing device 18 for the use of the
streaming player process 20. At the end of each streaming session, the configuration
information on the computing device 10 is updated for the future use of the Service
Manager process 12 via the network 22 by both the streaming server process 16 on the

computing device 14 and the streaming player process 20 on the computing device 18.
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The computing devices 10, 14, and 18 may take the configuration of any computer

ranging from mainframes and personal computers (PCs) to digital telephones and hand

held devices, e.g., palm pilots™. In one illustrative embodiment of this invention shown

in Figure 2, such computing devices may comprise a bus 30, which is connected directly

to each of the following:

1.

[Re—y

® N v kWD

a central processing unit (CPU) 32;

a memory 34;

a system clock 36;

a peripheral interface 38;

a video interface 40;

an input/output (I/O) interface 42;

a communications interface 44; and

a multimedia interface 46.

The common bus 30 is further connected

by the video interface 40 to a display 50;

by the /O interface 42 to a storage device 52, which may illustratively take the
form of memory gates, disks, diskettes, compact disks (CD), digital video disks
(DVD), etc.;

by the multimedia interface 46 to any multimedia component 56;

by peripheral interface 38 to the peripherals 58, such as the keyboard, the mouse,
navigational buttons, ¢.g., on a digital phone, a touch screen, and/or writing screen
on full size and hand held devices, e.g., a palm pilot ™,

by the communications interface 44, e.g., a plurality of modems, to a network
connection 60, e.g., an Internet Service Provider (ISP) and to other services,
which is in turn connected to the network 22, whereby a data path is provided
between the network 22 and the computing devices 10, 14, and 18 (Figure 1) and,
in particular, the common bus 30 of these computing devices; and

furthermore, by the communications interface 44 to the wired and/or the wireless

telephone system 54.
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Normal Conditions

Turning now to Figure 3, the normal streaming operation is shown when there are
either zero, i.e., no losses, or sporadic streaming losses, 1.e., loss occurring due to
instantaneous burst of streaming péckets. The overall streaming sequence works as
follows. Packets streamed from the streaming server process 16 are-queued up in the
streaming server output buffer 24 for transmission. The server proces-s' 16 is responsible
for transmitting streaming packets 70 to the computing device 18 executing the player
process 20. Periodically, this process 16 checks the output buffer 24 and the retransmit
buffer 28 to determine if there are streaming packets 70 awaiting transmission or any
requests form the player process. Any remaining streaming packets in the output buffer
24 are then transmitted. If retransmission requests are found, any streaming packets 70
requested for retransmission and found in the backup buffer 26 are transmitted. When
streaming packets 70 are transmitted, a temporary backup copy of the transmitted
streaming packets 70 is kept in the backup buffer.

The streaming player process 20 receives the streaming packets 70 and stores
them at the tail-end of the player buffer 29. Periodically after a user-defined interval, the
player process 20 examines the received streaming packets 70 to see if any streaming
packets 70 are missing. If packets are missing, the player process 20 sends a request 72
to the server process 16 to retransmit the missing packets. After assuring that all the
streaming packets 70 are received, the received streaming packets 70 are forwarded from

the head-end of the player buffer to the streaming player process 20.

Congested Conditions

The invention detects congestion early on, and then may take steps so that the
impact of congestion on the stream is minimized. A correctly configured framework can
keep a stream completely transparent of sustained congestion, thus providing an effect

equivalent to a "reservation." Two principles are at the basis of this framework,

detection/reaction to congestion and congestion recovery.

1. Detecting and reacting to congestion

10

Aylo Exhibit 1002
Page 384 of 744



15

20

25

30

WO 01/67264 PCT/US01/40264

The invention detects congestion through probes launched by the player process

20. The probes are discussed in detail later. Once congestion is confirmed, the server

process 16 reacts by using a technique called "constant bit-rate emulation.” This name

derives from the fact that the server process 16 tries to maintain a constant upper bound

on the rate at which the streaming packets 70 are streamed to the player process 20.

Typically, the upper bound is set equal to the encoding bit rate of the stream. In effect,

the server process 16 emulates a constant bit-rate by substituting new server packets with

packets that have been requested 72 for retransmission. Please recall that in congestion,

the server has a large number of retransmit requests 72 issued from the player process 20.

Figure 4 shows the flow of streaming packets 70 during this congestion situation. Two

important reasons motivate the constant bit-rate emulation method:

a) The method demonstrates a "network-friendly" yet efficient behavior. The method is
network-friendly, since it conserves bandwidth during congestion by lowering the
upper bound of its streaming transmission rate. Additionally, the method is efficient
for the following reasons. First, the upper bound on the transmission rate is set equal
to the maximum encoding bit-rate of the source stream,; this is not a restrictive setting.
Unlike other schemes that voluntarily reduce the source rate during congestion, the
present invention only reduces the transmission rate by the amount of incurred loss.
This decision has an important implication in practice. Most practical congestion-
processing algorithms will incur errors and delays in estimating and reacting to the
start of congestion or end of congestion. Consequently, there will be temporary
periods in which these algorithms "think" that the network is congested, when in
practice, the network has cleared out of congestion. In situations like this, estimation
errors do not degrade the streaming throughput. In fact, the invention delivers a
throughput better or equal to the throughput of any other scheme, if there is no loss of
streaming packets 70.

b) Assuming most connections sharing the network with streaming are using the
Transmission Control Protocol (TCP), the constant bit-rate of the invention in
congestion allows the TCP traffic on the same path to accurately sense the available

bandwidth (most Internet or Web traffic uses TCP). An alternative design with

11
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adapting bit-rate would confuse most other TCP connections and cause each to keep
oscillating their TCP windows. If all TCP connections maintain a steady window-
size, the performance of the network is much smoother in congestion. This behavior

can drain out the congestion faster and reduce the estimation errors.

2. Detecting End-of-Congestion and Recovery from congestion

The invention detects the end of congestion through probes launched by the player
process 20. Once the player process 20 confirms that congestion is over, the server process 16
enters a phase called "recovery scheduling". Figure 4 shows a recovery scheduling after
congestion. To understand this phase, recall that in the previous state of congestion, the server
transmits packets at a constant rate. By substituting new packets with older lost packets, the
server is in effect creating a backlog of new packets in its output buffer. The idea in recovery
scheduling is to exhaust the substantial backlog that may build up at the server output queue.
Clearly, this backlog must not be cleared by flooding the network. Such action may cause
significant losses in the intermediate switch buffers. In addition, if thousands of streams of
packets 70 flood the backlog at the same time, this may cause certain network points to get
congested again. Recovery scheduling is a procedure that configures the rate of streaming the
backlog based on the network parameters. Additionally, recovery scheduling can also take
into account the "premium" placed on the particular player process 20. The latter
consideration allows the server process 16 to stream backlog of streaming packets at different
priorities. "Higher value" users can receive backlog sooner than "lower value" users. This is

the basic principle behind differentiated streaming.

Buffer Design
As described previously, the configuration information is downloaded to the

computing devices 14 and 16 at the beginning of each streaming session. This
configuration information includes the following parameters:
(1) Worst-case duration of congestion, € *x, where * is a sampling or retransmission

interval, and € is a number of sampling intervals in a congestion period.

12
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PIOS S

(2) Worst-case of loss of streaming packets 70 during congestion defined by

(3) Encoding bit-rate of the stream of streaming packets 70 defined by ¢

(4) Averaged and minimum service rate, SRavg and “Rrir | This is the rate at which
streaming packets 70 are actually transferred from the server process 16 to the player

SR

process 20. =in js the minimum rate across the path via the Internet 22 from the server

process 16 to the player process 20.

(5) Path bottleneck link bandwidth Buin and the hop link capacities, where Buin is the
minimum physical bandwidth across all the hops, i.e., the routing devices between the
server process 16 and the player process 20.

The parameters indicated in the list above may be obtained through historical
measurements of the relevant values and through measurements made on streaming
packets 70 at the computing device 14 of the server process 16. The paramefers are in
turn used to design the sizes of the buffers 24, 26, 28 and 29 of server process 16 and the
player process 20. One preferred embodiment of achieving this is described immediately
below. That embodiment ignores the upper bounds limits on the buffer sizes related to

the available random-access memory 34 (Figure 2) in the computing devices 14 and 18.

Player Buffer-size (b,)
The buffer on the computing device 18 used by the streaming player process 20

plays out the streaming packets 70 at the maximum rate of - bits per second. During

sustained congestion, the packet loss is approximately Fios , and the maximum

transmission rate from the server, as explained above is €. It follows that the rate of the

*(1 —
player buffer 29 fill rate equals to & (1= Fss) bits per sccond. Thus, the net drain on

%
the player buffer 29 proceeds at the rate of € ™ Flos bits per second. To prevent the player
buffer 29 from draining out completely within the congestion period ¢ *x | the buffer-size

of the player buffer 29 should satisfy the constraint defined as:

13
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<——2c*x b,z c*x*e *F

loss

e, * Pl or (Equation 1)

Streaming Server Output Buffer-size (%)

Recall that the streaming server output buffer holds the backlog of new packets
created during the congestion period. Consequently, the size of this buffer is dictated by
the worst-case amount of backlog during the congestion period. To calculate the worst-
case backlog of the streaming packets 70, a simple model may be built up. Figure 6
shows the approximate amount of backlog as a function of time 82 during sustained

congestion. As indicated, the backlog rate 80 after two retransmission intervals 84 is

2¥e, * B, By extension, after ¢ retransmission intervals 84, the backlog rate 80 will

*
be & "€ *Foss  This establishes the constraint on the size of the output buffer 14 (Figure

1) in the memory 34 (Figure 2) of the computing device 14 (Figure 1) executing
streaming server process 16 (Figure 1).

*ypk, K
b,z2c*x*e, *B,, (Equation 2)

Server Backup Buffer-size (b"“'mp )
The backup buffer 26 (Figure 1) holds temporary copies of the server packets that

have been transmitted to the player process 20 (Figure 1). The copies must be held until
the server is sure that the packets have been successfully received in the player buffer 29

(Figure 1). To estimate the size of this backup buffer 26 (Figure 1) again, an operational

model is built. First, the transmission rate in packets per seconds is defined as R, . At
the start of the first retransmit 84, the approximate rate of loss of the streaming packets

Fioss * R, . Assuming the loss affects new as well as retransmitted

70 (Figure 3) is
streaming packets 70 (Figure 3) equally, the approximate rate of loss for older

2
unsuccessful streaming packets 70 (Figure 3) at the second retransmit 84 is Pioss * R, .

Supposing now that the number of retransmits that will reduce the loss rate for older

14
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packets to a negligibly small number, e.g., 0.1 packets for every retransmission interval is

defined by 7. This implies that:

0.1
0.1 log(/?p*x)
P" xR < mz

loss - -
i X orthat log £,

oss

Alternatively, if s is the packet size, the above equation may be .expressed as:

0.1*s/
log( % *x)

log P,

0SS

mz

The minimurmn required buffer size may be defined as equal to 7 ** .

Consequently, the size constraint of the backup buffer 26 (Figure 1) is

O.1%s
log( A*x)
Zm*x ZXx*

bbaclcup
log P, (Equation 3)

The detailed operational method underlying the invention is captured through a
protocol called "Streaming Congestion Protocol” (SCP). In the section below the SCP
sequences during different phases of streaming are described. Figures 6 and 7 show the
detailed operational sequence at the streaming server process 16 (Figure 3) and the
streaming player process 20 (Figure 3) during normal streaming of the streaming packets
70 (Figure 3). The operational sequences are described with the help of state diagrams.
A state diagram‘shows various states and transitions between states. Each state captures
a specific operational state, and the transitions between states capture the events that
cause the operational states to change. Figure 7 shows the state diagram of events at the
streaming server process 16 (Figure 1). Figure 8 shows the corresponding state diagram

at the streaming player process 20.

Processing during and after congestion
Please refer to Figure 9, by default, the streaming player process 20 is in a normal
state 100. The player process 20 may keep a track of the packet loss of a received stream

at a periodic interval that may be user determined. Ifthe amount of loss exceeds a
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threshold, e.g., Threshold1, across a time-window of some number of seconds which may
also be user determined, e.g., TW1, the player process 20 moves into the Likely
Congestion state 102. At this point, the streaming player process 16 (Figure 1) launches
congestion probes to determine whether the congestion symptoms are verified. These
probes form a part of a test called confirm congestion test. If the testindicates that
congestion is confirmed, the process moves to a Congestion Conﬁrme:d state 104.
Immediately, the streaming player process 20 contacts its server counterpart and informs
it about the new state change along with some other relevant information.

Note that the transition from a Likely Congested state 102 to Congestion
Confirmed State 104 can happen in two other ways. First, the player process 20 may
actually receive a Remote Congestion Confirmed report in state 106 from its server
process 16 (Figure 1) indicating that some other player process 20 on a related network
path is in the Congestion Confirmed state. If this happens, the player immediately moves
to the Congestion Confirmed State 104 itself. If the player process 20 has already started
conducting congestion probes before this notification, the player process 20 may halt
them at the instant it receives the notification. Alternatively, the player process 20 may
receive a Local Congestion Confirmed report in state 102 reporting that some other local
player process 20 on the same streaming player module has verified congestion. If the
Remote or local Congestion Confirmed reports have verified congestion within a past
time-window not exceeding the time defined as Tcc, the player process 20 moves to a
confirmed congestion state 104.

Once the streaming player process 20 (Figure 1) enters the congestion confirmed
state 104, it periodically monitors the loss of the received stream of streaming packets 70
(Figure 3). If the packet loss is less than a second user defined threshold, e.g.,
Threshold2, across a second user defined time-window, e.g., TW2 seconds, the player
process 20 enters the likely end-of-congestion (EOC) state 106. At this point, the player
process 20 launches an EOC probe test that either confirms or invalidates the EOC
decision. If the EOC probe test confirms congestion, the streaming player process 20
enters the EOC state 108 and sends an EOC report 110 to its server process 16 (Figure 1)

counterpart. With this transition, the process re-enters the normal state 100. Note that

16
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during transitions from the EOC state 110 back to the Normal State 100, the streaming
player process 20 also needs to continually process the arriving packets in step 120
(Figure 7), check and request for retransmission of missing packets in step 122 (Figure
7), and forward packets to the streaming player for playback in step 124 (Figure 7).
These activities are indicated in Figure 7 and are not shown in Figure 9 for purposes of
clarity.

Figure 10 shows the SCP state-diagram of the server process 16. After
initialization, the server process 16 enters the normal state 130. If the server process 16
receives a report from its streaming player process 20 (Figure 1) indicating congestion,
the server moves to the Confirmed Congestion or Confirmed Congestion State 132. At
this point, the server process 16 shares the Confirmed Congestion status information with
other server processes 16 running on the same computing device 14 (Figure 1) in the
Propagate Confirmed Congestion state 134, and potentially also from other computing
device 14 (Figure 1) through interaction with the service manager 12 (Figure 1) via the
network 22 (Figure 1). The idea behind this is to have selected server processes report
the congestion to their player process so that these player processes can avoid doing the
Confirmed Congestion probing test. This cuts down on the congestion reaction time and
significantly cuts down the probing traffic. In general, each server process that receives
the Confirmed Congestion status in the Receive the Confirmed Congestion status state
140 from other server processes 16, first determines whether the Confirmed Congestion
status is relevant to its target player process 20 (Figure 1). If this is the case, the server
processes notify their player process 20 (Figure 1). Notification is done through a special
signaling scheme involving reliable transport protocol (RTP) messages, as discussed in
Schulzrinne, Casner, Frederick, Jacobson, "RTP: A Transport Protocol for Real-time
Applications", RFC 1889, Intermet Engineering Task Force.

The streaming server process 16 will then make transitions from the Confirmed
Congestion State 132. Starting with the Confirmed Congestion state 132, the server
process 16 transmits streaming packets 70 (Figure 3) at a constant bit-rate. The server
process 16 moves to the Recovery Scheduling State 136 as soon as it receives an End-of-

congestion or EOC report from the player process 20 (Figure 1) targeted for the reception of

17
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its content. Thereafter the server process 16 changes its mode of transmission, using
recovery scheduling to drain its backlogged output buffer 24 (Figure 1) in an intelligent
way. As soon as the backlog is over, the server process 16 moves back to the normal
state 130.

While in the Normal State 130 the server process 16 may receive and filter
information from other server processes 16 by entering the Receive G:onﬁrmed
Congestion State 140. It may also notify the player processes 20 (Figure 1) about the
confirmed congestion status through the in-band RTP signaling, by entering the
Confirmed Congestion Notification state 138 from where the process 16 will return to the
Normal state 130.

The server process 16 also needs to continually process the departing packets in
step 150 (Figure 8), check and process the requests for retransmission of missing packets
in step 152 (Figure 8), and backup packets to the backup buffer 26 (Figure 1) for
playback. These activities are indicated in Figure 8 and are not shown in Figure 10 for

purposes of clarity.

Recovery scheduling algorithm

Supposing that the server process 16 (Figure 1) streams of streaming packets 70
(Figure 3) are classified into K number of priority classes. Class 1 being the highest
priority and class "K" being the lowest priority. Each priority class "j" is associated with

g . j X K-l 4 = Sy
a weighting function @’ where 0 <@ <@~ <.a’ <..<a =l Cqnsidering the server

process 16 (Figure 1) with priority equaling to "j", the rule for transmission rate € of this

process is:
: j ;  B- /’Loth
e, =min(a’ x SR, .’ x—— e" )
a'n'
1 (Equation 4)

i

In equation 4, all the terms are measured at the service bottleneck hop between the
computing device 14 executing the server process 16 and the computing device 18

executing the player process 16. B is the bottleneck link capacity at the bottleneck hop.
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Aatrer s the aggregate packet rate carried at the hop from traffic not utilizing the inventive

method. This rate can be estimated by obtaining the aggregate packet rate of the

streaming packets 70 (Figure 3) of the inventive method Asme from the service manager,

and using the fact that Aother =BX P — Asuge , where B s the utilization of the

bottleneck hop. The parameter n'is defined as the number of priority "i" streams carried
at the bottleneck hop. The hop is a section of a network between two network-computing
devices such as routers. This parameter may be obtained from the service manager 12
(Figure 1). The logic behind this equation is as follows. The first term indicates that the
new transmission rate should be set equal to the minimum service rate along the path, in
order to recover from the backlog. The second term takes into account the result of
increasing the transmission rate on the utilization at the bottleneck hop. In other words,
since the maximum utilization can be 100%, each computing device 14 executing server
process 16 must carefully weigh the effects of increasing the transmission rate. The best
rate is the maximum rate that does not congest the bottleneck bandwidth during recovery.
Hence the min operator. Finally, the priorities within the equation 4 provide for

differentiated streaming.

Congestion Estimators

Earlier on, we described the congestion estimation tests as part of the SCP
algorithm. In principle, congestion can be estimated in a variety of ways, and the
invention is not restricted to any one particular method of congestion estimation. A
particular embodiment of the invention for estimating congestion based on a mix of
passive and active probes will now be described. This method comprises a set of rules
configured around the results of the probes. A specific congestion test e.g., an end of
congestion test or a confirmed congestion test mentioned in earlier sections, combines
these rules in a particular way.

The following are some of a variety of methods that may be used to compute the

bottleneck bandwidth on a path between the streaming player 20 (Figure 1) and the

19
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streaming server 16 (Figure 1). These methods are shown here for exemplary purposes
only and not to indicate that only these methods must be used with the present invention.
Capacity Probe
This method is described in detail in Van Jacobson, "pathchar - A tool to infer
characteristics of Internet paths", MSRI, April 21, 1997; and R. L. Cla_rter and M.E.
Crovella, "Measuring Bottleneck Link Speed in Packet-switched Netv.vorks", TR-96-006,
Boston University Computer Science Department, March 15, 1996. This mecthod is
mitiated by the player process 20 (Figure 1) at various stages of a streaming session. The
steps of this exemplary method are as follows:
1. Do a traceroute and get hop identities marked by IP addresses.
2.
a) For every hop from one onwards, send a series of ICMP timestamp requests
(type 13) from the player to the hop. Packet sizes of queries are changed in
steps of 1024, 512, 256, 128, and 64, where each queries are sent out with a
spacing of 3 seconds between them.
b) For every hop i between the player and the server, the player must record the
ICMP timestamp response (type 14) and compute the time difference between

the hop i transmit time ! and the player receive instant ‘1.

¢) Denote the time differenceby “a =% ~ 4

d) Take four measurements for timestamp differences by varying packet size
through five values. Discard the minimum and the maximum, and take average

of the remaining two. Let s’ and s’” denote the packet sizes of two selected

queries to hop 1. Let T and ¥ 7 denote the measurements for the respective

packet sizes.

T — T

Xy =
e) Calculate $=8

20
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1

B, =

i1 (2 1
T B
It can be proved that link capacity k=t Tizki-k-1 /" can be computed
recursively. ‘
. B,,.=min B, .
The path bottleneck bandwidth i T (Equation 5)

Service Rate Probe
The "Service Rate probe" computes the approximate service rate of transferring
packets between the server and the player, as discussed in Van Jacobson, "pathchar - A
tool to infer characteristics of Internet paths"”, MSRI, April 21, 1997; and R. L. Carter and
M.E. Crovella, "Measuring Bottleneck Link Speed in Packet-switched Networks", TR-
96-006, Boston University Computer Science Department, March 15, 1996. The
minimum service rate is the least service rate on the path, while the average service rate
is the “expected” service rate on the path. . The steps of this exemplary method are as
follows:
1. Obtain the hop list through traceroute. Suppose there are n-1 hops between the player
and the server.
2. Periodically, the player initiates a cycle. In each cycle, the player sends n-1 queries,
each spaced by % second. The player forms timestamp differences between query
responses from consecutive hops. The results are sent back to the server.

3. The server uses results from several cycles along with the link capacities to calculate

the service rate.
min

. T = mimr, ,—T
a) First, the server calculates ~™™! ('"" ’"*”‘)

where the min operator works

over all collected cycle results. We approximate Tmm-1 10 be the base-line delay
between node m and node m-1.
b) Denote the maximum queuing delay between node m and node m-1 by Dot

where node is a computing device, e.g., a computer or a router connected to the

network.
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c) Then, Dmm-1 = max(z-m,m—l - Tm,m—])
avg
d) Denote the average queuing delay between node m and node m-1 by Dmm-t
avg . & min
e) Then, q”""’_l - avg(rmwl—l Z-m,m—l)
. S =
SRy =
B + qr’:,ar:—l
5 Finally, the minimum service rate is: mm=1 ,
s
SR, s =
B + q:::fﬂ—l
and the average service rate is: mom=l (Equation 6)

Congestion Detection Rule (CC Test)
A robust but responsive congestion detection mechanism is an essential part of the
10 inventive method. It is important to respond quickly to congestion; this can reduce the
congestion period and hence make it easier for the recovery scheduling to do its job in a
shorter period of time. Ultimately this can allow the method to work with a reduced
buffer size and hence a reduced connect lag. It is equally important to robustly
distinguish a sustained congestion condition. False detection can lead to reduced
15 throughput and performance. Recall that the inventive method treats sustained
congestion by reducing the throughput of the newer packets, so that the throughput of
older retransmitted packets is maximized.
The present invention uses the following congestion detection rule:
1. Packet losses exceeding a threshold for a consecutive time-window of duration T;.
20 T, is set to 10 seconds by default.
2. If condition 1 is triggered, three short service rate probes are sent, spaced 2

SR

seconds apart, from the player to the "'~ hop. Responses are averaged to form
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SR

avg

The player process 20 (Figure 1) computes the expected utilization v B
If condition 1 is satisfied and the ﬁtilization from condition 2 is more than a specified
utilization threshold, e.g., 95%, the player process 20 (Figure 1) declares sustained
congestion (Confirmed Congestion), and asks the server to enter the constant bit-rate
emulation mode. An alternative method may consists of a simple rule where if packet
losses exceed a threshold for N, consecutive sampling time-windows, the player process
20 (Figure 1) declares sustained congestion and asks the server to enter the constant bit-

rate emulation mode. By default, N, is set to 1, and time-window is set equal to 1 second.

End of Congestion Rule (EOC Test)
The end of congestion rule is analogous to the congestion detection rule:
1. No packet losses for a consecutive time-window of duration T.. T. is set equal to 10

seconds by default.

2. If condition 1 is triggered, three short service rate probes are sent, spaced 2 seconds

apart, from the player to the SR i hop. Responses are averaged to form SR"Vg.
SR
p — 1 _ avg
The player computes the expected utilization B

If condition 1 is satisfied and the utilization from condition 2 is less than a
specified threshold, e.g., 90%, the player declares sustained congestion to be over, and
asks the server to transition to the state of recovery scheduling. An alternative method
may consists of a simple rule where if in a state of sustained congestion, no packet losses
are manifest for N, consecutive sampling time-windows, the player declares sustained
congestion to be over, and asks the server to transition to the state of recovery scheduling.
By default, N, may be set equal to five, and the sampling time-window is set equal to 1

second.
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Thus, an apparatus and method for predictable and differentiated delivery of
multimedia streaming on the Internet is provided. One skilled in the art will appreciate
that the present invention can be carried out in other ways and practiced by other than the
described embodiments, yet not departing from the spirit and essential characteristics
depicted herein. The present embodiments therefore should be considered in all respects

as illustrative, and the present invention is limited only by the claims that follow.
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CLAIMS

Having thus described our invention, what we claim as new, and desire to secure

by Letters Patent is:

1. A method of streaming of multimedia audio and video packéts from at least one

sending computing device to an at least one receiving computing device via a network,

said method comprising the steps of:

a)

b)

at a start of said streaming communicating configuration information from a service
manager via the network to both an at least one sending computing device for use by
an at least one server process and an at least one receiving computing device for use
by an at least one player process, said at least one sending computing device
comprising an at least one retransmit buffer, an at least one output buffer, an at least
one backup buffer and said at least one server process, said at least one receiving
computing device, comprising an at least one player buffer and an at least one player
process;

queuing same packets in the at least one output buffer and to the at least one backup
buffer;

determining if there are packets in the at least one output buffer and transmitting the
packets from the at least one output buffer to the at least one receiving computing
device via the network;

receiving the packets on the at least one receiving device and storing them in the at
least one player buffer;

determining if there are omissions in the packets stored in the at least one player
buffer and forwarding retransmission requests to the at least one sending computing
device and storing them in the at least one retransmit buffer; and

determining if there are said retransmit requests in the at least one retransmit buffer
and transmitting the packets from the at least one backup buffer to the at least one

receiving computing device via the network.
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2. The method of claim 1 wherein, the network is Internet.

3. The method of claim 2 wherein, a size of the at least one player buffer is

> c*x*e xP,__,where ¢ is a number of sampling intervals in a congestion period, X is

ass ?

a sampling or retransmission interval, ¢~ X is a worst-case duration of congestion, ¢r is

an encoding bit-rate of a stream of the packets and Floss is a worst case of loss of the

packets.

4. The method of claim 3 wherein, a size of the at least one output buffer is

>c*x¥*e, *P,

ass *

5. The method of claim 4 wherein, a size of the at least one backup buffer is

O.1*s

log o wx
—> . , where ™ is a number of retransmits that will reduce the
0g

0SS

Zm*x Zx*

loss rate for older packets to a negligibly small number, and " *¥ is a minimum required

size of the at least one player buffer.

6. A method of detecting and reacting to a network congestion which interferes
with streaming of multimedia audio and video packets from at least one sending
computing device to an at least one receiving computing device via a network, said
method comprising the steps of:

a) communicating configuration information including network parameters from a
service manager via the network to the at least one sending computing device and to
the at least one receiving computing device, the at least one sending computing device
comprising at least one server process, the at least one receiving computing device

comprising at least one player process;

b) confirming the network congestion by transmitting and retracting network probes;
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c) executing at least one congestion control technique to limit degradation in the
streaming of the packets;

d) detecting an end of the network congestion by transmitting and retracting said

network probes;

e) configuring a rate of streaming of the packets according to said network parameters

7. The method of claim 6, wherein said at least one congestion control technique

is the constant bit-rate emulation.

8. The method of claim 7, wherein said at least one congestion control technique
only reduces a transmission rate of the packets by the amount of incurred loss of the

packets.

9. The method of claim 7, further comprising the steps of:
detecting an end of congestion;
computing available bandwidth in the network; and

transmitting packets according to said bandwidth.

10. The method of claim 9, wherein some of the at least one player process are
differentiated and protected from effects of said network congestion to a greater than

others by receiving a stream backlog sooner.

11. The method of claim 10, wherein some of the at least one player process are
differentiated and protected from effects of said network congestion to a greater than

others by receiving a stream backlog sooner according to a rule for transmission rate of

the packets
. ; . B-A4
e, =min(a’ x SR, ,a’ x——=
L e . . . ..
i=1 , where ~* indicates said transmission rate of packets,

a’isa weighting function, for class {1...K}.
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12. The method of claim 11, wherein said detecting of said end of the network

SR

congestion is performed according to the expected utilization p=1——22 where SR g

is the average rate at which the packets are transferred from the at least onc server
process to the at least one player process and B is a bottleneck link capacity at a

bottleneck hop.

13. The method of claim 12, wherein said network probes compute an
approximate service rate of transferring the packets from said at least one server process
to said at least one player process according to the following equation:

i S N
min __ avg  _
SRm,m—I - S mm-1
S avg

max
+ qm,m—] + qm.m—l SR SR
m,m-l , and o=l , where = ¢ and “'mir are

max
averaged and minimum service rate, Tmmt is the maximum queuing delay between a

node m and a node m-1.

14. A method of guaranteed delivery of streaming multimedia audio and video
packets from at least one sending computing device to an at least one receiving
computing device via a network, said method comprising the steps of:

a) continuously processing arriving packets;

b) keeping track of loss of the packets at the at least one receiving computing device,
said at least one receiving computing device comprising one or more player
processes;

¢) determining if said loss exceeds a first threshold during a first interval;

d) verifying congestion symptoms;

e) communicating said verified congestion symptoms to the at lcast one sending
computing device, said at least one sending computing device comprising one or

more Server processes,
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f) monitoring said loss and determining if said loss exceeds a second threshold during a
second interval to determine an end of congestion; and

g) verifying congestion symptoms.

15. The method of claim 14, wherein said step of keeping track is performed at

user define intervals.

16. The method of claim 15, wherein said first threshold, said second threshold,

said first interval, and said second interval are user defined.

17. The method of claim 16, wherein said congestion symptoms are verified by

receiving a remote congestion confirmed report.

18. The method of claim 17, wherein said congestion symptoms are verified by

performing a congestion probe.
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bit rate representations for each program. Each generator also provides control information at each of a plurality of successive time
windows T for each bit rate representation. The control information provides a bit rate and a quality measure during each time
window T. The control information enables a statistical multiplexer (16, 160, 260) to select a bit rate representation for each program
during each time window T to maximize the quality of the selected representations while not exceeding the total available channel
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VIDEO ON DEMAND SERVER SYSTEM AND METHOD
TECHNICAL FIELD

This invention relates to a technique for efficiently providing video on demand while

maintaining bandwidth constraints of a fixed channel.
BACKGROUND ART

Present day Video-on-Demand (VoD) systems typically transmit Constant Bit Rate
(CBR) video. Transmitting CBR video does not achieve the same efficiency as transmitting
variable bit rate (VBR) video for equivalent long-term average bit rates. Transmitting multiple
pre-recorded VBR-encoded video programs over a constant bandwidth channel has problems
since the sum of the instantaneous bitrates required by each program can sometimes exceed the
total available bitrate. On the other hand, broadcast applications employing real-time encoders -
use statistical multiplexing to exploit the instantaneous bitrate variations between multiple
programs being carried on the same carrier or transponder. The encoders operate in real time to
enable the system to constrain the total combined bit rate for all programs so as not to exceed the
channel capacity over a given time window. Each video program has an associated complexity
measure. A central controller dynamically adjusts the bit rate allocated to each video program
based upon the relative complexities.

There now exist devices known as ‘“video transraters’ that operate to reduce the bit rate of
video streams within a common compression standard, such as MPEG 2 for example. Present
day transraters often experience difficulties when converting between constant and variable bit
rates. Such transraters also can experience difficulties when trying to alter the bit rate for bit
streams that have many scene changes, or a large number of I-Pictures.

Scalable video encoding, which permits dividing a video signal into a base layer and one
or more enhancement layers, can also address bit rate issues. Several methods of scalable video
encoding exist, including spatial, SNR, temporal, data partitioning, fine grain scalability (FGS),
frequency scalability. The MPEG-2 and MPEG-4 video compression standards include several
scalability methods. Using scalable encoding requires both the transmitter and receiver have the

same ability to implement different coding algorithms, thus introducing additional complexity.
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Thus, there exists a need for a technique for managing variable bit rate video on demand-

that obviates the disadvantages of the prior art.
BRIEF SUMMARY OF THE INVENTION

Briefly, in accordance with present principles, there is provided a method for transmitting
a plurality of pre-coded programs having different bit rates across a fixed bandwidth channel.
For each programn, at least two, and preferably, a plurality of different bit rate representations are
generated. Control information is provided at each of a plurality of successive time windows for
each bit rate representation. The control information provides a bit rate and a quality measure
during each time window. The cdntrol information enables selection during each time window
of a bit rate representation for each program to maximize the quality of the selected

representations while not exceeding the total available channel capacity in that time window.
BRIEF SUMMARY OF THE DRAWING

FIGURE 1 depicts a block schematic of first preferred embodiment of a Video-on-
Demand server architecture in accordance with the present principles;

FIGURE 2 depicts a block schematic of second preferred embodiment of a Video-on-
Demand server architecture in accordance with the present principles; and

FIGURE 3 depicts a block schematic of third preferred embodiment of a Video-on-

Demand server architecture in accordance with the present principles.
DETAILED DESCRIPTION

Before proceeding to describe the technique of the present principles, the following

terminology will prove helpful:

T is the time interval over which the system optimization is being contemplated
C is the total channel capacity available in time frame T

P is the total number of programs

p € (0, P-1), is the index of a particular program

N[p] is the total number of representations of program p
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n[p] € (0, N[p] —1) is the index of a particular representation of program p
r[p, x] is the bit rate of representation x of program p during T |

glp, x] is the quality of representation x of program p during T

FIGURE 1 depicts a first preferred embodiment of a Video-on-Demand server
architecture 10 in accordance with the present principles for transmitting pre-encoded CBR
and/or VBR audio/video programs over a fixed bandwidth channel 11 having a total channel
capacity, C. The server architecture 10 includes a plurality of multirate stream generators 12,
12, ...12p.;, where P is an integer greater than zero corresponding to the number of separate input
streams. The stream rate generators 12¢-12p_; each pre-code a corresponding one of the programs
Prdgram 0, Program 1...Program P-1 at a plurality of different bit rates. Stated another way,
each multirate stream generator pre-codes the corresponding program to yield at least two or
more different bit rate representations. A representation can include a particular 'stored éncoded
bit stream, or a combination of various portions of different encoded bit streams. A storage
device 14, typically in the form of a single disc drive, a Redundant Array of Inexpensive Discs
(RAID), or aplurality of RAIDs, serves to store the pre-coded representations generated by the
multirate stream generators 12¢-12p;.

Each of the multirate stream generators 12¢-12p_; generates control information for each
time window T of for the corresponding one of Programs 0 to P-1, respectively. The control
information for each time window T for each representation of each program includes an
indication of the bit rate of that representation and a quality measure, such as the peak signal-to-
noise ratio (PSNR) of the representation. A central statistical multiplexer (“stat mux”) 16
receives the control information for each representation. At each successive time window T, the
stat mux 16 selects a representation for each program to maximize the quality of the transmitted
programs while maintaining the total bit rate at or below the total capacity C of the channel 11.

The lowest bit rate representation for each program should not exceed a prescribed value
such that the sum of the lowest bit rates for all programs will not exceed the channel capacity for
each interval T. In this way, at least one representation of each program can undergo
transmission over the channel 11. Requiring the lowest bit rate representation for each program

to have a peak bit rate of C/P or less can achieve this constraint. Other methods exist that meet

P-1
the constraintz r[p,0] < C for all time windows T of all programs. Typically, advance
p=0 .

knowledge does not exist as to when playback of particular programs will commence. Therefore,
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enforcing capacity restraints becomes easiest by requiring that the bit rate limit of the lowest bit
rate representation be the same for all time windows T of a particular program.

The process for the maximization of the overall combined quality can occur in several

. P-1
different ways. In all cases, the constraint 2 r p,n[ p]] £ C must remain met for all time
p=0 .

windows T of all prdgrams. A minimax approach can satisfy the constraint by choosing n/p] for
each p € (0, P-1) to maximize the quality of the minimum quality program (i.e., minimizing the
maximum distortion.)

The minimax approach can be implemented by sorting the control information for each
representation of each program so that the quality and bit rate index increases monotonically
increasing with the index. The change in bit rate for each step (referred to as the “delta (A)bit
rate) is then stored. The stat mux 16 begins with the lowest index for each program
representation and computes the total capacity S. The stat mux 16 the selects the program
representation at the lowest quality and checks if adding its delta bit rate to S exceeds C. If the
addition of the representation does not exceed C, the index for that representation is incremented,
and process is repeated. Once C is exceeded, the representation with the next to lowest quality is
checked to see if adding its delta bit rate to S exceeds C. The process is repeated until no
increment in any representation can be made without exceeding the channel capacity C.
Alternatively, the total quality of all programs could be optimized by maximizing the sum of the

individual program qualities which involves solving the following constrained optimization

problem:
P-1 P-1
max 3 qlp,n[pl} subject to >’ rip.nlpll<C
n[. ur =0

It is also possible to optimize the product of the individual program qualities in the following

manner:

Pl

P-1
m[a]x H ql p, #[ pll; subject to Z rlp.nlpll<C
e p=0 p=0
A weighted average can also be used, in order to provide different classes of service for different
viewers.
The multirate stream generators 12¢-12p_; can use several different methods, or a
combination of methods to form multiple representations of each program. In all cases, a random

access point, such as an intra-coded (I) frame should occur at the beginning of each time window

T, for each representation, so that for each time window T a different representation can be
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chosen without causing drift. Each representation can use either CBR or VBR coding as long as
the capacity of the lowest bit rate representation meets the total channel capacity constraint.

In a first method, a multirate video encoder encodes each program at several different bit
rates into several independent bit streams. Each different bit rate bit stream serves as a different
representation. FIGURE 2 depicts an architecture 100 for carrying out this method. As seen in
FIG. 2, a multirate video encoder 110 serves to encode a corresponding program to yield a
plurality of different rate representations. A separate one of transport packetizers 112,
1125...112p.; each packetizes a correSponding representation. The multirate encoding performed
by the multirate encoder 110, and the packetization performed by the packetizers 112¢-112p.;
occurs once, not necessarily in real time, prior to storage in a storage device 140 similar in
construction to the storage device 14 of FIG. 1. '

Selection of the representations stored in storage device 140 for output in real time occurs
in response to a signal received from a selector block 150. The selector block 150 identifies the
stored representation for output in response to a request from the stat mux 160 for a particular
representation. Upon receipt of the signal from the selector block 150, the storage device 140
supplies the selected packetized representations to the stat mux 160 for output.

In a second method, portions of the several different bit streams are combined to yield
additional representations of a program. The presence of random access points at the same
location in all bit streams of a program (as would naturally occur at scene changes) or the use of
fixed group-of-pictures structures, permits the combination of compressed data from different bit
rate streams at random access boundaries to form new representations. No need exists to store
each representation independently, as long as the ability exists to generate each representation
from the data that is stored. Consider the following example where T is one second, the data is
coded at 30 fps, and I frames are inserted every 15 frames, yielding three different bit rate bit
streams, designated as Bit stream O, Bit stream 1, and Bit Stream 2, respectively. Each bit stream
constitutes a separate representation. An additional representation can be formed which uses
Bitstream O for the first 15 frames and Bitstream 1 for the second 15 frames, and so on.

Assuming alignment of the random access points with the transport packets, the server
architecture 100 of FIG. 2 works well when the transport packetization occurs in advance.
FIGURE 3 depicts a VoD server architecture 200 better suited when the random access points do
not necessarily align with the transport packets. Referring to FIG. 3, VoD server architecture 200

includes multirate video encoder 210 for generating a plurality of different bit rate
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representations for storage in a storage device 240 similar to the storage devices 14 and 140. The
representations stored in the storage device 140 exist as un-packetized bit streams.

Selection of the representations stored in storage device 240 for output in real time occurs
in response to a signal received from a selector block 250. The selector block 250, similar in
nature to the selector block 150 of FIG. 2, identifies the stored representation for output in
response to a request from a static mixer/multiplexer 260 for a particular representation. Upon
receipt of the signal from the selector block 250, the storage device 240 supplies the selected
packetized representations to the static mixer/multiplexer. A packetizer 212 packetizes the
output stream of the static mixcr/fnultiplcxer 260 for output on the channel (not shown).

Representations also can be formed by switching between stored bit streams for non-
reference pictures, such as for video codecs (not shown) that include pictures that are not used as
reference pictures for predicting other pictures, such as MPEG-2 B frames or JVT non-stored
pictures. Each non-reference picture can be selected from a different stored bitstream without

affecting the quality of subsequently coded pictures, as the non-stored pictures are not used for

prediction. Complete elimination of a non-reference picture in a representation can also occur.

Each non-reference picture could be switched individually, or groups of non-reference pictures
could be switched together, allowing for many possible total bit rate representations. The
multirate stream signal generators 12¢-12p_; of FIG. 1 can choose to limit the number of possible
representations to send to the stat mux 16 of FIG. 1 to choose those with significant differences
in quality and bit rate. It is not necessary for each representation to be independently stored in
storage, but a table listing the location and length of each coded frame can be stored to simplify
generation of the representation when needed. It is also possible to store multiple bit rate bit
streams only for the non-stored pictures and only store a single version of the reference (I and P)
pictures, which can significantly reduce storage requirements.

With the VoD server architectures 100 and 200 of FIGS. 2 and 3, respectively, the stat
mux 160 and the static mixer/multiplexer 260 generate a bit stream corresponding to the selected
representation. If individual pictures are not transport packet aligned, the architecture 200 of
FIG. accomplishes transport packetization after the generation of the bit stream for a particular
representation. Otherwise, the VoD server architecture 100 of FIG. 2 FIG. 2 will work well.

In accordance with another aspect of the present principles, scalable video coding can
occur by the use of a scalable video encoder (not shown) to form a base layer and one or more
enhancement layers. Any type of scalability that which employs the base layer for motion

compensated reference picture prediction in order to avoid drift can be used, such as frequency
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scalability, FGS, SNR scalability or temporal scalability. The lowest bit rate representation
corresponds to the base layer. The peak bit rate of the base layer must be such that when the bit
rates of all programs’ base layers are summed, the channel capacity C is not exceeded for each
time window T. Other higher bit rate representations will correspond to the base layer plus some
portion of the enhancement layer. This approach requires that the video decoder support the type
of scalability used. The VoD server architecture 100 of FIG. 2 is used upon inclusion of an entire
enhancement layer in a particular representation. The VoD server architecture 200 of FIG. 3 is
used if portions of an enhancement layer are used in a representation.

For systems which use encryption for contents right management, the VoD server
architecture 100 of FIG. 2 does not require any decryption or encryption in real time, as
encryption is added to the transport packetization process done in non-real time and entire
encrypted transport packets are stored and transmitted. The VoD server architecture 200 of FIG.
3 requires that encryption be performed along with transport packetization in real-time.

VoD programs generally include both audio and video. As audio bit rates are generally
significantly lower than video bit rates and are also generally at a fixed bit rate, there is less
advantage to be gained by selecting from different pre-encoded audio bit streams by the stat mux
16 and 160 of FIGS 1 and 2, and the static mixer/multiplexer 260 of FIG. 3. A user likely will
find the switching of audio quality during the viewing of a single program disturbing. The total
channel capacity C can be considered to be totally consumed by the video channel; assuming that
a single bit rate audio stream is also sent for each program. Alternatively, the above-described
methods can also be applied to audio, where multiple representations of audio programs with
different bit rates and qualities can be generated.

A video player (not shown) that works with the VoD server architectures of the present
principles will contain a video decoder (not shown) and some storage for bufféring. For the
particular program being received, the data can arrive at a non-uniform data rate, but with the
requirement that the data corresponding to time unit T will arrive any time within the T time
window. The video player must have the capability of buffering and delaying for T. An upper
limit on the maximum bit rate that can be transmitted for a given representation of a program for
a time window T can be pre-determined to limit the decoder complexity and decoder buffer size.
The decoding buffer is generally a requirement of a video decoder, e.g. MPEG-2 levels sets
buffer size particular requirements, and the combination of T and the bitrate may be chosen to

meet it.

Aylo Exhibit 1002
Page 423 of 744



WO 2004/025405 PCT/US2003/028275

-8-

Fast forward and fast reverse tracks for each program can also be stored at the VoD
server. They can be stored at a single bit rate, or at éevcra‘l different bit rates, and allowed to
adapt as is done for the normal play program. '

Determination of the time window T length is based on several factors. T should be as
large as possible to get the most statistical multiplexing gain, but small enough to constrain the
delay at the video player for start-up and switching between normal play and trick play streams.
T should be small enough to meet decoder requirements. A

The foregoing describes a system and method for efficiently providing video on demand

while maintaining bandwidth constraints of a fixed channel.

Aylo Exhibit 1002
Page 424 of 744



S R S

O 00 9 & W A

L 0 N N bW =

WO 2004/025405 PCT/US2003/028275

-9-

CLAIMS

1. A method for transmitting a plurality of pre-coded programs having different bit
rates across a fixed bandwidth channel, comprising the steps of:

generating at least two different bit rate representations of each program;

providing control information at each of a plurality of successive time windows T for
each representation of each program, the control information for each successive window
indicating a bit rate and quality measure for a representation of a corresponding program; and

during each time window T, selecting a representation for each program such to
maximize the quality of the selected representations while not exceeding a total available

capacity for the channel.

2. The method according to claim 1 wherein the step of generating at least two
different bit rates representation further comprises the step of generating for each program a
lowest bit rate representation having a peak bit rate not greater than C/P where C is the total

channel capacity in time T and P is the total number of programs.

3. The method according to claim 1 wherein the step of providing the control
information further comprises the step of establishing the peak signal-to-noise ratio (PSNR) as

the quality measure embodied in the control information.

4, The method according to claim 1 wherein the selecting step further comprises the

step of selecting a representation for each program which meets the constraint

P-1
Zr[ p.n[ p]] £ Cfor all time windows wherein:
p=0

C is the total channel capacity available in time frame T}
P is the total number of programs;
p € (0, P-1), is the index of a particular program;
N[p] is the total number of representations of program p;
n[p] € (0, N[p] 1) is the index of a particular representation of program p; and

r[p, x] is the bit rate of representation x of program p during T
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5. The method according to claim 4 further comprising the step of choosing each
program’s representation nip] € (0, N[P]-1) to maximize the quality of the program p that had

the minimum quality.

6. The method according to claim 5 further comprising the steps of:

(a) sorting,thé quality information for with the bit rate and quality measure monotonically
increasing with an index value;

(b) storing each bit rate increment (delta) and quality value for each index value;

(c) beginning with a lowest index value, computing total capacity S for program
representations selected thus far for such index value;

(d) selecting a program representation at a lowest quality measure;

(e) checking whether the bit rate increment of the selected program at the lowest quality,
when added to the representations selected thus far, exceeds total channel capacity, and if not

(f) incrementing the index value; and

(g) repeating steps (c)-(f).

7. The method according to claim 1 wherein the selecting step further comprises the

step of selecting the representation for each program such to maximize a sum of individual

P= P-1

1
gl p,n[pll; subjectto » rlp,n[pl1<C
0

prbgram qualities by solving m[a]x
. nl.. P=°

o
wherein ,

C is the total channel capacity available in time frame T;

P is the total number of programs;

p € (0, P-1), is the index of a particular program,;

N[p] is the total number of representations of program p;

n[p] € (0, N[p] —1) is the index of a particular representation of program p;

r[p, x] is the bit rate of representation x of program p during T; and

qlp, x] is the quality of representation x of program p during T.

8. ‘The method according to claim 1 wherein the selecting step further comprises the
step of selecting the representation for each program such to maximize a product of individual

program qualities by solving
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where,

C is the total channel capacity available in time frame T;

Pis fhe total number of programs;

p € (0, P-1), is the index of a particular program;

Nfp] is the total number of representations of program p;

n[p] € (0, N[p] —1) is the index of a particular representation of program p;
r{p, x] is the bit rate of representation x of program p during T; and

qlp, x] is the quality of representation x of program p during T.

9. The method according to claim 8 further comprising the step of applying a

weighted average to provide different classes of service for different viewers.

10. A system for transmitting a plurality of pre-coded programs having different bit
rates across a fixed bandwidth channel, comprising the steps of:

means for generating at least two different bit rate representations of each program;

means providing control information at each of a plurality of successive time windows T
for each representation of each program, the control information for each successive window
indicating a bit rate and quality measure for a representation of a corresponding program; and

means for selecting during each time window T a representation for each program such to
maximize the quality of the selected representations while not exceeding a total available

capacity for the channel.

11. The system according to claim 10 wherein the generating means and control
information providing means collectively comprise:
a plurality of multirate stream generators, each associated with a corresponding one of the

plurality of pre-coded programs.

12. The system according to claim 10 wherein the generating means and control
information providing means collectively comprise:
a multirate video encoder for encoding at least two bit rate representations of each pre-

coded program.
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13. The system according to claim 10 wherein the generating means and control
information providing means collectively comprise:

a multirate video encoder for encoding at least two bit rate representations of each pre-
coded program; and

a plurality of transport packetizers, each serving to packetize the bit rate presentations for

each pre-coded program.

14. The system according to claim 10 wherein the selecting means includes a static

multiplexer.
15. The system according to claim 12 wherein the selecting means comprises:

a static multiplexer; and

a transport packetizer for packetizing the selecting representation.

16. The system according to claim 10 wherein the selecting means generates for each
program a lowest bit rate representation having a peak bit rate not greater than C/P where C is the

total channel capacity in time T and P is the total number of programs.

17. The system according to claim 10 wherein control information providing means

establishes quality measure in accordance with a peak signal-to-noise ratio (PSNR).

18. The system according to claim 10 wherein the selecting means selects a

P-1
representation for each program which meets the constraint Z ¥l p,n[ pl]l < C for all time
p=0

windows where:
C is the total channel capacity available in time frame T;
P is the total number of programs;
p € (0, P-1), is the index of a particular program,;
N[p] is the total number of representations of program p;
n[p] € (0, N[p] —1) is the index of a particular representation of program p; and

r[p, x] is the bit rate of representation x of program p during T.
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19. The system according to claim 18 wherein the selecting means chooses each
program’s representation n[p] € (0, N[P]-1) to maximize the quality of the program p that had

the minimum quality.

20. The system according to claim 10 wherein the selecting means selects the

representation for each program such to maximize a sum of individual program qualities by

solving:
P-1 P-1
m[a]xzq[p,n[p]]; subject to zr[p,n[p]] <C
nl. =0 =0
where,

C is the total channel capacity available in time frame T;

P is the total number of programs;

p € (0, P-1), is the index of a particular program;

N[p ] is the total number of representations of program p;

n[p] € (0, N[p] —1) is the index of a particular representation of program p;
r[p, x] is the bit rate of representation x of program p during T; and

g[p, x] is the quality of representation x of program p during T.

21. The system according to claim 10 wherein the selecting means selects the

representation for each program such to maximize a product of individual program qualities by

solving:
P-1 P-1
max ['] alp. n[P15 subject to Y rip,n[pll<C
nt.. P=0 P=0
where,

C is the total channel capacity available in time frame T;

P is the total number of programs;

p € (0, P-1), is the index of a particular program;

N[p] is the total number of representations of program p;

n[p] € (0, N[p] —1) is the index of a particular representation of program p;
r[p, x] is the bit rate of representation x of program p during T; and

g[p, x] is the quality of representation x of program p during T.
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22. The system according to claim 10 wherein a weighted average is applied to

2  provide different classes of service for different viewers.
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ABSTRACT OF THE DISCLOSURE

A Video-on-Demand Server architectﬁre (100, 200, 300) transmits a plurality of pre-
coded programs having different bit rates across a fixed bandwidth channel (11). For each
progfam, a generator (12y-12p.4, 110, 210) generates a plurality of different bit rate
representations for each program. Each generator also pro{/ides control information at each of a
plurality of successive time windows T for each bit rate representation. The control information
provides a bit rate and a quality measure during each time window T. The control information
enables a statistical multiplexer (16, 160, 260) to select a bit rate representation for each program
during each time window T to maximize the quality of the selected representations while not

exceeding the total available channel capacity.
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(57) Abstract:  Various embodiments of the present
invention relate to a system for distributing data (e.g.,
content data) over a computer network and a method ol
arranging receiver nodes in a computer network such that
the capacity of a server is effectively increased (e.g., the
capacity of a server may be effectively multiplied many
times over; the capacity of the server may be etfectively
increased exponentially). In one embodiment the present
invention may take advantage of the excess capacity
many receiver nodes possess, and may use such receiver
nodes as repeaters. The distribution system may include
node(s) having database(s) which indicate ancestor(s)
and/or descendant(s) of the node so that reconfiguration
of the distribution network may be accomplished without
burdening the system’s primary server. An embodiment of
the present invention may include a process for configuring
a computer information distribution network having a
primary server node and user nodes docked in a cascaded

relationship, and reconfiguring the network in the event that a user node departs [rom the network. In one example (which example
is intended to be illustrative and not restrictive), the process may include the steps of providing a new user node (or connection
requesting user node) with a connection address list of nodes within the network, having the new user node (or connection
requesting user node) go to (or attempt to go to) the node at the top of the connection address list, determine whether that node is
still part of the distribution network, and connect thereto if it is, and if it is not, to go to (or attempt to go to) the next node on the
connection address list. In another example (which example is intended to be illustrative and not restrictive), when a user node
departs from the distribution network, a propagation signal may be transmitted to the nodes below it in the network, causing them
to move up in the network in a predetermined order. In another example (which example is intended to be illustrative and not
restrictive), the present invention may provide a decentralized approach which provides, to each new user node (or connection
requesting user node) a path back to the root server.
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SYSTEMS FOR DISTRIBUTING DATA OVER A COMPUTER NETWORK
AND METHODS FOR ARRANGING NODES FOR DISTRIBUTION OF
DATA OVER A COMPUTER NETWORK

FIELD OF THE INVENTION

This patent application is related to and claims the benefit of the filing date of U.S.
Provisional Patent Application Serial No. 60/586,952 for "Systems for Distributing Data
Over A Computer Network And Methods For Arranging Nodes For Distribution Of Data
Over A Computer Network”, filed July 9, 2004.

Various embodiments of the present invention relate to systems for distributing data
(e.g., content data) over a computer network and methods of arranging nodes for distribution
of data (e.g., content data) over a computer network. In one example (which example is
intended to be illustrative and not restrictive), the systems and methods of the present
invention may be applied to the distribution of streaming audiovisual data over the Internet.

For the purposes of the present application the term “node” (e.g., as used in the phrase
a first node communicates with a second node) is intended to refer to a computer system (or
sometimes just “computer”) configured to send and/or receive data over a computer network
(e.g., a computer network including the Internet, a local-area-network, a wide-area-network, a
wireless network). Since a "node" in a computer network would not exist but for a computer
system being available on such node, the terms "node" and "computer system" (or sometimes
just “computer”) may be used interchangeably (i.e., the term "node" should be understood to
include an available computer system (or sometime just “computer™).

Further, for the purposes of the present application the term “upstream” (e.g., as used
in the phrase a first computer system sends data via an upstream connection to a second
computer system) is intended to refer to the communication path between a first computer
system and the Internet when the first computer system is sending data to a second computer
system via the Internet.

Further still, for the purposes of the present application the term “downstream™ (e.g.,
as used in the phrase a first computer system receives data via a downstream conmection from
a second computer system) is intended to refer to the communication path between a first
computer system and the Internet when the first computer system is receiving data from a
second computer system via the Internet.

Further still, for the purposes of the present application the term “uptree” (e.g., as
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used in the phrase a first node sends data via an uptree conmection to a second node) is
intended to refer to the network topology communication path between a first node and a
second node when a first node is sending data to a second node which is higher up on the
network topology tree (that is, closer to the root server).

Further still, for the purposes of the present application the term “downtree” (e.g., as
used in the phrase a first node sends data via a downtree connection to a second node) is
intended to refer to the network topology communication path between a first node and a
second node when a first node is sending data to a second node which is lower down on the
network topology tree (that is, closer to the leaves).

Turther still, for the purposcs of the present application the term “docked” (c.g., as
used in the phrase a child node docks with a parent node) is intended to refer to forming a
connection between nodes via which data may flow in at least one direction (e.g., at least
uptree or downtree).

Further still, for the purposes of the present application the term “apparent available
capacity” (e.g., as used in the phrase apparent available capacity to transmit content data) is
intended to refer to a nominal capacity (e.g., a node’s presumed capacity based upon a design

specification but not necessarily actually tested in the network).

BACKGROUND OF THE INVENTION !

In a computer network such as the Internet, each node in the network has an address.
A computer system resident at a particular address may have sufficient bandwidth or capacity
to receive data from, and to transmit data to, many other computer sysiems at other addresses.
An example of such a computer system is a server, many commercial versions of which can
simultaneously exchange data with thousands of other computer systems.

A computer system at another location may have only sufficient bandwidth to
effectively exchange data with only one other computer system. An example of such a system
is an end user's personal computer connected to the Intemet by a very low speed dialup
modem. However, even typical personal computers connected to the Internet by higher speed
dialup modems may have sufficient bandwidth that they may exchange data essentially
simultaneously in an effective manner with several other computer systems. Moreover, an
end user's personal computer system may have even greater bandwidth when connected to the
Internet by ISDN lines, DSL (e.g., ADSL) lines, cable modems, T1 lines or even higher

capacity links. As discussed more fully below, various embodiments of the present invention

Aylo Exhibit 1002
Page 437 of 744



WO 2006/010113 PCT/US2005/024517

may take advantage of the availability of such higher capacity end user systems (e.g., those
computer systems capable of essentially simultaneously exchanging data with multiple
computer systems).

In a typical situation, as shown in FIG. 1, a content provider distributes its data by
making the data available on a server node 8 simultaneously to a plurality of users at user
nodes 12 (of note, the terms “server”, “root server” and “primary server” may be used
interchangeably throughout the present application to refer to the same device (i.e., the
highest level parent node in a given network). The double-headed arrows show the two-way
communication between each end user's computer system and the server. Essentially the
content provider's server transmits a separate stream of signals to each receiver node. To
accommodate additional users, the content provider would typically either add equipment to
increase capacity or it would engage a mirror site to accomplish essentially the same result as
adding equipment. The capacities of the end user computers is of virtually no consequence in
such a system.

Another system for distributing data is the Napster™ music file exchange system
provided by Napster, Inc. of Redwood City, Calif. A schematic of the Napster™ music file
exchange system (as its operation is presently understood) is illustrated in FIG. 2.

More particularly, it is believed that in the NapsterTM system a copy of the music data
is not kept on the server. The server 9 instead maintains a database relating to the various
music files on the computers of users who are logged onto the server 9. When a first user 12a
sees that a desired music file is available from a second logged on user 12b, the first user
causes his computer to query the server 9 for the second user's node address and a connection
is made between the first and second user's computers through which the first user's computer
notifies the second user's computer of the desired file and the second user's computer
responds by transmiiting a copy of the desired music file directly to the first user's computer.
Tt is further believed that a first user attempting to download a particular file from a second
user must start completely over again if the second user cancels its transmission or goes off
line during the data transfer.

In another area, engineers have developed what is known as "streaming media." In
summary, streaming media is a series of packets (e.g., of compressed data), each packet
representing moving images and/or audio.

To help understand streaming media in more detail, it is helpful to review the
traditional Internet distribution method. Each node (whether it is a server node or a user node)

in a computer network has a unique identification (sometimes referred to as an "IP" address)

3
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associated with it. On the Internet, the unique address may be referred to as a Uniform
Resource Locator ("URL"). A user desiring to obtain data from a particular server enters that
server's URL into the user's browser program. The browser program causes a connection
request signal to be sent over the Internet to the server. If the server has the capacity to accept
the connection, the connection is made between the server and the user node (files requested
by the user are typically transmitted by the server in full to the user node and the browser
program may store the files in buffer memory and display the content on the user's computer
system monitor - some files may be more permanently stored in the computer system's
memory for later viewing or playing.) The connection with the server is typically terminated
once the files have been received at the user node (or the connection may be terminated a
short time thereafter). Either way, the connection is usually of a very short time duration.
With streaming media, the contact between the server and user nodes is essentially
continuous. When a connection between a server node and user node is made and streaming
media is requested, the server sends streaming media packets of data to the user node. A
streaming media player installed on the user's computer system (e.g., software, such as
RealMedia™ from RealNetworks, Inc. of Seattle, Wash.,) causes the data to be stored in
buffer memory. The player decompresses the data and begins playing the moving images
and/or audio represented by the streaming media data on the user's computer system. As the
data from a packet is played, the buffer containing that packet is emptied and becomes
available to receive a new packet of data. As a result, the memory assets of a user's computer
are not overly taxed. Continuous action content, such as, for example, the display of recorded
motion picture films, videos or television shows may be distributed and played in essentially
"real time," and live events, such as, for example, concerts, football games, court trials, and
political debates may be transmitted and viewed essentially "live" (with only the brief delays
needed for compression of the data being made available on the server, transmission from the
server to the user node, and decompression and play on the user's computer system
preventing a user from seeing the event at the exact same moment in time as a person actually
at the event). And, when the systems are working as designed, the server node and user node
may stay connected to each other until all the packets of data representing the content have

been transmitted.
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SUMMARY OF THE INVENTION

Various embodiments of the present invention relate to a system for distributing data
(e.g., content data) over a computer network and a method of arranging receiver nodes in a
computer network such that the capacity of a server is effectively increased (e.g., the capacity
of a server may be effectively multiplied many times over; the capacity of the server may be
effectively increased exponentially). In one embodiment the present invention may take
advantage of the excess capacity many receiver nodes possess, and may use such receiver
nodes as repeaters. The distribution system may include node(s) having database(s) which
indicate ancestor(s) and/or descendant(s) of the node so that reconfiguration of the
distribution network may be accomplished without burdening the system's primary server. An
embodiment of the present invention may include a process for configuring a computer
information distribution network having a primary server node and user nodes docked (i.e.,
connected) in a cascaded relationship, and reconfiguring the network in the event that a user
node departs from the network. In one example (which example is intended to be illustrative
and not restrictive), the process may include the steps of providing a new user node (or
connection requesting user node) with a connection address list of nodes within the network,
having the new user node (or connection requesting user node) go to (or attempt to go to) the
node at the top of the connection address list, determine whether that node is still part of the
distribution network, and connect thereto if it is, and if it is not, to go to (or attempt to go to)
the next node on the connection address list. In another example (which example is intended
to be illustrative and not restrictive), when a user node departs from the distribution network,
a propagation signal may be transmitted to the nodes below it in the network, causing them to
move up in the network in a predetermined order. In another example (which example is
intended to be illustrative and not restrictive), the present invention may provide a
decentralized approach which provides, to each new user node (or connection requesting user
node) a path back to the root server.

Of note, various embodiments of the present invention may be applied to the
transmission (e.g., the "appointment" transmission) of audiovisual content such as, for
example (which example is intended to be illustrative and not restrictive), live or pre-
recorded concerts, football games, court trials, political debates, motion picture films, videos
or television shows. Such transmission of audiovisual content may be made with acceptable
levels of quality, wherein “acceptable levels of quality” may vary depending upon the end

users and the type of transmission. Further, such transmission of audiovisual content may be
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carried out using streaming media transmissions intended to reach large aundiences, in much
the way that television shows transmitted over television cable and broadcast media reach
large audiences (in this regard, the present invention may enable a server to transmit
streaming media to the large number of users which would be essentially simultaneously
logging on to view a particular audiovisual presentation under this television-type “large

audience” transmission).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic drawing of a prior art computer information distribution
network;

FIG. 2 is a schematic drawing of another prior art computer information distribution
network;

FIG. 3 is a schematic drawing of an embodiment of a computer information
distribution network formed pursuant to the present invention;

FIG. 4 is a schematic drawing of another embodiment of a computer information
distribution network formed pursuant to the present invention;

FIG. 5 is a schematic drawing of another embodiment of a computer information
distribution network formed pursuant to the present invention;

FIG. 6 is a schematic drawing of a particular topology of a computer information
distribution network formed pursuant to an embodiment of the present invention;

FIG. 7 is a schematic drawing of a particular topology of the computer information
distribution network formed pursuant to an embodiment of the present invention as shown in
FIG. 6 (after the occurrence of an event);

FIG. 8 is a schematic drawing of another topology of a computer information
distribution network formed pursuant to an embodiment of the present invention;

FIG. 9 is a schematic drawing of the topology of the computer information
distribution network formed pursuant to an embodiment of the present invention as shown in
FIG. 8 (after the occurrence of an event);

FIG. 10 is a flow diagram of an embodiment of the present invention showing a
Server Connection Routine which may be performed when a prospective child node seeks to
join the distribution network;

FIG. 11 is a flow diagram of an embodiment of the present invention showing a

Prospective Child Node's Request to Server for a Connection Routine;
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FIGS. 12A-12E are schematic drawings showing varying topologies of the computer
information distribution network formed pursuant to an embodiment of the present invention
under several circumstances;

FIG. 13 is a block diagram of an embodiment of the present invention showing the
memory blocks into which the software used may partition a user node's memory;

FIG. 14 is a flow diagram of an embodiment of the present invention showing a
Prospective Child Node's Connection Routine - the routine which a new user node (or
connection requesting user node) may go through in attempting to connect to a distribution
chain (or tree) after receiving a connection address list;

FIG. 15 is a flow diagram of an embodiment of the present invention showing a
Prospective Child Node's Connection Routine With Return to Server Subroutine;

FIG. 16 is a flow diagram of an embodiment of the present invention illustrating a
Prospective Parent Node's Connection Routine;

FIG. 17 is a flow diagram of an embodiment of the present invention illustrating a
Scrver's Connection Instruction Routine;

FIG. 18 is a flow diagram of an embodiment of the present invention illustrating a
Fully Occupied Parent's Connection Instruction Routine;

FIG. 19 is a flow diagram of an embodiment of the present invention illustrating a
Multi-Node Selection Subroutine;

FIGS. 20A and 20B are together a flow diagram of an embodiment of the present
invention illustrating a Universal Connection Address Routine;

FIG. 21 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention before a new node will be added using
the Universal Connection Address Routine;

FIG. 22 is a schematic drawing of a topology of the computer information distribution
network of an embodiment of the present invention when a new node is added using the
Universal Connection Address Routine;

FIG. 23 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention before a reconfiguration event;

FIG. 24 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention shown in FIG. 23 after a reconfiguration

event,
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FIG. 25 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention, slightly different from the topology
shown in FIG. 23, before a reconfiguration event;

FIG. 26 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention shown in FIG. 25 after a reconfiguration
event;

FIG. 27 is a flow diagram of an embodiment of the present invention showing a Child
Node's Propagation Routine;

FIG. 28 is a schematic drawing of another topology of a computer information
distribution network of an embodiment of the present invention before a reconfiguration
event;

FIG. 29 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention shown in FIG. 28 after a reconfiguration
event;

FIG. 30 is a schematic drawing of another topology of a computer information
distribution network of an embodiment of the present invention before a "complaint"
regarding communications;

FIG. 31 is a flow diagram of an embodiment of the present invention showing a
Grandparent's Complaint Response Routine.

FIGS. 32, 33A-33C, 34A-34C, 35A, 35B and 36 relate to “Registration Process”
examples according to the present invention;

FIGS. 37 and 38 relate to a “Firewall Request / Firewall Status” example according
to the present invention;

FIGS. 39A, 39B and 40 relate to a “Propagate Path / Down” example according to
the present invention;

FIGS. 41A, 41B and 42 relate to a “Propagate NTM / Up” example according to the
present invention;

FIGS. 43 and 44 relate to a “Banned List” example according to the present invention;

FIG. 45 relates to a “Node Interlacing” example according to the present invention;
and

FIGS. 46A-46C relate to various distribution network topology examples according to

the present invention.
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Among those benefits and improvements that have been disclosed, other objects and
advantages of this invention will become apparent from the following description taken in
conjunction with the accompanying figures. The figures constitute a part of this specification
and include illustrative embodiments of the present invention and illustrate various objects
and features thereof (of note, the same reference numeral may be used to identify identical

elements throughout the figures).

DETAILED DESCRIPTION OF THE INVENTION

Detailed embodiments of the present invention are disclosed herein; however, it is to
be understood that the disclosed embodiments are merely illustrative of the invention that
may be embodied in various forms. In addition, each of the examples given in connection
with the various embodiments of the invention are intended to be illustrative, and not
restrictive. Further, the figures are not necessarily to scale, some features may be exaggerated
to show details of particular components. Therefore, specific structural and functional details
disclosed herein are not to be interpreted as limiting, but merely as a representative basis for
teaching one skilled in the art to variously employ the present invention.

Referring now to FIG. 3, an illustration of a linear propagation arrangement 10 of a
computer network according to an embodiment of the present invention is shown. In this
embodiment, the primary server node (or simply, server) 11 provides content data (e.g.,
streaming media) to user nodes 12 connected directly to it (sometimes referred to as "first
level user nodes"). Each first level user node 12 has a second level user node 13 connected to
it and each second level user node 13 has a third level user node 14 connected to it. The
computer system at each first level user node 12 passcs a copy of the content data received
from server node 11 to the computer system at the second level user node 13 attached to such
first level user node 12. The computer system at each second level user node 13 in turn passes
the content data onto the computer system at the fourth level user node 14 attached to it.

As more fully discussed below, under this embodiment the computer systems at the
server and user nodes may have distribution software installed in them which enables the
nodes to be arranged as shown and for the computer systems to receive and re-transmit data.

The cascadingly connected arrangement of nodes (i.e., first level nodes are connected
to the server, second level nodes are connected to first level nodes, third level nodes are
connected to second level nodes and so on) shown in FIG. 3 takes advantage of the

bandwidth available in certain nodes to essentially simultaneously receive and transmit data.
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In a linear propagation arrangement, the effective distribution capacity of a server is in
essence multiplied by the number of levels of nodes linked together. In the example of FIG. 3
(which example is intended to be illustrative and not restrictive), the distribution capacity of
the server node is increased from 8 user nodes to 24 in just three levels.

Of note, many user nodes may have at least sufficient bandwidth (e.g., upstream
bandwidth as well as downstream bandwidth) to receive data from one node and to re-
transmit streams of data essentially simultaneously to two or more other nodes. This capacity
could be used in another embodiment to set up a computer network with a cascadingly
connected exponential propagation arrangement 16 (as shown in FIG. 4). As the name
implies, an exponential propagation arrangement effectively increases the distribution
capacity of a server exponentially. For example (which example is iritended to be illustrative
and not restrictive), with just three levels of user nodes, each having the capacity to
retransmit two data streams, the distribution capacity of the server in FIG. 4 is increased from
8 user nodes to 56.

In another embodiment a distribution network may also be set up as a cascadingly
connected hybrid linear/exponential arrangement 18, such as shown in FIG. 5.

Of note, the effective distribution capacity grows more quickly in a hybrid
linear/exponential arrangement with each new level than does the distribution capacity in a
linear propagation arrangement, and less quickly than does the distribution capacity in a pure
exponential arrangement. However, any of these arrangements allows a server's distribution
capacity to be greatly increased (e.g., with little or no additional investment in equipment for
the server). Further, any other desired hybrid arrangement may be used.

Referring again to FIGS. 1-5, all of the connections between nodes are illustrated with
arrows on each end. This is intended to signify that data flows in both directions between
connected nodes. For example (which example is intended to be illustrative and not
restrictive), a user node connected to a server may transmit data to the server indicating the
identity of the user node, what the user node wants and/or other data, while the server node
may transmits data confirming its identity and containing information and other content to the
user node. In the remaining drawings such arrows may not be shown for the sake of
simplicity. Further, it is noted that the bulk of data which is transmitted may be content (e.g.,
web pages, music files, streaming media), and such content will be understood to flow
downtree from node to node in the drawings (i.e., in the direction from the root server to a

first level node, to a second level node, to a third level node, etc.).
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As can be understood from the above, an exponential propagation arrangement may
create the most distribution capacity. However, while many (and perhaps even most) user
nodes may have sufficient bandwidth to re-transmit acceptable quality multiple copies of the
data, a number of user nodes may not have sufficient bandwidth to re-transmit more than one
copy of the data with acceptable quality, and some user nodes may not have sufficient
bandwidth to re-transmit even a single acceptable copy. Under these conditions, a distribution
system employing the present invention may be configured, for example, as a hybrid
propagation network. In such a system, a personal computer acting as a server node may
reach many (e.g., hundreds, thousands or more) user nodes, even if the server node itself has
capacity to transmit content data directly to only one other node.

In the following discussion it will be assumed that the system employing the present
invention will take advantage of the capability of many user nodes to simultaneously re-
transmit up to two copies of data (e.g., content data). However, it should be understood that
the invention could take advantage of user nodes capable of simultaneous re-transmission of
even higher numbers of copies.

In one embodiment the length of the distribution chains (i.e., the number of levels of
user nodes linked through each other to the server) may be kept as small as possible to reduce
the probability that the nodes at the ends of the chains will suffer a discontinuity of service.
Thus, under this embodiment, in order to maximize the number of user nodes which may be
connected to the server while trying to keep the length of the distribution chains as small as
possible, the user nodes having the greatest bandwidth may be placed as far up uptree as
possible (i.e., be placed as close as possible to the server, where “close” refers to network
node level and not necessarily to geographical proximity).

In this regard, if an unreliable user node is placed near or at the end of a chain, few or
no other user nodes would be affected by the unreliable user node's leaving the network. In
contrast, if an unreliable user node were placed at or near the beginning of a chain (i.e., be far
uptree), many other nodes would be affected by the unreliable node's departure. Because
various embodiments of the invention may be used for appointment viewing of streaming
media, in which an essentially continuous connection to an audiovisual content source may
essentially be a necessity, it may be important (e.g., for this steaming media use) that the
most reliable user nodes be placed high up in the chain (i.e., high uptree).

A user node may be deemed unreliable for any of a number of reasons. One example
(which example is intended to be illustrative and not restrictive), is that the user node is

connected to the Internet by lines having intermittent failures. Another example (which
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example is intended to be illustrative and not restrictive), is that the user is merely sampling
the content available on the network and intentionally disconnects the user node from the
distribution network after discerning that he or she has no interest in the content.

Thus, under an embodiment of the present invention the user nodes may be positioned
in the most advantageous positions, taking into account the dynamic nature of the distribution
network, in which many user nodes may enter and leave the distribution network throughout
the server's tranémission of a streaming media show. In addition, the invention may help to
preserve the viewing experience of users at user nodes positioned even at the end of a
distribution chain (the server and/or user nodes may be enabled to perform the operations
required to set up and maintain the distribution network by having data distribution software
installed therein).

Referring now to a “User Node Arrival” example (which example is intended to be
illustrative and not restrictive), it can be seen from FIGS. 3-5 that the distribution chains can
be viewed as a plurality of family trees, each family tree being rooted to the server 11 through
one of the first level nodes 12 (each node in the distribution network may have distribution
software loaded in it which enables the node to perform the functions described below; before
any new node may join the distribution network, such new node may also have such software
loaded in it).

Of note, in the bulk of the examples discussed below, the network topologies have a
branch factor of two (i.e., no user node is assigned more than two child nodes to be connected
directly to it). A network topology with a branch factor of two may be referred to as a binary
tree topology. It should be understood, of course, that the teachings set forth herein may be
extended to network topologies having other branch factors, for example (which example is
intended to be illustrative and not restrictive), branch factors of three, four or more.

In any case, FIG. 6 is a schematic drawing of a distribution network topology useful
for describing the current “User Node Arrival” example. This FIG. 6 shows a distribution
chain or family tree rooted to the server 11 through user node A, a first level user node 12
(the dashed lines represent connections from the server to other first level nodes or from node
A to another user node). User node A could be thought of as a child node of the server and as
a parent node for other user nodes connected directly to it. User node B, a second level user
node 13, could be thought of as A's child. User nodes C and D, third level user nodes 14, may
be thought of as B's children and A's grandchildren (and each other’s siblings). User nodes E
and F, fourth level user nodes 15, may be thought of as C's children (and each other’s
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siblings). User node G, also a fourth level user node 15, may be thought of as D's child. And
user nodes E, F and G may be thought of as B's grandchildren and A's great grandchildren.

In the present example, whenever a new user node {or connection requesting user
node) 19, such as node X in FIG. 6, seeks connection to the distribution network, it will first
make a temporary connection to the server node (or a connection server, not shown) in order
to begin the process for connecting to the distribution system. The server (or connection
server) will discern from the user node a bandwidth rating (discussed below) appropriate to
that node and, depending upon the available capacity of the server and any existing
distribution chains, the server will either assign the new user node to a spot directly
connected to the server or will provide the new user node with a connection path through a
tree to the server.

FIG. 10 is a flow diagram associated with this example showing a Server's
Connection Routine which is performed when a prospective child node seeks to join the
distribution network. In step 101 the server performs the Server's Connection Instruction
Routine (discussed below), in which the server determines what connection instructions to
give to the new user node (or connection requesting user node). The server then goes to step
102 where it determines whether, as a result of the Server's Connection Instruction Routine,
the prospective child node is being instructed to dock with the server. If the prospective child
node is being instructed to dock with the server, then the server goes to step 103 in which the
server would allow the new user node to dock with it, and the server would begin
transmitting data (e.g., streaming media) directly to the new user node.

Of note, as referred to above, two different servers could be used - one to perform the
server's connection routine and the other to transmit data (e.g., streaming media) - since both
servers would be performing server functions, they will hereinafter sometimes be considered
a single server for purposes of the description herein.

Of further note, while the prospective child node may be a new user node or a
connection requesting user node, to simplify the following discussion such prospective child
node may simply be referred to as a “a new user node”.

In any case, if the new user node is not being instructed to dock directly with the
server, then the server goes to step 104 in which it provides the new user node with an
‘address connection list and disconnects the new user node from the server.

Essentially contemporancously with the performance by the server of the Server's
Connection Routine, the new user node is performing the Prospective Child Node's Request

to Server for a Connection Routine. FIG. 11 is a flow diagram associated with this example
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illustrating the Prospective Child Node's Request to Server for a Connection Routine. Upon
making the temporary connection to the server, the new user node goes to step 111 in which
it provides bandwidth rating and performance rating information to the server. It then
proceeds to step 112 in which it receives connection instructions from the server. Then the
new user node proceeds to step 113 to determine whether it has been instructed to dock
directly with the server. If the answer is "yes," then the new user node proceeds to step 114 in
which it erases any information which may have been in its ancestor database and, if the
distribution software has a Return to Server Subroutine in it, resets the connection attempt
counter to zero. The new user node then-proceeds to step 115 in which it docks with the
server and begins receiving data (e.g., streaming media). If the new user node is not being
instructed to dock directly with the server, then the new user node goes to step 116 in which
it receives the new connection address list from the server and loads such list into the user
node's ancestor database and begins the Prospective Child Node's Connection Routine
(discussed below). If the distribution software has a Return to Server Subroutine in it, the
connection attempt counter is reset to one in step 116.

In the examples discussed in connection with FIGS. 6-9 and 12A-12C (which
examples are intended to be illustrative and not restrictive), the server has determined that the
new user node X will not be allowed to connect directly to the server. Also, for the purposes
of these examples, all of the user nodes are presumed to be equally capable of simultaneously
re-transmitting two copies of the content data and that the tree rooted through node A is the
most appropriate tree through which node X should be connected to the server. In one
embodiment the server may rely on chain length in determining to which particular user
node, already in the distribution network, that node X should connect.

Referring again to the example of FIG. 6, the topology of the distribution network
based on the most recent information available to the server at the moment that node X seeks
to join the distribution network is shown. Path D-B-A-S (where "S" is the server) represents
the shortest available path from an end of a chain back to the server (e.g., from a node level
point of view and not necessarily from a geographical proximity point of view), and the
server 11 gives that path information, or connection address list, to node X during step 104 of
FIG. 10 (and node X receives such list during step 116 of FIG. 11). That is, node X will be
given a connection address list with the URLSs and/or IP addresses of each of nodes D, B, A
and S. The distribution software in node X causes the path information to be stored in the
ancestor portion (or ancestor database) 132 of node X's topology database 131 shown in FIG.

13. The ancestor database may include an ancestor list, a list of node X's ancestors' addresses
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from node X's parent back to the server node. (FIG. 13 shows an example block diagram
(which example is intended to be illustrative and not restrictive) showing the memory blocks
into which the software used in connection with the present invention may partition a user
node's memory 130.) Node X then attempts to contact node D first, the user node most distant
from server 11 in the path. Note that when the server provides the D-B-A-S connection
address to node X, the server is giving what it "belicves" to be the complete path information
going all the way back to the server. That is, subsequent to the most recent generation of the
topological data, node D may have departed from the network, as may have one or more of
its ancestors, resulting in a reconfiguration (discussed below) of at least a portion of the tree
of which D was a part.

Referring now to FIG. 14 is a flow diagram associated with this example showing the
Prospective Child Node's Connection Routine, the routine which a new user node, here node
X, will go through in attempting to connect to a distribution chain (or tree) after receiving a
connection address list (which node X has stored in the ancestor portion of its topology
database) from the server or from a prospective parent node or during a reconfiguration
event. In step 141, node X attempts to contact the first node on the connection address list.
The first node, and only node, on the connection address list could be the server itself. Here
node D is the first node on the list. Node X then proceeds to step 142 and determines whether
the first node on the connection address list is still on-line and still part of the distribution
network (in one example, if no response is received within a predetermined period of time,
from the first node on the connection address list, the answer to the query in step 142 will be
deemed to be no). If node D is on-line and still part of the distribution network, node X
proceeds to step 143 in which node X inquires whether node D has room for node X. This
inquiry may need to be made because the distribution network may have gone through a
reconfiguration event resulting in node D's not having sufficient capacity to provide a copy of
the content data to node X. If node D has room for node X, then node X proceeds to step 144
in which it connects (or docks) with node D and begins receiving content data from it. This is
depicted in FIG. 7. Note that node X is now one of several level four nodes 15.

On the other hand, in step 142, if node D is not on-line (e.g., no response is received
from node D within a predetermined period of time) or if node D is on-line but is no longer
part of the distribution system (e.g., subsequent to the server's obtaining its topology data the
user of the system at node D either caused his or her computer system to go off-line or to
leave the distribution system, or there was a line failure causing the computer system to go

off line), as depicted in FIG. 8, then node X goes to step 145 in which it deletes the first
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address from the connection address list in node X's ancestor database (and, in one example,
and for a purpose which will become clear when discussing reconfiguration events below,
sets its reconfiguration flag buffer 136 to the lowest propagation rating). At this time node B,
in the present example, becomes the first node on the connection address list. Then node X
goes back to step 141 and repeats the routine described above. Note that because of node D's
leaving the distribution network, a reconfiguration event was triggered which resulted in node
G changing from a fourth level node 15 to a third level node 14.

In step 143, if the prospective parent node has no room for the new node (e.g., the
capacity of the prospective parent node is fully occupied), the new node goes to step 146, in
which it receives a new connection address list from the prospective parent. The prospective
parent may then perform a Fully Occupied Parent's Connection Instruction Routine, discussed
below in connection with FIG. 18, wherein it creates the new connection address list based on
topology data obtained from its progeny. That new list may include the path back to the
server through the prospective parent just in case, as discussed above, there are user node
departures along the path.

Of note, by having a prospective parent node prepare the new connection address list
as described in this example, the burden on the server is reduced and is distributed among the
user nodes.

Still referring to the example depicted in FIG. 8, when node X gets to step 143, node
B will respond that it has no room and node X will proceed to step 146. When node X
performs step 146, the new connection address list it receives from node B will be G-B-A-S.
Then node X proceeds to step 141 and repeats the routine from that point on. When the
routine is performed on the topology shown in FIG. 8, step 143 will result in node G
responding that it has room for node X. Node X will then perform step 144 and be connected
to the distribution network through node G as shown in FIG. 9. Here, node X becomes a
fourth level node 15.

The distribution software may include a Return to Server Subroutine, comprised of
steps 151, 152 and 153 as shown in FIG. 15, as part of the Prospective Child Node's
Connection Routine. This subroutine reduces the risk that a prospective child node would
enter into an endless cycle of fruitless attempts to dock with nodes in a particular tree. If the
answer to the query in step 143 is "no," then node X goes to step 151 in which it increments
by one the connection attempt counter 135 in node X's memory. Then node X goes to step
152 in which it determines whether the connection attempt limit has been reache&. In one

example (which example is intended to be illustrative and not restrictive), the limit may be
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preset at any number greater than one and may depend upon what the designer of a particular
distribution network determines would be a reasonable amount of time for a node to attempt
to make a connection on a particular tree, or a branch of a tree, before that node should be
given an opportunity to obtain a completely new connection address list directly from the
server. If the connection attempt limit has not been reached, then node X proceeds with step
146 as discussed above. If the connection attempt limit has been reached, then node X goes to
step 153, in which it goes back to the server and begins the connection routine again as
discussed above in connection with FIG. 6. If docking with a parent node is successful, then
after step 144 node X performs step 154 in which the connection attempt counter is set to
ZEeTO0.

Referring now to FIG. 16, a flow diagram associated with this example illustrating the
Prospective Parent Node's Connection Routine is shown. Using the example illustrated in
FIGS. 6, 8 and 9, when node X queries node B in step 142 during the Prospective Child
Node's Connection Routine, node B may begin performing the Prospective Parent Node's
Connection Routine. In step 161, in response to node X's query, node B determines whether it
is part of the distribution system node X seeks to join. If node B were not part of the
distribution network, it would respond in the negative to node X's query and node B would be
finished with the Prospective Parent Node's Connection Routine. In the example of FIG. 8,
the answer is "yes" and node B proceeds to step 162.

In step 162 node B determines whether it has room for a new node. If the answer were
"yes," node B would proceed to step 163 where it would allow node X to dock with it, and
node B would begin transmitting to node X data (e.g., streaming media) originating from the
server. In the example illustrated in FIG. 8, the answer is "no," and node B, acting as an
instructing node, goes to step 164 where it performs the Fully Occupied Parent's Connection
Instruction Routine (discussed below) and provides the prospective new child node (here
node X) with a new connection address list. As noted above, the new connection address list
may include the path back to the server through the node B (the prospective parent in this
example) in the event that there are user node departures along the path, which departures
may include node B.

After performing step 164 the temporary connection between node B and node X is
terminated, and node X is sent on its way. In the example of FIGS. 8 and 9, the new
connection address list is G-B-A-S. When node X approaches node G, node G performs the
Prospective Parent Node's Connection Routine discussed above. In the example illustrated in

FIGS. 8 and 9, node G allows node X to dock with it.
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Referring now to a “Distribution Network Construction” example (which example is
intended to be illustrative and not restrictive), it is noted that under this example the length of
the distribution chains (i.e., the number of levels of user nodes linked through each other to
the root server) is aimed to be kept as small as possible.

Assuming that all new user nodes have the same re-transmission capability (or
disregarding the different re-transmission capabilities which different new user nodes may
have), the user nodes would be distributed in this example through the first level until all the
direct connection slots to the server were filled. Then as new user nodes sought connection to
the distribution network, they would be assigned to connections with the first level nodes 12
until all the slots available on the first level nodes were filled. This procedure would be
repeated with respect to each level as more and more new user nodes attempted to connect to
the distribution network. In other words, the server, acting as an instructing node, would
perform a Server's Connection Instruction Routine in which one step is determining whether
there is Toom on the server for a new user node and, if so, the server would instruct the new
user node to connect directly to the server. If there were no room on the server, then the
server would perform the step of consulting its network topology database and devising a
connection address list having the fewest number of connection links to a prospective parent
user node. After performing the Server's Connection Instruction Routine, the server would
either allow the new user node to dock directly with the server or send the new user node on
its way to the first prospective parent user node on the connection address list.

In this example (which example is intended to be illustrative and not restrictive), a
partially occupied potential parent node in a particular level (i.e., a prospective parent node
already having a child but still having an available slot for an additional child node) may be
preferred over unoccupied (i.e., childless) potential parent nodes on the same level. This may
help to keep the number of interior nodes (i.e., the number of nodes re-transmitting data) to a
minimum.

Alternatively, in another example (which example is intended to be illustrative and
not restrictive), nodes that have zero children may be preferred over nodes that already have
one child. While it is true that this may increase the number of repeat nodes, what the
inventors have found is that by filling the frontier in an “interlaced” fashion, connecting
nodes build up their buffers more quickly (allowing a reduction in the incidence of siream
interruptions).

Referring now to FIGS. 12A-12C, these FIGS. illustrate, in this example, what

happens when a partially occupied parent node is preferred over a parent childless node as a
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destination address for a new user node (assuming all other factors are equal). FIG. 12A is a
schematic diagram associated with this example showing a topology wherein nodes C and D,
both third level nodes 14, have remaining capacity for one or more child nodes. Server 11 has
the choice of sending new user node X to either node C, as shown in FIG. 12B, or node D, as
shown in FIG. 12C, without increasing the length of the longest chain in the distribution
network. However, user nodes are free to leave the distribution network at any time. With the
topology shown in FIG. 12C, if either of nodes C or D leaves the network, there would be an
effect on a child node. With the topology shown in FIG. 12B, there is a significant chance
that if one of nodes C and D leaves the network, there would be no impact on any child
nodes. That is, if it is node D that leaves the network, there is no child which would be made
an orphan.

Of note, in discussing the examples illustrated in FIGS. 6-9 and 12A-12C, it has been
presumed that all of the user nodes are equally capable of simultaneously re-transmitting two
copies of the content data. However, the user nodes actually joining a distribution network
will have various capabilities for re-transmitting data. Some will have no reliable capability
because of hardware limitations. Other user nodes will have high nominal capability because
of their hardware and type of Internet connection, but may have low reliability because of
poor line conditions or the vagaries of the desires of the humans actually using the user
nodes. For example, a user node having a T1 or faster connection to the Internet has a
significantly large bandwidth, but is not reliable if the user (or viewer) is merely sampling the
content available on the distribution network.

As noted above, in one example the user nodes having the greatest reliable capability
should be placed as high up in a distribution chain as possible (i.e., as far uptree as possible)
because they would have the ability to support the greatest number of child nodes, grandchild
nodes and so on.

Thus, to differentiate the reliable capabilities of user nodes, a number of factors may
be considered. Examples of such factors (which examples are intended to be illustrative and

not restrictive), include following:

° One is time, that is, the number of seconds (or other units of time) since the
node made its most recent connection to the network. Everything else being equal, a
user node which has been continuously connected to the distribution network for a

long period of time may be considered under this example to be likely more reliable
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(either because of line conditions or user interest) than a user node which has been

continuously connected to the network for a short period of time.

] Another factor is bandwidth rating, which may be determined, for example, by
actual testing of the user node when it first attempts to connect to the server or a
parent node (e.g., at initial connection time) or determined by the nominal bandwidth
as determined by the type of connection made by the user node to the Internet. In one
example (which example is intended to be illustrative and not restrictive), we will

describe ratings based on nominal bandwidth as follows:

o A user node with a 56 Kbits/sec dialup modem connection to the
Internet is essentially useless for re-transmission of content data because of its
small bandwidth. In this example, such a node is assigned a bandwidth rating
of zero (0.0).

0 A user node with a cable modem or DSL (e.g., ADSL) connection to
the Internet may be given, in this example, a bandwidth rating of one (1.0),
because it is a common type of node and has a nominal upstream transmission
bandwidth of 128 Kbits/sec, which is large enough to potentially re-transmit
two acceptable quality copies of the content data it receives (assuming a
50Kbit/sec content data stream). Such capability fits well into a binary tree
topology.

o A full rate ISDN modem connection nominally has an upstream
bandwidth of 56 Kbits/sec and a downstream bandwidth of 56 Kbits/sec,
which would potentially support acceptable quality re-transmission of a single
copy of the content data stream (assuming a 50Kbit/sec content data stream).
For this reason, a user node with a full rate ISDN modem connection to the
Internet may be given, in this example, a bandwidth rating of one-half (0.5), or
half the rating of a user node connected to the Internet by a DSL (e.g., ADSL)

or cable modem connection.

o User nodes with T1 or greater links to the Internet should be able to
support more (e.g. at least twice as many) streams as DSL (e.g., ADSL) or
cable modems, and therefore may be given, in this example, a bandwidih

rating of two (2.0). In the event that in a distribution network parent nodes
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may be assigned more than two child nedes directly connected thereto,
bandwidth ratings greater than 2.0 may be assigned under this example to

Internet connections having greater bandwidth than T1 connections.

. In another example (which example is intended to be illustrative and not
restrictive), other bandwidth networks (e.g., 50 Kbit/sec and 100 Kbit/sec) ma}ll be
supported.

. In another example, the bandwidth needed for a node to be “repeat capable”
may depend on the particular network to which it is attached (upon initial connection
the connecting node may first test its upstream bandwidih and then report that
bandwidth to the network server; the server may determine whether the node is
“repeat capable” or not.

. In another example (which example is intended to be illustrative and not
restrictive), a node may be deemed “repeat capable” if the node is not firewalled (e.g.,
port 1138 is open) and the node has sufficient bandwidth to retransmit two copies of
the incoming stream.

. A third fac;tor is performance. A user node's performance rating may, in one
example, be zero (0.0) if it is disconnected as a result of a Grandparent's Complaint
Response Routine (discussed below in connection with FIG. 31). Otherwise, the user

node's performance rating, in this example, may one (1.0).

Further, in this example (which example is intended to be illustrative and not
restrictive), a user node's utility rating may determined by multiplying connection time by

performance rating by bandwidth rating. That is, in this example:
e Utility Rating = Time x Performance Rating x Bandwidth Rating.

Referring once again to FIG. 13, it is seen that in this example information regarding
a user node's time connected to the network, bandwidth rating, performance rating, utility
rating and potential re-transmission rating (discussed below) may be stored in the user node's
elapsed time buffer 137, bandwidth rating buffer 138, performance rating buffer 139, utility
rating buffer 121 and potential re-transmission rating buffer 122, respectively.

In another example (which example is intended to be illustrative and not restrictive),
nodes entering the network may be judged to be either “repeat capable” or “non-repeat

capable” (wherein non-repeat capable nodes may be called “bumpable’ nodes). Repeat
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capability may be based on: (1) Upstream bandwidth (e.g., tested at initial connection); and
(2) the firewall status, opened or closed, of a node. In one specific example, if a node is
either firewalled or has upstream bandwidth less than (approx.) 2.5 times the video streaming
rate, that node will be deemed bumpable. All nodes joining the network, whether bumpable
or non-bumpable, may be placed as close to the server as possible. HoWever, for the purpose
of placement (as described for example in the Universal Connection Address Routine of
Figure 20), a repeat capable node can bump a bumpable node when being placed in the
network.

Referring now to FIG. 17 a flow diagram associated with this example illustrating the
Server's Connection Instruction Routine is shown. This routine need not necessarily rely on
the new user node's utility rating. This routine may rely on the potential re-transmission
rating of a user node, which is arrived at by multiplying the user node's performance rating by

its bandwidth rating. That is, in this example:
. Potential Re-transmission Rating = Performance Rating x Bandwidth Rating.

Thus, in this example, the server would want to put those user nodes with the highest
potential re-transmission rating as close to the server in a distribution chain as possible (i.e.,
as high uptree as possible) because they have the greatest likelihood of being able to re-
transmit one or more copies of content data. On the other hand, a potential re-transmission
rating of zero in this example indicates that a user node has no ability to (or little expected
reliability in) re-transmitting even one copy of content data (the server in this example would
want to put a user node with a zero rating as far as reasonably possible from the server in a
distribution chain (i.e., as low downtree as possible)). For the purpose of ease of discussion,

. in the flow diagram example of FIG. 17 illustrating the Server's Connection Instruction
Routine, the server is concerned about whether the potential re-transmission rating is zero
(i.e., either one or both of the performance rating and bandwidth rating is zero) or greater
than zero (i.e., both the performance rating and the bandwidth rating are greater than zero).

In step 171 the server node interrogates the new user node (or connection requesting
node) for its bandwidth rating and performance rating, If the new user node is really new to
the distribution network, or if it has returned to the server because all of the user node's
ancestor nodes have disappeared from the network, the new user node's performance memory
will contain, in this example, a performance rating of 1.0 (e.g., the default rating). However,

if the new user node has been dispatched to the server for a new connection to the network
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because the new user node had failed to provide content data to one of its child nodes, then,
in one example, its performance memory will contain a performance rating of zero. ‘

In step 172, the server determines, in this example, whether the potential re-
transmission rate of the connection requesting node is greater than zero (i.e., whether both the
bandwidth rating and the performance rating are greater than zero, or, if only the bandwidth
rating is considered, whether the bandwidth rating is greater than zero (i.e., the connection
requesting node is a high-bandwidth node)). If the answer is "yes," then the server goes to
step 173 in which the server determines whether it has room for the new user node. If the
answer to the query in step 173 is "yes," then the server goes to step 174 in which it instructs
the new user node to connect directly to the server. Then the server goes to step 102 in the
Server's Connection Routine (see FIG. 10).

If the answer to the query in step 173 is "no" (i.e., the server does not have the
capacity to serve the new user node directly), then the server goes to step 175. In step 175,
the server, acting as an instructing node, consults its network topology database and devises a
connection address list having the fewest number of connection links to a prospective parent
node. That is, the server checks its information regarding the nodes in the level closest to the
server (i.e., the highest uptree) to determine whether there are any potential parent nodes with
space available for the new user node. If there are no potential parent nodes with space
available, then the database is checked regarding nodes in the level one link further from the
server, and so on until a level is found having at least one potential parent node with space
available for the new user node. That is, the server determines which parent node with unused
capacity for a child node is closest to the server (i.e., in the highest level, with the first level
being the highest), and devises the connection address list from such prospective parent node
to the server. The server then goes to step 102 (shown in FIG. 10).

In another embodiment of the invention, the server could skip step 172 and go directly
to step 173 (or it could go to step 172 and, if the answer to the query in step 172 is "no" (i.e.,
either one or both of the bandwidth rating and the performance rating are zero, or, if only the
bandwidth rating is considered, whether the bandwidth rating is zero (i.e., the connection
requesting node is a low-bandwidth node)), the server could go to step 175). However, this
could prevent the server from loading up the highest levels of the distribution chains with
nodes capable of re-transmitting at least one acceptable copy of the content daia (in contrast
to if the server does perform step 172 and does goes to step 176 if the answer to the query in

step 172 is "no.").
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In step 176 the server consults its network topology database and devises a connection
address list having the greatest number of connection links to a prospective parent node. That
is, the server checks its information regarding the nodes in the level furthest from the server
(i.e., the lowest downtree) to determine whether there are any potential parent nodes with
space available for the new user node. If there are no potential parent nodes with space
available, then the database is checked regarding nodes in the level one link closer to the
server, and so on until a level is found having at least one potential parent node with space
available for the new user node. In this manner, user nedes having limited or no reliable re-
transmission capability may be started off as far from the server as possible and will have a
reduced effect on the overall capacity of the distribution network.

As indicated above, and as discussed more fully below, one or more reconfiguration
events may have transpired since the server's topology database was last updated. As a result,
the first prospective parent node which is actually present on the distribution network for the
new user node to contact may not have room for the new user node. By way of example
(which example is intended to be illustrative and not restrictive), when node X tries to join
the distribution network having the topology shown in FIG. 12A, the server provides node X
with the following connection address list: C-B-A-S. If node C had disappeared from the
network between the last update of the server's topology database and node X's attempting to
contact node C, then node E, by virtue of a reconfiguration event, would be connected, in this
example, to node B as shown in FIG. 12D. Then node X, in performing the Prospective Child
Node's Connection Routine discussed in connection with FIGS. 14 and 15, would contact
node B. Node B, in the Prospective Parent Node's Connection Routine, discussed in
connection with FIG. 16, would have to answer the query of step 162 in the negative and go
to step 164, in which it performs the Fully Occupied Parent's Connection Instruction Routine.

Referring now to FIG. 18, a flow diagram associated with this example illustrating
that routine is shown. It is similar to the Server's Connection Instruction Routine. Since the
fully occupied parent node has already deteimined that it has no room for the new user node
(or connection requesting user node), the Fully Occupied Parent's Connection Instruction
Routine does not need to include a step in which a determination is made regarding whether
there is room for the new user node (or connection requesting node). In the Fully Occupied
Parent's Connection Instruction Routine the fully occupied parent node, acting as an
instructing node, first performs step 181 in which it interrogates the new user node for its
bandwidth rating and performance rating. In step 182, the fully occupied parent node

determines whether the potential re-transmission rate of the new user node is greater than
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zero. (If only the bandwidth rating is considered, then it determines whether the bandwidth
rating is greater than zero (i.e., the connection requesting node is a high-bandwidth node).) If
the answer is "yes," then the fully occupied parent node goes to step 183 in which the fully
occupied parent node consults its topology database, which contains the latest information
available to that node regarding the links from the fully occupied parent‘ node back to the
server and regarding the fully occupied parent node's own progeny (i.e., its children,
grandchildren etc.,) and devises a new connection address list having the fewest number of
connection links to a new prospective parent node. That is, the fully occupied parent node
checks its information regarding the nodes in the level closest to the fully occupied parent
node (but not closer to the server) to determine whether there are any potential parent nodes
with space available for the new user node. If there are no potential parent nodes with space
available, then the database is checked regarding nodes in the level one link further from the
fully occupied parent node (and further from the server), and so on until a level is found
having at least one potential parent node with space available for the new user node. That is,
the fully occupied parent node determines which new prospective parent node with unused
capacity for a child node is closest to the fully occupied parent node, and devises the
connection address list from such new prospective parent node through the fully occupied
parent node and on to the server. The fully occupied parent node then goes to step 184 in
which it provides the new user node with the new connection address list and disconnects the
new\ user node from the fully occupied parent.

If the answer to the query in step 182 is no (i.e., either (i) one of the bandwidth rating
and performance rating is zero or (ii) if only the bandwidth rating is considered, the
bandwidth rating is zero (i.e., the connection requesting node is a low-bandwidth node)), the
fully occupied parent node goes to step 185. In step 185 the fully occupied parent node
consults its network topology database and devises a connection address list having the
greatest number of connection links to a new prospective parent node. That is, the fully
occupied parent node checks its information regarding the nodes in the level furthest from it
(and farther from the server than it is) to determine whether there are any potential parent
nodes with space available for the new user node. If there are no potential parent nodes with
space available, then the database is checked regarding nodes in the level one link closer to
the fully occupied parent node, and so on until a level is found having at least one potential
parent node with space available for the new user node. As discussed above, this helps assure
that new user nodes having limited or no reliable re-transmission capability are started off as

far from the server as possible. After the fully occupied parent node devises the connection
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address list from such new prospective parent node through the fully occupied parent node
and on to the server, the fully occupied parent node then goes to step 184 where it performs
as discussed above.

In another embodiment of the invention, the distribution software could be designed
such that a fully occupied parent performs an abbreviated Fully Occupied Parent's
Connection Instruction Routine, in which steps 181, 182 and 185 are not performed. That is,
it could be presumed that the server has done the major portion of the work needed to
determine where the new user node should be placed and that the fully occupied parent user
node need only redirect the new user node to the closest available new prospective parent. In
such event, only steps 183 and 184 would be performed.

In the example discussed above in which node C had disappeared from the network
when new user node X had been given, by the server, connection address C-B-A-S, and in
which node B is a fully occupied parent node as shown in FIG. 12D, node B would appear to
have the choice of devising either connection address list D-B-A-S or E-B-A-S regardless of
whether the full or abbreviated Fully Occupied Parent's Connection Instruction Routine were
performed.

In this regard, to determine which connection address list to choose when there are
two or more prospective parent nodes in a particular level having space for a new user node,
the distribution software could have an additional subroutine as part of steps 175, 176, 183
and 185. An example of this subroutine, called the Multi-Node Selection Subroutine is
illustrated in FIG. 19.

In step 191 the server or fully occupied parent node deciding where to send a new
user node determines whether any of the potential new parent nodes is partially occupied. As
discussed earlier, in one example a partially occupied potential parent node may be preferred
over an unoccupied potential parent node. In this case, if any of the potential parent nodes is
partially occupied, then the server or fully occupied parent node goes to step 192. In step 192
the partially occupied prospective parent node with the highest utility rating is selected as the
new prospective parent node. If there were only a single partially occupied potential parent
node, then that node is selected.

If in step 191 it is determined that there are no partially occupied potential parent
nodes, then the server or fully occupied parent node goes to step 193. In step 193 the
unoccupied prospective parent node with the highest utility rating is selected as the new

prospective parent node.
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In another example (which example is intended to be illustrative and not
restrictive),the software engineer could have step 193 follow an affirmative response to the
query in step 191 and step 192 follow a negative response; in such event, unoccupied
prospective parent nodes would be selected ahead of partially occupied prospective parent
nodes (all other things being equal, it may be advantageous to select nodes that have zero
children over nodes that already have one child; while it is true that this may increase the
number of repeat nodes, what the inventors have found is that by filling the frontier in an
“interlaced” fashion, connecting nodes build up their buffers more quickly (allowing a
reduction in the incidence of stream interruptions).

After whichever of steps 192 and 193 is completed, the server or fully occupied
parent node returns to the step from which it entered the Multi-Node Selection Subroutine
(i.e., step 175,176, 183 or 185), and completes that step.

So, in the example shown in FIG. 12D, where node C left the network thereby leaving
node B with the chore of devising a new connection address list for node X, node B would
perform the Fully Occupied Parent's Connection Instruction Routine. Regardlcss of the
bandwidth and performance ratings of node X, node B would be choosing between nodes D
and E in the third level. In step 191 node B would determine that neither D nor E is partially
occupied, and therefore node B would go to step 193, Assuming that nodes E and D have
equal bandwidth and performance ratings and that node D was connected to the network
longer than node E, node D would be selected because it would have the higher utility rating
since it was connected to the network longer than node E. Node B would then go to step 194
and then return to the step from which it entered the Multi-Node Selection Subroutine. When
node B returns to step 183 or 185, it completes that step and moves on to step 184. In that
step, node B provides new user node X with new connection address list D-B-A-S and node
X conﬁects to the distribution network as shown in FIG. 12E.

Referring now to an “Alternative Distribution Network Construction” example (which
example is intended to be illustrative and not restrictive), it is noted that under this example
the length of the distribution chains (i.e., the number of levels of user nodes linked through
each other to the server) is aimed to be kept as small as possible.

Also under this example, user nodes having the highest bandwidth capabilities are
aimed to be kept closer to the server (e.g., in order to allow the greatest expansion of the
distribution system). However, it is possible that zero bandwidth rated nodes may
nevertheless appear relatively far uptree (thereby stunting the growth of that chain). The

following method may be used in constructing the distribution network both by servers and
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by prospective parents which are actually completely occupied, either of which may be
thought of as an instructing node (that is, software enabling the routines discussed below
could be installed on servers and user nodes alike).

More particularly, in the distribution system of this example, each child node reports
directly to (or is tested by) its parent node with respect to information relating to the child
node's bandwidth rating, performance rating, potential re-transmission rating and utility
rating. In turn, each parent node reports all the information it has obtained regarding its child
nodes on to its own parent node (a parent node also reports to each of its child nodes the
address list from that parent back to the server, which list forms what may be referred to as
the ancestor portion of the topology database — in addition, a parent node reports to each of its
child nodes the addresses of their siblings). The reports occur during what may be referred to
as a utility rating event. Utility rating events may occur, for example, on a predetermined
schedule (e.g., utility rating events may occur as frequently as every few seconds). As a result
of all the reporting, each node storés in its topology database the topology of the tree
(including all its branches) extending below that node, and the server stores in its topology
database the topology of all the trees extending below it. This may be referred to as the
descendant portion (or descendant database) 133 of the topology database (see FIG. 13). The
descendant database of a particular node may include a descendant list, a list of the addresses
of all the nodes cascadingly connected below that particular node. Included in the topology
database information may be the utility ratings of the nodes below the node in which that
particular topology database resides.

After each reporting event in this example, each parent node (including the server),
acting as an instructing node, devises two lists of prospective (or recommended) parent
nodes. In this example, the first list, or Primary Recommended Parent List ("PRPL"), stored
in the Primary Recommended Parent List buffer 123 (see FIG. 13), lists all the nodes in the
descendant portion of that node's topology database which have bandwidth available to
support another child node (in one example (which example is intended to be illustrative and
not restrictive), in a binary tree system, all nodes in the descendant portion of the topology
database having (i) a bandwidth rating of at least one and (ii) less than two c¢hild nodes would
be listed). They would be listed with those node's which are closest to the node in which that
particular topology database resides at the top of the list, and those nodes which are in the
same level would be ranked such that the node with the highest utility rating would be listed
first, the node with the second highest utility rating would be listed second and so on. By way

of éxample (which example is intended to be illustrative and not restrictive), the PRPL of a
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second level node would list a third level node with available bandwidth ahead of a fourth
level node with available bandwidth even if the fourth level node's utility rating were higher
than that of the third level node.

The second list in this example, or Secondary Recommended Parent List ("SRPL"),
stored in the Secondary Recommended Parent List buffer 124 (see FIG. 13), lists all the
nodes in the descendant portion of that node's topology database which have the ability to re-
transmit content data to child nodes but are fully occupied, and at least one of its child nodes
is incapable of re-transmitting content data to another child node (in one example (which
example is intended to be illustrative and not restrictive), in a binary tree system, all nodes in
the descendant portion of the topology database having (i) a bandwidth rating of at least one
and (ii) at least one child node having a bandwidth rating less than one (i.e., being incapable
of re-transmitting content data to two child nodes) would be listed). Like the nodes in the
PRPL, the nodes in the SRPL would be listed with those node's which are closest to the node
in which that particular topology database resides at the top of the list, and those nodes which
are in the same level would be ranked such that the node with the highest utility rating would
be listed first, the node with the second highest utility rating would be listed second and so
on.

Of note, in this example the SRPL lists those parent nodes having the growth of their
branches (i.e., their further progeny) blocked or partially blocked by a low-bandwidth child
node. This may lead to an unbalanced growth of the distribution system, and a limitation on
the total capacity of the system.

Of further note, to the extent that a node (including a server) has room for another
child node or is the parent of a low bandwidth node, it may be listed on its own PRPL or
SRPIL.

Referring now to FIGS. 20A and 20B, an example flow diagram illustrating what may
be referred to as the Universal Connection Address Routine is shown. As indicated above, a
server or a fully occupied prospective parent node receiving a connection request may be
referred to as an "instructing node." When a new node (here node N) approaches an
instructing node, the instructing node performs step 201, it receives a connection request. It
then goes to step 202 in which it interrogates or tests node N to determine whether it is a low-
bandwidth node (“low-bandwidth” may mean, for example, either or both: (1) a node that is
incapable of broadcasting two copies of its incoming stream on to its children; and (2) a node
that is incapable of rebroadcasting its stream because it is firewalled). In the binary tree

system of one example, a low-bandwidth node is a node with a bandwidth rating less than
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one. If node N is a low bandwidth node, the instructing node proceeds to step 203 in which
the instructing node determines whether there are any available prospective parent nodes
which are not fully occupied. Sometimes the distribution network may be fully occupied. If it
is, the instructing node's PRPL will be empty. If it is empty, the response to the query in step
203 would be yes. Then the instructing node goes to step 209 in which the new node is sent
back to the server to start the connection process from the beginning. If the response to the
query in step 203 is no, then the instructing node goes to step 204 in which it selects a
prospective (or recommended) parent node for node N. The instructing node then moves on
to step 205 in which it consults its topology database and devises a connection address list
from the recommended parent node back to the server, and provides such connection address
list to node N. (If the instructing node is a user node, then the connection address list leads
back to the server through the instructing node.) At this point, node N performs the
Prospective Child Node's Connection Routine discussed above in connection with FIG. 14.

As part of step 205, the instructing node inserts node N into its topology database as a
child of the recommended parent node. It does this because other new nodes may seek
connection instructions prior to the next utility rating event (i.e., before reports providing
updated information regarding the topology of the distribution network are received by the
instructing node), and such new nodes should not be sent to a prospective parent which the
instructing node could know is fully occupied. In this regard, the instructing node then goes
to step 206 in which it checks its topology database to determine whether the recommended
parent, with node N presumptively docked to it as a child node, is fully occupied (in the
example here of a binary tree network, whether it has two child nodes). If the answer is no,
then the instructing node has finished this routine. If the answer is yes, then the instructing
node goes to step 207 in which it removes the recommended parent from the PRPL and
inserts it into the SRPL, and the instructing node has finished the routine.

If the answer to the query in step 202 is no (e.g., node N is not a low-bandwidth node;
in the binary tree network example it is a high-bandwidth node capable of re-transmitting
content data to two child nodes), the instructing node moves on to step-208. There it
determines whether both the PRPL and SRPL are empty (which may occur under certain
circumstances, such as, for example, when the number of levels in a distribution system is
capped and at least all the nodes on all but the last level are fully occupied with high-
bandwidth nodes). If so, the instructing node goes to step 209 in which the new node is sent
back to the server to start the connection process from the beginning. If the response to the

query in step 208 is no, then the instructing node goes to step 210 in which it selects a
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prospective (or recommended) parent node for node N from the PRPL and an alternate
recommended parent node from the SRPL (if either the PRPL or SRPL is empty, the
instructing node will make a "nil" selection from that list — the instructing node knows from
step 208 that at least one of the lists will not be empty). The instructing node then goes to step
211 in which it determines whether the alternate recommended parent node is closer to the
server (i.e., higher uptree) than the recommended parent node derived from the PRPL. If the
alternate recommended parent node is on the same level as, or on a lower level than the
recommended parent node derived from the PRPL (or if the selection from the SRPL is nil),
then the answer to the query in step 211 is no.

In such event, the instructing node goes to step 212 in which it consults its topology
database and devises a connection address list from the recommended parent node back to the
server, and provides such conmection address list to node N (if the instructing node is a user
node, then the connection address list leads back to the server through the instructing node).

As in step 205 discussed above, at this point, node N performs the Prospective Child
Node's Connection Routine discussed above in connection with FIG. 14, and in step 212, the
instructing node inserts node N into its topology database as a child of the recommended
parent node.

The instructing node moves to step 213 in which it adds node N to an appropriate
position on the PRPL. It does this because, as a result of step 202, it knows that the node N is
capable of re-transmitting content data to its own child nodes.

The instructing node then goes to step 214 in which it checks its topology database to
determine whether the recommended parent, with node N presumptively docked to it as a
child node, is fully occupied (in the example here of a binary tree network, whether it has two
child nodes). If the answer is no, then the instructing node has finished this routine. If the
answer is yes, then the instructing node goes to step 215 in which it removes the
recommended parent from the PRPL because it is now deemed to not be an available
prospective parent node.

Then the instructing node goes to step 216 in which it consults its topology database
to determine whether any of the recommended parent node's children is a low-bandwidth
node (in this example, knowing that node N is not a low-bandwidth node and knowing that
the recommended parent node has two child nodes, the question is whether the child node
other than node N is a low-bandwidth node.) If the answer is no (i.e., all the recommended
parent node's children are high-bandwidth nodes), then the instructing node has finished the

routine.
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If the answer is yes, then the growth of the recommended parent node's line of
progeny is partially blocked by a low-bandwidth child node. The instructing node moves on
to step 217 in which it adds the recommended parent to the SRPL.

If the answer to the query in step 211 is yes (i.e., the alternate recommended parent
(selected from the SRPL) is: (i) on a higher level than the recommended parent (selected
from the PRPL) or (ii) the selection from the PRPL is nil), then the instructing node moves to
step 218. In that step the instructing node consults its topology database to determine: (i)
which of the alternate recommended parent node's child nodes is a low-bandwidth node or (ii)
if they both are low-bandwidth nodes, which of the child nodes has been connected to the
system a shorter period of time. In one example (which example is intended to be illustrative
and not restrictive), the instructing node may send a disconnect signal to that child node with
instructions to return to the server to start the connection process from the beginning (as a
new user node (or connection requesting user node)). In another example (which example is
intended to be illustrative and not restrictive), the bumped node may climb its path to its
grandparent which gives it a new connection path — rather than returning to the root scrver
(doing so typically means that the incoming node that bumped the non-repeat-capable node
ends up being that node’s new parent).

The instructing node moves on to step 219 in which it consults its topology database
and devises a connection address list from the alternate recommended parent node back to the
server, and provides such connection address list to node N (if the instructing node is a user
node, then the connection address list leads back to the server through the instructing node).

Asin steps 205 and 212 discussed above, at this point, node N performs the
Prospective Child Node's Connection Routine discussed above in connection with FIG. 14,
and in step 219, the instructing node inserts node N into its topology database as a child of
the alternate recommended parent node.

The instructing node moves to step 220 in which it adds node N to an appropriate
position on the PRPL. It does this because, as a result of step 202, it knows that the node N is
capable of re-transmitting content data to its own child nodes.

The instructing node then goes to step 221 in which it checks its topology database to
determine whether all the child nodes of the alternate recommended parent are high-
bandwidth nodes. If the answer is no, then the instructing node has finished this routine. If the
answer is yes, then the instructing node goes to step 222 in which it removes the alternate

recommended parent from the SRPL because it is now deemed to not be an available
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alternative prospective parent node since the growth of its progeny line is not even partially
blocked by one of its own children. At this point the instructing node has finished the routine.

‘With the routines discussed in connection with the above examples, the distribution
network will be built with each new node assigned to the shortest tree (or chain), and those
with the fewest number of links between it and the server. However, low-bandwidth nodes,
which would tend to block the balanced growth of the distribution network, would be
displaced by high-bandwidth nodes and moved to the edges of the network where they would
have reduced effect on the growth of the network.

Referring now to FIG. 21, this FIG. may be used as an example to illustrate how the
Universal Connection Address Routine works. It shows primary server 11 with node A as
first level node 12, its child nodes B and C as second level nodes 13, their child nodes D, E, F
and G as third level nodes 14, node D and G's child nodes H, 1, J and K as fourth level nodes
15, and node I's child nodes L and M as fifth level nodes 17. Assume for this example that all
available docking links directly to the server 11 are occupied by high-bandwidth nodes, and
that all trees are at full capacity other than that rooted to the server 11 through first level node
A. The utility rating for each node is set forth in FIG. 21 under its letter designation. Low-
bandwidth nodes (in this example, those nodes having a bandwidth rating less than one) are
shown with a bandwidth rating of "Q," which indicates in this example that such nodes will
not have any child nodes assigned to them. Nodes A, B, C, D, E, G, 1, J and K are high-
bandwidth nodes (or repeater nodes (i.e., they are capable of re-transmitting the content data
they receive from their respective parent nodes to their respective child nodes, if any)).

A new user node (or other connection requesting user node), here referred to as "node
N", may be directed to node A as a result of various reconfiguration events. When node A
receives a connection request from node N, node A will, in this example, either consult both
of its PRPL and SRPL buffers, if node N is a high-bandwidth node, or consult just its PRPL
buffer (if node N is a low-bandwidth node).

Nodes F, H, L, and M will not appear on any list in this example since they are low-
bandwidth nodes. Nodes B, C, D, G, I and A itself will not appear on the PRPL in this
example since these nodes are fully occupied. However, nodes C, D, and I will appear on the
SRPL in this example because they each have at least one low bandwidth child node.

Using the rules discussed above (i.e., ranking prospective parent nodes by level and

within levels by utility rating) the PRPL would be as follows in this example:

e PRPL
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o E (athird level node with available capacity)
o J (the fourth level node with available capacity having the highest
utility rating)

0 K (a fourth level node with available capacity)

‘The SRPL in this example would be as follows:

s SRPL
o C (the fully occupied second level node with a low-bandwidth child
node)
o D (the fully occupied third level node with a low-bandwidth child
node)
o I (the fully occupied fourth level node with a low-bandwidth child

node)

If node N is a low-bandwidth node, node A will give, in this example, node N the

following as its new connection address list:
s E-B-A-S.
Since node E would not have two child nodes, it would remain on the PRPL.

Ifnode N is a high-bandwidth node, node A will compare (step 211 of FIG. 20B) the
first node on the PRPL (the recommended parent node) with the first node on the SRPL (the
alternate recommended parent node). Here, node C, the first node on the SRPL is a higher
level node than node E, the first node on the PRPL. So, node A will send a disconnect signal
(step 218 of FIG. 20B) to node F, node C's low-bandwidth child node. Then it will provide
node N with the following new connection address list and add node N to the PRPI, (step 219
of FIG. 20B):

* C-A-S.

Since node C would now have two high-bandwidth child nodes (nodes N and G),
node C would be removed from the SRPL, (step 222 of FIG. 20B).

Further, in this example wherein node N is a high-bandwidth node, when node F

returns to the server 11 (or, in another example, goes to Node A) for a new connection, the
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server (or Node A) will also use the Universal Comnection Address Routine (Node F may go
to Node A rather than the server because (in one example) when a node is “kicked” it may
climb its internal connection path rather than jumping directly to the root server). Since node
F is a low-bandwidth node, the server (or Node A) will give node F the following as its new

connection address list:
e E-B-A-S.

FIG. 22 illustrates the new topology. As can be seen, absent intervening events, low-
bandwidth node F will end up moving down from the third level to the fourth level and the
bandwidth capacity of the third level will increase from six child nodes to eight (its maximum
in this binary tree example). The potential bandwidth capacity of the fourth level would also
increase, from ten child nodes to twelve.

Referring now to a “Distribution Network Reconfiguration” example (which example
is intended to be illustrative and not restrictive), it is noted that under this example the user
nodes are free to exit the distribution network at will. And, of course, user nodes may exit the
distribution network due to equipment failures between the user node and the communication
network (the Internet in the examples discussed herein). This was first discussed in
connection with FIGS. 10A-E.

Under this example the present invention may handle the reconfiguration required by
a user node departure by having certain user nodes in the same tree as the departing node
perform a Propagation Routine. The results of the propagation routine of this example are
illustrated in FIGS. 23 and 24. There a tree rooted to the server through first level user node P
is illustrated. Node P has two child nodes, second level nodes Q and X. Through node X, P
has two grandchild nodes, third level nodes A and B. Based on the relative utility ratings of
nodes Q and X, P has sent signals to its children instructing them to set the color of the flag
represented by the information in their respective reconfiguration flag buffers to "green" and
"red," respectively. The use of colors as designators is merely discretionary. In reality they
represent relative ratings of siblings for purposes of determining their roles in a
reconfiguration event, and may be referred to as "propagation ratings." In addition, instead of
colors, numbers (e.g., 1 and 2) could be used, as well as any of many other nomenclature
schemes to describe the grades of propagation ratings. The "red" "green" ratings discussed

_herein shall be deemed representative of all such schemes. The number of grades of

propagation ratings assigned by a parent node may be equal to the number of children each

35

Aylo Exhibit 1002
Page 470 of 744



WO 2006/010113 PCT/US2005/024517

parent node has. For example, for a branch factor "n" system, the maximum number of grades
of propagation ratings may be "n." Since the distribution network in the examples discussed
herein is a binary tree distribution network, a parent node will be required to assign at most
up to two grades of propagation ratings.

In the example shown in FIG. 23, node P, during the most recent utility rating
measurement event, discerned that node Q has a higher utility rating than node X, and
therefore P has assigned node Q a green rating, represented by the solid-lined circle
surrounding the letter Q in FIG. 23. P has assigned node X a red rating, represented by the
dashed-lined circle surrounding the letter X in FIG. 23. In a similar manner, node X has
assigned green and red ratings to third level nodes A and B, respectively. In this example
(which example is intended to be illustrative and not restrictive), at the same time that a
parent node assigns a propagation rating to a child node, it may also provide to such child
node the address of the child node's sibling, if there is any. A child node may store
information about its sibling (or siblings) in the sibling portion (or sibling database) 134 of its
topology database (see FIG. 13). The sibling database includes a sibling list, a list of the
addresses of a node's siblings (the data relating to the siblings' addresses may also contain
information regarding the propagation ratings of the siblings (e.g., in the event that the
distribution system has a branch factor greater than two)). In the example shown in FIG. 23,
nodes Q and X know that they are each other's siblings and nodes A and B know that they are
each other's siblings.

In another example (which example is intended to be illustrative and not restrictive),
nodes do not store information about their siblings. In other words, in this example, a node
generally d.oes not know who its sibling is. Instead, cross connections between a red node and
its green sibling are implemented via a “priority join” message sent to a red child that
includes the IP address of the green sibling as the first entry in the connection path list.

In the event that node X were to leave the distribution network, nodes A and B would
of course stop receiving content data from node X. Nodes A and B would consult their
topology databases for the address of their grandparent, and each would interrogate node P
for instructions. Since node X is out of the distribution network, node P would send out a
reconfiguration event signal (sometimes referred to as a "propagation signal") to the nodes
which had been node X's children (i.e., the nodes which were node P's grandchildren through
node X) and node P would send an upgrade propagation rating signal to its remaining child,
here node Q.
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In response to the upgrade propagation rating signal, node P's remaining child, node
Q, would set its reconfiguration flag buffer 136 (see FIG. 13) to the next highest available
propagation rating grade. Since in the example illustrated in FIG. 23, node Q's
reconfiguration flag buffer already is set for the highest propagation rating grade (here green),
node Q could either do nothing or reset its propagation rating in response to the upgrade
propagation rating signal. The result would be the same, node Q's propagation rating would
remain green. If node Q's propagation rating were red, then it would set its propagation rating
to green in response to the upgrade propagation rating signal. Node Q would do nothing else
in response to the upgrade propagation rating signal (note that as a matter of design choice,
the software engineer could have the parent of the departcd node (here node P is the parent of
departed node X) send no upgrade propagation rating signal to its remaining child node (here
node Q) if its remaining child node already is at the highest propagation rating).

In this example, the recipients of the propagation signal (i.e., the children of the
missing node) would respond thereto as follows. First they would check their own respective
propagation ratings. If the propagation signal's recipient has the highest propagation rating
grade (here green), it would reset its propagation rating to the lowest rating grade (here red);
re-transmit the propagation signal to its own child nodes (if there are any); disconnect the
child node which did not have the highest propagation rating prior to its receipt of the
propagation signal if the propagation signal's recipient with the green rating has more than
one child node; allow its sibling to dock with it as a child node for the purpose of transmitting
content data to that child node; and dock (or remained docked), for purposes of receiving
content data, with the node sending the propagation signal to it (in systems having a branch
factor of more than two, the propagation signal recipient whose propagation rating had been
the highest would disconnect its child nodes which did not have the highest propagation
rating, prior to the receipt of the propagation signal just sent, and it would allow its (i.e., the
formerly green node's) siblings to dock with it as child nodes).

If the propagation signal's recipient has other than the highest propagation rating (i.e.,
Just prior to the receipt of the propagation signal), it would upgrade its propagation rating to
the next highest rating grade; dock with its sibling which had the highest rating grade; and
begin receiving content data from it. If the propagation signal's recipient has other than the
highest propagation rating, it does not re-transmit the propagation signal to its own child
nodes.

In the example illustrated in FIG. 23, nodes A and B receive the propagation signal
from node P. Since node A has the highest propagation rating grade, here green, it: (i) sets its
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reconfiguration flag buffer 136 (see FIG. 13) so that it has the lowest propagation rating
grade, here red; and (ii) docks with node P (becoming a second level node 13) to begin
receiving content data from node P. Node B changes its propagation rating from red to the
next higher propagation rating (and since this example is a binary tree (or branch factor two)
system, the next higher rating is the highest, green) and docks with node A to receive content
data. The resulting topology is shown in FIG. 24. Note that node B remains a third level node
14.

FIGS. 25 and 26 illustrate what happens in this example when the departing node is
green. In FIG. 25, node X is the departing node and it is green. When node P sends the
upgrade propagation rating signal to node Q, it changes its propagation rating from red (o
green. In other respects the reconfiguration event proceeds essentially as described in the
paragraph immediately above, and results in the topology shown in FIG. 26 (which is the
same as the topology in FIG. 24).

FIG. 27 is a flow diagram associated with an example showing the Child Node's
Propagation Routine, the routine which is followed by a child node upon receiving a
propagation signal. Of note, this example is provided for illustration only, and is not
restrictive, and other examples are of course possible (e.g., the color of a node may é.ssigned
by its parent such that nodes assign and know the color of their children but not of

‘ themselves).

In any case, still referring to FIG. 27, the child node first performs step 271 wherein
it determines whether it has received such a signal. If it has not, then it does nothing. If it has
received a propagation signal, it proceeds to step 272 wherein it checks its propagation rating
grade in reconfiguration flag buffer 136 (see FIG. 13) . If its propagation rating is at the
highest grade (i.e., it is a "green" node in this example), then it proceeds to step 273 where it
sets its reconfiguration flag buffer to the lowest propagation rating grade. It then proceeds to
step 274 in which it re-transmits the propagation signal to its own child nodes, and which
results in the undocking of all its child nodes except for the one with the highest propagation
rating. The child node (i.e., the child node referred to in the second sentence of this
paragraph) then performs step 275 in which it determines whether it is already docked with
the node which sent the propagation signal. If it is not (i.e., it received the propagation signal
from its grandparent), then it proceeds to step 276. In that step it: (i) devises a new
connection address list, which is the ancestor portion of its topology database with the current
nominal parent node removed, resulting in the grandparent node becoming the first node on

the connection address list; and (ii) then performs the Prospective Child Node's Connection
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Routine (i.e., it goes to step 141 discussed above in connection with FIGS. 14 and 15). The -
Prospective Child Node's Connection Routine is performed because some likelihood exists
that even the grandparent node may have departed from the distribution system between the
moment it sent out the propagation signal and the moment that its highest rated grandchild
from its missing child attempted to dock with it.

If the answer to the query in step 275 is in the affirmative (i.e., the child node is
receiving a propagation signal which has been re-transmitted by its parent), then the child
node does nothing more (or as illustrated in FIG. 27, it performs step 277 which is to remain
docked to its parent node).

If the answer to the query in step 272 is in the negative (i.e., it does not have the
highest propagation rating (it is a "red" node in this example)), then it proceeds to step 278 in
which it: (i) sets its reconfiguration flag buffer so that its propagation rating is the next higher
grade (in this binary tree system the rating is upgraded from red to green); (ii) undocks from
the parent with which it was docked before receiving the propagation signal (if it was docked
with a parent before receiving such signal); and (iii) either (a) waits a predetermined period
of time during which the node's sibling which was green prior to their receipt of the
propagation signal should have re-transmitted the propagation signal to its own child nodes
(thereby causing any red child nodes to undock from it) or (b) confirms that the node's sibling
which was green prior to their receipt of the propagation signal actual did re-transmit the
propagation signal to its child nodes (if it has any). Then the child node performs step 279 in
which it: (i) devises a new connection address list, which is the ancestor portion of its
topology database with its sibling node having the highest propagation rating placed in front
of the previous parent as the first node on the connection address list; and (ii) then performs
the Prospective Child Node's Connection Routine (i.e., it goes to step 141 discussed above in
connection with FIGS. 14 and 15). The Prospective Child Node's Connection Routine is
performed because some likelihood exists that the sibling may have departed from the
distribution system between the moment that the propagation signal had been sent to the child
node and the moment that the child node attempted to dock with its sibling.

In another example (which example is intended to be illustrative and not restrictive),
part (iii) of step 278 may be handled using the “priority join” mechanism. More particularly,
in this example, a priority join from a node X cannot be refused by a target node T — it must
accept (dock) the incoming node. If the target node T already had two children G & R, the
target node T instructs its red child R to connect (via “priority join™) to the green node G. The

node T then disconnects from its red child R immediately prior to accepting the incoming
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node X. The bumped node R then sends a priority join to its own green sibling A as the
target. These actions cause the reconfiguration events to cascade until the edge of the tree is
reached (of note, the algorithm described in this paragraph may have essentially the same
effect as illustrated in Figures 28 and 29 — under certain circumstances the algorithm
described in this paragraph may be somewhat more reliable).

FIG. 28 illustrates an example distribution system comprising node P as a first level
node 12; nodes Q and X as second level nodes 13; nodes A and B as third level nodes 14;
nodes C, D, E an F as fourth level nodes 15; nodes G and H as fifth level nodes 17; nodes 1
and J as sixth level nodes 20; nodes K and L as seventh level nodes 21 and nodes M and N as
eighth level nodes 22. Nodes Q, B, C E, H, I, L and M have red propagation ratings, as
symbolized by the dashed circles, and the remaining nodes have green propagation ratings as
symbolized by the solid circles. As a result of node X's departing from the system, node P
sends out an upgrade propagation rating signal to node Q and a propagation signal to the
children of node P's departed child node X (i.e., nodes A and B).

In another example (which example is intended to be illustrative and not restrictive),
during a graceful depart of node x, node x may send out messages to its parent and children
immediately prior to its departure — rather than the parent of node x initiating these messages
as described above.

In any case, continuing the example of FIG. 28, node Q changes its propagation rating
to green. Further, in this example nodes A and B begin the Child Node's Propagation Routine.
‘With respect to node A, it answers the query of step 271 in the affirmative. Since its rating is
green, it also answers the query of step 272 in the affirmative. In step 273 node A changes the
setting of its reconfiguration flag buffer to show a red propagation rating. In step 274 it re-
transmits the propagation signal to its child nodes C and D. It answers the query of step 275
in the negative because it is not docked for purposes of receiving content data with node P,
Node A then goes to step 276 wherein it consults the ancestor portion of its topology database

" and creates a new connection address list starting with its grandparent. The new connection
address list is P-S. Then node A performs the Prospective Child Node's Connection Routine,
starting with step 141. (See FIG. 14.) Assuming that no other intervening events have
occurred, node A will successfully dock with node P.

Node B answers the query of step 271 in the affirmative and, because its propagation
rating was red when it received the propagation signal, it answers the query of step 272 in the
negative. From there it goes to step 278 in which it changes its propagation rating to green.

Then in step 279 node B consults the ancestor portion of its topology database and creates a
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new connection address list with its sibling, node A, placed in front of node X as the first
address on the new connection address list. The new connection address list is A-X-P-S. Then
node B performs the Prospective Child Node's Connection Routine, starting with step 141.
Assuming that no other intervening events have occurred, node B will successfuily dock with
node A (if node A has disappeared, node B would attempt to dock with node X, but since it is
not there, it would move on to node P.)

Node A, which had the higher propagation rating of the two child nodes of departed
node X, moves up one level to become a second level node 13. Since it is a "new" entry to the
second level, its initial utility rating and its propagation rating will be lower than that of node
Q. As time goes by, at subsequent utility rating measurement events node A's utility rating
(and hence its propagation rating) may become higher than that of node Q.

Node B, which had the lower propagation rating of the two child nodes of departed
node X, does not re-transmit the propagation signal to its child nodes (nodes E and F), and
they will follow B wherever it goes in the distribution system. In the exalﬁple discussed here,
node B becomes the child of node A while remaining third level node 14. At least initially, it
will be node A's child with the higher utility rating and propagation rating.

As aresult of node A's performing step 274, its child nodes C and D (which were
fourth level nodes 15 in FIG. 28 when node X was still in the system) receive a propagation
signal. Since node C has a red propagation rating, it, like node B, will remain in its level,
change its propagation rating to green and dock with its sibling, with the result being that
node D becomes its parent.

Since node D had a green propagation rating when it received the propagation signal,
it answers the queries of steps 271 and 272 in the affirmative and changes its propagation |
rating to red in step 274. It answers the query of step 275 in the affirmative, and remains
docked with node A. As a result, node D moves up a level and becomes an third level node
14 (with, at least until the next utility rating event, a lower utility rating and propagation
rating than its new sibling, node B).

This process proceeds down the tree, with each child of a node which moves up a
level doing one of the following under this example: (i) if it is a node having a green
propagation rating, it remains docked with its pﬁrent, thereby itself moving ﬁp a level,
changes its propagation rating to red and re-transmits the propagation signal to its child
nodes; or (ii) if it is a node having a red propagation rating, it docks with the node which was

its sibling, thereby staying in the same level, and changes its propagation rating to green.
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The resulting topology after the reconfiguration event caused by node X's departure is
illustrated in FIG. 29.

Of note, it is believed that reconﬁguraﬁon using the Child Node's Propagation
Routine of this example when a node departs the system does not necessarily result, in the
long run, in significantly more inter-node reconnection events than any other reconfiguration
method (and may result in fewer reconnection events). Moreover, it is believed that
reconfiguration using the Child Node's Propagation Routine of this example helps assure that
the more reliable nodes are promoted up the distribution network even if many
reconfiguration events occur close in time to each other in a particular tree.

Referring now to a specific example of pseudo-code (which example is intended to be -
illustrative and not restrictive), it is noted that a propagation routine may be set forth as

follows (wherein node X is the node departing from the distribution system):

Departs(X)
Begin
If (X.Parent.GreenChild == X) /* the departing node is green*/
{
X Parent.GreenChild := X .Parent.RedChild
X, Parent.RedChild := X.GreenChild

}
Else /* the departing node is already red */
{
X Parent RedChild :=X.GreenChild
¥
Propagate(X.GreenChild, X.RedChild)
End

Referring now to another specific example of pseudo-code (which example is
intended to be illustrative and not restrictive), it is noted that a propagation routine may be set
forth as follows (wherein node promotion during the network reconfiguration event is

precipitated by node X's departure):

Propagate (X, RedSibling)
Begin
OriginalGreenChild := X.GreenChild

42

Aylo Exhibit 1002
Page 477 of 744



WO 2006/010113 PCT/US2005/024517

OriginalRedChild := X.RedChild
X RedChild := X.GreenChild
X.GreenChild := RedSibling

If (OriginalGreenChild <> null)

{
Propagate(Original GreenChild, OriginalRedChild)

}
End

Referring now to a “Malfunctioning Nodes” example (which example describes a
voting system between grandchildren and grandparents about a potentially malfunctioning
parent and is intended to be illustrative and not restrictive), it is noted that what happens
when a node leaves the distribution network was discussed in th