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¥ Workflow: Urgent, every four hours until response received.
SMS Message: A Hurricane has forced office closure Respond and activate USB device.
» Email Message: A Hurricane has forced office closure for your area. if you have not
b Phone Message: A Hurricane has forced office closure Respond and activate USB device.
Voice Mail Message: <date stamps> A Hurricane has forced office closure for <selected zones>
Web Status Message: <date stamps> A Hurricane has forced office cloister for <selected zones> Dial 1-800-667-5500 to reply
Selected Zones: Atlantic South
Selected Survey: Family Health
News: Aflantic Times, Atlantic Special Edition, New York Times
Resources: Atlantic Employee Status Map, Hurricane Maps
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Scenario Name Approval Status
Miami Office Closure YOURC—— NO approval
Activated 068/13/06 Janics Chin Approved
Z3EST Chris Nowinbarg Approved
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Scenario Name Refs Resy
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-

Approve or Deny Emergency Activation

io Name Resp |

Denver Blizzard Acti .
’ S ctivate Emergency : STEP 1
Your approval is necessary to activate the Emergency Scenario Activation ge‘“’;' T’“?" H— gericy
This Emergency Action Request was sent to you by Kathy Lee s:: F::;:zg @ Choose Scenario Chosen Emergency Scenario from the list below,
Please review the Emergency details shown below carefully then click thel @ Review Zones then click the Next button.
By clicking Activate, you will be initiating an Emergency Situation for 762 + Scenarios ja
Scenario Name: Atlanta Hurricane Southern Office Closure @ REV}EW ‘itlel"l Atlanta Earthquak and news feeds included.
» Scenario Description: A Hurricane warning for the southem coast of Georgla requires closed Notifications Atlanta Flood Flood and water damage resources and news foeds Included
* Alert Workflow: Urgent, every four hours until response received, R Stat Atlanta H resources and
Alert SMS Message: A Hurricane has lorced office closure Respond and activate USB device. eview Status it
P Alert Emall Message: A Hurricane has lorced office closure for your area. If you have not @ Message Atlanta Traffic Emergency Trafi maps resourcss 2nd ews faeds included
» Alert Phona Message: A Hurricane has forced office closure Respond and activate USB device. g z:::: f:“;‘m“" Madical resourcas and news foeds included
Volce Mall Message: <dato stamps> AHurricane has forcsd office closure for <sslected zonas> Request e Haather foreczsts maps rasources and naws foeds Inciuded
Web Status Message: <date stamps> " .t Generic Offics Closue  Ganeric resources and news freds Included
Selosiod Zonge: Aluntic South AHurricane has forced office clolster for <selected zones> Dial 1-800-667-5500 to r¢pl Activation Approva( Niami OfcaCkste S O consdr 2 ek coser
Selected Survey: Family Heaith Miam| Hurdcane #iaml Offics closad dus ta hurricane warmieg
News: Atlantic Times, Atfantic Special Edition, New York Times Wiami Traffic Closure Mlami Office closed due ta traffic
Atiantic Employes Status Map, Hurricane Map <]
{activate] {cancel) Include the reason for denying this Scenario here... BACKJ [NEXT
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<k : 2
\
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Your Emergency V ftware is being Upd
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| RS ]
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Welcome David Smith

L | Active Emergency=Miaimi Hurricane Warning
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UPDATE YOUR CONTACT INFO |
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Farward Office Number number to this number. @ Yes O No
- Preferred email number:
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CURRENT STATUS Help
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Read More >>
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View Complete Details >>
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| Hunter T O Accounting =0 07/0212006_11;58 EST__ Legal
: : Q Accounting =g 07/01/2006 24;23EST ___ __ | x] Lega
Edit User Details O R %% 0710312008 14:23 EST Operations
Employee Name: Abigail Kingston Title: Accounting Manager 7O Tbxecutive Stafl = _._0703/2006 11;50EST |
O Facilities =R 0710312008 {4:23EST. Product
STATUS PHONE NUMBER [e) HR @EB __ 07102/2006, 11;58 EST_
e "R -
O[] Responded and OK  [503-453-4565 o @ O7IoNZ06 1423EST
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FIG.4K
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Read More >>
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View Complete Details >>
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SYSTEMS AND METHODS FOR
RESPONDING TO THE OCCURRENCE OF
AN EVENT

[0001] This application claims priority to U.S. Provisional
Patent Application No. 60/862,365, entitled “Systems and
Methods for Providing a Business Continuity Service,” filed
Oct. 20, 2006. The entire contents of the aforementioned
application are hereby incorporated by reference.

FIELD OF THE INVENTION

[0002] The present application relates to business applica-
tions. In particular, the present application relates to systems
and methods for providing a business application that pro-
vides business continuity for a workforce.

BACKGROUND OF THE INVENTION

[0003] Some business continuity applications include
applications that provide methods and systems for contacting
large groups of people at pre-determined, and emergency
phone numbers. Other business continuity applications allow
displaced workforces to congregate in a single virtual loca-
tion, and communicate with each other at this location. These
continuity applications are provided in part to deal with a
dispersed workforce, and in part to deal with, at times, emer-
gency situations. Many business continuity applications pro-
vide a method for facilitating communication amongst a
workforce.

SUMMARY OF THE INVENTION

[0004] In one aspect, a method of providing a business
continuity application to a portion of a displaced workforce,
is shown and described. The workforce is a workforce in an
organization, and the business continuity application is pro-
vided in response to the occurrence of an event. The method
includes providing a server computing device that is located
in a data center. Executing on the server is at least a portion of
the business continuity application, which further includes an
application for defining a response scenario to the occurrence
of the event. A notification service is interfaced with the
server computing device, and is further used to issue notifi-
cations to at least a portion of the workforce in response to the
occurrence of an event. A remote access service is interfaced
with the server, and the remote access service is further used
to provide access to computing resources associated with the
workforce during the occurrence of the event. A communica-
tions gateway is interfaced to both a private branch exchange
of the workforce and to the server computing device. The
communications gateway further provides at least a portion of
the business continuity application. A display of a portion of
the business continuity application is displayed to an end-user
of'a computing device after the occurrence of the event. The
computing device is in communication with portions of the
business continuity application.

[0005] Inanother embodiment, the method further includes
providing a business continuity application via an application
streaming service or application.

[0006] Still another embodiment includes providing a busi-
ness continuity application via a remote display protocol.
[0007] One embodiment includes providing the business
continuity as a service.

Aug. 28,2008

[0008] Anembodiment can include issuing a notification to
at least a portion of the workforce further by placing a call to
a number designated by a caller so that communications can
be established between a first endpoint and a second endpoint.
This embodiment further includes receiving feedback infor-
mation indicative of the failure to establish communication
between the first endpoint and the second endpoint, and then
redirecting the call to a portion of the notification service.
Contact information associated with the caller designated
number and indicative of a third endpoint is retrieved from a
storage element. A call is then placed to the retrieved contact
information to establish communication between the first
endpoint and the third endpoint. In another embodiment, the
placing a call to a second endpoint includes placing a call to
a member of the workforce. Another embodiment includes
retrieving contact information that includes an emergency
number associated with the member of the workforce. The
emergency contact information, in one embodiment, includes
an email address associated with the member of the work-
force. Other embodiments include placing a call to the
retrieved contact information using one of either of the private
branch exchange and a public switched telephone network.
Still other embodiments include placing a call to the retrieved
contact information using a virtual private network.

[0009] In one embodiment, providing access to communi-
cation resources includes providing access to information on
a client machine using a remote display protocol.

[0010] Another embodiment includes displaying portions
of abusiness continuity application that includes displaying a
graphical user interface representative of a status of the occur-
rence of the event.

[0011] In one embodiment, displaying portions of a busi-
ness continuity application further comprises displaying a
graphical user interface representative of a directory service
that accesses information of the workforce.

[0012] Other embodiments include displaying portions ofa
business continuity application, where a graphical user inter-
face is displayed that establishes and interacts with an audio
communications session.

[0013] Embodiments can further include displaying por-
tions of a business continuity application, where a graphical
user interface that establishes and interacts with an instant
messaging system, is displayed.

[0014] Inone embodiment, interfacing with a communica-
tions gateway further includes interfacing with a workforce
gateway within a workforce continuity system.

[0015] Still other embodiments include interfacing with a
workforce gateway that further includes establishing a con-
nection via a network installed between the computing
machine and the private branch exchange.

[0016] In another aspect, a graphical user interface that is
displayed on a computing device and that provides continuity
to an employee of a workforce, is shown and described. The
graphical user interface is created by a program stored on a
portable memory device, and is created in response to the
occurrence of an event. A first portion is included in the
graphical user interface, where the first portion displays infor-
mation related to the status of an event or the occurrence of an
event. The first portion further displays information using a
first program stored on a portable device associated with an
employee of the workforce. A second portion is included
within the graphical user interface. This second portion dis-
plays a plurality of business tools available to the employee,
each business tool being represented as icon and associated
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with a computing device providing the respective business
tool. A third portion is included within the graphical interface
that provides a directory service to the employee. The direc-
tory service is further associated with directory information
of the workforce. A fourth portion is included within the
graphical interface, where this fourth portion displays a list of
at least a portion of the employees of the work force and a
status related to each of the employees listed. A mechanism is
further provided in the fourth portion that establishes at least
one of an audio communications session and an instant mes-
saging session.

[0017] In one embodiment, the portable memory device is
a universal serial bus device. Other embodiments include a
universal serial bus device that further includes a first reported
volume that is configured to store data. In this embodiment
the stored data includes the program stored on the universal
serial bus. Further included in this embodiment is a second
volume that is configured to store a bootstrap loader applica-
tion. In this embodiment, the bootstrap loader application is
further configured to update and execute the stored program.
[0018] In one embodiment, the business tools include a
remote access application that provides remote access to a
server that is in communication with the computing device.
[0019] Inanother embodiment, the business tools include a
remote access application that provides remote access to a
second computing device that is in communication with the
computing device.

[0020] Still other embodiments include a =directory ser-
vice that is in further communication with a storage element
that is configured to store the contact information of work-
force members.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The following figures depict illustrative embodi-
ments of the method and system described herein. These
figures are intended to illustrate and not limit the method and
system described herein.

[0022] FIG. 1A is a block diagram of an embodiment of a
network environment for a deployment of a business conti-
nuity and workforce displacement system.

[0023] FIG. 1B is a block diagram of an embodiment of a
data center environment for a deployment of a business con-
tinuity and workforce displacement system.

[0024] FIG. 1C is a flowchart of an embodiment of a
method for redirecting voice information during an occur-
rence.

[0025] FIGS. 1D and 1E are block diagrams of embodi-
ments of a computing device.

[0026] FIG. 2A is a flowchart of an embodiment of an
emergency communication forwarding scenario using inser-
tion of a business continuity service in a coverage path.
[0027] FIG. 2B is a flowchart of an embodiment of an
emergency communication forwarding scenario.

[0028] FIG. 2C is a block diagram of an embodiment of a
system to implement a click-to-call communication.

[0029] FIG. 2D is a block diagram of an embodiment of a
system to handle outbound communications.

[0030] FIG. 3A is a pictorial diagram representing an
embodiment of a Universal Serial Bus (USB) device for pro-
viding software and services related to business and work-
force continuity.

[0031] FIG. 3B is a flow diagram depicted an embodiment
of a method for setting up and provisioning a USB device.
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[0032] FIG. 3C is a flow diagram depicted an embodiment
of a method for using a USB device.

[0033] FIG. 4A is a pictorial diagram representing an
embodiment of the type of users of the business and work-
force continuity solution described herein.

[0034] FIG. 4B is a pictorial diagram representing an
embodiment of a user workflow architecture.

[0035] FIG. 4C is a pictorial diagram representing an
embodiment of a user interface for creating an emergency
scenario.

[0036] FIG. 4D is a pictorial diagram representing an
embodiment of a user interface for a manager to approve an
emergency scenario.

[0037] FIG. 4E is a pictorial diagram representing an
embodiment of a USB device or stick for a user to use in case
of emergency.

[0038] FIG. 4F is a pictorial diagram representing an
embodiment of a user interface for testing an emergency
scenario.

[0039] FIG. 4G is a pictorial diagram representing an
embodiment of a user interface for activating an emergency.
[0040] FIG. 4H is a pictorial diagram representing an
embodiment of a user interface for notification of an
employee or user.

[0041] FIG. 41 is a pictorial diagram representing an
embodiment of a user interface providing an employee com-
munication center.

[0042] FIG. 4] is a pictorial diagram representing an
embodiment of a user interface providing information for a
roll call.

[0043] FIG. 4K is a pictorial diagram representing an
embodiment of a user interface providing an employee work-
place.

[0044] FIG. 4L is a pictorial diagram representing an
embodiment of a user interface allowing users to collaborate
for resources.

[0045] FIG. 4M is a pictorial diagram representing an
embodiment of a user interface allowing users to communi-
cate with peers.

[0046] FIG. 4N is a pictorial diagram representing an
embodiment of a user interface allowing users to access a
computing environment providing access to applications and
data.

[0047] FIG.5A is apictorial diagram representing embodi-
ments of user interfaces for the user’s side bar.

[0048] FIG. 5B is a pictorial diagram representing other
embodiments of user interfaces for the user’s side bar.
[0049] FIG. 5C is a pictorial diagram representing other
embodiments of user interfaces for the user’s side bar.
[0050] FIG. 6A is apictorial diagram representing embodi-
ments of user interfaces for startup screens for the USB
device.

[0051] FIG. 6B is a pictorial diagram representing other
embodiments of user interfaces for startup screens for the
USB device.

[0052] FIG. 6C is a pictorial diagram representing addi-
tional embodiments of user interfaces for startup screens for
the USB device.

[0053] FIG. 7 is a flowchart of an embodiment of a method
of providing a business continuity application.

DETAILED DESCRIPTION OF THE DRAWINGS

[0054] Illustrated in FIG. 1A is an embodiment of a system
193 for providing business and workforce continuity services
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and methods. Included within this system is a computing
device 100 that communicates with a workforce continuity
(WFC) server 194 via a network 104, and a WFC gateway
192. Also included is a telecommunications device 100" in
communication with a public branch exchange (PBX) 186,
where the PBX 186 is further in communication with a second
communication device 182. A short messaging service (SMS)
or short messaging system 184 is included as are the follow-
ing system components: a computer telephone integration
device or software (CTI) 188; a remote access and computer
remote control software or service 183; a communication
server (LCS server) 196; one or more databases 185; and a
media gateway 198.

[0055] Further referring to FIG. 1A in more detail, in one
embodiment of the system 193, a computing device 100 is
included. Embodiments of the computing device 100, can be
any of the below described embodiments of a computing
device 100. Other embodiments of the system 193 include a
telecommunications device 100" that is a cell-phone. Still
other embodiments of the telecommunications device 100'
include a telecommunications device 100' that can be any one
of the following devices: a handheld computing machine; a
computing device that includes the Microsoft Office Commu-
nicator;

[0056] Inanotherembodiment ofthe system 193, anetwork
104 can include any one of the following networks: a local
area network; a wide area network; a point to point network;
a broadcast network; a telecommunications network; a data
communication network; a computer network; an ATM
(Asynchronous Transfer Mode) network; a SONET (Syn-
chronous Optical Network) network; a SDH (Synchronous
Digital Hierarchy) network; a wireless network; a wireline
network; or any other network able to accomplish the systems
and methods described herein. Still other embodiments
include a network 104 that can be any of the networks
described herein.

[0057] The workforce continuity gateway (WFC gateway)
192, in some embodiments of the system 193, provides access
to the workforce continuity server (WFC server) 194. In one
embodiment of the system 193, the WFC gateway 192
includes any type and form of gateway, device, appliance or
interface unit able to provide access to the WFC server 194.
Another embodiment of the system 193 includes a WFC
gateway 192 that provides any one of the following connec-
tions to the computing device 100: a virtual private network
(VPN) connection; a Secure Socket Layer (SSL) VPN; an
IPsec based VPN connection; or any other connection that can
be established over the network 104. Still other embodiments
of the system 193 include a WFC gateway 192 that provides
any of'the following service, functionalities, or services: SSL
VPN connectivity; switching/load balancing; Domain Name
Service resolution; acceleration and an application firewall
for communications between one or more clients and one or
more servers; compression acceleration; decompression
acceleration; Transmission Control Protocol pooling; Trans-
mission Control Protocol multiplexing; Transmission Con-
trol Protocol buffering; caching; LAN acceleration; or WAN
acceleration. In one embodiment of the system 193, the WFC
gateway 192 comprises any of the following: gateways or
appliances manufactured by Citrix Systems, Inc.; a Citrix
Access Gateway, Standard Edition; a Citrix Access Gateway
Advanced Edition; a Citrix Access Gateway Enterprise Edi-
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tion; a Citrix Application Firewall functionality or device; a
Citrix NETscaler appliance; or a Citrix WANscaler appli-
ance.

[0058] The WFC server 194 comprises any type of server,
appliance, or computing device for providing any portion of
the services, functionality, operation, logic and/or integration
of the business and workforce continuity services and func-
tionality described herein. In one embodiment, the WFC
server 194 can include any of the following: a web server; an
HTTP (HyperText Transfer Protocol) server; a device that
provides a web based user interface for accessing the func-
tionality and operations of the services described herein; a
portal web-site or service; one or more applications, pro-
grams, libraries, services, processes, tasks or set of executable
instructions providing the logic, functionality and operations
of the business and workforce continuity services described
herein; or any type of workflow or logic engine for handling
operations of the system. Another embodiment includes a
WEC server 194 that includes any type and form of applica-
tion delivery system. In this embodiment, the application
delivery system can include any portion of the Citrix Access
Suite™ by Citrix Systems, Inc., such as the MetaFrame or
Citrix Presentation Server™ and/or any of the Microsoft®
Windows Terminal Services manufactured by the Microsoft
Corporation. In one embodiment, the WFC server 194 may
deliver one or more applications to one or more users via a
remote-display protocol or other protocol that enables
remote-based or server-based computing. In another embodi-
ment, the WFC server 194 may deliver one or more applica-
tions to clients or users via streaming of the application.
[0059] In one embodiment, the WFC gateway 192 and/or
WEC server 194 includes a policy engine for controlling and
managing the access to, selection of application execution
methods and the delivery of applications. In some embodi-
ments, the policy engine determines the one or more applica-
tions a user or client may access. In another embodiment, the
policy engine determines how the application should be
delivered to the user or client, e.g., the method of execution.
In some embodiments, the application delivery system pro-
vides a plurality of delivery techniques from which to select a
method of application execution, such as a server-based com-
puting, streaming or delivering the application locally to a
client for local execution.

[0060] Inembodiment, the WFC server 194 may interface,
comprise or otherwise use one or more databases 185 to store
configuration, data or information. Embodiments can include
a database 185 that is any of the following database types or
forms: an SQL Server manufactured by the Microsoft Cor-
poration; an Access Database manufactured by Microsoft
Corporation; an Oracle database manufactured by Oracle
Corporation; an object database; a database that includes a
file system or one or more files; or other database type or form
able to interface with the WFC server 194. Other embodi-
ments include a database 185 that stores information or data
identifying contact information and methods of communica-
tion for one or more users of the workforce continuity server
194. Still other embodiments utilize a file or other data item
that interfaces with the WFC server 194 and stores informa-
tion.

[0061] Embodiments can include a communication server
196 that provides one or more types of communication ser-
vices via email, SMS, instant messaging (IM), Voice over
Internet Protocol (VoIP) or any other form of telecommuni-
cations and communication mediums and means. In one
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embodiment, the communication server 196 comprises Live
Communications Server manufactured by the Microsoft Cor-
poration. In this embodiment, the communication server 196
provides tools necessary to connect users to public instant
messaging (IM) Internet service providers, such as MSN,
AOL, and Yahoo!. Using Microsoft Office Communicator,
the Live Communications Server enabled users who are
licensed for public IM connectivity, can add contacts, send
instant messages, and share presence information with users
of MSN Messenger, AOL Instant Messenger (AIM) and
Yahoo! Messenger. In one embodiment, the computing
device 100 or telecommunication device 100" comprises the
Microsoft Office Communicator. Further embodiments
include a communication server 196 that provides any of the
following services and capabilities: searching for contacts
easily using an Address Book Service; integrating with
Microsoft Office Outlook and Microsoft Exchange Server to
letusers view other contacts’ free/busy information from their
schedule, as well as display their ‘Out of Office’ messages
directly in Microsoft Office Communicator; extending pres-
ence, including the ability to allow users to set ‘custom notes’,
to provide more rich information to other contacts, enabling
them to make more informed decisions on how to interact;
and controlling enterprise phones directly from a computing
device 100. With the appropriate private branch exchange
(PBX) or public switched telephone network (PSTN) gate-
way infrastructure in place, Microsoft Office Communicator
provides integration with enterprise telephony systems,
allowing the user to initiate calls and even divert calls to a
remote location when they are not at their desk. In other
embodiments, the communication server 196 can initiate con-
ference calls with partner service providers directly from
Microsoft Office Communicator.

[0062] The media gateway 198 includes any type and form
of server, gateway, device or appliance for communicating,
translating or interfacing between disparate telecommunica-
tions networks. In one embodiment, a media gateway pro-
vides an interface between a first type of telecommunication
network and a second type of telecommunication network. In
another embodiment, a media gateway provides an interface
between a first type of telecommunication protocol and a
second type of telecommunication. In some embodiments,
the media gateway converts between the different transmis-
sion and coding techniques of the telecommunication net-
works. In one embodiment, the media gateway includes a
Voice over Internet Protocol (VoIP) media gateway. In some
embodiments, the media gateway performs the conversion
between Time Division Multiplexing (TDM) voice to VoIP. In
yet another embodiment, the media gateway includes a sig-
naling gateway. In some embodiments, a Signaling Gateway
is a network component for translating signaling messages
(e.g.,. information about call establishment and teardown)
between one medium (e.g., Internet Protocol and another
(PSTN). For example, a signaling gateway might translate
between ISUP (ISDN User Part) and Session Initiation Pro-
tocol (SIP). In one embodiment, the media gateway may
include a SMS gateway.

[0063] In one embodiment, the gateway 192, WFC server
196 or media gateway provides or supports the provision of IP
telephony services and applications to a telecommunication
device 100. In some embodiments, the gateway 200 includes
Voice Office Applications having a set of one or more tele-
phony applications. In one embodiment, the Voice Office
Applications include the Citrix Voice Office Application suite
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of telephony applications. The gateway 192, WFC server 196
or media gateway may trans-code, transform or otherwise
process user interface content to display in the form factor of
the display of the telecommunication device 100.

[0064] The computer telephony integration (CTI) 188
includes software, hardware or any combination of software
and hardware that provides a link between telephone systems
and computers to facilitate incoming and outgoing call han-
dling and control. In one embodiment, the CTI includes a
physical link between a telephone and server. In some
embodiments, CT1is atechnique by which computers control
telephony systems such as PBXs, for example, a call center
where calls are queued up and routed to agents based on
criteria such as caller ID and called number.

[0065] The PBX 186 can include any type and form of
private branch exchange. In some embodiments, a PBX 186
includes a private voice-communications-capable switching
facility located in a entity’s premises which provides on-
premises connection between terminals connected to it,
including dial service, and may provide connections to
between those terminals and other communications net-
works, including a PSTN. Other embodiments include a busi-
ness workforce continuity management system the works
with any of the following types of PBX system: any model
and/or type of PBX system manufactured by Avaya, Cisco,
Nortel, MyTel, or Semmins; or any other type of PBX system
that includes voice mail.

[0066] Thetelephone 182 may include any type and form of
telecommunication device. The telephone 182 can include
any of the following: a phone including both software and
hardware; an analog phone; a digital telephone; a voice-over-
IP (VoIP) device for communicating voice data over internet
protocol communications; a Cisco IP Phone manufactured by
Cisco Systems, Inc; a Nortel IP Phone manufactured by
Nortel Networks; any of the family of Avaya IP Phones manu-
factured by Avaya, Inc.; a phone that can support any type and
form of protocol, including any real-time data protocol, Ses-
sion Initiation Protocol (SIP), or any protocol related to 1P
telephony signaling or the transmission of media, such as
voice, audio or data via a network 104; a phone that includes
any type and form of user interface in the support of deliver-
ing media, such as video, audio and data; or any other phone
that can implement the methods and systems described
herein.

[0067] Inoneembodiment, the application delivery system
183 can be any one of the following types of systems: GoTo-
MyPC; Citrix Presentation Server; Citrix Desktop Server;
Citrix Tarpon for application streaming; or any other system
able to deliver remote applications to a client machine.
[0068] The SMS Messaging 184 includes software, hard-
ware or any combination of software and hardware for trans-
mitting and/or receiving Short Message Service messages. In
one embodiment, the SMS messaging 184 includes a service,
gateway or interface for communicating SMS messages from
one type of telecommunication form or network to a device
capable of sending and/or receiving SMS. In some embodi-
ments, the SMS messaging may be deployed on any type and
form of device, gateway, server or appliance, including the
WEC server 194, WFC gateway or Media gateway 198.
[0069] In one embodiment, the system may include mul-
tiple, logically-grouped servers In these embodiments, the
logical group of servers may be referred to as a server farm. In
some of these embodiments, the serves may be geographi-
cally dispersed. In some cases, a farm may be administered as
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a single entity. For example, any of the WFC gateway 192,
WEC server 194, LCS server 196, database 185, and/or media
gateway may be deployed as a server farm. In other embodi-
ments, the server farm includes a plurality of server farms. In
one embodiment, the server farm executes one or more appli-
cations on behalf of one or more clients. The servers within
each farm can be heterogeneous. One or more of the servers
can operate according to one type of operating system plat-
form (i.e. Windows XP), while one or more of the other
servers 106 can operate on according to another type of oper-
ating system platform (i.e., Unix or Linux). The servers of
each farm do not need to be physically proximate to another
server in the same farm 38. Thus, the group of servers logi-
cally grouped as a farm may be interconnected using a wide-
area network (WAN) connection or medium-area network
(MAN) connection. For example, a farm may include servers
106 physically located in different continents or different
regions of a continent, country, state, city, campus, or room.
Data transmission speeds between servers in the farm can be
increased if the servers are connected using a local-area net-
work (LAN) connection or some form of direct connection.

[0070] In one embodiment, any combination of an
OpenSER, a STUN server, and a TURN server is used in lieu
of the LCS server 196. A STUN server, in this embodiment,
utilizes a STUN protocol that routes packets that transferred
between devices installed behind a network address transla-
tion (NAT) firewall. The STUN (simple transversal of UDP
through NATS) protocol can be installed on a computing
machine to further create a STUN server that allows devices
that communication over a network 104 to find their IP
addresses, and further determine the type of NAT service a
requesting device is sitting behind. STUN servers, in this
embodiment, further accept STUN requests and return STUN
responses. In this embodiment, OpenSER is a source SIP
server that can provide any of the following services: load
balancing; registrar; location server; proxy server; redirect
server; or a VoIP application server. In this embodiment,
OpenSER is used to provide VoIP for call redirection within
the WFC system 160. A TURN (traversal using relay NAT)
server is a computing machine configured to transfer data
using the TURN protocol. The TURN protocol, in one
embodiment, provides devices communicating via the net-
work 104, to transmit and receive data over TCP or UDP
connections. In this embodiment, the devices are located
behind a NAT or firewall. The TURN server, in this embodi-
ment, relays information between devices using the TURN
protocol.

[0071] AlthoughFIG. 1A shows anetwork 104 between the
devices 100 and the gateway 192, the devices 100, 100" and/or
the WEC gateway 192 may be on the same network 104 or on
different networks 104 and 104'. The networks 104, 104' can
be the same type of network or different types of networks.
The network 104 and/or the network 104' can be a local-area
network (LAN), such as a company Intranet, a metropolitan
area network (MAN), or a wide area network (WAN). In one
embodiment, network 104' may be a private network and
network 104 may be a public network. In some embodiments,
the main network 104 may be a private network and the
sub-network 104" a public network. In another embodiment,
both the main network 104 and the sub-network 104' are
private networks. In some embodiments, clients 102 may be
located at a branch office of a corporate enterprise communi-
cating via a WAN connection over the network 104 to the
servers 106 located at a corporate data center. In one embodi-
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ment, the network 104 and/or sub-network 104' can be any
type and/or form of network and may include any of the
following: a point to point network, a broadcast network, a
wide area network, a local area network, a telecommunica-
tions network, a data communication network, a computer
network, an ATM (Asynchronous Transfer Mode) network, a
SONET (Synchronous Optical Network) network, a SDH
(Synchronous Digital Hierarchy) network, a wireless net-
work and a wire-line network. In some embodiments, the
network 104 may include a wireless link, such as an infrared
channel or satellite band. The topology of the network 104
and/or 104' may be a bus, star, or ring network topology. The
network 104 and/or 104' and network topology may be of any
such network or network topology as known to those ordi-
narily skilled in the art capable of supporting the operations
described herein.

[0072] In one embodiment, the business workforce conti-
nuity system can be deployed as a Software-as-a-Service
(SaaS) model. In this embodiment, any portion of the func-
tionality, operation or logic of the business workforce conti-
nuity system can be provided via a hosted application model
that is accessed by one or more users via a web-page or portal.
When deploying the business workforce continuity system as
a service, the software stack of the relational database man-
agement system, operating system and application are
designed for multi-tenancy, meaning that the system can host
more than one workforce members at the same time. The
SaaS delivery model of the business workforce continuity
system, in one embodiment, may provide any of the following
services or abilities: ability to configuration notifications;
ability to configure emergency scenarios; ability to configure
work flows; ability to provide surveys, message boards, and
status; ability to allow users to generate and add content to the
business workforce continuity system; ability to dynamically
identify types and locations of emergency resources; and
further provide voice and remote-computer-access via appli-
cations such as GoToMyPC, an application distributed by
Citrix Online. In other embodiments, the business workforce
continuity system can be streamed from a server to a client
and published within an isolation environment. Still other
embodiments include providing the business workforce con-
tinuity system via any other application streaming system. In
one embodiment, the business workforce continuity system
can be provided via any of the following application delivery
techniques offered by Citrix: Citrix NetScaler; Citrix Presen-
tation Server; and Citrix Desktop Server.

[0073] Illustrated in FIG. 1B is an embodiment of a work-
force continuity system 160 that includes a license manager
1003, a set of telephony services 1006, a local file system
1009, a communication gateway web administration module
1012, and database web services 1015. In communication
with the workforce continuity system 160 is a license server,
a computing machine operated by a user, a private branch
exchange, an administrative computing machine, and the cen-
tral web service.

[0074] Further referring to FIG. 1B, and in more detail.
Those devices in communication with the workforce conti-
nuity management system 160, can in some embodiments,
include additional devices such as: additional computing
machines; additional administrative computing devices; or
any other device required to provide business continuity to a
workforce. The public branch exchange is, in this embodi-
ment, used to receive workforce-member initiated calls, and
further redirect calls to emergency numbers and alternative
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extensions. A user accesses the workforce continuity system
via a computing device. In this embodiment, the computing
device can be used to perform click-to-call requests. A license
server is further used to route

[0075] In this embodiment, a license manager 1003 is
included within the workforce continuity system 160. The
license manager 1003, in this embodiment, communicates
with the license server and performs checks with the license
server to control individual features of the workforce conti-
nuity system 160. In some embodiments, the license manager
1003 can perform end-user authentication based on supplied
domain user credentials. The license manager 1003, in this
embodiment, issues handles to the requests issued from
authenticated end-users.

[0076] In one embodiment, the workforce continuity sys-
tem 160 includes a group of telephone services 1006 that
include: a call director; a click-to-call web service; a commu-
nications server; a telephony server; an asterisk gateway
interface installed between the telephony server and the com-
munications server; and an asterisk manager installed
between the telephony server and the communications server.
The click-to-call web service is a service that provides
authentication of the click-to-call requests received by the
workforce continuity system 160 and further retrieves an
end-user’s extension or a an emergency number using direc-
tory information stored within a storage element included in
the workforce continuity system 160. Other embodiments
include a click-to-call service that uses a token or login cre-
dential to authenticate the end-user, or a license handle that is
supplied with the request and that performs the authentica-
tion. A communications server is included within the tele-
phony services 1006, and is used to interface with the tele-
phony server, where the telephony server is used to integrate
with different customer PBXs via one or more QSIG, or SIP
trunks. In one embodiment, the telephony server is based on
the ASTERISK PBX software distributed by Digium, Inc.
Asterisk is a complete IP PBX in software, and runs on any of
the following operating systems: Linux, Mac OS, OpenBSD,
FreeBSD, and Sun Solaris, or any other operating system able
to carry out the methods and systems described herein. Com-
munication between the communications server and the tele-
phony server is further enabled by an Asterisk Gateway Inter-
face, and an Asterisk Manager, where both are provided by
the Asterisk PBX software. In this embodiment, the Asterisk
Gateway Interface provides communication capabilities to
the telephony server and the comm. server, while the Asterisk
Manager managers communication between the telephony
server and the comm. server. In further embodiments, a com-
munication server is provided to aid in forwarding all inbound
calls received on the workforce member’s PBX extensionto a
retrieved emergency number specified by the workforce
member.

[0077] In one embodiment, a local file system 1009 is fur-
ther included in the workforce continuity system 160. The file
system 1009, in this embodiment, the file system 1009 orga-
nizes directories and files according to how they will be
implemented in the disk operating system. File system types
that may be used include: FAT16, FAT32, EAFS, NTFS,
HPFS, S51K, Ext2, AFS. The file system can in some
embodiments store configuration files, logs, profiles, directo-
ries, databases, or additional data. The local file system 1009,
in one embodiment, communicates with the telephony ser-
vices 1006 and further provides the telephony server within
the telephony services 1006 with configuration data that can
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be utilized to configure the telephony server to interface with
the communication server and to interface with the rest of the
components included and in communication with the work-
force continuity system 160.

[0078] Other embodiments include a database of web ser-
vices 1015 that includes a local database, a CDR writer WS,
profiles WS, call detail records WS, and an express directory
WS. The express directory included in the database web
services 1015 and in communication with the local database,
provides the ability to traverse more than one directory with-
out having to aggregate the directories. In one embodiment,
the express directory receives an instructions from the tele-
phony services 1006 to locate a portion of contact information
that is stored in one or more directories. In response to receiv-
ing the command, the express directory initiates more than
one directory handler routines. In this embodiment, more
than one directory handler may be used to handle the each of
the different contact information formats. Directory handlers
traverse the directories within the local database and locate
the requested contact information. When more than one
directory contains the same contact information, the dupli-
cate contact information is removed so that only one directory
contains the contact information. Once retrieved, the contact
information is returned to the requesting workforce continu-
ity 160 device.

[0079] Inoneembodiment, a communication gateway web
administration module 1012 is included. The administration
module 1012 can, in this embodiment, communicates with
the license manager 1003, the local file system 1009, the
telephony services 1006, and the database web services 1015.
The administration module 1012 can, in this embodiment, use
the devices connected to the module 1012 to perform any of
the following tasks: access the local file system 1009 and
further retrieve, transmit and update files within the local file
system 1009; configure features and aspects of the PBX using
the telephony services 1006; provision the PBX and the work-
force continuity system 160; configure user profiles and net-
work settings using the license server, or access and manipu-
late the database web services 1015. The administration
module 1012 is further connected to an administration com-
puting device via either a direct or web-based interaction.
[0080] Illustrated in FIG. 1C, is amethod 302 ofredirecting
a call using the BWC system 160. A call is first placed, by a
caller, and to a caller-designated number (step 303). When the
caller-designated number rings (step 306), and the call is not
picked-up by areceiver (step 309); the PBX re-directs the call
to a trunk (step 312). The communication server sends a
re-directed number lookup request to the central web service
(step 315), and a check is made for an emergency number
(step 318), and if an emergency number is found (step 321),
the workforce gateway transfers the call to the PBX via the
trunk (step 324). When an emergency number is not found, a
voice mail extension is provided and a call is placed to that
extension so that the caller may be put through to voice mail
(step 319). When an emergency number is found, and the
workforce gateway transfers the call to the PBX via a trunk
(step 324), the PBX then dials out the retrieved emergency
number (step 327). When a call is established, the communi-
cation server then releases itself from the media path (step
330).

[0081] Referring to FIG. 1C in more detail, in one embodi-
ment, a caller places a call to a caller-designated number (step
303). The caller designated number, in this embodiment, is an
extension within the workforce private branch exchange 186.
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Other embodiments include a caller that places a call to a
number via a public branch exchange, or an embodiment
where the caller places a call to a number within a private
branch exchange within a public branch exchange. In one
embodiment, the method 302 includes placing a call to an
extension which further causes a phone 182 to ring. Still
further embodiments include placing a call to a toll free
number that terminates on the workforce’s PBX and then
specifying the workforce member’s extension after an IVR
prompt.

[0082] Embodiments include a caller that can be a client,
where a BWC system client can be any of the following: a
member of the workforce; a computing machine enabled as a
client when a member of the workforce creates a secure link
between the computing machine and the BWC system 160; or
any other computing device able to participate as a user
within the BWC system 160. The client may include one or
more client agents that can provide: end point detection and
authorization; LAN and application delivery acceleration;
WAN acceleration; remote display or server based computing
processing; VPN and secure access gateway functionality; or
application delivery. The client agent may include any of the
client agents manufactured by Citrix Systems, Inc. including
but not limited to, any of the client agents for the Access
Gateway appliance, NETscaler appliance, Citrix Application
Firewall, or WANscaler appliance. The client agent may also
include an ICA client that supports the Independent Comput-
ing Architecture (ICA) protocol of Citrix Systems, Inc. and as
used with the Citrix Presentation Server product embodi-
ments. In another embodiment, the client agent may include
any type and form of agent for supporting or providing
streaming of one or more applications. Still other embodi-
ments include client agents or software able to provide the
following functionality: click-to-call; a SIP phone, an IP
phone, or a VoIP phone; instant messaging and presence;
BWC system 160 logic; and VPN logic. In some embodi-
ments, any one or more, or all, of these functions or applica-
tions may be provided or delivered via a USB device or stick.
In other embodiments, any one or more, or all, of these
functions or applications may be provided or delivered via
download from a web-site, such as a business continuity
management (BCM) portal, or from a BCM appliance or
WFC gateway. In another embodiment, an appliance, such as
the BCM appliance or WFC gateway may automatically
deliver the client-side applications or agent, and the comput-
ing device may automatically install and/or execute the appli-
cations.

[0083] In one embodiment, the extension rings (step 306),
and the call is not “picked up” (step 309). Other embodiments
include using the PBX to transfer the call to a trunk (step 312)
upon placing a call to the caller-determined extension (step
303). Still other embodiments may include using the PBX to
transfer the call to a trunk (step 312) once it is determined that
the extension rings (step 306). In one other embodiment,
when a determination is made that extension has not rung
(step 306), the PBX transfers the call to a trunk (step 312). The
trunk can be either a QSIG physical trunk, or a SIP trunk. The
Communication server receives the inbound call setup and
extracts the redirecting party’s extension.

[0084] Inoneembodiment the communicationserver sends
a re-directed number lookup request to the central web ser-
vice (step 315). The central web service then interacts with
the WFC system 160 to find an emergency number (step 318),
and if the emergency phone number is found (step 321), the
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workforce gateway transfers the call to the PBX via the a
trunk (step 324). If no emergency number is found, then an
empty valueis returned and a voice mail extension is provided
so that a call may be placed to the voice mail extension to put
the caller through to voice mail (step 319). In one embodi-
ment, the method 302 includes searching for an emergency
number that corresponds to the number called by the user. A
corresponding number can be determined by using an iden-
tifier or flag that corresponds to the user-called number. The
trunk to which the retrieved emergency number is sent, can be
any of the trunks described herein.

[0085] Once the workforce gateway transfers the call to the
PBX using the trunk (step 324), the PBX dials out to the
retrieved emergency number (step 327). If a call is estab-
lished, then the user may talk with the user without knowing
that the call was forwarded, and the communication server
further releases itself from the media path (step 330). If the
call is not established, then in one embodiment, a voice mail
extension may be provided and a call is placed to the voice
mail extension so that the caller is redirected to a voice mail
(step 330). In one embodiment, when the call is established,
the communication server releases itself from the voice path
established between the PBX and the workforce gateway. In
an embodiment where a QSIG trunk is used, the communi-
cation server will release itself by issuing a path replacement
additional network feature that causes the PBX to send a
facility message on one of the call legs, which the communi-
cations server re-broadcasts to the other call leg. The PBX
then sends an ISDN release to both call legs and bridges the
talk path between the caller and the PBX user locally to
remove the communication server from the signaling path. IN
another embodiment where a SIP trunk is used, the commu-
nication server and the PBX server issue SIP invites to the
outbound call legs advertising media ports of the incoming
calls. In this embodiment, after the outgoing PBX call leg
answers the call with a SIP OK response, the communication
then sends a SIP re-invite to the incoming call leg and adver-
tises the media port of the outbound call leg. Further, when
this occurs in this embodiment, the resulting connection will
include signaling legs that are controlled by the communica-
tion server for the duration of the call, but the call information
will be sent between the two IP PBX ports, removing the
communication server from the media path but not releasing
the communication server entirely.

[0086] The servers, gateway, database, computer and tele-
communication, software and services and any other item or
method depicted in FIGS. 1A-1C may be deployed as and/or
executed on any type and form of computing device, such as
a computer, network device or appliance capable of commu-
nicating on any type and form of network and performing the
operations described herein. FIGS. 1D and 1E depict block
diagrams of a computing device 100. As shown in FIGS. 1D
and 1E, each computing device 100 includes a central pro-
cessing unit 101, and a main memory unit 122. As shown in
FIG. 1D, a computing device 100 may include a visual dis-
play device 124, akeyboard 126 and/or a pointing device 127,
such as a mouse. Each computing device 100 may also
include additional optional elements, such as one or more
input/output devices 130a-1305 (generally referred to using
reference numeral 130), and a cache memory 140 in commu-
nication with the central processing unit 101.

[0087] Thecentral processing unit 101 is any logic circuitry
that responds to and processes instructions fetched from the
main memory unit 122. In many embodiments, the central
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processing unit is provided by a microprocessor unit, a single
core processor, a dual core processor, or a processor with
more than two cores. Other embodiments of the computing
device 100 include a processor that is able to carry out the
methods and systems described herein.

[0088] Main memory unit 122 may be one or more memory
chips capable of storing data and allowing any storage loca-
tion to be directly accessed by the microprocessor 101, such
as Static random access memory (SRAM), Burst SRAM or
SynchBurst SRAM (BSRAM), Dynamic random access
memory (DRAM), Fast Page Mode DRAM (FPM DRAM),
Enhanced DRAM (EDRAM), Extended Data Output RAM
(EDO RAM), Extended Data Output DRAM (EDO DRAM),
Burst Extended Data Output DRAM (BEDO DRAM),
Enhanced DRAM (EDRAM), synchronous DRAM
(SDRAM), JEDEC SRAM, PC100 SDRAM, Double Data
Rate SDRAM (DDR SDRAM), Enhanced SDRAM (ES-
DRAM), SyncLink DRAM (SLDRAM), Direct Rambus
DRAM (DRDRAM), or Ferroelectric RAM (FRAM). The
main memory 122 may be based on any of the above
described memory chips, or any other available memory
chips capable of operating as described herein. In the embodi-
ment shown in FIG. 1D, the processor 101 communicates
with main memory 122 via a system bus 150 (described in
more detail below). FIG. 1D depicts an embodiment of a
computing device 100 in which the processor communicates
directly with main memory 122 via a memory port 103. For
example, in FIG. 1E the main memory 122 may be
DRDRAM.

[0089] FIG. 1E depicts an embodiment in which the main
processor 101 communicates directly with cache memory
140 via a secondary bus, sometimes referred to as a backside
bus. In other embodiments, the main processor 101 commu-
nicates with cache memory 140 using the system bus 150.
Cache memory 140 typically has a faster response time than
main memory 122 and is typically provided by SRAM,
BSRAM, or EDRAM. In the embodiment shown in FIG. 1D,
the processor 101 communicates with various I/O devices
130 via a local system bus 150. Various busses may be used to
connect the central processing unit 101 to any of the I/O
devices 130, including a VESA VL bus, an ISA bus, an EISA
bus, a MicroChannel Architecture (MCA) bus, a PCI bus, a
PCI-X bus, a PCI-Express bus, or a NuBus. For embodiments
in which the I/O device is a video display 124, the processor
101 may use an Advanced Graphics Port (AGP) to commu-
nicate with the display 124. FIG. 1E depicts an embodiment
of'a computer 100 in which the main processor 101 commu-
nicates directly with I/O device 130 via HyperTransport,
Rapid I/O, or InfiniBand. FIG. 1E also depicts an embodi-
ment in which local busses and direct communication are
mixed: the processor 101 communicates with I/O device 130
using a local interconnect bus while communicating with I/O
device 130 directly.

[0090] The computing device 100 may support any suitable
installation device 116, such as a floppy disk drive for receiv-
ing floppy disks such as 3.5-inch, 5.25-inch disks or ZIP
disks, a CD-ROM drive, a CD-R/RW drive, a DVD-ROM
drive, tape drives of various formats, USB device, hard-drive
or any other device suitable for installing software and pro-
grams such as any business and workforce continuity soft-
ware 120, or portion thereof. The computing device 100 may
further comprise a storage device 128, such as one or more
hard disk drives or redundant arrays of independent disks, for
storing an operating system and other related software, and
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for storing application software programs such as any pro-
gram related to the of business and workforce continuity
software 120. Optionally, any of the installation devices 116
could also be used as the storage device 128. Additionally, the
operating system and the software can be run from a bootable
medium, for example, a bootable CD, such as KNOPPIX®, a
bootable CD for GNU/Linux that is available as a GNU/
Linux distribution from knoppix.net.

[0091] Furthermore, the computing device 100 may
include a network interface 118 to interface to a Local Area
Network (LAN), Wide Area Network (WAN) or the Internet
through a variety of connections including, but not limited to,
standard telephone lines, LAN or WAN links (e.g., 802.11,
T1, T3, 56 kb, X.25), broadband connections (e.g., ISDN,
Frame Relay, ATM), wireless connections, or some combi-
nation of any or all of the above. The network interface 118
may comprise a built-in network adapter, network interface
card, PCMCIA network card, card bus network adapter, wire-
less network adapter, USB network adapter, modem or any
other device suitable for interfacing the computing device
100 to any type of network capable of communication and
performing the operations described herein.

[0092] A wide variety of I/O devices 130a-1307 may be
present in the computing device 100. Input devices include
keyboards, mice, trackpads, trackballs, microphones, and
drawing tablets. Output devices include video displays,
speakers, inkjet printers, laser printers, and dye-sublimation
printers. The I/O devices 130 may be controlled by an 1/O
controller 123 as shown in FIG. 1D. The I/O controller may
control one or more 1/0 devices such as a keyboard 126 and a
pointing device 127, e.g., a mouse or optical pen. Further-
more, an I/O device may also provide storage 128 and/or an
installation medium 116 for the computing device 100. In still
other embodiments, the computing device 100 may provide
USB connections to receive handheld USB storage devices.

[0093] In some embodiments, the computing device 100
may comprise or be connected to multiple display devices
124a-124n, which each may be of the same or different type
and/or form. As such, any of the I/O devices 130a-130n
and/or the I/O controller 123 may comprise any type and/or
form of suitable hardware, software, or combination of hard-
ware and software to support, enable or provide for the con-
nection and use of multiple display devices 124a-124n by the
computing device 100. For example, the computing device
100 may include any type and/or form of video adapter, video
card, driver, and/or library to interface, communicate, con-
nect or otherwise use the display devices 124a-124#. In one
embodiment, a video adapter may comprise multiple connec-
tors to interface to multiple display devices 124a-124n. In
other embodiments, the computing device 100 may include
multiple video adapters, with each video adapter connected to
one or more of the display devices 124a-124n. In some
embodiments, any portion of the operating system of the
computing device 100 may be configured for using multiple
displays 124a-124n. In other embodiments, one or more of
the display devices 124a-124rn may be provided by one or
more other computing devices, such as computing devices
1004 and 1005 connected to the computing device 100, for
example, via a network. These embodiments may include any
type of software designed and constructed to use another
computer’s display device as a second display device 124a for
the computing device 100. One ordinarily skilled in the art
will recognize and appreciate the various ways and embodi-
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ments that a computing device 100 may be configured to have
multiple display devices 124a-124n.

[0094] In further embodiments, an I/O device 130 may be a
bridge 170 between the system bus 150 and an external com-
munication bus, such as a USB bus, an Apple Desktop Bus, an
RS-232 serial connection, a SCSI bus, a FireWire bus, a
FireWire 800 bus, an Ethernet bus, an AppleTalk bus, a Giga-
bit Ethernet bus, an Asynchronous Transfer Mode bus, a
HIPPI bus, a Super HIPPI bus, a SerialPlus bus, a SC/LAMP
bus, a FibreChannel bus, or a Serial Attached small computer
system interface bus.

[0095] A computing device 100 of the sort depicted in
FIGS. 1D and 1E typically operate under the control of oper-
ating systems, which control scheduling of tasks and access to
system resources. The computing device 100 can be running
any operating system such as any of the versions of the
Microsoft® Windows operating systems, the different
releases of the Unix and Linux operating systems, any version
of the Mac OS® for Macintosh computers, any embedded
operating system, any real-time operating system, any open
source operating system, any proprietary operating system,
any operating systems for mobile computing devices, or any
other operating system capable of running on the computing
device and performing the operations described herein.
[0096] In other embodiments, the computing device 100
may have different processors, operating systems, and input
devices consistent with the device. For example, in one
embodiment the computer 100 is a Treo 180, 270, 1060, 600
or 650 smart phone manufactured by Palm, Inc. In this
embodiment, the Treo smart phone is operated under the
control of the PalmOS operating system and includes a stylus
input device as well as a five-way navigator device. More-
over, the computing device 100 can be any workstation, desk-
top computer, laptop or notebook computer, server, handheld
computer, mobile telephone, any other computer, or other
form of computing or telecommunications device that is
capable of communication and that has sufficient processor
power and memory capacity to perform the operations
described herein.

[0097] Illustrated in FIG. 2A is one embodiment of call
forwarding during an emergency, where a call is forwarded
using the BWC system 160. The method 401 includes receiv-
ing information indicative that the user called a caller-identi-
fied number and received no response (step 402). The original
call is then forwarded to a coverage path (step 404), and can
be further forwarded to the BWC system 160 (step 406). One
branch of the method 401 tries calling the caller-specified
number again (step 408), and making a determination as to
whether or not an answer was received (step 410). If no
answer is received, then the call is sent to voice mail (step
412), and if an answer is received, the call is put through (step
418). In another branch of the method 401, emergency con-
tact information is retrieved from the database 185 or other
storage element (step 414), and the call is re-directed to the
retrieved emergency contact information (step 416).

[0098] Further referring to FIG. 2A in more detail, in one
embodiment, information is received by the method 401 indi-
cating whether or not a user was able to call the intended
number or extension (step 402). The received information can
be feedback data in the form of an alert sent to the method
401, or in the form ofalogic value indicative of whether or not
the call was successful. In one embodiment, the information
can indicate whether or not the caller was successful in reach-
ing the intended recipient. In other embodiments, this infor-
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mation can detail the terms of parameters of the call including
identification information corresponding to the intended call-
recipient, the number called, and identification information
corresponding to the caller.

[0099] In one embodiment of the method 401, the call is
forwarded to a coverage path (step 404). The coverage path
can be included in the PBX 186, and can be configured,
modified, defined, designed and constructed to transfer the
call to the BWC system 160. Other embodiments include a
coverage path that signals the PBX to redirect extensions
called, to TDM lines without user intervention. In this
embodiment, and during an emergency situation, if a system
user is displaced and a call to that user is not completed, the
call can be substantially automatically redirected from the
PBX system 186 to emergency contact information. Other
embodiments include a coverage path that transfers the call to
an external number or service. Still other embodiments may
provide a media gateway to translate or interface the call from
one type of telecommunication network or protocol to
another network or protocol. In other embodiments, the cov-
erage path is adapted to transfer the call to a BWC system
appliance or server, such as the WFC gateway or WFC server
as depicted in FIG. 1A.

[0100] The call is redirected to the BWC system 160 (step
406), in one embodiment, where the call is further sent along
one of two branches within the method 401. In one embodi-
ment, the call can be attempted again (step 408), and a deter-
mination is made as to whether or not the call was answered
(step 410). If the call was not answered, then the call is
forwarded to voice-mail (step 412), and if the call is
answered, the call is put through (step 418). Other embodi-
ments of the method 401 may search for and retrieve emer-
gency contact information when the call is not answered. Still
other embodiments may in addition to sending the call to
voice-mail (step 412), send the call to retrieved emergency
contact information (step 416). In one embodiment, the call
may not be attempted again, and rather emergency contact
information will be retrieved (step 414), and the call will be
forwarded to retrieved emergency contact information (step
416).

[0101] Inoneembodiment, emergency contact information
is retrieved (step 414), and the call is re-directed according to
the retrieved emergency contact information (step 416). This
emergency contact information can include any one of the
following: an emergency extension; an emergency phone-
number; an emergency email address; or any other emergency
address or location identifier that allows a call to be re-di-
rected to a caller during an emergency. Still further embodi-
ments include emergency information that is stored in the
database 185 or in another storage element within the BWC
system 160. Transfer of the call using emergency information
can, in some embodiments, cause the call to be re-directed to
any of the following devices: a computing device; an elec-
tronic voice-mail; a server; a VoIP phone; a cell-phone; an
analog phone; or any other computing device or telecommu-
nications device. The BWC system 160 may deploy any type
and form of system or use a service that determines the most
effective or appropriate emergency contact number for con-
tacting a user. In some embodiments, a service is used that
verifies or confirms the current status of an ordered list of
emergency contact info to determine at which number or
telecommunication location, a user can be reached. In one
embodiment, a service is used that determines the status of the
emergency contact numbers. This embodiment of a service
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can further determine to which emergency contact number
the call should be redirected during an emergency. For
example, upon the coverage path transferring to the BWC
system 160, the BWC system 160 may use a service or other
method to check the status of stored contact numbers. The
BWC system 160 then determines, in this embodiment, the
last emergency contact number used to contact or reach a user,
and attempts to redirect the call to this user. Still other
embodiments include a BWC system 160 that attempts to
transfer the call to one or more than one emergency contact
numbers stored in the BWC system 160 and associated with
a particular user.

[0102] Instill other embodiments, if the BWC system 160
is unable to transfer the call to a contact number of the user,
then the BWC system 160 may transfer the call back to the
coverage path of the PBX. In some embodiments, the PBX
will continue re-directing the call to the next point in the
coverage path. For example, the PBX may then transfer the
call to voice mail. In another embodiment, ifthe BWC system
160 cannot transfer the call to a contact number of the user, the
BWC system 160 may terminate or drop the call. In some
embodiments, the BWC system 160 may accept the call and
provide a voice mail service for the user. In yet another
embodiment, the BWC system 160 may transmit or forward
the voice mail message to the user upon obtaining a working
contact number or determining a contact number in which to
reach the user.

[0103] In one embodiment of the system 401 (not illus-
trated), the BWC system 160 can provide a medium through
which calls can be forwarded using a public switched tele-
phone network (PSTN), or from a PSTN to a session initiation
protocol (SIP) endpoint. In this embodiment, the BWC sys-
tem 160 forwards or transfers the call to a soft-phone or 1P
phone, and acts like a PSTN for a SIP gateway. In some
embodiments, an appliance within the BWC system 160,
transfers or translates the call to the soft-phone using a VPN
appliance. The BWC system 160 can, in some embodiments,
be deployed in the form of an appliance.

[0104] The method 401 can be further described as a
method for implementing at least a part of a notification
service, where the data center can act in part as a server that
executes the BWC system application. In this embodiment,
the method 401 is used to notify workforce members of an
emergency event, or to notify workforce members of business
related events and/or protocols during a system-designated
emergency situation.

[0105] Illustrated in FIG. 2B is one embodiment of a
method 431 for redirecting a call generated by a caller using
a private branch exchange 186 and determining that there is
no response to the generated call. When feedback data indi-
cates that the PBX extension rung did not answer, the call is
transferred to a voice-over-IP (VoIP) gateway via a primary
rate interface (step 433). The VoIP gateway receives the trans-
ferred call, and transmits a SIP invite—call route request to a
SIP redirect proxy (step 436). The SIP redirect proxy requests
a number forwarding lookup from the BWC system 160 and
responds with a SIP 302 moved command with the forward-
ing number to the VoIP gateway (step 439). The VoIP gateway
then transfers, routes or translates the call from SIP to the
PBX to re-direct the call to a forwarding number associated
with the user (step 442). In some embodiments, when the user
does not answer when the call is redirected to the forwarding
number, the coverage path of the PBX may have the call
transferred to a voice mail server. Redirection of the call to the
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forwarding number associated with the user is accomplished
using a primary rate interface, the public branch exchange,
and using a public switched telephone network.

[0106] In one embodiment of the method 431 depicted in
FIG. 2B, when the call is redirected to the forwarding number
associated with the user (step 442), the VoIP gateway can
receive a SIP 302 move command indicating that the call
should be redirected to a SIP telecommunication destination.
This destination can, in some embodiments, be an email
address. When the redirect command is received, the call is
redirected to the destination using a IP based telecommuni-
cation session established by the VoIP gateway over a net-
work. The established telecommunication session can, in
some embodiments, be between the VoIP gateway and a soft-
phone, IP phone, or other VoIP phone associated with the
destination address. Once the telecommunication session is
established, the call is further re-directed to the destination
email address, or other destination endpoint. In other embodi-
ments of the method 431, the VoIP gateway can establish a
connection to a telephone using a second VoIP gateway that
further provides a media gateway or interface via the public
switched telephone network to a phone or other telecommu-
nications device.

[0107] FIG. 2C depicts an embodiment of the BWC system
160 using a click-to-call implementation to initiate the tele-
communication session. A BWC system 160 client intercepts
the number to call (number clicked), and pairs this with the
users preferred call back device (e.g., cell or local extension)
and sends the two numbers to BWC system 160. BWC system
160 places both calls though the PBX and bridges the call
once they are both connected. In other embodiments, the
method 453 illustrated in FIG. 2C can be a method for imple-
menting a notification service using click-to-call as described
in FIG. 2B.

[0108] FIG. 2D depicts another embodiment for outbound
calling that is similar to click-to-call in an emergency loca-
tion. In this embodiment, a BWC system 160 client on com-
puting device 100 initiates an outbound call request to the
BWC system 160 appliance. The BWC system 160 appliance
first dials user at the emergency location and the BWC system
160 appliance bridges the call to the outbound number with
the user’s phone. In other embodiments, the method 457
illustrated in FIG. 2D can be a method for implementing a
notification service as described in FIG. 2B and FIG. 2C.
[0109] Illustrated in FIG. 3A is one embodiment of a USB
device 501 or stick configured to deliver BWC system 160
client-side application content. Included within the USB stick
501 is memory 518 that is partitioned into a read-only
memory partition 512, and a read-write memory partition
515. Installed on the read-only memory partition 512 is a
bootstrap loader application 503; and installed on the read-
write memory partition 515 is a sidebar loader application
506, and a sidebar application 509.

[0110] In one embodiment of the USB device 501, the
device is a USB stick 501. Other embodiments could include
any of the following memory devices in lieu of the USB stick
501: a flash drive; a compact disc; a floppy disk; a flash
solid-state drive; or any other memory device able to be
partitioned to include the above listed elements. Other
embodiments include a USB stick 501 with memory 518 that
is read-only memory. Another embodiment includes a USB
stick 501 with memory 518 that is a read-write memory. In the
embodiment shown in FIG. 3A, the read-write memory 515
can provide a secure storage element. Still other embodi-
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ments include a USB stick 501 that reports two volumes when
placed in communication with a computing device. The first
reported volume is, in this embodiment, a data partition that is
the bulk of the device’s storage. The second reported volume
is, in this embodiment, a section of memory that emulates a
CD ROM device. This second volume includes an executable
file that is executed by the operating system when the USB
stick 501 is place in communication with the computing
device. In this embodiment, the executable file detects
another executable file included in the first volume (i.e. the
data partition,) and executes that file to further execute the
business continuity management application.

[0111] Other embodiments include a USB device 501 that
includes a bootstrap loader application 503. The bootstrap
loader application 503 is the first application to execute once
the USB device 501 establishes communication with a com-
puting device. In one embodiment, the bootstrap loader uses
a web service to download the required components for the
sidebar application 509, to update the components included
on the USB device 501. The bootstrap loader 503, in this
embodiment, further passes execution to the sidebar loader
application 509 once the USB device 501 is updated. In other
embodiments, the bootstrap loader 503 can detect outdated
versions of the BCM application, and further download and
install newer components from the WFC server 194.

[0112] Inone embodiment, the USB device 501 includes a
sidebar loader application 506 and a sidebar application 509.
The sidebar loader application 506, in this embodiment, pro-
vides the sidebar application 509 with settings, options and
configuration files, which the sidebar application 509 uses to
execute. Other embodiments include a sidebar application
509 that includes a sidebar loader application 506. Still other
embodiments include a bootstrap loader 503 that includes a
sidebar loader 506. The sidebar application 509, in one
embodiment, executes on the USB device 501 and further
displays a graphical display of a sidebar on the display screen
of'a computing machine. In this embodiment, the computing
machine is the computing machine that is in communication
with the USB device 501. Included within the sidebar appli-
cation 509 are any of the following applications or services:
status alerts; links to the portal; application delivery system;
instant messenger; a soft-phone; roll call report; BWC system
160 client; forced contact information entry; remote desktop;
message board; announcement board; or any other pre-de-
fined application component or service. Other embodiments
include either a sidebar loader 506, or a sidebar application
509 with a sidebar loader 506, where the loader application
506 communicates with the WFC server 194 to download all
other program information useful to enable the USB device
501 to execute the business continuity management applica-
tion.

[0113] Referring now to FIG. 3B, an embodiment of a
method for setting up and provisioning a business workforce
continuity system 160 USB device 501 is depicted. An
administrator may create one or more users via an LDAP
directory service, import the users and create one or more
groups. The users may be grouped logically by functional
area, department, geography, emergency response team, etc.
A USB stick 501 is provided to the users, and an email is sent
to each of the users providing information and instructions
with regards to provisioning. The user receives an email with
an installation URL. Once the user receives this email and
clicks on the installation URL, installation of an online
remote desktop control and collaboration agent, such as
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GoToMyPC from Citrix Online is initiated, and a user is
created in the GoToMyPC system. A workforce continuity
client is then downloaded and installed on the USB stick 501.
In one embodiment, the workforce continuity client is down-
loaded or provided by the workforce continuity gateway or
workforce continuity server. The installation processes
installs a shortcut to GoToMyPC onto the stick. Upon
completion of the installation, the USB stick 501 has been
setup for the user to use with the BWC system 160 server or
appliance in case of emergency.

[0114] Illustrated in FIG. 3C is an embodiment of a method
521 for deploying the BWC system 160 using the USB device
501. The method 501 includes receiving feedback data that
indicates the USB device 501 was placed in communication
with a computing device (step 523). A connection between
the computing device and the BWC system is authenticated
(step 526), and a remote access application is launched (step
529). A connection is then established between the client and
the user’s host computer (step 538).

[0115] Further referring to FIG. 3C and in more detail, in
one embodiment, communication between the USB device
501 and a computing device is established when a user plugs
the USB device 501 into the computing device (step 523).
Other embodiments may not establish a connection until after
a password is entered, or until after a secure connection is
established between the USB device 501 and an business
workforce continuity application executing on the computing
machine.

[0116] The connection with the business workforce conti-
nuity servers, and in some cases business workforce continu-
ity service, is authenticated (step 526). In one embodiment,
authentication is done using LDAP.

[0117] In some embodiments, the user launches a remote
access application (step 529). Embodiments include a remote
access application that is GoToMyPC, or any other remote
access application able to implement the methods and sys-
tems described herein. In this embodiment, the user is not
required to provide any password or access code. Other
embodiments include a client computing device that prompts
the user for an access code or password. Still other applica-
tions may include a remote access application that is any other
type or form of remote desktop control application, program
or service, or any type and form or online collaboration tool.
[0118] Referring now to FIGS. 4A-4N, embodiments of a
web based user interface or portal provided by the BCM
(WFC) server or via the BCM solution deployed as a SaaS
model are depicted. The BCM provides a single point of
contact for the setup, registration, and access of business and
workforce continuity services, such as in the case of a disaster
or emergency.

[0119] The BCM solution generally follows a three-step
paradigm, methodology or scenarios of 1) prepare, 2) emer-
gency, and 3) work. Under a preparation scenario, the BCM
solution provides user interfaces and functionality to plan
emergency scenarios, perform emergency drills or test, and to
provision USB keys or devices. The preparation user inter-
faces and functionality described herein allow an emergency
response team to prepare and configure emergency scenarios
and configure the system for execution or deployment under
a real emergency or disruptive event. When an emergency or
disruptive event occurs, the BCM system provides user inter-
faces and functionality to deliver alerts and notifications to
the user community, management and emergency response
team as well as providing a roll and employee directory
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mechanism to account for, and obtain status and other infor-
mation from geographically displaced team members. The
emergency functionality of the BCM system allows for seam-
less ad-hoc collaboration among a displaced workforce. As
displaced team member come online via the BCM solution,
the next phase is the work phase. The BCM solution with
client-side access provided via a USB stick allows displaced
workers to obtain access to applications and data via any
remote computing device. A displaced worker may be able to
obtain access to his or hers corporate computer via GoTo-
MyPC or to a remote desktop computing environment via
Citrix Presentation Server. Additionally, a displaced work can
communicate via softphone, instant messaging. SMS and the
like via the Voice infrastructure of the BCM solution to facili-
tate work and emergency related activities.

[0120] The components of the BCM continuity system or
service comprises: 1) keys, 2) servers and 3) services. The
BCM solution provides users access and communication
tools and capabilities via a provisioned USB device, stick or
key. The server component of the BCM solution provides
alerts and notification services, communication services,
such as those provided by Live Communication Server, and
secure access services such as via a VPN or SSL. VPN gate-
way. The BCM solution also integrates with and provides
access to remote desktop control and access services, such as
GoToMyPC, as well as SMS and VoIP delivery of communi-
cations.

[0121] With the web-portal and user interfaces depicted in
FIGS. 4A-4N, the BCM solutions provides scenario planning
tools for Emergency Response Team personnel, as well as
run-time collaboration and communication tools. The BCM
servers and appliances provide an emergency communication
and tracking solution for organizations. The BCM USB stick
provides a simple and secure “work from anywhere” type
solution for employees, such as employees displaced by an
emergency or disruptive event.

[0122] Referring now to FIG. 4A, the BCM user interface
orweb portal is designed and constructed generally with three
types of personas: 1) emergency response team (ERT), 2)
employees and 3) managers. The ERT prepare and configure
scenarios, groups and zones as will be illustrated in further
detail below. The employees receive and response to alert
notifications and use a client-side sidebar and/or emergency
workplace portion of the portal to work during the Emergency
situation. Managers use the portal and user interfaces
described herein to access history and reports, such as a roll
call, in managing the workforce during an emergency or
disruptive situation. Although generally described from the
perspective of these three personas, the BCM user interfaces
or web portals may be designed and constructed for other
types of users.

[0123] FIG.4B depicts an embodiment of a user flow archi-
tecture in accessing or using the functionality provided by the
BCM user interface or web portal. During the prepare phase,
the ERT prepare zones, groups, surveys and notifications, and
create, test and approve emergency scenarios. The employee
may receive email with explanation on how to provision the
USB device kit he or she received. Managers approve pre-
pared or configured emergency scenarios.

[0124] During the emergency portion of the user flow, the
ERT activate an emergency, send emergency alert notifica-
tions, and update status, issue announcements and surveys.
Employees receive emergency alert notifications, respond
and update contact information, and plug in USB device. A
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manager may use the remote workplace portion of the portal
or BCM web-site to post messages, read status updates and
answer surveys. Also, the manager may review, update or
otherwise manage the roll call portion of the web-site.
[0125] During the work portion of the user flow, employees
use the sidebar deployed via the plugged in USB device to
collaborate with other employees via the BCM system. In
some embodiments, the employee launches GoToMyPC to
use work computer remotely. The manager reviews and
works with reports and history information provided by the
BCM solution.

[0126] FIG. 4C depicts an embodiment of user interfaces
for an ERT team member to create emergency scenarios. Via
these user interfaces, ERT personnel created groups, zones,
surveys, notifications, and scenarios. In one embodiment, a
user interface is a graphical display shown to an end-user
when the end-user access the BCM application. A group can,
in one embodiment, refer to a grouping of workforce mem-
bers. In this embodiment, the grouping of workforce mem-
bers is done using member identification information; while
in other embodiments, the grouping is done based on other
user-characteristic data. Groups can be used by an ERT team
member to send notifications or messages out to a group of
workforce members as opposed to sending an individual noti-
fication to each workforce member. Zones are used by ERT, in
one embodiment, to define geographical zones, and to further
used the zone information to facilitate and enable communi-
cation between the ERT team members or managers, and
more than one workforce member. Surveys and notifications
are, in some embodiments, forms of communication between
the ERT personnel and those workforce members that are not
ERT personnel. In one embodiment scenarios are emergency-
defined scenarios that dictate operation of the BCM applica-
tion and WFC system 160 when certain pre-defined emergen-
cies are detected by the WFC system 160.

[0127] FIG. 4D depicts an embodiment of user interfaces
for a manager to approve a prepared scenario. In some
embodiments, a scenario may be configured to require a
predetermined or minimum number of signatures (e.g., elec-
tronic approval) before the scenario is approved.

[0128] FIG. 4E depicts an embodiment of a BCM USB
device kit provided to employees or users who will access the
BCM services under an emergency or disruptive solution.
The kit may comprise any type and form of case designed and
constructed to hold the desired contents thereof. In some
embodiments, the kit includes a USB drive or stick having
content as described in conjunction with FIGS. 3A-3C, any
type and form of headset for telecommunications, and an
instructional pamphlet. In some embodiments, employees
would maintain the USB kit in a manner appropriate to have
access during a workplace disruption or emergency situation.
[0129] FIG. 4F depicts an embodiment of a user interface
for an ERT to test a configured emergency scenario. In some
embodiment, testing the emergency scenario is similar to a
real emergency except for a smaller group of people. An ERT
selects a scenario from a list of one or more configured sce-
narios, activates the test scenario and selected one or more
recipients to participate in the test.

[0130] FIG. 4G depicts embodiments of user interfaces for
an ERT to activate an emergency. As shown in FIG. 4G, an
ERT selects a scenario from a list of one or more scenarios,
and activate s the emergency scenario. In some embodiments,
approval requests are issued if the activation of the scenario
required approval. For example, approval requests may be, in
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one embodiment, the emergency scenario does not complete
activation until a minimum set of approvals are obtained. In
others embodiments, approval requests are issued but are
optional to activate the emergency. Upon activation or
completion thereof, USB devices, sidebar and workplace
functionality are activated.

[0131] FIG. 4H depicts embodiments of user interfaces for
providing employee emergency notification. The alert is acti-
vated and notifications are sent. Employees receive voice and
SMS notifications, reply and update contact information. If
available, the employees plug in their USB devices.

[0132] FIG. 41 depicts an embodiment of a client-side side-
bar which provides an emergency communication center that
works in conjunction with and communicates to the BCM
system. In some embodiments, the sidebar application is pro-
vided on or via the USB device. In other embodiments, the
employee or user downloads the sidebar application from the
BCM web-site or the WFC gateway or server to the user’s
computing device. The employee communications center
provided by the sidebar application or agent displays status
information, roll call, instant messaging and directory infor-
mation. The employee communication centers provide links
or access to Citrix Presentation server, remote control of a
desktop of the user and access to the workplace functional
area and user interface of the BCM portion as described
herein.

[0133] FIG. 4] depicts an embodiment of user interface for
providing a roll call management and information screen for
the manager role in the BCM system. The manager can get the
latest roll call information and escalate a status of an
employee or communicate or try to communicate with
employees. The manager can create, modify or update a status
of information in the roll call.

[0134] FIG. 4K depicts an embodiment of the emergency
workplace portion of the BCM web portal. In one embodi-
ment, a user can access the emergency workplace from the
sidebar or employee communications center. In the employee
emergency workplace user interface, an employee reviews
the current status of the emergency or disruptive information
(for example, as it is updated by ERT personnel). The
employee reviews announcements and participate (post and
reply) in message boards. The user interface also displays
information for the employee regarding the employee roll
call, with links to surveys, resources and news. The employee
can take surveys to provide information and status to the
BCM system for updating reports and for tracking people and
resources.

[0135] FIG. 4L depicts an embodiment of a user interface
for user to collaborate with regards to resources. In the
employee emergency workplace of the web-portal, the user
answers surveys and reviews replies to surveys. In one
embodiment, the resources area of the workplace provides a
graphical display of a map that identifies locations and types
of resources. In some embodiments, the map is an interface
and a user may add, edit or place/relocate resources on the
map. In other embodiments, the map identifies geographical
impacts and other status information related to the emergency
or disruptive event.

[0136] FIG. 4M is an embodiment of user interfaces for
users to communicate with peers. Via the emergency commu-
nication center, users can search the corporate directory for
contact information, including updated or emergency contact
information. Via the BCM system and the emergency com-
munication centers, inbound calls are re-directed from the
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office extension (e.g., PBX extension) to a new number, such
as a soft-phone on the user’s computing device or included in
the sidebar. In some embodiments, inbound calls are redi-
rected to the user of the communication center via any of the
redirection embodiments discussed above in conjunction
with FIGS. 2A-2D. Via the emergency communication cen-
ter, the user can place outbound calls. In some embodiments,
the outbound calls may be forwarded, transferred or redi-
rected via any of the embodiments discussed above in con-
junction with FIGS. 2A-2D. In yet another embodiment, the
emergency communication centers enables user to chat or
instant message their peers.

[0137] FIG. 4N depicts an embodiment of a user interface
to access the user’s application and data. In some embodi-
ments, the user launches a user interface from the emergency
communications center to access applications and data via an
application delivery system, such as Citrix Presentation
server. For example, the user clicks on the “my programs”
user interface element as depicted in FIG. 4M. In other
embodiments, the user launches a user interface to access a
remote desktop, such as a corporate or office computer, via
GoToMyPC services. For example, the user clicks the GoTo-
MyPC user interface element as depicted in FIG. 4N.

[0138] FIGS. 5A-5C each depict an embodiment of a plu-
rality of user interfaces for the sidebar or WFC client. The
sidebar user interfaces of the emergency communication cen-
ter may display one or more of the following: 1) one emer-
gency active, 2) multiple emergencies active, 3) emergency
over, 4) no active emergency, 5) search results, 6) the logged
in user’s status and info and contact information 7) peer
information, 8) chat session, 9) chat archive, 10) soft-phone
calling, 11) soft-phone call in progress status, and 12) call
history.

[0139] FIGS. 6A-6C depicts embodiments of a plurality of
user interfaces for startup screens when a user deploys and
uses the BCM USB stick to access BCM servers or services,
such as in the case of an emergency or disruptive event. The
startup user screens may display one or more of the following
types of screens: 1) no internet connection, 2) a login and
password screen, 3) error logging in message, 4) welcome, no
emergencies in progress, 5) welcome, active emergencies in
progress, updating software, 6) welcome, no emergency in
progress, update in progress, 7) welcome, active emergencies
in progress, update contact information, 8) welcome, active
emergencies in progress, update complete, 9) welcome, one
or more emergencies in progress, and 10) welcome, emer-
gency over.

[0140] Illustrated in FIG. 7 is a method 461 for providing a
business workforce continuity system that further provides a
displaced workforce with business continuity. A server
executes at least a portion of the business continuity applica-
tion (step 463). The server interfaces with a notification ser-
vice (step 466), and issues notifications to at least a portion of
the workforce when an event occurs (step 465). A remote
access service also interfaces with the server to provide
access to computing resources during the occurrence of an
event (step 469). The server also interfaces with a communi-
cations gateway which is further interfaced with a private
branch exchange (step 472). A portion of the business conti-
nuity application, after the occurrence of an event, is dis-
played to an end-user using a computing device that further
communicates with a portable memory device (step 475).
[0141] Referring to FIG. 7 in more detail, in one embodi-
ment of the method 461, a server executes at least a portion of
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the business continuity application (step 463). In one embodi-
ment, the business continuity application is the business
workforce continuity system 160. Other embodiments
include a business continuity application that is displayed to
a displaced workforce of an organization, when an event
occurs. The server, can in one embodiment, be a computing
device like the above described computing device 100. In this
embodiment, the server can be a computing device at a data
center. Other embodiments include a server that stands alone,
or a client machine or third computing device able to execute
atleast a portion of the business continuity application. In one
embodiment the business continuity application includes an
application for defining a response scenario to the occurrence
of the event.

[0142] In one embodiment, the method 461 further
includes interfacing a notification service to the server com-
puting device (step 466). The notification service can be any
of'the systems illustrated in the above figures, including those
that depict a method for re-directing phone calls to emergency
phone numbers or to other emergency points of contact.
Within these embodiments, the notification service can be
further used to issue notifications to at least a portion of the
workforce in response to the occurrence of an event (step
465).

[0143] A remote access service also interfaces with the
server or data center to provide the workforce members with
access to computing resources during the emergency event
(step 469). In one embodiment, the remote access service can
be any of the above described remote access services such as
any of the following: thin-client computing applications;
remote display presentation application; Citrix Access Suite;
Metaframe or Citrix Presentation Server; terminal services;
any type of hosted server application like GoToMeeting,
Webex, or Live Meeting; or any other type of application that
provides workforce members with remote access to comput-
ing resources associated with the workforce. In one embodi-
ment, the computing resources can include applications, files,
and file directories located within the workforce computing
environment. The remote access service is available, in some
embodiments, when there is no emergency event. Other
embodiments include a remote access service that is available
only during emergency events.

[0144] In one embodiment, a communication gateway
interfaces with both the private branch exchange and the
server (step 472). In this embodiment the communication
gateway can be any of the above described gateways includ-
ing: a workforce continuity gateway 192; a media gateway
198; a VoIP gateway; or any other appliance, computing
machine or other device that provides an interface between
the private branch exchange and the server. Other embodi-
ments include a communications gateway that further pro-
vides a portion of the BWC system application.

[0145] A graphical display is shown to an end-user using a
computing machine that accesses the BWC system 160,
where the computing device is in communication with a
portable memory device (step 475). In one embodiment, a
portion of the business continuity management application is
displayed to the end-user. Portions of the business continuity
management application can include any of the following
elements of the BWC system 160 either alone or together in
combinations of two or more elements: sidebar application;
remote access capabilities; call re-direction; emergency acti-
vation; more than one emergency activation; emergency acti-
vation management; emergency activation approval; search
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results; peer-to-peer chat sessions amongst members of the
workforce; chat sessions and chat archives; soft-phone; call
history; workforce member status information; account man-
agement; user status information update; remote file access;
virtual meeting access; emergency call logging; storage of
emergency contact information; a directory service; audio
communication application; remote or local access to busi-
ness tools; or any other aspect of the BWC system 160 and
BCM described herein. Other embodiments display the
entirety of the business continuity management application.
Embodiments include a computing device in communication
with a portable memory device, where the portable memory
device is the USB device 501. Other memory devices may be
used including any of those memory devices described
herein.

What is claimed is:
1. A method of providing a business continuity application
to a portion of a displaced workforce of an organization in
response to the occurrence of an event, the method compris-
ing:
providing a server computing device at a data center, the
server computing device executing at least a portion ofa
business continuity application, the business continuity
application including an application for defining a
response scenario to the occurrence of the event;

interfacing a notification service to the server computing
device, the notification service issuing a notification to at
least a portion of the workforce in response to the occur-
rence of the event;

interfacing a remote access service to the server computing

device, the remote access service providing access to
computing resources associated with the workforce dur-
ing the occurrence of the event;

interfacing a communications gateway to a private branch

exchange of the workforce and to the server computing
device, the communications gateway providing at least
another portion of the business continuity application;
and

displaying, to an end-user of a computing device having a

portable memory device in communication therewith,
portions of the business continuity application after the
occurrence of the event.

2. The method of claim 1, further comprising providing a
business continuity application via application streaming.

3. The method of claim 1, further comprising providing a
business continuity application via an remote display proto-
col.

4. The method of claim 1, wherein providing a business
continuity application further comprises providing the busi-
ness continuity application as a service.

5. The method of claim 1, wherein issuing a notification to
at least a portion of the workforce further comprises:

placing a call to a number designated by a caller, to estab-

lish communication between a first endpoint and a sec-
ond endpoint;

receiving feedback information indicative of the failure to

establish communication between the first endpoint and
the second endpoint;;

redirecting the call to a portion of the notification service;

retrieving, from a storage element, contact information

associated with the caller designated number and indica-
tive of a third endpoint; and



US 2008/0208605 Al

placing a call to the retrieved contact information, to estab-
lish communication between the first endpoint and the
third endpoint.

6. The method of claim 5, wherein placing a call to asecond
endpoint further comprises placing a call to a member of the
workforce.

7. The method of claim 6, wherein retrieving contact infor-
mation further comprises retrieving an emergency number
associated with the member of the workforce.

8. The method of claim 6, wherein retrieving contact infor-
mation further comprises retrieving an email address associ-
ated with the member of the workforce.

9. The method of claim 5, wherein placing a call to the
retrieved contact information further comprises placing a call
to the retrieved contact information using one of either of the
private branch exchange and a public switched telephone
network.

10. The method of claim 5, wherein placing a call to the
retrieved contact information further comprises placing a call
to the retrieved contact information using a virtual private
network.

11. The method of claim 1, wherein providing access to
computing resources associated with the workforce further
comprises providing access to information on a client
machine using a remote display protocol.

12. The method of claim 1, wherein displaying portions of
a business continuity application further comprises display-
ing a graphical user interface representative of a status of the
occurrence of the event.

13. The method of claim 1, wherein displaying portions of
a business continuity application further comprises display-
ing a graphical user interface representative of a directory
service that accesses information of the workforce.

14. The method of claim 1, wherein displaying portions of
a business continuity application further comprises display-
ing a graphical user interface for establishing and interacting
with an audio communications session.

15. The method of claim 1, wherein displaying portions of
a business continuity application further comprises display-
ing a graphical user interface for establishing and interacting
with an instant messaging system.

16. The method of claim 1, wherein interfacing with a
communications gateway further comprises interfacing with
a workforce gateway within a workforce continuity system.

17. The method of claim 16, wherein interfacing with a
workforce gateway further includes establishing a connection
via a network installed between the computing machine and
the private branch exchange.
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18. A graphical user interface displayed on a computing
device for use in providing continuity to an employee of
workforce in response to the occurrence of an event, the
graphical user interface created by a program stored on a
portable memory device, the graphical user interface com-
prising:

a first portion displaying, by a first portion of the program
stored on a portable device associated with an employee
of the workforce, information related to the status of the
occurrence of the event;

a second portion displaying a plurality of business tools
available to the employee, each business tool being rep-
resented as icon and associated with a computing device
providing the respective business tool;

a third portion providing a directory service to the
employee, the directory service associated with direc-
tory information of the workforce; and

a fourth portion displaying a list of at least a portion of the
employees of the work force and a status related each of
the employees listed and a providing a mechanism for
establishing at least one of an audio communications
session and an instant messaging session.

19. The graphical user interface of claim 18, wherein the
portable memory device is a universal serial bus device.

20. The graphical user interface of claim 19, wherein the
universal serial bus device further comprises:

a first reported volume configured to store data, a portion of
the data including the program stored on the universal
serial bus; and

a second volume configured to store a bootstrap loader
application, the bootstrap loader application further con-
figured to update and execute the stored program.

21. The graphical user interface of claim 18, wherein busi-
ness tools include a remote access application providing
remote access to a server in communication with the comput-
ing device.

22. The graphical user interface of claim 18, wherein busi-
ness tools include a remote access application providing
remote access to a second computing device in communica-
tion with the computing device.

23. The graphical user interface of claim 18, wherein the
directory service is further in communication with a storage
element configured to store workforce member contact
information.





