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SYSTEMS AND METHODS FOR
PROVIDING A BUSINESS CONTINUITY SERVICE

Field of the Invention

The present invention generally relates to business and workforce continuity services.
In particular, the present invention relates to systems and methods for providing an end-to-

end information system solution for business continuity and workforce displacement services.

Background of the Invention

Business continuity planning has long been thought of simply having to deal with
events such as data loss, physical damage to electronic information, data center outages and
so on. As companies implement and test its plans to deal with data destruction, another
aspect to business disruption gets highlighted - that is workforce disruption. Businesses
today have unstructured and often unsophisticated approaches to dealing with business
disruptions such as weather related events, terrorist attacks, wide spread flu, traffic related
disruptions etc. Many times, plans to deal with workforce disruption end with documents,
but no tools or products to enforce the plans.

Prior solutions have been mostly random concoctions implemented directly by the
executive staff of a specific person in charge of business continuity at a company. These
solutions have actually largely focused on data recovery and information related disaster
events — but very little if any on workforce disruption. Many existing technologies like
virtual private networks (VPN) and distributing laptops have been used to cope with workers
not being able to physically be at their place of work. But as discussed above, that is only a
partial solution. Further it is not feasible to provision laptops and VPN for your entire
workforce before hand — nor is that a tractable or scalable solution.

It would, therefore, be desirable to provide systems and methods for providing a

business and workforce continuity end-to-end information technology solution.

Brief Summary of the Invention

The systems and methods describe herein provides a business continuity management
(BCM) solution for helping companies cope through a workforce disruption. The BCM

solution enables emergency communications to employees with corporate policies and
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instructions, allows employees in various groups to communicate with each other via voice
and chat messaging , and connects employees to their applications, their data and their
desktops — all from any anonymous computer — without compromising corporate security
policies. The BCM system also provides employees and management visibility into the
workforce disruption crisis and allows management to access the situation and make and
communicate decisions to the workforce.

The systems and methods described herein provide ad-hoc and simple to deploy BCM
solution that manages and covers the three aspects needed for a workforce continuity
solution: 1) application access in any form from any computer, 2) emergency communication
and alerts via any communication medium, such as Short Message Service (SMS), email,
voice, and 3) employee collaborations tailored to the disruption event.

The details of various embodiments of the invention are set forth in the accompanying

drawings and the description below.

Brief Description of the Figures

The foregoing and other objects, aspects, features, and advantages of the invention
will become more apparent and better understood by referring to the following description
taken in conjunction with the accompanying drawings, in which:

FIG. 1A is a block diagram of an embodiment of a network environment for a
deployment of a business continuity and workforce displacement system;

FIG. 1B is a block diagram of an embodiment of a data center environment for a
deployment of a business continuity and workforce displacement system;

FIG. 1C is a block diagram of an embodiment of a voice integration architecture and
environment;

FIGs. 1D and 1E are block diagrams of embodiments of a computing device;

FIG. 2A is a block diagram of an embodiment of an emergency communication
forwarding scenario using insertion of a business continuity service in a coverage path;

FIG. 2B is a block diagram of an embodiment of a system to implement call
forwarding using an appliance to bridge the calls;

FIG. 2C is a block diagram of another embodiment of a system to implement call
forwarding using an appliance to bridge the call;

FIG. 2D is a block diagram of another embodiment of a system to implement call
forwarding using Voice over Internet Protocol (VoIP) termination;

_2-
4136052v1



10

15

20

25

30

CTX-293PR

FIG. 2E is a block diagram of an embodiment of a system to implement a click-to-call
communication;

FIG. 2F is a block diagram of an embodiment of a system to handle outbound
communications;

FIG. 3 is a block diagram of an embodiment of an appliance providing business and
workforce continuity services;

FIG. 4A is a pictorial diagram representing an embodiment of a Universal Serial Bus
(USB) device for providing software and services related to business and workforce
continuity;

FIG. 4B is a flow diagram depicted an embodiment of a method for setting up and
provisioning a USB device, such as the device depicted in FIG. 4A;

FIG. 4C is a flow diagram depicted an embodiment of a method for using a USB
device, such as the device depicted in FIG. 4A;

FIG. 5A is a pictorial diagram representing an embodiment of the type of users of the
business and workforce continuity solution described herein;

FIG. 5B is a pictorial diagram representing an embodiment of a user workflow
architecture;

FIG. 5C is a pictorial diagram representing an embodiment of a user interface for
creating an emergency scenario;

FIG. 5D is a pictorial diagram representing an embodiment of a user interface for a
manager to approve an emergency scenario;

FIG. SE is a pictorial diagram representing an embodiment of a USB device or stick
for a user to use in case of emergency;

FIG. 5F is a pictorial diagram representing an embodiment of a user interface for
testing an emergency scenario;

FIG. 5G is a pictorial diagram representing an embodiment of a user interface for
activating an emergency;

FIG. 5H is a pictorial diagram representing an embodiment of a user interface for
notification of an employee or user;

FIG. 51 is a pictorial diagram representing an embodiment of a user interface
providing an employee communication center;

FIG. 5] is a pictorial diagram representing an embodiment of a user interface

providing information for a roll call;
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FIG. 5K is a pictorial diagram representing an embodiment of a user interface
providing an employee workplace;

FIG. 5L is a pictorial diagram representing an embodiment of a user interface
allowing users to collaborate for resources;

FIG. 5M is a pictorial diagram representing an embodiment of a user interface
allowing users to communicate with peers;

FIG. 5N is a pictorial diagram representing an embodiment of a user interface
allowing users to access a computing environment providing access to applications and data;

FIG. 6A is a pictorial diagram representing embodiments of user interfaces for the
user’s side bar;

FIG. 6B is a pictorial diagram representing other embodiments of user interfaces for
the user’s side bar;

FIG. 7A is a pictorial diagram representing embodiments of user interfaces for startup
screens for the USB device;

FIG. 7B is a pictorial diagram representing other embodiments of user interfaces for
startup screens for the USB device; and

FIG. 7C is a pictorial diagram representing additional embodiments of user interfaces
for startup screens for the USB device.

The features and advantages of the present invention will become more apparent from

the detailed description set forth below when taken in conjunction with the drawings.

Detailed Description of the Invention

FIG. 1A depicts an embodiment of a system for providing business and workforce
continuity services and methods. For example, the business and workforce continuity services
described herein may be deployed in a corporate enterprise, such as part of a corporate
network environment. In brief overview, the system includes a computing device 100,
sometimes referred to as a client, and a telecommunications device 100’ in communication
with a workforce continuity (WFC) gateway 192, which provides access to a workforce
continuity (WFC) server 194. The system includes a communication server 196, a media
gateway 198, and one or more databases 185. The system also includes a computer telephone

integration device or software 188, a private branch exchange 186 and a phone 182, a short
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messaging service (SMS) or system 184, and a remote access and computer remote control
software or service 182.

The WFC gateway 192 includes any type and form of gateway, device, appliance or
interface unit to provide access to the WFC server 194. In one embodiment, the WFC
gateway 192 provides a virtual private network (VPN) connection to a computing device 100.
In some embodiments, the WFC gateway 192 provides a Secure Socket Layer (SSL) VPN
connection to a computing device 100. In other embodiments, the WFC gateway 192
provides an [Psec based VPN connection. In some embodiments, the WFC gateway 192
provides one or more of the following services, functionality or operations: SSL VPN
connectivity, switching/load balancing, Domain Name Service resolution, acceleration and an
application firewall for communications between one or more clients and one or more
servers. In some embodiments, the WFC gateway 192 performs any one or more of the
following acceleration techniques: 1) compression; 2) decompression; 3) Transmission
Control Protocol pooling; 4) Transmission Control Protocol multiplexing; 5) Transmission
Control Protocol buffering; and 6) caching. In one embodiment, the WFC gateway 192
provides LAN acceleration. In other embodiments, the WFC gateway 192 provides WAN
acceleration.

In some embodiments, the WFC gateway 192 comprises any of the gateway or
appliances manufactured by Citrix Systems, Inc. of Ft. Lauderdale, Florida. In one
embodiment, the WFC gateway 192 comprises any of the following Citrix Access Gateway
line of appliances: Access Gateway Standard Edition, Access Gateway Advanced Edition,
Access Gateway Enterprise Edition. In another embodiment, the WFC Gateway 192
comprises the Citrix Application Firewall functionality or device. In other embodiments, the
WEFC Gateway 192 comprises any of the Citrix models of NETscaler appliances. In yet
another embodiment, the WFC Gateway 192 comprises any of the Citrix models of
WANScaler appliances.

The WFC server 194 comprises any type of server, appliance, or computing device
for providing any portion of the services, functionality, operation, logic and/or integration of
the business and workforce continuity services and functionality described herein. In one
embodiment, the WFC server 194 comprises a web server. In another embodiment, the WFC
server 194 comprises an HTTP (HyperText Transfer Protocol) server. In some embodiments,
the WFC server 194 provides a web based user interface for accessing the functionality and
operations of the services described herein. In one embodiment, the WFC server 194

provides a portal web-site or service. The WFC server 194 comprises one or more
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applications, programs, libraries, services, processes, tasks or set of executable instructions
providing the logic, functionality and operations of the business and workforce continuity
services described herein. For example, in one embodiment, the WFC server 194 comprises
any type of workflow or logic engine for handling operations of the system.

In one embodiment, the WFC server 194 comprises any type and form of application
delivery system. In some embodiments, the application delivery system comprises any
portion of the Citrix Access Suite™ by Citrix Systems, Inc., such as the MetaFrame or Citrix
Presentation Server™ and/or any of the Microsoft® Windows Terminal Services
manufactured by the Microsoft Corporation. In one embodiment, the application delivery
system may deliver one or more applications to or users via a remote-display protocol or
otherwise via remote-based or server-based computing. In another embodiment, the
application delivery system may deliver one or more applications to clients or users via
streaming of the application.

In one embodiment, the WFC gateway 192 and/or WFC server 194 includes a policy
engine for controlling and managing the access to, selection of application execution methods
and the delivery of applications. In some embodiments, the policy engine determines the one
or more applications a user or client may access. In another embodiment, the policy engine
determines how the application should be delivered to the user or client, e.g., the method of
execution. In some embodiments, the application delivery system provides a plurality of
delivery techniques from which to select a method of application execution, such as a server-
based computing, streaming or delivering the application locally to a client for local
execution.

The WFC server 194 may interface, comprise or otherwise use one or more databases
185 to store configuration, data or information. The database 185 may comprise any type and
form of database, such as SQL Server manufactured by the Microsoft Corporation of
Redmond, Washington or an Oracle database manufactured by Oracle Corporation of
Redwood Shores, California. In other embodiment, the database 185 comprises an object
database. In another embodiment, the database 185 comprises a file system or one or more
files. In some embodiment, the database 185 stores information or data identifying contact
information and methods of communication for one or more users of the workforce
continuity server 194.

The communication server 196 provides one or more types of communication
services via email, SMS, instant messaging (IM), Voice over Internet Protocol (VoIP) or any

other form of telecommunications and communication mediums and means. In one
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embodiment, the communication server 196 comprises Live Communications Server
manufactured by the Microsoft Corporation. In this embodiment, the communication server
196 provides tools necessary to connect users to public instant messaging (IM) Internet
service providers, such as MSN, AOL, and Yahoo!. Using Microsoft Office Communicator
manufactured by the Microsoft Corporation , the Live Communications Server enabled users
who are licensed for public IM connectivity, can add contacts, send instant messages, and
share presence information with users of MSN Messenger, AOL Instant Messenger (AIM)
and Yahoo! Messenger. In one embodiment, the computing device 100 or
telecommunication device 100° comprises the Microsoft Office Communicator.

In some embodiment, the communication server 196 provides any of the following:
1) search for contacts easily using an Address Book Service. This allows users to search for
others via their corporate global address list (GAL), as well as local address information on
their computer, 2) Integrate with Microsoft Office Outlook and Microsoft Exchange Server to
let users view other contacts' free/busy information from their schedule, as well as display
their 'Out of Office' messages directly in Microsoft Office Communicator, 3) extend
presence, including the ability to allow users to set 'custom notes', to provide more rich
information to other contacts, enabling them to make more informed decisions on how to
interact, 4) Control enterprise phones directly from a computing device 100. With the
appropriate private branch exchange (PBX) or public switched telephone network (PSTN)
gateway infrastructure in place, Microsoft Office Communicator provides integration with
enterprise telephony systems, allowing the user to initiate calls and even divert calls to a
remote location when they are not at their desk, and 5) Initiate conference calls with partner
service providers directly from Microsoft Office Communicator making it easier for
information workers to communicate with others.

The media gateway 198 comprises any type and form of server, gateway, device or
appliance for communicating, translating or interfacing between disparate
telecommunications networks. In one embodiment, a media gateway provides an interface
between a first type of telecommunication network and a second type of telecommunication
network. In another embodiment, a media gateway provides an interface between a first type
of telecommunication protocol and a second type of telecommunication. In some
embodiments, the media gateway converts between the different transmission and coding
techniques of the telecommunication networks. In one embodiment, the media gateway
comprises a Voice over Internet Protocol (VoIP) media gateway. In some embodiments, the

media gateway performs the conversion between Time Division Multiplexing (TDM) voice
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to VoIP. Inyetanother embodiment, the media gateway comprises a signaling gateway. In
some embodiments, a Signaling Gateway is a network component for translating signaling
messages (e.g.,. information about call establishment and teardown) between one medium
(e.g., Internet Protocol and another (PSTN). For example, a signaling gateway might
translate between ISUP (ISDN User Part) and Session Initiation Protocol (SIP). In one
embodiment, the media gateway may comprises a SMS gateway.

In one embodiment, the gateway 192, WFC server 196 or media gateway provides or
supports the provision of IP telephony services and applications to a telecommunication
device 100. In some embodiment, the gateway 200 includes Voice Office Applications
having a set of one or more telephony applications. In one embodiment, the Voice Office
Applications comprises the Citrix Voice Office Application suite of telephony applications
manufactured by Citrix Systems, Inc of Ft. Lauderdale, Florida. The gateway 192, WFC
server 196 or media gateway may transcode, transform or otherwise process user interface
content to display in the form factor of the display of the telecommunication device 100.

The computer telephony integration (CTI) 188 comprises software, hardware or any
combination of software and hardware that provides a link between telephone systems and
computers to facilitate incoming and outgoing call handling and control. In one embodiment,
the CTI comprises a physical link between a telephone and server. In some embodiments,
CTT is a technique by which computers control telephony systems such as PBXs, for
example, a call center where calls are queued up and routed to agents based on criteria such
as caller ID and called number.

The PBX 186 comprises any type and form of private branch exchange. In some
embodiments, a PBX 186 comprises a private voice-communications-capable switching
facility located in a entity’s premises which provides on-premises connection between
terminals connected to it, including dial service, and may provide connections to between
those terminals and other communications networks, including a PSTN (Plain Old Telephone
System).

The telephone 182 may comprise any type and form of telecommunication device.
The telephone 182 may comprise software, hardware, or any combination of software and
hardware. In one embodiment, the phone 182 is a plain old analog phone. In another
embodiment, the phone 182 is a digital telephone. In some embodiments, the Phone may
comprise a VoIP device for communicating voice data over internet protocol
communications. For example, in one embodiment, the IP Phone may include any of the

family of Cisco IP Phones manufactured by Cisco Systems, Inc. of San Jose, California. In
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another embodiment, the I[P Phone may include any of the family of Nortel IP Phones
manufactured by Nortel Networks, Limited of Ontario, Canada. In other embodiments, the
IP Phone may include any of the family of Avaya IP Phones manufactured by Avaya, Inc. of
Basking Ridge, New Jersey. The phone may support any type and form of protocol,
including any real-time data protocol, Session Initiation Protocol (SIP), or any protocol
related to IP telephony signaling or the transmission of media, such as voice, audio or data
via a network 104. The phone may include any type and form of user interface in the
support of delivering media, such as video, audio and data, and/or applications to the user of
the IP.

The SMS Messaging 184 comprises software, hardware or any combination of
software and hardware for transmitting and/or receiving Short Message Service messages. In
one embodiment, the SMS messaging 184 comprises a service, gateway or interface for
communicating SMS messages from one type of telecommunication form or network to a
device capable of sending and/or receiving SMS. In some embodiments, the SMS messaging
may be deployed on any type and form of device, gateway, server or appliance, including the
WEC server 194, WFC gateway or Media gateway 198.

In one embodiment, the system may include multiple, logically-grouped servers In
these embodiments, the logical group of servers may be referred to as a server farm. In some
of these embodiments, the serves may be geographically dispersed. In some cases, a farm
may be administered as a single entity. For example, any of the WFC gateway, WFC server,
LCS server, database, and/or media gateway may be deployed as a server farm. In other
embodiments, the server farm comprises a plurality of server farms. In one embodiment, the
server farm executes one or more applications on behalf of one or more clients. The servers
within each farm can be heterogeneous. One or more of the servers can operate according to
one type of operating system platform (e.g., WINDOWS NT, manufactured by Microsoft
Corp. of Redmond, Washington), while one or more of the other servers 106 can operate on
according to another type of operating system platform (e.g., Unix or Linux). The servers of
each farm do not need to be physically proximate to another server in the same farm 38.
Thus, the group of servers logically grouped as a farm may be interconnected using a wide-
area network (WAN) connection or medium-area network (MAN) connection. For example,
a farm may include servers 106 physically located in different continents or different regions
of a continent, country, state, city, campus, or room. Data transmission speeds between
servers in the farm can be increased if the servers are connected using a local-area network

(LAN) connection or some form of direct connection.
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Although FIG. 1A shows a network 104 between the devices 100 and the gateway
192, the devices 100, 100’ and/or the gateway 192 may be on the same network 104 or on
different networks 104 and 104°. The networks 104, 104’ can be the same type of network or
different types of networks. The network 104 and/or the network 104’ can be a local-area
network (LAN), such as a company Intranet, a metropolitan area network (MAN), or a wide
area network (WAN), such as the Internet or the World Wide Web. In one embodiment,
network 104° may be a private network and network 104 may be a public network. In some
embodiments, network 104 may be a private network and network 104’ a public network. In
another embodiment, networks 104 and 104’ may both be private networks. In some
embodiments, clients 102 may be located at a branch office of a corporate enterprise
communicating via a WAN connection over the network 104 to the servers 106 located at a
corporate data center.

The network 104 and/or 104’ be any type and/or form of network and may include
any of the following: a point to point network, a broadcast network, a wide area network, a
local area network, a telecommunications network, a data communication network, a
computer network, an ATM (Asynchronous Transfer Mode) network, a SONET
(Synchronous Optical Network) network, a SDH (Synchronous Digital Hierarchy) network, a
wireless network and a wireline network. In some embodiments, the network 104 may
comprise a wireless link, such as an infrared channel or satellite band. The topology of the
network 104 and/or 104’ may be a bus, star, or ring network topology. The network 104
and/or 104’ and network topology may be of any such network or network topology as
known to those ordinarily skilled in the art capable of supporting the operations described
herein.

FIG. 1B depicts another embodiment of a system for providing business and
workforce continuity services and methods deployed in a data center. In brief overview, the
business and workforce continuity system 160 referred to herein as WFC or BMC, is
deployed in a data center such that there is a primary system and a backup system. In this
embodiment, the appliance gateway 192, WFC server 194 and communication server 196
(Live Communication server (LCS)) are in communication with an Lightweight Directory
Access Protocol (LDAP) Server 195. The WFC server 195 is in communication with an
Internet Telephony Service Provider (ITSP) 164, which provides an interface to a PBX 186 at
a customer site 166 having one or more computing or telecommunication devices 100, 100°.

The ITSP 164 also provides access to a Public Switched Telephone Network (PSTN) 182.
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Any user computing device 100 may access the services of the system 160 via the network
104.

In one embodiment, the primary portion of the system 160 is active and upon
identification of a failure or error with the primary system, the backup portion of the system
becomes active. In some embodiments, the primary portion transmits, or the backup portion
obtains from the primary, information about state, status, data and/or any other information to
be able to take over responsibility from the primary portion in a seamless and transparent
manner.

Referring now to FIG. 1C, an embodiment of a telecommunication call fall is depicted
in another deployment of the business and workforce continuity system 160. In this
embodiment, the BCM 160 provides a system and method for automatically forwarding a
call to an emergency call. The BCM 160 intercepts the call leveraging the coverage path and
transfers a call to a user inside a PBX to an emergency contact number of the user when the
PBX extension is not answered. At step 1, a user via a telecommunication device 100 places
a telecommunication call to an extension of a user in a PBX system. At step 2, the dialed
PBX telephone extension rings but is not answered. At step 3, the PBX sends the call to an
external service number, such as a 1-800 number, via a path in its coverage path. The PBX
routes the call to the local telco (telecommunications) provider, such a via a Primary Rate
Interface (PRI). The local telco provider routes the call via the PSTN to the ITSP. At step 4,
the ITSP coverts the call to a VoIP and sends the call to a data center or the business and
workforce continuity system 160. At step 5, the system 150 queries for phone numbers, such
as emergency contact numbers, in the database 185. At step 6, the system 160 places an
outbound call to the queried number. The ITSP carrier 164 receives the outbound call and, at
step 7, coverts the call to PSTN 162 to complete the call. At step 8, the phone 100 identified
by the emergency contact number rings.

The servers, gateway, database, computer and telecommunication, software and
services and any other item depicted in FIGs. 1A-1C may be deployed as and/or executed on
any type and form of computing device, such as a computer, network device or appliance
capable of communicating on any type and form of network and performing the operations
described herein. FIGs. 1D and 1E depict block diagrams of a computing device 100. As
shown in FIGs. 1D and 1E, each computing device 100 includes a central processing unit
101, and a main memory unit 122. As shown in FIG. 1D, a computing device 100 may
include a visual display device 124, a keyboard 126 and/or a pointing device 127, such as a

mouse. Each computing device 100 may also include additional optional elements, such as
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one or more input/output devices 130a-130b (generally referred to using reference numeral
130), and a cache memory 140 in communication with the central processing unit 101.

The central processing unit 101 is any logic circuitry that responds to and processes
instructions fetched from the main memory unit 122. In many embodiments, the central
processing unit is provided by a microprocessor unit, such as: those manufactured by Intel
Corporation of Mountain View, California; those manufactured by Motorola Corporation of
Schaumburg, Illinois; those manufactured by Transmeta Corporation of Santa Clara,
California; the RS/6000 processor, those manufactured by International Business Machines
of White Plains, New York; or those manufactured by Advanced Micro Devices of
Sunnyvale, California. The computing device 100 may be based on any of these processors,
or any other processor capable of operating as described herein.

Main memory unit 122 may be one or more memory chips capable of storing data and
allowing any storage location to be directly accessed by the microprocessor 101, such as
Static random access memory (SRAM), Burst SRAM or SynchBurst SRAM (BSRAM),
Dynamic random access memory (DRAM), Fast Page Mode DRAM (FPM DRAM),
Enhanced DRAM (EDRAM), Extended Data Output RAM (EDO RAM), Extended Data
Output DRAM (EDO DRAM), Burst Extended Data Output DRAM (BEDO DRAM),
Enhanced DRAM (EDRAM), synchronous DRAM (SDRAM), JEDEC SRAM, PC100
SDRAM, Double Data Rate SDRAM (DDR SDRAM), Enhanced SDRAM (ESDRAM),
SyncLink DRAM (SLDRAM), Direct Rambus DRAM (DRDRAM), or Ferroelectric RAM
(FRAM). The main memory 122 may be based on any of the above described memory chips,
or any other available memory chips capable of operating as described herein. In the
embodiment shown in FIG. 1D, the processor 101 communicates with main memory 122 via
a system bus 150 (described in more detail below). FIG. 1D depicts an embodiment of a
computing device 100 in which the processor communicates directly with main memory 122
via a memory port 103. For example, in FIG. 1E the main memory 122 may be DRDRAM.

FIG. 1E depicts an embodiment in which the main processor 101 communicates
directly with cache memory 140 via a secondary bus, sometimes referred to as a backside
bus. In other embodiments, the main processor 101 communicates with cache memory 140
using the system bus 150. Cache memory 140 typically has a faster response time than main
memory 122 and is typically provided by SRAM, BSRAM, or EDRAM. In the embodiment
shown in FIG. 1D, the processor 101 communicates with various 1/0 devices 130 via a local
system bus 150. Various busses may be used to connect the central processing unit 101 to

any of the I/0 devices 130, including a VESA VL bus, an ISA bus, an EISA bus, a
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MicroChannel Architecture (MCA) bus, a PCI bus, a PCI-X bus, a PCI-Express bus, or a
NuBus. For embodiments in which the I/O device is a video display 124, the processor 101
may use an Advanced Graphics Port (AGP) to communicate with the display 124. FIG. 1E
depicts an embodiment of a computer 100 in which the main processor 101 communicates
directly with I/O device 130 via HyperTransport, Rapid I/O, or InfiniBand. FIG. 1E also
depicts an embodiment in which local busses and direct communication are mixed: the
processor 101 communicates with I/O device 130 using a local interconnect bus while
communicating with 1/0 device 130 directly.

The computing device 100 may support any suitable installation device 116, such as a
floppy disk drive for receiving floppy disks such as 3.5-inch, 5.25-inch disks or ZIP disks, a
CD-ROM drive, a CD-R/RW drive, a DVD-ROM drive, tape drives of various formats, USB
device, hard-drive or any other device suitable for installing software and programs such as
any business and workforce continuity software 120, or portion thereof. The computing
device 100 may further comprise a storage device 128, such as one or more hard disk drives
or redundant arrays of independent disks, for storing an operating system and other related
software, and for storing application software programs such as any program related to the of
business and workforce continuity software 120. Optionally, any of the installation devices
116 could also be used as the storage device 128. Additionally, the operating system and the
software can be run from a bootable medium, for example, a bootable CD, such as
KNOPPIX@®, a bootable CD for GNU/Linux that is available as a GNU/Linux distribution
from knoppix.net.

Furthermore, the computing device 100 may include a network interface 118 to
interface to a Local Area Network (LAN), Wide Area Network (WAN) or the Internet
through a variety of connections including, but not limited to, standard telephone lines, LAN
or WAN links (e.g., 802.11, T1, T3, 56kb, X.25), broadband connections (e.g., ISDN, Frame
Relay, ATM), wireless connections, or some combination of any or all of the above. The
network interface 118 may comprise a built-in network adapter, network interface card,
PCMCIA network card, card bus network adapter, wireless network adapter, USB network
adapter, modem or any other device suitable for interfacing the computing device 100 to any
type of network capable of communication and performing the operations described herein.
A wide variety of I/O devices 130a-130n may be present in the computing device 100. Input
devices include keyboards, mice, trackpads, trackballs, microphones, and drawing tablets.
Output devices include video displays, speakers, inkjet printers, laser printers, and dye-

sublimation printers. The I/O devices 130 may be controlled by an I/O controller 123 as
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shown in FIG. 1D. The I/O controller may control one or more 1/O devices such as a
keyboard 126 and a pointing device 127, e.g., a mouse or optical pen. Furthermore, an I/0
device may also provide storage 128 and/or an installation medium 116 for the computing
device 100. In still other embodiments, the computing device 100 may provide USB
connections to receive handheld USB storage devices such as the USB Flash Drive line of
devices manufactured by Twintech Industry, Inc. of Los Alamitos, California.

In some embodiments, the computing device 100 may comprise or be connected to
multiple display devices 124a-124n, which each may be of the same or different type and/or
form. As such, any of the I/O devices 130a-130n and/or the 1/O controller 123 may comprise
any type and/or form of suitable hardware, software, or combination of hardware and
software to support, enable or provide for the connection and use of multiple display devices
124a-124n by the computing device 100. For example, the computing device 100 may
include any type and/or form of video adapter, video card, driver, and/or library to interface,
communicate, connect or otherwise use the display devices 124a-124n. In one embodiment, a
video adapter may comprise multiple connectors to interface to multiple display devices
124a-124n. In other embodiments, the computing device 100 may include multiple video
adapters, with each video adapter connected to one or more of the display devices 124a-124n.
In some embodiments, any portion of the operating system of the computing device 100 may
be configured for using multiple displays 124a-124n. In other embodiments, one or more of
the display devices 124a-124n may be provided by one or more other computing devices,
such as computing devices 100a and 100b connected to the computing device 100, for
example, via a network. These embodiments may include any type of software designed and
constructed to use another computer’s display device as a second display device 124a for the
computing device 100. One ordinarily skilled in the art will recognize and appreciate the
various ways and embodiments that a computing device 100 may be configured to have
multiple display devices 124a-124n.

In further embodiments, an I/O device 130 may be a bridge 170 between the system
bus 150 and an external communication bus, such as a USB bus, an Apple Desktop Bus, an
RS-232 serial connection, a SCSI bus, a FireWire bus, a FireWire 800 bus, an Ethernet bus,
an AppleTalk bus, a Gigabit Ethernet bus, an Asynchronous Transfer Mode bus, a HIPPI bus,
a Super HIPPI bus, a SerialPlus bus, a SCI/LAMP bus, a FibreChannel bus, or a Serial
Attached small computer system interface bus.

A computing device 100 of the sort depicted in FIGs. 1D and 1E typically operate

under the control of operating systems, which control scheduling of tasks and access to
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system resources. The computing device 100 can be running any operating system such as
any of the versions of the Microsoft® Windows operating systems, the different releases of
the Unix and Linux operating systems, any version of the Mac OS@® for Macintosh
computers, any embedded operating system, any real-time operating system, any open source
operating system, any proprietary operating system, any operating systems for mobile
computing devices, or any other operating system capable of running on the computing
device and performing the operations described herein. Typical operating systems include:
WINDOWS 3.x, WINDOWS 95, WINDOWS 98, WINDOWS 2000, WINDOWS NT 3.51,
WINDOWS NT 4.0, WINDOWS CE, and WINDOWS XP, all of which are manufactured by
Microsoft Corporation of Redmond, Washington; MacOS, manufactured by Apple Computer
of Cupertino, California; OS/2, manufactured by International Business Machines of
Armonk, New York; and Linux, a freely-available operating system distributed by Caldera
Corp. of Salt Lake City, Utah, or any type and/or form of a Unix operating system, among
others.

In other embodiments, the computing device 100 may have different processors,
operating systems, and input devices consistent with the device. For example, in one
embodiment the computer 100 is a Treo 180, 270, 1060, 600 or 650 smart phone
manufactured by Palm, Inc. In this embodiment, the Treo smart phone is operated under the
control of the PalmOS operating system and includes a stylus input device as well as a five-
way navigator device. Moreover, the computing device 100 can be any workstation, desktop
computer, laptop or notebook computer, server, handheld computer, mobile telephone, any
other computer, or other form of computing or telecommunications device that is capable of
communication and that has sufficient processor power and memory capacity to perform the
operations described herein.

Referring now to FIG. 2A, another embodiment of a scenario via the BCM 160 for
emergency call forwarding is depicted. As illustrated, the BCM 160 is integrated into,
connected or linked via an interface point in the coverage path of call transfers in the PBX.
In one embodiment, the coverage path of the PBX is configured, modified, defined, designed,
constructed or otherwise adapted to transfer the call to the BCM. In some embodiments, the
coverage path is adapted to transfer the call to an external number of a service, such as the
telephone number of 1-800 service. The service may provide a media gateway to translate or
interface the call from one type of telecommunication network or protocol to another. In
other embodiments, the coverage path is adapted to transfer the call to a BCM appliance or

server, such as the WFC gateway or WFC server as depicted in FIG. 1A.
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As depicted if FIG. 2A, this coverage path integration technique automatically signals
to the PBX to redirect extensions to TDM lines for any user and without any user
intervention. If a corporate user is displaced under a disaster or emergency, a call to the user
will be automatically and transparently redirected from the PBX system to an emergency
contact number queried from a database. In one embodiment, the BCM transfers the call to a
mobile phone number. In another embodiment, the BCM transfers the call to an IP phone,
VoIP phone, such as a soft phone on a computing device 100.

The BCM 160 may deploy any type and form of system or use a service that
determines the most effective or appropriate emergency contact number for contacting a user.
In some embodiments, the service verifies or confirms the current status of an ordered list of
emergency contact info to determine at which number or telecommunication means a user
can be reached. In one embodiment, the services determines the status of the emergency
contact numbers or which one to use for that user at, before, or during the emergency. For
example, upon the coverage path transferring to the BCM, the BCM may then check the
status, via the service or otherwise, of the contact numbers. In one embodiment, the BCM
determines the last emergency contact number used to contact or reach a user. In another
embodiment, the BCM attempt to transfer the call to an emergency contact number provided
by the user and stored in the database. In some embodiments, the BCM tries to transfer the
call to one of a plurality of enumerated contact numbers stored in the database.

In still other embodiments, if the BCM is unable to transfer the call to a contact
number of the user then the BCM may transfer the call back to the coverage path of the PBX.
In some embodiments, the PBX will continue to the next point in the coverage path. For
example, the PBX may then transfer the call to voice mail. In another embodiment, if the
BCM cannot transfer the call to a contact number of the user, the BCM may terminate or drop
the call. In some embodiments, the BCM may accept the call and provide a voice mail
service for the user. In yet another embodiment, the BCM may transmit or forward the voice
mail message to the user upon obtaining a working contact number or determining a contact
number in which to reach the user.

Referring now to FIG. 2B, another embodiment of a solution via the BCM for call
forwarding with a PSTN network or from a PSTN to SIP is depicted. In this example and in
one embodiment, the BCM is used to bridge PSTN to PSTN calls. Also in this example of
FIG. 2B and in another embodiment, the BCM forwards or transfers the call to a softphone or
IP phone and acts as a PSTN to SIP gateway. In some embodiments, the BCM appliance

transfers or translates the call to the softphone via a VPN appliance. As shown in FIG. 2B
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and as described below in more detail, the BCM system may be deployed in the form of an
appliance.

Referring now to FIG. 2C, an embodiment of the details of a call forwarding scenario
via the BCM is depicted. At step 1, a caller initiates a phone call via the PSTN to a PBX
extension, for example, extension 2034 as shown in FIG. 2C. The PBX extension, at step 2,
rings without an answer. And at step 3, the PBX via the coverage path integration technique
described above, transfers the call to a VoIP gateway (media gateway 184). At step 4, the
VoIP gateway transmits a SIP transaction, e.g., SIP invite — call route request, to a SIP
redirect proxy. The SIP redirect proxy requests a number forwarding lookup from the BCM,
and responds with a SIP 302 moved command with the forwarding number, at step 6, to the
VoIP gateway. At step 7, the VoIP gateway transfers, routes, or translates the call from SIP
to the PBX to make an outbound call at step 8 to the user’s forwarding number. If the user
does not answer, at step 9, the coverage path of the PBX may have the call transfer to a voice
mail server.

FIG. 2D depicts another embodiment of the BCM to provide call forwarding to a
VolIP, IP or softphone using VoIP termination. In this embodiment, the VoIP gateway, at
step 6, receives a SIP 302 moved command to redirect the response to SIP
telecommunication destination, e.g., john@citrix.com. In response, at step 7 and in one
embodiment, the VoIP gateway establishes via a network, such as the Internet, an IP based
telecommunication session to a softphone, IP phone or VoIP phone associated with the
destination. In another embodiment, at step, the VoIP gateway established a connection to a
telephone via a second VoIP gateway providing a media gateway or interface via PSTN to a
plain old telephone or cellular phone of the user.

FIG. 2E depicts an embodiment of the BCM using a click 2 call implementation to
initiate the telecommunication session. A BCM Client intercepts the number to call (number
clicked), and pairs this with the users preferred call back device (e.g., cell or local extension)
and sends the two numbers to BCM. BCM places both calls though the PBX and bridges the
call once they are both connected.

FIG. 2F depicts another embodiment for outbound calling that is similar to click-to-
call in an emergency location. In this embodiment, a BCM client on computing device 100
initiates an outbound call request to the BCM appliance. The BCM appliance first dials user
at the emergency location and the BCM appliance bridges the call to the outbound number

with the user’s phone.
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FIG. 3 depicts another embodiment of the BCM as a appliance based deployment. In
one embodiment, the functionality described herein, such as any of the VoIP infrastructure
logic, functions or operations described above may be deployed in a single appliance. As
illustrated in the appliance of FIG. 3, the BCM appliance may include one or more modules,
programs, applications, logic, operations or executable instructions in software and/or
hardware to provide one or more of the following: 1) Business Continuity and Workforce
displacement management (BCM), 2) PBX integration and SIP proxy, 3) a database, 4)
instant messaging and presence, 5) Network Interfaces, and 6) ISDN interfaces.

The BCM logic and management includes operations, logic, and functions to provide
any type and form of a 1) web portal, 2) work flow engine, 3) database connectivity, 4)
LDAP connectivity and 5) server configuration. The PBX integration and SIP Proxy includes
operations, logic and functions to provide translation, a gateway or otherwise an interface
between PSTN and SIP or H.323 to SIP. In some embodiments, the PBX integration can
federate with the communication server, such as with a Live Communications Server (LCS).
The Instant Messaging and Presence module includes supports for TCP and SSL or TLS, and
any type and form of SIP based phone, such as a generic SIP phone. The Network Interfaces
of the BCM appliance include support for any type and form of communications for or
related to SIP and H.323 trunks, as well as general network connectivity, including TCP/IP
based networking communications. The ISDN interfaces support PRI/BRI ISDN interfaces
and in one embodiment, may be used when a SIP or H.423 trunk is not available.

As illustrated in FIG. 3, the BCM appliance may support, integrate, interface,
communicate or otherwise work with any type and form of PBX system, including but not
limited to any model and type of PBX system manufactured or provided by Avaya, Cisco,
Nortel, MyTel or Semmins. In one embodiment, the PBX system includes voice mail.

Although the appliance is depicted in FIG. 3 with a Linux based operating system, the
BCM appliance or BCM server or any other component of the solution may be deployed on
any type and form of operating system supported by a computing or telecommunications
device 100.

On the client-side of the embodiment of the BCM solution depicted in FIG. 2, a
computing device may include one or more client agents, or other software to provide one or
more of the following functions or applications: 1) click to call, 2) a SIP phone or IP based
phone, VoIP phone, 3) Instant messaging and presence, 4) BCM logic, and 5) VPN logic. In
some embodiments, any one or more, or all, of these functions or applications may be

provided or delivered via a USB device or stick. In other embodiments, any one or more, or
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all, of these functions or applications may be provided or delivered via download from a web-
site, such as a BCM portal, or from a BCM appliance or WFC gateway. In another
embodiment, an appliance, such as the BCM appliance or WFC gateway may automatically
deliver the client-side applications or agent, and the computing device may automatically
install and/or execute the applications.

The BCM logic on the client includes logic, functions, or operations to perform
account validation with a BCM appliance or BCM server, such a user authentication and
authorization. It may also include any executable instructions to communicate with the BCM
appliance to receive and/or transmit data and information related to business and workforce
continuity functionality described herein. The VPN logic includes logic, functions or
operations to establish a virtual private network (VPN) connection with a private network,
such as a corporate or enterprise network. As illustrated in FIG. 2, a computing device 100
may establish a VPN connection via a VPN appliance to the BCM appliance on a private
network which interfaces with a PBX system.

The client may include one or more client agents to provide 1) end point detection and
authorization, 2) LAN and application delivery acceleration, 4) WAN acceleration, 5) remote
display or server based computing processing, 6) VPN and secure access gateway
functionality, or 7) application delivery. The client agent may include any of the client
agents manufactured by Citrix Systems, Inc. including but not limited to, any of the client
agents for the Access Gateway appliance, NETscaler appliance, Citrix Application Firewall,
or WANscaler appliance. The client agent may also include an ICA client that supports the
Independent Computing Architecture (ICA) protocol of Citrix Systems, Inc. and as used with
the Citrix Presentation Server product embodiments. In another embodiment, the client
agent may include any type and form of agent for supporting or providing streaming of one or
more applications.

In another embodiment, the BCM solution described herein can be deployed as a
Software-as-a-Service (SaaS) model. Any portion of the functionality, operations or logics of
the BCM described herein can be provided via a hosted application model that is accessed by
one or more users via a web-page or portal. In some embodiments, the software stack of the
relational database management system, operating system and application are designed for
multi-tenancy — hosting multiple customers simultaneously. The SaaS delivery model of the
BCM solution described herein may provide business process configurability, such as
notification, scenarios, work flows, etc. The hosted BCM solution may also provide for user

generated content, such as surveys, messages boards, and status. Additionally, via the hosted

-19-
4136052v1



10

15

20

25

30

CTX-293PR

solution, uses may update and configure resource maps dynamically to identify types and
locations of resources to use in an emergency scenario. In some embodiments, the SaaS
delivery model of the BCM solution minimized end user customization while providing
Voice and remote computer access, such as via GotToMyPC of Citrix Online.

Referring now to FIG. 4A, an embodiment representing the BCM client-side content
or delivery of content via a USB device or stick is depicted. In an emergency scenario, the
USB device comprises one or more applications, programs or executable instructions to
provide the user a convenient, seamless or automatic mechanism to establish a connection,
communications and interface with the BCM server or appliance, and the functionality
provided thereby. A user may connect the USB device to any computing device and gain
access to the functionality of the content of the USB device as well as access to the web-
portal of the BCM solution. In brief overview, the USB device may provide the following
functionality: 1) remote desktop, 2) message board, 3) secure instant messaging, 4) soft
phone, 5) announcement board, 6) forced contact information entry, 7) roll call report, 8)
secure storage and a 9) WFC client. The WFC client may be sued for connecting,
communicating or interacting with the WFC gateway, WFC server or any portion of the
BCM solution as described herein.

Referring now to FIG. 4B, an embodiment of a method for setting up and
provisioning a BCM USB device is depicted. An administrator may create one or more users
via an LDAP directory service, import the users and create one or more groups. The users
may be grouped logically by functional area, department, geography, emergency response
team, etc. A BCM USB stick is provided to the users, and an email is sent to each of the
users providing information and instructions with regards to provisioning. The user receives
the USB stick and email. The email may include a link or URL for installation of applications
related to the USB stick or for otherwise provisioning or readying the USB stick for use with
the BCM system. The instructions may inform the user to insert the stick into the computing
device and click the install link/URL. Upon clicking the installation URL, installation of an
online remote desktop control and collaboration agent, such as GoToMyPC from Citrix
Online is initiated. The GoToMyPC online system receives a request with user and WFC
server generated credential and code, and in response, creates a user in the GoToMyPC
system. Any user passwords, codes and credentials for GoToMyPC may be stored in a
database and associated with the user. A WFC client is downloaded and installed on the USB
stick. In one embodiment, the WFC client is downloaded or provided by the WFC gateway

or WFC server. The installation processes installs a shortcut to GoToMyPC onto the stick.
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Upon completion of the installation, the BCM USB stick has been setup for the user to use
with the BCM server or appliance in case of emergency.

FIG. 4C depicts an embodiment of a scenario of a user deploying the BCM USB
device provisioned in accordance with FIG. 4B. At step 1, the user plugs in the USB stick
and a step 2, the user authenticates with the BCM servers or the BCS (Business Continuity
Service as it may be referred to in the case of an SaaS model), for example via LDAP. At
step 3, in some embodiments, the user launches GoToMyPC. In one embodiment, the user is
not required to provide any password or access code. In another embodiment, the client
computing device prompts the user for an access code. At step 4, the BCM/BCS finds the
GoToMyPC credentials for the user which may be stored in the database. At step 5, the
BCM/BCS authenticates the user with GoToMyPC. At step 6, a connection between the
client and user’s host computer is established.

Although the above description of provisioning and using the BCM USB stick is
generally described in conjunction with GoToMyPC, the USB stick and BCM server or
services may be designed and constructed to use any type and form of remote desktop control
application, program or service, or any type and form of online collaboration tool.

Referring now to FIGs. SA-SN, embodiments of a web based user interface or portal
provided by the BCM (WFC) server or via the BCM solution deployed as a SaaS model are
depicted. The BCM provides a single point of contact for the setup, registration, and access
of business and workforce continuity services, such as in the case of a disaster or emergency.
The BCM solution generally follows a three-step paradigm, methodology or scenarios of 1)
prepare, 2) emergency, and 3) work. Under a preparation scenario, the BCM solution
provides user interfaces and functionality to plan emergency scenarios, perform emergency
drills or test, and to provision USB keys or devices. The preparation user interfaces and
functionality described herein allow an emergency response team to prepare and configure
emergency scenarios and configure the system for execution or deployment under a real
emergency or disruptive event. When an emergency or disruptive event occurs, the BCM
system provides user interfaces and functionality to deliver alerts and notifications to the user
community, management and emergency response team as well as providing a roll and
employee directory mechanism to account for, and obtain status and other information from
geographically displaced team members. The emergency functionality of the BCM system
allows for seamless ad-hoc collaboration among a displaced workforce. As displaced team
member come online via the BCM solution, the next phase is the work phase. The BCM

solution with client-side access provided via a USB stick allows displaced workers to obtain
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access to applications and data via any remote computing device. A displaced worker may
be able to obtain access to his or hers corporate computer via GoToMyPC or to a remote
desktop computing environment via Citrix Presentation Server. Additionally, a displaced
work can communicate via softphone, instant messaging. SMS and the like via the Voice
infrastructure of the BCM solution to facilitate work and emergency related activities.

The components of the BCM continuity system or service comprises: 1) keys, 2)
servers and 3) services. The BCM solution provides users access and communication tools
and capabilities via a provisioned USB device, stick or key. The server component of the
BCM solution provides alerts and notification services, communication services, such as
those provided by Live Communication Server, and secure access services such as via a VPN
or SSL VPN gateway. The BCM solution also integrates with and provides access to remote
desktop control and access services, such as GoToMyPC, as well as SMS and VoIP delivery
of communications.

With the web-portal and user interfaces depicted in FIGs. SA-5N, the BCM solutions
provides scenario planning tools for Emergency Response Team personnel, as well as run-
time collaboration and communication tools. The BCM servers and appliances provide an
emergency communication and tracking solution for organizations. The BCM USB stick
provides a simple and secure “work from anywhere” type solution for employees, such as
employees displaced by an emergency or disruptive event.

Referring now to FIG. 5A, the BCM user interface or web portal is designed and
constructed generally with three types of personas: 1) emergency response team (ERT), 2)
employees and 3) managers. The ERT prepare and configure scenarios, groups and zones as
will be illustrated in further detail below. The employees receive and response to alert
notifications, and use a client-side sidebar and/or emergency workplace portion of the portal
to work during the Emergency situation. Managers use the portal and user interfaces
described herein to access history and reports, such as a roll call, in managing the workforce
during an emergency or disruptive situation. Although generally described from the
perspective of these three personas, the BCM user interfaces or web portals may be designed
and constructed for other types of users.

FIG. 5B depicts an embodiment of a user flow architecture in accessing or using the
functionality provided by the BCM user interface or web portal. During the prepare phase,
the ERT prepare zones, groups, surveys and notifications, and create, test and approve

emergency scenarios. The employee may receive email with explanation on how to provision
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the USB device kit he or she received. Managers approve prepared or configured emergency
scenarios.

During the emergency portion of the user flow, the ERT activate an emergency, send
emergency alert notifications, and update status, issue announcements and surveys.
Employees receive emergency alert notifications, respond and update contact information,
and plug in USB device. A manager may use the remote workplace portion of the portal or
BCM web-site to post messages, read status updates and answer surveys. Also, the manager
may review, update or otherwise manage the roll call portion of the web-site.

During the work portion of the user flow, employees use the sidebar deployed via the
plugged in USB device to collaborate with other employees via the BCM system. In some
embodiments, the employee launches GoToMyPC to use work computer remotely. The
manager reviews and works with reports and history information provided by the BCM
solution.

FIG. 5C depicts an embodiment of user interfaces for an ERT team member to create
emergency scenarios. Via these user interfaces, ERT personnel created groups, zones,
surveys, notifications, and scenarios.

FIG. 5D depicts an embodiment of user interfaces for a manager to approve a
prepared scenario. In some embodiments, a scenario may be configured to require a
predetermined or minimum number of signatures (e.g., electronic approval) before the
scenario is approved.

FIG. 5E depicts an embodiment of a BCM USB device kit provided to employees or
users who will access the BCM services under an emergency or disruptive solution. The kit
may comprise any type and form of case designed and constructed to hold the desired
contents thereof. In some embodiments, the kit includes a USB drive or stick having content
as described in conjunction with FIGs. 4A-4C, any type and form of headset for
telecommunications, and an instructional pamphlet. In some embodiments, employees would
maintain the USB kit in a manner appropriate to have access during a workplace disruption or
emergency situation.

FIG. 5F depicts an embodiment of a user interface for an ERT to test a configured
emergency scenario. In some embodiment, testing the emergency scenario is similar to a real
emergency except for a smaller group of people. An ERT selects a scenario from a list of one
or more configured scenarios, activates the test scenario and selected one or more recipients

to participate in the test.
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FIG. 5G depicts embodiments of user interfaces for an ERT to activate an emergency.
As shown in FIG. 5G, a ERT selects a scenario from a list of one or more scenarios, and
activate s the emergency scenario. In some embodiments, approval requests are issued if the
activation of the scenario required approval. For example, approval requests may be In one
embodiment, the emergency scenario does not complete activation until a minimum set of
approvals are obtained. In others embodiments, approval requests are issued but are optional
to activate the emergency. Upon activation or completion thereof, USB devices, sidebar and
workplace functionality are activated.

FIG. 5H depicts embodiments of user interfaces for providing employee emergency
notification. The alert is activate and notifications are sent. Employees receive voice and
SMS notifications, reply and update contact information. If available, the employees plug in
their USB devices.

FIG. 5I depicts an embodiment of a client-side sidebar which provides an emergency
communication center that works in conjunction with and communicates to the BCM system.
In some embodiments, the sidebar application is provided on or via the USB device. In other
embodiments, the employee or user downloads the sidebar application from the BCM web-
site or the WFC gateway or server to the user’s computing device. The employee
communications center provided by the sidebar application or agent displays status
information, roll call, instant messaging and directory information. The employee
communication centers provide links or access to Citrix Presentation server, remote control
of a desktop of the user and access to the workplace functional area and user interface of the
BCM portion as described herein.

FIG. 5] depicts an embodiment of user interface for providing a roll call management
and information screen for the manager role in the BCM system. The manager can get the
latest roll call information and escalate a status of an employee or communicate or try to
communicate with employees. The manager can create, modify or update a status of
information in the roll call.

FIG. 5K depicts an embodiment of the emergency workplace portion of the BCM web
portal. In one embodiment, a user can access the emergency workplace from the sidebar or
employee communications center. In the employee emergency workplace user interface, an
employee reviews the current status of the emergency or disruptive information (for example,
as it is updated by ERT personnel). The employee reviews announcements and participate
(post and reply) in message boards. The user interface also displays information for the

employee regarding the employee roll call, with links to surveys, resources and news. The
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employee can take surveys to provide information and status to the BCM system for updating
reports and for tracking people and resources.

FIG. 5L depicts an embodiment of a user interface for user to collaborate with regards
to resources. In the employee emergency workplace of the web-portal, the user answers
surveys and reviews replies to surveys. In one embodiment, the resources area of the
workplace provides a graphical display of a map that identifies locations and types of
resources. In some embodiments, the map is an interface and a user may add, edit or
place/relocate resources on the map. In other embodiments, the map identifies geographical
impacts and other status information related to the emergency or disruptive event.

FIG. 5M is an embodiment of a user interfaces for users to communicate with peers.
Via the emergency communication center, users can search the corporate directory for
contact information, including updated or emergency contact information. Via the BCM
system and the emergency communication centers, inbound calls are re-directed from the
office extension (e.g., PBX extension) to a new number, such as a softphone on the user’s
computing device or included in the sidebar. In some embodiments, inbound calls are
redirected to the user of the communication center via any of the redirection embodiments
discussed above in conjunction with FIGS. 2A-2F. Via the emergency communication
center, the user can place outbound calls. In some embodiments, the outbound calls may be
forwarded, transferred or redirected via any of the embodiments discussed above in
conjunction with FIGS. 2A-2F. In yet another embodiment, the emergency communication
centers enables user to chat or instant message their peers.

FIG. 5N depicts an embodiment of a user interface to access the user’s application
and data. In some embodiments, the user launches a user interface from the emergency
communications center to access applications and data via an application delivery system,
such as Citrix Presentation server. For example, the user clicks the my programs user
interface element as depicted in FIG. 5N. In other embodiments, the user launches a user
interface to access a remote desktop, such as a corporate or office computer, via GoToMyPC
services. For example, the user clicks the GoToMyPC user interface element as depicted in
FIG. 5N.

FIGs. 6A-6C depict embodiments of a plurality of user interfaces for the sidebar or
WEC client. The sidebar user interfaces of the emergency communication center may display
one or more of the following: 1) one emergency active, 2) multiple emergencies active, 3)

emergency over, 4) no active emergency, 5) search results, 6) the logged in user’s status and
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info and contact information 7) peer information, 8) chat session, 9) chat archive, 10)
softphone calling, 11) softphone call in progress status, and 12) call history.

FIGs. 7A-7C depicts embodiments of a plurality of user interfaces for startup screens
when a user deploys and uses the BCM USB stick to access BCM servers or services, such as
in the case of an emergency or disruptive event. The startup user screens may display one or
more of the following types of screens: 1) no internet connection, 2) a login and password
screen, 3) error logging in message, 4) welcome, no emergencies in progress, 5) welcome,
active emergencies in progress, updating software, 6) welcome, no emergency in progress,
update in progress, 7) welcome, active emergencies in progress, update contact information,
8) welcome, active emergencies in progress, update complete, 9) welcome, one or more
emergencies in progress, and 10) welcome, emergency over.

Appendix A describes an embodiment of business and workforce continuity
preparation related functionality and user interfaces of a portal web-site or system.

Appendix B describes an embodiment of business and workforce continuity
emergency related functionality and user interfaces of a portal web-site or system.

Appendix C describes an embodiment of business and workforce continuity work
related functionality and user interfaces of a portal web-site or system.

Appendix D describes an embodiment of a web service for the BCM USB device.

Appendix E describes an embodiment of an implementation and design of software
for the BCM USB device.

In view of the structure, function and operations of the systems and methods
described herein, the BCM solution provides the following end-to-end solution in the case of
workforce displacement, an emergency or disruptive event: 1) application access in any form
from any computer, 2) emergency communication and alerts via any communication
medium, such as Short Message Service (SMS), email, voice, and 3) employee collaborations
tailored to the disruption event.

Many alterations and modifications may be made by those having ordinary skill in the
art without departing from the spirit and scope of the invention. Therefore, it must be
expressly understood that the illustrated embodiments have been shown only for the purposes

of example and should not be taken as limiting the invention.
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Abstract

SYSTEMS AND METHODS FOR PROVIDING A BUSINESS CONTINUITY
SERVICE

The solution enables emergency communications to employees with corporate
policies and instructions, allows employees in various groups to communicate with each
other via voice and chat messaging , and connects employees to their applications, their data
and their desktops — all from any anonymous computer — without compromising corporate
security policies. The product also provides employees and management visibility into the
workforce disruption crisis and allows management to access the situation and make and
communicate decisions to the workforce. The systems and methods described herein provide
ad-hoc and simple to deploy solution that manages and covers the three aspects needed for a
workforce continuity solution — namely 1) application access in any form from any computer,
2) emergency communication and alerts via any communication medium, such as Short
Message Service (SMS), email, voice, and 3) employee collaborations tailored to the

disruption event.
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3. Global Settings

(a) Global Navigation

e NEXT -validates that all required fields have been filled out (grayed if not all filled, ungrayed if filled)
and saves to bean. Grayed out for last page.

e BACK —grayed out at first page, saves to bean.

e SAVE/FINISH/ACTIVATE/TEST - validates that all required fields have been filled out (grayed if
not all filled, ungrayed if filled) and saves to bean which saves to db.

e CANCEL — undoes all changes (up to last save point) made to existing record, delete record if new
record. Then exits to list view of workflow.

e CLEAR -undoes changes made to page.

e Ifclick a tab to exit, warn that data will be lost.

(b) Global Image Names

e  Make sure, comma in Yes, Delete and No, Cancel.

(c) Global Style Sheet

(d) Global Search

The Search Results page should provide a list of results, ranked by closeness of match.
Results should indicate whether the file is a scenario, zone, resource, or employee. Search
results page should list results 1-10 and provide click through navigation to more results.
Each Result list should include a title and a one line description or contact info for an
employee.
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4.  Groups

(a) View Groups — #GR0010

Groups
The table belasy stz groups currently available. Groups are assigned to zones, which are us2d in scenarics to define
what users receive Alerts and Remicte Workferce activation in an emergensy situstion.

Chick a Group namme 1o view detaily and assoriated users.se the New Group Button to add customized gpaups to the list.

ALL Acteniri
ALLERT AIFERT imsiibidy By S Cmipang ) e 1 H B
S ALL Managers Adb bAanaery in the Company AT 420
A UEmplopies A EMPISWEE I tha saniansy o SN
Attanta Admir SlEAcministraors inthe Stlama effice 21
Attants ERTAH A ERT rovornbsry b skt oifics 16
Atlanta ERT Members AP ERT Sdarmdmets bn the Attanta office 41
Attants AR S PRyt M SRR QTR 450
\) Atlarita Managers Al Emplovaas in the Atlanta office AR50 5
SAtsntabroplaviees SIERHYNTEASE T Tes Buston e 3
(3 Boston Adrmin AJLERT rroembats [0 the Basbon 2fioe 7
HratonERT: A RANIGER I The Brsten aificd £
L.+ Boston Managers Sl Emiplosess inthe Botton office 10
{ Bostan e AdbSaminfuiton in s Dervsiroma 15
Cerwer .&-:In'm; AlFERT membiers in the Denver office (33
Description
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Groups are a way of managing users. Here is where you can view groups that have been created and get
to them to edit, view, and delete them.

View
Sort by Group Name, Last Modified, and Members. Default sorting is set to Group Name. Edit and
Delete button will be grayed out if someone else is editing group. Pressing the delete button will bring
up a confirmation.
Navigation
e EDIT goes to (c)
e VIEW goes to 4(b)
e DELETE goes to 4(b)
e NEW Group goes to 4(c)

Client Side Validation

APIs
Object w/ all Groups Information
- methods(add)(delete)(update)(get)
Object w/ Group Information
- methods(get)

Server Side Validation

(b) Group Detail View - #ZN0020, Group Zone - #ZN0040

View Group Datails: #GR0026

S o4 step fonwy of the New Group groves.

A e R L TR X Edit Sroup: $GROD30

&‘\\\\\\\\\ \\\\Q\\\\i \\i\\\\ Editing o group is gimastidenticdt i the Create New Grasg process
. The same screens appear with ali fiids pre-filisd.

Cielete Greup: 3GRA0AG
We rray want to include some :tes such as Grougs can NOT be
deiated aiter thay howe bean included iy Zonas.

NS N
SN

AR

Arz you sure yoss want tu delete the Graup named:
Atlanta SouthERT?

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the group, and gives the option to go directly into edit or to delete the record. Delete,
brings up a confirmation asking if you are sure you would like to delete the group.

View

Navigation
e EDIT goes to (c)(c)
DELETE goes to 4(b)
YES, DELETE delete, then goes to 4(b)(a)
NO, CANCEL goes to (a)

Client Side Validation

APIs
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Object w/ Group Information
- methods(get)(delete)

Server Side Validation

(c) Name Group — #GR0050

Hew Group Step 1: $GRODS0

CTX-293PR

New Group

SF: Mame Greup

N

Follow the thies simple steps below to creata a hew Group.

Gt Mavme

| Atanta EKT Members |

faronp T¥ee (thase sattings contra what griviledes are asailakde for this grau:
[ Achairistrstars

ERT dambars

O Mariagers

O Erpdoveas

Group ez ption:

Atanta ERT Membiers from compotats diractmy plus alt Attanta HR
Cirortors arvd Managpzrs

RSN

RN
13131'&% P i

Description

When creating a new group, step one is to define the group name, type, and description.

View

Group type, sort by importance. Pressing the cancel button will bring up a confirmation.

Navigation
e NEXT goes to (c)

e SAVE saves data4(b)

4136052v1
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e CANCEL goes to (a)

Client Side Validation
If user leaves any data not filled out and clicks next give error message.

APIs
Object w/ Groups Information
- methods(delete)(update)(get)
Group type is object to pull from db. (get)

Server Side Validation
If group name is already used, display same screen with error message.

(d) Members - #GR0070

Maw Group Step 2: #GRDNDE0

@“\\\QQ\Q\§§§\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\§

Ackd wsers to this group fram the Corperate Disectory
Chicking a araaipname stk display msmbsrs ih a s parae sindon: Sedsctt
[NIIHIN
Aelants ERT
hihividhuts
kebin e
[ ) AL ERT e AHERT Embes i the by St
| [T Lt rsanagers 23 B ghanagars in tha compars Revinivoan
|:| ALE Eraiioisss i3ty AP ErRiE G T TR COMRERY
| [ Atlanta admin 13; Al Adnvinistratars in the Atlanta office
AtisprSERTN SHERT rrosredas it Attty aifics
| |:| Atlanta Managas (33 A Manags in the Atbanta oifice :
|:| Ffanta Ernplatess igas A Emplareesim e stlanty office
| D Rostant Adirifs (6) & Scministrabos in the Bastun office E
J gston Eraphaiees () MEERTmsmbsis nthe Buston affiie - e
N N T
Need screenshot for Search
Description

Step three is when you define the users that will be in the group. You can choose either a full group
from your corporate AD, or select individual users for to put in the group.

Search is based first name and last name of user. Displays name, type. Groups displayed here are our
groups which are currently being used.

View
Default sort is alphabetical. Cancel will bring up a confirmation.
Navigation
e BACK goesto(c)
e NEXT goes to (e)
e  SAVE saves datad(b)
e CANCEL goes to (a)

Client Side Validation
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Error message if user clicks next with no groups or users added.

APIs

Object w/ Groups Information

- methods(delete)(update)(get)

Object w/ all group information

- methods(get)(search)

Object w/ all user information (corporate AD)

- methods(get)(search)

Server Side Validation

(e) Review and Save - #GR0080

e Group Step 3 §GROGTE

X P RN L AN R

Review & Save

Description

Review your Group datails below,

CTX-293PR

AR ‘n‘iziziz§

Step 3 is when you review your group information and, if correct, save it as an active group.

View

Pressing the save button will bring up a confirmation. Cancel will bring up a confirmation.

Navigation
e BACK goesto (c) (d)
e SAVE goes to (a)
e CANCEL goes to 4(b)

Client Side Validation
APIs
Object w/ Group Information

- methods(delete)(update)(get)

Server Side Validation

4136052v1
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5. Zones

(a) View Zones - #ZN0010

Zones
The table beteny lists zonss curremtly available,
Lorigs are used i scenarios to define what users receive Alerts and Bemote Workforce sctivation in an emergency situation.

Chick & Zone name to view details and associated user groups.

L
N N

:H G Stlanta offices.
Sonihigate Teas and Rt nfiices

BGERY ard Crightar officss. Atfanta ForthEET, Sdinin, Aanadel & Employess
st Sffics;

SRBEaS e
Al Darverofflzgs

ALt EXL A RS Emfivies

Chicaga ERT. Admin. Marmger & Enplayees

Dsitvar ERT: Achmi Sansger § Bripdoysss
Cienver East EPT Admin & Emplayeds

y {Qerver East Ealdvin, Bradipy and Flairs offices.

Denves Yountaing kauiderar Foathilleftices. Dot Madntalns ERTASmEn.ASSnagar B Emplciess

<J Los Angreles All S 2LA dhices. 14 ERT. Achimin. Manager & Empboyess
3 k‘{;ﬁ;‘?*hs Suita SentaMsnicanihy Ssnita Manica ERT Adaio: Manaaer & Emplvoses
(\ i Mervphis Memphis Tehnessee NOC Stamipdtis ERT Adnii, Manager & Bruployvess
VSacRE RSt SAramTANS CHSEAPer SHpRT Gl SOt ERT AIMIL ASERT G EmEdRgacs
Santa ba Dataanter Sant Fe EXT, Adivin, ASabager & Employes:
San NSt Eanate it SaryHinescw ERT Addin Mandasr SEmplayess

Coatthe i Eanager & Empslove
Seattle EaMRORES officas, Seattts ERT. Aclimini; Managst & Emplavoas

Description
Zones are a collection of groups that define a certain geographic area. These are used when you

activate your scenarios and control who is alerted to, and allowed to view your active scenario. On this
screen you are showed a list of all zones that have been created and allows you to select them to view,

edit, or delete them, and allows you to go on and create new zone.

View
Sort by Zone Name. Default Sorting is Zone Name, alphabetical, ASC. Pressing the delete button will
bring up a confirmation
Navigation
e EDIT goes to (¢)

e VIEW goes to (b)
e DELETE goes to (b)
e NEW ZONE goes to (c)
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Client Side Validation

APIs
Object w/ all Zones Information
- methods(add)(delete)(update)(get)
Object w/ Zones Information
- methods(get)

Server Side Validation
Zone Object Level locking in data base.

(b) Zone Detail View - #2N0020, Delete Zone - #ZN0040
Yiew Zene Details: SZN0020

\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\Q ;:;‘:;ni?;fvféz ?r?ﬂftir feaiea! 1o she Create New Zuie pRCSE,

The same freens GPRey it ft o Foidh pae iiled

Dalete Zone: #ZN00I0
e mey want to fnclisde some axes such as Zamy con fOT e
deleiedafer they huse been induded i Scenarios.

RN AT

SRR

. Argau sure you warit 1o detote the Zone riamed:
Atlarta South?

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the group, and gives the option to go directly into edit or to delete the record. Delete,
brings up a confirmation asking if you are sure you would like to delete the group.

View

Navigation
e EDIT goesto (c)4(c)
DELETE goes to (b)
YES, DELETE delete, then goes to 4(b)(a)
NO, CANCEL goes to (a)

Client Side Validation
APIs
Object w/ Zones Information

- methods(get)(delete)

Server Side Validation
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5 (¢ Name Zone - #ZN0050

New Zone
Foltowy the fowr simple steps below to create a new Zone,

D Zaaw Name:

Mams Lo

l Atlanta
i Zeow Description
D | AN Atanta sifices including Headquanters dewntawn snd brsnch offizes in

Bellayoz ane Sprirugfiels.

RRETIAS
RAVR:

Description
Step 1 in creating a new zone requires that you give the zone a name and a description. This is used to

identify the zone and make it easy when selecting it.

10

View

Navigation
e NEXT goes to 4(c)

15 e SAVE saves data.
e CANCEL goes to (a)
Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next.
20

APIs
Object w/ Zone Information

- methods(add)(update)(get)(delete)

25 Server Side Validation
Validate Zone Name is Unique.

30

35
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New Zane Step 2: #IN0O60
dm
Rl

« Adg Groups and ndividuals to this Tonw

Al Adreindstratars in tha company

Al Maasgessin the Atlanta oi¥iva
S Eisdavesiie

M Adenistrate

Mol
Bagtarn afice

SEENT e R N e pice

Hniettent

Broges:

Atleg ERY
Aoy Maai
Atlaree Sanaae
AtintsSmaloeds

NN

Description
Step 2 is when you select which groups will be a part of your zone.

View
Sorts by Group Names, alphabetical, ASC. Error message is caused if no groups are selected and user
clicks Next. Cancel will give user a confirmation.
Navigation
e BACK goes to 4(c)
e NEXT goes to (e)
e SAVE saves data.
e CANCEL goes to (a)
o

SEARCH searches through corporate AD for groups to add

Client Side Validation
Give Error if user clicks next without selecting at least 1 group.

APIs
Object w/ zone information
- methods(update)(delete)(get)
Object w/ all group information
- methods(get all)
Object w/ all Corporate AD group
- methods(search)

Server Side Validation
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(e) Leaders - #ZN0070

New Zone Step 3: ¥ZNOO70

i\\\i\‘\\‘\\?\\\\ii A

Choose 1-10 teaders for this Zone, Leaders mush be ERT mambars.
Qnty Zome Leaders ton activate and deactivade smernency stuations.

Siduoisd Lowdary

David Lo

& i Contaetiss
Catiahay Thchnical Supgort
Sinign Systrmz Atineia

Cparsiongiiaasse By

e Berlineg
FEIEE AN ge INSNSgRE

Lee Cperations Manage:
Berifs o Manages
Singha Ariaiyst

ChRas GRS ENAger

Davids Aralyst ,?
&

Description
Step 3 defines who the team leaders are for this zone. These are the users who will manage a scenario,
including activation and de-activation.

View
Sort by first name, last name. Default sorting set to last name, ASC, Cancel will give user a
confirmation.
Navigation
e BACK goesto (d)
e NEXT goes to (f)
e SAVE saves data.
e CANCEL goes to (a)
e SEARCH searches through the ERT Group

Client Side Validation
Validate that at least one leader has been selected.

APIs
Object w/ zone information
- methods(update)(get)(delete)
Object w/ all ERT members
- methods(get all)(search)

Server Side Validation
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® Review and Save - #ZN0080

m\w\\z\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\w

L Bevisw your Eony deotails helow,

Rasrissy & Save

Description
Step 4, and the final step of creating a zone is reviewing all the zone data you have entered and then

saving the zone.
View
Save will give user a confirmation. Cancel will give user a confirmation.
Navigation
e BACK goes to 4(c) 4(d)
e SAVE goes to (a)
e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ zone information
- methods(update)(delete)
Server Side Validation
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6. Notifications

(a) Notification Workflow - #NF0010

Notification Werkflows

The table below lists Notification Workflows turrently available. Notification Winrkflows are included in Scznarios to
control how frequendy Emergency Activation and Deactivation Alerts are sent to employees through SMS, email and
thie web portal. Responses to Bmergency Alerts are requived and comtrol the employee Roll Call <tisplay.

B

Irgpenty infinite alerts Infinite Activation and Breactiviation Alerts &
@Ungen Ta st J0 Acrativeisnd Datyas s R*E
‘ ¥ Urgenf; 3 abrrts 3 Betivation Ahd Dagrtivation Alerts 'ﬁﬁ
N mRperERt e sherts i S SeEtar afic Baoactiation Adsits B
3 Iripesttant, 10 aferts 12 Activathsh and Dasctivatizn. Slert: R
mportant. ¥ alerts 3 At ieatinn SN RS vaihtir Arars ::;
b Mapesrtant, 1 akert 1 Activation ard Deactivation Alsrs 3
Sckergte S glanty S BEHvSEn B S TENRton Bt p
. deratz, 3 alerts 3 Activatizn and 1 Deattivatan Akrts <y
E BT (R GRS & 1 Sctaiorared Tieac tivation SIZits s
Y Low. 3 dlerts 3 &ctivation and 1 [eactization Abrts B
s Lo et TAEtEOR ST Do theath Adrts &
Description

Notification Workflows are a way of defining how the initial alerts will be sent out to the users in a
given emergency.

View
Can sort by Notification Name, Importance, and last modified. Default Sorting is by Importance,
DESC. Pressing the delete button will bring up a confirmation.
Navigation
e EDIT goes to (d)
e VIEW goes to (b)
e DELETE goesto (b)
e NEW NOTIFICATION goes to (¢)

Client Side Validation
APIs
Object w/ all Notification Workflow information

- methods(add)(delete)(get all)

Importance is object to pull from db. (get)
Object level locking for Notification.

Server Side Validation

(b) Notification Detail View - #NF0020, Delete Notification - #NF0040

_44 -
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View Natification Werkflow Datails: #NFO020
Same as step 5 of the New Netificatian WarkSow process.

N e

Edit Notification Workflow : ¥NF0030
Efiting @ wirkflow is afmeost identice! ta the Create New Warkflow
process. The same screans appear with oif Salds gre-fifled.

AT

Delete Notiflcation Workflow : #NFEO4G
We magrwant ta induds same niles such as Workfows can NOT be
doleted afverthey have been included in Scenctios. Default

waekfiaws alzo £an 5t be defetad \\\\\\\\\\\\\

RN
L

Are you stive you want to dafew the Notification Warkflowr
named: Urgent; Hourly SM5 Aleris?

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the Notification Workflow, and gives the option to go directly into edit or to delete the
record. Delete, brings up a confirmation asking if you are sure you would like to delete the Notification

10

15

20

25

30

35

Workflow.

View
Navigation
e EDIT goes to (d)4(c)
e DELETE goes to (b)
e YES, DELETE delete, then goes to 4(b)(a)
e NO, CANCEL goes to (a)

Client Side Validation

APIs

Object w/ Notification Information
- methods(get)(delete)

Server Side Validation

4136052v1
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(©) Start and Choose Source - #NF0050

New Notification Workflow
Foltow the 5 simple steps below to create a new Alert Notification Workflow.,

N2 TANIER R :\\\

W Creste 1 new Motification WorkFlow fram scratch

Stark and Chovse

Sourca K:" Uge an existing Notifizatizn Warkftoy

JLITIFCR TN WOREFLOW RAOME: DESCRIPTION

Amportantinfinite ateets
lmpsetant i Gaberts.
Important Yaterts
§mpcrant .

bagin. Chick a Notifization Warldlow narne bebx

CTX-293PR

7

At this point you can choose to create a Notification Workflow from scratch, or, use an existing one as

Can sort by Notification Name, Importance. Default Sorting is by Importance, DESC. When using

Description
a template.
View
existing, default selects record 1.
Navigation
e NEXT goes to (d)4(c)
e SAVE save data
e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ Notification Workflow information
- methods(add)(get all)(clone)
Importance is object to pull from db. (get)
Server Side Validation
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(d) Name Notification Workflow - #NF0060

D Motifcation Workiow Name:

me Nmificaion
Worldflow P Notification WorkHose Desaviptian:
Haurly SM3 Activation Alerts sent;
§ BEmait alerts sent avary twozkoz hours;

P Ve Alerts santevery twe hours,

i lmportance Levelk
& & Urgert
& {7 important

. I\\\Q\\\\\Q\\\\\\\Q\\\\\QQ\\\ W

S e e

CTX-293PR

Description
At this step, you enter in the name, description, and importance level of your Notification Workflow.
View
Navigation
e BACK goesto(c)
e NEXT goes to (e)4(c)
e SAVE save data
e CANCEL goes to (a)
Client Side Validation
Validate that all fields are filled out before moving on.
APIs
Object w/ Notification Workflow information
- methods(update)(get)(delete)
Importance is object to pull from db. (get)
Server Side Validation
Validate that Workflow Name is unique
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(e) Create Activation & Deactivation Workflow - #NF0070

o tha

Creats Activation P EMSSLRRYS VOILE RLERTS BRI RLBETS
Worlkdlow

L SMS Adert Preguency: Voica Alert Fraqueney: et Rlort £y eqquunny:
i i {EweryHour twd tEvery Hour twl {Every Haur iw

D GMS Blavt Druation: Yuoice Alort Dharstion: L Beusi Blert Duration:
P i ThresDays L {Three Cays Pw {Thren Days 1wy

Afert Qurafions:
Alert Freguesciss: 12 hawrs
Every 15 Minutes ¥ doy
Evary Haif Howr 2oy
Evary Howy I davs
Eveey 2 Howrs & days
Evary $Hauss 5 daye
Every § howes T week
Byary 12 Hows 2 weaks
Every 24 Hows infnie

Description
Here you set the frequency and the duration that messages will go out for each delivery

View
Default values based on priority setting.

Navigation
e BACK goesto (d)
e NEXT goes to (H)4(c)
e SAVE save data
e CANCEL goes to (a)

Client Side Validation
APIs
Object w/ Notification Workflow information

- methods(delete)(update)(get)

Object w/ frequency and duration
- methods(get)

Frequency is object to pull from db. (get)
Duration is object to pull from db. (get)

Server Side Validation
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6] Review and Save - #NF0080

L ———

: Reviews your Alert Netification Workflosy details belosy.

d Raviaw & Save

\\“\\\\\\\E\-\\§

2R

Description
This is the final step where you review your information and save it for use.

View.
Navigation

e BACK goesto (e)

e SAVE save data, goes to (a)

e CANCEL goes to (a)
Client Side Validation
APIs

Object w/ Notification Workflow information

- methods(delete)(update)(get)

Server Side Validation
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7. Surveys

(a) View Surveys - #SV0010

Surveys

The table bebow lists Surveys cuvrently svaitable. Surveys can be included in Scenarios and also sent to employees after an
emgrgency situation has started. Surveys are displayed on the Remote Workforce Web Portal,

Ll

& questlon arsd afen responss fisft

\\\.\\\\\\\\\\\\\\\\\\\

B SR

nple Status Shmple status chee
Siersl stk Shmplheatth cRaskingid quetidnand apsn isparse it
Family Status Sintpde fatrily health check, ahe uestion atnd open resronse feld

fitsroet Status SHT SRSt CREE G L USERNY SN DY Faspargs flaly

Equipmant Status Equipment isartay; 19 apen questions
CaRED SRR B estiing

Simple phisne chinck ane destizn
HotReating chock, GHsgiastian
petq fe s
Pemotea

herk dhe question
sesratisfaction quisstlonnatie: Jqusstions:

Evaruation status S quastians

t.gn:,aa;; 2EtE g Diatvage ivvarbary: Lhaisstons

Repruks States Pernote rebcaticn emphoyeas ol zall 199 guastions
ek At Travel PESR A Surves 10 Guaitians:

+Long: Manniriy Ervmrgency deactivation plarinineg, 20 quastions

N

Description
Surveys are used to collect information from users through the portal. On this page, you can see all of
the surveys that have been created. From this page you can edit, view, and delete surveys as well as

create a new survey.

View
Sort by Survey Name, Last Modified. Default sort is by survey name, ASC. Pressing the delete button
will bring up a confirmation.
Navigation
e EDIT goes to (d)

e VIEW goes to (b)
e DELETE goes to (b)
e NEW SURVEY goes to6(c)

Client Side Validation
APIs
Object w/ survey data
- methods(delete)(get all)

Object level locking for surveys.

Server Side Validation

(b) Survey Detail View - #SV0020, Delete Survey - #SV0040
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View Survey Details: §5V0026
Sawme as step 4ofthe New Sirvey precess.
N r::d“it Survey:#3Y0030

mm Editing o jevey & ahnost idantka) to the Craste Kew Survay provess.
The ssme screens appear with aif fieids pre-filled.

Balets Survey: R5V0040

We may went to inchude some rules sech as Susveys can NOT be
dejeted afier thoy have beav included in Scenavics. [efaut
scenavios oo cannot be delsted,

\t::t. AR R
T -

Are you sure yorrwant ta dalete the Survey named:
Atlanty Hurricane fmslia Tost?

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows
all the details of the survey, and gives the option to go directly into edit or to delete the record. Delete,
brings up a confirmation asking if you are sure you would like to delete the survey.

View
Navigation
e EDIT goesto (c)4(c)
e DELETE goes to (b)
e YES, DELETE delete, then goes to 4(b)(a)
e NO, CANCEL goes to (a)

Client Side Validation
APIs
Object w/ Survey Information

- methods(get)(delete)

Server Side Validation
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(c) Start and Choose Survey Source - #SV0050
New Survey
Foltow the 4 simple steps below to create a new Surveyw

}: Start and Choose | Create & new survey fram seratch

Survey Saurce ¢ () Use an existing suresy b begin. Cick a survey narme below to sslact it for uss,
W Sesvey :

Description
Step 1 of creating a survey is selecting between using an existing survey as a template or creating a
new survey from scratch.

View
Default Sorting is by Name, ASC. Cancel button will bring up a confirmation. Selecting existing,
default to record 1.

Navigation

e NEXT goes to (d)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation

APIs
Object w/ all survey data
- methods(clone)(get all)

Server Side Validation
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(d) Name Survey - #SV0060

L \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\%

1 Buresy Bevoriptiem
T | what employess vt interssted in pelocating ta the Houston
Mwe York offices and whvat family meenbars wanlch szozmpary them.

Description
Step 2 is defining the Name and Description of your survey for selection purposes.
View
Default Sorting is by Name, ASC. Cancel button will bring up a confirmation. Selecting existing,
default to record 1.
Navigation
e BACK goesto(c)
e NEXT goes to (e)
e SAVE saves data
e CANCEL goes to (a)
Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next.
APIs
Object w/ survey data

- methods(update)(get)(delete)

Server Side Validation
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Add Questions - #SV0070

f_»_lew Survey

NEW SURVEY. STEP3

1 Add Questions

UE&TK}I\ FF Esooyou have 3 gaad intarist nonrestion st homs?

T QUESTHN 22 Do yuunieed any sffice squipment at home?
If seplRase desaribe what younzad,

¥ CUESTION 23

Sebact Questinn Type rErded, Multi-Line Peapoiss | hd |

Shiastion:
Eriter the text far pour question bekxw.

| Doz oo nesed antg 2ffice suppdies at home? I 5o, please desorike what pou need,

MIESTICRN 24 Do mzeed 2 el phane?

Description

View

Step 3 is when you add your questions to the survey. First you select the type of question you want, this
associates to the type of answers you accept from the user. You then enter an answer. Then you can add
another question, or move on to the next step.

Error message is caused if no questions are entered and user clicks Next. All buttons
except for Save(in the question) will be grayed out during the creation of a new
question. Cancel will give user a confirmation. Delete(question) will give
confirmation. No move up button for first question. No move down button for last
question. Cancel button needs to be in new question.

Navigation

BACK goes to (d)
NEXT goes to (f)
SAVE saves data
CANCEL goes to (a)

ADD ANOTHER QUESTION brings up another question to be added.
MOVE UP moves question up in order of questions

MOVE DOWN moves question down in order of questions

EDIT brings up edit fields for questions

REMOVE removes question from survey

SAVE (in question area) Saves new question to survey.

Client Side Validation

APIs

Validate that at least one question has been entered before proceeding.

Object w/ survey data
- methods(add question)(delete question)(get question) (update)(get) (delete)
Question type is object to pull from db. (get)

Server Side Validation
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® Review and Save - #SV0080

\%w\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\@

your survey details below.,

escrlptlon
This is the final step where you review your information and save it for use.

View.
Navigation
e BACK goesto (e)
e SAVE save data, goes to (a)
e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ survey data
- methods(update)(delete)(get)

Server Side Validation
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8. Scenario Creation

(a) View Scenarios - #SC0010

v

Bﬂs‘g}?wﬁg{?{iﬁ Walrows Dawidh Erew ] Loyt

FREFARE:

SYETEM " o

Prepare Scenarios
Scanaries alosy ¥ 2
irsciuehe pre-definnesd instrwtions fuf abert rntifelations. abett agpproval workflows,zanes, and more.

hse the builtin soanarios s bedowy te gt 21arted. CIKK 2 Scenationame 2F Asorption 1 s dotatls.
Click the News Scenaris Button 1o ik wol o5 COmpany’s steranss

T N
* SqenayRe
£3 i Feediintiockid: Pt e canhiny
Lo Fleoah s vt darocga et oes Atd s fauds incbidgad L 22 Spposeed
SR HUTHT G HIE S Es L hacknd: etk
: Traffic Emnemgensy Teafiy L PNl es Met TS feeris nciisckad. Appicoad
wdbe St Patideie - Padlial rerieons: anid aevis Rosd il Sppnssei
; Seather S¥e ather Foire 3, 1N lesonfoes sicl dews fed s mchuderf Seqmed
LGepetiv Qe CRisting: GENRHT 1RGO TN R s e b id e g
tarni Offio: Gosure R ok frcaistrmpota 12 vaosk ckaaps ksl i . iyl 2
tarni Heirizans: N Rt R R PR AN SRr Mg U s tar s R R
s Aniyebas Traffic L8 TEabllc Hibsys aNRUH KAl SZRIRNIRS ST Frode the Sk s, Used pis
vLos gt Bartharoohe LR ERQusi NI S A TR NS VK MU sy
C, Les srigetes Fira L& Frea nffice doesone altenate ffice atcangent2nis desilile Testad
Y S Frares E et i S
\"} San Francizor Traffic Ao

Copyright 3005 Aone Company & Cirix Sarpetation RELP | FAQ | CONTACT SURPORT

For Pending Scenarios: If a user who is not an approver for the said scenario clicks the Edit button or
scenario name, they see the standard Details screen. An approver however will also see approve/deny
buttons on the Details window.

Description
When you first to the scenario preparation screen you see a list of all the scenarios that have been
created by ERT members. As well as controls to edit and delete a scenario, and to create a new
scenario. There is also an option to test a scenario. This activates a scenario for a small number of users
defined in the fest group.

View
Sort by Scenario Name, last modified, status. Default Sorting is Scenario Name, alphabetical, ASC.
Pressing the delete button will bring up a confirmation.
Navigation
e EDIT goes to (d)

e VIEW goes to (b)
e DELETE goes to (b)
e NEW SCENARIO goes to 4(c)

Client Side Validation

APIs
Object w/ all scenario data
- methods(add)(delete)(get all)
Object w/ scenario data
-methods(get)
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Server Side Validation
Object level locking for scenarios.

By default, status is in-progress. Status is object from database.

(b) Scenario Detail View - #SC0020, Delete Scenario - #SC0040

4136052v1
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PR AT

YVigw Scenario Detahs o o
el wnel, e Dfeie utton des ot

s pomaa fus sy
appean

e

Seansarie Nate: ARt HUMcame St Gences Closure
SRENALIR DRSCTIPEON: & RUTTRLAIS WIS 3 HR SOUPIRN DEash o Gaueid .
EIerT T IIOUn SIS Brndit, gt ever ¥ B3ur RntS Lelit pesfRutset resaivest

SURFT GRES RARSIRYRT 4 Bpfi i R A Tt vedd e O sume: Bespsns sratackivame USS ded ve
| POUF At€R ... H

AlertErmar] Messager & huirieane wmning has Rycad 3dfice st
“date R A REITTED S has rotcad offie.

Wb Statits Messaspe:
Selected Tones:
Sulachect Survey: Ranity Heulth
News dtanta Times. Stlanta Specisl Edition. New Yok Times
Resatitess: Santa Bnphayes Status Sap. Huiticane Saps

fichta Saagtv

SR
S o sumere want i delete the Scenariz narmad:
Ardanta Hurricsns?

Description
These screens are brought up when a user clicks either view, or delete from the main page. View shows

all the details of the scenario, and gives the option to go directly into edit or to delete the record. Delete
brings up a confirmation asking if you are sure you would like to delete the scenario. If a Scenario has
already been approved and/or used, the Delete button does not appear. If the user is an Approver for a
scenario they will also see Approve and Deny buttons on the View Details window.

View
Navigation
e EDIT goesto (d)4(c)
e DELETE goes to (b)
e TEST goes to test page in Emergency Section
e YES, DELETE delete, then goes to 4(b)(a)
e NO, CANCEL goes to 4(b)(a)

Client Side Validation

APIs
Object w/ Scenario Information
- methods(get)(delete)

Server Side Validation
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(©) Choose Scenario Sources - #SC0060

.
New Scenario
Follow the nine simple steps below to create a new Scenaric from an existing scanario or from scratch.

s35 Startand Choose
* Soenario Source

s .
{_J Create @ new senario frorn saratch.
@ tlse a temyadate wF aty =xisting scenaris to begin, Click a scenario pame balkas to selact it for wse,

* Tomplatas

Description
After choosing to create a new scenario you choose a source for your new scenario. This allows you to

pick from either templates or already prepared scenarios to pre-populate data into the scenario. The
option is to create a scenario from scratch where no data is pre-populated.
View
Sort by Scenario Name. Default Sorting is by Scenario Name, ASC. Cancel button will bring up a
confirmation. Default when select existing, selects record 1.
Navigation
e NEXT goes to (d)
e SAVE saves data
e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ all scenario data
- methods(get all corporate scenarios)(get all template scenarios)(clone scenario)(clone template)
Server Side Validation
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(d) Name and Description - #SC0070

cumario Name:

s el

Description
At this point you will be setting up the name and description of your scenario. These are for selection
purposes later on when activating or editing your scenario.
View
Navigation
e BACK goesto(c)
e NEXT goes to (e)
e SAVE saves data
e CANCEL goes to (a)
Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next.
APIs
Object w/ scenario data
- methods(delete)(update)(get)

Server Side Validation
Make sure that scenario name is unique.
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i ZDNE NAME
EUF Atbita At

ZOWE DESCRIFTIGN

AN Aefarey offinas

Description

Configuring zones is optional at this point. You can choose to assign which zones will be affected by
the scenario or leave it blank and assign zones on activation. (even if you assign zones now, you can

change those choices on activation)

View
Zone is not a required field.

Navigation

e BACK goesto (d)

e NEXT goes to (f)

e SAVE saves data

e CANCEL goes to (a)
Client Side Validation
APIs

Object w/ scenario data

- methods(delete)(update )(get)
Object w/ all zone information
- methods(get all)

Server Side Validation
Zone is not required field.

4136052v1
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H Notifications - #SC0090

AR

&

Description
Here you will configure the messages that get sent out for each device to users in an emergency.

View
Questions not required.

Navigation
e BACK goesto (e)
e NEXT goesto (g)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next. Questions not required

APIs
Object w/ scenario data
- methods(delete)(update)(get)
Object w/ all Notification Workflow information
- methods(get all)
Questions come from the database, and Notification info from db.

Server Side Validation
Questions not required.
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(g) Status - #SC0100

R Al

‘a‘knf‘( af Ssates Message

Yab it can be niSaind

oo Coswre for Cseiecteg zones,

QERCY humcane sHes.

Description
At this point you will configure the initial Status message that will be deployed with your scenario
when activated. This message will appear on the main portal page and the sidebar for all employees and
can be changed before deploying a scenario and during a scenario.

View

Navigation
e BACK goes to (f)
e NEXT goes to Error! Reference source not found.
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
Error message is caused if field are not filled out and user clicks Next.

APIs
Object w/ scenario data
- methods(delete)(update)(get)

Server Side Validation
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(h)  Surveys - #SCO110

L (hoose unc ar more smplayes Surveys, (optional;
i These sureeys will appesr on the Warkforae Web Partal. You can add and edit surveys during an
P emERpRnCy situatian as wall,

: SURVEY NAME SURVEY DESCRIPTION
71 Employes Healeh

[escpaien atzout amphvese health status:

Description

The surveys that you choose here will appear for users to fill out on the main portal page. You can

choose as few or as many as you want. You will be able to deploy new surveys after a scenario is
activated.

View
Sort by Survey Name, ASC
Navigation
e BACK goesto(g)
e NEXT goes to (i)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
Not a required field.

APIs
Object w/ scenario data
- methods(delete)(update )(get)
Object w/ all surveys
- methods(get all)

Server Side Validation
Not a required field.
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(1) News and Resources - #SC0120

e

Chaane News and Besonraos to display on the smployer wab prirtaltor this emrrgency.
(up(i\‘)nah

NEWS peeDs ] 7 Resources

aws & Resources

Description
Here is where you add news feeds and resources to your scenario. Again you can choose as few as or as
many as you would like. You can add more after the scenario has been activated.

View
Sort by News Feed Name, ASC. Sort by Resource Name, ASC

Navigation
e BACK goes to Error! Reference source not found.
NEXT goes to (j)
SAVE saves data
CANCEL goes to (a)

Client Side Validation
Not a required field.

APIs
Object w/ scenario data
- methods(delete)(update)(get)
Object w/ all news info
- methods(get all)
Object w/ all Resources info
- methods(get all)

Server Side Validation
Not a required field.
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() Review - #SC0130

Q\\i\\\\\\\“\\\\\\\\\\\\ AL

AN

Review yesur Scenario details below

el

Description
This is the final step where you review your information and save it for approval (if required)
5
View.
Navigation
e BACK goesto (i)
10 e SAVE save data, goes to (k)
e CANCEL goes to (a)
Client Side Validation
If validation is required, send to (k), otherwise, save data and go to (a)
15

APIs

Object w/ scenario data
- methods(delete)(update)(get)

20  Server Side Validation

4136052v1
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Step B:Review Altemative: No Approval Requured

Review your Scenario details batow, When you are finishad, dick the Save button.
Your Scenario wil then ba complete and ready for testing.

Mo

2 RIS

(alternative, no approval required)

If no approval, automatically sets status to approved. Otherwise, sets status to pending.

10

(k) Approval - #SC0140

Scenarios must be approved by at least one sther ERT Member to be deployed.
Sefart one ar two ERT marmbers bebov 16 racetve a Scenatin Apgyoval Recquest via ernal

EMERGENCY RESPONSE TEAM
Actany Kinigstey

AW

ws

NN

Your Scenario Approval Request has bean sent to Adam Kingsley and Debbie Smith.
IF your do not veceive a response within 24 hours, Yo msy serd ot approval requests ta other
EXTs. Te send out mare requests, chooze this scenario from the Prepare > Scenaries page and
click the Edit bitton.,
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Description
This is the final step if approval is required. At this point you select the people that need to approve the
scenario for it to become active. A confirmation message appears after clicking the Send Approval
Request. Sample text for this message is shown above. An Email message is sent to the selected
Approvers (see below for details).

View.
Default Sort is by Last Name, Alphabetical, ASC. Save will bring up a confirmation. Cancel will give
user a confirmation. If ERT members selected, will get an email.

Navigation

BACK goes to (j)

SEND APPROVAL REQUEST goes to (a)
SAVE save data

CANCEL goes to (a)

Email Approval Request Message

Title: Scenario Approval Request: <name of scenario>

To: <Approver>

From: <Scenario Creator>

Date: <Date Stamp>

Message: You have been asked to approve the following Emergency Response Scenario
<Scenario Name & Description>. Click the link below to review full Scenario details and
either approve or deny this scenario. Thank you, <Company Name> Emergency Response
Team.

e Link <url to 9.3 Approval screen>

Client Side Validation
Error if user clicks “Send Approval Request” with less than the minimum required number of ERT
members selected

APIs
Object w/ scenario data
- methods(delete)(update)(get)
Object with all ERT members
- methods(get all)
Object w/ config data
- method (get)

Server Side Validation
Email goes out to server side. Configuration for exchange server to be used.
When sent for approval, status is set to pending.
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9. Scenario Approvals

(a) Approval Process
After approval, data is sent to the DB. After data is confirmed an email is sent to all selected approvers. This
email contains some explanation text and a link to a page for approval (link contains scenario ID). When
approver clicks link they go to
Log in screen (if not already logged in)

Then to scenario review page where all scenario data can be seen. On this page is also 2 buttons (approve)
(deny) and a comments field.

After approval or denial, inserts data into DB.
Go to confirmation page.
After all approvers have responded, system sends an email to the creator of the scenario letting them know if it

was approved or denied and a has a link to a page where they can see the comments.

If approved, scenario becomes approved and able to activated, if not, can be edited and then resubmitted.

(b)  Approvals Screen
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BYSTEMY. MBNTOR ¥ U AROFRES ¥ SURVEYS W ROTIRICATIONS *.

SCENARICS ™

Scenario Approvals
The tables below distiay the status #f new Sceravies yeu have sent for aparovaiand
new Scenarios that have been sent to you for appraval.

New Scanarios | Have Sant for Approval ok an Appraver’t nansa 1o seag thasn amar

Miami Office Closure Pan Apnraved

ety N rEspongg
SEam HorHiane DR S

SRR T

e

s Angetes Traffic

Jessica Char

Dace: Mt Ty

Lipsies. oy heet] tiheiude Rottar Mert sortaged Goo the Lo 1vale Seaharis for an aXampia,

Scenario Approval Requests | Have Received

220 Thet 2

Drower Bizzaed Seve Obrisn oo rspanse. Llick hare 16

Pemer Taysfie e ongy e e R o TR s
San Fracdsco Mewficsd Aonrmeed

SKTraflc Hrpreud

SF Ezrthquake Anpraverd

opyright 2006 Acre Company & Chrtx Corpasstion NP | FAQ | CONTACT SUPPORT

Description

This is the screen that a user goes to check on approvals that they must make and the status of items

they have sent out for approval. When the user clicks on a page that needs their approval, they go to the

review and approval page shown above.

View.
Sort by Scenario Name. Default is by Scenario Name, ASC.

Navigation
e CLICK ON NAME goes to (c)

Client Side Validation

APIs
Object with all scenarios user has sent out for approval
- method(get)
Object with all scenarios user has to approve
- method (get)

Server Side Validation
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(c) Approve Scenario Screen

Approve or Deny Page (hinked from Approvat Request ermaif)

You have been asked to approve the new Emergency Scenarie shown balow,
Fleaze raviae thie Scenaric detalls beluw ¥ihen you are finished, click ths Approve or Deny buttan.
It you darry this Stenario, pleass indude camments explaining why.

L P frchude the reasan far devrvlng this Scanarie hers

Description
This is the screen that a person comes to, to approve or deny a scenario.

View.

Navigation
e APPROVE will give a confirmation
e DENY will give a confirmation

Client Side Validation
Error if user clicks Deny with no comment filled in. Deny gives confirmation.

APIs
Object w/ scenario data including all dependent data (news, resources, etc.)
Methods(get all)(approve/deny)(add comment)

Server Side Validation
if user denies, require comment.
Track each individual approval. If any deny, status is set to deny. Approved only when each approver
approves it.
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APPENDIX B

FUNCTIONALITY OF

PORTAL - EMERGENCY
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10. Introduction

11. Site Architecture

ENRTFIRENC 4. TGN | IS TRk ¢
Ercwes & Wiew Sodtee and Frevious Energency Siudions |
i

% TEoma of K e

T oraneid 5[ Browe® !ihmi S T ]
& Seart & Share e Sppracals
i &lr - Ergant )
How 000 20 Dloote o210
TEOS1D TEGnZO
S e
o Netiicaion: o : iy —
eirkdl, DTG S
Accc-s:ws R HEx
a HR32 HET D
= BT [ Rrewiew Sratue
B Royhon Sraten FRessage e F—
Fezage AT0040 Bl Zall e
TEX040 HEE Lisge
i N HR2230 HR G
B Rgviow
SO L =
s Fonms ATeos0 &DEEF Sﬁ#“
TEx0Ra ' Lsage
HRDasa HEzze
B Rastiaww
4| Samvee, Nive -
%] B R Eonance Sarager
To R Uage
R S nma Hpa1s0
: Ravi Scrivaticr. X
B Actiaton Sppravat e
2 Aeen

Hema Cmpany

REMQTE WORKPLACE  Welctme Elavid Dhrew: i o fut

EMERGENTY
Lactivay
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12. Global Settings

(a) Global Navigation

e NEXT -validates that all required fields have been filled out (grayed if not all filled, ungrayed if filled)

and saves to bean. Grayed out for last page.
5 e BACK —grayed out at first page, saves to bean.

e SAVE/FINISH/ACTIVATE/TEST - validates that all required fields have been filled out (grayed if
not all filled, ungrayed if filled) and saves to bean which saves to db.

e CANCEL — undoes all changes (up to last save point) made to existing record, delete record if new
record. Then exits to list view of workflow.

10 e CLEAR - undoes changes made to page.
e Ifclick a tab to exit, warn that data will be lost.

(b) Global Image Names
15

(¢) Global Style Sheet
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13. Test Scenario

(a) Choose Scenario
Test the Emergency Activation and Notification System

Your have no tasts currently running.
T test an Emergence Activation and Notification, select an Emergrency Scenario, and dick the Test futten,

The next three sopzens vall dispay o chaize of teot messags redipiznts and a rzsponse methad.
A zeeharic mast s appraved ahd tested bebure it can ke activatsd

 Scanarios

3G Exrth Ik Earthguake resaiiinas snt fmws fesds ivdtidsd: Aprdisd
.3 Gerien Food Flowif and weater damangs pssunes and tews fosds inchicled. Approwad
i Gagrs Humicans HOTRRE Hags eI AR Fss Rasds g kedwd Tastad

|t Gensic Traffic Emengoncy  Traffic maps ressurozs and news feeds included, Spproved

G Ao Fainaamic - Nedic] restanies wnd it iseds ndiidad. Aproved
{ } Banetic Waather Waathet farmsasts Maps resaras and rows fasds incused. 1702006 Spproved
T VGsHEE ORes Tlastis QeI YEre ey Shdivedy feadh includ st SR0i Aproaed
{‘_} Stiart Office Qasurz Miami ofize clived far anstructineg 1-2 weeb dosure planmed far .. 520005 Llsed! 21
§E S Hsas SismEoRTe e dis te hairhisiig varingitn et mined nath Ahicaag
\\‘ Los Angates Traffic L& Tiaffic delays annaunced. Commuters coning fron the-ssarth 2. Elsed (1
{ Nian Krigston Enthioprske L& Bapthuiahe SHics cheare RIEmars cice ardngenents JvaluNg Tosted
t Liss Sngetes Are L& Fin2 nffice chusure. Aternate offloz arrang aoents availatds. Tested
an Framarc Barthquakie: - 5F Earthauske oflie dostreashemate cffios aitandemients aslable fof o Sfiriad
an Francizcs Tiaffic SF Traffiz wffice closure Atternate office arrangements availabbe Far ...

Description
This screen has all scenarios that have been approved and can now be tested. You select one, and click
the Test Scenario button to start the process.

View
Sort by Scenario Name, Last Modified, Status. Default Sorting is Scenario Name, alphabetical, ASC.

Navigation
e TEST SCENARIO goes to (b)

Client Side Validation

APIs
Object w/ all approved scenarios
- method (get)

Server Side Validation
Scenario can not be tested more than once at same time.
Object level lock on test scenario.
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(b) Review Zones

Tast Emargency Stap 2; §TEDDSD

eSS Review the selacted Zones for this Emergency then click the Naxt button.

ZONE RAME ZONE DESCRIRFTION

Description
This screen is here to show what zones would be effected in an actual activation. You can not change
any of the data on this screen for a test.

e

View
Sort by Zone Name. Default Sorting is by Zone Name, alphabetical, ASC. Highlighting selected zones
for this scenario.

Navigation

e BACK goesto (a)
e NEXT goes to (c)
e CANCEL goes to (a)

Client Side Validation

APIs
Object w/ scenario data - zones
- method (get)
Object w/ zone data
- method(get)

Server Side Validation
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(©) Review Alert Notification

Tt Emvergenty Retbestinn Steg 3 #TEGHED

Review the selacted Notification &fert Worflow, Alert Messages snd Questions.

3

AR 2 _
; SHS, Bmak, Yoice: URGENT R
Review Alert Adart SMS Messags

Notifications A hurleane hos forced offioe dlsure. Bespond and avore U5R devive.

AsX Quostions:
A OK?
Wi oz Eeost i rmmber (¢ pegch wou?

D adurt Wolce Mersage
: A hurricans has fovoed on affice closur, Rezpend amd activase USE dovice,

Aert Ervall Mesrage: his messegs will otent i eroplopess wread. Bo ikt
Ahurricans warainy has forced office cinssise For yous ares.
¥ pou Spve nad nesponded te: this rgEncy aict, please respand by clicking ragly siow,
Loots your eaengncy LSE sewns, sod fog into the Ramote Workplace Partat wabssiis to

Description
Here you can see the messages that will get sent out by the notification system. Again, you can’t
change this data here, though you will be able to when actually activating an emergency.

View

Navigation
e BACK goes to (b)
e NEXT goes to (d)
e CANCEL goes to (a)

Client Side Validation
APIs
Object w/ scenario data - notifications

- method (get)

Server Side Validation
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(d) Review Status Message

Tt Emvergenty Retivstinn Steg 4 #TEGHSE

Revinw the Statuz Mezsage that wiff ke infdaily displayed on the web porsal and Sifehae,

T home,
Review Status Message | Cneck back often on 1

Description
Here you review the scenario status that will be initially deployed with an activated scenario.

View

Navigation
e BACK goesto(c)
e NEXT goesto (e)

e CANCEL goes to (a)

Client Side Validation

APIs
Object w/ scenario data - status
- method (get)

Server Side Validation
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(e) Request Activation Approval

Test Emergenty Step S:¥TERN?S

I Sajectone or moP? ERY to approve this Emergangy Activation.

ACThETDT APHres

RES2gE

ctivatian Approval

cription
Here you select who will approve the scenario to start the test.

W

View

Navigation
e BACK goesto (d)
e NEXT goes to ()
e CANCEL goes to (a)

Client Side Validation
Make sure min. number of approvers is met.

APIs
Object w/ scenario data
- method (get)
Object w/ ERT Members data
- method (get)
Config Object - Number of approvers needed is

Server Side Validation
Must select minimum number of approvers. Email is sent out from server to recipients.

-79 -
4136052v1



10

15

20

25

CTX-293PR

® Select Test Recipients

Test Bmargency Step & FTEQGEG

Sefzctung or mare ERT mambarz ta The following voice email aiid SMS misssages
receive this Emergency Test svill ba ot to tha tast razipients yau salegtad:

Wm\m\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\x

ERT: Many Memdvarg Thiz is 3 tost of tha Ergsngsncy Activarion Systam
Eadam Hingskey 3

Cefftcs Clasure Thisis anly a test:
v sent v you fram Dadd Drow.
P&-aSu respond to cknowtedge rateivng this tast
messaS
TSCHCE fressing QR ofy s phong:
M‘*‘W kg this Rerily r RN
] -;Ii:n-] Roply tothls sanail with- QR

OO

ey
I,M Em Uw id dl? 1K dasies bylod it the:
wob portalard navigas te Enmergenar s Tests:

. Sadact
B st Rotipients

I Y o

Mawin Char Thaatk vau far responding ta ks et of the
: Ermsrgency Activation Sesteny,
Sichad Hosmberg Bnsrgsncy Activation Systen

5

. e e

Description

Here you select who will participate in this test. These are members of the ERT team.
View

Can sort by ERT Member Name. Default Sorting is by Member Last Name, alphabetical, ASC.

Navigation
e BACK goes to (b)
e ACTIVATE sends scenario for activation
e CANCEL goes to (b)

Client Side Validation
Must select one recipient at least. User will automatically be selected as a user.

APIs
Object w/ scenario data
- method (get)(update)
Object w/ ERT members
- (get)

Server Side Validation
Status changes to pending.
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(2) Approve or Deny

Approve ar Deny Emergency Activation

Yaur appraval is hecessaly ba acthiate the Emergency Situstion: St Hurmlcans Southam Qffires Tlasurs
Thls ERtgenny RN FEXJURR &5 SN L wout b Kanaty: Lae a5 EST, Supast TE 20

Phease revisw the Emergsricy details showr badoes carefully ther dhick the etivate or Deny button,
By dicking Activate, vl be inftiating an Emergenay Situation for 762 emplayess inthe Atfarta tone.

IETRSIR E0 RTROAR RO IR YN L0 ST e AT e .

MAKE NOTES
Similar screen to scenario approval.
# of people to initiate a test is configurable parameter from the database.

Confirmation is needed for approval and deny.

14. Activate Scenario

(a) Choose Scenario

Cheose Seenado o
Chaoys an Emergency Scenario from ths list balow, then cfick the Next button.

P SCEHANOS

&tlmta Eathq unske

wehe Thatay Madtags

Aiant afikce closed due i
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Here you choose from scenarios that are possible to activate. This is the first step in an emergency

activation.

View

Can sort by Scenario Name. Default Sorting is by Scenario Name, alphabetical, ASC.

Navigation

e NEXT goes to (b)

e CANCEL goes to (a)

Client Side Validation

APIs

Object w/ all approved scenario data
- method (get)(clone)

Server Side Validation

(b) Review Zones

sovsa BPaus fday

Description

Here you select which zones will be affected by the emergency. Some of these may already be selected

Keview the selected Zonss for this Emergency, make changss as necassary, thenclick
the Next button.

ORE N8
Atlanta &

sy Al

from when the scenario was created. You can change these to reflect the current needs of the

emergency.

View

4136052v1
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Can sort by Zone Name. Default Sorting is by Zone Name, alphabetical, ASC.

Navigation
e BACK goes to (a)
e NEXT goes to (c)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
Error if no zones are selected and user clicks Next.

APIs
Object w/ active scenario data — all zones (flagged selected)
- method (get)(update)

Server Side Validation

(c) Review Alert Notifications

Rusrieay the selected Natification Alevt Warkflosw, Alerk Mussages and Questions.

Rewrinsy Alert
Motifications

fice chrsure, Bespond and

ne bas forced an offio

A haricanag warning has
If yort Firse not respimde:

Description
This is where you define the messages that will be sent out over the various mediums upon activation
of the scenario.

View
Worflows sorted by importance, DESC.
Navigation
e BACK goes to (b)
e NEXT goes to (d)
e SAVE saves data
e CANCEL goes to (a)

Client Side Validation
If any information is not filled out, next will give an error.
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Object w/ active scenario data

- method (get)(update)

Object w/ notifications workflows
5 - method (get)

Server Side Validation

10

15

(d) Review Status Message

Emergency Activation Step & #ACODS0

CTX-293PR

Title:

Raview the Status Message that will be initially displayed on the web portal and Sidebar.

Meszage:

‘

4 Review Status Message wdaie stames

oy

The office wist be desed for at feast tt
O Flease use your LISE Device ang the &
haowne,

€ NEXT twe days.
emorte Web Portal to contirme working from yar

Ahurricana warring has forced offoe crosure for A Atlante Offices

Check ack often on thls site as we moniior ang upgete this emergendy hurricane steius.

20  Description

View
Navigation
25 e BACK goes to (c)

e NEXT goes to (e)
e SAVE saves data
e CANCEL goes to (a)

30 Client Side Validation

If any information is not filled out, next will give an error.

APIs

Object w/ active scenario data - status
35 - method (get)(update)

Server Side Validation
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Request Activation Approval

Ewrergency Sotivation Step 5 AT S

Fiisqrpust
Sctiwation Sppreval

This o

Select ane of meore ERT 82 appvove this EMergency Ackivation,
s SAUST Fue serl 1o s Tavs N

Prrovers at the tap sfthe Bt they 8
eated Al selectnd ERT #embers wil

S e Sifl vavebss the sl Sleit &
aypal gty Aot
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Hotrstian Spprowal Besiagye

A Shithertsn

N
SRR

ERTYAMMNEN Sgirovars

. ERTEAthanks Warndirs

AU RAUIEST
v Stuation foi

All & fanta ser 2mkepes.

Fheane appiove or Jisspprone this Evnigerey by
DRNCE SAS o ERAALL spenfin sty AR

Thiarib o Fvr vespschivey promapitly

Description

Here you select who will approve this emergency activation. The number of people who are required is
set in the IT setup and must be met here. When the user clicks activate, it starts the activation process.

View
ERT members sorted by last name, ASC.

Navigation
e BACK goesto (d)
e ACTIVATE sets activation process in motion
e CANCEL goes to (a)

Client Side Validation

If the necessary amount of approvers has not been selected, will get an error.

APIs
Object w/ active scenario data
- method (get)(update)
Object w/ ERT members
- method (get)
Configuration Object — number of approvers required
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Server Side Validation

6] Emergency Approval

e Company L .
REMOTE WORKRLACE | Wofcaine Dawid Beaiw |}

EMERGENCY
13 activey

TEST AGTIMATE DEACTIVATE, %APPROVALS% HISTORY & REPOHTS

Emergency Approvals
The rables below display the status of Emergeancies that have bsan sent for approwal,

Acuve Emergency Situations Requmng My Appvovai

¢ Mavs b visie A

Active Emergency Situations { Have Sent for Approval

Trog ek g S wed thar el

L muOfﬁcEClusure VO
T8 308 .

)

1) :y Tests | Have Sent for Appruval

Lrmatnc

Cenver Blizzard onse eyt Senver Bhzzand Ltewe Dhaen S §
el Teastic Dyeeilen Yhaitest ryersagE mate R tancal L MERVRE Tt SEERI R Aggroiddiy
San francsce fedical Appeaad §
SERIN 3 :
i SF Esrthguake Jescita Lhan §

Copyright 2006 Acme Company & Cirk Carparation. HELP | FAQ | CONTACT SUPPORT

Description

This is the screen that a user goes to check on approvals that they must make and the status of items
they have sent out for approval. When the user clicks on a page that needs their approval, they go to the

review and approval page shown above.

View
Sort by Scenario Name, ASC.

Navigation
e RESPOND goes to (g)

Client Side Validation

APIs
Object w/ all active scenarios pending approval from you
- method (get)
Object w/ all active scenarios sent for approval from you
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- method (get)

Object w/ all test scenarios sent for approval from you
- method (get)
Object w/ all test scenarios pending approval from you
- method (get)

Server Side Validation

(g) Approve or Deny

Approve ar Deny Emargency Activation

Your approxal is neozssary to acthvate the Emeargency Situation: AtEata Mureicane Southem Qfiias Jasure
THds EMBUGEry ACUAWTT PERpue st wis san b wou b Kty Lne ol 35 EST, Suipast, 180

Please revizw the Emergercy details showa kslows carefully then dick the &ctivate or Deny button.

By dicking Aoty il be inftiating an Emergensy Situatizn for T2 emplayess inthe Asfarta sone,

SRR 0 AR ANT RO LTl SrTAnTi

Description
This is the screen that a person comes to, to approve or deny activation of a scenario.

View.

Navigation
e APPROVE will give a confirmation
e DENY will give a confirmation

Client Side Validation
Error if user clicks Deny with no comment filled in. Deny gives confirmation.

APIs
Object w/ scenario data including all dependent data (news, resources, etc.)
Methods(get all)(approve/deny)(add comment)

Server Side Validation
if user denies, require comment.

Track each individual approval. If any deny, status is set to denied. Approved only when each approver
approves it.
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15. Deactivate Scenario

(a) Choose Scenario

Deactivate Emergency

r, selectit belony and click the Deactivate buttan, to send an Emergency Over messagye to all employess.
S.Ermall and will atscsppear on the Rermcte Workplace Welbs Portal,

Whan an Erreergancy Situation s ¢
This reesaage will be sant by Volcs, §

Avtive Emergencies {3}

Attarda South

Hiki g
Bastan

Description
This screen shows all of the active scenarios. To deactivate a scenario, select it, then press the
deactivate button.

View
Sort by Emergency Name and Date Started. Default is by scenario Name.

Navigation
e DEACTIVATE goes to (b)

Client Side Validation
APIs
Object w/ all active scenarios

- method (get)

Server Side Validation
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(b) Review Deactivation Message

Emergenty Deactivation: 30€0028

¥ Review Review the Deactivation Messages that will ba sent to alf effected employees.

Desctivation Ewnail Mossage: Tiis rmexsage with be sent 1o smpleyess pmzil. Na fimit.
Message

The Atlanta Rumicans Clozure & nove over. Flesse motur 10 vour seguiar work focation,

Description

Here you define what the messages that will be sent out for deactivation to all the users. You define
them by message type.

View
Send will be grayed out.

Navigation

e BACK goes to (a)
e NEXT goesto (c)
e CANCEL goes to (a)

Client Side Validation
Error message is caused if any fields are not filled out and user clicks Next.

APIs
Object w/ active scenario
- method (update)

Server Side Validation
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(©) Choose Approvers & Review Message

Sebett ong or more ERT membars to approve this Emiergency Deactivation, than click Sand.
This mressayz MUST ba sent to the Twe Appravers at the top of the list and they MUST sppnave this
requzst for the emergency to. be desctivated All selected ERT Members will receive the message shown on
the right by Vinics, SAX’S and Emait. Yeu witt recerve the general Eimergency Deactivation Alerts, which will
carfirm sEpmval of this Emergeniy Deactivation.

T RBVIRW 1 e Beactivation Approval iescage:

Message ERY: Ssfants Spprovers : This is an Ememeticy Deactivation Approvat Reguest.

£ This & NOT 5 teat

: This Deactivatiun Apfroval Beguest is fof the Stlarta
§ Huricatie Chastrre which S1arted R July 27, 200,

: This test was sent v wau from Diavid Drawr,

John Snitherten

{ Upon apprving this Emengensy Dectivatbzn Raquest,
¢ rnfiffieations withke sent by R4S Valoe and Email
i 9 all affected wmpriowees,

Plaas2 apprave of disapprowe this Ematgency by:
$IVDICE SME or EMAIL spertfle instruttions)

Thark wosy far responding prarmpthe.

Description
This is the final step if approval is required to deactivate. You select the people that need to approve the
scenario for it to be deactivated.

Z

View
Next will be grayed out.

Navigation
e BACK goes to (b)
e SEND starts process to deactivate a scenario.
e CANCEL goes to (a)

Client Side Validation
Error message is caused if no ERT members are selected and user clicks Send.

APIs
Object w/ active scenario
- method (get)(update)
Object w/ all ERT members
- method (get)

Server Side Validation
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FUNCTIONALITY OF

PORTAL - WORK
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16. Introduction

17. Site Architecture
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18. Global Settings

(a) Global Navigation
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(b) Global Image Names

(¢) Global Style Sheet
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19. Work Portal

(a) Portal Home Page
Work

Tis wark and manage an Emergency Situation, please select an active smergency from the list bebow, then tlick the Woeek button.
ou will thier b able to manage and it Roll Catl Status, Annoauncements, Survers snd othar dxals for that Eniergany.

Active Emergeindss {3

S HousToN Hutiskne Tridy i HR: i PSRt L v
\'\ Bavshi Tramzit Strikes Busten affice chwed fur ams Jay i due ta reie Brstar 7 A ™
Description

When a user, either ERT or a user comes to this screen, they will see a list of all active emergencies
that apply to them. When they select one and click the WORK button, they get brought into the portal
populated with the data from the selected emergency.

View
Sort by Emergency Name, Date Started. Default Sorting is Scenario Name, alphabetical, ASC.

Navigation
e  WORK (for user) goes to (c)
e  WORK (for ERT) goes to (b)
Client Side Validation
APIs
Object w/ all Active Emergencies

- method (get)

Server Side Validation
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(b) ERT Portal

Mamt Medical s {8 o A SO S
CURRENT STATUS S| QR MIESSAGE ROARDIST]
. . . : A R R FA 2T 1Y respnanaes
Miami Office Closed a Reat Repfies > Post Repiy »»

Last Ypdate: July 21, 2008 .83 piy 85T <

AN
Due to an Avian Fht warning fom the
Center for Disease Control, ths Miami
office will be closed starting the mnming
of July 22, 2006. Employees ars asked
o work from home for the ngxd week or
urntit otherwise advised.

3 : -

BURVEYE {24 RERDUKRCES

VR W S

T respenses . Read Repies >

EMERGENCY ROLL CALL R ARKS

) .
i N RS
i N

1. Pcesg anyoNe DAVE 2y sed Liptaps iy, Adwpsir
COUNS IR iR AT MRS 18R 5

Description

Read More >»

RERX
EAR TS T NN Ay

CTX-293PR

This screen is where an ERT member come after selecting an emergency. This screen is identical to the
user portal, except that it has edit buttons for the various elements.

View

Message Boards sorted by date modified. Announcements sorted by date modified.

Navigation

e EDIT STATUS goes to 20(a)
MANAGE ROLL CALL goes to (d)
NEW ANNOUNCEMENT goes to 21(b)
EDIT goes to 21(¢c)
DELETE goes to 21(d)
EDIT (MESSAGE BOARD) goes to 25(a)
EDIT (RESOURCES) goes to 24(b)
NEWS (EDIT) goes to 23(b)

Client Side Validation

APIs
Object w/ Emergency Status
- method (get)
Object w/ all Roll Call
- method (get)

Object w/ top n Announcements (n is configurable)
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- method (get) (get all)
Object w/ all active Surveys (titles)
- method (get)(get all)

Server Side Validation
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(c) UserPortal

ﬁ%‘?ﬁgx RESOTE WORNPLACE PORTAL Weinonte dahn Sroith
&

- = - — .

CURRENT STATUS ; nouucsmeurs uy N
o
Viowe aff AoRoueUerTRls S

Las! Update: July 27, 05 §:54 ser E8T
iami Office Closed

Due to 3n Avian Fi waming §i
for Evsease Controt ce

ciosed starting the morning of July 22, 2608,
Employees ars asked to work from home for

=
the rext week or untif oftherwize acised, "‘ LR i 2 £ T(:L '}::;i— R \\“k

This alart iz to inferm you thet the Remote

Workpiace Portal is now ON. Use this sBe o
stay Wwith COMPENY NEWE, .
ennourcements, survays and further aleds. B B AR

1. Doen anyons have any aides lapfaps they
oyl i to faam membors whe nead ans’¥

2 E TS a2 BT ngd
24 & laptop? Other office squtpment? vans have ax xdrs colf phons

this Yorre: Bupport Request Form 25

I

You wil rgceive a massage by phore and email
when thiz amergency sifuation has ended.

Aoyong nave
Resd Theeadt: o

wtra frdge? 19 seqzanies
pand o Pagk s>

Kot Pravt

s iz s in the Sospits!
sl Thwead>s

4%%%%%%%%%%&%

i

Rezpoad toPrst >
L vive demplete Deraily e s ooking for 26 Gid ¥iheo Game ConsGls L. Lresponse:
Hea Trrwadss Respont to Hos!

R R 0 13en have $ enat of 383,
7k renmbrale. A sLnyes 1 dee with bored dids? L, 24 orgpanses
e vt abie £0 Wil Rrad Theadd: » Recprond £ Dt >

Ve news Poc CNW and e New
Yook Tines az well as local papers,

Lot ipsumn dsior Bt amet o *t FOSDENER!
Read Threador rumm-x-e Dozt

RS2

View &f >0

%%%%%%%%

i

Description
This page is the first page a user comes to after selecting an emergency. This page give a user access to
all of the available information on the Portal.

View
Message Boards sorted by date modified. Announcements sorted by date modified.

Navigation

e VIEW ALL POSTS goes to 25(a)
VIEW ALL (ANNOUNCEMENTS) goes to 21(a)
RESOURCES goes to 24(a)
NEWS goes to 23(a)
SURVEY LINK opens specified survey in new window
VIEW COMPLETE DETAILS (ROLL CALL) goes to (d)

Client Side Validation

APIs
Object w/ Emergency Status
- method (get)
Object w/ all Roll Call
- method (get)
Object w/ all Announcements
- method (get) (get all)

_98 -
4136052v1



CTX-293PR

Object w/ all active Surveys (titles)
- method (get)(get all)

Server Side Validation
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Roll Call

(d) Roll Call Homepage

Emenpence Wkt

L f CALL
A1 LRclical Par(dizaate Y ENIGYEE ik ’ RELL CALL

STATUS - ANNOCLINCERENTS 0 SURVERS - NEWS

RoH Call Dverview

3 7 rolleagues {540} rawe resgsnndad out of 288 alavied.
F2E039% hanez respanded and are DR | 47

0% hanes neet ek respondzal | A2TIHNE have pespanded bat ate not 3K | (5% inactive

ReH Call Details {389 amplryens) vk an Enployes nana by it details

RN

Nlvigiail angston DOV NGA T3 EST
D s R A T o NG TS ST
[ | f}f‘?;.“ E:iwy 6 TKEST Depwismert:
CTSM L i AL a6 R TR BT srexuting
[] #=th U el 7344322342 Tidinit s t1eas BST Exoxcutiis Staff
D Bl § Hurz 4334321345 S R Facilitres
D Zathy . RIS 4 144 EST Finaniz
] eehais Cathiida FiaE TIASEST: ad
[ coid Hunter Lagnt T
[ s L QBN [#] Leyat
[] Edaar Quertan Srraumting [X] aperations
[ :sanzing Akt i S RREST Fradust
l:l Franb. Beflevus Exetumve Staft AN 142 5T
] snids Huhsi bt SRR SN
O ety Murait HR 7N 200 EST
[JiHeny Dl AT Vi ECEST
[ Hugh Stephensyn a Fis5R ESE
[ Jissse ERnk: Froance: RSN T ERT 3

Copaight 2006 Acma Compangy & Chrbt Cosporatlon HELP | PRQ | CONTRCT SURPORT

ADD SEND EMAIL MESSAGE BUTTON, SAME AS SMS DEPARTMENT FILTER
AS DROPDOWN.

Description
The roll call page is where an ERT comes to see all of the contact and status information for all users
that are a part of the emergency. From here, an ERT can make a phone call using a soft phone. Can
select users to send an sms or email message to, and can sort through the results.

View
Sort by First Name, Last Name, Status, Department, Contact, Date/Time Responded. Default is by
Status. Hover region is over First and Last name.

Navigation

e SEND SMS MESSAGE goes to (f)

e SEND EMAIL MESSAGE goes to(f)

e ADD USER TO ROLL CALL goes to (g)

e SEARCH Searches all roll call data

e PRINT just data on screen. Brings up a print review page, with a print button that goes to a print dialog
box and prints data on screen

e EXPORT save all data, brings up a save dialog box, exports the data on screen to an excel file

e FILTERS when selected, it narrows down the results visible on screen.
e ROLL OVER pops up with users info, phone numbers are click to call

Client Side Validation
APIs

Object with all roll call and data.
- method (get)(get all)(get filtered)(search)(SMS multicast)(Email multicast)
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Object w/ user data

- method (get)(send SMS)(send Email)

Server Side Validation

(e) Edit User Details

Edit User Details

Rezponded and OF,

R Mot Resgnded
- 3 e ,
¥ % Respondad but not O

SN eogs
£ &\\ Bmspandad g not Gy

e

Description

This page is used to edit a users details, such as status, phone number, and address.

View

Navigation
e SAVE saves data, goes to (d)
e CANCEL goes to (d)

Client Side Validation

APIs
Object w/ user data
- method (get)(update)
Object w/ roll call data for user
- method (get)(update)
Object w/ status
- method (get all)

Server Side Validation

4136052v1

HME PHONE

| S3453 4568 |

[ 5034534565

STREET ADDRESS

TITY

i Siansd
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(f) Send SMS or Email

Tor Ahigadt Sonith, Frances Lee, Richard Beoker

5%
FMessages

N

Description
After selecting users and clicking send sms or send email. You see this screen where you write your
5 message and send it.

View
Navigation
10 e SEND sends an SMS Message, goes to (d)

e CANCEL goes to (d)

Client Side Validation
if no data is entered, gives an error
15
APIs
Object w/ roll call selected users from previous screen
- method (get all)(Send SMS multicast)(Send Email Multicast)

20 Server Side Validation
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(g) Add user to roll call

Bl canrs it anther sl Call oo this Brmerganoy Sutstion P the Dorgerats Diractory:

Description
At this page, you can search the corporate AD for a user to add to the roll call.
5
View
Navigation
e ADD saves data, goes to (d)
10 e CANCEL goes to (d)
Client Side Validation
If user leaves out data, will get error
15 APIs
Object w/roll call data
- method (get)(add)(search)
Object w/ status data
- method (get all)
20 Object w/ ad users
- method (search)(get)

Server Side Validation
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20. Status

(a) Status Home

Status
The fodlawing mrussage is displawed an the Ramaote Workfznze Portal i irforms ermpdoyess of thie cument state of the gmergensy sibuation.

Tor update tha Stabus musssags, just scit the tewt it the winckow bedisy srd the click Save.

Totke: [ nsiami Difice Clased

Massrge:

Bus ter an S0 Fiu warring from the Center for Cikease Contrid, the Miatd offize will he closed starting the marning of July 22,200
Eniplayess are ashed tywotk frem hame for the nextwesk or until atherwise advised,

Fny emplogess who feel they may ke dewalyung flu-dibe spmptoms pheaze contact our HRGE hotline ot 1-B00-354-00757

The Remute Waakplaoz Portal is now G, Usa this site ta stay cumant with company isws anpounemeni, surasys aned further alerts.
Tk Car ad a2ss YourGarmputer, wurk fifes. wrice maik ard buday list fram this sib2 and the sidelar

_

Description
5 This is where an ERT will come to change the status of an emergency. When they change the data, a
record of it will be kept in the backend.

View
Populate with current status message.
10
Navigation
e SAVE saves status, goes to 19(b)
e CANCEL goes to 19(b)

15 Client Side Validation
If any fields are not filled out, give an error.

APIs
Object w/ Current Emergency Status.
20 - method (get)(update)

Server Side Validation
Create a backup of status when new one saved.
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21. Announcements

(a) Announcements Home

Announcements {11}
The fellowing announcemants have bean issusd to all smployess during this emargency situstien.

L

@ New Center For Disense Contrad Wpadates Awgust 16th, 2006 05:23 ESE
Thoz CBMC has Just issusd new precautionasy readalines fisk health and safety during thiz simusthsn. S wew cdo.gae3423443 7

{3 Larem Insum Dskor 83 Kmaf Rigost otk SN2 EST
P anellas guiE endih ¥ miaotplsting L onisquist. Sed #neT o utiectus dapitiis 1agnls: Intager SiNvinay Coisaqu st et Mulam slelsnd
R ac Rk Sed At USRI BlREndizE Tachis &St at ksl Munic et est Masoas Peigiat lechis In eras;

Oy Nullam Ipsum Delor Sit Amet Auwust 15th, 2095 021 EST
Nublany et misi 2u eetus dictum ulamoarpen Cum sociis natogue penstibus st mageds Sis parturient manes, rasotur ddisulus mus
Mumc risk loresm, aliquer at, volutpat vestiium, sodbritudin non, §guta. Ut §guta quar, porttitor id pretiurn guis, vitios vel, dolor
Mubia asrsus, erst a gravide siverr, sdio iboro condimantum runc, ot vatius bz ipsum wal aick

{_ILarem Ipsum Dobor SIt Amet ugust 16720060311 E&T
Phaselhis guis @nitn s il sdpisciig s oresasit aad gt Jatiss it lechus dapitive lacinia. Integer pkaiias & st e Mullam eluifungd
Foratiias @nti. Sed 3 qua: Suapandisse facinka st st ntsl s st set Mdaecenas fouglst factus in Sroai i Rgula qGanvserttine i,
DRERORY Guis; UtFions Vel dolar NOHE Tursis; €t d graidda wieansl o dio Hber g Sonaimsniumm U ST Canes e nsum v o 5
Rung Mbopg XN

Oy Nullas ipsum Dolor Sit Amet Sugust 16th, 2006 B2 VEST
Nutlam et nist eu meatus dictum ullamonper Cum sacils natpque penstibus et magnis dis padunient montes, nezestur Rdicufus mus
Muryc misk loram, aliguet 3t vohetpat vestibudum, sadbcitedin non liguke. Ut figule qusm. posttitar 4 pratiurm: quis, e triess vel dolor.
Mutly aosag, esat 2 gravida wiverrs, edio Bbero condimantum pung et varus bero ipzwm vel ek

Description
When a user comes here the see all current announcements.

View
Default sorting is by most recent. All buttons only appear for ERT.

Navigation
e EDIT goesto (c)
e DELETE goes to (d)
e NEW ANNOUNCEMENT goes to (b)

Client Side Validation
APIs
Object w/ all Current Emergency Announcements.

- method (get)

Server Side Validation
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(b) New Announcement
FANDED Raw Annoncement v 1.0 - Sugust 34, 2008

New Announcement

Title: |

Meesage

Description

This is where an ERT comes to create a new announcement.

View

Navigation
e SAVE saves data, goes to (a)
e CANCEL goes to (a)

Client Side Validation
If either field is left blank, returns an error.

APIs
Object w/ Current Emergency Announcements.
- method (add)

Server Side Validation
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(c) Edit Announcement

FANIONEN Edit Announoemeant ¥ 18 - August 14, 2088

Edit Announcement

Tithe: | Lovem fpsam Dolur Sit Rmst

Message: [phacein: quis enima mi adipiscing cansequat, Sed
eget lasus ut beotus dapibus facinia nteger pulvinar
conseguat lew, Mullam efeifend lorem ac 2nim. Sad
at guam, Susperibisss kacinda svat at psl, Nunc et
ect. Maerenas feugiat lectus it eros

Description

This is where an ERT comes to edit a current announcement.

View

Navigation
e SAVE saves data, goes to (a)
e CANCEL goes to (a)

Client Side Validation
If either field is left blank, returns an error.

APIs
Object w/ Current Emergency Announcement
- method (get)(update)

Server Side Validation
Update timestamp on back end
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(d) Delete Announcement

& MHAE Dalete Anneancement v L0 - Aagust 14, 2§08

Delete Announcement

\\ e

Are you sure you want to delete the Announcement below?

Tifs: Lovaa sy Roler S8 Rwst

Message: Fhaseftus quiz enim s i adipdscing con;%quat S}
aqet bous ot leotees dapibas i
consegeat keo. Mutlam eleifiend borem ac erim. hest
atquar. Suspendizse lacinia et at nizh Muns ot
a3t Mascana: Peugiat rotus in eros.

X\\,

Description
5 This is where an ERT comes to delete a current announcement.
View
Navigation
10 e YES, DELETE delete record, goes to (a)

e NO, CANCEL goes to (a)
Client Side Validation
15 APIs
Object w/ Current Emergency Announcement

- method (get)(remove)

Server Side Validation

20
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22. Surveys

(a) Survey Home

Surveys (2 active, 3 dosad)

Active Surveys: The follewing surveys ars currently running.

Dors amyone have m exira call phene they coubd mai o team mambers whe meed one?

Clased Surveys: The following surveys sre dosed.
| G—— |

Meovt W nisi guis metus
Yenenatis SAMPEY, [Hung. ?

Description
This is where an ERT comes to view current (open and closed) surveys and see their results.

View
Closed Surveys are sorted by closed timestamp. Active surveys sorted by deployed timestamp.

Navigation
e CLOSE saves data, goes to (e)
e NEW SURVEY goes to (¢)
e VIEW REPLIES goes to (b)

Client Side Validation

APIs
Object w/ Open Surveys for Current Emergency
- method (get)
Object w/ Closed Surveys for Current Emergency
- method (get)

Server Side Validation
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(b) Survey Results

Survey Results: Seaking Extra Laptops 1 mesvons
3 Bsaen vespuvadnd §_1 BRIRT {gs}mw

Brahess Qperny Resuils TT% 348 of 348 amployees

Duerlion 1 Does Mreons Have any exER iaptons thay xod madlto taam members sfio nasd oed
bt osnas G250 {34 of 344 e reaponded YHa”

Dueslie it Does Mreons Have an Bty baliay fov 3 DaliCagsa?
AN BETRES

Kingston WARVE 1423 EST
Rdain Griselyl Yok T have b USRI 200 TSREST
! Anrz Sing Yes qrfonferes 2012 EST
Sothiar Chas Ny SReosE fa R
| gan Charner N2 OFREION FLSREST
Bob: Txalbiny P AFRINIGHT RHHAEST.
! Cathy Urew Na DTRRE 14023 EST
ek Latherndn o ORA0N FISREST
| Dovis Byt Mo OTRM2E 2IAIENT
Losw Lo Py FReosE fasET
| edgar Crverton Ka SIS IBYAEST
Framcing Sersitls o OB KT EST
| Pk Bellevue o YRRQLOS VESSEST
Hevige Hubert Py SRYRcNE JINEST
! Greg Nurent. Na OFOZINS 14523 EST
Hary Eiougiaz Na AIRGRTON T TSR ERT:
Itk Staphensan B STUNEYE IBVREST

base Fratk Pix

Description
This is a way to view users responses for the surveys. Clicking the arrows will expand or collapse the
results.
View

Sort by First Name, Last Name, Response, Date/time responded. Default to Last Name.

Navigation
e ARROWS expand or contract results
e PRINT just data on screen. Brings up a print review page, with a print button that goes to a print dialog
box and prints data on screen
e EXPORT save all data, brings up a save dialog box, exports the data on screen to an excel file

Client Side Validation

APIs
Object w/ Selected Survey for Current Emergency
- method (get)(get all questions)
Object w/ Question Object with all Responses
- method (get all responses)
Object w/ single Response
- method(get)

Server Side Validation
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(c) Post New Survey

Post New Survey

The table below stz Surveys currently available. Chck the viow Dotalls button to sea all quastions induded in a surwey.
CRedePiost o open this survey to sl amployees omn the Remate Workplace Mortal,

S

C Simple Status Shmple status sheclg one questian ndpen fesgme fiekd QTI1RN0S
§_NGaneral Heskth Simaks hadeh checlcans queationand ipen tesianze figkd Bridiries 33
Q Famdy Status Stmple famity fxsdth chedoms quastion srd cpen resgernse fiehd DT 20S F 23
g; ‘) It amst Stitus Simple cdnnecthvBycherkBhe gissiondn dpen ibspise Reby BRI a8
B Equipment Status Equipment invertany: F Tpen questians DTIF2I08 2
O Chiminning Seania Cismmiite shatis, Siuestiste et R #
" Phane Status g phon chek o question TG 3 :
{:} Netkiecting Sanis Pt &eeting thadk ane yisestivn’ RTINS 3 :
) GoTndyPEC Stahss GeTediP chwals, ane questices SRIADOS 5
CLongWarkStats Rerrane ernplews satishuctius Gusdtion g 2 s tons. GO0 3
{) Evanuation Status Bamation SERtus, S questians BRAOSIB08 ¥
) Damage stins Tamage iy i neisim G b
{_ Remote Statuz ! vl Qratic s empl o call, 101 qisstions. ATHIL % T
£ e Biane Tk planiing sune s g BRI 5
Q Lang: Planping Emmergpancy desctation plasning 20 questinng AR08 A

Description

5 This is where an ERT deploys new surveys to users.
View

Sort by Survey Name.

10 Navigation
e VIEW DETAILS saves data, goes to (f)
e POST goes to (d)

Client Side Validation
15
APIs
Object w/ all Finished Surveys
- method (get)(clone)

20  Server Side Validation
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(d) Post Survey Confirmation

ASYVOHITE Post Survey, Pablic oy Private, Confirmation v 2.0 - August 13, 2088

Public/Private Options

SURVE 2R

AME: Equi;

A Padalie ool viewsbio by i amplovess o The Remnte Wokplace Fortsh

" Priwnte rusdts onky viewabhe by ERT mivmbarsd

Post Survey Confimation

SURVEY MAME: Cguipmant Hiventory

Chick wr the madn Survey tak to view replies or close this survy

W\, %

Description
5 Here the ERT decides whether the results are public or private and then gets a message indicating
whether or not the survey was posted successfully.

View

10 Navigation
e CLOSE closes window
e POST goes to (d) (confirm)

Client Side Validation
15
APIs
Object w/ Active Survey
- method (get)(update)

20  Server Side Validation
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(e) Close Survey

Close Survey

SURVEY NAWE: Daeicing Dutrs Laptons

Responss:
§7% of omgiepsrs have roxpondesd (432 out of 78}

A
NSRS

\ \‘ AR
§\\\\::§§iiiiiiiii§§«§ \

e
33

Description
If you choose to close a survey. This window pops up giving you the results so far and asking if you

are sure you would like to close it.
View

Navigation
e CLOSE SURVEY closes survey, goes to (a)

e CANCEL goes to (a)
Client Side Validation
APIs
Object w/ Active Survey

- method (close survey)(get)

Server Side Validation
Set status to closed
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()  Survey Details

haee? veed? ax
do you Mave

Description
Here you can see all of the details of a survey before choosing to post it.
5
View
Sort by question.
Navigation
10 e CLOSE closes popup
Client Side Validation
APIs
15 Object w/ Survey
- method (get)
Server Side Validation
20
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23. News

(a) News Home

* Miami Hersld Hradlines Weew sl >
News &elariFiu Cazeg orcthe Dedine
Sept t RMayorial Primary Bectiken: in Datades
Prafiminary Wacdine Trfale Fosithe
e Best for the Weany
Tawirst bnduziny Braced for 2 Sow Sexon

¥ Naw York Haudlines Wiewalt>>
Lorem rsusmn Dador Sit Soet
ABpeing Lamr =t Qurtna
Quisque Posuare Lhtrkes Susto
Fuses Blarndit Sem sc Faks
Araon Tampar

P CNK Headlinez Wewali>>
¥ Wall Street fournal Havdlinas Viswsl>>
P Snogla News Headlines Yiser =8
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Adipsing Lamaot &t Curturio
ey Koowinn Bakar R8I 8 06

Ut e niet st orcd yaiputats consaquat. Bulls facilisi, Efiam s guam,
Bionec egrstas. Bunc wittices guous witae quart. Sed pede uma,
susCipdtat, faetiom et Intemtum 3t prat. Do spm kextus:sagittis
sed landit rgat susSpht ak aecw Mot iscedis adipiscing dolon

Effaim 22d quam. Yivamus iragha. Buba exestas dism vitar ipsum
Sed justo ers fawmgiat eget, Mg edufend ar Juctus. Wiy 2 >
quam bctus rtran velit a nooenmy o ieque sed pede. Ronec sodafes. Fhazelus Gt nitsh eget nalta vartus
Iacutiz Duis dagieus, Aigusm omard (sa in gravida s2gittiz. igula valit triztiqus justo, vet elefend valit mi 2it
savet eros. Cam sariis nawcjue penatitag ot magnis dis partrrient s naxehx Hidiosus mus.

Faad Full Srticks o

Description

This page is where user goes to see news feeds. The left side contains each feed title and all their

articles. On the right is the headline and description of a selected article. Clicking Read Full Article
will popup a new window with the article.

View

Navigation

e EDIT NEWS FEEDS goes to (b)
e Read Full Article opens a new window

Client Side Validation

APIs

Object w/ all selected News Feeds

- method (get)

Server Side Validation

4136052v1
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(b) Edit News Feeds

Acre Campany: & B
REMOTE WORKSELACE  YWicone Lanict e

? QENY:
LA IONT AR ORE Pari

s PRI NS
: 00620 Miam! Mews Radin

Description
5 This page allows a user to add news feeds and select the ones that are available in the current
emergency.
View

10 Navigation
e ADD saves then goes to (b)

Client Side Validation
If user clicks add and there is nothing entered it errors

15
APIs
Object w/ all News Feeds (with selected flag)
- method (get)(add)(update)(move)

20  Server Side Validation
Validate that news feed works.
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24. Resources

(a) Resources Home

g Yot @ IR ERIPNCI I Sednide:

SOATIN RN

&

CTX-293PR

Description
This page gives a view of all Articles and Documents in the Resources area of the emergency, and the
map with resources put in by users. Map works like google maps.

View

Navigation
e EDIT ARTICLES goes to (b)
e EDIT MAP goes to (c)

Client Side Validation
APIs
Object w/ Emergency Resources
- method (get)(get all)
Object w/ Map Points
- method (get)(get all)

Server Side Validation

4136052v1
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(b)  Edit Resources

Acre G,

REMOTE WDRKFL‘EEE Werbaorcer Dawid Bimw | Uisese i Conias

| Edit Resources

Prasat 3nd Seiected Resowrc:

W

Description
Here is where an ERT members add resources for users.

View
Navigation

e DELETE RESOURCE goes to (b)

e ADD goes to (b)

e SAVE saves changes, goes to (a)

e CANCEL goes to (a)
Client Side Validation

Error if add is clicked and data is missing.

APIs

Object w/ Emergency Resources
- method (get)(add)(update)

Server Side Validation
Check that file uploaded properly, and that web address is valid
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(c) Edit Map

Resaurces ; Edit Map

B4 BevBer Paintio the Map:

Titder

BRexsspiiaw:
Fyws: Rasdbeal {hasogat I
Dondnkear Raspits Stvset A drexs:
O TEE-QURT for g i i

R

G

Description
Here is where any user can add or remove a resource to the map.

View

Navigation
e ADD goes to (b)
e DELETE saves changes, goes to (b)

Client Side Validation
Error if add is clicked and data is missing.

APIs
Object w/ Emergency Map Resources
- method (get)(add)(update)(delete)
Object w/ all types
- method (get)

Server Side Validation
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25. Message Board

(a)  Message Board Home

Message Board

@ Lavevyvipsum dalor St amet  Posterthy foxode Toow 8- T3 2032 BT
LA bRy FdisCiveg w1 Ml SRR 30T wioer A ante sed Adipivrng vastibutlion, dism Dafiis Faarest 1S, vk dapRine magna Wi in ol Yestidisum

ut-ontfs. Cuvatdtere ke 5
TE rRRENIRS N>

o, Praoeet ghiepaet gootiore pasti A wmere sodads nianng.

i Cam sodin neingue parstitns  Pored BYtarry Kag DO-53-06 Q83 E¥
£t magnniis Sis casturiant monte, n2:extur fdiqudus wa fones semper, surus ut medis diy

i Arca Bgule tterdum Mspnizat ruetnit nuet iula nec sres.
ol Enterdins nte BomItmuriuni i Etiam Braiest snTes nish Fusd s ekl (i i
MR it onndimRAniu FES, VAR SS9l RPN B0t Qs RS,

BB RGONIRG M2

NG SRR QRS 200, FKIOT D212 ST (s Vadppatate Db

O Pelfentaagus habisant meshi Srstiqne STRnRUS Fostud by (xery Yant (3-14.-08 522 §6¥
Hiatuz et mafeaurda fames 5o turpiz egestss. (ras nulla negue. dignizzim eget hendrarit non udbus nonsecratueg peda. Eism dud. Mawhz vitse zan, in ianufls, erat
i Modestia ¥ an i Sud sem bidendim b, b fiagtk itz vatie aae pede Frtam. sedtisidin s in eisifend malasiads, s feits irmpentint i 92d
AREPHENTAAT ITIA25E [T €t Nate
2 asapenass BN

O3 Rsuris rre irsam i e govts haeus  Rosted by Lanry Beok 06-Y4- 08 S92 63
ran it Frakes phwaretra flioet Pl Tozdeads (o impoxdies: raxec. Freace i ar ber? 16T RAs 55 Fumdd matlis st f0 s hgey i enta
RN DN ternius. Mamianas place ab & s Uiy una. emageer vomper pliarett 3t Forne phiasetta, Sunedn vitad oo,
T WeEenagy 2F

Description
This screen shows all of the top level messages in the message board. An ERT sees the option to Delete
Messages.

View

Navigation
e DELETE MESSAGE goesto 0
e POST NEW MESSAGE goes to (d)
e MESSAGE HEADLINE IS A LINK goes to (b)

Client Side Validation

APIs
Object w/ all Message Board Messages
- method (get)(get all)

Server Side Validation
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(b)  View Post Details

A Bachite AN Rty
Lorens ippsum Doy St &met 33 wapavn
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Description

This screen shows the Message data, and then all of the replies for this message. At this point you can

use reply to add a reply.
View
Navigation
e REPLY goes to (c)
e BACKTO ALL POSTS goes to (a)
Client Side Validation
APIs
Object w/ Message Board Messages with all replies
- method (get)

Server Side Validation
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(c) Reply to Post

Repﬁy te Postt Lmem ey ddolor sit amst Sosted by Lawy Namd %1398 $:32 887

2 g it Petterdesiie quiz odio, i wena, ants sed wdipiscing westibubun, fiem tebus laorest
QS R N s, Yastibuiuny et nals, CoRbibe ebeneatian, Sxd it amet Ik Praezent.
Juate. i o sodabes s A

Description

5 This form is used to create a reply for a message.
View
Navigation
10 e POST goes to (b)

e CANCEL goes to (b)

Client Side Validation
Error if user click Post without filling out both fields.
15
APIs
Object w/ Message Board Message
- method (add reply)

20  Server Side Validation
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(d) Post New Message
Post New Meassage

This form is used to create a post a new messa;
View
Navigation
e POST goesto (a)
e CANCEL goes to (a)

Client Side Validation

Error if user click Post without filling out both fields.
APIs

Object w/ Message Board Message

- method (add)

Server Side Validation

4136052v1
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(e) Edit(delete) Posts

L35 i, R W ErTR, 3ni U GINSCE
HEMERRITL 5o 2t amiet pafius, Myesent )

[ Caen saniis sntoque genatibie Possd by Jsnwis Drew § G8- 1 BOEISEST

Efmanrids dis panturfent e Nibex niezoe teridi ndliss mmve. -
ST Enterat Man e cavedtrenuam M JRlin kedrest ity
sd ey, iz HOIGROGHS i)

il nac A
ts vidputae

AVPRL TLINSS L3t T

QY TIRGHS SAFHED WNOS Guts ko,

[7] Peliantasyue habitant wmorbi Sristique sensctus Posed by Dasid Noker | 0f-34-06 8:32 357

Netus £ mRhasuadz FenEs 35 NE RIS, [ras b nRguR
P sty mdenitin lavodita uisem hitenituar
FRASSA P h.’[j'uﬂl X

n
cendiat

bocud fechas. b Bangibag

357

O HRauris nec ipzam i NEBC PORR KU Rosted by donrdteriee | €3:34-0% 522 ST
31502 R AU ot phacentasitgieat. Ewls faciisis massadrn perding neeng Fisce tempa oo nae tseia. Fi soe matds justy nes
CMMILNAGNE DN RS Lo s Madenas g W EE RS LMD, TDIGRTRNOEN IR LeFuR FLsin PRSI MNEA0. vitae wd.

7 5 sintaaue gonatibue Postcl by Runde Dnew § 98- 156 GILET
E¥magris dis parturient m Nidaw: rigi s vz, PR, TNUS Ll

W iterdu mante onteRmentumml. fARM kvent tlivires ot Fasor grovida

IS 2, v Higulz interdumn Magna, 3F tis dpinuinsnuls nac amL.

[ Petiantenyus habitant svartd HisUque senctus Rotad iy Radd fsvss | (8 1156 42 EST
Vistugs 2 mheosds Aoz 20X § &yestaz Craz MUl My, Aigrissin $gat. handinesiy nom, F L 3o nusc e padie. it arm o Maars Witss sen.fn

#

Description
This form is used to delete either full messages, or replies. User selects which replies to delete and
presses DELETE REPLIES to delete them or presses DELET ENTIRE POST to delete the message
and all replies.

View

Navigation
e DELETE ENTIRE POST deletes post and all its replies, then goes to (a)
e DELETE REPLIES deletes selected replies, then goes to (a)

Client Side Validation
Error if user click DELETE REPLIES without selecting any replies.

APIs
Object w/ Message and its Replies
- method (delete reply)(delete)

Server Side Validation
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APPENDIX D

DESIGN SPECIFICATION:

WEB SERVICE FOR STICK CLIENT
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26. Introduction

This document describes the web service that will provide information to the software
components residing on the USB stick device. The APIs are styled as C prototypes, but this is
just for convenience to show the general type information expected of an API. The actual
wrapper API might be deferent. The foundation of the web service will be a SOAP based
component. Error handling has not been defined yet.

27. Security
Security provided by VPN access?

28. Definitions

Bootstrap | This is the initial application that will run on the stick. It will have the ability
loader to “boot strap” the stick from just itself to a stick with an installed Sidebar
application using the web service to download the required components.
Once the stick is up to date it will pass execution to the Sidebar loader.

Sidebar | This executable sets options and configuration files for the Sidebar
loader application and starts the Sidebar (this may be combined into the Sidebar
application itself -- TBD)

Sidebar | The application that runs from the stick and is visible on the left or right hand
side of the users Windows desktop. This is the application that provides alert
status information, links to the portal and GotoMyPC, and other pre-defined
components such an instant messenger application and a softphone.

29. APIs
(a) GetVersion
(1) Prototype

int GetVersion(int* major, int* minor);
2 2

(ii)  Arguments

Nemne Description
major Returns major version.
minor Returns minor version

(iii)  Returns
0 if no error

- 126 -
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(iv)  Notes

(b) Logon

@A) Prototype

CTX-293PR

int Logon(const char* username, char*buf, size t len);

(i)  Arguments

Name Description

username Logon username.

buf Buffer to store returned session ID
len Length of buffer

(iii))  Returns

SessionID or empty string on error

(iv)  Notes

This creates a session. User has been authenticated using the VPN link to establish a
connection to the domain. TODO: enhance the security here. The problem is that a user can
impersonate another user once they have logged on legitimately using their own account.

(c) Logoff

(1) Prototype

int Logoff(const char®* sessionld);

(ii)  Arguments

Name

Description

sessionld

(iii)  Returns

(iv)  Notes
Ends a session.

(d)  QueryUpdate

(1) Prototype

Session Id..

Int QueryUpdate(const char* sessionld, const char* itemld, , const char*
lastUpdateCookie, char*buf, size t len);

(i)  Arguments

Name Description
sessionld Session Id.
itemlId “wfcBoot.exe”
“netbvpn.exe”
“app.cab”
lastUpdateCookie | Cookie from last successful update. Can be null to force an

4136052v1
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update.
buf Buffer to store returned cookie
Len Allocated length of buffer

(iii)  Returns
1 if update is required
buf will contain new cookie
0 if update is not required

(iv)  Notes
The cookie value is determined by the service and is not evaluated in any way by the client. .
The stick client will update its cookie value for this item only after it has successfully
downloaded and installed the updated item.
If an update is required the stick client will download the item with the same itemld value
using the GetBinaryltem API.

(e) IsComputerHostNameOkForRemoteAccess

(1) Prototype
int IsComputerHostNameOkForRemoteAccess (const char* computerName);

(ii)  Arguments

Name Description
sessionld Session Id.
computerName This is the computer’s host name.

(iii)  Returns
1 if the computer name/host name is in a domain acceptable for remote access (GotoMyPC
hosting).

(iv)  Notes
This API is used determine if the computer is a suitable candidate for GotoMyPC host
software installation. The Kent administrator will specify what domains are acceptable. So,
for instance, if the Kent administrator has specified that the domain “citrate.net” is an
acceptable domain for Kent GotoMyPC host installation then the call
IsComputerHostNameOkForRemoteAccess(“brenton-xp.citrate.net””) would return 1.

(f)  GetBinaryltemSize

(i) Prototype
int GetBinaryltemSize(const char* sessionld, const char* itemlId);

(ii)  Arguments

Name Description

sessionld Session Id.

itemID The item ID is returned from another API. Typically it will be a
path and file name and we may want to explicitly define it as
such.
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(iii)  Returns
Size of item in bytes. -1 if item does not exist.

(iv)  Notes
The ItemID for a binary item can and will be used in the client as a path and file name. The
ItemIDs from the web service should use appropriate names for binary objects. An example
might be an ItemID of “RollcallPanel.dll” for a Sidebar DLL. The client will write this to
<filesystem-root>.

(g) GetBinaryltemChunk

Prototype

size t GetBinaryltemChunk(const char* sessionld, const char* itemld, int dataOffset, char*
buf, int len);

(1) Arguments
Name Description
sessionld Session Id.
itemID See GetBinaryltemSize above.
dataOffset The offset in bytes from the beginning of the file to start returning
data.
buf Buffer for returned data
len Length of above buffer in bytes
(ii)

Size of returned data returned in provided buffer.

-1 on error

(h) GetXmlltem

(1)
size t GetXmlltemChunk(const char* sessionld, const char* itemld, char* buf, int len);
(i)  Arguments
Name Description
sessionld Session Id.
itemID A string that identifies the tag name of the XML fragment
requested. These are defined so far as:
“RollCallSummary”
“AlertStatus”
“Tools”
buf Buffer for returned data
len Length of above buffer in characters
(iii)

Size of returned string data (in characters) including the terminating zero. If the provided
buffer is too small this value will exceed the value of len and no data will be copied to the

provided buffer.

-1 on error

4136052v1

- 129 -



10

15

20

25

30

35

CTX-293PR

(i)  GetExpressDirectory

(1) Prototype
int GetExpressDirectory(const char* sessionld, const char* lastUpdateCookie.
char* itemld, size t lenltemlId);

(il))  Arguments

Name Description

sessionld Session Id.

lastUpdateCookie Cookie from last successful GetExpressDirectory call. Can be
null to request the entire directory

itemld Buffer to store returned item ID

lenltemld Length of itemld buffer

(iii)  Returns
1 if no error

(iv)  Notes
The returned ItemID can be used in GetBinaryltemChunk to retrieve the data. The
UpdateCookie is used similarly to the UpdateCookie field in GetUpdateManifest.

30. Express Directory

The Express Directory in the Sidebar will be downloaded asynchronously to the usage of the
Sidebar. Initially the Sidebar will download the entire directory and save the data on the stick.
On subsequent Sidebar startups, the panel will request updates to the directory using the
cookie provided to it from the server on the last directory retrieval. The client uses the
GetExpressDirectory and GetBinaryltem APIs (described above) to do this. In order to save
network time the data should be compressed by the server and decompressed by the client.
The panel will always integrate the existing directory with the update and save the updated
directory on the stick.

Since clients might be requesting directory updates frequently it might tax the system if each
request caused a specific database query. One strategy to ease this load would be to 1) limit
the parameters of a query and 2) cache the results on the server. The two elements go hand-
in-hand, as it would not be practical to cache the results of the queries if the parameters were
not limited. A limited number of queries means there will be a limited number of results to
cache.

(a) Limiting the parameters of a query

Normally, to get all the records that were changed in a dataset since the last update one would
request all records that were changed after the time of the last update. To limit the number of
queries we can lengthen the granularity of the time period. For instance, if we use a one hour
interval then the maximum number of queries every hour will be the number of hours the
alert has been active. The actual number of queries will be much smaller than this theoretical
maximum.

To increase the time period to one hour, the server should return a cookie with the time the
request was made. When using that cookie, however, the server should modify the time to the
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previous whole hour and use that time to make the database query (after first checking to see
if there is an already cached dataset of this query on disk).

(b) Caching the results on the server

After making a query the server should 1) compress the results using a data compression
algorithm such pkzip, and 2) Save the results to the disk using a file name that combines the
last update time (from the requester’s cookie) and the current date (rounded down to the
previous whole hour).

It is this file name that the server returns to the caller in the itemld field in the
GetExpressDirectory API. The caller will fetch the data using the normal API to retrieve
binary data (i.e., GetBinaryltemChunk).

(c) Returning cached results

As mentioned above, the server will first check the file system for a cached result of the
query before making a new database query. The cached files will be named to identify the
query used to create there contents. If a file exists with a name <cookie data time rounded
down>-<current time rounded down> then the server will simply return that name in response
to a GetExpressDirectory call from the client. There are other ways to do the same think. For
instance, all current query results could be kept in specific folder. The names of the file in the
folder would contain the update query time only (the current time is assumed). When the hour
changes the server would delete all files in this folder. A further and perhaps significant
optimization would be to not delete the contents of this folder if no changes have been made
to the express directory within the last hour.

31. XML Schemas

(a) Version
Example XML:

<Version major="1" minor="0">1.0</Version>

(b) RollCallSummary

Example XML:

<RollCallSummary total="1000">
<TimeStamp><Date>2006-10-22</Date><Time>22:00:02Z</Time></TimeStamp>
<CheckedIn total="100" requestingAssistance="50" />

<Link href="/rollcall” />

</ RollCallSummary>

(c) AlertStatus
Example XML:

<AlertStatus responded="true” level="1">
<Activated><Date>20006-10-22</Date><Time>22:00:02Z</ Activated >
<LastUpdate><Date>2006-10-22</Date><Time>22:00:02Z</Time></LastUpdate>
<Zones><Zone>Miami</Zone></Zones>
<Title>MIAMI OFFICE CLOSED</Title>
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<Description>Due to an Avian Flu warning from the Center of Disease Control, the Miami
office will be closed</ Description>

<Link href="/" />

</AlertStatus>

(d) Tools

This example uses a made-up protocol of “cmd” to in the href tag to execute the internal
command that will start GotoMyPC for this user. This is TBD. Alternatively, something like
href="file://start_g2.exe -u “phil.smith@acme.com” -pw “39950390” -nn “OfficePC” -ac
“12345°” could be used to start an executable on the stick with the GotoMyPC arguments
needed to start a G2 session on a specific host computer.

<Tools>
<Tool href=cmd://start-g2>
<Image src="/images/gotomypc.png” />
<Title>Y our office computer is available!</Title>
<Button style="">Launch GotoMyPC</Button>
</Tool>
</Tools>

(e) Configuration

Example XML:
<Config>
<Application>
<Panel>Status</Panel>
<Panel>Rollcall</Panel>
<Panel>Tools</Panel>
<Panel>Communicator</Panel>
</Application>
<GoToMyPC>
<Userld>Charley.Smith@acme.com</Userld>
<Password>B990B00B-DOFF-40d0-8D60-80D023DD3706</Password>
<Host>
<Name>charley</Name>
<AccessCode>C011A69D-7922-4¢ca9-856E-22CFB9236B0F</AccessCode>
</Host>
</ GoToMyPC>
</Config>
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DESIGN SPECIFICATION:

STICK SOFTWARE
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32. Introduction

The Sidebar is tightly integrated with the USB Storage device (the stick) that is provided to
each employee as part of the WFC employee package. In this document we will discuss the
user interface and user process elements on the stick that relate to GotoMyPC installation and
usage, the Sidebar and to the entire user client experience. The creation and management of
the stick is discussed in another document.

33. Stick provisioning
(a) Stick minimum requirements

(1) Stick hardware/firmware requirements

A stick must support the plug and play ability (U3 related?) that reports two volumes to the
operating system upon insertion. This is necessary to cause our executable located on the
stick to automatically run when the user inserts the stick. The first volume is the bulk of the
device’s storage and is called the data partition. The second volume is a small section of the
USB device’s storage that emulates a CD ROM device and is reported to the operating
system as a CD ROM device. The CD ROM emulated section contains an autorun.inf file that
the operating system will automatically search for and execute. This will cause a small
executable, also residing on the CD ROM section, to run. This small executable will detect
the disk identifier of the stick’s data partition and will start an executable located on that
volume.

The U3 platform is an open-standard developed by SanDisk and M-systems.

For further explanation here is a summary of this functionality from the everythingusb.com

web site:
A small, 4MB read-only system partition of the U3 drive pretends to be a CD-ROM drive,
while the data partition shows up as & regular flash drive. Because Windows is led to
believe that the system partition is a CD, U3 takes advantage of the AutoPlay feature in
windows to automatically run the U3 LaunchPad and unlock the data partition of the drive.
It should be noted that U3 will run on any Windows 2000/XP system, regardliess if the user
has administrative rights or not.

(ii)  Minimum files on the stick’s CD-ROM volume

Autorun.inf A text file that causes Windows to run AutoLauncher.exe.

AutoLauncher.exe | Small executable that determines the drive letter of the stick’s data
partition and starts the executable wfcBoot.exe located on that
volume.

u3dapil0.dll A helper component that AutoLauncher.exe uses to determine the
drive letter of the stick’s data partition. This is a DLL provided in
the U3 SDK.

(iii))  Minimum files on the stick’s data partition

wfcBoot.exe The Kent bootstrap executable. This program can communicate
with a WFC service and download all other program files necessary
for a fully functioning Kent enabled stick.

netobvpn.exe VPN client software
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With the exception of u3dapi.dll all the files listed above must be created and prepared by the
Kent development team.

(b)  Other stick considerations

Along with the minimum wfsBoot.exe file on the data partition, it may be beneficial to also
include other files needed for a functioning Kent enabled stick (i.e., the Sidebar components
and G2 installers). The bootstrap loader is able to detect an out-of-date Kent installation and
will download and install newer components from the WFC service. If, however, the
installation is not out-of-date, then downloading time is saved and the user can start using the
Sidebar without delay.

34. Stick software major components

In this section we list and discuss every significant process, utility or application that resides
on the stick.

(a) Auto Launcher (AutoLauncher.exe)

This component is described in the Stick provisioning section above. It resides on the CD-
ROM portion of the stick and is responsible for launching the wfcBoot.exe application on the
stick’s data partition.

(b) WFC bootstrap (wfcBoot.exe)

2. Discovers VPN service URL. A service located on a Citrix owned server may be used
to obtain the Access Gateway URL. The user may be prompted for a company ID if
the stick has never been used before and has not been pre-seeded with a company 1D
or company Access Gateway URL). This discovery process is documented in
TODO:xxxx

4. Open the WFC service.

5. Processes program update information from server (this is documented in
TODO:xxxx). Note that in the event that the VPN client or the bootstrap program
itself has been updated then the bootstrap program will restart. The existing logon
state can possibly be preserved by caching the current session ID. If not, a screen
explaining the re-start will be displayed to the user.

o

7. Starts Sidebar loader.
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(c) Sidebar loader (loader.exe)

The Sidebar loader performs the following functions:
1. Sets up all Sidebar configuration files. This step is to insure that the Sidebar is always
correctly configured.
2. Starts the Sidebar

Notes
e [t’s the intention that the functionality of the loader will be put into the Sidebar itself.
When and if that occurs this component will be eliminated.
¢ Another option would be to put this functionality into the bootstrap application, also
eliminating this component.
e The loader will be provided with the current session ID using a command line
argument.

(d) The Sidebar (dsidebar.exe)

The Sidebar is the main application and function of the stick and is described in a separate
section below. In a yet to be determined method the Sidebar will be provided with the current
session ID from the bootstrap application or the loader.

35. Sidebar

The main functions of the Sidebar are to provide alert status information to the user, allow the
user to respond to the alert with status information, provide a link to instant GotoMyPC
functionality, provide links to more complete information and functionality on the WFC
portal web site, and to provide a customized IM and Softphone component preloaded with the
user’s managers and peers.

One underlying programming strategy of the Sidebar is to let the WFC drive the component
as much as possible. That is, the Sidebar is, as much as possible, a “dumb” client. This is
analogous to a web page, where it is the server that determines the content and functionality
of the page and not the web page itself.

(a) Launch

If the stick has been initialized the Sidebar is automatically launched by the loader
application as described in the Stick software major components section above.

By the time the Sidebar is launched it is fully configured and displayable. Each panel,
however, may need to download specific data from the WFC service. These downloads will
be asynchronous with the display and usability of the Sidebar. The strategy is to download
the minimum amount of data necessary prior to the launching of the Sidebar in order to keep
the UI as responsive as possible.

-137-
4136052v1



CTX-293PR

(b) Overall

BUERCERNCY CORMMESNTER

§ CURRERY 3TATYS

ufyr 13, TOOE LIS B ESY

I REEAME OFFACE CLOSED

| e do et P wamieg o

ERAEHTENCY ROLE EALL

I3 ol (RFN) Nave RRRIRRd
NR 2l 2H
Wieew Compaboss Datails xx

Ry

N eowdy whitv. Het caling
3} sbeis actant o a Wtasting
{‘f\§ Chyds Christisnasn - Not Onfine
LY ewadoryem . natasing

B FUyTORN

@ Reonlse - RBo 26 micuras :
@‘ Frodd SarQenman - Busy codivy awwgt
) Rothasna Sttt i :
@ ey Obstoany

An example screen shot of the Sidebar.

A mini-application in the Sidebar is called a panel. In the screen shot shown above there are
four panels: Status, Roll Call, Tools, and Directory/IM. The specific panels loaded into the
Sidebar is an IT configurable option and can be based on the ERT and Manager status of the
user. At a minimum the Status panel will be loaded. Normally the Status, Tools, and
Directory panels will be loaded for all users, and the Roll Call panel will be loaded for ERT
personnel and Managers. Optionally the Roll Call panel can be loaded for all employees.
Each of these panels will be described below.

Note: Unless otherwise stated all links open up a web page on the WFC server using the
computer’s default browser. A session ID provided by the WFC service will be encoded in
the URLs to identify the requester to the portal.
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(c) Sidebar Panels

(i) Status

The status panel displays the current status of the alert as supplied by the WFC service. The
panel will poll the WFC service once a minute for changes and will update the display as
changes occur.

The background of the message will be color coded depending on the status (color coding
values TBD).

A color-coded line at the bottom of the panel will display the user’s response status to this
emergency. This will be a clickable link to a page where the user can enter or modify a
response.

The Read More link will open the home page on the portal for this emergency.

(ii))  Rollcall

The Roll call panel displays statistics and a bar graph showing the number of employees who
have responded to the alert.

A View Details link will open the Roll Call page on the portal.

(iii)  Tools
The Tools panel contains URL links to selected applications. The main purpose of this panel

is to make the GotoMyPC URL link clearly visible and available to the user. The details on
how the GotoMyPC link works in described in the section TODO:xxxx in this document.

The other standard link will be a URL to the home page of the portal for the current
emergency.

Optionally, links to other tools can be made available here. Additional tool entries will be
under the control of the WFC service. Each optional tool entry will specify an icon image, a
button name, a short description, and a URL. The URL can be coded to point to an
application residing on the stick.

(iv)  Communicator
This panel offers two separate but related features.

(1) Express Directory

The directory contains the names and abbreviated contact information of everyone in the
organization. (TBD will this contain only those participating in the current alert or will it
contain everyone in the organization -- similar to the corporate Outlook contacts directory).
On start-up the panel will look to see if a local copy of the directory is on the stick. If the
directory is not on the stick the panel will download the entire directory from the WFC
service. If the directory is on the stick the panel will check the WFC service for time-stamped
updates and start a download of updated and new entries if necessary. (TBD: the protocol for
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determining what needs to be updated). In both cases the download will be asynchronous to
the usage of panel. There will be a Ul indication that an update is in progress, however.

Configurable # of letters for match
How do you get match from server?

(2) Instant Messaging and Softphone

The IM component connects to a Kent configured LCS server via a VPN connection to a
Gateway server. The logon credentials will be provided by the WFC service. The pre-
configured buddy names and groups for this user will be obtained from the WFC service and
temporarily combined with the user’s buddies already on the LCS server.

Users can exchange text messages and start voice conversations with single or groups of
buddies in their list. Users can also dial-out to any phone number to create PC to phone voice
conversations. The Softphone functionality is a feature of the LCS server. The Communicator
panel initiates a voice phone call by communicating with the LCS server. The LCS server
dials out (figuratively speaking) to the other party to complete the connection. Audio is
transmitted from the user’s PC to the LCS server, and from the LCS server to the party at the
other end (and vice versa).
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36. GotoMyPC host installation alternatives

The initialization of a stick can be run on the employee’s computer at work, but this is not
required. The advantages to initializing on the user’s office computer are:

1. Can setup GotoMyPC host on the user’s office computer using the stick.

2. Potentially faster access to the company’s WFC service.

The disadvantages or impediments to initializing the stick on the office PC are:
1. Attempting to install GotoMyPC from the stick may fail if the user does not have
administration privileges.
2. The office computer’s USB port may be locked down making initializing from the
office computer impossible.
While it is possible to initialize a stick on a non-office computer, the company IT department
will have to provision GotoMyPC host software independently.

At this time is has been decided that GoToMyPC host installation will not be something
offered on the stick. Installation of GoToMyPC will be an IT task.

37. GotoMyPC client viewer

A GoToMyPC short-cut will be provided from the WFC service to the Sidebar. A “short-cut”
is a URL pointing to the gotomypc.com website and includes an encoded string that tells the
website 1) the user requesting the connection, and 2) the host computer the user wishes to
connect to. A cookie is provided with the request to authenticate the user.
The process goes something like this:
1. GoToMyPC.com gets request with short-cut and cookie. The information is verified
and if acceptable a Java applet is downloaded to browser.

Note that the user may have to grant permissions for the Java applet to run and may
have to grant other permissions for other actions in this process.

2. The applet downloads a viewer (a regularWin32 executable) into the computer’s temp
directory.
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3. The applet starts the viewer. At this point the viewer is handed an already established
connection with the host or is given the URL to the target host (it’s either one or the
other; I just don’t know the details). In either case, the viewer has or will establish a
connection with the host computer (the user’s office computer).
5 4. The viewer will prompt the user for an Access Code. Using the Secure Remote
Passwords (SRP) protocol the Access Code is verified and GoToMyPC session will
begin.

The WFC service will provide the Sidebar with the short-cut, the cookie, and the Access
10 Code. What the Sidebar process will be:
1. Start a global hook
2. ...moretocome... ...
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415-123-1234

2. PBX Extension
2034
“ring no answer”

4. SiP INVITE
Call route request

VolP Gateway

CITRIX BCM Server

6. SiP 302 Moved

Redirect response
4156-123-1234

5. Number
Forwarding Lookup

S

SIP Redirect Proxy it BCM
itrix

Temporardy

FIG. 2C




« PBX User in Emergency Location

Emergency Phone

’ ‘ 415-123-1234 Softphone SIP/RTP
PSTN Sip;john@citrix.com
PRI

R T |

VoIP Gateway INTERNET

3. PRI

2. PBX Extension
2034 SIP{ RTP
“ring no answer”

4.SIP INVITE
Cail route request

VoiceMail Server

¥,
LE ST EET 5. Number

Forwarding Lookup

VoIP Gateway

6. SIP 302 Moved
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Redirect response
Sip: john@citrix.com

CITRIX BCM APPLIANCE

SIP Redirect Proxy

Citrix BCM

FIG. 2D
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BCM
Appliance

Client sends 2 Phone =Eji|
NS Numbers to BCM ——————Calt Leg t—— {ji0

T — e e,
» i H Galf Leg et 1l

BCM Client Call Will be bridged here.

/Y - Colt Leg 1

End Users Phone

External Phone

FIG. 2E
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Outbound calling

PBX User in Emergency Location SIP
ISDN 2
Autbound Call Request——— = 3
H.323 B

Extension

“Remote Access
Appliance

Appliance

e e e

—————————————— Callleg i — — v ———— — — —
gj::m_xwmﬂwh PSTN

POTS Phone

FIG. 2F
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Database

Using Oracle
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Operating System (Linux)

Network Interfaces

SIP Trurks / H.323 Trunks
And
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PRI/ BRI ISDN interfaces
if SIF or H323 trunks are not avaitzble

/

FIG. 3
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BCM Logic
Web Links (0 Struts

VPN Logic

Logs on ta Corporate Network
Geots P Address

N

\__ WFC client/ client agent




13135

FIG. 4A



IT Admin

14/35
User

GoToMyPC

User creation

Import from LDAP

‘,_.l

Create groups

“Mass” emaiil to all users

User receives
stick and email

Y

[Receive email w/ install link

%
Recieve USB stick [

y

Instruction to plug in stick

and click install link

User
provisioning

A J

Install GoToMyPC |

Download/install WFC client
onto stick

Install GoToMyPC shortcut
onto stick

FIG. 4B

Receive request w/
user and WFC

« [Server generated

credentials and code

v

~Create user
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2. User authenticates w/ ~_ 4.BCM/BCS finds GoToMyPC
BCM/BCS servers (LDAP/AD) BOMBCS.  credentials for user

Firewall

5. BCM/BCS
authenticates

user with
GoToMyPC

Host Computer

1. User plugs in
stick

3. User launches GoToMyFPC. Best case rno
passwords and no access code. Alternative: A

6. Establish connection
between client and user’s

client computer prompt for access code host com puter

FIG. 4C
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User flow architecture

EMERGENCY
RESPONSE
TEAM
(ERT)

EMPLOYEE

MANAGER

. PREPARE

Prepare Zones, Groups,

"| Surveys & Notifications.

Create, test &approve
emergency scenarios.

Receive email
of explanation

Receive USB
Device Kit

Approve
Scepario

Activate
Emergency

Send Emergency
Alert Notifications

Update Status,
issu@ annoucments
ang sUrVeys

| Receive Emergency
Alert Notifications

Respond and

Plugin
USB Cevice

Use'SEdebaf to
collaborate with

colieagues

: Update Contact info P

Launch GoToMyPC
and use work

|

-} UseRemote Workplace
1 to post messages, read
status updates &

answer surveys,

compirter remotely

: Repors & History

Manage Roii Call

FIG. 5B
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ERT creates emergency scenarios

ERT Creates New Group e g S
-Groups - Follow the four simale steps below te crevte a new Group, e
-Zones s T
R
-Surveys . ’
5 : A Name P .
-Nonﬁcg{zons S [ tlance s wereers j
-Scenarics Paiviliges e e T
. e -| ; Group Type ithse et (onledl wdiat 9weges srt Tvalebin for this grovpl
Aembars - £ Asminissraters
_ , | B ERT Members
47 Review & Save Cisdnagers
S | Demplapees

Name & Description P BRSNS SRR
' ‘1 Atlanta Hurricene R i o ' :

R alertNetification o
’ ’ Scenarie Deseription:

| Seatus Huiricane maps, resaurces and nows feeds included for a major hurricsne

warning or disastar inthe Atianta South Hels
Tones _,x:e”rx.‘.arte& HY a reg:om
Surveys o e ‘

f Nows 8 Kesources

Raview

Apwroval

FIG. 5C



Manager approves a
scenaric

- Minimum number of
signatures required

19/35
Managers approve scenarios

Startand Chasse Scenarios must be approved by at least one other ERT Meinber to be deployed.
Seenirio SoUg Satect cae o two BRT misinbers beldne to receivg a Senric Approvs!l Request vis emad,

v Name & Doscriptlan

EMBRGENCY RE?ONSQ?SAM

Fonet

flerts

4 Status

Sureys

= Hews & Resources

‘You have been asked to approve the new Emergency Scenario shawn below, -
Picase teview the Scengrio dotalls befow Y¥nen you ate finishoad, dick the Agpcove or Ocﬁy dutton.
Hyou deny thic Sccna'ﬁqp cass inchude comments explaining why. -

"hd-:m-f-;\n"\'?\f:m\;i .

FIG. 5D
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Employee Preparation
-Email notification about stick

-Store in a safe place )
R Opt¥ion 2 -Hard Case -

- iRESUME .
wartRd G

Employees get prepared




Emergency Test:

- Like the real thing except for a smaller

group
- ERT selects g scenario

- ERT activates test scenario

- Select test recipients

21135

ERTs test scenario

Test imwgencrs:ep& #Tt:eoto

f»kxt oneor mofe ERT members to ‘me fotlowing voite email ond SMS MESSAGES

Choomw Szenane
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Activation Approval
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'rmvsmwsseae gemoqmm. :
_wwmmﬁowmﬂm:-m

,mnkmi’ou«mad'ta w0 thu w;tef the
Em-'prc_wacy ﬂdmm 9;5!

FIG. 5F



Emergency Activation ! Notification:

- ERT selects a scenario

- ERT activates emergency scenario

- Approval Requests are issued (optional)

- USB Devices, Sidebar and Web Workplace
activated

TEST - ACTATT  GEACTRATE lm‘ Mtcm"&ﬁ#ﬁﬂ

Emergency Approvals
The B tatow G0y the 2t of Trempantory tas hove taen W i apnrovil,

GP&«{;«-« TR
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B Aeaht B a S A el Yneve A2

. (mgmmlmmi«w“

Appro\re or Deny Emergency Activation

YOUT 3000 o 15 NeCessany v HCtIvate the Emsigncy Stnton Atlanta
This B GECy AZERITON Peqest wirs W U0 5L G KRR Lo 2 &35 TV Angen
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dedmgictnzsnyouwﬂsbu LJ2% ¥ S foc

. Bowviese 250t
Mot tioas

< Rl Rlatus Mejezge

N *rxl’rdﬂzﬁm.« u\:anvmum&a»m‘fx‘ B

FIG. 5G
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Employee notification

Weams taths
o CITRIX™

Employee Emergency Notification
MERGENCY WORKPLACE.

- Alert Activated

- SMS & Voice iMessages Sent

- Employees receive messages.reply and update
contact information

- Plugin USB Device (if available)

1 Sleaxe log In using your caupateit Vaer Name sad Pasemond,

e Mg [ - {

1 Acthos Emergency: Mismi Heaian e Waming
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- -Mi\{éfiﬁfégwm&amiﬂurﬁnm Wami:ig
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Emergency” Employees Employees : g —

Activated/ Receive Plug in USB |1 i dnte g i o i ety -

Notifications Voice & SMS Device | E e A T e
Sent Notifications _

FIG. 5H
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. EMERGENCY COMM CEN’

Sidebar CURRENTSTATUS .~ waio
-Easily accessible Syt e st
-Displays status, roll call, IM, and directory g“j:i:*aiz;ffgﬁﬁiggm |
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.Read !-&cm» """ T
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Manager’s roll call
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Employee
Emergency
Workplace
Usage

- Get latest
status

- Read
Announceme
nis

- Participate
in message
boards
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Users use emergency workplace
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Users collaborate for resources

Employee Emergency Workplace
Usage

-Answer Surveys

-Post and Reply to Message woard
-Access Resources & News

km.m Hu Pwpal‘ﬂ?mﬁt )

Yow &3 freres m-'wx}eﬂs:ta-s.h‘v mmpmrms&m-s .
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Users communicate with peers

Communications

office to new number
- Place outbound calls
- Chat

- Search corporate directory
- Inbound phone catls are re-directed from

| Amitabh Sinha How ate you?
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Click te chat

e R
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7 feanork rete 54 s vaimry

B e mocoins

Click to
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PTO/SB/14 (08-05)
Approved for use through 07/31/2006. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. ) Attorney Docket Number | 2006579-0739 CTX-293
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention Systems and Methods for Providing a Business Continuity Service

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Applicant Information:

Apbplicant 1 [ Remove |

Applicant Authority @®Inventor | (OLegal Representative under 35U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name | Suffix
Goutham Rao |

Residence Information (Select One) (e) US Residency () Non US Residency () Active US Military Service

City | San Jose State/Province | CA Country of Residencei

Citizenship under 37 CFR 1.41(b) i us
Mailing Address of Applicant:

Address 1 c/o Citrix Systems, Inc.

Address 2 2740 Zanker Road

City San Jose State/Province CA
Postal Code 95134 Countryi

Apbplicant 2 [ Remove |

Applicant Authority (®Inventor | (OLegal Representative under 35U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name | Suffix
Amitabh Sinha |

Residence Information (Select One) () US Residency () Non US Residency () Active US Military Service

City | San Jose State/Province | CA Country of Residencei

Citizenship under 37 CFR 1.41(b) i us
Mailing Address of Applicant:

Address 1 c/o Citrix Systems, Inc.

Address 2 2740 Zanker Road

City San Jose State/Province CA
Postal Code 95134 Countryi

Annlicant 3 [ Remove |

Applicant Authority (®Inventor | (OLegal Representative under 35U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name | Suffix
Eric Brueggemann |

Residence Information (Select One) (¢) US Residency () Non US Residency () Active US Military Service

City | San Jose State/Province | CA Country of Residencei
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PTO/SB/14 (08-05)

Approved for use through 07/31/2006. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 2006579-0739 CTX-293

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Systems and Methods for Providing a Business Continuity Service

Citizenship under 37 CFR 1.41(b) i uUs
Mailing Address of Applicant:

Address 1 c/o Citrix Systems, Inc.

Address 2 2740 Zanker Road

City San Jose State/Province CA

Postal Code 95134 Countryi

All Inventors Must Be Listed - Additional Inventor Information blocks may be ['T]

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[] An Address is being provided for the correspondence Information of this application.

Customer Number 24280

Email Address ‘ | AddEmail |  |Remove Emaill

Application Information:

Title of the Invention Systems and Methods for Providing a Business Continuity Service

Attorney Docket Number| 2006579-0739 CTX-293 Small Entity Status Claimed [ |
Application Type Provisional

Subject Matter Utility

Suggested Class (if any) Sub Class (if any)

Suggested Technology Center (if any)

Total Number of Drawing Sheets (if any) 35 Suggested Figure for Publication (if any)

Publication Information:

[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under 35 U.S.C. 122(b)

] and certify that the invention disclosed in the attached application has not been and will not be the subject of an
application filed in another country, or under a multilateral agreement, that requires publication at eighteen months
after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Enter either Customer Number or complete the Representative Name section below. If both sections
are completed the Customer Number will be used for the Representative Information during processing.

Please Select One: (®) Customer Number (O US Patent Practitioner (O US Representative (37 CFR 11.9)

EFS Web 2.0
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Approved for use through 07/31/2006. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 2006579-0739 CTX-293

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Systems and Methods for Providing a Business Continuity Service

Customer Number | 24280

Domestic Priority Information:

This section allows for the applicant to claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c). Providing this information in the
application data sheet constitutes the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)
(4), and need not otherwise be made part of the specification.

Prior Application Status [Remove ]

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
Additional Domestic Priority Data may be generated within this form by selecting -—_
the Add button. [CAdd_]

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)
and 37 CFR 1.55(a).

| Remove |
Application Number Country i Parent Filing Date (YYYY-MM-DD) Priority Claimed
(O Yes (® No
Additional Foreign Priority Data may be generated within this form by selecting the -—_
Add button. [ ]

Assignee Information:

Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37
of the CFR to have an assignment recorded in the Office.

Assianee 1 [ Remove I

If the Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information:

Address 1 Citrix Systems, Inc.

Address 2 2740 Zanker Road

City San Jose State/Province CA
Country | Postal Code 95134
Phone Number Fax Number

Email Address

Additional Assignee Data may be generated within this form by selecting the Add

button. Add

Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37
EF%W; l'é(d) for the form of the signature.
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Approved for use through 07/31/2006. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

2006579-0739 CTX-293

Application Number

Title of Invention | Systems and Methods for Providing a Business Continuity Service

Signature |/CJMcKenna/

Date (YYYY-MM-DD)

2006-10-20

First Name | Christopher J.

Last Name

McKenna

Registration Number

53302

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

1.

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 652a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency’s responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 161. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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