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SYSTEMS AND METHODS FOR 

PROVIDING A BUSINESS CONTINUITY SERVICE 

Field of the Invention 

CTX-293 PR 

The present invention generally relates to business and workforce continuity services. 

In particular, the present invention relates to systems and methods for providing an end-to­

end information system solution for business continuity and workforce displacement services. 

Background of the Invention 

Business continuity planning has long been thought of simply having to deal with 

events such as data loss, physical damage to electronic information, data center outages and 

so on. As companies implement and test its plans to deal with data destruction, another 

aspect to business disruption gets highlighted - that is workforce disruption. Businesses 

15 today have unstructured and often unsophisticated approaches to dealing with business 

disruptions such as weather related events, terrorist attacks, wide spread flu, traffic related 

disruptions etc. Many times, plans to deal with workforce disruption end with documents, 

but no tools or products to enforce the plans. 

Prior solutions have been mostly random concoctions implemented directly by the 

20 executive staff of a specific person in charge of business continuity at a company. These 

solutions have actually largely focused on data recovery and information related disaster 

events - but very little if any on workforce disruption. Many existing technologies like 

virtual private networks (VPN) and distributing laptops have been used to cope with workers 

not being able to physically be at their place of work. But as discussed above, that is only a 

25 partial solution. Further it is not feasible to provision laptops and VPN for your entire 

workforce before hand - nor is that a tractable or scalable solution. 

30 

It would, therefore, be desirable to provide systems and methods for providing a 

business and workforce continuity end-to-end information technology solution. 

Brief Summary of the Invention 

The systems and methods describe herein provides a business continuity management 

(BCM) solution for helping companies cope through a workforce disruption. The BCM 

solution enables emergency communications to employees with corporate policies and 
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instructions, allows employees in various groups to communicate with each other via voice 

and chat messaging , and connects employees to their applications, their data and their 

desktops - all from any anonymous computer - without compromising corporate security 

policies. The BCM system also provides employees and management visibility into the 

5 workforce disruption crisis and allows management to access the situation and make and 

communicate decisions to the workforce. 

The systems and methods described herein provide ad-hoc and simple to deploy BCM 

solution that manages and covers the three aspects needed for a workforce continuity 

solution: 1) application access in any form from any computer, 2) emergency communication 

10 and alerts via any communication medium, such as Short Message Service (SMS), email, 

voice, and 3) employee collaborations tailored to the disruption event. 

15 

20 

25 

The details of various embodiments of the invention are set forth in the accompanying 

drawings and the description below. 

Brief Description of the Figures 

The foregoing and other objects, aspects, features, and advantages of the invention 

will become more apparent and better understood by referring to the following description 

taken in conjunction with the accompanying drawings, in which: 

FIG. IA is a block diagram of an embodiment of a network environment for a 

deployment of a business continuity and workforce displacement system; 

FIG. 1B is a block diagram of an embodiment of a data center environment for a 

deployment of a business continuity and workforce displacement system; 

FIG. 1 C is a block diagram of an embodiment of a voice integration architecture and 

environment; 

FI Gs. ID and IE are block diagrams of embodiments of a computing device; 

FIG. 2A is a block diagram of an embodiment of an emergency communication 

forwarding scenario using insertion of a business continuity service in a coverage path; 

FIG. 2B is a block diagram of an embodiment of a system to implement call 

forwarding using an appliance to bridge the calls; 

FIG. 2C is a block diagram of another embodiment of a system to implement call 

30 forwarding using an appliance to bridge the call; 

FIG. 2D is a block diagram of another embodiment of a system to implement call 

forwarding using Voice over Internet Protocol (VoIP) termination; 

- 2 -
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FIG. 2E is a block diagram of an embodiment of a system to implement a click-to-call 

communication; 

FIG. 2F is a block diagram of an embodiment of a system to handle outbound 

communications; 

5 FIG. 3 is a block diagram of an embodiment of an appliance providing business and 

workforce continuity services; 

FIG. 4A is a pictorial diagram representing an embodiment of a Universal Serial Bus 

(USB) device for providing software and services related to business and workforce 

continuity; 

10 FIG. 4B is a flow diagram depicted an embodiment of a method for setting up and 

provisioning a USB device, such as the device depicted in FIG. 4A; 

FIG. 4C is a flow diagram depicted an embodiment of a method for using a USB 

device, such as the device depicted in FIG. 4A; 

FIG. 5A is a pictorial diagram representing an embodiment of the type of users of the 

15 business and workforce continuity solution described herein; 

FIG. 5B is a pictorial diagram representing an embodiment of a user workflow 

architecture; 

FIG. 5C is a pictorial diagram representing an embodiment of a user interface for 

creating an emergency scenario; 

20 FIG. 5D is a pictorial diagram representing an embodiment of a user interface for a 

manager to approve an emergency scenario; 

FIG. 5E is a pictorial diagram representing an embodiment of a USB device or stick 

for a user to use in case of emergency; 

FIG. 5F is a pictorial diagram representing an embodiment of a user interface for 

25 testing an emergency scenario; 

FIG. 5G is a pictorial diagram representing an embodiment of a user interface for 

activating an emergency; 

FIG. 5H is a pictorial diagram representing an embodiment of a user interface for 

notification of an employee or user; 

30 FIG. 51 is a pictorial diagram representing an embodiment of a user interface 

providing an employee communication center; 

FIG. 5J is a pictorial diagram representing an embodiment of a user interface 

providing information for a roll call; 

- 3 -
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FIG. 5K is a pictorial diagram representing an embodiment of a user interface 

providing an employee workplace; 

FIG. 5L is a pictorial diagram representing an embodiment of a user interface 

allowing users to collaborate for resources; 

5 FIG. 5M is a pictorial diagram representing an embodiment of a user interface 

allowing users to communicate with peers; 

FIG. 5N is a pictorial diagram representing an embodiment of a user interface 

allowing users to access a computing environment providing access to applications and data; 

FIG. 6A is a pictorial diagram representing embodiments of user interfaces for the 

10 user's side bar; 

15 

FIG. 6B is a pictorial diagram representing other embodiments of user interfaces for 

the user's side bar; 

FIG. 7 A is a pictorial diagram representing embodiments of user interfaces for startup 

screens for the USB device; 

FIG. 7B is a pictorial diagram representing other embodiments of user interfaces for 

startup screens for the USB device; and 

FIG. 7C is a pictorial diagram representing additional embodiments of user interfaces 

for startup screens for the USB device. 

The features and advantages of the present invention will become more apparent from 

20 the detailed description set forth below when taken in conjunction with the drawings. 

Detailed Description of the Invention 

FIG. IA depicts an embodiment of a system for providing business and workforce 

continuity services and methods. For example, the business and workforce continuity services 

25 described herein may be deployed in a corporate enterprise, such as part of a corporate 

network environment. In brief overview, the system includes a computing device 100, 

sometimes referred to as a client, and a telecommunications device 100' in communication 

with a workforce continuity (WFC) gateway 192, which provides access to a workforce 

continuity (WFC) server 194. The system includes a communication server 196, a media 

30 gateway 198, and one or more databases 185. The system also includes a computer telephone 

integration device or software 188, a private branch exchange 186 and a phone 182, a short 

- 4 -
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messaging service (SMS) or system 184, and a remote access and computer remote control 

software or service 182. 

The WFC gateway 192 includes any type and form of gateway, device, appliance or 

interface unit to provide access to the WFC server 194. In one embodiment, the WFC 

5 gateway 192 provides a virtual private network (VPN) connection to a computing device 100. 

In some embodiments, the WFC gateway 192 provides a Secure Socket Layer (SSL) VPN 

connection to a computing device 100. In other embodiments, the WFC gateway 192 

provides an IPsec based VPN connection. In some embodiments, the WFC gateway 192 

provides one or more of the following services, functionality or operations: SSL VPN 

10 connectivity, switching/load balancing, Domain Name Service resolution, acceleration and an 

application firewall for communications between one or more clients and one or more 

servers. In some embodiments, the WFC gateway 192 performs any one or more of the 

following acceleration techniques: 1) compression; 2) decompression; 3) Transmission 

Control Protocol pooling; 4) Transmission Control Protocol multiplexing; 5) Transmission 

15 Control Protocol buffering; and 6) caching. In one embodiment, the WFC gateway 192 

provides LAN acceleration. In other embodiments, the WFC gateway 192 provides WAN 

acceleration. 

In some embodiments, the WFC gateway 192 comprises any of the gateway or 

appliances manufactured by Citrix Systems, Inc. of Ft. Lauderdale, Florida. In one 

20 embodiment, the WFC gateway 192 comprises any of the following Citrix Access Gateway 

line of appliances: Access Gateway Standard Edition, Access Gateway Advanced Edition, 

Access Gateway Enterprise Edition. In another embodiment, the WFC Gateway 192 

comprises the Citrix Application Firewall functionality or device. In other embodiments, the 

WFC Gateway 192 comprises any of the Citrix models of NETscaler appliances. In yet 

25 another embodiment, the WFC Gateway 192 comprises any of the Citrix models of 

WANscaler appliances. 

The WFC server 194 comprises any type of server, appliance, or computing device 

for providing any portion of the services, functionality, operation, logic and/or integration of 

the business and workforce continuity services and functionality described herein. In one 

30 embodiment, the WFC server 194 comprises a web server. In another embodiment, the WFC 

server 194 comprises an HTTP (HyperText Transfer Protocol) server. In some embodiments, 

the WFC server 194 provides a web based user interface for accessing the functionality and 

operations of the services described herein. In one embodiment, the WFC server 194 

provides a portal web-site or service. The WFC server 194 comprises one or more 

- 5 -
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applications, programs, libraries, services, processes, tasks or set of executable instructions 

providing the logic, functionality and operations of the business and workforce continuity 

services described herein. For example, in one embodiment, the WFC server 194 comprises 

any type of workflow or logic engine for handling operations of the system. 

In one embodiment, the WFC server 194 comprises any type and form of application 

delivery system. In some embodiments, the application delivery system comprises any 

portion of the Citrix Access Suite™ by Citrix Systems, Inc., such as the MetaFrame or Citrix 

Presentation Server™ and/or any of the Microsoft® Windows Terminal Services 

manufactured by the Microsoft Corporation. In one embodiment, the application delivery 

10 system may deliver one or more applications to or users via a remote-display protocol or 

otherwise via remote-based or server-based computing. In another embodiment, the 

application delivery system may deliver one or more applications to clients or users via 

streaming of the application. 

In one embodiment, the WFC gateway 192 and/or WFC server 194 includes a policy 

15 engine for controlling and managing the access to, selection of application execution methods 

and the delivery of applications. In some embodiments, the policy engine determines the one 

or more applications a user or client may access. In another embodiment, the policy engine 

determines how the application should be delivered to the user or client, e.g., the method of 

execution. In some embodiments, the application delivery system provides a plurality of 

20 delivery techniques from which to select a method of application execution, such as a server­

based computing, streaming or delivering the application locally to a client for local 

execution. 

The WFC server 194 may interface, comprise or otherwise use one or more databases 

185 to store configuration, data or information. The database 185 may comprise any type and 

25 form of database, such as SQL Server manufactured by the Microsoft Corporation of 

Redmond, Washington or an Oracle database manufactured by Oracle Corporation of 

Redwood Shores, California. In other embodiment, the database 185 comprises an object 

database. In another embodiment, the database 185 comprises a file system or one or more 

files. In some embodiment, the database 185 stores information or data identifying contact 

3 0 information and methods of communication for one or more users of the workforce 

continuity server 194. 

The communication server 196 provides one or more types of communication 

services via email, SMS, instant messaging (IM), Voice over Internet Protocol (VoIP) or any 

other form of telecommunications and communication mediums and means. In one 

- 6 -
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embodiment, the communication server 196 comprises Live Communications Server 

manufactured by the Microsoft Corporation. In this embodiment, the communication server 

196 provides tools necessary to connect users to public instant messaging (IM) Internet 

service providers, such as MSN, AOL, and Yahoo!. Using Microsoft Office Communicator 

5 manufactured by the Microsoft Corporation , the Live Communications Server enabled users 

who are licensed for public IM connectivity, can add contacts, send instant messages, and 

share presence information with users of MSN Messenger, AOL Instant Messenger (AIM) 

and Yahoo! Messenger. In one embodiment, the computing device 100 or 

telecommunication device 100' comprises the Microsoft Office Communicator. 

10 In some embodiment, the communication server 196 provides any of the following: 

1) search for contacts easily using an Address Book Service. This allows users to search for

others via their corporate global address list (GAL), as well as local address information on 

their computer, 2) Integrate with Microsoft Office Outlook and Microsoft Exchange Server to 

let users view other contacts' free/busy information from their schedule, as well as display 

15 their 'Out of Office' messages directly in Microsoft Office Communicator, 3) extend 

presence, including the ability to allow users to set 'custom notes', to provide more rich 

information to other contacts, enabling them to make more informed decisions on how to 

interact, 4) Control enterprise phones directly from a computing device 100. With the 

appropriate private branch exchange (PBX) or public switched telephone network (PSTN) 

20 gateway infrastructure in place, Microsoft Office Communicator provides integration with 

enterprise telephony systems, allowing the user to initiate calls and even divert calls to a 

remote location when they are not at their desk, and 5) Initiate conference calls with partner 

service providers directly from Microsoft Office Communicator making it easier for 

information workers to communicate with others. 

25 The media gateway 198 comprises any type and form of server, gateway, device or 

appliance for communicating, translating or interfacing between disparate 

telecommunications networks. In one embodiment, a media gateway provides an interface 

between a first type of telecommunication network and a second type of telecommunication 

network. In another embodiment, a media gateway provides an interface between a first type 

30 of telecommunication protocol and a second type of telecommunication. In some 

embodiments, the media gateway converts between the different transmission and coding 

techniques of the telecommunication networks. In one embodiment, the media gateway 

comprises a Voice over Internet Protocol (VoIP) media gateway. In some embodiments, the 

media gateway performs the conversion between Time Division Multiplexing (TDM) voice 

- 7 -
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to VoIP. In yet another embodiment, the media gateway comprises a signaling gateway. In 

some embodiments, a Signaling Gateway is a network component for translating signaling 

messages (e.g.,. information about call establishment and teardown) between one medium 

(e.g., Internet Protocol and another (PSTN). For example, a signaling gateway might 

5 translate between ISUP (ISDN User Part) and Session Initiation Protocol (SIP). In one 

embodiment, the media gateway may comprises a SMS gateway. 

In one embodiment, the gateway 192, WFC server 196 or media gateway provides or 

supports the provision of IP telephony services and applications to a telecommunication 

device 100. In some embodiment, the gateway 200 includes Voice Office Applications 

10 having a set of one or more telephony applications. In one embodiment, the Voice Office 

Applications comprises the Citrix Voice Office Application suite of telephony applications 

manufactured by Citrix Systems, Inc of Ft. Lauderdale, Florida. The gateway 192, WFC 

server 196 or media gateway may transcode, transform or otherwise process user interface 

content to display in the form factor of the display of the telecommunication device 100. 

15 The computer telephony integration (CTI) 188 comprises software, hardware or any 

combination of software and hardware that provides a link between telephone systems and 

computers to facilitate incoming and outgoing call handling and control. In one embodiment, 

the CTI comprises a physical link between a telephone and server. In some embodiments, 

CTI is a technique by which computers control telephony systems such as PBXs, for 

20 example, a call center where calls are queued up and routed to agents based on criteria such 

as caller ID and called number. 

The PBX 186 comprises any type and form of private branch exchange. In some 

embodiments, a PBX 186 comprises a private voice-communications-capable switching 

facility located in a entity's premises which provides on-premises connection between 

25 terminals connected to it, including dial service, and may provide connections to between 

those terminals and other communications networks, including a PSTN (Plain Old Telephone 

System). 

The telephone 182 may comprise any type and form of telecommunication device. 

The telephone 182 may comprise software, hardware, or any combination of software and 

30 hardware. In one embodiment, the phone 182 is a plain old analog phone. In another 

embodiment, the phone 182 is a digital telephone. In some embodiments, the Phone may 

comprise a VoIP device for communicating voice data over internet protocol 

communications. For example, in one embodiment, the IP Phone may include any of the 

family of Cisco IP Phones manufactured by Cisco Systems, Inc. of San Jose, California. In 

- 8 -
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another embodiment, the IP Phone may include any of the family of Nortel IP Phones 

manufactured by Nortel Networks, Limited of Ontario, Canada. In other embodiments, the 

IP Phone may include any of the family of Avaya IP Phones manufactured by Avaya, Inc. of 

Basking Ridge, New Jersey. The phone may support any type and form of protocol, 

5 including any real-time data protocol, Session Initiation Protocol (SIP), or any protocol 

related to IP telephony signaling or the transmission of media, such as voice, audio or data 

via a network 104. The phone may include any type and form of user interface in the 

support of delivering media, such as video, audio and data, and/or applications to the user of 

the IP. 

10 The SMS Messaging 184 comprises software, hardware or any combination of 

software and hardware for transmitting and/or receiving Short Message Service messages. In 

one embodiment, the SMS messaging 184 comprises a service, gateway or interface for 

communicating SMS messages from one type of telecommunication form or network to a 

device capable of sending and/or receiving SMS. In some embodiments, the SMS messaging 

15 may be deployed on any type and form of device, gateway, server or appliance, including the 

WFC server 194, WFC gateway or Media gateway 198. 

In one embodiment, the system may include multiple, logically-grouped servers In 

these embodiments, the logical group of servers may be referred to as a server farm. In some 

of these embodiments, the serves may be geographically dispersed. In some cases, a farm 

20 may be administered as a single entity. For example, any of the WFC gateway, WFC server, 

LCS server, database, and/or media gateway may be deployed as a server farm. In other 

embodiments, the server farm comprises a plurality of server farms. In one embodiment, the 

server farm executes one or more applications on behalf of one or more clients. The servers 

within each farm can be heterogeneous. One or more of the servers can operate according to 

25 one type of operating system platform (e.g., WINDOWS NT, manufactured by Microsoft 

Corp. of Redmond, Washington), while one or more of the other servers 106 can operate on 

according to another type of operating system platform ( e.g., Unix or Linux). The servers of 

each farm do not need to be physically proximate to another server in the same farm 38. 

Thus, the group of servers logically grouped as a farm may be interconnected using a wide-

30 area network (WAN) connection or medium-area network (MAN) connection. For example, 

a farm may include servers 106 physically located in different continents or different regions 

of a continent, country, state, city, campus, or room. Data transmission speeds between 

servers in the farm can be increased if the servers are connected using a local-area network 

(LAN) connection or some form of direct connection. 

- 9 -
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Although FIG. IA shows a network 104 between the devices 100 and the gateway 

192, the devices 100, 100' and/or the gateway 192 may be on the same network 104 or on 

different networks 104 and 104'. The networks 104, 104' can be the same type of network or 

different types of networks. The network 104 and/or the network 104' can be a local-area 

5 network (LAN), such as a company Intranet, a metropolitan area network (MAN), or a wide 

area network (WAN), such as the Internet or the World Wide Web. In one embodiment, 

network 104' may be a private network and network 104 may be a public network. In some 

embodiments, network 104 may be a private network and network 104' a public network. In 

another embodiment, networks 104 and 104' may both be private networks. In some 

10 embodiments, clients 102 may be located at a branch office of a corporate enterprise 

communicating via a WAN connection over the network 104 to the servers 106 located at a 

corporate data center. 

The network 104 and/or 104' be any type and/or form of network and may include 

any of the following: a point to point network, a broadcast network, a wide area network, a 

15 local area network, a telecommunications network, a data communication network, a 

computer network, an ATM (Asynchronous Transfer Mode) network, a SONET 

(Synchronous Optical Network) network, a SDH (Synchronous Digital Hierarchy) network, a 

wireless network and a wireline network. In some embodiments, the network 104 may 

comprise a wireless link, such as an infrared channel or satellite band. The topology of the 

20 network 104 and/or 104' may be a bus, star, or ring network topology. The network 104 

and/or 104' and network topology may be of any such network or network topology as 

known to those ordinarily skilled in the art capable of supporting the operations described 

herein. 

FIG. IB depicts another embodiment of a system for providing business and 

25 workforce continuity services and methods deployed in a data center. In brief overview, the 

business and workforce continuity system 160 referred to herein as WFC or BMC, is 

deployed in a data center such that there is a primary system and a backup system. In this 

embodiment, the appliance gateway 192, WFC server 194 and communication server 196 

(Live Communication server (LCS)) are in communication with an Lightweight Directory 

30 Access Protocol (LDAP) Server 195. The WFC server 195 is in communication with an 

Internet Telephony Service Provider (ITSP) 164, which provides an interface to a PBX 186 at 

a customer site 166 having one or more computing or telecommunication devices 100, 100'. 

The ITSP 164 also provides access to a Public Switched Telephone Network (PSTN) 182. 

- 10 -
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Any user computing device 100 may access the services of the system 160 via the network 

104. 

In one embodiment, the primary portion of the system 160 is active and upon 

identification of a failure or error with the primary system, the backup portion of the system 

5 becomes active. In some embodiments, the primary portion transmits, or the backup portion 

obtains from the primary, information about state, status, data and/or any other information to 

be able to take over responsibility from the primary portion in a seamless and transparent 

manner. 

Referring now to FIG. 1 C, an embodiment of a telecommunication call fall is depicted 

10 in another deployment of the business and workforce continuity system 160. In this 

embodiment, the BCM 160 provides a system and method for automatically forwarding a 

call to an emergency call. The BCM 160 intercepts the call leveraging the coverage path and 

transfers a call to a user inside a PBX to an emergency contact number of the user when the 

PBX extension is not answered. At step 1, a user via a telecommunication device 100 places 

15 a telecommunication call to an extension of a user in a PBX system. At step 2, the dialed 

PBX telephone extension rings but is not answered. At step 3, the PBX sends the call to an 

external service number, such as a 1-800 number, via a path in its coverage path. The PBX 

routes the call to the local telco (telecommunications) provider, such a via a Primary Rate 

Interface (PRI). The local telco provider routes the call via the PSTN to the ITSP. At step 4, 

20 the ITSP coverts the call to a VoIP and sends the call to a data center or the business and 

workforce continuity system 160. At step 5, the system 150 queries for phone numbers, such 

as emergency contact numbers, in the database 185. At step 6, the system 160 places an 

outbound call to the queried number. The ITSP carrier 164 receives the outbound call and, at 

step 7, coverts the call to PSTN 162 to complete the call. At step 8, the phone 100 identified 

25 by the emergency contact number rings. 

The servers, gateway, database, computer and telecommunication, software and 

services and any other item depicted in FIGs. IA-IC may be deployed as and/or executed on 

any type and form of computing device, such as a computer, network device or appliance 

capable of communicating on any type and form of network and performing the operations 

30 described herein. FI Gs. ID and IE depict block diagrams of a computing device 100. As 

shown in FIGs. ID and IE, each computing device 100 includes a central processing unit 

101, and a main memory unit 122. As shown in FIG. ID, a computing device 100 may 

include a visual display device 124, a keyboard 126 and/or a pointing device 127, such as a 

mouse. Each computing device 100 may also include additional optional elements, such as 
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one or more input/output devices 130a-130b (generally referred to using reference numeral 

130), and a cache memory 140 in communication with the central processing unit 101. 

The central processing unit 101 is any logic circuitry that responds to and processes 

instructions fetched from the main memory unit 122. In many embodiments, the central 

5 processing unit is provided by a microprocessor unit, such as: those manufactured by Intel 

Corporation of Mountain View, California; those manufactured by Motorola Corporation of 

Schaumburg, Illinois; those manufactured by Transmeta Corporation of Santa Clara, 

California; the RS/6000 processor, those manufactured by International Business Machines 

of White Plains, New York; or those manufactured by Advanced Micro Devices of 

10 Sunnyvale, California. The computing device 100 may be based on any of these processors, 

or any other processor capable of operating as described herein. 

Main memory unit 122 may be one or more memory chips capable of storing data and 

allowing any storage location to be directly accessed by the microprocessor 101, such as 

Static random access memory (SRAM), Burst SRAM or SynchBurst SRAM (BSRAM), 

15 Dynamic random access memory (DRAM), Fast Page Mode DRAM (FPM DRAM), 

Enhanced DRAM (EDRAM), Extended Data Output RAM (EDO RAM), Extended Data 

Output DRAM (EDO DRAM), Burst Extended Data Output DRAM (BEDO DRAM), 

Enhanced DRAM (EDRAM), synchronous DRAM (SDRAM), JEDEC SRAM, PClO0 

SDRAM, Double Data Rate SDRAM (DDR SDRAM), Enhanced SDRAM (ESDRAM), 

20 SyncLink DRAM (SLDRAM), Direct Rambus DRAM (DRDRAM), or Ferroelectric RAM 

(FRAM). The main memory 122 may be based on any of the above described memory chips, 

or any other available memory chips capable of operating as described herein. In the 

embodiment shown in FIG. ID, the processor 101 communicates with main memory 122 via 

a system bus 150 (described in more detail below). FIG. ID depicts an embodiment of a 

25 computing device 100 in which the processor communicates directly with main memory 122 

via a memory port 103. For example, in FIG. IE the main memory 122 may be DRDRAM. 

FIG. IE depicts an embodiment in which the main processor 101 communicates 

directly with cache memory 140 via a secondary bus, sometimes referred to as a backside 

bus. In other embodiments, the main processor 101 communicates with cache memory 140 

30 using the system bus 150. Cache memory 140 typically has a faster response time than main 

memory 122 and is typically provided by SRAM, BSRAM, or ED RAM. In the embodiment 

shown in FIG. ID, the processor 101 communicates with various I/O devices 130 via a local 

system bus 150. Various busses may be used to connect the central processing unit 101 to 

any of the I/O devices 130, including a VESA VL bus, an ISA bus, an EISA bus, a 
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MicroChannel Architecture (MCA) bus, a PCI bus, a PCI-X bus, a PCI-Express bus, or a 

NuBus. For embodiments in which the I/O device is a video display 124, the processor 101 

may use an Advanced Graphics Port (AGP) to communicate with the display 124. FIG. IE 

depicts an embodiment of a computer 100 in which the main processor 101 communicates 

5 directly with I/O device 130 via HyperTransport, Rapid I/O, or InfiniBand. FIG. IE also 

depicts an embodiment in which local busses and direct communication are mixed: the 

processor 101 communicates with I/O device 130 using a local interconnect bus while 

communicating with I/O device 130 directly. 

The computing device 100 may support any suitable installation device 116, such as a 

10 floppy disk drive for receiving floppy disks such as 3.5-inch, 5.25-inch disks or ZIP disks, a 

CD-ROM drive, a CD-R/RW drive, a DVD-ROM drive, tape drives of various formats, USB

device, hard-drive or any other device suitable for installing software and programs such as 

any business and workforce continuity software 120, or portion thereof. The computing 

device 100 may further comprise a storage device 128, such as one or more hard disk drives 

15 or redundant arrays of independent disks, for storing an operating system and other related 

software, and for storing application software programs such as any program related to the of 

business and workforce continuity software 120. Optionally, any of the installation devices 

116 could also be used as the storage device 128. Additionally, the operating system and the 

software can be run from a bootable medium, for example, a bootable CD, such as 

20 KNOPPIX®, a bootable CD for GNU/Linux that is available as a GNU/Linux distribution 

from knoppix.net. 

Furthermore, the computing device 100 may include a network interface 118 to 

interface to a Local Area Network (LAN), Wide Area Network (WAN) or the Internet 

through a variety of connections including, but not limited to, standard telephone lines, LAN 

25 or WAN links (e.g., 802.11, T l ,  T3, 56kb, X.25), broadband connections (e.g., ISDN, Frame 

Relay, A TM), wireless connections, or some combination of any or all of the above. The 

network interface 118 may comprise a built-in network adapter, network interface card, 

PCM CIA network card, card bus network adapter, wireless network adapter, USB network 

adapter, modem or any other device suitable for interfacing the computing device 100 to any 

30 type of network capable of communication and performing the operations described herein. 

A wide variety of I/O devices 130a-130n may be present in the computing device 100. Input 

devices include keyboards, mice, trackpads, trackballs, microphones, and drawing tablets. 

Output devices include video displays, speakers, inkjet printers, laser printers, and dye­

sublimation printers. The I/O devices 130 may be controlled by an I/O controller 123 as 
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shown in FIG. ID. The I/O controller may control one or more I/O devices such as a 

keyboard 126 and a pointing device 127, e.g., a mouse or optical pen. Furthermore, an I/O 

device may also provide storage 128 and/or an installation medium 116 for the computing 

device 100. In still other embodiments, the computing device 100 may provide USB 

5 connections to receive handheld USB storage devices such as the USB Flash Drive line of 

devices manufactured by Twintech Industry, Inc. of Los Alamitos, California. 

In some embodiments, the computing device 100 may comprise or be connected to 

multiple display devices 124a-124n, which each may be of the same or different type and/or 

form. As such, any of the I/O devices 130a-130n and/or the I/O controller 123 may comprise 

10 any type and/or form of suitable hardware, software, or combination of hardware and 

software to support, enable or provide for the connection and use of multiple display devices 

124a-124n by the computing device 100. For example, the computing device 100 may 

include any type and/or form of video adapter, video card, driver, and/or library to interface, 

communicate, connect or otherwise use the display devices 124a-124n. In one embodiment, a 

15 video adapter may comprise multiple connectors to interface to multiple display devices 

124a-124n. In other embodiments, the computing device 100 may include multiple video 

adapters, with each video adapter connected to one or more of the display devices 124a-124n. 

In some embodiments, any portion of the operating system of the computing device 100 may 

be configured for using multiple displays 124a-124n. In other embodiments, one or more of 

20 the display devices 124a-124n may be provided by one or more other computing devices, 

such as computing devices 100a and 100b connected to the computing device 100, for 

example, via a network. These embodiments may include any type of software designed and 

constructed to use another computer's display device as a second display device 124a for the 

computing device 100. One ordinarily skilled in the art will recognize and appreciate the 

25 various ways and embodiments that a computing device 100 may be configured to have 

multiple display devices 124a-124n. 

In further embodiments, an I/O device 130 may be a bridge 170 between the system 

bus 150 and an external communication bus, such as a USB bus, an Apple Desktop Bus, an 

RS-232 serial connection, a SCSI bus, a Fire Wire bus, a Fire Wire 800 bus, an Ethernet bus, 

30 an AppleTalk bus, a Gigabit Ethernet bus, an Asynchronous Transfer Mode bus, a HIPPI bus, 

a Super HIPPI bus, a SerialPlus bus, a SCI/LAMP bus, a FibreChannel bus, or a Serial 

Attached small computer system interface bus. 

A computing device 100 of the sort depicted in FIGs. ID and IE typically operate 

under the control of operating systems, which control scheduling of tasks and access to 
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system resources. The computing device 100 can be running any operating system such as 

any of the versions of the Microsoft® Windows operating systems, the different releases of 

the Unix and Linux operating systems, any version of the Mac OS® for Macintosh 

computers, any embedded operating system, any real-time operating system, any open source 

5 operating system, any proprietary operating system, any operating systems for mobile 

computing devices, or any other operating system capable of running on the computing 

device and performing the operations described herein. Typical operating systems include: 

WINDOWS 3.x, WINDOWS 95, WINDOWS 98, WINDOWS 2000, WINDOWS NT 3.51, 

WINDOWS NT 4.0, WINDOWS CE, and WINDOWS XP, all of which are manufactured by 

10 Microsoft Corporation of Redmond, Washington; MacOS, manufactured by Apple Computer 

of Cupertino, California; OS/2, manufactured by International Business Machines of 

Armonk, New York; and Linux, a freely-available operating system distributed by Caldera 

Corp. of Salt Lake City, Utah, or any type and/or form of a Unix operating system, among 

others. 

15 In other embodiments, the computing device 100 may have different processors, 

operating systems, and input devices consistent with the device. For example, in one 

embodiment the computer 100 is a Treo 180, 270, 1060, 600 or 650 smart phone 

manufactured by Palm, Inc. In this embodiment, the Treo smart phone is operated under the 

control of the Palm OS operating system and includes a stylus input device as well as a five-

20 way navigator device. Moreover, the computing device 100 can be any workstation, desktop 

computer, laptop or notebook computer, server, handheld computer, mobile telephone, any 

other computer, or other form of computing or telecommunications device that is capable of 

communication and that has sufficient processor power and memory capacity to perform the 

operations described herein. 

25 Referring now to FIG. 2A, another embodiment of a scenario via the BCM 160 for 

emergency call forwarding is depicted. As illustrated, the BCM 160 is integrated into, 

connected or linked via an interface point in the coverage path of call transfers in the PBX. 

In one embodiment, the coverage path of the PBX is configured, modified, defined, designed, 

constructed or otherwise adapted to transfer the call to the BCM. In some embodiments, the 

30 coverage path is adapted to transfer the call to an external number of a service, such as the 

telephone number of 1-800 service. The service may provide a media gateway to translate or 

interface the call from one type of telecommunication network or protocol to another. In 

other embodiments, the coverage path is adapted to transfer the call to a BCM appliance or 

server, such as the WFC gateway or WFC server as depicted in FIG. IA. 
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As depicted if FIG. 2A, this coverage path integration technique automatically signals 

to the PBX to redirect extensions to TDM lines for any user and without any user 

intervention. If a corporate user is displaced under a disaster or emergency, a call to the user 

will be automatically and transparently redirected from the PBX system to an emergency 

5 contact number queried from a database. In one embodiment, the BCM transfers the call to a 

mobile phone number. In another embodiment, the BCM transfers the call to an IP phone, 

VoIP phone, such as a soft phone on a computing device 100. 

The BCM 160 may deploy any type and form of system or use a service that 

determines the most effective or appropriate emergency contact number for contacting a user. 

10 In some embodiments, the service verifies or confirms the current status of an ordered list of 

emergency contact info to determine at which number or telecommunication means a user 

can be reached. In one embodiment, the services determines the status of the emergency 

contact numbers or which one to use for that user at, before, or during the emergency. For 

example, upon the coverage path transferring to the BCM, the BCM may then check the 

15 status, via the service or otherwise, of the contact numbers. In one embodiment, the BCM 

determines the last emergency contact number used to contact or reach a user. In another 

embodiment, the BCM attempt to transfer the call to an emergency contact number provided 

by the user and stored in the database. In some embodiments, the BCM tries to transfer the 

call to one of a plurality of enumerated contact numbers stored in the database. 

20 In still other embodiments, if the BCM is unable to transfer the call to a contact 

number of the user then the BCM may transfer the call back to the coverage path of the PBX. 

In some embodiments, the PBX will continue to the next point in the coverage path. For 

example, the PBX may then transfer the call to voice mail. In another embodiment, if the 

BCM cannot transfer the call to a contact number of the user, the BCM may terminate or drop 

25 the call. In some embodiments, the BCM may accept the call and provide a voice mail 

service for the user. In yet another embodiment, the BCM may transmit or forward the voice 

mail message to the user upon obtaining a working contact number or determining a contact 

number in which to reach the user. 

Referring now to FIG. 2B, another embodiment of a solution via the BCM for call 

30 forwarding with a PSTN network or from a PSTN to SIP is depicted. In this example and in 

one embodiment, the BCM is used to bridge PSTN to PSTN calls. Also in this example of 

FIG. 2B and in another embodiment, the BCM forwards or transfers the call to a softphone or 

IP phone and acts as a PSTN to SIP gateway. In some embodiments, the BCM appliance 

transfers or translates the call to the softphone via a VPN appliance. As shown in FIG. 2B 
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and as described below in more detail, the BCM system may be deployed in the form of an 

appliance. 

Referring now to FIG. 2C, an embodiment of the details of a call forwarding scenario 

via the BCM is depicted. At step 1, a caller initiates a phone call via the PSTN to a PBX 

5 extension, for example, extension 2034 as shown in FIG. 2C. The PBX extension, at step 2, 

rings without an answer. And at step 3, the PBX via the coverage path integration technique 

described above, transfers the call to a VoIP gateway (media gateway 184). At step 4, the 

VoIP gateway transmits a SIP transaction, e.g., SIP invite - call route request, to a SIP 

redirect proxy. The SIP redirect proxy requests a number forwarding lookup from the BCM, 

10 and responds with a SIP 302 moved command with the forwarding number, at step 6, to the 

VoIP gateway. At step 7, the VoIP gateway transfers, routes, or translates the call from SIP 

to the PBX to make an outbound call at step 8 to the user's forwarding number. If the user 

does not answer, at step 9, the coverage path of the PBX may have the call transfer to a voice 

mail server. 

15 FIG. 2D depicts another embodiment of the BCM to provide call forwarding to a 

VoIP, IP or softphone using VoIP termination. In this embodiment, the VoIP gateway, at 

step 6, receives a SIP 302 moved command to redirect the response to SIP 

telecommunication destination, e.g., john@citrix.com. In response, at step 7 and in one 

embodiment, the VoIP gateway establishes via a network, such as the Internet, an IP based 

20 telecommunication session to a softphone, IP phone or VoIP phone associated with the 

destination. In another embodiment, at step, the VoIP gateway established a connection to a 

telephone via a second VoIP gateway providing a media gateway or interface via PSTN to a 

plain old telephone or cellular phone of the user. 

FIG. 2E depicts an embodiment of the BCM using a click 2 call implementation to 

25 initiate the telecommunication session. A BCM Client intercepts the number to call (number 

clicked), and pairs this with the users preferred call back device (e.g., cell or local extension) 

and sends the two numbers to BCM. BCM places both calls though the PBX and bridges the 

call once they are both connected. 

FIG. 2F depicts another embodiment for outbound calling that is similar to click-to-

30 call in an emergency location. In this embodiment, a BCM client on computing device 100 

initiates an outbound call request to the BCM appliance. The BCM appliance first dials user 

at the emergency location and the BCM appliance bridges the call to the outbound number 

with the user's phone. 

- 17 -
4136052vl 



CTX-293PR 

FIG. 3 depicts another embodiment of the BCM as a appliance based deployment. In 

one embodiment, the functionality described herein, such as any of the VoIP infrastructure 

logic, functions or operations described above may be deployed in a single appliance. As 

illustrated in the appliance of FIG. 3, the BCM appliance may include one or more modules, 

5 programs, applications, logic, operations or executable instructions in software and/or 

hardware to provide one or more of the following: 1) Business Continuity and Workforce 

displacement management (BCM), 2) PBX integration and SIP proxy, 3) a database, 4) 

instant messaging and presence, 5) Network Interfaces, and 6) ISDN interfaces. 

The BCM logic and management includes operations, logic, and functions to provide 

10 any type and form of a 1) web portal, 2) work flow engine, 3) database connectivity, 4) 

LDAP connectivity and 5) server configuration. The PBX integration and SIP Proxy includes 

operations, logic and functions to provide translation, a gateway or otherwise an interface 

between PSTN and SIP or H.323 to SIP. In some embodiments, the PBX integration can 

federate with the communication server, such as with a Live Communications Server (LCS). 

15 The Instant Messaging and Presence module includes supports for TCP and SSL or TLS, and 

any type and form of SIP based phone, such as a generic SIP phone. The Network Interfaces 

of the BCM appliance include support for any type and form of communications for or 

related to SIP and H.323 trunks, as well as general network connectivity, including TCP/IP 

based networking communications. The ISDN interfaces support PRI/BRI ISDN interfaces 

20 and in one embodiment, may be used when a SIP or H.423 trunk is not available. 

As illustrated in FIG. 3, the BCM appliance may support, integrate, interface, 

communicate or otherwise work with any type and form of PBX system, including but not 

limited to any model and type of PBX system manufactured or provided by Avaya, Cisco, 

Nortel, MyTel or Semmins. In one embodiment, the PBX system includes voice mail. 

25 Although the appliance is depicted in FIG. 3 with a Linux based operating system, the 

BCM appliance or BCM server or any other component of the solution may be deployed on 

any type and form of operating system supported by a computing or telecommunications 

device 100. 

On the client-side of the embodiment of the BCM solution depicted in FIG. 2, a 

30 computing device may include one or more client agents, or other software to provide one or 

more of the following functions or applications: 1) click to call, 2) a SIP phone or IP based 

phone, VoIP phone, 3) Instant messaging and presence, 4) BCM logic, and 5) VPN logic. In 

some embodiments, any one or more, or all, of these functions or applications may be 

provided or delivered via a USB device or stick. In other embodiments, any one or more, or 
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all, of these functions or applications may be provided or delivered via download from a web­

site, such as a BCM portal, or from a BCM appliance or WFC gateway. In another 

embodiment, an appliance, such as the BCM appliance or WFC gateway may automatically 

deliver the client-side applications or agent, and the computing device may automatically 

5 install and/or execute the applications. 

The BCM logic on the client includes logic, functions, or operations to perform 

account validation with a BCM appliance or BCM server, such a user authentication and 

authorization. It may also include any executable instructions to communicate with the BCM 

appliance to receive and/or transmit data and information related to business and workforce 

10 continuity functionality described herein. The VPN logic includes logic, functions or 

operations to establish a virtual private network (VPN) connection with a private network, 

such as a corporate or enterprise network. As illustrated in FIG. 2, a computing device 100 

may establish a VPN connection via a VPN appliance to the BCM appliance on a private 

network which interfaces with a PBX system. 

15 The client may include one or more client agents to provide 1) end point detection and 

authorization, 2) LAN and application delivery acceleration, 4) WAN acceleration, 5) remote 

display or server based computing processing, 6) VPN and secure access gateway 

functionality, or 7) application delivery. The client agent may include any of the client 

agents manufactured by Citrix Systems, Inc. including but not limited to, any of the client 

20 agents for the Access Gateway appliance, NETscaler appliance, Citrix Application Firewall, 

or WAN scaler appliance. The client agent may also include an ICA client that supports the 

Independent Computing Architecture (ICA) protocol of Citrix Systems, Inc. and as used with 

the Citrix Presentation Server product embodiments. In another embodiment, the client 

agent may include any type and form of agent for supporting or providing streaming of one or 

25 more applications. 

In another embodiment, the BCM solution described herein can be deployed as a 

Software-as-a-Service (SaaS) model. Any portion of the functionality, operations or logics of 

the BCM described herein can be provided via a hosted application model that is accessed by 

one or more users via a web-page or portal. In some embodiments, the software stack of the 

30 relational database management system, operating system and application are designed for 

multi-tenancy- hosting multiple customers simultaneously. The SaaS delivery model of the 

BCM solution described herein may provide business process configurability, such as 

notification, scenarios, work flows, etc. The hosted BCM solution may also provide for user 

generated content, such as surveys, messages boards, and status. Additionally, via the hosted 
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solution, uses may update and configure resource maps dynamically to identify types and 

locations of resources to use in an emergency scenario. In some embodiments, the SaaS 

delivery model of the BCM solution minimized end user customization while providing 

Voice and remote computer access, such as via GotToMyPC of Citrix Online. 

Referring now to FIG. 4A, an embodiment representing the BCM client-side content 

or delivery of content via a USB device or stick is depicted. In an emergency scenario, the 

USB device comprises one or more applications, programs or executable instructions to 

provide the user a convenient, seamless or automatic mechanism to establish a connection, 

communications and interface with the BCM server or appliance, and the functionality 

10 provided thereby. A user may connect the USB device to any computing device and gain 

access to the functionality of the content of the USB device as well as access to the web­

portal of the BCM solution. In brief overview, the USB device may provide the following 

functionality: 1) remote desktop, 2) message board, 3) secure instant messaging, 4) soft 

phone, 5) announcement board, 6) forced contact information entry, 7) roll call report, 8) 

15 secure storage and a 9) WFC client. The WFC client may be sued for connecting, 

communicating or interacting with the WFC gateway, WFC server or any portion of the 

BCM solution as described herein. 

Referring now to FIG. 4B, an embodiment of a method for setting up and 

provisioning a BCM USB device is depicted. An administrator may create one or more users 

20 via an LDAP directory service, import the users and create one or more groups. The users 

may be grouped logically by functional area, department, geography, emergency response 

team, etc. A BCM USB stick is provided to the users, and an email is sent to each of the 

users providing information and instructions with regards to provisioning. The user receives 

the USB stick and email. The email may include a link or URL for installation of applications 

25 related to the USB stick or for otherwise provisioning or readying the USB stick for use with 

the BCM system. The instructions may inform the user to insert the stick into the computing 

device and click the install link/URL. Upon clicking the installation URL, installation of an 

online remote desktop control and collaboration agent, such as GoToMyPC from Citrix 

Online is initiated. The GoToMyPC online system receives a request with user and WFC 

30 server generated credential and code, and in response, creates a user in the GoToMyPC 

system. Any user passwords, codes and credentials for GoToMyPC may be stored in a 

database and associated with the user. A WFC client is downloaded and installed on the USB 

stick. In one embodiment, the WFC client is downloaded or provided by the WFC gateway 

or WFC server. The installation processes installs a shortcut to GoToMyPC onto the stick. 
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Upon completion of the installation, the BCM USB stick has been setup for the user to use 

with the BCM server or appliance in case of emergency. 

FIG. 4C depicts an embodiment of a scenario of a user deploying the BCM USB 

device provisioned in accordance with FIG. 4B. At step 1, the user plugs in the USB stick 

5 and a step 2, the user authenticates with the BCM servers or the BCS (Business Continuity 

Service as it may be referred to in the case of an SaaS model), for example via LDAP. At 

step 3, in some embodiments, the user launches GoToMyPC. In one embodiment, the user is 

not required to provide any password or access code. In another embodiment, the client 

computing device prompts the user for an access code. At step 4, the BCM/BCS finds the 

10 GoToMyPC credentials for the user which may be stored in the database. At step 5, the 

BCM/BCS authenticates the user with GoToMyPC. At step 6, a connection between the 

client and user's host computer is established. 

Although the above description of provisioning and using the BCM USB stick is 

generally described in conjunction with GoToMyPC, the USB stick and BCM server or 

15 services may be designed and constructed to use any type and form ofremote desktop control 

application, program or service, or any type and form of online collaboration tool. 

Referring now to FIGs. 5A-5N, embodiments of a web based user interface or portal 

provided by the BCM (WFC) server or via the BCM solution deployed as a SaaS model are 

depicted. The BCM provides a single point of contact for the setup, registration, and access 

20 of business and workforce continuity services, such as in the case of a disaster or emergency. 

The BCM solution generally follows a three-step paradigm, methodology or scenarios of 1) 

prepare, 2) emergency, and 3) work. Under a preparation scenario, the BCM solution 

provides user interfaces and functionality to plan emergency scenarios, perform emergency 

drills or test, and to provision USB keys or devices. The preparation user interfaces and 

25 functionality described herein allow an emergency response team to prepare and configure 

emergency scenarios and configure the system for execution or deployment under a real 

emergency or disruptive event. When an emergency or disruptive event occurs, the BCM 

system provides user interfaces and functionality to deliver alerts and notifications to the user 

community, management and emergency response team as well as providing a roll and 

30 employee directory mechanism to account for, and obtain status and other information from 

geographically displaced team members. The emergency functionality of the BCM system 

allows for seamless ad-hoc collaboration among a displaced workforce. As displaced team 

member come online via the BCM solution, the next phase is the work phase. The BCM 

solution with client-side access provided via a USB stick allows displaced workers to obtain 
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access to applications and data via any remote computing device. A displaced worker may 

be able to obtain access to his or hers corporate computer via GoToMyPC or to a remote 

desktop computing environment via Citrix Presentation Server. Additionally, a displaced 

work can communicate via softphone, instant messaging. SMS and the like via the Voice 

5 infrastructure of the BCM solution to facilitate work and emergency related activities. 

The components of the BCM continuity system or service comprises: 1) keys, 2) 

servers and 3) services. The BCM solution provides users access and communication tools 

and capabilities via a provisioned USB device, stick or key. The server component of the 

BCM solution provides alerts and notification services, communication services, such as 

10 those provided by Live Communication Server, and secure access services such as via a VPN 

or SSL VPN gateway. The BCM solution also integrates with and provides access to remote 

desktop control and access services, such as GoToMyPC, as well as SMS and VoIP delivery 

of communications. 

With the web-portal and user interfaces depicted in FIGs. 5A-5N, the BCM solutions 

15 provides scenario planning tools for Emergency Response Team personnel, as well as run­

time collaboration and communication tools. The BCM servers and appliances provide an 

emergency communication and tracking solution for organizations. The BCM USB stick 

provides a simple and secure "work from anywhere" type solution for employees, such as 

employees displaced by an emergency or disruptive event. 

20 Referring now to FIG. 5A, the BCM user interface or web portal is designed and 

constructed generally with three types of personas: 1) emergency response team (ERT), 2) 

employees and 3) managers. The ERT prepare and configure scenarios, groups and zones as 

will be illustrated in further detail below. The employees receive and response to alert 

notifications, and use a client-side sidebar and/or emergency workplace portion of the portal 

25 to work during the Emergency situation. Managers use the portal and user interfaces 

described herein to access history and reports, such as a roll call, in managing the workforce 

during an emergency or disruptive situation. Although generally described from the 

perspective of these three personas, the BCM user interfaces or web portals may be designed 

and constructed for other types of users. 

30 FIG. 5B depicts an embodiment of a user flow architecture in accessing or using the 

functionality provided by the BCM user interface or web portal. During the prepare phase, 

the ERT prepare zones, groups, surveys and notifications, and create, test and approve 

emergency scenarios. The employee may receive email with explanation on how to provision 
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the USB device kit he or she received. Managers approve prepared or configured emergency 

scenanos. 

During the emergency portion of the user flow, the ERT activate an emergency, send 

emergency alert notifications, and update status, issue announcements and surveys. 

5 Employees receive emergency alert notifications, respond and update contact information, 

and plug in USB device. A manager may use the remote workplace portion of the portal or 

BCM web-site to post messages, read status updates and answer surveys. Also, the manager 

may review, update or otherwise manage the roll call portion of the web-site. 

During the work portion of the user flow, employees use the sidebar deployed via the 

10 plugged in USB device to collaborate with other employees via the BCM system. In some 

embodiments, the employee launches GoToMyPC to use work computer remotely. The 

manager reviews and works with reports and history information provided by the BCM 

solution. 

FIG. 5C depicts an embodiment of user interfaces for an ERT team member to create 

15 emergency scenarios. Via these user interfaces, ERT personnel created groups, zones, 

surveys, notifications, and scenarios. 

FIG. 5D depicts an embodiment of user interfaces for a manager to approve a 

prepared scenario. In some embodiments, a scenario may be configured to require a 

predetermined or minimum number of signatures (e.g., electronic approval) before the 

20 scenario is approved. 

FIG. 5E depicts an embodiment of a BCM USB device kit provided to employees or 

users who will access the BCM services under an emergency or disruptive solution. The kit 

may comprise any type and form of case designed and constructed to hold the desired 

contents thereof. In some embodiments, the kit includes a USB drive or stick having content 

25 as described in conjunction with FIGs. 4A-4C, any type and form of headset for 

telecommunications, and an instructional pamphlet. In some embodiments, employees would 

maintain the USB kit in a manner appropriate to have access during a workplace disruption or 

emergency situation. 

FIG. 5F depicts an embodiment of a user interface for an ERT to test a configured 

30 emergency scenario. In some embodiment, testing the emergency scenario is similar to a real 

emergency except for a smaller group of people. An ER T selects a scenario from a list of one 

or more configured scenarios, activates the test scenario and selected one or more recipients 

to participate in the test. 
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FIG. 5G depicts embodiments of user interfaces for an ERT to activate an emergency. 

As shown in FIG. 5G, a ERT selects a scenario from a list of one or more scenarios, and 

activate s the emergency scenario. In some embodiments, approval requests are issued if the 

activation of the scenario required approval. For example, approval requests may be In one 

5 embodiment, the emergency scenario does not complete activation until a minimum set of 

approvals are obtained. In others embodiments, approval requests are issued but are optional 

to activate the emergency. Upon activation or completion thereof, USB devices, sidebar and 

workplace functionality are activated. 

FIG. 5H depicts embodiments of user interfaces for providing employee emergency 

10 notification. The alert is activate and notifications are sent. Employees receive voice and 

SMS notifications, reply and update contact information. If available, the employees plug in 

their USB devices. 

FIG. 51 depicts an embodiment of a client-side sidebar which provides an emergency 

communication center that works in conjunction with and communicates to the BCM system. 

15 In some embodiments, the sidebar application is provided on or via the USB device. In other 

embodiments, the employee or user downloads the sidebar application from the BCM web­

site or the WFC gateway or server to the user's computing device. The employee 

communications center provided by the sidebar application or agent displays status 

information, roll call, instant messaging and directory information. The employee 

20 communication centers provide links or access to Citrix Presentation server, remote control 

of a desktop of the user and access to the workplace functional area and user interface of the 

BCM portion as described herein. 

FIG. 5J depicts an embodiment of user interface for providing a roll call management 

and information screen for the manager role in the BCM system. The manager can get the 

25 latest roll call information and escalate a status of an employee or communicate or try to 

communicate with employees. The manager can create, modify or update a status of 

information in the roll call. 

FIG. 5K depicts an embodiment of the emergency workplace portion of the BCM web 

portal. In one embodiment, a user can access the emergency workplace from the sidebar or 

30 employee communications center. In the employee emergency workplace user interface, an 

employee reviews the current status of the emergency or disruptive information (for example, 

as it is updated by ER T personnel). The employee reviews announcements and participate 

(post and reply) in message boards. The user interface also displays information for the 

employee regarding the employee roll call, with links to surveys, resources and news. The 
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employee can take surveys to provide information and status to the BCM system for updating 

reports and for tracking people and resources. 

FIG. 5L depicts an embodiment of a user interface for user to collaborate with regards 

to resources. In the employee emergency workplace of the web-portal, the user answers 

5 surveys and reviews replies to surveys. In one embodiment, the resources area of the 

workplace provides a graphical display of a map that identifies locations and types of 

resources. In some embodiments, the map is an interface and a user may add, edit or 

place/relocate resources on the map. In other embodiments, the map identifies geographical 

impacts and other status information related to the emergency or disruptive event. 

10 FIG. 5M is an embodiment of a user interfaces for users to communicate with peers. 

Via the emergency communication center, users can search the corporate directory for 

contact information, including updated or emergency contact information. Via the BCM 

system and the emergency communication centers, inbound calls are re-directed from the 

office extension (e.g., PBX extension) to a new number, such as a softphone on the user's 

15 computing device or included in the sidebar. In some embodiments, inbound calls are 

redirected to the user of the communication center via any of the redirection embodiments 

discussed above in conjunction with FIGS. 2A-2F. Via the emergency communication 

center, the user can place outbound calls. In some embodiments, the outbound calls may be 

forwarded, transferred or redirected via any of the embodiments discussed above in 

20 conjunction with FIGS. 2A-2F. In yet another embodiment, the emergency communication 

centers enables user to chat or instant message their peers. 

FIG. 5N depicts an embodiment of a user interface to access the user's application 

and data. In some embodiments, the user launches a user interface from the emergency 

communications center to access applications and data via an application delivery system, 

25 such as Citrix Presentation server. For example, the user clicks the my programs user 

interface element as depicted in FIG. 5N. In other embodiments, the user launches a user 

interface to access a remote desktop, such as a corporate or office computer, via GoToMyPC 

services. For example, the user clicks the GoToMyPC user interface element as depicted in 

FIG. 5N. 

30 FI Gs. 6A-6C depict embodiments of a plurality of user interfaces for the sidebar or 

WFC client. The sidebar user interfaces of the emergency communication center may display 

one or more of the following: 1) one emergency active, 2) multiple emergencies active, 3) 

emergency over, 4) no active emergency, 5) search results, 6) the logged in user's status and 
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info and contact information 7) peer information, 8) chat session, 9) chat archive, 10) 

softphone calling, 11) softphone call in progress status, and 12) call history. 

FIGs. 7A-7C depicts embodiments of a plurality of user interfaces for startup screens 

when a user deploys and uses the BCM USB stick to access BCM servers or services, such as 

5 in the case of an emergency or disruptive event. The startup user screens may display one or 

more of the following types of screens: 1) no internet connection, 2) a login and password 

screen, 3) error logging in message, 4) welcome, no emergencies in progress, 5) welcome, 

active emergencies in progress, updating software, 6) welcome, no emergency in progress, 

update in progress, 7) welcome, active emergencies in progress, update contact information, 

10 8) welcome, active emergencies in progress, update complete, 9) welcome, one or more

emergencies in progress, and 10) welcome, emergency over. 

Appendix A describes an embodiment of business and workforce continuity 

preparation related functionality and user interfaces of a portal web-site or system. 

Appendix B describes an embodiment of business and workforce continuity 

15 emergency related functionality and user interfaces of a portal web-site or system. 

Appendix C describes an embodiment of business and workforce continuity work 

related functionality and user interfaces of a portal web-site or system. 

Appendix D describes an embodiment of a web service for the BCM USB device. 

Appendix E describes an embodiment of an implementation and design of software 

20 for the BCM USB device. 

In view of the structure, function and operations of the systems and methods 

described herein, the BCM solution provides the following end-to-end solution in the case of 

workforce displacement, an emergency or disruptive event: 1) application access in any form 

from any computer, 2) emergency communication and alerts via any communication 

25 medium, such as Short Message Service (SMS), email, voice, and 3) employee collaborations 

tailored to the disruption event. 

Many alterations and modifications may be made by those having ordinary skill in the 

art without departing from the spirit and scope of the invention. Therefore, it must be 

expressly understood that the illustrated embodiments have been shown only for the purposes 

30 of example and should not be taken as limiting the invention. 

- 26 -
4136052vl 



5 

CTX-293PR 

Abstract 

SYSTEMS AND METHODS FOR PROVIDING A BUSINESS CONTINUITY 

SERVICE 

The solution enables emergency communications to employees with corporate 

policies and instructions, allows employees in various groups to communicate with each 

other via voice and chat messaging , and connects employees to their applications, their data 

and their desktops - all from any anonymous computer - without compromising corporate 

10 security policies. The product also provides employees and management visibility into the 

workforce disruption crisis and allows management to access the situation and make and 

communicate decisions to the workforce. The systems and methods described herein provide 

ad-hoc and simple to deploy solution that manages and covers the three aspects needed for a 

workforce continuity solution - namely 1) application access in any form from any computer, 

15 2) emergency communication and alerts via any communication medium, such as Short

Message Service (SMS), email, voice, and 3) employee collaborations tailored to the 

disruption event. 
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APPENDIX A 

FUNCTIONALITY OF 

5 PORTAL - PREPARE 
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3. Global Settings

(a) Global Navigation

• NEXT -validates that all required fields have been filled out (grayed if not all filled, ungrayed if filled)
and saves to bean. Grayed out for last page.

5 • BACK - grayed out at first page, saves to bean.
• SAVE/FINISH/ACTIVATE/TEST - validates that all required fields have been filled out (grayed if

not all filled, ungrayed if filled) and saves to bean which saves to db.
• CANCEL - undoes all changes (up to last save point) made to existing record, delete record if new

record. Then exits to list view ofworkflow.
10 • CLEAR - undoes changes made to page.

• If click a tab to exit, warn that data will be lost.

(b) Global Image Names

15 • Make sure, comma in Yes, Delete and No, Cancel.

( c) Global Style Sheet

( d) Global Search

20 The Search Results page should provide a list of results, ranked by closeness of match. 
Results should indicate whether the file is a scenario, zone, resource, or employee. Search 
results page should list results 1-10 and provide click through navigation to more results. 
Each Result list should include a title and a one line description or contact info for an 
employee. 
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4. Groups

(a) View Groups - #GR00IO

Groups 
Thee tabte l:s,;low lim groups currn;ntly �vailable. Gm1.1� ara aS!,igm,d to zones. which .ire u:;.�d in scenarios to defin..; 
what users re<:ei11e Al'.'tts am.1 Remote WorkfoK<' M:tivation in ;m e.>rnergem:y ,imatk>n. 

Click a Group MITT'-' to vi.,,w d.,,t.iif� and aS'lodated 1.1s-ers.1Jre the New Group b1.1ttc<fl to add customized groups to the list. 

() ALlA<lnun 
()AlLEllT 
() Alt ��ntlgef� 
0 ALL &nt•o�»eo 
() Atl,nto Adm in 
(.) Atlar:;liJ. ffiT All 
i� Atlanta ERT M�m b€1·0 
()Atlanm All 
() At(�r1'1:!!1 Manag�Fs. 
C> Atlanta frnpk,;.ees 

() Bost-:,r. M;}n.si9er1 
() Bo.::.ton ErF1ph.iy.ee2i 
c:; DerN er Adrr,tn 
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Groups are a way of managing users. Here is where you can view groups that have been created and get 

to them to edit, view, and delete them. 

View 
5 Sort by Group Name, Last Modified, and Members. Default sorting is set to Group Name. Edit and 

Delete button will be grayed out if someone else is editing group. Pressing the delete button will bring 
up a confirmation. 

Navigation 

10 • EDIT goes to (c)
• VIEW goes to 4(b)
• DELETE goes to 4(b)
• NEW Group goes to 4(c)

15 Client Side Validation 

APis 

20 

25 

Object w/ all Groups Information 

- methods( add)( delete )(update )(get) 

Object w/ Group Information 

- methods(get)

Server Side Validation 

(b) Group Detail View - #ZN0020, Group Zone - #ZN0040

View Group Di!tail� #GR0020 
San� ,:."j s tr2p fL'tu-of ti� N�w Group pro-t·l.?..'il. 

Description 

Edlt Group: #GR0030 
Edi.tiriga g:rD,[{Uis:airr,irutidenticai.ro the(.r�ateNewC-efi"Jupprocess. 
The silme screens apPc,"'& with a# fic.'WJs pre-fJied 

De�te Group: #Gf!0040 
We .--ruy�-ant tGl U�iude sa.nle': u!e-1 ri:.x.h as G--oups ca» NOT biz 
r:!eieler:! after tMy ho,., 1,e,,.., i,ac/udi?d in Zooe5. 

� yeti sm� y,:;.u want t(i delete thf. Group rn=i:med: 

Atlanla South �Rn 

30 These screens are brought up when a user clicks either view, or delete from the main page. View shows 

all the details of the group, and gives the option to go directly into edit or to delete the record. Delete, 

brings up a confirmation asking if you are sure you would like to delete the group. 

View 
35 

Navigation 
• EDIT goes to (c)(c)
• DELETE goes to 4(b)
• YES, DELETE delete, then goes to 4(b)(a)

40 • NO, CANCEL goes to (a)

Client Side Validation 

APis 
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10 

15 

20 

25 

Object w/ Group Information 

- methods(get )(delete)

Server Side Validation 

(c) Name Group-#GR0050

New Group 
Fol b:-.. i'1>V the th 1'�8- si mpi� st�p.;. belo\.\·· to c.re,ate ... � n-£'-i..t-�• Gr()t.Jp 

Description 

f.i.rn!Jp T:fP.9 .ct has.to :'i,e.ttw1g;i .::omr,:,j -..-.,�1a-t priviit'��.,_;i� t)n;i �;;,•aiia.b� for th1� •,;m::,upj� 

D Adnur1islf,:;jt•::-.r� 
[ill Efff Mc-rnb-e·r2. 
OM-:inAgi:-Fs. 
DEmph�··e-es 

Atkintf.t :E.RT M�mhe:rs fr•::•ll:[ (-Oll}Vt.:Htt d:lf-t-C.tt"".tt;f pkJ:.("; �u .A.ttwnt;:-i HR 
otr�•:to,r,:. arid � .. {.:,na�j>:'t'S 

,,,. .......... '\ 

'··"=··" 
-.�;,. 

When creating a new group, step one is to define the group name, type, and description. 

View 
Group type, sort by importance. Pressing the cancel button will bring up a confirmation. 

Navigation 

30 • NEXT goes to (c)
• SA VE saves data4(b)

4136052vl 
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15 

20 

• CANCEL goes to (a)

Client Side Validation 

APis 

If user leaves any data not filled out and clicks next give error message. 

Object w/ Groups Information 

- methods( delete)( update )(get)
Group type is object to pull from db. (get)

Server Side Validation 

If group name is already used, display same screen with error message. 

(d) Members - #GR0070

New Group Step 2: itGR00'60 

Need screenshot for Search 
Description 

Add �,��sh> tt�� .9:r:0-��ph'<.i;M �h� ((J;fjJQ.fSlt�rnr-.!-c:tun: 
(cl1c:king: �1: ,gr>:::.up· rt.ams?? ').'ioilE dbpl;i.y ll:".!E-rfllh!'rs itl a S',i!'fj'..'l�olt? \-','(fldi.1\"1'11'.'. 

-�:55=-
:::tt)�t�f.;jfi:iii!8':i:ii.i!f'h-;;i«\ut'!iL:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::?';;: 

n=r���:•;;::::;;:•::�·;;; · :-:-:-:-:-:-:-:-:-:-:-.-.·.····;;·;·�;��-;;i��-;�;�;;··;;·;;;:·���;;;�;���:;:.························ 
0 ALL!=RT(67) All:eRTn1"'Mb�tsln:tM�,:,mp;:,n�· 

I D ALL M,ma')'i:f> ilW) 
0 ALL Er�1:-lo,=, iJ241.\ 

ID Atlitnt�_t;.dmin (1::i) 
0 Atla:Nt� rnr ,7! 

I D Atl.;,nt.i:t ;\:1.1ttN:19�is (32� 
D .A:t.:1�-nfa: fmp��:��.,"€:�s: (43! ?:i) 

ID B<Y>t,,,n Ad111m i&) 
0 !'.;;,tc,n Ernpfoye-e, (:\4) 

l,r<,s,p�: 
At:lanta:ERT 

h1di�'kl<.«il�: 
.k,tm:D:ne 
.1.,f,e$mi1h 
�:""ln>/foo 
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Step three is when you define the users that will be in the group. You can choose either a full group 
25 from your corporate AD, or select individual users for to put in the group. 

Search is based first name and last name of user. Displays name, type. Groups displayed here are our 
groups which are currently being used. 

View 

30 Default sort is alphabetical. Cancel will bring up a confirmation. 

Navigation 
• BACK goes to (c)
• NEXT goes to (e)

3 5 • SA VE saves data4(b)
• CANCEL goes to (a)

Client Side Validation 

4136052vl 
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All M.;u,.;:i,J:;ir~ in th,;, .::o-rnpafl.'~• 

AU :Efop~•?t.fei 1:n- ~t"~ {Orn:r.,;;ir,y 

Al I A!'J r-11:ir.1 i~tratvr~. in th!:! Atlanta: i:-Jffiv.? 

Ml ERT «o>rr,ber, i~ !h" Atl;,nto ,,fflce 

All M-31"'13:;J ~r:; ifl th'<' Atl.:inta: offlC'<' 

Ml :Em~la:,-e.s in!t>e l\tla11ta Dffi,e 

All ,4:d1nit-1i:.tr..:ID-_:,1s ifl- th~ Ek1s.t,::m crftic~ 
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APis 

Error message if user clicks next with no groups or users added. 

Object w/ Groups Information 

- methods( delete)( update )(get)

Object w/ all group information

- methods(get )(search)

Object w/ all user information (corporate AD)

- methods(get )(search)

Server Side Validation 

( e) Review and Save - #GR0080

CTX-293PR 

20 Description 

25 

30 

35 

Step 3 is when you review your group information and, if correct, save it as an active group. 

View 
Pressing the save button will bring up a confirmation. Cancel will bring up a confirmation. 

Navigation 
• BACK goes to (c) (d)
• SAVE goes to (a)
• CANCEL goes to 4(b)

Client Side Validation 

APis 

Object w/ Group Information 

- methods( delete)( update )(get)

Server Side Validation 

4136052vl 
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5. Zones

(a) View Zones - #ZN00IO

Zones 

The tab� belo,,v lim :mt1es run-emly availa Me. 

CTX-293PR 

Zonll's are uss>d in ,c:enarioo to cl<"fiti.i ;,,,trnt u�\1',� f>'Otl've Alen� ancl fl;,mote, Wt.m.forc:e adivsttion in an emetg<Jncy sitwtkm. 

�l"''\�"'�'Da�iw.;;;] 

l""�,=�
+>

:
>+>

::::'.::=:�::=::+><

:;:::��;;;�;�;:IIIIIIIIIIIIIIIIII� 
\ (l Atfarrttt N1::.rtk f:•)tJart �nii Cr-ightor; offic.::-s. Atlanta F'Jtrrt11fRT..�t1m1n,Ma:r�1:J�r 6 Ei:r1�:i.l(_,yt!e� �j 
i (-:J Austil, <\uS.ti!I cllkil, _.1,w,tin �fil .. A,l:oc,in I'; Em;p�'l"""' Ii 
i :-···: Chi::.J.qt;,, {.ft&.:�iJt}i::ffin� Chr.r.:..1g:0ERT.At11:nt11,M.:u·1•1:g,;..r&E�11:pk1J!:!ll-5. :: 
:, , ... "-:n•--� •11 All l4D�@?.roffii:�, :_:_ ""' """' D�n,,�tERTMmFn,Mamg..r&:EmrilO)'Q<iS 
[ t�': Oeni,,•e-r E.,lst Eak1v,in .. �r3dl�ysind f'·l;_;iir.1s ofHc�s. :[�n�r Eil5t EP.I}dmi:ll& Erripk:.ire•§-5. 
\, 

?
.�.-,· fi.:.r..Y6' M<.1un�in� Eouider.:utd foothill c:ffi�:g , D�n,,�t M-:>ur>mlM EcF.rAd1nl:o.M�r>a,ier.3.-[mf.'l(;y.-�� 

i () !s,s An,]�l�s All -�ll] LA ,:,ffke, · I.A Hff. .�dmin. Mona.ga, a, Empi<•,·•�o
: r, l,>sl\l'1<1el*S5@t�
: '-•-•' /<&,11k:<i' 
! (j :t't'iem(:'.,hls. Mei:nphis T�tmi.":-ss-::.e MO( Memphis fRtAdmin,.Milllil�ler t Ernpl��·e�:; 
j C) Sact�:rt".1e:11t-0 Sa.::,=�rr,�rrt.::; oJst,1per supp•�•tt t7Jffli�� �i:i};r:H)Wf"'.IR'l [�:t. �tm:111:-M�n�f:.Wt & t;o,1pl►�l*$ 
j () Sant2:i FE' �.Jit·ita Fl'.i! [�tdG:<rttf)f 

Sar]t F� IEITT,At1m�n:.Mw:t-:i:3{Jer B. E111pl,:,y�� 
! () San. Fr&1nt.:fa-.-o Si;m Ftanci5!:�:;.c1�!Pl:."J:f:.1:ffi rA:fi..��- S�r:t Ft3ndscr. :ERL A:-:l:mfr-1��'5.a:nsig�r &Emf)kr)!'e�s 

t () � Sea�tle ��������������������������:����:��:�����:�������������������������������������::�����-����=�:������:������������:�:�:��������������������������������������������� ��i:� 
Description 

Zones are a collection of groups that define a certain geographic area. These are used when you 

activate your scenarios and control who is alerted to, and allowed to view your active scenario. On this 

20 screen you are showed a list of all zones that have been created and allows you to select them to view, 

edit, or delete them, and allows you to go on and create new zone. 

View 
Sort by Zone Name. Default Sorting is Zone Name, alphabetical, ASC. Pressing the delete button will 

25 bring up a confirmation 

Navigation 
• EDIT goes to (c)
• VIEW goes to (b)

30 • DELETE goes to (b)
• NEW ZONE goes to (c)

4136052vl 
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Client Side Validation 

APis 

Object w/ all Zones Information 

- methods( add)( delete )(update )(get)
Object w/ Zones Information

- methods(get)

Server Side Validation 

10 Zone Object Level locking in data base. 

CTX-293PR 

(b) Zone Detail View - #ZN0020, Delete Zone - #ZN0040

Vi&w Zc.tn6 �tail� iiZN0020 
Sa..�c' as5tc� i:-i:m.rfJfrh�N�Zoooprow?.ss. 

Description 

Edit lone: Kl!ilOOlO 
fd.t'#n� ,1 gmup � w:t..rnost ���lf�:cr� m �!le ·C.r�a:oo tWw ZrJn.� pR.rcfS.J; 
lhesamrt jt7'2t'rts appi2uY'►\'ith a/!�12� pti.!-tfl�&i 

D'!'l6� Z<JtM:i!Zf\10040 

l11?ma3..-wc.?,.'lrtofncJud!2.mm� ,7J.J?�§tK.?-i asZoo�canhrlf'& 
aiJleti<d�1ft-r?t they rnf'il�' b� i�JcJ'WOO°f1l &emir.tor • 

. l\r� �-ou sure ,•·ou '<'l,mt to d�!ete the Z.:me :n �m�d: 

AllanGJ South? 

These screens are brought up when a user clicks either view, or delete from the main page. View shows 
15 all the details of the group, and gives the option to go directly into edit or to delete the record. Delete, 

brings up a confirmation asking if you are sure you would like to delete the group. 

View 

20 Navigation 

25 

30 

35 

40 

• EDIT goes to (c)4(c)
• DELETE goes to (b)
• YES, DELETE delete, then goes to 4(b)(a)
• NO, CANCEL goes to (a)

Client Side Validation 

APis 

Object w/ Zones Information 
- methods(get )(delete)

Server Side Validation 

4136052vl 
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5 (c) Name Zone - #ZN0050

NewZone 

FoUmv th<: fuor simple st<:p, l:i<: [aw to cr<:ilte a n<:w Zone, 

Description 

l{r:rn1· N�111-e: 

[ .Atl�nfa"""""""""""""""""""""""""i 

l(�· fk.s(i-�pti�m� 

I :����.:':.:�
�:

�r:��:�;�ing Headquartm ,:k-wmm,n >Fld brar,d1 ,,ffkas
m 

.. 1 

: ... ��;ii::;.! 
,.·.····················) 
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iii:&i'ii::I 

Step 1 in creating a new zone requires that you give the zone a name and a description. This is used to 
identify the zone and make it easy when selecting it. 

10 

View 

Navigation 
• NEXT goes to 4( c) 

15 • SA VE saves data.
• CANCEL goes to (a)

Client Side Validation 

Error message is caused if any fields are not filled out and user clicks Next. 
20 

APis 

Object w/ Zone Information 
- methods( add)( update )(get)( delete)

25 Server Side Validation 
Validate Zone Name is Unique. 

30 

35 

4136052vl 
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~-! (ii PM rru, zone ............................................................ , 
1 ··=·=·=·=· t,m,_,~,;. 
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'. 
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( d) Groups - #ZN0060

N�w Zon� St�p 2: # ZN:0060 

��-'-"':-'::":' '';-,,:::,·��-

;ii Grotipt 

::s. � ......... , ... � .... ·,• 

,:� �'::�\.•�¢''.'.' .::: �\,':'::":, 

t:ro,up�: 
Atl:a:<':-!e BR': 

Ath"i.:t�Ad:Mk': 
At!:a:."='�f: �\�r.i�se-�� 
Atl2..��a: :G"0;::.ki•fs:cs 
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l �:�������:�. �:����������:�ill i 

l _________________________________________________________________________________________________________________________________________________________________ ·.,.�I'<��.,.,.· _____ ·.,.����g,.,.{ij I

Description 

5 Step 2 is when you select which groups will be a part of your zone. 

10 

View 

Sorts by Group Names, alphabetical, ASC. Error message is caused if no groups are selected and user 
clicks Next. Cancel will give user a confirmation. 

Navigation 

• BACK goes to 4(c)
• NEXT goes to (e)
• SA VE saves data.

15 • CANCEL goes to (a)

20 

25 

30 

• SEARCH searches through corporate AD for groups to add

Client Side Validation 

Give Error if user clicks next without selecting at least 1 group. 

APis 

Object w/ zone information 

- methods( update)( delete )(get)
Object w/ all group information

- methods(get all)
Object w/ all Corporate AD group
- methods(search)

Server Side Validation 

4136052vl 
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( e) Leaders - #ZN0070

New Zone St�p 3:#ZN0070 

Description 

��1�1�r:::�;;';'��:::':'::""'<l■■m h��"¼:�"i::::::�\\,,\;;:,,,,�:,,:,,,,,,:,,;;:;;,;:,,�,,,,,,,,,,"�······
j L�J Ad�rn Elan-y HE tiirnc:tor 
:,"""t [ L .. � 8�vi3rl.y 5,<1)1:1�� Htt Contrcll� 
j CJ Br►xi<fa (.:-: :i1 h3�• ;e,:::Mn:cai S-up::,01t 
l CJ C-"xti$ $.-1<):t���(I; Sy$t�i.�� �i:i:m::n:st�:.i�◊� 
j [ii L�vtd Lee (Jpera!tion=-;; M3:J.il�e � 
l Lr� i..":-rcw e�n;n��- t.'.fft..."">;: M�n::l:5a-.'.:'.:-
j CJ Evm:i Singh� lin�::1·st 

l CJ f�3nit Q·�;oi: G{!�ernl M2.r.i;:.g.er. 

t����.��.:��:�nnnnnn���;�:nnnnn•�:������:•nnnnnnnnnnnnnn• =�Jjf]
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Ado»> &;,tr!;' 
1:1x n:�-��-��- �s::r::n 

Step 3 defines who the team leaders are for this zone. These are the users who will manage a scenario, 

including activation and de-activation. 

10 View 

Sort by first name, last name. Default sorting set to last name, ASC, Cancel will give user a 

confirmation. 

Navigation 

15 • BACK goes to (d)

20 

• NEXT goes to ( f)
• SA VE saves data,
• CANCEL goes to (a)
• SEARCH searches through the ERT Group

Client Side Validation 
Validate that at least one leader has been selected. 

APis 
25 Object w/ zone information 

- methods( update )(get)( delete)

Object w/ all ERT members

- methods(get all)(search)

30 Server Side Validation 

4136052vl 
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(f) Review and Save - #ZN0080

-

�1 
Description 

Step 4, and the final step of creating a zone is reviewing all the zone data you have entered and then 

5 saving the zone. 

View 
Save will give user a confirmation. Cancel will give user a confirmation. 

10 Navigation 

15 

• BACK goes to 4(c) 4(d)
• SAVE goes to (a)
• CANCEL goes to (a)

Client Side Validation 

APis 

Object w/ zone information 
20 - methods(update )(delete)

Server Side Validation 

25 

30 

4136052vl 
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6. Notifications

(a) Notification W orkflow - #NF00 10

Notification Work:flows 

The ta Me below li�n Nottfa:ation Wmkflows ,:u rreritly availiil'ble. Notification �\brl,,flows are in duded in SOl'r; .irios to 
control �mw heq1.11mtly E1nergem:y Actilfatk>t1 ;,11:d D<"c1<:tiviltion Alem are si:mt to <'mptoyee� thm!J!J h SMS,em;,il am.I 
the web port.;,!. Re�p,onse� to E1r,ergen,::y Alert� are required and e:ontml the empfo)<ee Roll Cati di�p�y. 

ll11\l,lll-���]i:ii1rim:iiitit�:-

n:§1;f'""' '�i;���:�''''''''''''''''''''''''''''"'""'�-�''''''""'''''�:I�'!ll>><<<<<<<<i:,,,,,, () hniwrtam.):c;flnit<e al�rts ,1nfi1�i!� At1h.,1tior,1 ari,i D,;,,1'.'1i¥miGriAl>!!t5 M 07<Wl!2(�)li 
(.) lmp(:,r�w:nt 1 I) il�erts 1 iJ Acth<'a!l:�:�n !lOO O�a-:ti-vatl,.:.n . .!iil�t� 'ft Q7/0'1 /2()06 
() lmp<:>rta nt , .1�rts 3 A,,ri,;;,,ti-,F> �1'l<I oo,:ri,;;,iti.�,n-Al�tt� 1r 0::--.:01 /,l)t.., 
() lmJJ-:-•r�;Jrrt� ·1 .sil�rt 
() M"dern-t<', 5 ,,1�,rt, 
C) �,t�Otkfi:illi., 3 J:le-th 
() M"1::f,,;,.,tec I �,lert 
(:) Low. 3 a:I� rts 
�:) L��� 'l 3le,tt 

1 Acti'<-.:'"ition &11:1d :[�.;Kti\.'3tion A(;rts 
s -Arti�•iltior, ;:1r.Jd 2 [�1=1itct1'i•i:J.tiQn. A�ti"!': 
3 .A,::ti:..•ati,:,n i'lFld :1 Dii!3•::ttv.:-1-b:;n. Ab:irts 
1 Act1\�on �rtd [�tJ<:tl-..�ti<)n: A:(;Ft-s 
3 A.:thi�tl;:,F} ;;ii:,.d :] ne.Ktf'J"it-Th..'""d'f. A.£R.tt5 
1 .�t:tiS:::.:;iUein Sitfl:1 � Diaa!:tlv<"ttit)11: Ate:rt1 

Q7,Wl!200o 
CG'<l� I /2tR� 

"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""JiU 

Description 
5 Notification Workflows are a way of defining how the initial alerts will be sent out to the users in a 

given emergency. 

View 

Can sort by Notification Name, Importance, and last modified. Default Sorting is by Importance, 

10 DESC. Pressing the delete button will bring up a confirmation. 

Navigation 
• EDIT goes to ( d) 
• VIEW goes to (b)

15 • DELETE goes to (b)
• NEW NOTIFICATION goes to (c)

Client Side Validation 

20 APis 

25 

30 

Object w/ all Notification Workflow information 

methods( add)( delete )(get all) 

Importance is object to pull from db. (get) 

Object level locking for Notification. 

Server Side Validation 

(b) Notification Detail View - #NF0020, Delete Notification - #NF0040

- 44 -
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View Notification Workflow D,;:;tai11: #NF0020 
Same (U 5rep 5 of the N'-ew Notifkijtfon �\''orkfiGV p11xe1s. 

Description 

CTX-293PR 

Edit NotillcationWorkfl.ow :#NF0030 
Ed1�nq <1 wirkfk4-v 1s almo�t ilkn t:io:;I to ffie Cre�te N'-ew &i .. •J,rkffow 
pnxc:,:-is.. The same sc-rt't.�s .c;;p,µ,e:.w w}rh t�U f.efd; P1"1::-fi!ted. 

Del me Notiflcatlo n �'l!orkflow : # N F0040 
We may ·�vant to indw:k sa.me ru!e-.� su-�h t�!:i �ffDt-vs can N{)f {)e 
di:'1,�ted c/t{!r they· hm't� bic"'f!H lrn:tuded in Sana�a,5. Ddai. . .;Jt 
worl:.(krws .alio t.<m nor bedefer�t 

-
j A.re you �ttm yoti w�nt to dei"C"� the N1)tffk:atio� Workflow 
j nam�d: Urgent� Hourly S.MS Alerts? 
I 
� . . ............... ., 
1 : .. ¥�·'-·l:>latH� . .I 1.JW.:@r.���k.l 1,,., ...... , ......... ,.,., - -

These screens are brought up when a user clicks either view, or delete from the main page. View shows 

5 all the details of the Notification Workflow, and gives the option to go directly into edit or to delete the 

record. Delete, brings up a confirmation asking if you are sure you would like to delete the Notification 

Workflow. 

View 

10 

Navigation 
• EDIT goes to ( d)4( c)
• DELETE goes to (b)
• YES, DELETE delete, then goes to 4(b)(a)

15 • NO, CANCEL goes to (a)

20 

25 

30 

35 

Client Side Validation 

APis 

Object w/ Notification Information 

- methods(get )(delete)

Server Side Validation 

4136052vl 
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( c) Start and Choose Source - #NF0050

New Notification Workflow 

FoHo;v th,; 5 ,imple ,tep, below to, ,eate a new Alert. Notification V!forkflow. 

�'¾>,.'¾,,�""'-""''''''''-'''""'°"'�'�''''"�'¾,,�'-.'-.'-.'-.';� 

Slart and ChtlO�i.:l l :.i:• C reiite .=i ne-1�,� N.otifk ilt:.1on 'INni'ktlo�,..,,, fo::im :.r.:.r�n.::h 

CTX-293PR 

S:Oun::a: I () u�e·dn e...<i�1�1�1 Notrficllti,:,:ri W-::wlfl:ov...-to �in. (�ick a ��·ntifl,.:ati•�n �\lorM:lo�,· narn� bek,-w t•:◄ 'S'=�ect it, 
�::,;����: N,1tff�,.�t-�•�; 
��·':::-f�n.:.":,,\'.',.· 

(:r��-:::t:-� }�)':·��\.-=..:�-:};:.ln 
� J\_l, K� � '· ..... 

Description 

'l,!r:�:,m,mfl1)il� �:1:,1}� l�fir<it-e A,:tivatl<'.>n a,1,j De�ctl�;;ti,Ht Alerts *' 

Urgent., 1() al�rt, . . I(> A<ti•�tic,r, a:lld C»ectivatim Al"'t' .................. _'lit .. 
J}nJ!:::�t.:} �!�t:�1'... 3 ,A:t:-H�utit"lfj ;_'lr)GI DEL.:1>-..-th,b1tk,n �J�tl'S ................... ·*· ..
.:lmµ.oJ.tan,.cinfintta ;;lens ............. J:1)�':•.i!� !l-!;t<,";1:1j<:>r1 ��"-�""�<;ti,:�!i,!fl: �l"J� ............ :ft . 
.:lmi:•:•nan,,:1 () . .,lens .................... I il.A:a:!¥�tk•n �:l\<J. i::t��:�ti:,�ii,,11: Al"-1,ti ................... 1;-.. 
lmix,rtan�3 al:er;:s ..................... >l\<li-',;,tic,F> �"" [>a,'>:tiva1�:.-, i!,!�rt, ................... * ..

. :lu:-tJ:."<.•:..r.t3nt.:l .al:i::'r!l ....................... ·1. �,;�f�--=-��!9J:� .. �n�l :��l?�t!'i'�1i9l1 .i;J����;- .................... ir .. 
S ,�c�Niatit"lfi and 2 DJ.Jiact.f•��3tio11 Ak,,;rt> �)f 

Modern�. 3 >Jle·rts � .Anf:.,atk.◄n �nd 1 �acfl'latk-"rt Al>i>rts -<� 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 

l .�ctr...-�tloo am.1 neacth.'3tion. AJ�rts 

ii'&iiitl 

At this point you can choose to create a Notification Workflow from scratch, or, use an existing one as 

5 a template. 

10 

View 

Can sort by Notification Name, Importance. Default Sorting is by Importance, DESC. When using 

existing, default selects record 1. 

Navigation 
• NEXT goes to ( d)4( c) 
• SA VE save data
• CANCEL goes to (a)

15 

20 

25 

30 

Client Side Validation 

APis 

Object w/ Notification Workflow information 

- methods(add)(get all)(clone)

Importance is object to pull from db. (get) 

Server Side Validation 

4136052vl 
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( d) Name Notification W orkflow - #NF0060

Namt.' N.:ititicaton 

Workflow 

Description 

----------------------, 

I U!),<'11':�<>ll�Y $t,t��f�rts ________________________ , 

: Houfly SM5 Acth.·at:i!:>n A:leru 1ent; 
----------------------------------------------------------, 

I Emi:!H �lert:s s-er1t t:Ml��-·�· t, .. ,tel•,<f: l1<.•ur�: 
! _ ·V,:_ik_,e Alerts s.-=nt every t•,"110 h::. 1Jrs .............................................................. I 

hn�rH1GJ)Qi L"ii'¥.:;,,!: 
'!lr,'ii:: u,geoi 
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5 At this step, you enter in the name, description, and importance level of your Notification Workflow, 

View 

Navigation 
10 • BACK goes to (c)

• NEXT goes to (e)4(c)
• SA VE save data
• CANCEL goes to (a)

15 Client Side Validation 
Validate that all fields are filled out before moving on, 

APis 
Object w/ Notification Workflow information 

20 - methods(update)(get)(delete)

Importance is object to pull from db, (get) 

Server Side Validation 
25 Validate that WorkflowName is unique 

30 

4136052vl 
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(e) Create Activation & Deactivation Workflow - #NF0070

-
itse the s,fif.t/nil-S b@kiw t<"t C,:introt �1.:iw f.�r•J�•tr{�,. 5Ji.t; pbcm@a.ie,'t$. 1,•·dr.:e and 1:)'rii'Jit .i*rts Crtt!"! %'lit �e­
aner,r!�'.;,_�;..--1:-:.ftdi'.it.11'!9 ..:i'?! f"f'n1:Y,;,?,;}fl{�•s-itt,l'u.t.ior:. .Or.K� Crl"i e,r·n_ok,i�.-e,;} te.r:.p0s,ds t-:..� the Afe.•tNtJth�:._-"ution 
i��• ,:my n1er.1.ns (2rn ... 1it,ptMe 0 »•,;,hj .. no tt.�rrhet ii.f"•··tt ... tf25e,flt. 

c:re.-.t'11 Actfv�tion 

WorkfltJW 

Ate.rt h�ise11dru: 
&eyl5.rW��-..s 
B.'llfy" Half H=· 
&i?l'yHar..'t· 
f.!'tfmy2��3U·n 
fa·� 4 :1,'ours 
&eryB tJ-m..q-s 
B,,ery i 2 HDL�'> 
&�y14Hom-; 

5 Description 

Ah!tt Dm'.111ti-oru: 
l2hmin 
iaey 
2 t1a},'l 
3dqys 
i/m.-ys 
500j'.l 
! week 
2 wooks 
mffnite 

VOIU iu.rnn 

Voh-:<1: Al�tt i:. r,c,q:u�n,(ys 
i fve,,; lfour i "' i 

i/t1•irnAwtt £),;r;,lk1•, 
iTh,-.,ecD'"ls i ..,. i 

��1-:,aH :f.t.l:(l.tt hH!)l.i:(l.n,.-:y: 
1 E,"''1 H,><H 1 • 1 

fa"" i! iUNl l)umti<i,,' 

t Th, .... t\:,\•"S t • t 

Here you set the frequency and the duration that messages will go out for each delivery option. 

10 

View 
Default values based on priority setting. 

Navigation 
• BACK goes to (d)
• NEXT goes to (f)4(c)
• SA VE save data

15 • CANCEL goes to (a)

Client Side Validation 

APis 

20 Object w/ Notification Workflow information 
- methods( delete)( update )(get)

25 

Object w/ frequency and duration 
- methods(get)

Frequency is object to pull from db. (get) 

Duration is object to pull from db. (get) 

Server Side Validation 
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(f) Review and Save - #NF0080

-
R11:vi&w your A.llilrt Notitkatir,n 1;11!orkt10·1v d11:t,,if5 lwlow. 

Description 

5 This is the final step where you review your information and save it for use. 

View. 

Navigation 

10 • BACK goes to (e)

15 

• SA VE save data, goes to ( a)
• CANCEL goes to (a)

Client Side Validation 

APis 

Object w/ Notification Workflow information 
- methods( delete)( update )(get)

20 
Server Side Validation 

- 49 -
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~'l-::.:~ kfb,.;,,, 

t i•~:~~t»· .:\,~~h\::ik~~~ 
~-:.:r~fKi ~~)\\'-

R,;,'11i,;,w & Save 

. 
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7. Surveys

(a) View Surveys - #SV00IO

Surveys 

The tab� tel'low lists Surveys currently -,vailat,le. Survey� can be indud&I in Scenarioli and a tso lient to employees .,fter an 
emf.'r<;Jem:y situatim1 has started.Smvey� am displayed or, ths> R<"mote \t'llorkfor(-e Web Pmta!, 

tllll'l1-:w)l-ii:w'i�ii: 
i :rn�ffijif: ¥:Mwmiml JMMiii�i� l 
[ () s:in1pl€ :i:t:.��IJS s•mpf.ci Stitttl1{1l0:::1,�,:-n-e qtli:!stlor-i ar1,j (lf�rl re:.p-OflS� fi:.;l.j 07r'ffl/ltll):i ?��!� 
i ("''•. �·. . - . . � 
! ·-� ,;,,,,ner�-1 H�lth §Empl-l' h"alth die:,R:,:<11-,; qti•s:tl,)n an� o�n t,;sp,.n�• li;kl (i>i\'.H..-10ts, 

j 
, (,; farnily·Sta!!Js ,imr,lf! famil,' 11'.aith <l1ecl<, r,r,e qtJe<ti,,n an,j 03-i,

n 
'"'f<>lll@l\e!ci 07,>}1!1810:'i l ! (; I nteme:t :l-tatus .St1-rir,I;; <,,nll""-1.i�it,vh,i,::R: ,,n@ <JtN.stim1 ,1r.0 l:lp..i1 r�;cr,:,-. f�l,1 l);'_,()l-'ltl�\S l 

: :�� � 
[ ( j Equip me-nt Stdtus fqu•pml!:lnt fm,,',_:irft",.:.,ry; lQ .:.:1,=,�n qu,..stlon:. (•7/01/201);; � ! () C:,m,,owte $t"�u� c.,,mn,u1�-I=1-s. 5 ,:,u,,sti,:•M (17.,(ll/J(IQc, j 
1 ��<. Ph

�
n€ Stati..i �

. 
5tmpl,;, phi::,l)E;, cl'uKk (lfi� que�ti(<n Ol/(lll�(tC,.\S 

� 
\ (J Nett..t��ting St ii.tu� t�.t)-t\�tin�J:chex'k..-t1:F� f.1U�ti!�•n '.11/0V�(t[.::; � 
\ () G.ofoMyP( StJ.tu:,; GoTd'/.iyPC -::t,�d:-. on,.. qu�stion O?r'fflfltll):i � 
i () L<:>ri,,i, w,�.fk $1'-ili::US l!..,n:,or� �mpkq"'� �lsfM1k,1t-qu;sr1onn�it •. J(l.qti..S!lor,s o,�•·1 l..-10($ l 
i •. --' ', t, r3 '"U at��n �-:tatu(· b•acu:i1h:·,r.i ':-t.:ttlJS..- 5 qu�stions oo,.,.)5!100:J � 

I,,_ :'� .. �:)' �;8_a�rr
n
: __ ',,'_.•.,�-,• :.�:��t�-�u

-

�--'• , 
D�m;ig�<imw,ltll!); 'W q;u;,,tim, ,'J>(,()5.'ltl�\S 

Iii, 
.. ' tt •�-;:: .... "\..... ... :P.�rr.itlti' F91Dcfrti<,r1 �mpt❖J'ii!el'.4 f'(1f1 Gilt l.J QU,?.;rti{1r,:s. (•7/01/201);; 

' ( ::·n"v�I, $.ti;!>J$ Tra\'l!ll, plil1�rdr>Q SUN(<y: 1 Q qu�}ri<>�S (17/\)l/J(\Qc, 1 
! () Lon.:;i: f'l.:1nnir11;1 :Emi:.-rg.;.,i:}c;,·· .j�}:ti"1fftthc:,n �h'm ft.in�. 20 q:i.�strcm .J7/tfl /2Uf:.6 � 
:.. . ..................................................................................................................................................................................................... JiJ 

Description 
5 Surveys are used to collect information from users through the portal. On this page, you can see all of 

the surveys that have been created. From this page you can edit, view, and delete surveys as well as 

create a new survey. 

View 
10 Sort by Survey Name, Last Modified. Default sort is by survey name, ASC. Pressing the delete button 

will bring up a confirmation. 

Navigation 
• EDIT goes to ( d)

15 • VIEW goes to (b)

20 

25 

30 

• DELETE goes to (b)
• NEW SURVEY goes to6(c)

Client Side Validation 

APis 

Object w/ survey data 
- methods( delete )(get all)

Object level locking for surveys.

Server Side Validation 

(b) Survey Detail View - #SV0020, Delete Survey - #SV0040

- 50 -
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VfE<>v Survey Details:li SV0020 
.SanJe as �tep 4 af ,JJe. /i.,�t;,v s�rr11e1y ptoceJ. � 

Description 
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Edit Survey:#SV003 0 
fdi�ing ll Rlr,leJ-( is a!nJast i�'V'l.t�,a.ito th.e (tmte l\t�•· S�if1.'if!f :Pt'-xess. 
The sa;:i?� s,r�i"ti r::,ppear w.;£:h aH fieJds p,r.e...fiii£d.-

Oe�te Suruy1 liSV0040 
Wi2-nltlf wi1nt tcriochtde .rom'1' ,·«ie'fi .Roch as S tJ1W!'j� CM NOT be 
Ck,"{tn2daft�· t'tll:.'� fl<w� b-..?h"'rl �nc!ud.00 .ITT 5a?rk1tW.S .. [k}t,1uft 
rce.J"X..r:""ior ti�� m�l am bo!:,.de!eri2d. 

I Are you :s!-Jre yot-tw;mtto �ete the 5tt-r¥eyn�med: I 
� A.tl;sint;,i Hurtk)llll.@Am�u�T(\11.it? � 

I c1;��:�t�ciJ s:����i.�::: 
! 

These screens are brought up when a user clicks either view, or delete from the main page. View shows 

5 all the details of the survey, and gives the option to go directly into edit or to delete the record. Delete, 

brings up a confirmation asking if you are sure you would like to delete the survey. 

View 

10 Navigation 

15 

20 

25 

30 

35 

• EDIT goes to (c)4(c)
• DELETE goes to (b)
• YES, DELETE delete, then goes to 4(b)(a)
• NO, CANCEL goes to (a)

Client Side Validation 

APis 
Object w/ Survey Information 
- methods(get )(delete)

Server Side Validation 

4136052vl 
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( c) Start and Choose Survey Source - #SV0050

New Survey 
FoHo;v th,; 4 simple step, b<:?k>w t.o cr<'ate a n<i'w Sm>,•ey" 

Description 

.S.ln-:ipl'f:' ·S-t.:itH:.. -Si:111:p� st.a.tus ch1>K.k:(:•lllfi q:ur2sUot1 an<:I t.1:��n rnsµt.1-ns.r2 fi�kl 
r_;,,neral Hwlth ............ :::;1,iii� i>i<�liii c�.ik oiia •:iuesii�t'i �,i� iJ:�11 i��riiJ:riie i;�i<1 .. 

��:r���!i �!���
.. 

�l:rt)p� fQl)11:ly �1e:;}lth ch.,.}(k;<.':!r.� ,:JUe�tl.:,·rt �t)d i)�·I) t'f'Sf��;n$e fi�hj 

]f?�fr!� �r����� ............. :i:t��� 
.
r?:�����,/:�i� �;��� ���

. 
��J��!i?:�

. 
���:?P.��: ��f-?��� �i�� 

�1��1;,;in�nJ.S:t:���r:: ........ �9�1!.p�1:i���� �����1�:�•�:� � � .?P��� q ���.�i��:� .. 
C(:•mrr1u:te Status C<1mmut� �lillw:s.. 5 ,:,pJ1:1:;,tK.ir1:s. 

Ph·:-���!��� ............... ?r�F'.�.f:l��•���.'.:��:�:.�1���f��?:t.i:�i� .. 
Net-� ... ���ti-r19 Sr�tu-5 Hf!tMf!etlnq ch� .. -0-t� ,:Juf!�tim 
. ���T�i.{:.;pc· St .Jtus ........ ·Gt,Td:\�}��: ·d1�:t: 0i1�· qti5�k1�;· .. 
l.::•ng: W-t--..rk St�t:Lts ........ P.Bfli:2t�· &fif.�Q�:w ·�3tisf�cti0,i·.q:ti5t�)i1;rk1ii:.i 11). ;�t,�siioi1� .. 

CTX-293PR 

Step 1 of creating a survey is selecting between using an existing survey as a template or creating a 

5 new survey from scratch. 

10 

15 

20 

25 

View 
Default Sorting is by Name, ASC. Cancel button will bring up a confirmation. Selecting existing, 

default to record 1. 

Navigation 
• NEXT goes to ( d)
• SA VE saves data
• CANCEL goes to (a)

Client Side Validation 

APis 

Object w/ all survey data 

- methods( clone )(get all)

Server Side Validation 

4136052vl 
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5 

(d) Name Survey - #SV0060

� 
:��,:::n ,!:': ��"� (h.(:•<.)s.,.: 

s.�� r�':-)':,'" �-:":,m:�·:� 

Description 

:S-ur<1-&y lt.dtq'i�� 

[:��i�;;��·E;;;�;�;;,ii�i:;;:;;;�;�· ·················1 

Wt,at employ • ..:; w-:•�ld in1er�S-l,d in r;;lo<:atin� l<ltlle Hou1ton -:,r 

fi,;sw Ymt s)ff!Ce, and Wl)at f�n°)jl', mm1bei3 w<mld ao}:,mp.my them. 

Step 2 is defining the Name and Description of your survey for selection purposes. 

View 

CTX-293PR 

Default Sorting is by Name, ASC. Cancel button will bring up a confirmation. Selecting existing, 

default to record 1. 

10 Navigation 

15 

• BACK goes to (c)

• NEXT goes to (e)
• SA VE saves data
• CANCEL goes to (a)

Client Side Validation 
Error message is caused if any fields are not filled out and user clicks Next. 

APis 
20 Object w/ survey data 

- methods( update )(get)( delete)

Server Side Validation 

25 

30 

35 

4136052vl 
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( e) Add Questions - #SV0070

New Survey 

N!:W SURVEY: STEP 3 

.::,b·,.., 0�·,-.:;�•;,,.y_v.":-, 
·�,�n.-x� :·�:��:� ::-:., 

11.dd QuMtk>t1' 

Description 

rt·] OlFE�fl'ON t{J Do :.,.Jju fl-':l'<'ti ::it)Yo::.•ffi•::c- �u:ipn1-cnt at h·�m�t 
· ..:..:��-• 

l:fa..::.,pl..:a!o� d-!-Y-fib� s:1,N·t :ii�llfi-i:!-:'d, 

f,fl�M'ti-rt"'1'. 

8"11:t'l ti""€ tex.i: far'(rn.n ,:j1Ji'�tic1n beh:,;,...,,,_ 
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5 Step 3 is when you add your questions to the survey. First you select the type of question you want, this 
associates to the type of answers you accept from the user. You then enter an answer. Then you can add 
another question, or move on to the next step. 

10 

15 

View 

Error message is caused if no questions are entered and user clicks Next. All buttons 

except for Save(in the question) will be grayed out during the creation of a new 

question. Cancel will give user a confirmation. Delete(question) will give 

confirmation. No move up button for first question. No move down button for last 

question. Cancel button needs to be in new question. 

Navigation 
• BACK goes to (d)
• NEXT goes to ( f)
• SA VE saves data

20 • CANCEL goes to (a)

• ADD ANOTHER QUESTION brings up another question to be added.
• MOVE UP moves question up in order of questions
• MOVE DOWN moves question down in order of questions

25 • EDIT brings up edit fields for questions

30 

35 

• REMOVE removes question from survey
• SA VE (in question area) Saves new question to survey.

Client Side Validation 
Validate that at least one question has been entered before proceeding. 

APis 

Object w/ survey data 
- methods( add question)( delete question )(get question) ( update )(get) (delete)
Question type is object to pull from db. (get)

Server Side Validation 
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10 

15 

(f) Review and Save - #SV0080

Description 

I Review you t Survey deta ii s below. 

: .--... 

: :,,,)!!,�)tj 

This is the final step where you review your information and save it for use. 

View. 

Navigation 
• BACK goes to (e)
• SA VE save data, goes to ( a)
• CANCEL goes to (a)

Client Side Validation 

APis 

Object w/ survey data 
20 - methods(update)(delete)(get)

Server Side Validation 

- 55 -
4136052vl 

CTX-293PR 



8. Scenario Creation

(a) View Scenarios - #SC00IO

Prnp.ire Scenario� 

CTX-293PR 

S-c�nariri::. ,a.l�GW 'r'i;_ili.J ti:.• PN?:f;. ... "U'tft•r $:f";•l:!{'ifii:: '::'tl=l':'l"Q.enr.::t':attllati .... ,ris 'SU-d"l a.s cl fk•.:.:.•d Vf '.:!3l1hquak.q__1Jse .[;Gl:ff!Jt"f.:J:S to-.:::p,�Jte P.:tT-1•:H:iJ�FR.:.'{:!iJ.�-r.::tft-r.: plan[; that 
ir1r::'.l1J&:- :pr'<."'"•j-8fit".i&d i n.str1P.:tiN:1s f.::.,r a�rtr1�:-tifr..::.a�ion!., ��,t a:i:::,pt·ov..-1:l ·i!-'l.,..:.'l'1'fl,;,ws.,z(11)�.!!.�md m,.:-1'&. 

!Js� t:11-1? tiJJtlt-�n ��n�ftos. s:tt.:•wn L•�:fow t�;, -s.1�t !!ta:rt,<.••::t Clk:k.a Sc�n.aril"} n.ama •.:•rd�s,,.:nptioH 10 �e ci-??tatl'5i. 
C �ick. tfl.f! N�!.!i S.i:::.:;:f1dr'i!:J �mttl'.)n t•:i- t.ljH•:::I: ;,,,.-.,.u ,_-.,,.,�ll .r.::i:m1pan'{s. SJ.:Gr1.:u1os.. 

tili\ll,tii\-� 
: '+'$,;:.,t,H.fl!J,...:» 
[ @t5r.oe:it:hrd1q1,1,)�l,! 
\ :-:.,_:.�a·k"�lot-;.j 
i () G-sft,srkHU:�-S: 
i () !381':'l'kTraffk EmenJ<:'11•::r ll'.:l'ff.�:rr,;q:-:,��x•1.:-!-'.'--M.f-tft.,,,\--;f�1,;1i)Ct1:K�d. 

i () ��ldte:db-':� t'.aoi::k;rok lfi'!dl•:'11: w,,,;_,uv:,-;;� m4 !:t.:-Yrs-'R►:-fu:iri-::llf'l�l 
j C) G1':'1"11::rk:1''/ei1l:h�r "'""";i(helf..:,f,e,-_:-:,t;.-ts.,m .• 'LJ;r; 1-!'YJ'.Jr·O'.!�-�ln,,,,,.�).�clsrnd!N�f 
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For Pending Scenarios: If a user who is not an approver for the said scenario clicks the Edit button or 
5 scenario name, they see the standard Details screen. An approver however will also see approve/deny 

buttons on the Details window. 

Description 
When you first to the scenario preparation screen you see a list of all the scenarios that have been 

10 created by ERT members. As well as controls to edit and delete a scenario, and to create a new 
scenario. There is also an option to test a scenario. This activates a scenario for a small number of users 
defined in the test group. 

View 
15 Sort by Scenario Name, last modified, status. Default Sorting is Scenario Name, alphabetical, ASC. 

Pressing the delete button will bring up a confirmation. 

Navigation 
• EDIT goes to ( d)

20 • VIEW goes to (b)

25 

30 

• DELETE goes to (b)
• NEW SCENARIO goes to 4( c)

Client Side Validation 

APis 
Object w/ all scenario data 
- methods( add)( delete )(get all)
Object w/ scenario data
-methods(get)
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Server Side Validation 

Object level locking for scenarios. 

By default, status is in-progress. Status is object from database. 

5 

10 

15 

20 

25 

30 

35 

40 

45 

50 (b) Scenario Detail View - #SC0020, Delete Scenario - #SC0040
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Description 

CTX-293PR 

These screens are brought up when a user clicks either view, or delete from the main page. View shows 
5 all the details of the scenario, and gives the option to go directly into edit or to delete the record. Delete 

brings up a confirmation asking if you are sure you would like to delete the scenario. If a Scenario has 
already been approved and/or used, the Delete button does not appear. If the user is an Approver for a 
scenario they will also see Approve and Deny buttons on the View Details window. 

10 View 

Navigation 
• EDIT goes to ( d)4( c)
• DELETE goes to (b)

15 • TEST goes to test page in Emergency Section

20 

• YES, DELETE delete, then goes to 4(b)(a)
• NO, CANCEL goes to 4(b)(a)

Client Side Validation 

APis 

Object w/ Scenario Information 
- methods(get )(delete)

25 Server Side Validation 
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( c) Choose Scenario Sources - #SC0060

New Scenario 

Follow the nine simple steps below to create a new Scenario from an exi,ting scenario or from 5cratch. 

Start and Choose 
Samano Source 

() Cre�tP. :.:� n.e-vv '!-t·.en_;.mo frorn -s-:.r ... :i-tch 

CTX-293PR 

(!) u�e a.temp-I.ate ..:.,ran -!:-xi�tin9 scen.;:moto b-E-gfn.Gk:k .a K-!:-ncHto namE beki�<..•to �-lect 'rtforu� 
;:�,:�::�·�� t:.• D,�;:.,· . .':·i ��t�:-:-i� 

Xr:-t�s.�� 

}�J�::'�� 

�-:t��-�{3:'.;,­

�,•Un:�;-·:� 

i:�� .. :s;::·:;;. & �,��,.._:���·:·.,:-:-:: 

���-,��$-�•X 

:-\�)f,•i•,��·��� 

" Templatl!s 

:Fl,:-..:,;.d Fk.,i2d :lnd ..,,..._,.�tl;;f d:.:rnK-H;fit: f€$i:•mo:�.\: ;-ind n�i.;•� f.e�d,;,: fr,dud�d. 
' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' ' '

Hurrk�nt1-

,.. <:ompanySc-enarios 

�-� 
Description 

After choosing to create a new scenario you choose a source for your new scenario. This allows you to 
5 pick from either templates or already prepared scenarios to pre-populate data into the scenario. The 

option is to create a scenario from scratch where no data is pre-populated. 

View 
Sort by Scenario Name. Default Sorting is by Scenario Name, ASC. Cancel button will bring up a 

10 confirmation. Default when select existing, selects record 1. 

Navigation 
• NEXT goes to ( d)
• SA VE saves data

15 • CANCEL goes to (a)

Client Side Validation 

APis 

20 Object w/ all scenario data 

- methods(get all corporate scenarios )(get all template scenarios)( clone scenario)( clone template)

Server Side Validation 

25 

30 
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(d) Name and Description - #SC0070

Namo,; & De�ulpti-0n 

Description 

CTX-293PR 

At this point you will be setting up the name and description of your scenario. These are for selection 
5 purposes later on when activating or editing your scenario. 

View 

Navigation 

10 • BACK goes to (c)
• NEXT goes to (e)
• SA VE saves data
• CANCEL goes to (a)

15 Client Side Validation 
Error message is caused if any fields are not filled out and user clicks Next. 

APis 
Object w/ scenario data 

20 - methods(delete)(update)(get)

Server Side Validation 
Make sure that scenario name is unique. 

25 

30 

35 
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(e) Zones - #SC0080

ii o ··t�·hi�·�g�;··· ···················;.:h
1
:��;�;:;ffi��:··· 

ii O ···0�1��;.��·.4
1
t ····················.4·(j.i4t;�;�,i��<:ffit::;;;···· r 

I n C!�r;�.,.r i=:a::t 
ii o ---D�����\i��J����i:��----
!: 0 :::������1:11i!�:�f1:i::::

,, """'����������:��������"""""���::����::�:�:::�:����""""""""""""""""""""""""""""""Jif 

Description 
Configuring zones is optional at this point. You can choose to assign which zones will be affected by 

5 the scenario or leave it blank and assign zones on activation. (even if you assign zones now, you can 
change those choices on activation) 

10 

View 
Zone is not a required field. 

Navigation 
• BACK goes to (d)
• NEXT goes to ( f)
• SA VE saves data

15 • CANCEL goes to (a)

Client Side Validation 

APis 
20 Object w/ scenario data 

- methods( delete)( update )(get)
Object w/ all zone information
- methods(get all)

25 Server Side Validation 
Zone is not required field. 

30 

35 
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( f) Notifications - #SC0090

Description 

CTX-293PR 

5 Here you will configure the messages that get sent out for each device to users in an emergency. 

View 

Questions not required. 

10 Navigation 

15 

20 

25 

30 

• BACK goes to (e)
• NEXT goes to (g)
• SA VE saves data
• CANCEL goes to (a)

Client Side Validation 

Error message is caused if any fields are not filled out and user clicks Next. Questions not required 

APis 

Object w/ scenario data 

- methods( delete)( update )(get)
Object w/ all Notification Workflow information
- methods(get all)
Questions come from the database, and Notification info from db.

Server Side Validation 

Questions not required. 
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(g) Status - #SC0 100

Description 

\,\,'�l� ffc{f't,:,,! 'iUttu, M.s��a�� 
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I
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CTX-293PR 

5 At this point you will configure the initial Status message that will be deployed with your scenario 
when activated. This message will appear on the main portal page and the sidebar for all employees and 
can be changed before deploying a scenario and during a scenario. 

View 
10 

Navigation 
• BACK goes to (f)
• NEXT goes to Error! Reference source not found.
• SA VE saves data

15 • CANCEL goes to (a)

Client Side Validation 
Error message is caused if field are not filled out and user clicks Next. 

20 APis 
Object w/ scenario data 
- methods( delete)( update )(get)

Server Side Validation 
25 
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(h) Surveys - #SC0I 10

'S-�..;;:r\ :::nd <.��,�,·-•$.� 

-:--:::�::�,H�,i'. s�.��n·:·.,:-: 

Description 
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The surveys that you choose here will appear for users to fill out on the main portal page. You can 
5 choose as few or as many as you want. You will be able to deploy new surveys after a scenario is 

activated. 

View 

Sort by Survey Name, ASC 
10 

Navigation 
• BACK goes to (g)
• NEXT goes to (i)
• SA VE saves data

15 • CANCEL goes to (a)

Client Side Validation 

Not a required field. 

20 APis 

25 

30 

35 

Object w/ scenario data 
- methods( delete)( update )(get)
Object w/ all surveys 
- methods(get all)

Server Side Validation 

Not a required field. 
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(i) News and Resources - #SC0120

s���� f ..:;::·i::� { h,--:-,--:-s� 
'¾.,:«w:::s�-:� ·>·>'.''·,:« 

News & Resource� 

Description 
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I � • 
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Here is where you add news feeds and resources to your scenario. Again you can choose as few as or as 
5 many as you would like. You can add more after the scenario has been activated. 

View 
Sort by News Feed Name, ASC. Sort by Resource Name, ASC 

10 Navigation 
• BACK goes to Error! Reference source not found.
• NEXT goes to (j)
• SA VE saves data
• CANCEL goes to (a)

15 
Client Side Validation 

Not a required field. 

APis 
20 Object w/ scenario data 

- methods( delete)( update )(get)

Object w/ all news info
- methods(get all)

Object w/ all Resources info
25 - methods(get all)

Server Side Validation 

Not a required field. 

30 
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G) Review - #SC0130

llevlew your Scenario details below, 

Description 

CTX-293PR 

This is the final step where you review your information and save it for approval (if required) 
5 

View. 

Navigation 
• BACK goes to (i)

10 • SA VE save data, goes to (k)
• CANCEL goes to (a)

Client Side Validation 
If validation is required, send to (k), otherwise, save data and go to (a) 

15 
APis 

Object w/ scenario data 
- methods( delete)( update )(get)

20 Server Side Validation 
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5 

10 

Step B:Review Altemative· !J:o App1<.wal Reqrnml 

�( �s--�;-� ---:.,) �("::·���-.-;�:, 

;�,�m-�:, & D�:�:(x�;:-•:}z":::":: 

( alternative, no approval required) 

Ifno approval, automatically sets status to approved. Otherwise, sets status to pending. 

(k) Approval - #SC0140

)t;."\r� .:�w.: < h-'..�,"::�\..: 
,;.,-_ :-:�:::-.� f i \,_:• s�., -.�r:·.,= 

N..::-m--:-:, & u�:f>,,d;:-�k::� 

�t�::�•J:;: 

�,: :··;.,,�:•l$ 

���:•)"-$ .:� ��:.:�·:••J--"(_�:: 

Approval 

Sc.�narios must be approved by ,it l<>,i�I rme "ther ERT Memb,;r to be dl'ployed. 
Se-l�•·_t .:.::-n-2- nr two E.RT mf:' rnb.e-t > be k_..,.._, w r�,::-2-/\)f:' �:i• Sr-2-n,.-u i,:J App rnv;,I R�q ue-s.t v i,.;i e ma H 

EMERGENCY RESPONSE UAM 
0 A,,Lam Kingsley 

0 �d,W00 
D (hri, $ingll" 
0 [1�1:,1:,je Smith 
[J Eci!I Etl:1!!glf.•n 

D �randne Bl�s,k 
□ H,atl\€1 Shh,;,p ........................... 
0 Jol\n Sni,th<etton 

.. 'K9.-�:�F:i' �:hdfi' .. 

Mkh ... ��I Rl�_i;,-_;rnbt�t9 

Your Scenario Approval Request has been sent to Adam Kingsley and Debbie Smith, 
tf ynu dt1 not recelve a re-spc,nse i.\"lfutn 24 hours., yr.:Hl m-:9,y send out approval requ�-s.t� to oth,er 
Efffs. To send out :rnc.,r.e re-quests, chorne ttus s·cenario trorn th€ Prepare> S.c€Elario� paige aind 
dick th� Ed,t b11tl<>n., 
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~,«ri .,,;,,i < ii""~,- llevlew your Scenario detan~ below. When you .ire ffnlshed, dkk the S.ave button, 
Your Srnnario wn then be complete and re.idy tor testing, 

Revi<>w 

i [ff,iqi;i2 t:&JllA!fJtlll'.!1tJ)tl!ili.iti~it:J 

r:i¥1:~::1~i11}1 
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Description 
This is the final step if approval is required. At this point you select the people that need to approve the 
scenario for it to become active. A confirmation message appears after clicking the Send Approval 

5 Request. Sample text for this message is shown above. An Email message is sent to the selected 
Approvers (see below for details). 

View. 
Default Sort is by Last Name, Alphabetical, ASC. Save will bring up a confirmation. Cancel will give 

10 user a confirmation. IfERT members selected, will get an email. 

Navigation 
• BACK goes to (j)
• SEND APPROVAL REQUEST goes to (a)

15 • SA VE save data
• CANCEL goes to (a)

Email Approval Request Message 
• Title: Scenario Approval Request: <name of scenario>

20 • To: <Approver>

25 

30 

35 

40 

45 

• From: <Scenario Creator>
• Date: <Date Stamp>
• Message: You have been asked to approve the following Emergency Response Scenario

<Scenario Name & Description>. Click the link below to review full Scenario details and
either approve or deny this scenario. Thank you, <Company Name> Emergency Response
Team.

• Link <url to 9 .3 Approval screen>

Client Side Validation 

APis 

Error if user clicks "Send Approval Request" with less than the minimum required number ofERT 
members selected 

Object w/ scenario data 
- methods( delete)( update )(get)
Object with all ERT members
- methods(get all)
Object w/ config data
- method (get)

Server Side Validation 

Email goes out to server side. Configuration for exchange server to be used. 
When sent for approval, status is set to pending. 
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9. Scenario Approvals

(a) Approval Process

CTX-293PR 

After approval, data is sent to the DB. After data is confirmed an email is sent to all selected approvers. This 
email contains some explanation text and a link to a page for approval (link contains scenario ID). When 

5 approver clicks link they go to 

Log in screen (if not already logged in) 

Then to scenario review page where all scenario data can be seen. On this page is also 2 buttons (approve) 
10 (deny) and a comments field. 

15 

After approval or denial, inserts data into DB. 

Go to confirmation page. 

After all approvers have responded, system sends an email to the creator of the scenario letting them know if it 
20 was approved or denied and a has a link to a page where they can see the comments. 

If approved, scenario becomes approved and able to activated, if not, can be edited and then resubmitted. 

25 

30 

35 

40 

45 

(b) Approvals Screen
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� -- - - -�� 

� -- - - -�\�] 

:����������������������:�����:�������������l:����:�����������:-:������������������ NOTIFlCAHONS .. � �:: .. ��a�:: �������������������������������������������������������������� . · 
Scenario Approvals (.,"'""'" A;,"'v'"" ... \ 
The t.1bles b-elov,,• disploy the status of new S.;:.er;:::�iosyou h�v� se0.t fm .approv�i.a.id 

bt.'"'"""'r'fN-1$1<: k!i-:-❖a:'"'t{la:r:• 

San Fffll."l'Ci:s:co Mt!Uk.!!I 0@11:e: N":.1,,,.-,-.,::-.rHi
)• 

Sfl.'\',:itM<: 0�:-"•,.,,:._·,.. 

SF E.i1-r'th�u,1:to! J.-:c�:-::� ,::ti.�r. 

Description 

:i��'-•,:i� 

P,�"i-tm.'00 

Ap,.'),l�'M 

iX':-..i,:,.,-:. I'd<..' r-,:1� t"l\\ �.::1>:iUi.'.'! •:<'.I t�� .l.�c�t-�: :r:.n,i,_ \.\,lvi• "-"� yD< .. .< fu\r.k:rxJ? 

l)e,11cti.tA i-;: 3'iK1C: �◊�"II" ,•,1;1,c-s f'rr:r., "-.�:tr-11.-::ry.;,.;itl:i :1 

,'i;'rpro·,�d 

�.-.;:,ro·.,.,tl 

h<>006A<:me &C""-'<Co tlon Hru> FAQ CONY<crSUPPORT 

This is the screen that a user goes to check on approvals that they must make and the status of items 

5 they have sent out for approval. When the user clicks on a page that needs their approval, they go to the 

review and approval page shown above. 

10 

15 

20 

25 

View. 

Sort by Scenario Name. Default is by Scenario Name, ASC. 

Navigation 

• CLICK ON NAME goes to ( c)

Client Side Validation 

APis 

Object with all scenarios user has sent out for approval 

- method(get)

Object with all scenarios user has to approve 

- method (get)

Server Side Validation 
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( c) Approve Scenario Screen

Appmve or Deny �'<J� (linked fr<;m Appwval R,,qu�stemai� 

You have b<><>n asked to approve the new Emergency Scenario �hown below. 
f'lea:i.e r�v1�w t:h� �-c�n;,:-u·11;. d,e,t:;:;Hs bt•I,-_,.,,.. V{h�n you ;,:-u'!" finished, .:::hck t:h� ApptnvP. or DfflY but:toH. 

If y,:;u d:,::,r:·f>" thi<1 S.,.:-e�i,;1:rio.pleais� indude corr1iYttHlts ex�)larntng �•..-h)t 

Description 

5 This is the screen that a person comes to, to approve or deny a scenario. 

View. 

Navigation 

10 • APPROVE will give a confirmation
• DENY will give a confirmation

15 

20 

Client Side Validation 

APis 

Error if user clicks Deny with no comment filled in. Deny gives confirmation. 

Object w/ scenario data including all dependent data (news, resources, etc.) 
Methods(get all)(approve/deny)(add comment) 

Server Side Validation 

if user denies, require comment. 

CTX-293PR 

Track each individual approval. If any deny, status is set to deny. Approved only when each approver 
approves it. 

25 
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APPENDIXB 

FUNCTIONALITY OF 

5 PORTAL - EMERGENCY 
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5 

10 

15 

10. Introduction

11. Site Architecture

4136052vl 

<¥& 
{ �or.tis .y.:,i�1�:��i:1:'.:: 
� �,�������:!rr: 
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12. Global Settings

(a) Global Navigation

• NEXT -validates that all required fields have been filled out (grayed if not all filled, ungrayed if filled)
and saves to bean. Grayed out for last page.

5 • BACK - grayed out at first page, saves to bean.
• SAVE/FINISH/ACTIVATE/TEST - validates that all required fields have been filled out (grayed if

not all filled, ungrayed if filled) and saves to bean which saves to db.
• CANCEL - undoes all changes (up to last save point) made to existing record, delete record if new

record. Then exits to list view ofworkflow.
10 • CLEAR - undoes changes made to page.

15 

• If click a tab to exit, warn that data will be lost.

(b) Global Image Names

( c) Global Style Sheet

4136052vl 

- 74 -



13. Test Scenario

(a) Choose Scenario

Test the Emergency Activation and Notification System 
Yc-u h;,,,•e notc,sts rnrrentl:i running. 

T�, te,t<1F1 Em"c1gern::,, A<::ti,c:ition ancl N-0tifk0tion, ,elect an Ernerg.en-::y Scenario), .�nd did-: the Te,t !:,Litt,:-n 
The ne:i<., tl,ro:>e!,,Jeeni \•viJI cl:111.,h} ,1. dv,1.,:s:: ,>ften rnes.cag:,;, r,;,,::1p.1,mt,, ,1ncl a res:Jx.>me· med,,:<,:1.. 

A ,cenark, mmt b<:' 11ppro,;,d and tested bek;r·e it c;,;n t,� ;,,:tivated. 

CTX-293PR 

� T �c��dkls �ff 

� () Gme:tic:E�rtM-:.j�J;.:ikq. 8a.rthqu-.lk.e r-es<.1u-u�� a:mt::ne-Y.r-s. fsE:-:-=-c�s h·:td:1:1<�cL lt1/(it/�00i AF.">1D:,,)Kj 
[ ()Gtff'.1&ti< Fb::.c,d Fk►.:-�fan•::I ·uate,rtfarna ... ,;1�r':!::;.::iun,.:.;:.s3�d·r�iFtJst��i111.:l1;Kii'd. 07/fH/2006 ¾"1)1..:X-�d 

j () Gem?.1il:Hm1ii:am; HJ.Aik:;;n�m;,p;..:r��;,t8,���mln""�'.1�s:ir:Ki:u::l1W. %'�l/20oB TeS!ed 

[ {:) Ger-J.::.i(lit: Traffi:c Erne:rg,:;ir1q· T,affk ,,nap--.,;_. r�•utt,� and ne-.'6 fi-�s i'.llduded. i:f7rtn/.2':l0i:i ��p:pr-:--"lil:!-i:f 

; (_) �,..:,8;ri,.M�lc;;\ F'il!1,1':lm1c Madi,.,1 ,,,.woo•• an,;J ""''"" fa"'1:i.,m.1:oo'«:!. 01:r�uio1,1,; i\iil""'"•<I 
[ () Ger-ierh� V�i8-J.th� W�,;itJ1�r f,:;rP--::a1'!rts. n'"l3J::% rB,:-4.m.� :!ir1d rie...-,'15 t�ed::; in.:hi.::1�1, Q:;.".-"l)l/.20Ui5 .3.ppr•:,--:elf 

� {�) G!ff:i�ticO:ffi:,::@,flnst.it� ��ti;:: l'�Wt��� and 111?"{./� �ii itK-ltii=:l�l O�'./�U]OQ.; �i-'J�t�-sd 

� z_iiij,) Mfarrd OfficP- O,:Jst.:1r.o;i Mi>:1Fni off�•:-=' dx.e:d for ,:,:�n�tructin-n ·1-2 ..,...,"=�h-du,;.i.ffo? pl;;mned f-nr -·· tt��n t-'2!'1011 l!�ed( 2J 
� -:::} Mj;it�)i H!Jr.:rh�ni &Si�•'l-'K ot-f.ki' Ch'.:"}E!:d:dtt� t❖ h-1.ttth::�11.e, 'i/atr-il•l�.1Jridet�-1l'Ktied l�F)9th ... (l:it."l:iStlO!=!B .:,;t:);['.!t(«l9d: 
� () Los .�AVJ�!e-s Traffic LA Traffic de�a� JFM1<•UIK'"2.::t. Cornmut�:rs 1:-:..nlirttJ from the- s,:--uth �:•n ., •f8{-t);_:'2QD6 lls.e<l ( l) 
� () Lt.">ll-Af'l!��h?ii-:E .. ::ntll-tJU�k� U\.:B::=u:th�1:1>:tk.oe:,::iffh:� dosme.A.:lt�ma:te <iffkc:-;arr-a.ngernen.ts a:,,,,aJ.k=d:◄€. t?tt/t)l,'1i'.t0i Te-:ti'd 
[ (:) L,;;."'-s .S;ng:ali'S Rr.;:: L.!;. R� 1,f.f.i,:i:' ck.(,�He. . .t.:ltP.mate offl,:o:-'3rFan-�J�nt�aY,Jilabh-?-_ t)?.'C•L-'2006 Tc1sted 

; () San f)-arj•;;i�� EiJl:rth,��k" �P Eanl'l<JU:'<k<e offl,:. doou1e.AltHn:1i, c,l'fl°' a,rao�em,mts a1>':'<l:lable fi.'I·.... o;:,'�l/lOi'.iB .�r:�r»c«ed 
� San Franc•i�{◄ TfilfffC SF Tr.�ffk_ •:� ,:k•·sme. _AlD=m.ae �ffki' arrat·l��menB .a"i;,·aH;)i.».:! f.:_-;:r , ,r . .-t)l ·•"'iflt'it, ,.1,pr,��€d: .·.······' ;_��������������������������������������������������������������������������������������������������������������������������������������������������� . ., ����:• ,:_ ... �������������������� ·��:•. �� -������������:�§ 

Description 
5 This screen has all scenarios that have been approved and can now be tested. You select one, and click 

the Test Scenario button to start the process. 

View 
Sort by Scenario Name, Last Modified, Status. Default Sorting is Scenario Name, alphabetical, ASC. 

10 

Navigation 
• TEST SCENARIO goes to (b)

15 Client Side Validation 

20 

APis 
Object w/ all approved scenarios 
- method (get)

Server Side Validation 
Scenario can not be tested more than once at same time. 
Object level lock on test scenario. 
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(b) Review Zones

,.,,st Em'<ltg�M,�1' StRµ 2: iTE0040 

Description 

CTX-293PR 

This screen is here to show what zones would be effected in an actual activation. You can not change 

5 any of the data on this screen for a test. 

View 

Sort by Zone Name. Default Sorting is by Zone Name, alphabetical, ASC. Highlighting selected zones 

for this scenario. 

10 

15 

Navigation 
• BACK goes to (a)

• NEXT goes to (c)
• CANCEL goes to (a)

Client Side Validation 

APis 
Object w/ scenario data - zones 

20 - method (get)

Object w/ zone data
- method(get)

Server Side Validation 

25 

30 

4136052vl 
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( c) Review Alert Notification

Description 

.4f.t":·�� Wo,r'.�;t;::,y,,y� 

'51,·IS..:::1�i�i:, Vo:n::l)RG,�NT * 

A3;2-tt SMS Mf!--5S��: 

A hu,n-'{{:�n� ba-1 forQ.� offl!X dccs.ure. R:�s�mf a-mi at��!� use �Wt;f. 

A .b·w-rkane i�arnin-g fws ffirotsd ollkf· cJo..s."ra lor _y,c;,ur arec... 
ii ym: .1,QY(< ri,c(it'f'8'lP,t}Nd� t.o �00 {'.f}'N.?.'9�.'}C}' {1/g,rf.. pffl�<- �'€!;pcmd o,.·,:::SkXi'rig �·gp.1-y �:OW� 
i.�t� y.oor· �me'rg�ncy LJS:!' *vfr:..:s_. :a:M !0;g fF,,t,o ti� �-�u)t,c;· &'Vtf,>*.pJ°a<e .Part�J �·£1-s!N- f,c; 

CTX-293PR 

Here you can see the messages that will get sent out by the notification system. Again, you can't 
5 change this data here, though you will be able to when actually activating an emergency. 

View 

Navigation 

10 • BACK goes to (b)

15 

• NEXT goes to ( d) 
• CANCEL goes to (a)

Client Side Validation 

APis 

Object w/ scenario data - notifications 
- method (get)

20 Server Side Validation 

25 

30 

4136052vl 
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NotificatiOM 
: : As..~ l:.)u~~tior,s: : 
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5 

( d) Review Status Message

CTX-293PR 

I G.,,,, .. ,. ::,·,.ec.,:> 
I Revl�w th<! St�tl.l� Me�S�(' that wm b� initially dlspla!l'�d or> the web port�l ,md S.ldeb.�r. I 

� ��.:..$•:.;..,,, .:,-.,.,-. .. , � <d.3l�C:' sta:1��-� � 
( j A h�irrirnn,3 \•·s•2�;:--=3nt:,: :.�� fo:r-:.r,::d cl%:-6·{-:::0s.u%.: fnr ,\::: .·�tfa:-:-"'!:a: �)ft.k.:'.s. ( 
: 

�':::�:.-..-·:.:.����- �\�..::::·, : .,,...,.. � affi•·:-. v,,f' L� ·'...,s."'d .:01". ·"" l r�:,,r .... t'"C:.' tr�"+,, D C!'"Y$ 
: 

: ��-,.:.-:-�;-:::"'�-�-:-.,"2 : �-!���·.;.�s� y:H u�ti �e,..��� :�i��h� ��-;.m�t; ���,t. �;.r�,1t m (nntin·,.i-� '1�•011-;:.:��l frnm you:- : 

I R�view Status M�Hl>,1'> I ?.�:::· back of<on on'"'' site as,,,,, mc,,,i:o-r """ u�<lat< ,,,;, """''s�ncy �ucc,:>ne """"· I 
�,:,::��--=:::< 
,•:::_,,,: ,· ;:-,�,._,,'. "-}(:,.k, ,c;;x,'\, 

Description 
Here you review the scenario status that will be initially deployed with an activated scenario. 

View 

Navigation 
• BACK goes to (c)

10 • NEXT goes to (e)
• CANCEL goes to (a)

Client Side Validation 

15 APis 

20 

25 

30 

Object w/ scenario data - status 

- method (get)

Server Side Validation 

4136052vl 
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5 

( e) Request Activation Approval

Tl!st E.!nff!;l�Mct)' S<t�p 5: ifl'EQ0:70 

� ._:� .. ,,-,:.:. :.:,.-: . .-.. z:>"> 
� Sr�ia-ct a:n� or·�-�� ERTto app�m'-e_,thls Emerg�n�y, t\c�i,.,..t·at�n� . '! .,1 �- I : : his rne:;.::,3,�� .��:.;-�1: nc, s��f::t to r:-::c iwc, :-,:'.)f:m'..•.::::r-'.. =1-:: tn,i:; "!-Op :J:rt i•: tiSt, 0;}:1 �h-.�}' :,• U:::. 3:0:.1�-a,:·r.: r.1,:s : 

( : �C:'O::ff..l�:;: fo.r :::h•:? :�xri���,e,,.u:�· to b� .:i::t:..,,,.�,,ted. All �>2l>.:,,,.'1:,:j 2H.7 t .. �-er:.i'1he,·,; ·��i=� ;�,.:-e·fv� th� :1x•sS3"'.3:E: ,;;no¥l<1 �n t.:�e ( 
: ��.:. .$•:.;.. ,,, .:,-.,. ,-. .. , : �;�Jht �J�"\.1'oit"Q. S�,..t$ .1�•tl Em.;::i::. '{cL: i."•ti:•: :r.:2<:&h•.s th& G�"�-�-d� .�ki�t .t1c;,,-;_.;,�t::i::-:: :,t2rts. ,_..,t,::c.:i w�;t -:.o-ri�;.���n : 

cription 

�':::�:.,•·:.::����- �\�..::::·, 
��-,.::-:-�;,: ...... �-�-:,.,,,,," 

Reque�! 

A<ctivation ApprowRI 
:E:.R'f:::At:f;s,'}� &l��:tbilSit-� 

f);1 Arl3m �k�g:!:li•-S� 
C}

�i::,t::.W1')[} 

L:: tt,:·'s 9,,,,,;,a 

[-: Der.th�� S-r:-ith 

(:J��:::) 

t Th:5 b a.;: f :"J�,•g"P-"m.-y J..,r.tii,r3�:-o:-:- /\p-p:-nv,)t i�eq:u��s�. 
[ T�;s �� �'tQT � t<:.st, 
["8;":::s J,.:p:prc.,.:,;;_:j :s. fo� 2n At].51:.,.,t.:: H;..i;ri(.on� (k:is�!m. 
! n .... : � �C:'it \\'.:,s sc•nt �Ct }'Cl'l frc<f"1 D-av:-d o.-,:,•,�· 

[ i3p• app�Vi:'""9 tn:i r:rr�•=·�-��i"lt<l ,�ct:!\•.�-0::}�.:-i; Heq,..,���. 
[ )"DU w.rn rs� ;}Ct;:..,,-;;,t:;�.g .-::.n S::rms:--g;Q��c.y ::;

,
w��fo:r� for 

! �;: _.•\tlzint;:i �r,:.--a �m::,(�'.1-:.--:::;,. 

[ fi{!�:OE': �:.);:.::r.:i\<-e :.x <1:sr}p-µ�c�\·e-0::hl�. Eri}N§►:.--:1-cy t,y: 

I 
�:::::

c

1::

1

;0::::
:

:o�::

t

::;:::::

ct

,
c

,

cs) ........... , 

�&iiiiill 

Here you select who will approve the scenario to start the test. 

View 

Navigation 
• BACK goes to (d)

10 • NEXT goes to ( f)

15 

• CANCEL goes to (a)

Client Side Validation 

APis 

Make sure min. number of approvers is met. 

Object w/ scenario data 

- method (get)
Object w/ ERT Members data

20 - method (get)

Config Object - Number of approvers needed is

Server Side Validation 

Must select minimum number of approvers. Email is sent out from server to recipients. 

25 

30 
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(f) Select Test Recipients

;�;::•:j;,:_.",'>.;" ;:.��:-::-::-t 
� :>t� fk.�·,k��--�: 

;Z.:-,�w.-.:=� 
-�(.�� -..-:;�t! :·:,�-� .�\}}�� !·,.:-;;·��! 
��i:.r_t 

T>'!St Redpients 

Description 

$,:;ii;;,t ,:m,:; or m(rn, f RT msmb,,,r;, to 
Jl:>(:er.'<?. th!� En�l'!ll"'"'-Y Te,t: 

nlT, M�mi MM--iber� 

IE] ,t,la-rn :Klt)9 sl<:>y 
□ i«i:ii�«
D <:t;rls'.iin_gr:,� 
IR]" 8el.>bi� (,rnllh"""""""""""""'"' 
D 8.rl Erlir;gn.m .................................................... 
D Fr,1ndw8bd; 
□ H�;,'tl1{,r eiihop 

. . . . . . . . . . . . . . . . . . . . . . . . . . .

D J:oh11 Sni\hert<•n 

Midla'il �@rnl1>?.tg 
'-------------'¥: 

CTX-293PR 

The follov,i ng wk'<, email ;i;rid S:MS: m�i;,;xige s 
will be �M lo th&ta,st ra,dpi&nt!f )'<lll�l&tt&o:l; 

Thi, k.:, ,� ohh;, Em�1<:y .ll..<:tivat!oo $f,tem 
ft1:r a ,\�i:,m-i Offi.:..:, Cl:os.tr:tl?. Thi5 i, i:,nl�·;, �st. 
Thi, t.i,t�,�,s :;,;,ntl.<J :,ou fr-:,m Dc.,-ici D�w. 
Pl,;;�s;-; ra:,pumit-, a·rkm>,�ll'<'J�., r&«h,ing tt-;is t�st 
n1>eSSa>iW tr,, 
('/CJ:ICE) pr;;,ssi!lg Or,e ;,,r, '.NU! ph<m, 
,:sMS! ,:Jiddn� the, fll:eply f!tlt!OI\ 
(EM:.i,Jl) 5>?.tKli:n.g ;; R>?.("<11·· t,, thi:s ,;mail -with -Q:K ir:1 
tf,@ Sul<ji.ct :line 
('i-'11ffi) i.J-s,;, )":<elf USJ:\ d�,,j,:e W :log i:nro tlNl 
·,¾;;,b pm�I ;,;mJ t,a,:ig;;t;, m Ern<>tg,:?1\0' ,, fa:m .. 

Th:.,1tk \'f)lj fur tosi-,x>n<lin-o to lf·,i�t;;st (,f\fo?. 
Em>eF-g>etl(Y Adi'l'..:.ti�•l1 S',st;;in. 

Here you select who will participate in this test. These are members of the ERT team. 

5 View 

Can sort by ERT Member Name. Default Sorting is by Member Last Name, alphabetical, ASC. 

Navigation 
• BACK goes to (b)

10 • ACTIVATE sends scenario for activation
• CANCEL goes to (b)

Client Side Validation 

Must select one recipient at least. User will automatically be selected as a user. 

15 

20 

25 

APis 

Object w/ scenario data 

- method (get)(update)

Object w/ ERT members

- (get)

Server Side Validation 

Status changes to pending. 

4136052vl 
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(g) Approve or Deny

Approvlil' fJr 0-eny EmergeJ"u:y Activation 
'r<mr �ppm¥al is nc><:?.$�,�I)' to �.: t�;-at. th,; E1:ne1ge1:v:y Situation; Al!mt� Hurtk;m� S...�ltlhi:mi Of�(�� (.h:i·rnt·� 
TI�j E_r:ueig<1xy ."i:U:,,gU,-,:11 Fl�;,>: ,�J� �nt t,, )WU t,;< �e-111�· Uoe itt �: lo E'.,T.All',J:lj5( IE, It)06 

Ph;,a�e re,;i,;w the fm,;rg,;11c,· d<,lail� ;ho<'>n l:;;,:lt>w .:areful:I'!; th,;n did:. the . .!\cti,,�t« 01 Deti:,· bu·ttm1. 
By dicldng �,:ti:,-<1.1:><. �,:,u will be initi-atll1g an flm,rg'C'fl')I Sltu<ftlic:..n fu.,r 7!5.2 �mpl><:>�=s in the Att:,i,nta wne. 

5 MAKENOTES 

Similar screen to scenario approval. 

# of people to initiate a test is configurable parameter from the database. 

Confirmation is needed for approval and deny. 

10 

15 14. Activate Scenario

(a) Choose Scenario

4136052vl 

,.,. 5�,;narlo� 
AtL,nta, fathq:u,,ke 
,,:l.,t:lantJ: ffo ,:id 
A.i:!�nt� 1-h�ITi<�n� 

�l-e.·1k...1.I r��:1id&tl'i•;_ 
Gen�t'k i,:-4e�th�r 
t�rn�rk Off.i:::t,, Clc:su:re 
M,i�:M. om� Ck��ure 
�li,.1n1:t Ht.Hri·rnne. 

E::1.�th•1wal::�:;..i:e.�.i:.".tUf(8:;.. Mlli::1 n�\.\"5; f�<:'l•is .in.:::lt11."3�t1.. 
Htx-.d i:irid\"\,';:i.tet d:a,ru�� r.::.i:,i;::11Jt"C�'} <1r1t1 ne•.<ls fi;,�fa iff.dud1:1•1. 
Hu:ttk"� t�� n1:3ps.,. �lfl1i{>m't"�t .;:ind tQ�·;.'.N.: �P.th i�-r:�uc:I�. 

MiKlb-:�J t'fS❖iJ.FO=a-s ,3r1d l'i�¥/$. f-fi:00-S tnclud;;.;a�t 
\.\'�-,thH fi.�;re<".:i�ts. m;:,ps re:�<•LJFc.;.s . .:inti n-1-wt fe�ds tndud��L 

MIS!mi (,·l'fK@ .::ki�;.;;d f,:;r (f.:,l"l'Strucuot1.: ·1-2 -;,.;,e-t<►.4\.-dOSUrf< 
MIS!mi .:-,·ffke .::k:i�;.;;d due ·1') :fiunkant< -..-.. .... ;unlng ,., 
Mk<lti-11 v·lfrce {:Jt•�H] due ·to::.• :ti; .. :,fFi-c •.. 
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Description 
Here you choose from scenarios that are possible to activate. This is the first step in an emergency 
activation. 

5 View 
Can sort by Scenario Name. Default Sorting is by Scenario Name, alphabetical, ASC. 

Navigation 
• NEXT goes to (b)

10 • CANCEL goes to (a)

Client Side Validation 

15 APis 
Object w/ all approved scenario data 

- method (get)(clone)

20 

25 

30 

Server Side Validation 

(b) Review Zones

���--��:::��t 
�.-,,,v._.?:·:·' ·\r,�v.::,··,' 

Description 

fleview tl-rn �ele-ctlld Zon"� lorthi� Em1<1"9t<nfy. make thangt<1 a� n,:;te�s,uy_. th,rn ditk 
th<> l\l,:;xt b1mon. 

AU 6Atiant�� f::;ffice�. 

,�t��nt� :Sm�1h ............... �������.��.��.�� .����� .��.�. �!·���� :�.����?· .. . 
Jtdrtnt.:i N�)Ft.h Bi�•t}3H.:tnd Cr iiJhto-n off:h�.;;.s . 

. . . . . . . . . . . . . . . . . . . . . .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . 

- - - - - - - - - - - - - - - - - - - - - - -dii:C..;.g;_; (rffiC�." - -
···················· All°l4 DerNeroffl,c,s

·
--

Here you select which zones will be affected by the emergency. Some of these may already be selected 

35 from when the scenario was created. You can change these to reflect the current needs of the 

emergency. 

View 

- 82 -
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~:h~~,,~::::~ ~:·:.~-=::;·~•:~~~~> 

ReviewzanH ,:---!:!~~ii------]]]iiooiiBi@ijihioi:i-·········r··········:::::11··········:r:::::::·mr1 
~~~~:; ~~~~ . .:\l~~rt :, ... , ------------------ ------------------- ------------------- --------------------- -----------------
~o~{~k~~~k>r::s :: r:.: 

I~ .. ~u~~i 
k::. Ch,1>:~•·~•:• 

....... ,. "·' , .. , i.:,~_;_;.· ~:~.:~ ........ :::::::::::~ii~;~;~:.~i.~~~\:~!~:::.:·:·:·:·:·:::::::::::: ... ······: .. •.: .. •.: .. •.: .. •.: .. •.: .. •.: .... · .. •.•············•·:·.••. j. D«r.#fMountai:i;:I \ l',cmkt~i':ii~d fi)(<tb~Eoffl,;~ 

lu },~;:A.i:;~~i;,A.11 ···········:,;i1~~'.~~~<ia,:: ................. . 
~;.tf"'1%(W? ~t~Mmka,,n~~ 

-.-.-.-.-.-.-.-.-.-· ......... · .. -.-.-.-.-.-.-.-.-:···················· .-.-.-.-.-.-.-.-.-.-::::..::..::..::..::..::..::..::..::..: .......... -.-.-.-.-.-.-.-.-.-. ......... ~ .......... . 

UMMd b~~Jtd 

. .-.; .......... .-.-.-.-.-.-.-.-.-.-............ ,. .. .-.-.-.-.-.-.... ' .................... ••······:::::::::::·········wvw•w·········wwww··········:::::::::::·········· urr:~/,: £F:='. u 



Can sort by Zone Name. Default Sorting is by Zone Name, alphabetical, ASC. 

Navigation 
• BACK goes to (a)

5 • NEXT goes to (c)

10 

15 

20 

• SA VE saves data
• CANCEL goes to (a)

Client Side Validation 

APis 

Error ifno zones are selected and user clicks Next. 

Object w/ active scenario data - all zones (flagged selected) 

- method (get)(update)

Server Side Validation 

( c) Review Alert Notifications

25 Description 

CTX-293PR 

This is where you define the messages that will be sent out over the various mediums upon activation 

of the scenario. 

View 
30 Worflows sorted by importance, DESC. 

Navigation 
• BACK goes to (b)

• NEXT goes to ( d) 

35 • SAVE saves data
• CANCEL goes to (a)

Client Side Validation 
If any information is not filled out, next will give an error. 

40 
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5 

10 

15 

APis 
Object w/ active scenario data 
- method (get)(update)

Object w/ notifications workflows

- method (get)

Server Side Validation 

( d) Review Status Message

CTX-293PR 

Review the Status Mes�se that will be initially displayed on the web port.a I a.!'ld Sidebar. 

Title, 

J ���:--::.:·:\'.:;,,;_; ::���)f� 
N,;-�-:�:.:�:�•��;,:i'�'::::,: 

l .._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._.._l 

4 Review Stat us Message 

. � 
���:-:?�:=:--�::. 
;:';:•:.Si•�·:-:::':':;'.:y� �::\�,s.�q_;�;_,; 

20 Description 

View 

Navigation 
25 • BACK goes to (c)

• NEXT goes to (e)
• SA VE saves data
• CANCEL goes to (a)

30 Client Side Validation 

<d3.�� 5t.:etmp.� 
A h:Jrrican;:- <A•a.r,,;n9 !'"1:?.� for-:ed cl�i.:-1'.! c�o5u:-e fur,\:�: Atb:�:a: C}ffi:::.:.•s. 
T'h-12 offic2 w1::i b� dc-s.t2:d fu.f ;::i� l-.:��� t:";:'3 nax� t'.',•c da::,'S . 
f"lc-.a-:re ·u5£1 you.r U SD D·c-v�-:-2 an� th-2 R-2n1ot.e Wr:b P...::,:"'"�f to contirn1-e wo:rti;:,:-i:g from yc(f...':­
�m�1,e. 
(M.�k back oft€:'n on �:--i.1s s�te .:l5 Vl:O::: rr,on'.'i:or an::: tlp�at-<: frA� c•mergency hu-:--:--k2:;:-i.c- !-:a�u:s. 

If any information is not filled out, next will give an error. 

35 

APis 
Object w/ active scenario data - status 

- method (get)(update)

Server Side Validation 

4136052vl 
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5 

10 

15 

CTX-293PR 

( e) Request Activation Approval

Description 

t;,1•-<t '"'" o, "'�"• ERT m "Pi,...,...,. th,s E�,.,..,:i..-sq• A,-tcll,,·,.t'io", 
Thls m"'sag� !f.U'>T b"' <;,r,t t�· u,"' Tw:,.A.ppf0.8$ �HI� tlc·p,:,hl� h);,,ani �""'' M!.!$T,lj.lf'f('>'E'�hi', 
1;e-qu1¥ .. t f,:,:,r. th•EH�Fl)fi�}�N{� tj�• t),fi a-:t�..-��:t .�ll -�:led:�1 CRT AA,,:£,_mbfi-r.;; �)1! r.fi"-::f'i'!if' � fi)e-�s:..=i:� s.ho�n ,::if'.'! tl)fi 
1:;9t'il l>yv,:,1:�. 5��5 «�d Em�II. ¥Ni ,-,18 1;,,e1,� 'tho.> 9 .. ,1�t,'tl Men .4:tll\.�m"" /\lerts,;;,tiich wlll .:•,�rlrm 
�:.'f,r•i;;.>;,qj t�fthi:s Em�•':.ll:'f"K)! Af.U<.!:...tR�n, 

EJtf:c.,,.lb�t-� Aj:>:ptti·¥i:,t·< 
J,,hfl 5Mh<,>1Nl 
K-ei.-�in(hau 

.. �T:.ll.ttc<Bla M•mJ;.,·< .. 

l!l ... �,d'-'1':'. l<:!f<.:1�1�i: .......................... . 
□ fl<..�tJ 1!\�◄) 

□ ... {hris,:11,;1�3 .. 
□ c,.,;t,,t,;,'.,1:11'•th. 

'This t�-.:::•f'."1 fa:rt:1�r.1C!f A<.:tf\':1Jti..->u ;-..�pr;_."Y-'.'ctl :�i:":�Ul-.:!:SI;� 
n,,, 1s tnT ,, '""·· 
Th11 -�Pf:Q).::,\'::J \5, 1).::,:1 (;ft A1l:;-:rit..=i :H:J..!ffi(i.tfle C:k�Lff-e. 
Th11 lE·5': ��·;,;__=<5,�nt to yot.l fi:orr� Da.�fd: Drew 

Bj' 8pp�:Mv,,i this Ern�:r,�1�:, ,<,:u,·at�:n �qtrli'S�· 
�•l)ll �'\!m bt:" (+:tH'-.�11t::J �ifl El'f'!�l'Slt::':rcr· Si1u;..1U❖n f<.1.: 
.:tU i'='.:tlar�tm .��� �fFif.tlo�i:'S., 

vk.-a".iE' iJi..)pf.{r-.€ 1)r <i&�•pr<.:.r.-'I:' this. Ern�r9.er.f::�..- l).�� 
(v<:>lCE:.:SMS Of fMAfl 'iJ:)€>'.lh•: ir,:�W£n:,r,s� 

Here you select who will approve this emergency activation. The number of people who are required is 

set in the IT setup and must be met here. When the user clicks activate, it starts the activation process. 

20 View 

25 

30 

35 

ERT members sorted by last name, ASC. 

Navigation 
• BACK goes to (d)
•

• 

ACTIVATE sets activation process in motion

CANCEL goes to (a)

Client Side Validation 
If the necessary amount of approvers has not been selected, will get an error. 

APis 
Object w/ active scenario data 

- method (get)(update)

Object w/ ERT members

- method (get)

Configuration Object - number of approvers required
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5 

10 

Server Side Validation 

( f) Emergency Approval

Atmt!'CompMy 
REMQfE.WORK�U\U 

..... ;;wrm;;ll;;�wm��l £�:,���r .. �;;;r:�·;;;l;;twf;;l 

CTX-293PR 

�---� 

· •••••••••••••••••••••••••••••••••••• ���:. ••••• ��-��:�------����
1
�':_� ___ _l APPROVALS j ··--���-�::�-�-�-������---····································································· 

Emergency Approvals 
rt-ie rnble.;, b�iw...� clls�!O)" mo:- srarns of tmef�.erd� rhat h�w b!:"e-r. :s.�m f::::r 2µp:·r:r�,.a1. 

Active :�mergency Sit:uat;o:n'll Requiring My Approval 

Miami Offke Clo'5;Uff' YOU! SI{(�;;.;,\; 
Ac�:..,ert.-6 :J.6.'f},i(l.5 
71:�:;:;::�T �{';.:;l1:a:C.lw1 .tl,,�,:-.ro•l!'cd 

�pi,:,•,?rJ 

Emergency Test Approval Requesh I Have Rec.eiw-d 
·: -,: rip. C\1-ti,; 5..::�.<J�f'.-, (i,-.,1�:--.r'-:. K.'l•:v, :o -:.i-r.C'i t�-..r>� "r.',;.;L 

�n ffii"ti::�t:(1 :M-ediad Ll7."iiF; �� ..... t?V.•r'\rtlii 
�n;,� f);;,:i(.fo .• ,.,.� 

Description 

Active ·Emergency Sit:ua:tions i Have Sent for- A:pprnvaJ 

l -:,:-:❖-=·=•x, '.•.�-��-: -'=·, ·;:,,:::• -::., ... :.:,: 

I 

Coo hev,, m f.c,e,yc,,cy howmon 11,000>1' ,eqc•.'e>"i ,pp,o,,;1. 

Emergency Te5 ts I Have Sent for App-mVRt 
;:..::,:: �;:,,: (:i.:-:)e. .l �.(.'il<'t.'!�:o1 (J1,i'l�(•� t.i'l':I� :-ll �«-.f t;,.,r,:, �Mal" 

1,. !�::::�::: �:.7::::; :::: �,t
omvtrJ¥kffk ,;�-tji;.,.,(:-1,:;r.: #vr,:;i-.;-;:,:! 

15 This is the screen that a user goes to check on approvals that they must make and the status of items 

they have sent out for approval. When the user clicks on a page that needs their approval, they go to the 

review and approval page shown above. 

View 

20 Sort by Scenario Name, ASC. 

Navigation 

• RESPOND goes to (g)

25 Client Side Validation 

30 

APis 

Object w/ all active scenarios pending approval from you 

- method (get)

Object w/ all active scenarios sent for approval from you
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10 

- method (get)

Object w/ all test scenarios sent for approval from you 

- method (get)

Object w/ all test scenarios pending approval from you

- method (get)

Server Side Validation 

(g) Approve or Deny

Approve or mmy Emen:Jen,q; Ac:tivation 
Your �ppro¥ill i::; ne<-e%a1:,, to �•:ti>fate the Emergenq Situation; At!.mta Hunk;m.i S.C,1tUwm OHk� c.im11re 
TI�j E_,ueig<1xy ."i:U:,<:iU,-;11 F!eque,9: ,�J� �nt t,, )WU t,;< �e-111�· � itt �: lo E'.,T.All',J:lj5l IE, It)06 

f'lea,;e re,i�w th.a £m,;r9�11cy d�tails ,1>,n,11 l:.e:h.>w u1.eful'I% tl1er, did:. the Aclisate ,H Deny buuon. 
By dicking �,:ti:;3.1:><, �,:,u will be infti<1tll19 an £m,;,r,;i-ency Sltu3!k.,n fu.,r 715.2 �mi-l;;;�=s in the Att:,i,nta wne. 

Description 
This is the screen that a person comes to, to approve or deny activation of a scenario. 

View. 
15 

Navigation 
• APPROVE will give a confirmation
• DENY will give a confirmation

20 Client Side Validation 

25 

APis 

Error if user clicks Deny with no comment filled in. Deny gives confirmation. 

Object w/ scenario data including all dependent data (news, resources, etc.) 
Methods(get all)(approve/deny)(add comment) 

Server Side Validation 
if user denies, require comment 

CTX-293PR 

30 Track each individual approval. If any deny, status is set to denied. Approved only when each approver 

approves it 

35 
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5 15. Deactivate Scenario

(a) Choose Scenario

Deactivate Emergency 

CTX-293PR 

Vl/l1e-n �m Et·n�rge-nc)• 'S1t1Jati·on 1s. ,:,ve-r . .  :;.�le<t it bt:'k,.;w ;ind clkk the D�;ictivat8 l:::11:..ittan. to '1-end .an :f.1-r,eigency Over rriess-39* to .;iH erri1:-l1>)N:'-�S. 

This m�s::1:..::i9� will bi:= sent by \•'ok·t:', S�·�S . .  Ern�H _;.i.nd V/lH _;•d'!-t) .dpp"t:'2.ir on tht:' R<:"mGtt:' Wotkp�3t:� Web Po1t�L 

Description 

10 This screen shows all of the active scenarios. To deactivate a scenario, select it, then press the 
deactivate button. 

View 

Sort by Emergency Name and Date Started. Default is by scenario Name. 
15 

20 

Navigation 

• DEACTIVATE goes to (b)

Client Side Validation 

APis 
Object w/ all active scenarios 
- method (get)

25 Server Side Validation 

30 

35 

40 

4136052vl 
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(b) Review Deactivation Message

Emergency Deactivatio!'l:#DCOO:Zll 

CTX-293PR 

�������1--1--�������')��������1\�1'�����-
� 
! 1 Review 

! Review the Daacti,tatlori Me.�sages that wllt be sent to all effected employees. ! 
: . � : 
1 

Ducthfatron. � :Em:all M,e,ss.11Je.-: 'f�w-: r.;,:,:c...-=;c1.r1� �..,�1fi bP. -��ntt.-: -�•:-<q:foye-r,,.--: P."1::.:i)_ No !in�•it j 
, Mes�a1:1e 1 , , 
: � � Tb,s, !-.!l.af:.!i:t f-:uff:ic�n.:s: Clo�t1r-:: t� now c;.'1u.F·l'i'!arn �Wm !C :,,-,:::,;;,;:r f£-q;_1::.:1:r �'\'•:.vk to'i:;:r�on. : 

«�.::."::;.:,:.=�1'} � 

Description 
Here you define what the messages that will be sent out for deactivation to all the users. You define 

5 them by message type. 

View 
Send will be grayed out. 

10 Navigation 
• BACK goes to (a)
• NEXT goes to (c)
• CANCEL goes to (a)

15 Client Side Validation 
Error message is caused if any fields are not filled out and user clicks Next. 

APis 
Object w/ active scenario 

20 - method (update)

Server Side Validation 

25 

30 

4136052vl 
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( c) Choose Approvers & Review Message

§::::�J
&Rmew i 
Mes5ag,;:, i 

Description 

Sel«t one or m-0ra ERT member� to approve this E,mergency Deactivation., thE<n dick S!!nd. 
Tms me= ge Ml IS T tie s,,m to th� T ""' .l\.ppw,e,s at me top ,,f tf>e lis\ •nd they Ml!ST approve this 
ti:Kfu-rst fur the erne1q�n-q1,,{to be. de.::i�th.-r�tecLAll s-e.�ctoed ERT M"='rnber-i 'l.qfm fec:eiYethe rnie�goe sh-01,..,._,n on 
th>.:: dght by Vo.ice� SMS. and Em;:uL Ye�� ¼'i:H rel(:e�\•e th� ger•u�r·a! E.rnefg-enc�•· �cth,:fill�1 A�-e1'TI, whi�:h ..,..,.�l 
c.:-d,faT1-1 �p�)-ail ofthls EJ1"':rer�rtq· D-eactFv�th}t1-. 

Ji>hn S,iitlwrwn 

!11N1ctl¥•tlon Approv�I �1<>s<agi,: 
.............................................................................. 

: Thi-; �S<l:ll Em1?-1�1�tl()!' D�<1.:.:hit<1tk:-:11: -�PPHY,•<.::;it �i:!tlt�i:!st 
: This ts NOT a l<>st 
i Thi� �ctilltlti.:::in Apf:..qtY,•·a:1 P.f:l!�:U:@s.t is kif th<=" .S.tla.rita 
i Hut rki!i).t' Ch)S1J+t' 'd'.it'1:lct:. -:.t,:;irt.:;.d ❖t1 J.uly 17, i(i;)-.:). 
: Thh t,;;.st \-.'QS s�m 1".!) }'CH.1:from e◄;:;i,.,,jd Drf!:�r. 

i ljt:,o-n .apr-:•FOVlng tM:r Et-:il{:-f)J1:Hl>-.:y De.-::tiv.a:i:J:..:.,n f,�oo-:;t, 
: rt�)tifli.:�o.n:� ·�"m bf:- �'='i:lt by 'x .. -l:'S,\/oli;:'=' a:n-d ErnJ.il 
: 'M ..:i:11--lff.;oct�d 1;c-�11pl•)Vf:ololS, 

i Plea� ..:11:)Pf('i\� o-r d6..ifJprC•'ll8" thi� Eml'.?f9!:!11(Y b�·: 
: (VO:IC!; 5MS (◄f E�O:All Spfidfk: �n�ttu.:tktm) 

This is the final step if approval is required to deactivate. You select the people that need to approve the 
5 scenario for it to be deactivated. 

View 
Next will be grayed out. 

10 Navigation 
• BACK goes to (b)
• SEND starts process to deactivate a scenario.
• CANCEL goes to (a)

15 Client Side Validation 

20 

25 

30 

Error message is caused ifno ERT members are selected and user clicks Send. 

APis 
Object w/ active scenario 
- method (get)(update)
Object w/ all ERT members
- method (get)

Server Side Validation 

4136052vl 
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16. Introduction

17. Site Architecture
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5 Work Navigation 

10 

15 

20 

18. Global Settings

(a) Global Navigation
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(b) Global Image Names

( c) Global Style Sheet
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19. Work Portal

(a) Portal Home Page

Work 

CTX-293PR 

To ,vtwk and man&Je ,ln Erm,rg"11,y �1luatkm .. pl-e;,;e �1-ect a:r. z;ctiYe 'imergencf Imm thelM bek;w_. thien die� the Wc�l bs1ttnn-. 
You will th.;;n I,.,, able to manage aml ;,,cl1tfi,:,ll G,11, �tam� .. Ann-�unc�m�ms, Sm,<e-,..1 andothart>::mb forth;;! Em"'F>;l'-'fK',<. 

t� 
��'M@.w rni@@ffiij � :%.t@@wm ��w.ti&@mw 

:!} .&.tl:Jnta '.;f.:>l..Jth (:•ffk� 0(.1�ltr� .Mbnt.:i (.1ff.hr." •:t•x•�:11ll+:-t❖ g,Y� PK ... k. A.t!ar:rta •:,outh l)7';1J):',.;,:'.(t� :-::::t 
() ��ton :Hut:tic�niff:):ki� }..)1 H1W:�❖1'1• -:,:tt.k� >�1}).�i':I: ti'.'i:p:�p�,-:::itO).r� for. h-tt��l��)l'I� .·. H-_,w�J:.)Jj 1:.1.-::::t•:�t�=:oi'S 1-�Z): 

Description 

5 When a user, either ERT or a user comes to this screen, they will see a list of all active emergencies 
that apply to them. When they select one and click the WORK button, they get brought into the portal 
populated with the data from the selected emergency. 

10 

15 

20 

View 
Sort by Emergency Name, Date Started. Default Sorting is Scenario Name, alphabetical, ASC. 

Navigation 
• WORK (for user) goes to (c)
• WORK (for ERT) goes to (b)

Client Side Validation 

APis 

Object w/ all Active Emergencies 
- method (get)

Server Side Validation 
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(b) ERT Portal

............................................................................................................................................................................. 
M�llml Mtid!('�� f-21»��..:, •'.�) !illi� G �mfl-K\�'> 'tl�.-. f::.':,x,.,."!i-, ,A,,';,.., �-.. ,o�gc•:v:-:: >"'·• 

............................................................................................................................................................................ �

�,, Ml:SSAGI: BOARD{S7l 

Miami Office Closed 

Due to an Avian F!u warninq from the 
Center for Disease Contm!,'t1·,e Miami 
offlc� wiii be closed starling the rrnJming 
of July 22, 2006. Employees are ask,,d 
to ·,,vorl<. frorn home for !he next week or 
until otherwise advised. 

EMERGENCY ROLL CALL 

l. :f.>M1, .>N)"ON,C,, b:>1.'\I-O v:-<y , .. :�:f;> 01..pl� (IU'-'}" 
wt1�d: ,')l�:no ��� :t$:>TIM�'$: »'N� I)�(! ,om;� 
_c«:,;··: 

:?::����:*�����:����:'.:�:fry;_:c:�;��'.:��:�:��:� 
:.�� ... .

�.-.::;.f.0$, n�a,;y,�t ,:.--d1:•<x•, 
,)tl:lN§N,:�_i.,: (,/16(:k,�'St.'> 

/,.:r.,:,_::�,·� ... h:�r.:i�: :�:; Z::"il°:)·:1 frid:..1;:::·� 'il �<��,x�n.'J�.:,. 
React Re-p•H❖s >::. P1>St Re-p•ly ;;. 

:(>,. "•"·' .'\.�,:-... ,· •.. ·::,:;. .;,,:·.' .. : .. ,,, �;,,_� .: ...... S:.-"-·:--• 
:-·� _r<:'�JX.:{!,;��� Re.cKt Re-p!les ;;,,.;., Post R-e-p:y ;.,✓ 

I ..:�::i; :::·,.:·.-; .. _::-:�: �,::· ..:�:·! '.· .. ;:j ... ·id;;:�..-: ��i::rt:f: c-:.�ni;,.:l:�: 
4 nx.•f,•1:.m�·�s Raad R�p/l{:!S >> f\(lst R�ply ;,.;.-. 

/,.:;,:/ ::::•.:�??j·;;t:·� •:•.·/::;::t t.::: d(: ;.':,:i:�; �_;i_::��d :�:,_:·/:"' 
f'ost Rc.�t)ly ::.;.--

/ F ;-;.:�-::� n:x:�zii-:.�:.;: L;,·.:,.:::::-::: :"s)t p..,,_:H•� .. 

::�·: -;,.r,:r_;�::;,y�::::.� :::::d "i':'.!:Yilt;,/:_; 
C:r,B 1 -tWO-7:E:'>-5454 Rea,::! Mor�)✓::. 

f\:;;:::��d ;.i ;:;-,p:.•)�·i-":' o:.:-i;;:::� .:._:ffk';,� 
: �-: -:::e��:p:�:,:::::f.: Fili z_�u:. U:L� :·,:.:n:: 

Support R�·W-lVS-f F1Jrm :-.;,.. 

Re.:id Mor�::-� 

rern� 

:ff)i;:,�!::1;�! ;�·j �_1::Jli.l,:.:,.�.!,i.i,·•·:, •. :, •. l,_ Vfo�iii),jf���.' .. , �� ...... 

•:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-:: 

Description 

CTX-293PR 

This screen is where an ERT member come after selecting an emergency. This screen is identical to the 

5 user portal, except that it has edit buttons for the various elements. 

View 

Message Boards sorted by date modified. Announcements sorted by date modified. 

10 Navigation 
• EDIT STATUS goes to 20(a)
• MANAGE ROLL CALL goes to (d)
• NEW ANNOUNCEMENT goes to 21(b)
• EDIT goes to 21(c)

15 • DELETE goes to 21(d)
• EDIT (MESSAGE BOARD) goes to 25(a)
• EDIT (RESOURCES) goes to 24(b)
• NEWS (EDIT) goes to 23(b)

20 Client Side Validation 

APis 

25 

Object w/ Emergency Status 

- method (get)

Object w/ all Roll Call

- method (get)

Object w/ top n Announcements (n is configurable)
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• CITRIX' l:~11:RGaK:Y WORKPLACI:: .. 
,,;\?~ 

/:~) .. :-.'•'-s::h\;,':-\•,"' 

CURRENT STATUS 

Last Updat»: Ju,'Y 21, 200& 4:64 pm EST 

@~%)( 20%. ___ 41% __ ] 

173 m!k,>'ll'-""' (Si9'i!.) ;;,.,.,.,, ,a~nded 
uut(J.f1&9~ 
; 2l': -;J.~•*-} ,,1.: ~ or :jf)~-5: :;ti,;~ ~!·, w:)rk r(~"fR1t~;y . 
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5 

- method (get) (get all)

Object w/ all active Surveys (titles)
- method (get )(get all)

Server Side Validation 
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(c) UserPortal

Dli.l:' to 3.-. A'il3'1 �:.J �,·.am,.-.g tro.ri tr:-e Se--11e-­

fcr C1•sease Control tne � ... 1, a.ri, c.ff1ce w•: � be 
ciosed start•ng tre rr.m"11�9 o� Jul,- 2.2, :2-G.06 
l=mp,lo\o,eeg a.:se aex.e.d tc wor"< tmn� ho,..,...e for 
rhe, r1ext ,.,-eek or:- �nM oft1-s!'"'.n•oe c1d,11sEH) 

• 

Description 

CTX-293PR 

5 This page is the first page a user comes to after selecting an emergency. This page give a user access to 

all of the available information on the Portal. 

10 

View 
Message Boards sorted by date modified. Announcements sorted by date modified. 

Navigation 
• VIEW ALL POSTS goes to 25(a)
• VIEW ALL (ANNOUNCEMENTS) goes to 21(a)
• RESOURCES goes to 24(a)

15 • NEWS goes to 23(a)

20 

25 

• SURVEY LINK opens specified survey in new window
• VIEW COMPLETE DETAILS (ROLL CALL) goes to (d)

Client Side Validation 

APis 

Object w/ Emergency Status 

- method (get)

Object w/ all Roll Call

- method (get)

Object w/ all Announcements

- method (get) (get all)

4136052vl 
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Object w/ all active Surveys (titles) 

- method (get )(get all)

Server Side Validation 
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Roll Call 

( d) Roll Call Homepage
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ADD SEND EMAIL MESSAGE BUTTON, SAME AS SMS DEPARTMENT FILTER 

5 AS DROPDOWN. 

Description 
The roll call page is where an ERT comes to see all of the contact and status information for all users 
that are a part of the emergency. From here, an ERT can make a phone call using a soft phone. Can 

10 select users to send an sms or email message to, and can sort through the results. 

15 

View 
Sort by First Name, Last Name, Status, Department, Contact, Date/Time Responded. Default is by 
Status. Hover region is over First and Last name. 

Navigation 
• SEND SMS MESSAGE goes to (f)
• SEND EMAIL MESSAGE goes to(f)
• ADD USER TO ROLL CALL goes to (g)

20 • SEARCH Searches all roll call data

25 

• PRINT just data on screen. Brings up a print review page, with a print button that goes to a print dialog
box and prints data on screen

• EXPORT save all data, brings up a save dialog box, exports the data on screen to an excel file
• FILTERS when selected, it narrows down the results visible on screen.
• ROLL OVER pops up with users info, phone numbers are click to call

Client Side Validation 

30 APis 
Object with all roll call and data. 
- method (get)(get all)(get filtered)(search)(SMS multicast)(Email multicast)
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Object w/ user data 

- method (get)(send SMS)(send Email)

5 Server Side Validation 

( e) Edit User Details

Edit User Details 

I �ml�;� iii�iw.�� t���i
<

< ii��� i,�lm�\�I�11��i� r;

10 Description 

om.r�oN£ 

I ;�t1·1. :;:::;. "{. C !,-·- .> 4 �" 'f ... f.<., I

5Tfl:EH AOD!ilB§. 

[.314rlt�t5t····································••J 
STAT� Lrt�J •� 1

This page is used to edit a users details, such as status, phone number, and address. 

View 

15 Navigation 

20 

25 

30 

• SA VE saves data, goes to ( d)
• CANCEL goes to (d)

Client Side Validation 

APis 
Object w/ user data 

- method (get)(update)

Object w/ roll call data for user

- method (get)(update)

Object w/ status
- method (get all)

Server Side Validation 

4136052vl 
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(f) Send SMS or Email

SMS 
Mi:?-.$K�g�1: 

Description 

CTX-293PR 

After selecting users and clicking send sms or send email. You see this screen where you write your 

5 message and send it. 

View 

Navigation 

10 • SEND sends an SMS Message, goes to ( d)

15 

• CANCEL goes to (d)

Client Side Validation 

if no data is entered, gives an error 

APis 

Object w/ roll call selected users from previous screen 

- method (get all)(Send SMS multicast)(Send Email Multicast)

20 Server Side Validation 

4136052vl 

- 102 -



(g) Add user to roll call

D t3:ob A.da:rrrs At¢ij�{lt )itt'Xt◊r' 

LJ\ij¢ o��n :�}�fyffof����\i�f�tftftt 
D S-ob (h.rfataff RR M.iitl*·���r 

0\ij!�ij �lli!ijcl�S :�)�f��f���1��*\f: 

D S-ob v:i��h,e-rspo{;,�� �\r.�i':>'':5� 
[3.]}�i&\�it })Nil@ �t¾hi�f 

[J Hl)b0rt;:. Strflch�:z O�x1r·�·tk1:1i Off::::.�r 

I f<ct :.o xc:,:c:.,.:, 1ft j T i

i:::

<

::��·,;:;: .... : .. 1: i 
! �ct;.,: ::ki;::,ei!.;i e � .- � 
i ��):,t :.:-: :�:i::: ( .. �.:1 8 � •. � 
L �l..:'at �°1-e-":1pvn .. �· ��� () �.l '¥ J 
i Net:.:-: R-:i:::u.;1 • �.,. � 
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.......................................................................................................................................................................... Ji( 

Description 
At this page, you can search the corporate AD for a user to add to the roll call. 

5 
View 

Navigation 
• ADD saves data, goes to (d)

10 • CANCEL goes to (d)

Client Side Validation 

15 APis 

If user leaves out data, will get error 

Object w/ roll call data 
- method (get)( add)( search)
Object w/ status data
- method (get all)

20 Object w/ ad users
- method ( search )(get)

Server Side Validation 

4136052vl 
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20. Status

(a) Status Home

Status 

Tt�kr� I Miami Offi-ce: (kii5-ed 

Due k:• i:ln Avian Ht1 i'':•sirriin�rf.n:,m the (en� f..')r £)K�.ase .Contrd. the M1ilm1 cff1•:e- ";4i:ll be clc.1��,1 sta.ttit19 th� m.:.rri.ing ef Ju.ly 12. 2£:a:.:)=.;. 
E.r:i�r:;i'.:,yli:!t!i ;iJl"t! 51:ii,.,_�'1 t•:.-, ",f,,'Otk fi·om h.::•m'!' for {ho: ne:.:,:t·.go:�1-. .,r ijntil atho::1v-."1s"!- a.,;l'!io'i:s�d, 

The F.:f=':m1.:•t� W•:.(rkptarn P.,;,-rbl •IS no� ,:,r,J. U::,e th12 :!<ltt;:' t.::1 sta:,· c1J:11�n:i: witl"t c•Ji'.npan:,• rJJ-:;'"'l.f$.. !'lnnoun•:.em�'fll"s .. :.ui:��¥S and furth.�1 '3:l�r\::.. 
)(1u can a..:,.:es.s r·•:.1u1·.cl::-n�r--.:utei:_ ....,-.:_irk fiJ:e..i., �•:•Ke m;.=iU .and :buddy, ti�t flom this sitB, and tllE:' sidE::1:-ar 

Description 

CTX-293PR 

5 This is where an ERT will come to change the status of an emergency. When they change the data, a 

record ofit will be kept in the backend. 

10 

View 
Populate with current status message. 

Navigation 
• SA VE saves status, goes to 19(b)
• CANCEL goes to 19(b)

15 Client Side Validation 
If any fields are not filled out, give an error. 

20 

APis 
Object w/ Current Emergency Status. 

- method (get)(update)

Server Side Validation 
Create a backup of status when new one saved. 

- 104 -
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21. Announcements

(a) Announcements Home

Announcements !11) 
Th:e fl)llowing armmm�m.mh h.m.1� �- i�w�MI to .all o1<mplo�N during; this �mtirg'Clll"K:y tin.111tfon. 
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�����-

@N- C,1ntji!r For Di-t! Coo1n.il Updatei A<i>Jstst 16th,lOOS06:n ES1 }ii 
Th,a [EK has Just Fssllad 11ew l'.'""•:atr!lon;ary- guidialin"' fo, he>lltl- .,,,:1 ••f•ty ciw:irui thi3 oiruatJ,ar,. h-m:pt1-.,,,,,....,,:d<:.g,....,,,,S4B443i 

0 Lo�m Ip-sill m DolN Sit AmM Ak»J""1: lo!!:(,l(n";o::l:l 1 ESI 
Plla!rell1:Js qui; @1:1.im a mi .�di%)1si::log �ameqi.m,Sed fg<ltl�ru� ut lecws dapltl:l!l la<i:nra. lMll!!iet pEl'll,�r,ar �oo,eq:uat let« �!tam �el!i,,m:l 
!Qrem a¢ �lm,Sed !llt·Q:u.ii:i:kSu�ill$Jie l� mutnl�,Nun<: e, ,st,M�-.a� fiesJ��tle:e:-w,; lF> em, 

0 Nu I him I pi.um Dolor Sit A!l'l!l!t Au\j<J,t 15th. ZOO� il-2, l I EST 
Nuf:13m et. nis� :eu m.etu:12-tti(..tl.RU ufui11-cm1,-"'el'". ·Cum �ocii:s; :nataqu-@J,.""@::!Mibw. @tm.agf'Hs dis p,:i:rtwient, nIDt1:te£.,tN1s�· tktk.utus mws. 
Nurn: nisf lg'"'"·· aliqtlet at �at ...,stll,sdum,. s,."<!lo:itudm nm\ Ilg.uf.a. Ut Ilgu� quarrq,.,.,t:tiro, ht prntium qui�. ultlioes ,..,� ci»lor. 
Nul'I• uir,;us., er;.t ,, 91"""'<1• s.-t,,,,.,..., ooio lil>e«> con<lime,m.1m ,m,i<:, etwtius Eioor,;, if,stm, '»el oo:l 

0 Lore:m IP.Sil m Dolor Sit AIIH!1 hlgstst. l�tn,200$!ll;1 l E:!iiT 
f'l,....,Ji.:,, <iW• ,.,,,m. ,..,; �i.d,,y <"1<"""<!"'.t, $"4 ,ag«t i..w, ... ti..ctm d,i,,'buo la<.Wsa.lnti,;j<!f j>tlMINIF CW,S"<f<:lat" � N<:ilt.m ,;1,..,,...,J 
l,:;,mir ii.-: ,.r,lmS�d •� "l:-wa,n,$1-1sp.<1'1dl.s� l;a�<l'lla � a!.nl:iU,;wnc �t e;,aJ\{a�=�• le<:i,;il.tle�tu,, i� e>�, l!Ul!;J:l:lf.. qwm,�ttlmr kl. 
pnllilnu:i!!ls, !JjtJ:iaa•-'-"� d<>J,:;r.fil!!iia �umu;,�,rt a WJ:,<ida �!Nl� udki llbo."f« �«rv:::itm�wm n<m,:;,et·'<'«>i� �b,;,ro �- �,:;,tel"' 
R�w M<lt<1: >>· 

Q Nullam lpi;um Dolot Sit Artl<lt ,'ttl!lmt l �th..2006 �:tl I EST 
�am et· r-Hst eu �rus.,ci:1<:tufl"l ufu-mo..� Cum s.ocihi :natDque i:enatlbrn. et :rrtagnis; dls p.a-rturient rtl-OR·'teii,rni7� ricf.icuft�5 mJJS.. 
NUl'>C ,,;,i l�fl>IT'h allq>Iet ... ,�<it wstib<Flum, ,�kirudffi l>Dfl, Hg,t1ra,.ut Hgura •�uamcp<1i:ttifut f� 1>,.,.tiurr, quis. f.jjtriae.,. ,,.k ,:!,:,lo,, 
Nul:J•·wrrus.,erat ,. g,:.,,;d,v!veeta,,@:Jio Bl>emrondfrnlafltum r,unc_ •twtius i:ibBro j.psu-rmrel oo:l 

� ---------------------------------------- --ij 

5 Description 

10 

15 

20 

25 

When a user comes here the see all current announcements. 

View 
Default sorting is by most recent. All buttons only appear for ERT. 

Navigation 
• EDIT goes to (c)
• DELETE goes to (d)
• NEW ANNOUNCEMENT goes to (b)

Client Side Validation 

APis 
Object w/ all Current Emergency Announcements. 

- method (get)

Server Side Validation 
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(b) New Announcement

#ANOfj40 New AllBQtmce-ment ,,, 1.0 - Allgil�< 14:, 2{ltill 

New Announcement 

lltl�: 

Messag�: 

Description 
This is where an ERT comes to create a new announcement. 

5 
View 

Navigation 
• SA VE saves data, goes to ( a)

10 • CANCEL goes to (a)

Client Side Validation 

15 APis 

If either field is left blank, returns an error. 

Object w/ Current Emergency Announcements. 

- method ( add)

Server Side Validation 

20 
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5 

( c) Edit Announcement

Edit A.nnouncement 

Mes:s..me: � Ph,%.eillu::; qui5.e:11tm a nii adipisdng c;:,.r,s0equat. ':.ed 

Description 

e�i,et l,:1,�u::; ut fe.ctu5 ,fapibus fadni'il. lnte�r pukitnr 

com<'quat b). Nullam ef<:>ilend lorem oic enim. Seed 

act qt1oim.Susp�rdi$s,e laccinia <:.-rntat nd. Nunc et 
es,t. :',J:,ec,;;n;;.$ reu91:.;.t l..ctus tn er<½:. 

This is where an ERT comes to edit a current announcement. 

View 

Navigation 
• SA VE saves data, goes to ( a)

10 • CANCEL goes to (a)

Client Side Validation 

15 APis 

If either field is left blank, returns an error. 

Object w/ Current Emergency Announcement 

- method (get)(update)

Server Side Validation 
20 Update timestamp on back end 
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( d) Delete Announcement

Delete Announcement 

� 
Arn you �ur� you want to delettl the An no unctl m tlnt btllow? 

M,,M��J£.: Ph-:1sel!u� qui, enim � rni adipls(ing c-::,n,equ.�t5ed 
-e9et L�,:us ut le(tll� ifapihm :li'l(inila. lt1!eG_i,e;r pul.,•·inar 

Description 

-::.<,1wequ;,t fe•J .. NuUa,rn e-leif»ei;d k,t-em �c en i:1T1, 'Sed 
at: qu;;,m. S·mpen-cti%:e la,c:i:n ia emt ,l t n d, Mun-:: et 
est Mae(e<r,,.;,, f½u9i-:1t lectm ,in €:E<•'>· 

5 This is where an ERT comes to delete a current announcement. 

View 

Navigation 
10 • YES, DELETE delete record, goes to (a)

• NO, CANCEL goes to (a)

Client Side Validation 

15 APis 
Object w/ Current Emergency Announcement 

- method (get)(remove)

Server Side Validation 

20 
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22. Surveys

(a) Survey Home

Acti= Su�: Tha fol lmmng Rll'V@y:i a� &u rrantly runn inij, 

QtWW:f#@ffiii�lWffe:M@t@Mft,��,��i,,:i ? << 

!t<NtNt!l:m••'I"" m<'1U5 -0� i>,.ae.sem""""'"" ra,,,,,,, ... j«51<>. IM�� ml fflll'»""'"' ""· ,;agiilli:s ""G. 
�enms is�. :a.-urrc. ? 

Description 

CTX-293PR 

5 This is where an ERT comes to view current ( open and closed) surveys and see their results. 

View 
Closed Surveys are sorted by closed timestamp. Active surveys sorted by deployed timestamp. 

10 Navigation 
• CLOSE saves data, goes to ( e)
• NEW SURVEY goes to (c)
• VIEW REPLIES goes to (b)

15 Client Side Validation 

APis 

20 

25 

Object w/ Open Surveys for Current Emergency 

- method (get) 

Object w/ Closed Surveys for Current Emergency 

- method (get)

Server Side Validation 

- 109 -
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(b) Survey Results

Survey Re:s:u!ts: .Seeking Extra Laptops ilq,,,m11 ...... 1 

q\!.:�,;::m 1: tloos .ii!IJ,)1'11} aa\i.: ,�il>' .:»1:rn !a1,>top&ta&)' ,;::ouid ma!Hot&am m.:mL'�n ·i/li'!o n&&d on<l'/ 

t> �sAu n¾ OM of 3®l tirn.� r�'ffi�wd "No" 

q\!.:�;::m 1: tloos .ii!IJ,)1'11} aa\i.: ,�11 E.l!tt.i; !x�tt@tf�· .a tl&!H:::s<1:s:2? 
V lli::l'l..�-� &�� {�') Bf J48J �,).i,:'.e•Ji:=:�X':,'1�1 .. K��-

A.L,;:g,.if l':lrag:;t<>'fl l{-,5.,ruU•m11<:rtS<lf.,ifitWt>1"'5< D7,'fi!Ji100fa 14'2.Hsl 

Mam G<isefy ¥e'>,lhaw.mt, 0?/t\';!t2@1:l nt'S&ESJ 

Ann.a- s� ,�e� �l�l}2«Jli. 2lt13 EST 

Arihllf [h<lt, N<> Dn'fi.'V'-100&· 14'2I En 

fMh 01,amller N» 0·7/t\YlOO<l I le>& EST 

llt'ib Da1�n N» �7,�lf.12«lli. 2:lt1l EM 

Catt,y Dr@w Ne, D7,'fi!Ji100fa 14'2.Hsl 

O,,i.5 [tnh,l!'rt,._"lf'l N<> 0?/t\';!t2@1:l nt'S&ESJ 

Da.'id Hunte,· Ni> 0·7<\)!(lOO<, 21enEH 

Q- l"e N» r>n'fi.'V'100&· 14,2,. En

&.l[J"f Owrton No D7,lrJll'100fa � 1:13 !:H 

fra,,ru,., §m:ill'l N<> 0?/t\'lf2@1:l 14'23 ESJ 

Frank Bellevue Ni> mK!l.'2«lli. ns;B PiT 

�� Hubert N» Q."ntitilOOti• �:n�� IE'SJ 

Gre,i Nui:a?.llt No 0 ·7/t\'lrlOO<l 14"2'1 EST 

1-131:1:l<' lc':<oug.fa$ Ne, �1,m.�. n:�[$1" 

l-1<".)� §:tep1,.,,,,.cm Ni> Q.7;t.:ltl°100il· :;n:13 EST 

.. �,;s� Fr�tlll N» 

Description 

CTX-293PR 

This is a way to view users responses for the surveys. Clicking the arrows will expand or collapse the 

5 results. 

View 
Sort by First Name, Last Name, Response, Date/time responded. Default to Last Name. 

10 Navigation 

15 

20 

25 

• ARROWS expand or contract results
• PRINT just data on screen. Brings up a print review page, with a print button that goes to a print dialog

box and prints data on screen
• EXPORT save all data, brings up a save dialog box, exports the data on screen to an excel file

Client Side Validation 

APis 
Object w/ Selected Survey for Current Emergency 

- method (get)(get all questions)
Object w/ Question Object with all Responses

- method (get all responses)

Object w/ single Response

- method(get)

Server Side Validation 
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(c) Post New Survey

Post New Survey 

T!iQ tabla ooklw �!;!'�. Smvi:;�'S rnrn:mtl�' i!Vo:i�. Ctlck!hie Vl,:,w �till!, buttcm 1D soo �! qu..stkms l:rn:l�ded in a rnrv11r. 
c�di:: f'on to �fl tnfli &ur,,,ey to s� .ooipk>yooi;. C1r1 ma Rem� W€lr�liaa, P>:irtat 

6::::: �!:!:;::;:!::�:;;:;::;; �;;!;;!
ij
/@ ;#.:# 

:�ill 
(JG�t��1 � ·§t'l>)flli>�ch�on>.�;;.m,�,�•)ns;Mi<>lli 
Q f.amity Siu.rus Simprt. ramltl' � <Md,; em, .qoe,;m,"f<l'.ld <1>"" ..,.,_,.,,., !leM 
() l"t,�met$tmis Simpl<>,COOOff:tl<ltf�»l>E< q,i,.S!lim:slfil """'n FelflOl>Se� 
@Equ!f:<mentStoruo. E<i�fr.,�W"l'<"''l\1€11klr,,; 
Q C�<mtt�:St�M C,;,,mmJte >l»:tll\, 1< q-iJ.qm 
()l'ti...,,...,S:ratu,. !◄1:mp!i>pM001'metK-"""''1""stlim 
ON�'IM�ng:S:t.m:1$ ��Rg•�'""'·'J"""lb>" 
Q GofoM:,rPCSt"1Li< Gto�'l'l:: <i"'c.l<,om:, tJ'll'!tko, 
() 4-'ll9:Wmrli:.Sllltl-ls �;w� s,¢i,:l\,,;.tlt,.,.J:<1e,,m,<m.<li,,_, � <:jl,leltki"' 
() f,..m,tioo S'!-atu, 1:1.sm,,oo,, mm1.s. 5 <Jl>o'Sllm1< 
Ooa=ge:stattlll �lm<ent,.""Y< !l'l�<:>m 
(.) R•mote· St.at"" lsMt., e,k,ooi<,11 empi,,,,_ fl."<tt Goll,. H}q,;l<'Stii:,m, 
Q Tra\iel !>i,m,. T�1»�r,1J!,�,<1-�;l���""'lm¥> 
0 um>}O F'li!.1'f1111g 5mer,F-tl!C',' ,,.,..._�-,, p!,nrii,�;ro.q�'>IP>tlS 

Description 
5 This is where an ERT deploys new surveys to users. 

View 
Sort by Survey Name. 

10 Navigation 

15 

• VIEW DETAILS saves data, goes to (f)
• POST goes to ( d)

Client Side Validation 

APis 
Object w/ all Finished Surveys 

- method (get)(clone)

20 Server Side Validation 

4136052vl 
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( d) Post Survey Confirmation

Public/Private Options 

Pi�i�� ilii1 �iit!�1�i1i�� i�i,i�1i1tli �I 1111ili i�iiiiii�ii 
SUHVEY NAME; Equlpn:1en1 liwentory 

i!') P�ibli t: (Fi!, ult, -:i;;;.,<;·a.bl.; hf al:I ;;mploy;;:.>!S o.ri the Re.rr1r3t;;:. Wc::tplace f'nrta:i) 

() Pt1\1llh'?- l)�sult, only vl�?w,,b� by F.HT rn€!mb8'r�,) 

Post Survey Confimation 

Description 

CTX-293PR 

5 Here the ERT decides whether the results are public or private and then gets a message indicating 

whether or not the survey was posted successfully. 

View 

10 Navigation 

15 

• CLOSE closes window
• POST goes to (d) (confirm)

Client Side Validation 

APis 
Object w/ Active Survey 
- method (get)(update)

20 Server Side Validation 

4136052vl 
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( e) Close Survey

Close Survey 

t �li�ii�@iijiillw�l�IB.J I,,',,,' ::.:�Me;.,,,,.'"" l>P'¢<•' ••••••••••••••••••••••••••••••••••••••••• 

67% of c?mpb'.i"'�' h;iv� r-:;,µ@::fod (•4 J2 out of &?Bi 

• i1iiiiii1iliiiiiii-

Description 
If you choose to close a survey. This window pops up giving you the results so far and asking if you 

5 are sure you would like to close it. 

View 

Navigation 
10 • CLOSE SURVEY closes survey, goes to (a)

• CANCEL goes to (a)

Client Side Validation 

15 APis 
Object w/ Active Survey 
- method (close survey)(get)

Server Side Validation 
20 Set status to closed 

4136052vl 
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5 

( f) Survey Details

View Survey Details 

�, 'J\ih�t ::::o:-:-:p�r�;: ::f!p�o;:::·s .c:o y,c-.G f:�\•'{!:? ��i�.::I? .�x;:::��tr: .. 
2. "'/\1h�t :;:o:-:1p�:f':)' c��: p;,1:,ries ,jc, yc;J f!;ivc? fi�..-..j'?- ,::xpi.:s.tn . ., 
3 Vi.th.3.t �=.xr:µEry :P·'.lt;�.:.,rn:'be-3:�:,:_-rs Go '.fr:-U h-3i..•£<? rs,:u::,d'? {�);p�3:ir. .. 
�-- .._.,,.::hat ·;:;o-:11p;s:r-y �;:;--rir:t�:� dv 'fOu �;_:;.ve? ri.r,�rl-;, .f.:);�l�":�r: ... 
5. }\!hat ·:::.cJ.:np:;sft-::,•· ia� :·:<"R·1d<�::-a.s d:) iD�J f�1va? :fR1&.:::? i=-sxplrs�r-:: 
B. }\!:hat ·:::o.:npsr-�·· chzfrrs rio y·oo hzi,··-ti? r�r.s8r.t7 ic;�:.o:�:.s::r1 ... 
7. W:hm ·8-0,9.1:p3Jt�•· d&3�.:s ck; yu:..1 ::-ig·,,.;:f? :f(8-C'-.d:? BXl.)l8tr. ·-

Description 

Here you can see all of the details of a survey before choosing to post it. 

View 
Sort by question. 

Navigation 

10 • CLOSE closes popup

15 

20 

Client Side Validation 

APis 

Object w/ Survey 

- method (get)

Server Side Validation 

4136052vl 
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23. News

(a) News Home

News 

,,- Miami Ho!rold H.>adlin�s \li<,w oll �> 
Ni!-» �ar1Fk� �so!'lth�-Dedln� 
SE-pt l �-laycd.i.l Ptifflaf)," Electkm ill D'2t.G«!' 
F'talml-oary\�r;N; T;i-Nll!?, fusitilfe 

•· Na-w1rorkHa,adlinQS �swaH:,.•.=-­
l�t:em lprurn:O�· S:it � 
A<lll!>"l•9 Lol>l<lt ot Qott•ll• 
Qllisquef!.osl:.li::re ll'.ll:rk-es Jmt-=, 
Fus�8fanditS6m :scF@k:s.: 
�To!-mpc,r 

► CNN Hwlin"• !110, .. 11.,,-
► W�II StrMtJ«um,.IH""dlio"5 lli•w•II» 
► GoQgl& N�� H11u11dHnQS V1&w11:8 �..:,. 

Description 

Adlp .. ing La,rnot O<t Curturio 
hyKl!Miin B11Hr08n3/!)t;; 

Ut-e� f.lttlt !'it-orci ..,,t�:putctt� ,:Q�ua.t f:t:ulia. fa-::;l8.3l, Etia-m 5 !JUi:m, 
D<:,nec �£1F.!tta:.. r4Lux: tthric-es pwu,;; Yb::.::ili!- qu.am 5ed t>P.dE:! •Lit1-:ia. 
sw...cip:it a:t.,i:-.:n-?t!uin il<U..,lfltE<Rtum a�-F.!rat.Dco:ne�: sP-m IEctt&.�;iglttM 
s@d:blitt'ldit e'S!iet.,stlsci:p«: at.aKu AA-othi: 1Kl:Mi�.atfip1s:-Oi'lg,��or. 

Efu:.H � cr-ram-.'l»vamu:smacJl"-:ia.. Nulkle�..!o.�!i o.ia-1s1 :,,it�-��tilTl 
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S-edjllit-o ..-m�.f�lll'Jt,;it �et, W-N'Aet..t:1.mr f11-:K,��it"-e�1d ,:n:_h-K1us. �nw, clt¥tt"hirr.i.dui .at �dttm gt'3\>tda,, 
1:fU!ilm.b-Kfus tc.ltmmvellt.a IK'<J-lUIHmy-cm::i fte<p.Je r.�d �de.r.ionec 5ia<h�s. Wl!iS:�!Ns ut ni..""fl �g@t �1'1.llta \.">Mkl:;. 
!aaJ�li!i, Duf!. d�ioos. Aftquam cn1:..1r.� 1l5Q t;n gr,a11Kf:il s�;t2,, tt:gUla ·oteJit tm�qu� J'IJ5W,.w-! elelh!MI ',(l!:,Ut mf Nt 
�,m.:-t lt'H:tS CHm !K•�:if.5-�uDXftiE' JlNl,il,t:U.."'1115- et n1-agl.lls d:35 fX:1.rb.J-fientm►X�� f'li3�·Etur iit-th:u,k1s H1U5, 

5 This page is where user goes to see news feeds. The left side contains each feed title and all their 

articles. On the right is the headline and description of a selected article. Clicking Read Full Article 

will popup a new window with the article. 

View 
10 

15 

20 

25 

Navigation 
• EDIT NEWS FEEDS goes to (b)
• Read Full Article opens a new window

Client Side Validation 

APis 

Object w/ all selected News Feeds 

- method (get)

Server Side Validation 
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(b) Edit News Feeds

.... i �m� 1:m�� 1:mr.J�fm l .. �°.AJ<.r �m�r :: 
!d'l'.-z �m'.:f�'K.}'c %; �d❖ 

!\'ti�:l M>!dkat Pla«iMor.�k f! �'"":"'-c'
l
'M i,,:....,. 

Edit News Feeds: 

Ct: M.;am� ��i•d� 
C�j N�v 'fur:k 
[1:cNN 
Ct] ',Yan���� lO>HnaJ 

ct: 6<(0�t� Nf'-W� 

(:j '�fMt0�} ��ws. 
:��: M.;aM�.rnM 
U WPLG-TV M;:..,,,i (d> $, 
C:.: M.;aM� N�ws: :R.�i:ot'i� 
[:) C:S.� O Mi«Ol! 
C: M.iami N�ws: 
[��; MitcM� N�W l}�tte,s 

(:j W!OD 620 1\-'Uattt! He''"Vi �adto 

ROLLG.Al.L STATUS ANNOUN:CEMf:'.l'fJ':5- SUR\.':E'fS L_NEW'S - I RE.SOURCES 

: �l�!M R�S .... -dd,'-'¼S :1.N,o.! 1 
; ................................................... ) 

�iliii�\'iili\-

Description 

CTX-293PR 

ME'2SA13E BOAR0 

5 This page allows a user to add news feeds and select the ones that are available in the current 
emergency. 

View 

10 Navigation 

• ADD saves then goes to (b)

Client Side Validation 
If user clicks add and there is nothing entered it errors 

15 
APis 

Object w/ all News Feeds (with selected flag) 
- method (get)(add)(update )(move)

20 Server Side Validation 

Validate that news feed works. 

4136052vl 
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24. Resources

(a) Resources Home

::i::�����r�� :;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:::::;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;:;�(�:if���; 
««i1���(r: �it►..,vidlD,<iwlU;,,;!,x,,"-½C��oo:�:.x.i: !J!·"J.\tai::,w,�1>;0..,.ib<M<-

: __ 1r�ttrrrn1tJr::�ltJ __ �� __ r�tl_
���9< ®� �u •:::�<.:.. s,;--_,-.._-,;-,:::?, �MNC<idF.JU01ff.'ik Q�....,,o.,. 

5 Description 

,ll.,:,;r\,_ R\�, :Ni':•,��:t.Qil�<,N..O:<.®})l l�•!••-N:,._,:❖;l 
;_.,,.,,.., :�u,.,.,hJ......-:>t�'\...-.x,,-,l,.l'>,l=•;,,.....,..-, --,.,<1<,....,i,....., • .-,, 

,._,,._,,,,l"v,,.\., -:-.�'JI.,...-.-.. 

Ji.'11.i,,!\o'Wl:l "l,���N�>.'. 5,t.;:,s �'I' 5'1.. ��!>iii. !'t.09Ul 
C-!,.iM-�J,�,!'l6-;<�u,t,,.-.,,,)1C<.,:lclvv.•)f.S:-,:,:..l<l'.-.'u-.:1<fa;,._,.w.N,u., 

�Sj�,t·{l,)()P,�OC.-��o!.il, ��4:l'�,�:S),&<J'l.h ;._ M,:,:;.} 
t-.�:•1'e;1_;:;:--..j,.-.,.,,,.,,.r,i,,'.-,""-.•l\.""'"'''"t-""'•'-(,....,-Ji•o,i, 
·.-.-.i,.,...,.,:,:,,,<.•JO!..--.i;l,!;;,:°'x>.>.-..,.,_,,,:,:".l';:,. 

(i>,�l:@NI.� •:«.N:,.:..,;,,k.l;>il�....l. >''-®>n 
i-.so& �,ti.,;s,;;7.�<:�..,,;<!<:x,,. �:>:iu "-"'<''••�•� ,.,;1�,:,.:,,.i:' 
·, ... ....,, .1v,,•1c··.•-v·•-..•"'•·•.,• .. ···· '""'"'' 
,..• c· J<!·,,.. +· ·.�-.,::-,-·c·.;,�.•. .n.,·c;i,i.,,, 
•••.11=,,,,;..,rl.'f'•.v,,❖.w,,�i,:,,1<.,f11<.,-.:i,"r.,,,......,., 

tln.W...,1<-l.:,, �x��:>.l.��,o.�� !< .�,.?I.V.•'."oH 
t�,--:--;,.;��:-i-..-,...,..,,.. 

i:.'r.s:?<U �Mt.:'lt.�i:\. 5-�% �,._'<: � ... M�-.c�H '.,9'_;:l'.; 
lOO◊-«·:-�'i;S'.•'0::C,S>,<","'v.MM, 

t>r.f:m.;lk.:�❖-..��� �«J,,»c,i..., !<-.�•'-M)n 
t-:s.ru-.J.-?.i-;,,,..;�v;,, 

KWtN�1-1;�r.-1,1,!,t:Ss.1 .. �,�;u!"b�S"\�o"',,.-'l.t;f+:i:l.i 
l ��4"\-:-,:w.,..:,�,� .. .,,�.t-., ... -,�.,"'C""'''• •:,.,.,.'Vlm•, 
,,:',,�_,,..,,"=<><;, ... /.; .. ·'J: .. :,.'t,,,-..,. i: 
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n·  ,., . -'" '"'' ·,q,&> --�� :-· . __ ,.. .•. ·,. ,, 
W•.•.-..·J .._,,•',. '\XY, :" '-'•�•-·''. Y ,,. 

,::·_,._0!
,"7:.�.r.-. ,-.. ,._ . ._ .;,,-�,r �•,�-......,,.; :,.,�x;:,;,-,:-.. 

This page gives a view of all Articles and Documents in the Resources area of the emergency, and the 

map with resources put in by users. Map works like google maps. 

View 
10 

Navigation 
• EDIT ARTICLES goes to (b)
• EDIT MAP goes to ( c)

15 Client Side Validation 

20 

25 

APis 
Object w/ Emergency Resources 
- method (get )(get all)

Object w/ Map Points

- method (get)(get all)

Server Side Validation 

4136052vl 
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(b) Edit Resources

.... i �m� 1:m�� 1:mr.J�fm l .. �°.AJ<.r �m�r :: 
STATUS Al<l<OUf+CEW3N!S SURVf'fS N!a:W& i _RESOURCES_ l ME2SAOE BOARD !d'l'.-z �m'.:f�'K.}'c %; �d❖ 

!\'ti�:l M>!dkat Pla«iMor.�k f! �'"":"'-c'l'M i,,:....,. ROLLC.Al.L 

Edit Resources 

...... 

h��::,�t1">l ..... .  it>.it.�.::r,1e.-c:'.:'�..:?>:'6S 7 .ci-.;;p 
(fil V>va:rhsmm Ma:g:tta S1J.Jsic� £«-,:�,x ... u::]vf�:1:-! :t:ic:k:)x<:f ;::->!OR 

l:m�·.Nv-.'l.-.'l.-.\?>:::Y-t.::,,::i>t�lf-4$�7....::w 
f:J li-t�t: Purus Q1Jisqu2 Qu'l:s A.nm: £.tk,�,-i :,:icr::,;; �:1t, l:;;-cl1�ta v;t3�. ,J<:;r;,..,:,•1� P.:1..1,.::l•:5,1:�,;;t,�1 

h�;:-/,li,\rc<,.•c<,.•,,s<,:;,"iilil,.::cr'f!J?41:'Sl.;,s:p 
(J Sed Ca:m.:a:Ub'i: E-tat :S)t Am�t l.)tvS � =��¥' f-::::•:if.c•c-:d vr•slit.:•ii,x" t.:-:::,.:,; 

tit,(:>/,''v...-.-.W❖��-.tt>tr,f�:iB5:'t.::tp 
t�] Nu�l � S�pien An:li.!: t!:s.,:S,ium v:1� {fn-:h:k,:--1 t :..; t so�<:lk·� ri-::,.:<1, \.! m,::i. 

Description 
5 Here is where an ERT members add resources for users. 

View 

Navigation 
10 • DELETE RESOURCE goes to (b)

• ADD goes to (b)
• SA VE saves changes, goes to ( a)
• CANCEL goes to (a)

15 Client Side Validation 

20 

APis 

Error if add is clicked and data is missing. 

Object w/ Emergency Resources 
- method (get)( add)( update)

Server Side Validation 

01'!"!<�:;,'ti::.-i: 

I ___________________________________________________ I 
Er.�;:-�f�f.l, A-tk!M:.� Q-i:' Upl%,d r-:t:�: 

:···················································] 

Check that file uploaded properly, and that web address is valid 

25 
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(c) Edit Map

Resources: Edit Map 

Description 

Totfo, 

Here is where any user can add or remove a resource to the map. 

5 
View 

Navigation 
• ADD goes to (b)

10 • DELETE saves changes, goes to (b)

Client Side Validation 
Error if add is clicked and data is missing. 

15 APis 

20 

25 

Object w/ Emergency Map Resources 

- method (get)( add)(update )(delete)

Object w/ all types

- method (get)

Server Side Validation 
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25. Message Board

(a) Message Board Home

MMsage Boord 

@ Lnm�1 ;p,s.�m d-c.fo,r s:it ;)mt=i::t �•x-K•���-�- �i.,,._¼,:r,,,:-,,.-w � l:5.---0,,!,>::��:;;'. S'�T 
c:•X1$L?(1:,;{,.!<'i· ��tl::::-1S-c:;v,;i .,,.:1;:i.::=�tli-;f!-1.e.-::�i�•::i;is tidkt jn ;,<;._,i,;_.r,r.:a_.��t1"t���•j,:;..::ti�•;<�.:�1"�•:,,g{ifx1h.:m,.didm '>�lh:s kY.x��t 1.t:,v:s. ,...,,, ,;i,;::-,:it,:,J:• m:�•Jr'I,� n:si t1' c-dp,:,,-.,..•�ttb-u:<u,11 
,_rt Qll�-C�-1frK-itu:r·..,.!'<'m-::-1;b.m1 S-.:,,c:l �;i �m1:ct1:�tkls. P'-r�t:s,,:-;;I: ;.:u'.J<::·•�1: �u.}'.jli("f-C• ,P.1"1'-;._ :Jt: ..:.,m;-tn,: :.1Jd.&l,;:� rn,:i"� 
-;�N�""'-"'I)�:,._:,, 

Cl :C:,1,m -IDci � mto:t1�=e p.s,RalilH.B :P,:,:-�,j �'ft..�.-'>'P'�"-NM ��-'f�-% &� �>� 

Ei: m..s:;:r.is dis p-;trtu.!l,:m·t tl<onte� • .r-•�::aceh.1.r rl61...::.\!:!us Hi\!,?:..,_:[;,,:';P.C•;: ��.-.. i}Ll'lUS :...t m•;,,l�i::a dignl:.1tn.,a.rs. .. <.,1 !:-�::i'! !nte.-d:<1m m.s:;:r.2,a:t 2u2;:1pH m.J.i:i.: ;,u-:� r.� .::,rru. 
,��t:l<1il>2r11 tf!t.,.t>.1Ul-1; .&f"<1:<' wwJtf¥:!<•:nt·L1n1 trii. £,t<�Q� k1,:;,;-�� H#.1❖�6':': Ni,;!. f►r.::-.;:►.-: t,;•r.;i.vk:1'>! ::.,i._:r>..!�-f.:;t1!: ... t•.1'-.">.):,:,.5.;ip<► .-:,-1 �,; �•tlr-Q, fik.;Q--: p::-:·t��Hisl .:::•.Jt':': ..,.,..!lp•.Jt�1� -.fo..:tuH-t.. 
Dlfi� -N:-t ro,11lm�r.tum -t"iii.<S. .... �� ..::lW$!.J!a ��.p(�i"i lffQS: ,;::�s :�--
� ,��»m,«.-;. �:;,• 

0 PeU�rft��oo h�h-itru11 m{,:ii"hi tii"����=-2 *r.i:8-ctlB �1'bc,;SQ'<"�<'IY�.:...�,t {<8-l.t-::»>}.¼2�1:' 
r·J�ni:i"="t tri.!�wcdc f:.miss ..i•.: t<,1rE=h12g�!-t;ss. Ct<!<$ r.�t:iol ne,;i:u2,.-di:;,tnf:.:;+n1 eQ2t.hef'ltfrNftn.-::,n.fxudb:J'i ,.:,;)f;s��twer,. pMo!<.E·t!atn dui.Msuti-... "a:.e. �m.,tt� f;a.,.:'I.Jfls. 2�..-i1: 
tn m.:•k� !S..u-.ctK dt-tl ,;,::-:n.blbf.�xl•.J.ir◄ l►X1�t½k:frifi9iH:.1 rtijth. v,N:{!: n� pR,:h� Et�r,'► •:.:--d!ldt!1din,. rist1•: �:l R:9te00 mai►�'.-tt«i.:l.i., �=•p:·>c'nf.i::•il:.: irr,p.::•i:d:l�,: i1,�u::r4, � 

0 M�otJN� rs� iµ:slcm ij,tij fi Sl!rt!& ��r�� h.��1-IJ:> IF-:;;�� l-lltl'}-��,i �:.-� -:i-��:3".2: kSl 
(t<l:-0 ,,:t.x� NWH f"H,}t::-1•: mo:Jtt,i:. ��(X,}!'!l::•·rJ rl1k;u�l:: [}i�i:-; fa�:�fo:.,{� ff◄i:•Z•� i•1-1}�►�d:k4 C"-1\XK ftC--X<· t1:mp�;( J::lx�m lX-): mrJ��:,. Fl.N)-:f"n-)111•: j�-1-;t,:, s,:-::,: D1-:p:� i•r-siY.g� Ki�")(;:,)►� 
n-i-�1Jr!.-l ,):;,a-.•.dth t"<'m:xis.;'w�••,'K<•:n-<!spl;,;,:1,"1:11:·lfSr-.;s q:uf:s m1--:i�,kfl:�� ���..,; ::-l1,ii���1�!ki�F;.r�i..»p�l.a1f�tl�--.-.."'n«-1•-1 i,,jt�e An·:;.r, 

Description 

5 This screen shows all of the top level messages in the message board. An ERT sees the option to Delete 

Messages. 

View 

10 Navigation 
• DELETE MESSAGE goes to 0
• POST NEW MESSAGE goes to (d)
• MESSAGE HEADLINE IS A LINK goes to (b)

15 Client Side Validation 

20 

25 

APis 

Object w/ all Message Board Messages 

- method (get )(get all)

Server Side Validation 

4136052vl 
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(b) View Post Details

Lotem lp�um Dolor Sit Amr.>t 133 •••e""""'>l
�xqs,d:,.y;0;?.1>'tdMcll,e,,"rlS:> ! �-.;;.n.si-4i:<3:&§'S' 

C�i,")") !-f:,dls.: rcm�u:i:: �)tn•t.ibm, �"01'-ht•:J:l::-r iro��i)�"«' ! ,),_'--� ,i..,').-. <-:'S.::l �.:rr 
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:=.:t m;ss_;i,;:,;,;:l�,p;i,·bx◄•:<•1 ,:,x,t)t�.CM-X<•1a.- rC>::l:,x,fa� rcn�� l1,x;•x -;•X-"tll{.'{'_.p:.:,·<J=, ,.1-t 1):0:.J&.,:::gt:{,;,;i:r� M•A• 1i,;,1iJ-io, :ir�t.xd:.:,): m,s�;n,:i,.:<1:�•=--r:;;,ij. ,·11:,"K: rfl.Jfo. rto-:,: £"1"-0�. ,.,;.:-=t◄ht◄k{o): :•r11-:�,-,.:kco): 
u,,:� 1.:,;w·,,;Krr.1"2"r,t\!i'l-1< i'lll.(-t-iSff:-1 f.:y:;,,,..et u:f��� nls!'..ft.!v,::e 9-r:�wia p�.,j!-.E:>Ut".clt;..:tus �.ap�i'l q\��'<'n-it7,,N:tm.:::p::-i1:�,c,i� q&.z \'\.►!�1Jtc:tedtch.<1:-1,.. i'lt;·(i,:,i '<'fi.! .:.:.11.:-l!i'",'Y.:i'!t�,m r-iaei.15,, .. �:t� 
'.2..!WJS�.:-.pl',:!>\ N'M �\&� !�,:,. 

;:-g.!�i;i,gi�qt�� h;:,;b�ttmt f!):tnb! �ri�1iqu'=!, �m,s�w� �"'R-'IE&� �<&-l"'2S.!!k2f t {',l,;,!ok."6&�1 m 
f'-.i�R -=t-tr.:.·i"=ru.-;,;f� fx�..s acK�rpl-s �ge'SG:i � ;,�i2l ™='Qti� df.;i!"!k:?lm e."Jct:,!o�,;,i;-e.r}t i;w,. i'3'1.::::ib� ...-:,:,,;-se,.:��.f:.'6-Qe.H:i�tl'O i:.fol .i't..:i..-iti-ri?-.vtt:it>l' s�m.ki lit.::i;i�.>Nai: in m•;::,le2tt'=" 
t:1�.,x::it .<:ni :,�m bix•:td�:fl) K�):iJ.n,kl 1:rk◄�J•titQ , ... �tl'.l0o �-.::-:rri:: ri� p,�1:<-. f):No:n xcltidHo-:1:,-,. r :�v� in �h-�c-:,x: r,,,ci�9xd.:.. :,:�p!,:)f, f.::,t;:., imp�•'l<:ii�}t :ij::;t-;;<JW, :-0-j ,}b.x<•l-'.•ramt w,1.-:-:u ,r�i .:,.1, f•�0t,:,. 

c�m HN.fo.; �1..:i1-co1a;ii,: r,}HC�tib��� �l-1.a-S� J'>'f'!�:D.-w.- ! ❖�-� ( -❖� <-�Xl: :!'.Sf 
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Description 

5 This screen shows the Message data, and then all of the replies for this message. At this point you can 

use reply to add a reply. 

View 

10 Navigation 
• REPLY goes to (c)
• BACK TO ALL POSTS goes to (a)

Client Side Validation 
15 

APis 

Object w/ Message Board Messages with all replies 

- method (get)

20 Server Side Validation 
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( c) Reply to Post
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Description 
5 This form is used to create a reply for a message. 

View 

Navigation 

10 • POST goes to (b)

• CANCEL goes to (b)

Client Side Validation 

Error if user click Post without filling out both fields. 

15 
APis 

Object w/ Message Board Message 

- method (add reply)

20 Server Side Validation 
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(d) PostNewMessage

Post New Message 

Description 
This form is used to create a post a new message. 

5 
View 

Navigation 
• POST goes to (a)

10 • CANCEL goes to (a)

Client Side Validation 
Error if user click Post without filling out both fields. 

15 APis 

20 

25 

30 

35 

Object w/ Message Board Message 

- method ( add)

Server Side Validation 
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( e) Edit( delete) Posts
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Description 

This form is used to delete either full messages, or replies. User selects which replies to delete and 

5 presses DELETE REPLIES to delete them or presses DELET ENTIRE POST to delete the message 

and all replies. 

View 

10 Navigation 

15 

20 

• DELETE ENTIRE POST deletes post and all its replies, then goes to (a)
• DELETE REPLIES deletes selected replies, then goes to ( a)

Client Side Validation 

Error if user click DELETE REPLIES without selecting any replies. 

APis 
Object w/ Message and its Replies 

- method (delete reply)(delete)

Server Side Validation 
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APPENDIXD 

DESIGN SPECIFICATION: 

5 WEB SERVICE FOR STICK CLIENT 
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26. Introduction

This document describes the web service that will provide information to the software 
components residing on the USB stick device. The APis are styled as C prototypes, but this is 

5 just for convenience to show the general type information expected of an APL The actual 
wrapper API might be deferent. The foundation of the web service will be a SOAP based 
component. Error handling has not been defined yet. 

27. Security

Security provided by VPN access? 

10 28. Definitions

15 

Bootstrap This is the initial application that will run on the stick. It will have the ability 
loader to "boot strap" the stick from just itself to a stick with an installed Sidebar 

application using the web service to download the required components. 
Once the stick is up to date it will pass execution to the Sidebar loader. 

Sidebar This executable sets options and configuration files for the Sidebar 
loader application and starts the Sidebar (this may be combined into the Sidebar 

application itself -- TBD) 

Sidebar The application that runs from the stick and is visible on the left or right hand 
side of the users Windows desktop. This is the application that provides alert 
status information, links to the portal and GotoMyPC, and other pre-defined 
components such an instant messenger application and a softphone. 

29. APis

(a) GetVersion

(i) Prototype

int GetVersion(int* major, int* minor);

(ii) Arguments

Name Descri tion 

major Returns major version. 
minor Returns minor version 

(iii) Returns

0 if no error 
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(iv) Notes

(b) Logon

(i) Prototype
int Logon(const char* username, char*buf, size_t len);

(ii) Arguments
Name Descri tion 
username Logon username. 
buf Buffer to store returned session ID 
len Len h of buff er 

(iii) Returns
SessionID or empty string on error 

(iv) Notes

CTX-293PR 

This creates a session. User has been authenticated using the VPN link to establish a 
10 connection to the domain. TODO: enhance the security here. The problem is that a user can 

impersonate another user once they have logged on legitimately using their own account. 

15 

20 

(c) Logoff

(i) Prototype
int Logoff( const char* sessionid);

(ii) 
Name 

sessionld 

(iii) 

(iv) 

Arguments 

I Description
Session Id .. 

Returns 

Notes 
Ends a session. 

( d) Query Update

(i) Prototype
Int Query Update( const char* sessionid, const char* itemid, , const char* 
lastUpdateCookie, char*buf, size_t len); 

(ii) Arguments
Name 

sessionld 

itemld 

lastU dateCookie 

4136052vl 

Descri tion 
Session Id. 
''wfcBoot. exe" 
"net6vpn. exe" 
"app.cab" 
Cookie from last successful u date. Can be null to force an 
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buf 

Len 

(iii) Returns

1 if update is required 

update. 
Buffer to store returned cookie 
Allocated len h of buffer 

buf will contain new cookie 

0 if update is not required 

CTX-293PR 

5 (iv) Notes

The cookie value is determined by the service and is not evaluated in any way by the client. . 
The stick client will update its cookie value for this item only after it has successfully 
downloaded and installed the updated item. 
If an update is required the stick client will download the item with the same itemid value 

10 using the GetBinaryitem APL 

15 

( e) IsComputerHostN ameOkF orRemoteAccess

(i) Prototype

int IsComputerHostN ameOkF orRemoteAccess ( const char* computerN ame ); 

(ii) Arguments

Name Description 

sessionld Session Id. 
com uterName This is the com uter' s host name. 

(iii) Returns

1 if the computer name/host name is in a domain acceptable for remote access (GotoMyPC 
hosting). 

(iv) Notes

20 This API is used determine if the computer is a suitable candidate for GotoMyPC host 
software installation. The Kent administrator will specify what domains are acceptable. So, 
for instance, if the Kent administrator has specified that the domain "citrate.net" is an 

acceptable domain for Kent GotoMyPC host installation then the call 
IsComputerHostN ameOkF orRemoteAccess("brenton-xp.citrate.net") would return 1. 

25 (f) GetBinaryitemSize

(i) Prototype

int GetBinaryitemSize( const char* sessionid, const char* itemid); 

(ii) 

Name 

sessionld 

itemID 

4136052vl 

Arguments 

Descri tion 

Session Id. 
The item ID is returned from another APL Typically it will be a 
path and file name and we may want to explicitly define it as 
such. 
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(iii) Returns

Size of item in bytes. -1 if item does not exist. 

(iv) Notes

The ItemID for a binary item can and will be used in the client as a path and file name. The 
5 ItemIDs from the web service should use appropriate names for binary objects. An example 

might be an ItemID of "RollcallPanel.dll" for a Sidebar DLL. The client will write this to 
<filesystem-root>. 

(g) GetBinary Item Chunk

Prototype

10 size_t GetBinaryitemChunk(const char* sessionid, const char* itemid, int dataOffset, char* 
buf, int len); 

(i) Arguments

Name 

sessionld 

itemID 

data Offset 

buf 

len 

(ii) Returns

Descri tion 

Session Id. 
See GetBinaryltemSize above. 
The offset in bytes from the beginning of the file to start returning 
data. 

Buff er for returned data 

Len h of above buffer in b tes 

Size of returned data returned in provided buffer. 

15 -1 on error

(h) GetXmlitem

(i) Prototype

size_t GetXmlitemChunk(const char* sessionid, const char* itemid, char* buf, int len); 

(ii) Arguments

Name 

sessionld 

itemID 

buf 

len 

20 (iii) Returns

Descri tion 

Session Id. 
A string that identifies the tag name of the XML fragment 

requested. These are defined so far as: 
"RollCallSummary" 
"AlertStatus" 

"Tools" 
Buff er for returned data 
Len h of above buffer in characters 

Size of returned string data (in characters) including the terminating zero. If the provided 
buffer is too small this value will exceed the value of len and no data will be copied to the 
provided buffer. 
-1 on error
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(i) GetExpressDirectory

(i) Prototype

int GetExpressDirectory( const char* sessionid, const char* lastUpdateCookie. 

char* itemld, size_ t lenitemid); 

(ii) Arguments

Name 

sessionld 

lastU pdateCookie 

itemld 

lenltemld 

(iii) Returns

1 if no error 

(iv) Notes

Descri tion 

Session Id. 
Cookie from last successful GetExpressDirectory call. Can be 

null to request the entire directory 
Buff er to store returned item ID 

Len h of itemid buffer 

The returned ItemID can be used in GetBinaryitemChunk to retrieve the data. The 

10 UpdateCookie is used similarly to the UpdateCookie field in GetUpdateManifest. 

30. Express Directory

The Express Directory in the Sidebar will be downloaded asynchronously to the usage of the 
Sidebar. Initially the Sidebar will download the entire directory and save the data on the stick. 

On subsequent Sidebar startups, the panel will request updates to the directory using the 
15 cookie provided to it from the server on the last directory retrieval. The client uses the 

GetExpressDirectory and GetBinaryitem APis (described above) to do this. In order to save 
network time the data should be compressed by the server and decompressed by the client. 
The panel will always integrate the existing directory with the update and save the updated 

directory on the stick. 
20 

Since clients might be requesting directory updates frequently it might tax the system if each 
request caused a specific database query. One strategy to ease this load would be to 1) limit 

the parameters of a query and 2) cache the results on the server. The two elements go hand­
in-hand, as it would not be practical to cache the results of the queries if the parameters were 

25 not limited. A limited number of queries means there will be a limited number of results to 
cache. 

(a) Limiting the parameters of a query

Normally, to get all the records that were changed in a dataset since the last update one would 
request all records that were changed after the time of the last update. To limit the number of 

30 queries we can lengthen the granularity of the time period. For instance, if we use a one hour 

interval then the maximum number of queries every hour will be the number of hours the 
alert has been active. The actual number of queries will be much smaller than this theoretical 
maximum. 

35 To increase the time period to one hour, the server should return a cookie with the time the 
request was made. When using that cookie, however, the server should modify the time to the 
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previous whole hour and use that time to make the database query ( after first checking to see 
if there is an already cached dataset of this query on disk). 

(b) Caching the results on the server

5 After making a query the server should 1) compress the results using a data compression 
algorithm such pkzip, and 2) Save the results to the disk using a file name that combines the 
last update time (from the requester's cookie) and the current date (rounded down to the 
previous whole hour). 

10 It is this file name that the server returns to the caller in the itemld field in the 
GetExpressDirectory APL The caller will fetch the data using the normal API to retrieve 

binary data (i.e., GetBinaryitemChunk). 

( c) Returning cached results

As mentioned above, the server will first check the file system for a cached result of the 
15 query before making a new database query. The cached files will be named to identify the 

query used to create there contents. If a file exists with a name <cookie data time rounded 
down>-<current time rounded down> then the server will simply return that name in response 
to a GetExpressDirectory call from the client. There are other ways to do the same think. For 
instance, all current query results could be kept in specific folder. The names of the file in the 

20 folder would contain the update query time only (the current time is assumed). When the hour 
changes the server would delete all files in this folder. A further and perhaps significant 
optimization would be to not delete the contents of this folder if no changes have been made 
to the express directory within the last hour. 

31. XML Schemas

25 (a) Version

Example XML: 

<Version major="l"  minor="0"> 1.0<N ersion> 

(b) RollCallSummary

30 Example XML: 
<RollCallSummary total="IO00"> 
<TimeStamp><Date> 2006-10-22</Date><Time> 22 :00 :02Z </Time></TimeStamp> 
<Checkedln total="l00" requestingAssistance="50" /> 

<Link href="/rollcall" /> 
35 </ RollCallSummary> 

( c) AlertStatus

Example XML: 

<AlertStatus responded="true" level="l  "> 
40 <Activated><Date>2006-10-22</Date><Time>22:00:02Z</ Activated > 

<LastUpdate><Date>2006-10-22</Date><Time>22:00:02Z</Time></LastUpdate> 
<Zones><Zone> Miami </Zone></Zones> 

<Title>MIAMI OFFICE CLOSED</Title> 
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<Description>Due to an Avian Flu warning from the Center of Disease Control, the Miami 
office will be closed</ Description> 

<Link href=" /" /> 
</ AlertStatus> 

5 (d) Tools

This example uses a made-up protocol of "cmd" to in the href tag to execute the internal 
command that will start GotoMyPC for this user. This is TBD. Alternatively, something like 
href="file://start_g2.exe -u "phil.smith@acme.com" -pw "39950390" -nn "OfficePC" -ac 
"12345"' could be used to start an executable on the stick with the GotoMyPC arguments 

10 needed to start a G2 session on a specific host computer. 

<Tools> 
<Tool href=cmd://start-g2> 

<Image src="/images/gotomypc.png" /> 
15 <Title> Your office computer is available! </Title> 

<Button style="">Launch GotoMyPC</Button> 
</Tool> 
</Tools> 

( e) Configuration

20 Example XML: 
<Config> 
<Application> 

<Panel>Status</Panel> 
<Panel>Rollcall</Panel> 

25 <Panel>Tools</Panel> 
<Panel>Communicator</Panel> 

</ Application> 
<GoToMyPC> 

<U serld>Charley. Smith@acme.com</U ser Id> 
30 <Password>B990B00B-D0FF-40d0-8D60-80D023 DD3 706</Password> 

<Host> 
<N ame>charley</N ame> 
<AccessCode>C0 11A69D-7922-4ca9-856E-22CFB9236B0F </ AccessCode> 

</Host> 
35 </ GoToMyPC> 

</Config> 
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32. Introduction

The Sidebar is tightly integrated with the USB Storage device (the stick) that is provided to 
each employee as part of the WFC employee package. In this document we will discuss the 
user interface and user process elements on the stick that relate to GotoMyPC installation and 

5 usage, the Sidebar and to the entire user client experience. The creation and management of 
the stick is discussed in another document. 

33. Stick provisioning

(a) Stick minimum requirements

10 (i) Stick hardware/firmware requirements

A stick must support the plug and play ability (U3 related?) that reports two volumes to the 
operating system upon insertion. This is necessary to cause our executable located on the 
stick to automatically run when the user inserts the stick. The first volume is the bulk of the 
device's storage and is called the data partition. The second volume is a small section of the 

15 USB device's storage that emulates a CD ROM device and is reported to the operating 
system as a CD ROM device. The CD ROM emulated section contains an autorun.inf file that 
the operating system will automatically search for and execute. This will cause a small 
executable, also residing on the CD ROM section, to run. This small executable will detect 
the disk identifier of the stick's data partition and will start an executable located on that 

20 volume. 

The U3 platform is an open-standard developed by SanDisk and M-systems. 

For further explanation here is a summary of this functionality from the everythingusb.com 
25 web site: 

A small, 4MB read-only system partition of the U3 drive pretends to be a CD-ROM drive, 

while the data partition shows up as a regular flash drive. Because Windows is led to 

believe that the system partition is a CD, U3 takes advantage of the AutoPlay feature in 

windows to automatically run the U3 LaunchPad and unlock the data partition of the drive. 
30 It should be noted that U3 will run on any Windows 2000/XP system, regardless if the user 

has administrative rights or not. 

(ii) Minimum files on the stick's CD-ROM volume

Autorun.inf A text file that causes Windows to run AutoLauncher.exe. 

AutoLauncher.exe Small executable that determines the drive letter of the stick's data 
partition and starts the executable wfcBoot.exe located on that 
volume. 

u3dapi10.dll A helper component that AutoLauncher.exe uses to determine the 
drive letter of the stick's data partition. This is a DLL provided in 
the U3 SDK. 

(iii) Minimum files on the stick's data partition

wfcBoot.exe The Kent bootstrap executable. This program can communicate 
with a WFC service and download all other program files necessary 
for a fully functioning Kent enabled stick. 

net6vpn.exe VPN client software 
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With the exception of u3dapi.dll all the files listed above must be created and prepared by the 
Kent development team. 

(b) Other stick considerations

Along with the minimum wfsBoot.exe file on the data partition, it may be beneficial to also 
5 include other files needed for a functioning Kent enabled stick (i.e., the Sidebar components 

and G2 installers). The bootstrap loader is able to detect an out-of-date Kent installation and 
will download and install newer components from the WFC service. If, however, the 
installation is not out-of-date, then downloading time is saved and the user can start using the 
Sidebar without delay. 

10 34. Stick software major components

In this section we list and discuss every significant process, utility or application that resides
on the stick.

(a) Auto Launcher (AutoLauncher.exe)

This component is described in the Stick provisioning section above. It resides on the CD-
15 ROM portion of the stick and is responsible for launching the wfcBoot.exe application on the 

stick's data partition. 

(b) WFC bootstrap (wfcBoot.exe)

The application performs the actions listed below. 
1. P.�!.�S!� .. ?.E .. 9.!?.!�t?.�!�!.��.�!.�9.?.?.��!�Yt!Y.: .... ·.···························· 

20 Eiiriil! in§i; ir.t§r in4. timmt.&Jtoo.i\l.w;.iiijffiU 
2. Discovers VPN service URL. A service located on a Citrix owned server may be used

to obtain the Access Gateway URL. The user may be prompted for a company ID if
the stick has never been used before and has not been pre-seeded with a company ID
or company Access Gateway URL). This discovery process is documented in

25 TODO:xxxx.

lllll�lllilf lllll1r11r1111!■1111111111
1rn

t�i�ii �iii!! ii �ii��iiii !!iii iil�li� ilj�)!ii�i iii�i�t iP-i.i.&.n f.&t I 
3 0 ijij�#.i.¢.tiit§rn@lj@ij ii]! lU9.! !Pl! !ii t.i.�it ¢.in gg mm1�f.Ml�rn 

3. Starts the VPN client and Log on

����ll�l!l� 1111.�i���II.,, 1�11 !iii B.111�11t1 111t1
4. Open the WFC service.

3 5 tliriii iiiitirii�i§� liii� §i.Pl�ng iiliii ii��Y�IJ

5. Processes program update information from server (this is documented in
TODO:xxxx). Note that in the event that the VPN client or the bootstrap program
itself has been updated then the bootstrap program will restart. The existing logon

40 state can possibly be preserved by caching the current session ID. If not, a screen
explaining the re-start will be displayed to the user.

llllllll��ll�l���������ii::miM:£111:&it:l:¥11�
4 5 6. Eiiriil! ijljgj;l@§gfijij� mitif §D.RiHi.i@mwil! ijijj�y�IJ 

7. Starts Sidebar loader.
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( c) Sidebar loader (loader.exe)

The Sidebar loader performs the following functions: 
1. Sets up all Sidebar configuration files. This step is to insure that the Sidebar is always

correctly configured.
5 2. Starts the Sidebar

Notes 
• It's the intention that the functionality of the loader will be put into the Sidebar itself.

When and if that occurs this component will be eliminated.

10 • Another option would be to put this functionality into the bootstrap application, also

eliminating this component.
• The loader will be provided with the current session ID using a command line

argument.

( d) The Sidebar ( dsidebar.exe)

15 The Sidebar is the main application and function of the stick and is described in a separate 
section below. In a yet to be determined method the Sidebar will be provided with the current 

session ID from the bootstrap application or the loader. 

35. Sidebar

The main functions of the Sidebar are to provide alert status information to the user, allow the 

20 user to respond to the alert with status information, provide a link to instant GotoMyPC 
functionality, provide links to more complete information and functionality on the WFC 

portal web site, and to provide a customized IM and Softphone component preloaded with the 

user's managers and peers. 

25 One underlying programming strategy of the Sidebar is to let the WFC drive the component 

as much as possible. That is, the Sidebar is, as much as possible, a "dumb" client. This is 
analogous to a web page, where it is the server that determines the content and functionality 

of the page and not the web page itself. 

(a) Launch

30 If the stick has been initialized the Sidebar is automatically launched by the loader 

application as described in the Stick software major components section above. 

By the time the Sidebar is launched it is fully configured and displayable. Each panel, 

however, may need to download specific data from the WFC service. These downloads will 
35 be asynchronous with the display and usability of the Sidebar. The strategy is to download 

the minimum amount of data necessary prior to the launching of the Sidebar in order to keep 

the UI as responsive as possible. 

40 
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A mini-application in the Sidebar is called a paneL In the screen shot shown above there are 
four panels: Status, Roll Call, Tools, and Directory/IM_ The specific panels loaded into the 
Sidebar is an IT configurable option and can be based on the ERT and Manager status of the 
user_ At a minimum the Status panel will be loaded_ Normally the Status, Tools, and 

10 Directory panels will be loaded for all users, and the Roll Call panel will be loaded for ER T 
personnel and Managers_ Optionally the Roll Call panel can be loaded for all employees_ 
Each of these panels will be described below_ 

Note: Unless otherwise stated all links open up a web page on the WFC server using the 
15 computer's default browser_ A session ID provided by the WFC service will be encoded in 

the URLs to identify the requester to the portaL 

20 
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( c) Sidebar Panels

(i) Status

CTX-293PR 

The status panel displays the current status of the alert as supplied by the WFC service. The 
panel will poll the WFC service once a minute for changes and will update the display as 

5 changes occur. 

The background of the message will be color coded depending on the status ( color coding 
values TBD). 

10 A color-coded line at the bottom of the panel will display the user's response status to this 
emergency. This will be a clickable link to a page where the user can enter or modify a 

response. 

15 

20 

The Read More link will open the home page on the portal for this emergency. 

(ii) Roll call

The Roll call panel displays statistics and a bar graph showing the number of employees who 
have responded to the alert. 

A View Details link will open the Roll Call page on the portal. 

(iii) Tools

The Tools panel contains URL links to selected applications. The main purpose of this panel 
is to make the GotoMyPC URL link clearly visible and available to the user. The details on 

25 how the GotoMyPC link works in described in the section TODO:xxxx in this document. 

The other standard link will be a URL to the home page of the portal for the current 
emergency. 

30 Optionally, links to other tools can be made available here. Additional tool entries will be 
under the control of the WFC service. Each optional tool entry will specify an icon image, a 
button name, a short description, and a URL. The URL can be coded to point to an 
application residing on the stick. 

35 (iv) Communicator

This panel offers two separate but related features. 

( 1) Express Directory

The directory contains the names and abbreviated contact information of everyone in the 
40 organization. (TBD will this contain only those participating in the current alert or will it 

contain everyone in the organization -- similar to the corporate Outlook contacts directory). 
On start-up the panel will look to see if a local copy of the directory is on the stick. If the 
directory is not on the stick the panel will download the entire directory from the WFC 
service. If the directory is on the stick the panel will check the WFC service for time-stamped 

45 updates and start a download of updated and new entries if necessary. (TBD: the protocol for 
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determining what needs to be updated). In both cases the download will be asynchronous to 

]�iiiJi;\�iiii�fii,l.lil*ii�aifl.il�f 
n that an update is in progress, however.

5 Configurable # of letters for match 
How do you get match from server? 

10 

15 

20 

25 

(2) Instant Messaging and Softphone

The IM component connects to a Kent configured LCS server via a VPN connection to a 
Gateway server. The logon credentials will be provided by the WFC service. The pre­
configured buddy names and groups for this user will be obtained from the WFC service and 
temporarily combined with the user's buddies already on the LCS server. 

Users can exchange text messages and start voice conversations with single or groups of 
buddies in their list. Users can also dial-out to any phone number to create PC to phone voice 
conversations. The Softphone functionality is a feature of the LCS server. The Communicator 
panel initiates a voice phone call by communicating with the LCS server. The LCS server 
dials out (figuratively speaking) to the other party to complete the connection. Audio is 
transmitted from the user's PC to the LCS server, and from the LCS server to the party at the 
other end ( and vice versa). 
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36. GotoMyPC host installation alternatives
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The initialization of a stick can be run on the employee's computer at work, but this is not 

10 required. The advantages to initializing on the user's office computer are: 
1. Can setup GotoMyPC host on the user's office computer using the stick.

2. Potentially faster access to the company's WFC service.

The disadvantages or impediments to initializing the stick on the office PC are: 

15 1. Attempting to install GotoMyPC from the stick may fail if the user does not have

administration privileges.
2. The office computer's USB port may be locked down making initializing from the

office computer impossible.

While it is possible to initialize a stick on a non-office computer, the company IT department 

20 will have to provision GotoMyPC host software independently. 

At this time is has been decided that GoToMyPC host installation will not be something 

offered on the stick. Installation of GoToMyPC will be an IT task. 

37. GotoMyPC client viewer

25 A GoToMyPC short-cut will be provided from the WFC service to the Sidebar. A "short-cut" 

is a URL pointing to the gotomypc.com website and includes an encoded string that tells the 

website 1) the user requesting the connection, and 2) the host computer the user wishes to 

connect to. A cookie is provided with the request to authenticate the user. 
The process goes something like this: 

30 1. GoToMyPC.com gets request with short-cut and cookie. The information is verified

35 

and if acceptable a Java applet is downloaded to browser.

Note that the user may have to grant permissions for the Java applet to run and may 

have to grant other permissions for other actions in this process. 

2. The applet downloads a viewer (a regularWin32 executable) into the computer's temp

directory.
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3. The applet starts the viewer. At this point the viewer is handed an already established
connection with the host or is given the URL to the target host (it's either one or the
other; I just don't know the details). In either case, the viewer has or will establish a
connection with the host computer (the user's office computer).

5 4. The viewer will prompt the user for an Access Code. Using the Secure Remote
Passwords (SRP) protocol the Access Code is verified and GoToMyPC session will
begin.

The WFC service will provide the Sidebar with the short-cut, the cookie, and the Access 
10 Code. What the Sidebar process will be: 

1. Start a global hook
2. . .. more to come ... .. .
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Outbound calling 

PBX User in Emergency Location 
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Operating System (Linux) 
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IT Admin User GoToMyPC 

User creation jlmport from LDAP 

!Create groups

!"Mass" email to all users 

User receives 
stick and email 

!Receive email w/ install link

IRecieve US B stick I 

-i-

Instruction to plug in stick 
and click install link 

"' 
Receive request w/ -rt,lnstall GoToMyPC r-User user and WFC 

provisioning Download/install WFC client 
I""

server generated 
onto stick credentials and code 

l Install GoToMyPC shortcut Hcreate user 
onto stick 

FIG. 4B 
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2. User authenticates w/
BCM/BCS servers (LDAP/AD) scMlscs

4. BCM/BCS finds GoToMyPC
credentials for user

� -------

--__ ;!:a:�!!2:f • 

1. User plugs in
stick

3. User launches GoToMyPC. Best case no
passwords and no access code. Alternative: A

client computer prompt for access co,;ie 

5. BCM/BCS

authenticates
user with
GoToMyPC

FIG. 4C 

Firewall 

Host Computer 

6. Establish connection
between client and user's
host computer
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EMERGENCY 

RESPONSE 

TEAM 

(ERT) 

EMPLOYEE 

MANAGER 
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User flow architecture 

PREPARE 

Prepare Zones,Groups, 
Surveys & Notifications. 
Create, test & approve 
emergency scenarios. 

Receive email 
of explanation 

ReceiveUSB 
DevlceKit 

.. ··/E�E�GE'f�2Y···.
Activate 

Emergency 

Send Emergency 
Alert Notifications 

Update Status, 
issue annoucments 

and surveys 

Receive Emergency 
Alert Notifications 

Respond and 
Update Contact Info 

Plug in 
USB Device 

Use Remote Workplace 
to post me5sages, read 

status updates & 
answer surveys. 

Manage Roll Call 

FIG. 58 

Use Sidebar to 
collaborate with 

colleagues 

Lai,mch Go ToMyPC 
and us:ework 

computer remotely 

I 1 _ _. 

.. ~I -----'-----ii 
...... :. . .. ·. 

I . · .... 1 

<1· . J ..1·· > , l /1 ~ -I 
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ERT creates emergency scenarios 

NewGroup ERTCrea.tes 

-Groups follow the four slmple swps below to Crt'.1:e :! new Group, 
-Zones
-Surveys
-Notifications

:l �m,:Gl'Qf,lp .. Gi-o�i,Nitr.i-c-: 
· r hla,�ra ER! MeT'bro J 

-Scenarios

, l - No mil & Desaiption 

. l : Afort Notffkatkm 

:;§;- S.tG't:U:$ 

ii Zvl"l{;;fi­

·if s .. ,rveys 

:� New:.& f{Q-Ji,0-!.H'CCS

-- 7 Rovi,c•,,r,;

Appn:l-\.'il! 

-:.I. f',,,,-i:;,.gh 

- :,f, M..,-i,Mr�

4 . R,:,�f<cw/l,$;:tv¢ 

Scenario Name: 
[ At1anta Hurricane 

S«tn{lriO Oes«Jption: 

. �r.,,p-TY3)t: ar,esc,1<'«-<£i;i {Qf!�-F� PAM��""-�� tre-���fr>r thii-�� 
CJM,.,ltl.W.¥.«$ 

·l;.;itRTMem� 
0�"3�n

- 01:rnpb',_:rj 

l 

Hurric:ane maps, rosou«:es .ind M\\'S feeds inc.-luded for a m�jor hurric.a.r,e 
w.1mlng Of di$ll5\i:f in the Atl-2nta Soath (CgiOl"L 

C:�i,�;J [��0 

FIG. 5C 



Manager approves a 
scenario 

- Minimum number of

signatures required
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Managers approve scenarios 

Nam� i,. Dos�riptlan 

(j' Jfuw�_& R.e-i;ourcej< 

S<�narios must be .,pproved by at l�st on�otlwr ERTMe,nbQrto b� d�ployed 
$.i-!,...;t e,\'1' c, w,.-, ffiT �mb.-f � �k�v iOf �(el,;t a $;:;,;ta,t<> Ap;Hovll R.;qu.-.u vu �=•t

EME.ilGENC'i'Rf:Sf'ONst TWA 
t9 A�iii��y - _ - _
0 8c»Woo --- -- --- - ___ _ •_-_- - _-,-- - _

D oirliSui9� > _ : __ · · 
@ Debbie Sm.'th _ . 
o Ead&l�?: - --

- -- -

□ . fo,i�iie-m.ic.l-;; ; - - ; - - - - - - _, - ,, --_ -
.. 

... ._,__....,,...._., ............ �----.-..�--.. .............. -, 
□ - i-!o?:!1'.h'«�bop � ' << �

You hnve been <l.Ske<(to a pp-rove &he new Emergency Scenario shown below. 
PINSC' revlc-.v trse S«;n,ar!Q dct;aHsc below. When you .'.!rt> finished. clkk tr,i:, App.rove or Otrly :x.i,.011. 
If }'OU dcr.y th� S<;cr:i�nQ.p!�as:e indud<! (0..'1'n-lMB cxp13in,ng 'Nhy, 

.. itit��;,•,�Hcirlil.1tl�uth�O"ff!I�:�}.'." :" ' --,?-·;\\":'/ ; __ . 

•.·�i&m1L•����1�;�:, 

·i£1'.IISE§!i•i��.,
. ,,; ... U!ift',::,ti����\
lMffiEV,£i �0£N¥iS I lndlJ-Ck (he f('(JW(; fol cfetr/ir,g rhfs 5'!!�00 Mft: ... 

� ... '..,,..., . ' 

FIG. 5D 
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Employee Preparation 
-Email notification about stick

-Store in a. safe place

20/35 

,...__.......,:::��...._.,,.,� 

Tcp\'kr.v-� 

Pnx1-uct 
Name 

Graphic 
Deslgn. 
�t 

Employees get prepared 

Brand 
()pp(n.ir:ity.

Product 
Nam-l.

·�
�.·

· 

Foam Insert.,. ·:- - ·. · 

Ht'19(i 

�:-· 

0-mg-·---

Foam!nsert -- ·· 

USSOrive 

FIG. SE 
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Emergency Test: 
w Like the real thing except for a smaller 
group 
- ERT selects a scenario
- ERT activates test scenario
- Select test recipients
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ERTs test scenario 
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Activate emergency 

Emergency Activation I Notification: 

- ERT selects a scenario
- ERT activates emergency scenario
- Approval Requests are issued (optional}
- USS Devices. Sidebar and Web Workplace
actrvated 

ApprQVQ or Drmy Emerg<rn<y Activation 
Ywr �f,p,c,,alts �5-c<'((<HC\tr,t� rt� E�jli'flcy Sltu1!JOO<Atl;l11Jt:! 
Thr.i£Bo:f�Aefiw:tl'.on�W41S-Mf""1U,, )(11-,j��r"(t..«.:rt�-S�c;l: 

P1o.:uc ••¥k--.v<h,c £m<,'i!<*"f <!<t•b ,h�..,.,bc!v«<:..,,,fu!l;,>h<:n�tl 
Bydd:ingAc6ata.)«J>,'tl;b•l�<>n£mco:g,on,..-y�i<mf<K· 
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it:�t�™if�(i 
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Emergency 
Activated/ 

Notifications 
Sent 
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Employee notification 

Employee Emergency Notification 
- Alert Activated
- SMS & Voice Messages Sent
- Employees receive messages:reply and update
contact information
- Plugin USS Device (if available)

Employees 
Receive 

Voice&SMS 
Notifications 

�-

Employees 
Plug in USB 

Device 

FIG. 5H 
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Sidebar 

-Easi�1 accessible
-Displays status. roll call, IM, and directory
-Links to CPS, PC, and workplace

-�:�<'(�<( :' 

lt'�1H1,iv...;s,,.ru,. 

Actlw Ero�g•ncy!Mlami Hurrlane Warning 
AbllltKM<!W�MI�i=.dfuf)W<--

i�';�����#�i��£�!�*����1�::% ;}l t 
f. -��-J
��1;5,·.t.."t":,::\7..c-��i:-

E
��,:�·np•�·"U"M�.-.'j,"'<..�l'J'\$.,=_��:J':�-.f..� 

cJ.,T�-��n,;'f�{if-

-----------�--------�-�--�-�--�----·-----... 

� 

Employee communications center 
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Manager's roll call 

. . . . 

MNOtiN�� : : suRVEYs Hews RSsovRm !,!ESSA�� / 

Manager's Roll Call 
- Get latest roll call and
escalate or communicate 

Roll Call Overview ' 39% : ·. �: �2Wkjj{ .. m. <Olf��s (.S�lfll\;;11;ij)l)nct�<>1rtct 2s���t«, 
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Users use emergency workplace 
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Users collaborate for resources 

Employee Emergency Workplace 
Usage 
-Answer Surveys
-Post and Reply to Message Board
-Access Resources & News

Surveys (2 A�ivc, 3 dos«!) 
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Users communicate with peers 
Communications 

- Search corporate directory
- Inbound phone calls are re-directed from
office to new number
- Place outbound calls
-Chat

A1ilit..">b-.¼Qnh,;:, How are you? 

Click to chat 

B� • • 1 �-v��w�����•.;;����rjl�rB��:{fE���-��::-i,�e, .... _.. . ...,. __ ,::i 

e; ..... _. __ 
eh_���•l'".Mffiti;;:. 
@out�•--�-­
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Click to I 
call I ----------- - . - .. -� 
user I 

??.� 
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Ouetoan.A-�an Flu \=ningfi'om 
fu@ Centerfar Disease Crnt.ml, the 
Miami otfoc:e ,ill be closed 
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1. MIAMI OFFICE CLOSED · • 
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lhe- Center fur Disease Ccnlrot the 
Miam office will be. d'.osecL 
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2.. EAST COAST ADVISORY 
Loren rpsum doer sit: am& Don::,s 
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. ·· .. · < EMERGENCY WORKPLACE

Attentkm! No lntemetconnectlon, 
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(T�YA®fil Help
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We-kom.e. toth.e 
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!========::: 

l'fll'<>WOrd: .. ! ________ __. 
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EMERGENCY WORKPILACE 

Pl�ase l<>g in using your corporate Us@II' [l!.ame atid P.assworo. 
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::======:: 
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C<>mpany JD, 
::=====:::::: 

RSA Numb-wrs '---�---�_,! 
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~r ~_ ......... . 
. · .. EMERGENCY WORKPLACE 

. . . 

Please l@g in trn ng yow corporate !Jser Nam-e and Password. 
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