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IN THE
UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT: Stacey C. Lum, et al.

APPLICATION NO.: Unknown

FILED: November 18, 2008

TITLE: Systems and Methods of Controlling Network Access
EXAMINER: Unknown

GROUP ART UNIT: Unknown

ATTY.DKT.NO.: PA4693US

INFORMATION DISCLOSURE STATEMENT
Under 37 C.EF.R. § 1.56, and 1.97-1.98
SIR:

Pursuant to the provisions of 37 C.F.R. §§ 1.56 and 1.97-98 of the Rules of Practice in
Patent Cases, enclosed herewith is form PTO-SB-08, listing several references. The Examiner is

requested to make these references of official record in the application.

The references cited may be material to examination of the application and are
submitted in compliance with Applicants” duty of disclosure as defined by 37 C.F.R. § 1.56. No
representation is made or intended as to the completeness of this list, nor is the inclusion of any

reference on this list an admission that it is prior art or pertinent to this application.

Copies of foreign and non-patent references were previously provided in U.S. Patent
Application number 10/949,179 filed September 24, 2004, to which the present application

makes a claim of priority under 35 USC 120. As such, copies are not provided herewith.
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Applicants believe no fee is due with this submission. If a fee is due, however, the

Commissioner is hereby authorized to charge any necessary fee to Account Number 06-0600.

Respectfully submitted,
Stacey C. Lum, et al.

November 18, 2008 By: ___/Tam Thanh Pham/
Tam Thanh Pham, Reg. No. 50,565
Carr & Ferrell LLP
2200 Geng Road
Palo Alto, CA 94303
TEL: (650) 812-3400
FAX: (650) 812-3444
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IN THE
UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT(S): Stacey C. Lum, et al.

SERIAL NO.: Unknown

FILED: November 18, 2008

TITLE: Systems and Methods of Controlling Network Access
EXAMINER: Unknown

GROUP ART UNIT: Unknown

ATTY.DKT.NO.: PA4693US

COMMISSIONER FOR PATENTS
P.O. BOX 1450
ALEXANDRIA, VA 22313-1450

List of Co-Pending Patent Applications That May Be Directed
Towards Similar Subject Matter

Examiner's| Serial First-Named Title Filing
Initials | Number Inventor Date
Dynamic address assignment for access
2962 11/227,679  [Stacey Lum control on DHCP networks 9/14/2005
INetwork access control including dynamic
3580 11/433,723  [Stacey Lum [policy enforcement point 5/11/2006
3581 11/433,225  [Stacey Lum INetwork access control management 5/11/2006
8536 11/356,555  [Stacey Lum [Peer Based Network Access Control 02/16/2006
Examiner's Date
Signature:

CISCO SYSTEMS, INC.
FORTINET, INC.

IPR2024-00539

Ex. 1002, p. 5 of 261




IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANTS: Stacey C. Lum, et al.

APPL. NO.: Unknown

FILING DATE: November 18, 2008

TITLE: Systems and Methods of Controlling Network Access
PARENT APPL. NO.: 10/949,179

PARENT FILING DATE: September 24, 2004

PARENT EXAMINER: Hosuk Song

PARENT ART UNIT: 2135

ATTY. DKT. NO.: PA4693US

Statement Regarding Declaration

SIR:

Enclosed with the present continuation patent application is the declaration for
U.S. patent application number 10/949,179 filed on September 24, 2004. U.S. patent application
number 10/949,179 is the parent application of the present continuation patent application.
These documents are being submitted pursuant to 37 C.F.R. § 1.63 whereby a newly executed

oath or declaration is not required in a new continuation application.

Respectfully submitted,
Stacey C. Lum, et al.

November 18, 2008 By: /Tam Thanh Pham/
Tam Thanh Pham, Reg. No. 50,565
Carr & Ferrell LLP
2200 Geng Road
Palo Alto, CA 94303
T: 650.812.3400
F: 650.812.3444
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18/22/2808 16:45 6586230268 INFOEXPRESS PAGE @5

ATTORNEY'S DOCKET NO.: _PA2836US

SUPPLEMENTAL DECLARATION AND
POWER OF ATTORNEY FOR PATENT APPLICATION

As a below named inventor, § bereby declare that:
My residence, post office address and citizenship are as stated below next to my name,

1 believe 1 am an original, first and joint inventor of the subject matter which is claimed and for
which a patent is sought on the invention entitled

“Systems and Methods of Controlling Network Access™

which was filed in the United States Patent and Trademark Officc on September 24, 2004 and
assigned scrial number 10/949,179.

I hereby state that Thave reviewed and understand the contents of the above-identified
specification, including the claims, as amended by any amendment specifically referred to above,

Y acknowledge the duty to disclose information which is maerial to patentability as defined in
Title 37, Code of Federal Regulations, §1.56, including for continuation-in-part applications,
material information which became available between the filing date of the prior application and
the national or PCT interational filing date of the continuation-in-part application.

Ihereby claim foreign priority benefits under Title 35, United States Code §119(a)-(d) or (f) or
§365(b) of any foreign application(s) for patent, inventor's or plant breeder’s rights certificate(s),
or §365(a) of any PCT intemational application which designated at least one country other than
the United States of America, listed below and have also identified below, by checking the box,
any foreign application for patent, inventor's or plant breeder’s rights certificate(s), or any PCT
international application having a filing date before that of the application on which priority is
claimed.

Prior Foreign Application(s):

Foreign Filing Priority Cenified Copy

Number Country Date Claimed? Attached?

NS I | I
(Number) (Country) (MM/DD/IYYYY) Yes No Yes No

I |
(Number) (Country) (MM/DD/YYYY) Yes No Yes No

-1-
CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 7 of 261
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19/22/20808 16:45 6506238268 INFOEXPRESS ) PAGE 86

ATTORNEY'S DOCKET NO.: _PA2836US

1 hereby claim the benefit under Title 35, United States Code §119(e) of any United States
provisional application(s) listed below.

Prior Provisional Applications:

60/505,582 September 24, 2003
(Application Number) : (Filing Date)
60/513.080 : October 21, 2003
(Application Number) (Filing Date)

1 hereby claim the benefit under Title 35, United State$ Code §120 of any United States
application(s), or §365(c) of any PCT Intcrnational application designating the United States,
listed below and, insofar as the subject maticr of each 6f the claimns of this application is not
disclosed in the prior United States or PCT International application in the manner provided by
the first paragraph of Title 35, United States Code §112, I acknowledge the duty to disclose
information which is material to patentability as definéd iv Title 37, Code of Federal
Regulations, §1.56 which became available between the filing date of the prior application and
the national or PCT International filing date of this application. ‘

Prior U.S, or PCT Applications Designating the U.S.: -

(Application Number) (Filing Date) (S}atus -- patented, pending, abandoncd)

(Application Number) (Filing Date) i (Status -- patented, pending, abandoned)

POWER OF ATTORNEY: I hereby appoint the attdrney(s) and/or agent(s) associated with the
customer number 22830 to prosecute this application dnd to transact all business in the Patent
and Trademark Office connected therewith.

SEND ALL CORRESPONDENCE TO:

Customer Number 22830
CARR & FERRELL LLP
2200 Geng Road
Palo Alto, CA 94303
TEL: (650) 8123400
FAX: (650) 812i3444

CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 8 of 261
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10/22/2888 16:45 65862308268 INFOEXPRESS PAGE 87

ATTORNEY'S DOCKET NO.; _PA2B836US

1 hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States
Code and that such willful false statements may jeopardize the validity of the application or any
patent issued thereon.

Full name of first inventor: Stacey C. Lum Citizenship: US.A.
Print First /c.wddlc Name or Initial (if applicable). Last Narme

Inventor's signature: Dated: 10 / (24 / % X
(Permonent ink only) {Date 0f Signature)

Residence Address: _Los Altos, California
(if the inventor livex at a locatlon different than hissher mailing address)

Mailing Address: 170 S. Whisman Road, Suite B, Mountain View. Califomia 94041

(Where the inventor customarily racaivex mall: Number, Street, City, State, Zip Code)

Full name of second inventor: Yuhshiow Alice Lee Citizenship: US.A.
Print First Name, Middlc Nome or Initial (if applicable), Last Name
. / - ..’( . . o
Inventor's signature: __/ o« Dated: __ 2 / > / ¢
{Permanent ink onfy) (Date of Signature)

Residence Address: _Saratopa, California

(if the inventor livex at a lucation different thun his/her mailing address)

Mailing Address: 170 S. Whisman Road. Suite B, Mountain View, California 94041

(Where the invanior cusiomarily recelves mall: Number. Street, City, State, Zip Code)

CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 9 of 261
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18/22/2888 16:45 6506238268 INFOEXPRESS PAGE 89

ATTORNEY'S DOCKET NO.: PA2836

37 CFR §1.56 Duty to disclose information material to patentability.

(4) A patent by its very nature is affected with a public interest. The public interest. is best served, and the
maont cffektive patent examination accurs wiien, at the time an application is being examined, the Office is aware of and
cvaluater the teachings of all information material to patentability. Esch individual associated with the filing and
prosecution of a patent application has a duty of candor and good faith in dealing with the Office, which includcs a duty
to disclose to the Office all information known ta that individual 1o be material to patenuability as defined in this
section. The duty to disclose information exists with rcspect t each pending claim untl the claim is cancelled or
withdrawn from considcration, or the application becomes abandoncd. Information material to the patentsbility of s
olaim that is cuncelled or withdrawn from consideration need not be submitted if the information is not materigl to the
paicnembility of any claim remaining under consideration in the application. There is no duty to submit information
which is hot material to the patcntability of sny existing claim. The duty to discloa¢ a)l information kiown to be
matetial to patentability is deemed to be satisfied if all information known to be material to patcntsbility of any claim
ikrued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§ 1.97(h)-(d) ond
1.98. However, no patent will he granted oh an opplication in connection with which froud on the Officc wag practiced
or attempted or the duty of disclosure was vinlated through bad faith or intentional misconduct. The Office encovrages
applicans to carefully examine:

(1) Prior art cited in search rcpors of a farcign patent office in o counterpart application, and

(2) The clunest infarmation over which individuals associated with the filing ar prosecution of a patent
application belicve any pending claim patcnt-ably defines, to make sure that any matcrial information contained thercio
is disclosed fo the Office.

(b) Under this scction, information is material to patentability when it is not cumulative to information
already of record or being made of record in the application, and

(1) Tt cstablishes, by itself or in combination with other information, a prima facie case of unpatentability of 2
claim; or

(2) It refutes, or is inconsistent with, a position the applicant takes in;

(i) Opposing an argument of unpatentability relicd on by the Office, of

(ii) Asgerting s srgument of patentability. A prima facie case of unpatentability ia established when the
information compcls a conclusion that 3 claim ir unpaleatable under the prepond of evidence, burden-of-praof
standard, giving cach term in the claim its brordest ressonable construction consistent with the specification, and before
sny consideration is given to evidence which may be submiitted in an attcmpt to establish a contrary conclusion of
patentability.

(c) Individuals associated with the filing or prosccution of 4 patent spplication within the meaning of this
section are:

(1) Bach inventor name! in the application;

(2) Each attorney or agent who prepares or prosccuecs the application; and

(3) Every other person who is substantively involved in the preparation or prosceution of the application and
who is aseociuted with the inventor, with the assignee or with anyone to whom there is an obligation to assign the
application.

(d) Individuals other than the attorngy, agent or inventor may comply with {his section by disclosing
information to the attorney, agent. or inventor.

(e) In any continuation-in-part application, the duty under this section includes the duty to disclose to the
Office ull information kpown 1o the person ta be matcrial to putentshility, as defined in paragraph (b) of this scction,
which became available between the filing date of the prior application and the national or PCT intemstional filing date
of the continuationsin-part application.

PA2836US 4
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date 2008-11-18
First Named Inventor | Lum

Art Unit |

Examiner Name | Unknown

Attorney Docket Number |PA4693US

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document :
Figures Appear

1 5968176 1999-10-19 Nessett et al.

2 6834414 2004-12-28 Chiu

3 2519435 1950-08-22 Byrd, Jr.

4 3100664 1963-08-13 Duval

5 1830383 1931-11-03 Bos

6 1860326 1932-05-24 Jackson

7 2131067 1938-09-27 Paden

8 2247592 1941-07-04 Swift
EFS Web 2.1.6
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FORTINET, INC.

IPR2024-00539

Ex. 1002, p. 11 of 261




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date 2008-11-18
First Named Inventor | Lum

Art Unit |

Examiner Name | Unknown
Attorney Docket Number | PA4693US

9 2731056 1956-01-17 Anson

10 | 3701557 1972-10-31 Centofante

11 5010622 1991-04-30 Morita

12 | 4181339 1980-01-01 Rigsby

13 | 4951984 1990-08-28 Huang

14 | 5701635 1997-12-30 Hawkes

15 | 5944368 1999-08-31 Hastings

16 | 5606668 1997-02-25 Shwed

17 6044402 2000-03-28 Jacobson et al.

18 | 6304973 2001-10-16 Williams

19 6393484 2002-05-21 Massarani
EFS Web 2.1.6
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date 2008-11-18
First Named Inventor | Lum

Art Unit |

Examiner Name | Unknown
Attorney Docket Number | PA4693US

20 6363489 2002-05-26 Comay et al.
21 5842002 1998-11-24 Schnurer et al.
22 5968176 1999-10-19 Nessett et al.
23 6745333 2004-06-01 Thomsen

24 6006259 1999-12-21 Adelman et al.
25 6769000 2004-07-27 Akhtar et al.

If you wish to add additional U.S. Paten

t citatio

n information pl

ease click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS
. . . N . Pages,Columns,Lines where
Examiner| Cite _— Kind | Publication Name of Patentee or Applicant
- Publication Number . Relevant Passages or Relevant
Initial No Codel| Date of cited Document )
Figures Appear

1 20060147043 2006-07-06 Mann et al.

2 20020010869 2002-01-24 Kim

3 20030023880 2003-01-30 Edwards et al.
EFS Web 2.1.6
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date 2008-11-18
First Named Inventor | Lum

Art Unit |

Examiner Name | Unknown
Attorney Docket Number | PA4693US

4 20030046586 2003-03-06 Bheemarasetti et al.
5 20030126464 2003-07-03 McDaniel et al.
6 20030208694 2003-11-06 Fang

7 20040054926 2004-03-18 Ocepek et al.

8 20040098610 2004-05-20 Hrastar

9 20040103314 2004-05-27 Liston

10 | 20040162994 2004-08-19 Cohen et al.

11 20040181690 2004-09-16 Rothermel et al.
12 | 20040243835 2004-12-02 Terzis et al.

13 | 20050027837 2005-02-03 Roese et al.

14 | 20050050365 2005-03-03 Seki et al.

EFS Web 2.1.6
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date 2008-11-18
First Named Inventor | Lum

Art Unit |

Examiner Name | Unknown
Attorney Docket Number | PA4693US

15 (20050278775

2005-12-15 Ross

16 [ 20060095968

2005-05-04 Portolani et al.

17 [ 20060161970

2006-07-20 Hopen et al.

18 (20060164199

2006-07-27 Gilde et al.

19 (20070064689

2007-03-22 Shin et al.
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SYSTEMS AND METHODS OF CONTROLLING NETWORK ACCESS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation and claims the priority benefit of U.S.
Patent Application No. 10/949,179 filed September 24, 2004, and entitled “Systems and
Methods of Controlling Network Access,” which claims the priority benefit of U.S.
Provisional Patent Application No. 60/505,582 filed September 24, 2003 and entitled
“Gatekeeper Inventions for Controlling Access to a Corporate Network” and U.S.
Provisional Patent Application No. 60/513,080 filed October 21, 2003 and entitled
“Gatekeeper Invention for Controlling Access to a Corporate Network Using 802.1x”
the disclosures of the aforementioned applications being incorporated herein by

reference.

BACKGROUND

1. Field of the Invention

[0002] The invention is in the field of computing systems and more specifically in

the field of network security.

2. Description of the Related Art

[0003] Several approaches to controlling external access to computing networks
have been developed. The goals in developing these approaches include limiting access
to authorized users and assuring that computing devices employed by these users do
not include malicious computing code such as viruses, worms, or Trojan horses. The
need for access control has grown with users’ demands for accessing secure networks
over the Internet and from personal devices such as laptop computers and personal

digital assistants.
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[0004] A first level of access control is achieved by requiring authentication of a
user. This may be accomplished by requiring the user to enter a username and
password or by reading a MAC address or other identifying information from an access
device. In some systems, a network switch is programmed to grant access to a secure
network only after proper authentication is achieved. Syétems capable of using this
approach include those using a proprietary VMPS protocol from Cisco Systems, Inc. of
San Jose, Calif. or using a IEEE 802.1x standard protocol.

[0005] Reliance on mere user authentication includes several disadvantages. For
example, there are no provisions to assure that an access device used by the
authenticated user meets network security policies. The access device may have out-of-
date virus software, may have security vulnerabilities, or may be otherwise
compromised. Further, this approach requires that access points (e.g., network
switches) support one of a specific set of access protocols. Because many access points
do not support VMPS, 802.1x, or a similar protocol, implementation of this approach on
a large preexisting network, such as a corporate network, may be prohibitively
expensive.

[0006] A greater level of access control may be achieved by including a gatekeeper
between the secure network and the access device. The gatekeeper is configured to
ensure that the access device conforms to a predetermined security policy. FIG. 1is a
block diagram of a Secure Network, generally designated 100, including two instances
of a Gatekeeper 110 each associated with a different instance of an Access Point 120.
Secure Network 100 further includes, as an illustrative example, a network File Server
130, a Network PC (personal computer) 140 and a Printer 150 included in and connected
via, a local area network designated LAN 125.

[0007] Each instance of Access Point 120 may include a large number of individual
communication ports. These ports are used to connect through GateKeeper 110 to other
elements within Secure Network 100 such as File Server 130 or LAN 125. Large

corporate networks may include many instances of Access Point 120, each including
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hundreds of individual communication ports and being associated with an instance of
GateKeeper 110.

[06008] Some instances of Access Point 120 are capable of supporting virtual local
area networks (VLANSs). VLANS are generated by associating communication ports
within Access Point 120 with separate virtual networks. For example, one Access Device
160 may be placed on a different VLAN than another Access Device 160 by assigning the
communication ports of Access Point 120 to separate VLANSs. From the point of view of
these devices, the effect of a VLAN is equivalent to having a separate hardwired
network.

[0009] GateKeeper 110 is configured to control access to Secure Network 100. In
addition to authenticating users who wish to access Secure Network 100 using an Access
Device 160, GateKeeper 110 is configured to ensure that Access Device 160 conforms to a
predetermined security policy, before granting access to Secure Network 100. For
example, GateKeeper 110 may make certain that Access Device 160 has up-to-date virus
software and encryption protocols as proscribed by the security policy. Once
GateKeeper 110 has verified that Access Device 160 satisfies the security policy, Access
Device 160 is allowed to communicate through GateKeeper 110 to LAN 125.

[0010] A disadvantage of the use of GateKeeper 110, as practiced in the prior art, is
that all communications between Access Device 160 and LAN 125 pass through
GateKeeper 110. For large networks including many instances of Access Point 120, each
of which may include many communication ports, this can be a significant burden. The
use of one instance of GateKeeper 110 to support numerous instances of Access Device
160 is limited by bandwidth and required sophistication (e.g., cost) of GateKeeper 110.

It is undesirable for GateKeeper 110 to become a limiting factor on the bandwidth of
communication between instances of Access Device 160 and Secure Network 100.
Further, the use of a separate GateKeeper 110 for each instance of Access Device 160 or
Access Point 120 is often prohibitively expensive. Even if a separate GateKeeper is used
for each Access Point 120, there is no isolation between compliant and non-compliant

Access Devices 160 which are attached to the same Access Point 120.
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[0011] There is, therefore, a need for improved systems and methods of controlling

access to secure networks.
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SUMMARY OF THE INVENTION

[0012] Systems and methods of the invention include a protected network
physically or logically divided into a restricted subset and one or more less-restricted
subsets. Requests from an access device for access to the less-restricted subset are first
passed to the restricted subset. Elements (e.g., a gatekeeper) of the restricted subset are
then used to apply security policies to the access device and if security policies are
satisfied, the access device is granted access to a less-restricted subset of the protected
network. The passing of access requests to the restricted subset and granting of access
are accomplished by configuring and reconfiguring a communication port of an access
point. After access is granted, further communication between the access device and the
protected network can include access to the less restricted subset.

[0013] Typically, the less-restricted subset of the protected network and the
restricted subset of the protected network are characterized by Virtual Local Area
Networks (e.g., VLANS) defined within the access point and optionally by access control
lists (ACL) of a router, firewall, or switch situated between the VLAN and the protected
network. Different VLANSs within the same access point, or within different access
points, may be configured to characterize a plurality of restricted subsets and/or a
plurality of less-restricted subsets within the protected network. A communication port
of the access point is configured such that network traffic directed at the protected
network is initially passed through a restricted VLAN rather than through a less-
restricted VLAN. The restricted VLAN allows network traffic to pass to the restricted
subset of the protected network and is typically restricted in the sense that it only allows
access to elements of the protected network that are configured to communicate with an
access device whose security characteristics are unknown or questionable. In contrast,
the less-restricted VLAN allows access to the less-restricted subset of the protected
network and, in typical embodiments, to elements of both the less-restricted subset and
the restricted subset. For example, the restricted VLAN allows traffic to pass to a

gatekeeper configured to receive requests for access to the less-restricted VLAN, and to
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determine if, and to what extent, access may be allowed. To grant access, the gatekeeper
sends commands to the access point in order to reconfigure a communication port to
which the access device is connected. The reconfiguration typically includes reassigning
the communication port from the restricted VLAN to the less-restricted VLAN.

[0014] Subsequent to reconfiguration of the communication port, network traffic can
pass from the access device through the less-restricted VLAN to elements of both the
less-restricted subset and (optionally) the restricted subset. This network traffic need
not pass through the gatekeeper. Thus, in various embodiments of the invention a
gatekeeper is used to grant access to the less-restricted subset, and after access has been
granted, most network traffic does not need to pass through the gatekeeper. For
example, in some embodiments, the gatekeeper only receives requests to access the less-
restricted network and data regarding access to and security of the protected network.
This data may be received from administrators, access devices, access points, routers,
and/or other devices on the network. These limited communications with gatekeeper
occur both before and after reconfiguration of the communication port, and eliminate a
significant disadvantage associated with the use of prior art gatekeepers.

[0015] Various embodiments of the invention include a computing network
comprising a less-restricted subset of the computing network, access to the less-
restricted subset being responsive to a first VLAN, a restricted subset of the computing
network including a gatekeeper, the gatekeeper configured to receive requests for access
to the less-restricted subset from an access device and to issue commands configured to
allow access to the less-restricted subset, access to the restricted subset of the computing
network being responsive to a second VLAN, and at least one access point including a
communication port configurable for communication with the less-restricted subset or
alternatively for communication with only the restricted subset, configuration of the
communication port including association of the communication port alternatively with
the first VLAN or the second VLAN, configuration of the communication port being

responsive to the commands issued by the gatekeeper. Other elements are optional.
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[0016] Various embodiments of the invention include a network gatekeeper
comprising at least one security policy including requirements that must be satisfied
before an access device is granted access to a less-restricted subset of a protected
network, a policy auditor configured to audit an access device using the at least one
security policy, in response to a request to access the less-restricted subset of the
protected network, the request being sent from the access device to the gatekeeper via a
communication device, and an access control configured to reconfigure the
communication device such that data sent from the access device can be received by the
less-restricted subset of the protected network rather than merely a restricted subset of
the protected network, if the audit results in a determination that the access device
meets the requirements of the at least one security policy, the restricted subset of the
protected network including the gatekeeper. Other elements are optional.

[0017] Various embodiments of the invention include a method of granting access to
a protected network, the method comprising receiving a request for access to a less-
restricted subset of the protected network from an access device external to the
protected network, the request being received through a communication port of an
access point, the communication port configured for communicating between the access
device and a restricted subset of the protected network, the restricted subset including a
gatekeeper, applying a security policy to the access device, responsive to the request,
and reconfiguring the communication port for communicating between the access
device and the less-restricted subset of the protected network, if requirements of the
security policy are satisfied. Other steps are optional.

[0018] Various embodiments of the invention include a method of granting access to
a protected network, the method comprising receiving a first communication from an
access device at a communication port, the communication port being configured to pass
the first communication to a restricted subset of the protected network, the restricted
subset including a gatekeeper configured to enforce security policy for access to a less-
restricted subset of the protected network, receiving a command from the gatekeeper,

the command being responsive to the received first communication and being
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configured to reconfigure the communication port to communicate data to the less-
restricted subset of the protected network, configuring the communication port to
communicate data to the less-restricted subset of the protected network rather than
merely the restricted subset of the protected network, responsive to the received
command, and receiving a second communication from the access device at the
communication port, the communication port now being configured to pass the second
communication to the less-restricted subset of the protected network. Other steps are
optional.

[0019] Various embodiments of the invention include a computing network
comprising means for dividing the computing network into a restricted subset and a
less-restricted subset, means for receiving a request at the restricted subset, the request
being to access the less-restricted subset, means for enforcing a security policy in
response to the request, and means for allowing communication to the less-restricted
subset, responsive to the enforcement of the security policy, the communication to the
less-restricted subset not necessarily passing through the restricted subset. Other
elements are optional.

[0020] In various embodiments of the invention the restricted subset of a computing
network includes elements configured to communicate with access devices having an
unknown or questionable security status, and the less-restricted subset of the computing
network includes those elements of the computing network not included in the

restricted subset.
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BRIEF DESCRIPTION OF THE FIGURES

[0021] FIG. 1is a block diagram of a prior art computing network;

[0022] FIG. 2 is a block diagram of a protected network, according to various
embodiments of the invention;

[0023] FIG. 3A is a block diagram showing further details of an access point, router
and gatekeeper of FIG. 2, according to various embodiments of the invention;

[0024] FIG. 3B is a block diagram showing further details of the access point, router
and gatekeeper of FIG. 2, after access has been granted to a less-restricted subset of a
protected network, according to various embodiments of the invention; and

[0025] FIG. 4 is a flowchart illustrating a method of granting access to a protected
network, according to various embodiments of the invention.

[0026] FIG. 5 is a block diagram showing EAP over 802.1x/Radius.

[0027] FIG. 6A is a block diagram showing a client in authentication state.

[0028] FIG. 6B is a block diagram showing a server in authentication state.

[0029] FIG. 7 is a block diagram showing a server changing to audit state.

[0030] FIG. 8A is a block diagram showing a server in audit state.

[0031] FIG. 8B is a block diagram showing a client responding to audit requests.
[0032] FIG. 9 is a block diagram showing a system in 802.1x mode where normal

traffic does not traverse CGS.
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DETAILED DESCRIPTION

[0033] Access to a protected computing network is controlled by manipulating a
communication port within an access point. When an access request is first received, the
communication port is configured to pass the request to a restricted subset of a protected
computing network. This restricted subset includes a gatekeeper configured to
administer a security policy governing access to those parts of the protected computing
network that are not part of the restricted subset. Those parts of the protected
computing network that are not part of the restricted network are considered to be in a
less-restricted subset. The less-restricted subset being less restricted relative to the
restricted subset in terms of what elements may be included in each subset. If the device
requesting access satisfies requirements of the security policy, then the gatekeeper sends
commands to the access point in order to reconfigure the communication port through
which the access request was received. The communication port is reconfigured such
that further communication from the access device is passed to the less-restricted subset
as well as, optionally, the restricted subset. In some embodiments, the less-restricted
subset and the restricted subset are characterized by VLANSs defined within the
protected network.

[0034] FIG. 2 is a block diagram of a Protected Network 200, according to various
embodiments of the invention. Protected Network 200 is either physically or logically
divided into a Restricted Subset 205 and a Less-Restricted Subset 210. Access to
Protected Network 200 is possible through an Access Point 215 (a communication
device) and an optional Router 220. As is described further herein this access is under
the control of a GateKeeper 225. GateKeeper 225 is configured to enforce a security
policy against one or more Access Device 230 requesting access to Less-Restricted Subset
210. Typically, Less-Restricted Subset 210 and Restricted Subset 205 are characterized by
VLAN settings within Access Point 215. Access Device 230 and Access Point 215 are

connected by a communication channel such as a cable, the Internet, a telephone
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network, other computing network, and/or the like. In some embodiments, a network
access server (not shown) is included between Access Device 230 and Access Point 215.
[0035] In various embodiments, Protected Network 200 includes a corporate
network, telephone network, private network, local area network, wide area network,
wireless network, communication network, government network, university network,
and/or the like. Restricted Subset 205 is a subset of Protected Network 200 including at
least GateKeeper 225. In some embodiments, Restricted Subset 205 further includes a
DHCP (dynamic host configuration protocol service) 260 configured to assign and
manage network addresses, and/or an Update Module 255 configured for providing
security updates to Access Device 230. For example, in one embodiment, Restricted
Subset 205 includes a server configured to function as DHCP 260 and a server
configured to function as GateKeeper 225. In one embodiment, Restricted Subset 205
includes a single computing device configured to function as both Update Module 255
and GateKeeper 225.

[0036] Less-Restricted Subset 210 includes those elements of Protected Network 200
not included in Restricted Subset 205. Less-Restricted Subset 210 optionally includes
devices such as a File Server 235, a Network PC 240, a Printer 245, or the like. In some
embodiments, Protected Network 200 includes elements having a hierarchy of access
restrictions. For example, access to Network PC 240 may require a higher level of
authority than access to File Server 235. In this case, as described further herein, access
control lists within Router 220 are optionally used to independently control access to
specific devices within Less-Restricted Subset 210. Protected Network 200 may be large,
including tens, hundreds, or thousands of devices. The hierarchy of access restrictions
may be enforced by a hierarchical set of security policies defined using Policy Manager
250. In various embodiments, Router 220 and Access Point 215 may be considered part
of Restricted Subset 205 or Less-Restricted Subset 210.

[0037] GateKeeper 225 is configured to enforce one or more security policies against
an instance of Access Device 230 attempting to access Protected Network 200. The

security polices may include requirements for user identification such as user names and
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passwords, configuration requirements relating to the configuration of Access Device
230, application requirements relating to applications running on Access Device 230, or
the like. For example, in one embodiment GateKeeper 225 is configured to enforce a
security policy that requires a user of Access Device 230 to provide a username and
password, requires Access Device 230 to be running an operating system with specific
security patches installed, requires that Access Device 230 not be connected to any
insecure devices, and requires that Access Device 230 have current antivirus software
installed.

[0038] In some embodiments, GateKeeper 225 is configured to enforce several
alternative security policies having different levels of requirements, and to determine
which security policy to enforce based on the identity of Access Device 230, the identity
of a user of Access Device 230, those elements of Less-Restricted Subset 210 to which
access is requested, and/or the like. For example, a request to access File Server 235 may
have to satisfy a security policy that includes scanning Access Device 230 for malicious
code, while a request to access Printer 245 may have to satisfy a security policy that
includes establishing a user identity. Security policies may be stored on GateKeeper 225,
on Policy Manager 250, or elsewhere accessible to Restricted Subset 205.

[0039] In some embodiments, a single instance of GateKeeper 225 is configured to
ma‘nage access through more than one Access Point 215 and/or to manage access to more
than one Protected Network 200. As is described further herein, management of Access
Point 215 is accomplished by configuring and reconfiguring one or more communication
ports within Access Point 215, and optionally setting access control lists within Router
220. In some embodiments Protected Network 200 includes a plurality of Access Point
215, a plurality of GateKeeper 225 and/or a plurality of Restricted Subset 205. Further
details of GateKeeper 225 and Access Point 215 are discussed below.

[0040] Access Device 230 is a computing device configured to operate as an end
point (EP) in a communication channel including Access Point 215 and Access Device
230. In various embodiments, Access Device 230 is a personal computer, a personal

digital assistant, a telephone, a wireless device, a communication device such as a
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router, Ethernet card, wireless card, another access point, a network device, or the like.
Access Device 230 is optionally identified by a MAC address, by a cookie, by data stored
on Access Device 230, by a user name, an IP address, a network address, or the like.
[0041] In some embodiments, Access Device 230 is configured to execute a software
and/or hardware agent for communicating with GateKeeper 225. For example, in one
embodiment, Access Device 230 includes an agent configured to monitor code running
on Access Device 230 and report any suspicious code to GateKeeper 225. In another
example, Access Device 230 may include software and/or hardware configured to
monitor other devices connected to Access Device 230 and to report information about
these devices (e.g., their security statuses or MAC addresses) to GateKeeper 225.

[0042] Policy Manager 250 is configured to centrally create, update, and distribute
security policies enforced by one or more GateKeeper 225. For example, in various
embodiments, Policy Manager 250 is configured to manage passwords, to specify access
privileges, to specify requirements of security policies, or the like. In some
embodiments, Policy Manager 250 is configured to establish several security policies and
to specify conditions under which each of the security policies should be used. For
example, a security policy may be selected for use responsive to a device type of Access
Device 230 and/or the elements of Protected Network 200 to which access has been
requested.

[0043] Update Module 255 is configured for remotely modifying Access Device
230, or a device connected to Access Device 230, in order to improve compliance with a
security policy. For example, if it is found that Access Device 230 includes out-of-date
antivirus software, then Update Module 255 may facilitate updating of the antivirus
software on Access Device 230. In some embodiments, Update Module 255 is
configured to update an agent executing on Access Device 230. Update Module 255 is
optionally included in Less-Restricted Subset 210 or external to Protected Network 200.
Update Module 255 optionally operates responsive to a security policy and/or to
GateKeeper 225.

13
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[0044] FIG. 3A is a block diagram showing further details of Access Point 215,
Router 220 and GateKeeper 225, according to various embodiments of the invention.
Access Point 215 is, for example, a network switch, a wireless access point, a remote
access virtual private network (VPN), secure socket layer VPN, firewall, or the like.
When embodied in a network switch, Access Point 215 includes a series of
communication ports, designated Ports 305A-305G and configured for communication
with devices such as Access Device 230, Router 220, Less-Restricted Subset 210 and/or
Restricted Subset 205.

[0045] Communication received at one member of Ports 305A-305G is directed
internally to another member of Ports 305A-305G via a member of VLANSs 310A-310D.
VLANSs 310A-310D are logical associations between members of Ports 305A-305G.
Typically, any members of Ports 305A-305G that are configured to be associated with the
same member of VLANs 310A-310D are in bi-directional communication with each
other. These associations are illustrated in FIGs. 3A and 3B by Lines 315. For example,
with Ports 305A-305G configured as shown in FIG. 3A, communication from Access
Device 230 and received at Port 305A is directed to Port 305F because Port 305A and
Port 305F are both associated with VLAN 310C. (In some embodiments of Access Point
215, a member of VLANs 310A-310D may be configured such that some members of
Ports 305A-305G, even if associated with the same VLAN, are hidden from each other.
For example, in these embodiments, both Ports 305A and 305B may be in
communication with Port 305F but not with each other.)

[0046] The associations between members of Ports 305A-305G and VLANSs 310A-
310D are controlled by Switch Logic 317 which is accessible to other devices, for example
through Port 305G. Switch Logic 317 is configured for configuring and reconfiguring
members of Ports 305A-305G responsive to received commands. For example, by
receiving an appropriate command, Switch Logic 317 is configured to reconfigure Port
305A to be associated with VLAN 310A, as illustrated in FIG. 3B below. In this
configuration, data received at Port 305A is directed to Port 305D via VLAN 310A, rather
than to Port 305F.
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[0047] As is discussed further below, the commands received by Switch Logic 317
may be generated by GateKeeper 225. This communication between GateKeeper 225
and Switch Logic 317 may be accomplished using SNMP (Simple Network Management
Protocol), telnet, SSH (Secure Shell), RADIUS (Remote Authentication User Dial-In
Service), EAP (Extensible Authentication Protocol), or the like.

[0048] In some embodiments, Switch Logic 317 includes a memory (not shown)
configured to store the status of Ports 305A-305G and/or identification data regarding
Access Device 230. This identification data may include, for example, MAC addresses,
IP (internet protocol) addresses, or other data that may be used to identify Access Device
230 or data sent by Access Device 230.

[0049] Data passed through members of Ports 305D-305G are received by Router 220
and may be communicated to other elements of Protected Network 200 responsive to
access control lists (ACL 340A-340D) associated with Ports 335A-335D of Router 220.
ACL 340A through 340D are each communication filters that deny or allow
communication to be passed to specific elements or sets of elements within Protected
Network 200. For example, ACL 340C may be an access control list that specifically
allows communication to network addresses used by GateKeeper 225 and DHCP 260,
and blocks communication to all other network addresses. In this case, communication
through Port 335C of Router 220 would only be allowed to reach these elements of
Restricted Subset 205 and would not be allowed to reach elements of Less-Restricted
Subset 210.

[0050] ACL 340A-340D of Router 220 may be used to limit communication from
Access Device 230 to specific elements of Protected Network 200. For example, in the
embodiments illustrated by FIG. 34, if ACL 340C is configured to restrict
communication to Restricted Subset 205, and Ports 305A-305C are associated with
VLAN 310C as indicated by Lines 315, then communication via these members of Ports
305A-305G will be restricted to Restricted Subset 205. In typical embodiments, at least
one member of ACL 340A-340D is configured to allow communication to Restricted
Subset 205 but not to Less-Restricted Subset 210. As is discussed further herein, by
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reconfiguring a member of Ports 305A-305C to be associated with a different member of
VLANSs 310A-310D, not subject to the filtering of ACL 340C, communications from
Access Device 230 can be directed to elements within Less-Restricted Subset 210, and
optionally Restricted Subset 205, rather than merely to Restricted Subset 205.

[0051] When Access Point 215 is embodied in a wireless access point, some or all of
Ports 305A-305G may be wireless connections rather than physical ports. In these
embodiments, Lines 315 may represent logical associations used to control data flow
between wireless connections to Access Point 215 and/or members of Ports 305A-305G
that are physical communication ports. For example, in some embodiments, MAC
addresses are used to distinguish wireless communications from different instances of
Access Device 230 and the logical associations (represented by Lines 315) are used to
direct these communications to various output channels. The output channels may be
other wireless connections or physical members of Ports 305A-305G. These logical
associations may be altered by Switch Logic 317 just as associations with members of
VLANSs 310A-310D are modified. Therefore, the teachings herein that use a network
switch as an example of Access Point 215, apply equally to wireless access points.
[0052] Switch Logic 317 is controlled by an Access Control 320 included in
GateKeeper 225. Access Control 320 is configured to send commands to Switch Logic
317 in order to reconfigure members of Ports 305A-305G. This reconfiguration includes
modifying the association of members of Ports 305A-305G with different members of
VLANSs 310A-310D. In some embodiments, as described further herein, Access Control
320 is also configured to read a status of members of Ports 305A-305G and/or device
identification data from Switch Logic 317.

[0053] Access Control 320 is responsive to a Policy Auditor 325 included in
GateKeeper 225. Policy Auditor 325 is configured to receive a request for access to Less-
Restricted Subset 210 from Access Device 230, to determine which of Security Policy
330A or optional Security Policy 330B applies to the current request, to perform a
security audit of Access Device 230 based on the appropriate member of Security

Policies 330A-330B, and to notify Access Control 320 if the audit is passed. This notice
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typically causes Access Control 320 to reconfigure a member of Ports 305A-305G using
Switch Logic 317. For example, in some embodiments, if Security Policy 330A applies
and if Access Device 230 satisfies requirements of Security Policy 3304, then Policy
Auditor 325 provides a notice to Access Control 320. In response, Access Control 320
sends appropriate commands to Switch Logic 317. These commands cause changes in
Port 305A, such that communication from Access Device 230 is no longer blocked by
ACL 340C and can now be received by elements of Less-restricted Subset 310. In
alternative embodiments, Security Policies 330A-330B are stored elsewhere in Protected
Network 200 accessible to Policy Auditor 325. Restricted Subset 205 optionally includes
one, two, or more security policy, such as Security Policies 330A-330B.

[0054] FIG. 3B is a block diagram showing further details of Access Point 215,
Router 220 and GateKeeper 225 of FIG. 2, after access has been granted to elements of
Less-Restricted Subset 210, according to various embodiments of the invention. Port
305A has been reconfigured to be associated with VLAN 310A rather than VLAN 310C.
Because VLAN 310A is communicatively coupled to Port 305D and Port 335A (of Router
220) via ACL 340A, any communication received at Port 305A from Access Device 230 is
now subject to the filtering effects of ACL 340A rather than ACL 340C. If ACL 340A
allows communication to network addresses associated with one or more elements of
Less-Restricted Subset 210, the above reconfiguration of Port 305A results in a granting
of access to Less-Restricted Subset 210 from Access Device 230. In some embodiments, if
ACL 340A is configured to allow access to members of Less-Restricted Subset 210 it is
also configured to allow access to members of Restricted Subset 205. Once Port 305A
has been reconfigured to be associated with VLAN 310A, future general network traffic
between Access Device 230 and Less-Restricted Subset 210 may pass through Ports
305A, 305D and 335A without passing through GateKeeper 225 or other elements of
Restricted Subset 205. Further, communication related to access to security of Protected
Network 200 may still be received by GateKeeper 225 via Port 305A. For example,

GateKeeper 225 may still receive control traffic such as DNS lookups or DHCP requests,
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or requests to access additional elements of Protected Network 200, or requests to
continue to access the Less-Restricted Subset 210.

[0055] In some embodiments, members of VLAN 310A-310D and ACL 340A-340D
are optionally used to grant or bar access to different subsets of Protected Network 200,
Less-Restricted Subset 210, or Restricted Subset 205. For example, ACL 340B may be
configured to grant access to File Server 235, Policy Manager 250 and GateKeeper 225.
In this case, associating a member of Ports 305A-305C with VLAN 310B may provide
access to these devices from an instance of Access Device 230. Granting of access to a
specific region of Less-Restricted Subset 210 is optionally responsive to which member
of Security Policies 330A-330B has been satisfied.

[0056] FIG. 4 is a flowchart illustrating a method of granting access to Less-
Restricted Subset 210 (FIG. 2), according to various embodiments of the invention. In
these embodiments, an Update Port Log Step 410 and a Restrict Port Step 420 are used to
prepare an open (unused) communication port on Access Point 215 for receiving a
request for access to Less-Restricted Subset 210. This request is received from Access
Device 230 in a Receive Access Request Step 430. In response, GateKeeper 225
authenticates a user, obtains audit data, and applies a security policy in an Authenticate
User Step 440, an Obtain Audit Data Step 450 and an Apply Security Policy Step 460,
respectively. If the security policy is satisfied, then in a Reconfigure Port Step 470,
GateKeeper 225 reconfigures the communication port of Access Point 215 to which
Access Device 230 has connected. Finally, the reconfigured communication port is used
to pass communication between Access Device 230 and one or more element of Less-
Restricted Subset 210 in a Communicate Step 480. Further details of these steps are
discussed herein.

[0057] In Update Port Log Step 410, Access Control 320 reads port configuration
data from Access Point 215 to determine the current configuration of Ports 305A-305G.
If any of Ports 305A-305G have been configured by an administrator of Access Point 215,
then in Update Port Log Step 410 the administrator specified configuration(s) are stored

for later use during Reconfigure Port Step 470. Typically, the read configuration data is
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stored in a port configuration table, for example within GateKeeper 225. Update Port
Log Step 410 is optional, as discussed further herein.

[0058] In Restrict Port Step 420, Access Control 320 configures those members of
Ports 305A-305G that may be accessed by external devices, such as Access Device 230.
These communication ports are configured to be associated with VLAN 310C such that
any data (e.g., communications) they receive from external devices are directed to Port
305F and, thus, to subject to ACL 340C. ACL 340C is configured to allow
communication to, for example, DHCP 260 and GateKeeper 225. As a result, any
requests for access received from external devices are prevented from reaching Less-
Restricted Subset 210 and instead are received by elements of Restricted Subset 205.
Restrict Port Step 420 results in a configuration such as that illustrated in FIG. 3A. In
this configuration, those members of Ports 305A-305G that may be accessed by external
devices include Port 305A, Port 305B and Port 305C. As a result of Restrict Port Step 420,
these members of Ports 305A-305G are associated with VLAN 310C and
communicatively coupled to Protected Network 200 through ACL 340C. Restrict Port
Step 420 is optional, for example when members of Ports 305A-305C have been
configured to communicate data to elements of Restricted Subset 205 by an
administrator of Access Point 215.

[0059] In Receive Access Request Step 430, a request for access to Less-Restricted
Subset 210 is received at one of Ports 305A-305C configured to pass data to DHCP 260
and Gatekeeper 225. Typically, this request is received from an external device such as
Access Device 230. Because Port 305A, Port 305B and Port 305C are configured to pass
data to DHCP 260 and Gatekeeper 225, the received access request passes through
Access Point 215 and is received by either DHCP 260 or Gatekeeper 225 In typical
embodiments, an initial access request is first acknowledged by DHCP 260 which
assigns a dynamic network address (e.g., IP address) to Access Device 230 and returns,
to Access Device 230, a network address associated with GateKeeper 225 or more
specifically Policy Auditor 325. Using this network address, Access Device 230 may

engage in further communication with GateKeeper 225 or Policy Auditor 325. In some
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embodiments, DHCP 260 and instances of GateKeeper 225 are associated with a local
domain name service configured to provide network addresses associated with a
particular instance of GateKeeper 225 configured to manage (reconfigure) the particular
Access Point 215 to which Access Device 230 is connected.

[0060] In optional Authenticate User Step 440, Policy Auditor 325 authenticates the
identity of Access Device 230 and/or a user of Access Device 230. This authentication
may be required by a member of Security Policies 330A-330B. In various embodiments,
the authentication may include receipt of a user name and password, receipt of a MAC
address, reading of data stored on Access Device 230, communication with an agent
executing on Access Device 230, or the like.

[0061] In optional Obtain Audit Data Step 450, Policy Auditor 325 collects further
data to perform a security audit of Access Device 230 responsive to Security Policy 330A
or Security Policy 330B. In some embodiments, Obtain Audit Data Step 450 includes
sending system data requests to Access Device 230, Router 220, or Access Point 215. The
requested system data may include, for example, operating system status (version,
updates, etc.), antivirus software status, information concerning devices connected to
Access Device 230, Windows registry information, MAC address, IP addresses, cookies,
status of applications executing on Access Device 230, or the like.

[0062] In some embodiments, Obtain Audit Data Step 450 is facilitated by an agent
running on Access Device 230. For example, Access Device 230 may include a software
agent configured to monitor local security and to report results of this monitoring to
Policy Auditor 325.

[0063] In Apply Security Policy Step 460, a security audit of Access Device 230 is
performed by Policy Auditor 325 responsive to a member of Security Policy 330A or
Security Policy 330B. The particular member of Security Policy 330A or Security Policy
330B used to perform the audit may be responsive to the identity of Access Device 230,
an identity of a user of Access Device 230, a part of Less-Restricted Subset 210 to which
access is requested, or the like. The security audit typically includes determining if

Access Device 230 satisfies requirements of the security policy. The security audit

20

CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 46 of 261
FORTINET, INC.




optionally includes active probing, scanning, and/or collection of third party data
regarding Access Device 230. In some embodiments, Authenticate User Step 440 is
considered part of the security policy audit.

[0064] As is discussed further herein, in some embodiments, satisfaction of all the
requirements of a particular security policy results in access to Less-Restricted Subset
210, while satisfaction of a subset of the requirements associated with the particular
security policy is considered partial satisfaction of the security policy and may result in a

more limited access to Less-Restricted Subset 210.

[0065] In some embodiments, Apply Security Policy Step 460 includes using Update
Module 255 (FIG. 2) to overcome deficiencies in the security of Access Device 230. For
example, in one embodiment, Apply Security Policy Step 460 includes updating
antivirus software on Access Device 230 in response to a security audit that determined
that the current antivirus software is out-of-date.

[0066] In Reconfigure Port Step 470, the communication port of Access Point 215, to
which Access Device 230 is communicatively connected, is reconfigured responsive to a
successful security audit in Apply Security Policy Step 460. This communication port is
reconfigured such that data received by the communication port is passed to one or
more elements of Less-Restricted Subset 210 rather than merely elements of Restricted
Subset 205 (e.g., GateKeeper 225). For example, FIG. 3A shows Port 305A prior to
execution of Reconfigure Port Step 470 and FIG. 3B shows Port 305A following
execution of Reconfigure Port Step 470. In FIG. 3B, Port 305A is associated with VLAN
310A and, thus, communicatively coupled through Port 305D to Protected Network 200
subject to the restrictions of ACL 340A. The restrictions of ACL 340A allow access to all
or part of Less-Restricted Subset 210, as well as optionally all or part of Restricted Subset
205.

[0067] In typical embodiments, reconfiguration of Port 305A is accomplished by
sending commands from Access Control 320 to Switch Logic 317. These commands or
responses to requests from Switch Logic 317 are optionally sent via SNMP, telnet, SSH,

RADIUS, EAP, or the like, and are responsive to data received in Authenticate User Step
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440 and Obtain Audit Data Step 450, and/or to the security audit performed in Apply
Security Policy Step 460. In response to these commands, Switch Logic 317 configures
Port 305A to be associated with VLAN 310A and, thus, communicate through Port 305D.
[0068] While access control lists (ACL 340A-340D) within Router 220 are typically
configured prior to Receive Access Request Step 430, in some embodiments, Reconfigure
Port Step 470 further includes configuring one or more members of ACL 340A-340D. In
alternative embodiments, reconfiguring of members of ACL 340A-340D may be used to
grant access to elements of Less-Restricted Subset 210 as an alternative to associating
members of Ports 305A-305G to different members of VLANSs 310A-310D.

[0069] Access Control 320 may selectively grant access to different parts of Protected
Network 200 if ACL 340B is configured to allow access to different elements within
Protected Network 200 than ACL 340A is configured. For example, in one embodiment,
Access Device 230 will receive access to all of Less-Restricted Subset 210 if Port 305A is
associated with VLAN 310A, or alternatively Access Device 230 will receive access to
only a part of Less-Restricted Subset 210 if Port 305A is associated with VLAN 310B.
When Port 305A is associated with VLAN 3104, as in FIG. 3B, communication from
Access Device 230 is directed through Port 335A of Router 220 subject to ACL 340A and,
thus, may access only those elements of Protected Network 200 allowed by ACL 340A.
When Port 305A is associated with VLAN 310B, communica"cion from Access Device 230
is instead passed through Port 335B subject to ACL 340B and may access only those
elements of Protected Network 200 permitted by ACL 340B. A selection between
granting access to a first or second part of Protected Network 200 can, therefore, be
made using Access Control 320. The selection is optionally responsive to the security
policy used in Apply Security Policy Step 460, to whether the security policy was fully
or partially satisfied, to data obtained in Authenticate User Step 440 or Obtain Audit
Data Step 450, or the like.

[0070] As illustrated in the above example, a member of Ports 305A-305G, through
which Access Device 230 is requesting access, may be reconfigured to more than one

alternative setting in Reconfigure Port Step 470. For example, in various embodiments a
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communication port may be reconfigured to a prior administrator specified
configuration previously read in Update Port Log Step 410, reconfigured to be linked to
a specific port responsive to the request received in Receive Access Request Step 430,
reconfigured to grant access to a particular part of Less-Restricted Subset 210,
reconfigured to a default setting, and/or the like. By reading administrator specified
port configurations in Update Port Log Step 410 and reconfiguring communication ports
back to these read configurations in Reconfigure Port Step 470, an administrator may
reconfigure Protected Network 200 without concern that their specifications will be lost
or permanently overwritten by methods of the invention. In embodiments wherein a
communication port is not reconfigured to a previous administrator specified
configuration, Update Port Log Step 410 is optional.

[0071] In Communicate Step 480, communication occurs between Access Device 230
and elements of Less-Restricted Subset 210 via the communication port reconfigured in
Reconfigure Port Step 470. However, in some embodiments, ACL 340A is configured to
allow access to GateKeeper 225 as well as Less-Restricted Subset 210. Thus, general
network traffic does not need to pass through GateKeeper 225, while communication
regarding security of Protected Network 200 is optionally received by GateKeeper 225.
Further communication between Access Device 230 and GateKeeper 225 may provide a
variety of advantages. For example, further communication between GateKeeper 225
and an agent executing on Access Device 230 may allow for continuing audits of
security aspects of Access Devices 230. These audits may be similar to those performed
in Apply Security Policy Step 460. In one embodiment, ACL 340A is configured to grant
access to all of Protected Network 200.

[0072] Further communication between GateKeeper 225 and an agent executing on
Access Device 230 may also allow for a user of Access Device 230 to explicitly logoff
Protected Network 200. An explicit logoff will result in reconfiguration of Port 305A
such that access is again restricted to Restricted Subset 205. A logoff may alternatively
be responsive to a timeout of communication with Access Device 230, a SNMP trap

message indicating a connection has been broken, or the like.
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[0073] According to embodiments like that disclosed in U.S. Provisional Patent
Application No. 60/513,080, the disclosure of which has been incorporated herein by
reference, an AP (e.g., a switch or wireless access point (WAP) which is used to connect
end points to the corporate network) may be programmed to prohibit access by the PC
(e.g., notebook, desktop PC, PDA, or similar computing device) to the corporate
network until authentication with the authentication server passes AND an audit with
the software agent with the GK (e.g., software that acts as a gatekeeper by granting or
denying access to the corporate network from end points after auditing the end point
based on certain criteria) passes, while still supporting the existing encryption and
authentication functionality. The method used to support auditing functionality over
the existing 802.1x protocol implementation is complicated and not an obvious variation
of the 802.1x protocol.

[0074] According to an embodiment like that disclosed in U.S. Provisional Patent
Application No. 60/513,080, the disclosure of which has been incorporated herein by
reference, the auditing protocol takes place between the EP (e.g., end point which can
either be a PC or network device) agent software and the GK. A client filter redirects
calls for audit information to an agent on the EP and sends the responses to the 802.1x
compliant AP which relays them to the EAP server. The EAP server then calls a server
filter which sends the responses to the GK for evaluation. The GK sends requests for
more information on the reverse path and this continues until the audit is completed. If
the audit is successful, the server sends a message to the AP which enables the EP’s port
allowing access for the PC. If the audit fails, the port on the AP is left disabled.

[0075] According to an exemplary embodiment, client filters (CF) and server filters
(SF) are added along with an agent and GK to perform audits, as highlighted in FIG. 5.
There may be one or more instances of the CF and SF, which correspond to the separate
EAP Authentication Modules (EAPM) that are supported. Note that the agent and GK
are logical components. The functionality of the agent and GK can be embedded into

the CF and SF, respectively, or in the case of the GK, may reside on a separate server.
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[0076] The CF and SF APIs have APIs which correspond to the EAPM APIs.
Therefore, the EAP Client Layer (ECL) or EAP Server Layer (ESL) can call the CF and SF
instances corresponding to a particular authentication method as shown in FIGs. 6A and
6B. To the ECL and ESL, each instance of the CF and SF appears to be an EAPM which
incorporates the functionality of the original EAPM prior to completion of the success
response by the server EAPM.

[0077] To use the invention as disclosed in U.S. Provisional Patent Application No.
60/513,080, the disclosure of which has been incorporated herein by reference, the ECL
and ESL are configured to use the instance of the CF and SF corresponding to the
desired authentication method. This authentication method corresponds to an
authentication method supported by one of the EAPMs.

[0078] The ECL calls the corresponding CF to perform authentication, which at first
calls the appropriate EAPM to obtain the proper authentication response. The
authentication response is returned by the CF to the ESL, which sends the response to
the server’s ESL, SF, and EAPM. This process continues until the authentication either
succeeds or fails, at which time the server’s authentication EAPM returns a success or
failure response to the SF.

[0079] If the SF receives a success response from the server EAPM as shown in FIG.
7, the SF changes to the audit state and calls GK to obtain audit requests to send back to
the client. In this state, the SF returns specially formatted audit requests to the ESL
which are passed to the ECL, and eventually to the CF which sends back audit responses
to the SF requests.

[0080] On the client, audit requests are passed to the agent API instead of to the
client EAPM. The agent returns information about the local system, which is converted
to audit responses that are sent to the server.

[0081] During the audit state, the SF and CF exchange audit requests and responses
about the EP as shown in FIGs. 8A and 8B. The ECL and ESL continue to communicate

with the CF and SF, but instead of calling the EAPM, the CF and SF call the agent and
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GK respectively, to perform this exchange. The audit session continues until the
necessary audit information has been passed to the SF.

[0082] If the audit indicates the client EP is in compliance, the SF returns a success
response. If the VLAN for the EP is specified in the policy, then the VLAN that should
be used for this EP is passed back as well.

[0083] If the GK determines that the EP has failed the audit, GK returns a failure
response to SF which causes one of the following: (1) the SF returns a failure to ECL, and
the corresponding port on the AP is left disabled, or (2) the SF returns a success response
to the ECL but specifies that the EP should be set to a restricted VLAN where the EP has
limited network access. In either case, the EP is isolated from the company network
until it successfully passes an audit with the GK.

[0084] After the audit has been performed, “keep alives” and updates regarding
changes to previous audit information are exchanged. Changes are reevaluated and if

inconsistent with the current state, access to the network is modified appropriately by

changing the VLAN used for the EP or by terminating access by the EP by
communicating with the AP.

[0085] Several embodiments are specifically illustrated and/or described herein.
However, it will be appreciated that modifications and variations are covered by the
above teachings and within the scope of the appended claims without departing from
the spirit and intended scope thereof. For example, the teachings herein may be applied
to embodiments wherein Access Point 215 is a wireless access point and MAC
addresses, or the like, are used instead of VLANSs to separate traffic from different
instances of Access Device 230. It is, thus, anticipated that network management
techniques other than VLANs may be used to distinguish Less-Restricted Subset 210
from Restricted Subset 205. In some embodiments, various aspects of GateKeeper 225
may be incorporated into Access Point 215 and/or Router 220. GateKeeper 225 and
Policy Manager 250 are each optionally implemented on a plurality of computing
devices within Restricted Subset 205.
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[0086] In some embodiments, GateKeeper 225 uses DHCP 260 to assign IP addresses
from a restricted IP address range depending on the compliance of Access Device 230 to
security policies 330A-330B. GateKeeper 225 inserts DHCP options and/or modifies the
IP source addresses of DHCPDISCOVER and DHCPREQUEST packets, based on the
compliance of the Access Device 230 to security policies 330A-330B. DHCP 260 is
configured to provide an address from the restricted address range or the less-restricted
address range based on the source address and/or options present in the DHCP request
or discover packets that have been modified by GateKeeper 225. In some embodiments,
the insertion of DHCP options and/or modification of IP source addresses may be used
to characterize restricted and less-restricted subnets, rather then configuring port
associations with VLANs as discussed herein.

[0087] The embodiments discussed herein are illustrative of the present invention.
As these embodiments of the present invention are described with reference to
illustrations, various modifications or adaptations of the methods and or specific
structures described may become apparent to those skilled in the art. All such
modifications, adaptations, or variations that rely upon the teachings of the present
invention, and through which these teachings have advanced the art, are considered to
be within the spirit and scope of the present invention. Hence, these descriptions and
drawings should not be considered in a limiting sense, as it is understood that the

present invention is in no way limited to only the embodiments illustrated.
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CLAIMS

WHAT IS CLAIMED IS:

1. A method of granting access to a protected network, the method comprising:

receiving a request for access to a less-restricted subset of the protected network
from an access device, the request received through a communication port of an access
point, the communication port configured for communicating between the access device
and a restricted subset of the protected network, the restricted subset including a
gatekeeper;

applying a security policy to the access device in response to the request; using
the gatekeeper to determine if requirements of the security policy are satisfied by the
access device, and

reconfiguring the communication port for communicating data between the
access device and the less-restricted subset of the protected network without passing the

data through the gatekeeper, when the requirements of the security policy are satisfied.
2. The method of claim 1, further comprising authenticating a user of the access device.
3. The method of claim 1, further comprising obtaining system data from the access
device, and wherein applying the security policy includes using the system data to

determine that the access device satisfies the requirements of the security policy.

4. The method of claim 3, wherein the system data includes antivirus software status.
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5. The method of claim 1, further comprising communicating between the gatekeeper
and an agent executing on the access device to obtain system data from the access
device, and wherein applying the security policy includes using the system data to

determine that the access device satisfies the requirements of the security policy.

6. The method of claim 5, wherein the system data includes information regarding

devices connected to the access device.

7. The method of claim 5, wherein the system data includes information regarding

computing code executing on the access device.

8. The method of claim 1, further comprising selecting the security policy from among a

plurality of security policies.

9. The method of claim 8, wherein selecting the security policy is responsive to an

identity of the access device or an identity of a user of the access device.

10. The method of claim 1, wherein the access point is a network switch.

11. The method of claim 1, wherein the access point is a wireless access point.

12. The method of claim 1, wherein the access point is a remote access virtual private

network.

13. The method of claim 1, wherein the gatekeeper is accessible to elements of the less-

restricted subset of the protected network.

14. The method of claim 1, wherein the restricted subset of the protected network is

characterized by an access control list.
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15. The method of claim 14, wherein access to the restricted subset of the protected
network is responsive to a switch port configured to communicate with the protected

network subject to the access control list.

16. A computer-readable storage medium having stored thereon a program, the
program being executable by a processor to perform a method for controlling access to a
computer network, the method comprising:

receiving a request for access to a less-restricted subset of the protected network
from an access device, the request being received through a communication port of an
access point, the communication port configured for communicating between the access
device and a restricted subset of the protected network, the restricted subset including a
gatekeeper;

applying a security policy to the access device in response to the request; and

reconfiguring the communication port for communicating data between the
access device and the less-restricted subset of the protected network without passing the

data through the gatekeeper, when requirements of the security policy are satisfied.

17. The computer readable storage medium of claim 16, wherein the program is further

executable by a processor to authenticate a user of the access device.

18. The computer readable storage medium of claim 16, wherein the program is further
executable by a processor to obtain system data from the access device, and wherein
applying the security policy includes using the system data to determine that the access

device satisfies the requirements of the security policy.

19. The computer readable storage medium of claim 18, wherein the system data

includes antivirus software version data.
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20. The computer readable storage medium of claim 16, wherein the program is further
executable to communicate between the gatekeeper and an agent executing on the access
device to obtain system data from the access device, and wherein applying the security
policy includes using the system data to determine that the access device satisfies the

requirements of the security policy.

21. The computer storage readable medium of claim 20, wherein the system data

includes information regarding devices connected to the access device.

22. The computer readable storage medium of claim 16, wherein the program is further
executable to communicate between the gatekeeper and an agent executing on the access
device to monitor security status of the access device after reconfiguring the
communication port for communicating between the access device and the less-

restricted subset.

23. The computer readable storage medium of claim 22, wherein the system data

includes information regarding computing code executing on the access device.

24. The computer readable storage medium of claim 16, wherein the program is further

executable to select the security policy from among a plurality of security policies.

25. The computer readable storage medium of claim 24, wherein selecting the security
policy is responsive to an identity of the access device or an identity of a user of the

access device.
26. The computer readable storage medium of claim 24, wherein selecting the security

policy is responsive to an identity of elements within the less-restricted subset of the

protected network to which access is requested.
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27. The computer readable storage medium of claim 16, wherein the program is further
executable to update the access device when requirements of the security policy are not

satisfied.

28. The computer readable storage medium of claim 16, wherein the gatekeeper is

accessible to elements of the less-restricted subset of the protected network.

29. The computer readable storage medium of claim 16, wherein the restricted subset of

the protected network is characterized by an access control list.

30. The computer readable storage medium of claim 29, wherein access to the restricted
subset of the protected network is responsive to a VLAN configured to communicate

with the protected network subject to the access control list.
31. The computer readable storage medium of claim 29, wherein access to the restricted

subset of the protected network is responsive to a switch port configured to

communicate with the protected network subject to the access control list.
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ABSTRACT

A new approach to network security includes manipulating an access point such that an
initial communication from an external device is passed to a restricted subset of a
Computing network including a gatekeeper. The gatekeeper is configured to enforce a
security policy against the external device before granting access to a less-restricted
subset of the computing network. If requirements of the security policy are satisfied,
then the gatekeeper reconfigures the access point such that further communication from
the external device may be received by elements of the less-restricted subset.
Enforcement of the security policy optionally includes performing a security audit of the

external device.
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Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virgimia 22313-1450

www.uspto.gov

AP%@E;ON I SSIIE:I)N]SAO;E G%I;I?fT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
12/273,037 11/18/2008 2431 748 PA4693US 31 2
CONFIRMATION NO. 7491
22830 FILING RECEIPT
CARR & FERRELL LLP
2200 GENG ROAD O AP A
00000003356167/0

PALO ALTO, CA 94303
Date Mailed: 12/18/2008

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Stacey C. Lum, Los Altos, CA;
Yuhshiow Alice Lee, Saratoga, CA;
Power of Attorney: The patent practitioners associated with Customer Number 22830

Domestic Priority data as claimed by applicant
This application is a CON of 10/949,179 09/24/2004
which claims benefit of 60/505,582 09/24/2003
and claims benefit of 60/513,080 10/21/2003

Foreign Applications

If Required, Foreign Filing License Granted: 12/10/2008

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/273,037

Projected Publication Date: 03/26/2009
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

Systems and Methods of Controlling Network Access
Preliminary Class

726

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www .stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virgimia 22313-1450

www.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/273,037 11/18/2008 Stacey C. Lum PA4693US
CONFIRMATION NO. 7491
22830 PUBLICATION NOTICE
CARR & FERRELL LLP
2200 GENG ROAD R AT ER LD ERE N

PALO ALTO, CA 94303

Title:Systems and Methods of Controlling Network Access

Publication No.US-2009-0083830-A1
Publication Date:03/26/2009

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http:/pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PTO/SB/06 (07-06)

Approved for use through 1/31/2007. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Docket Number [ - Filing Date
Substitute for Form PTO-875 12/273,037 11/18/2008 | [ To be Mailed
APPLICATION AS FILED — PART | OTHER THAN
(Column 1) (Column 2) SMALLENTITY [X]  ©R SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
L1 Basic Fee N/A N/A N/A N/A
(37 CFR1.16(a) (b). or (c))
[] SEARCH FEE
(37 CFR1.16(K). (). or (m) N/A N/A N/A N/A
D EXAMINATION FEE
(37 CFR 1.16(0). (p), or (q)) N/A N/A N/A N/A
(T3?TCAFLR?|._1%|(’?;|)S minus 20= | * xXs = ORIxs =
INDEPENDENT CLAIMS ) N — -
(37 CFR 1.16(h)) minus 3 = x$ = X$ =
If the specification and drawings exceed 100
] sheets of paper, the application size fee due
A;;PCLI_!(éﬁTJﬁON SIZE FEE is $250 ($125 for small entity) for each
( 16() additional 50 sheets or fraction thereof. See
35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL TOTAL
APPLICATION AS AMENDED - PART II
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
| 08/17/2009 | ,rrer PREVIOUSLY EXTRA RATE®) | FEE 3) RATE (§) FEE ($)
E AMENDMENT PAE FOR
s T%tia' (37 CFR * 22 Minus | = 22 =0 X $26 = 0 OR[xs =
a )
5 'gfi‘;:ﬂf’fs’zﬁ)) * 4 Minus | =4 =0 X $110 = 0 OR I xs =
<§E D Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD'L 0 OR ADDL
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE ) | FEE 3 RATE (§) FEE ($)
- AMENDMENT PAID FOR
E Total @7 crr . Minus | = - x$ = orR [ xs =
A EEE e | - - T or [~
P o )
i D Application Size Fee (37 CFR 1.16(s))
=
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL TOTAL
ADD’L OR  ADD’L
FEE FEE
:If the eﬂnt.ry in column 1 is Ies\.s than theT entry”in column 2, write. “0” in column 3. . Legal Instrument Examiner:
If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”. JJACQUELINE M. WEIR/
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Doc code: IDS
Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (07-09)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 12273037
Filing Date 2008-11-18
First Named Inventor | Stacey C. Lum
Art Unit | 2431
Examiner Name | Unknown
Attorney Docket Number | PA4693US

U.S.PATENTS

Pages,Columns,Lines where

E)_(grrllner Cite Patent Number Kind Issue Date Na”.‘e of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document :
Figures Appear

1 7055173 B1 2006-05-30 Chaganty et al.

2 7299294 B1 2007-11-20 Bruck et al.

3 7350226 B2 2008-03-25 Moriconi et al.

4 5835481 1998-11-10 Akyol et al.

5 6119162 2000-09-12 Li et al.

6 6671737 B1 2003-12-30 Snowdon et al.

7 6678835 B1 2004-01-13 Shah et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

EFS Web 2.1.16
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 12273037

Filing Date 2008-11-18
First Named Inventor | Stacey C. Lum
Art Unit | 2431
Examiner Name | Unknown

Attorney Docket Number | PA4693US

Pages,Columns,Lines where

Examiner| Cite — Kind | Publication Name of Patentee or Applicant
- Publication Number . Relevant Passages or Relevant
Initial No Code'| Date of cited Document )
Figures Appear
1 20020023273 A1 2002-02-21 Song
2 20020029276 A1 2002-03-07 Bendinelli et al.
3 20030131262 A1 2003-07-10 Goddard
4 20040010719 A1 2004-01-15 Daenen
5 20060050703 A1 2006-03-09 Foss
6 20060089938 A1 2006-04-27 Leonard et al.
7 20070112574 A1 2007-05-17 Greene
8 20080209044 A1 2008-08-28 Forrester
9 20090043765 A1 2009-02-12 Pugh
10 20030012205 A1 2003-01-16 Foti et al.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 12273037
Filing Date 2008-11-18
First Named Inventor | Stacey C. Lum
Art Unit | 2431
Examiner Name | Unknown
Attorney Docket Number | PA4693US

11 20040024885 A1 2004-02-05 Bush, Il et al.
12 20050081058 A1 2005-04-15 Chang et al.
13 20070157306 A1 2007-07-05 Elrod et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Aoplicant of cited where Relevant Ts
Initial* No |[Numbers Code2j Code4| Date PP Passages or Relevant
Document )
Figures Appear
1 2005079706 JP 2005-03-24 Nippon Electric Company |:|
If you wish to add additional Foreign Patent Document citation information please click the Add button
NON-PATENT LITERATURE DOCUMENTS
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o ' . :
S (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No : ; .
publisher, city and/or country where published.
1 [

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature

Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.
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Application Number

12273037

Filing Date

2008-11-18

INFORMATION DISCLOSURE

First Named Inventor |Stacey C.Lum

STATEMENT BY APPLICANT

o Art Unit | 2431
( Not for submission under 37 CFR 1.99)
Examiner Name | Unknown
Attorney Docket Number | PA4693US

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here iff

English language translation is attached.
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Application Number 12273037

Filing Date 2008-11-18

INFORMATION DISCLOSURE

First Named Inventor |Stacey C.Lum

STATEMENT BY APPLICANT

L Art Unit | 2431
( Not for submission under 37 CFR 1.99)

Examiner Name | Unknown

Attorney Docket Number | PA4693US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[] Fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

X None

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Tam Thanh Pham/ Date (YYYY-MM-DD) 2009-08-25

Name/Print Tam Thanh Pham Registration Number 50,565

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Futellectual Property Group

Number of documents : 1

US20050050365 Network unauthorized access preventing system and network unauthorized
access preventing apparatus

NEC SOFTWARE LTDNEC SYSTEM TECHNOLOGIES LTDNIPPON
ELECTRIC CO

CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 81 of 261
FORTINET, INC.




(C) QUESTEL 1994 QUESTEL.ORBIT (TM) 1998 2

[ Top | ltem [

Network unauthorized access preventing system and network
unauthorized access preventing apparatus

US20050050365

- Patent Assignee
NEC SOFTWARE LTD

NEC SYSTEM TECHNOLOGIES LTD
NIPPON ELECTRIC CO

- Inventor
SEKI YOSHINAGA; HASEI SHINJI; UOTANI
MIHO; MAKINO TATSUYA

+ Publication Information
US2005050365 A1 20050303
[US20050050365]

- Priority Details
2003JP-0305246 20030828

- FamPat family
US2005050365 A1 20050303 [U820050050365]
AP: - .2004US-0927128 20040827
- -JP2005079706 A 20050324 :[JP2005079706]
: STG: Doc. Laid open to publ. Inspec.
AP: 2003JP-0305246 20030828

STG: - Utility Patent Application published on or after January 2, 2001

- Abstract :

(US20050050365)

There is disclosed a network unauthorized ac-
cess preventing system in which in a network to
which one or more information processing appar-
atuses and a network unauthorized access pre-
venting apparatus are connected, an unauthor-
ized apparatus which is not authorized to access
the network is prevented from accessing the net-
work. The system includes an information pro-
cessing apparatus which sends a correct ARP
response packet to the unauthorized apparatus
in response to an ARP request broadcast from
the unauthorized apparatus, and a network un-
authorized access preventing apparatus which
sends an ARP response packet containing a
false MAC address as the MAC address of the
information processing apparatus to the unau-
thorized apparatus immediately after the correct
ARP response packet is sent to the unauthorized
apparatus.
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LSZEERIC. MERAVOMACT FLREET2ARPIBE /v M ¥ RTE e
BANREL.
FiETHEERRIORSRE 2 Clc. IEEELWARPIBE/ST v M2 2E L7058 .
RIECHE ERTEIOORBINC | FTEEADOMACT RL A2 EFTHARPIEEN Y v M EFIE
TEFHENEET S

L ERBL T 25ERE 1 EROTEEEES 2T A,

[3&kE3)
HIREA ISR b 3B |

FIEEAFFIREICH LT, MESRUESEEOMACT RL AL LTHEDOMACT R
LAZHETHARPIRENT v bEREETEHEE LI,

BISCIRREEEE I LT . FiEtAFTEENMACT KL R ELTEYOMACT R
VAR ETBARPINEIY v F&RETS

TR T AERIE L XIZ 2O LY T4,

[E&RIE4]
I &5 s v

BISEAEFRIEEE I L ¢, RSB OMACT RL AL LTEYDMACT R
L2%2ETHARPIGENY v h2EETR L L LIS,

B FHREEEE L F—Y 7 4 v b BT 2 2 TOBRNMEE N LT . §iE
THTEEOMACTRLRE LTEDDOMACT RL X2 ETHARPIEENY v b

BIET S
T L BRRL T BHTE L XU 25RO X T,
(5t785)

FEC AR LE S AT A0 BigdA y b — 2 2 ilEE 2 4 L Tl S SU o epia s
WEREEH TS L L b, WA EREIERES. v by —22BRINTWaH
HMEENMACT RLAZIEHTT HHHEEE Y 2 MR AL

FEL PSR EEES . FE/ Yy MISZh AW AT TEEIERL L3 LT
WHERMEEED I P7 RL AL L DWT | BIEEAFFIERES. fiigt v h7—2712
FET HIEHRUEERELHGRL LD L LTWae . XL, N84y Y —2 ICFET 551
EERERE L SR L LD & LTV pEHEIL . SMBA y b7 —2 CFF S BI1EF
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FUEEE L L LD L LTWAEE .

RIETAETEEEICH L C. HEFEEOMACT7 RLRAE L TRHYOMACT KL X
2HTHARPIEEN Yy hERETR L EDIZ.

BIECEEE Y X FEMERICMACT RLADRKHEIN TV B S TOFEERICN LT
. HEEARFTREDAMACT RL AL LTENDOMACT RLA%ET 3 ARPIENRY

v FERETS
LR ETAERE L ~ 4 DWTNPICEBROT SR LS 274,
[FERm6]

Iy U= NOBREHT SN TWRWAFTEED . YAy FU—212B35—X
1220 E OB EANER T 5 = L RS A A EESI LS AF LA TH T

FIEEAR Y F7—7 L TEBIESNAELTONT v FEREEFIZEE—RTCRELTARP
Ty NTHBPESIHPEHBIL . IEL/ARP Y w MR TN AEETOMACT
RL A, BEER v M7 —27 A \D#Ek % 3 SN ERUEEENMACT KL A28
TRERY X MMERICHEET AT ERERL T FEL R WHEITHEARP Sy v
FORETEREAFNEEL LCHREL . COFHFTEENTI P7RLAEMACTR
L% HEAy R \OBREFTINTORWERIEEEN I P 7 KL 2EM
ACT7 RLZZIETT BARHFF Y A MEESIICES LT, »o. YHAHT Y X MRS
CEEINTWELTOFRHFTEEICOVWT . FREFNDAHFTEBENIMACT RL X L
LTEDDOMACT RL A2 EFTBARPIFE/ Y v h & 70— Ko X M2 IEEE
Brit3EE* T2

L B T ARSI 2T 4
[EFkET]

Foy PT— I N\DEREHT SN TWEWAFTEES . YAy F7—712Bi1T5—X
L BB NS 5 2 L 2T AR EERR L EETH - T,

BIEE Ay h U — 7 A \DEREF I SNCIFHRIBBEEOMAC 7 RL X% e 5 RE0
VX NEERE .

FiEEhy N 7—27 FCBEINS LTI v N R EENZEE— RTINEST /8% v
MR&EZE .

BECINE LNy MCEZNBRAETAOMAC 7 KL M, BisEHAER Y X MEMEERIC
FETIPELEREIL . FELDLWSEICHE/ Y v FOEETERISTATTEEL L
TR 2 T BT |

FERIAHEREICL Y To—FEXe A P 3NAARPY ZZ2A M LT . BIECfERL
HEEPLELWARPIE/ST v NPREEAH T EENREI W%, TEr s
BEBENOMACTRLRAELTENDDOMACT KL RAZETAHARPIBEIY v M RFIERF
HUEBARETRHEYONT v FEERE . 2HT2

Z & BREL T AT ISR EEEE.

[EERk1E8)

BIERE D DI FHEER .

FIEE A IESRG LT IC L A HIECAR P Y 27 T X FOOZEREC | FIEDISERER BT
L.

BIECREERRIDRLBRTR I Dhrh 59 . RIECIEREEE D & Bis0 A 271 &/ \iis0 £
LWARPEEST v SR EINHE . WA FESHIEEEC L 2 YHTELWVWAR
PIN&E/INT v FOZEEREIZ. BIEEDOMACT RV A2 ETAARPIEE/NNTY v M %
FISEA ST EEBAKEL .

FIECHEER G S T, MStELWARPIEE/NY v FOSES 1388
BIECHs EREIODIEREC . FISMEDOMACT RL X% FTAHARPIRENY v N3 HIE
FEHUEENRETS

L EHRE TAERIET HHOR BRI EEE.

(ER=E)

HIE0AE D Xy NAEERD .
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HRECARFTEE IO LT, fiE SR ENOMACT RL AL LTEDOMACT K
LAZETBARPICEN T v FERETHLLELIZ,

R AR BN LT . SR IREOMACT RL AL LTEYAOMAC T R
LAZETHARPIEENT v FERIETS

C & BHHEL T AFERET XII 8THNONERHILEEE,

(GFkH10]

FIECE Y Iy FREMEEA.

RIEEEFIEREICH L T, FiRtiFRUEEEOMACT KL XL LTEDDMACT K
LAZHETHARPIEENS v FERETEE L LI,

TRFRERR L F—0% 74 v b LICHET 32 TORRNEEE 2 LT, iiE
THTEEDMACT RL AL LTEDDMACT RLARET2ARPIEENY v 2

#ET S
CEBREE T ARERET X SEBOFEHERILEE.
(k1)

BIECAIESGIEEEEY . v PV =7 ZEREIN TV HREBOMAC 7 KL 2 %1%
#1925 SRR ) X MEUEER L . BN v M oA SR ANTEAS RN EEL O &
LTWAEHRUNEBEED I P 7 RLRICH EDWT . WSRALEFEEY . Widdhy F7—
ZICHFETHIFRMEEE L B L L5 L LTWa ., X, #MAhy P —2 (3HEd
BINEFRERE L L LD L LT WA R s 24y b —2fIER L 2H L .
FIECRA D DINY v FEEEDS.
HIEETFFIEREMIME A v bV — 2 [T ET A AMMERUBEE L EEL LS L LTw
VSR

BIEEASFISREICH LT, BistEEBEOMACT RLRELTRERYDOMACT RL X
*HTHARPIEENT v M EREETR L L LI,

FiEC ST ) X NEEHICMAC 7 RL AP SNH TV A L TOREE LT
. HIECNEFTRENMACT KL AL LTEDAMACT KL X2 HT 5 ARPIFE/F

v bERAETS
CEERFRETEERET ~1 00OWTFRAPIZEROF LG IEEE,
(FERiE12]

Fy b= NOBEEF ST WREFTEEED, Yahhy hU—212B175—X
I3ZD b IS REEE NSRS 2 L 2T A ARSI EETH - T .

HIELAy BV — 7 DB & 8 SN HEHRBEENOMAC 7 RL X218 2 73T
2 SRR .

HIEE Ay R D~ 2 \OEREFTIN T RVMERNESEEN I P7 KL AL MACT
RL R ERGHT B AT Y 2 MattEsn e |

BiEE Ay hU—7 LTRBESINZETONT v 2 EEFEE— R TRET /7 »
MREE L

BRI L7/ T v FPARPNT v N THBPEIPEHEL. ARPST v FTH
B35E . HEARPNY v MIAZNARETOMACT KL 78, FIE0ATRY R g
WCHFETH0EPERRL . TELZWEE . §IE0T v FORET R ISR TEE
ELTRIL. COTHFTEENIP7 RLALMACT KL X% | BIEEAFTY A MR
BB ST 2R A e L .

BIECAEFT U A MR ERICBH I N TV AL TOFRFETEBICOVWT . FRENDTH
TEENAOMACTRFLAE L TREDOMACT RL X2 ETHARPIE NN Y 270
—RE¥ X ZNTBEYDIT v FREHE . 2FTS

C BB T ARSI IEEE.

[FBADZHHIZ 3 )

(Beli 55 )

[0001)

FHEEL, Fv NT— I \OBRMPFTINTWLWERSRE LSS . F0REI
HLTARP (Address Resolution Protocol) ®EEL.
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Nry hERETEILIZED . Ay VY= \FREEGETEZL2HLETEAY FY
— I INDREERPLE S AT 5 0 B Ay b7 =27 NOAR ISR & ICET 5,

HERH]

[0002]

FE AT ~Fy " AV FTARy MDAy bU—22k ) | RERSENT, F
B REL EBR2 ZERICBWT . FEOBHREISREMICHRLIN, Zhodhy
F7—213. BRO®SEEL L TOBRERTRLLOLL>T NS,

—HT. Ay 7—2FBLTAVYC 2= 4 NADIELE EhfThh . EELER
PRSI . HAWER Y FT—2AN\DREL T 72Xk - T, [EROTBEIFE
LeD$ 24 Y OFEHKAELTED . Ay M7—22X 2T 4 DE L. EELHS
HRRE L 2> T4,

[0003]

CDEILIRTUTBNT, Fy M= ANORESEREHIEST A7:0nEEL CICEL
T. ZLOWFRFMBHITHRTNS,

BRI, B L IcBWTE. FIERADORL 237 v M SHRTL . FIER/ ST v
PR SNIB AL, BEOERSONTEE L 5 L L LIZ. FEEAMTON TV
W ERFSRTWEEZ BB T AEE L LRI TV,

o BEG 2iIcBWCE. 7P BEDIDS (Intrusion Detec
tion System) BEEHWT, BEL%AL5%IP (Internet P
rotocol) Nry hREEBENTALLLIC, IDSKERFREOKENI PN
T MBRHINEEICL . FO1PNRTw FEERTT 52 L ORI B UHRE
INTWa, :

RErsCifl] 5520027343 354#

2] #2003 -993 3 954A%#

[HBADBHR)
(FEAHRRRL & D L3258
[0004]
L L% s . THHDX D ERDOTIESGRN LEEZ Yizid. YT & 5 ZED
Btz

29 FEESROREBC. NTEEDV 7 4 NF VT8 Lzl > CAEERZ
T BEELLICBWCL. FRERDONTIZT 4 NE ) 73 bIEREZEHI ¥4 T
3% 63, Z0DIZAX PRI WEESH -7,

TR NTBNRTy FORETD I PTRLAZLEDWT . BERATHEMPE D
PEHBTAFADAL LT FESW L oL Sz, /Xy FEKEENR L TRERAT
BHEPEIDEHET AHEICONT L RBRCEEL AL D TH -7,

F72. Ay b2 IZBWTEBONTPERSIN. ZONT 2 REL TWHEZENE
RIZRLBHEIIE. BHITEIZT 45 ) VBESEEEENREL L LS. Fh
ZFRUCHERTRLTEFREYRIT2LESH Y . S5+ OBRERLS LW RRED
Hoiz,

[0005])

oz, AEESOBEEIC. VPN (Virtual Private Netwo
rk) BERT7 7 A T~ NDREEEET LI LI D AEERZHLT 25%EL Y
EBWTUL, SNEPLOREERREZHT 22 L3 TE R LD, Sy b7 —2 HEOF
TR ZMET2 I LB TELVWEWIRERH 72,

37 AEEROBEEIC. TCP (Transmission Control P
rotocol) DUty b)%Fry FERETH I LI VAR EERZLT5EL Y
DEE. HTTP (Hyper Text Transfer Protocol)Z¥
AEFTEENETITA7R baizBnWd, Uty b5y FREELLBETER
BEAETLTLEW., FEEGROSBIESEICEHLVEEDSH 5 L W RELEH » 7,

[0006]
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AR LROBHLADPALINLOTHY . Fy b T—2 Fle—BOREE

BRHIEEBERETEDAT. 2y NV — 7 SO R FEEHE2ERT2 - L2k Y .
B BTV EHTE KARPNT. 2y NI—2 FEDSDORFIZE L
ETEBL LI, BEETEENETI270 Al LT LED Ay F7—2 A
DPEFRIHLS AT L BRUEF Y 7= NORTFESR L EBEOREE BN L T2,
(SBE % S B 7DD FE ]

[0007)

FEEEMEER TR0 FRBEDR v b U— 2 NOFEEEIHIES 2T Al Fv b
V= N\DEGEHFUINT WL WA EEDN . YFAy U — 7ubwé—xu—u
LB ANEET A Z L 2L T AR LS AT LA TH T . FHE
EDTO—KE¥r A PEINARPY ZZA M LT., ﬁ%&?&&éﬁb%ELL\AR

PIEEINT v MOFEERENRES LA, FIEEEOMACT FL AL LTE
DOMACT RLRX%2HT 5 ARPIFE/T v b % RHFHEBENRET 2 R IEHRER -5
BE2ETLHERLTHS,

{0008

Foy P —INDOREEHIEY 2T L2 DL DL ERICTIIT. v h7—2AD
BRI SN TWEWVHRIEEE CH A FHFTEEN . 203y MU— 288 |
LA v MU — 7 MSOERNBEE T A Z L 2B T A S L AR L B,

Thbb, RRERECINL. Ay 72 2BIFARE— N XIcEEL IS LE
THUTEEIL. ZONHET—NDOMACTRLRE LT, v h7—7 EIZEEELL WS
DDOMACT KL 2% BWTHE—N\N\OEEL TH D L5700, 20igsickiks
PR i

ZD7z . BHUEBICL ). Ay NT— 7 DREY—N EDRET B F— 9 Ok
RYSA. TAINADELZELEPTONEZ L 2fHIET 52 L HREE 702,

{0009)

Fo . ARETE. A—FoNTHEDN—RY7 2 PIcREL L WERE AWT WAL
O EDEILHROARy b U—2 1T/ LT LERATEEL o> TWa,

S5, DIEEGIHIEEREZEHBL L — 20N T8 2y MU — 7 WIZB AT 5 2EH
TWIehs | YXTLALEDAX N EML T AEBGEOIE#R5 = L P EgL % -
W5,

%28, HRNEEEICIE. N~V FN IS a— SR\ Ot SRR b
BRLTWAETD IR0 F T, 77 7V IVRVDRBEBLEINRZLOTHS,
PTFieBnwi, ZoFREEE» SR L HT25805 5,

[0010]

FFIAD A v B D=7 NOFEERERF 1S 27 A0t . FIEEERHIEEEN . vy F7—
JINDIEEE R HF SN ERUIBEBEOMAC 7 KL 22 B 2 R0 Y 2 MBS % 5
2. DNESGHIEEEDY . hy b7 —2 FCEEINBZLTONT v N EEEREET—~
FTIREL . RELNNT Y MZEZRBZRETOMACT RL 2H5, &Y 2 FEMES
ZHEETADEDPERERL T HELL WSS/ Y v hORETE R TEBL LTH
L. ARPYZZXNDZERIC, FIENISERGIZREL . I8EREOB Bk )
P oT | [FHRIEEED O AHFTEENELWARPIRENY v FIRESIES .
ELWARPIEE/NY v hRZEL T, YUBSEEERIC. BDOMACTRLA%ETS
ARPISENGT v P EFHTHEENKEL . el Tz, ELWARPIBE
NTy DERE L7354 BESBORERIC. BHOMACTRLX2ETLA
RPIGENT v b 2 RHFTEBENAETHIER L LTHS,

{0011}

Iy N7 =7 N NORTEEE IS XF L2 20 L 5 2efikic 3 hid . RIFEsihHESE
. PHTEENEDDARPIEENNT v b2 I DB 54 327 TRET R L A5
LB,

Thbb, THTEEPSARPY 7 T2 22T 78505 TH 5 AR —3 %
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EOEHNEEEIZ. FLWMACT KL A2 ET2ARPIHE/NY v F B ARFEEC
RETHH, TOELWMACT RLA%2F 93 ARPIRE/ Y v ISR
EENLERIZ, THTEEICBITSYEMACT RLAERBEHOMACT KL A zE:
B|2TLESZEHET L,

ZO, EEFIZET— ML) | FRUEEE, SAFTEENRESLELY
MAC7RLAZFTHARPIEE/NT v b EZELAAEEEHEERT. h32E
TEEFTSICEADOMACT RLAEETBARPIEE/ 7 v h 3 FHTEBICRELT
W5,

[0012]

Uip L IR ERES . fSRREE ) - FFTEENRES N ELVWMAC
TRLVRAZFTHARPIEE N v FDOREICKRKTLEZ LY LELLNS,

DX ILHEITL | PRI ER S ERE - FHREEEOMACT RL AL LTE
DDMACT RLRAEFETERBICHRE L TBL I ik ). FREEEOMH OIS &
DVEELLDET B LD TREL 2> T W5,

[0013]

g BEEAEY NG Y ONBBREREL EIC Y ) | FHEEICH LT, ELWMAC
7RV AZHTEARPIEE/T v hOBREIEEL | FIEoiClEz 8T 218487%
ELEZONBH . ZDEILBETH->TL . FHEEBIZH LT, ELWMACTPR
VREFTZARPIEENY v MPREIN LU FEEEHIESIL . 3 <IcF%
TEENEDOMACT RL A2 HTBARPIGE/NT v FER{ET 2120 . RHFTEE
BEVTREERETI LT ilis,

[0014)

2B, TARPUYIZIXNDR(ER Lid. AEEEHIFEEFARPY 22222
EULLBIICERICIBET S L 2BRIL- LTI <. ARPYZIANEREL.
TFRLEEED . THUEEL L TREINEEE LTE L2 TohEbianioTh
5. Fhbb. COTARPU IR NOZER) I3, S AEZEM I EESTETE
BICLXBARPY IVIAMRZELAS A IV 7% BELTWELOTHSE, Jhu. b
TleBWILEBETHS,

{0015)

ERIAD Ay B V= NOREEGEH IS X7 A3 . RIEEEEHEEY . FHEE
T LT, ERESEOMACT KL RE L TEDOMACT KL 2% H T2 ARPS
BNy FERMETHE L LI, ORI LT, THTEEOMACT KL X E
LTEDOMACT RLAEETBARPIEE/NT v NERETIERELTH S,
[0016]

Foy M= NOTIEEREH LS 2T 2% 2D L 5 7ekRic 3L . FETHBICFEA
T Xizd>T . Z2OTNEEGIETH B IEREEENTE LWMAC 7 KL AHBRES
DIEHETH>TH | TORTEESREZHIETS 2 L TR 70 5,

Fabh | ARIUZLNT . BHRNEEE N LT, FHTEEOMACTRL AL L
TEHDOMACT KL A% ETBARPINE/ Y v FEEET 200, GHIGREEN T
HTRENDEE BT, BT vy MOITRHFTEBIEHS N0 HETL I
TE. THUEEBICL AREERONIL® L OBELLOL T L AR EL S,
[0017]

FFEEAD A v N7 — I NOREEGRF LS 27 Al RIEIERERGILEEN | FFiEE
LT, BHRUEEEOMACT FL AL LTEYDOMACT KL 23 E32ARPS
BENTy PERMETHL LI, HREEE L B—0 7 Ry T2 TR
LR TR L. FHTHEEOMACT KL AL LTHEYOMACT RLA%ET2
ARPIEET v FEREETAIRRELTH S,

[0018]

Foy =T N NOREERIES A7 5% 2D L 5 eiRIC3 IS . THTESS . F
EERSONSTH 5 FRREE L F— 7 v FAICH 5 OBHRIBEEE o/ LT, &
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SERAL I ELLFEICOWTL, 208REH< I EPTREE TS,

Febb, AR LT . FHFTEEICH U CFREEEOMACT FLRELT
BYDOMACTRL AR ETHARPIEENY v hERETEDALLT . B—F TRy
MZBIT2LTHBHEBEEIST LT, THTEEOMACT RLAE LTEYOMA
C7RLAZETHARPIEENT w FERELTWS,

CDrD. F—97 3w MBI 32 TORRIEEE ST TERENDEZETERIC
BBy NOATHEEE ISEHISN A I L2 HETR I LN TE AHFUEEICL S
RSSO b2 X ORERLLDETE I LS TREE 4B,

[0019)

ARED Ay b T — 7 NOTFEEEEIH IR AT L%, DEERHLEY AT L5, v b
T— 2 [T B L TR SNSRI E R F T 5 L L LT PIEEETE
BEEHS . Ay b2 IZEEINTWATEEEBEOMACT RL A2 1GHTY 5 HikE )
A VEERE L . PIEEREEEDY . /X7 v MCESNATTERESERL LD &
LTWAIEHIMEED I P7 RL AL EDWT, AFFAEEN. Fv M7 —7IZHFE
TABHRUEEE L IEEL L S L LTWah, X, #MEAR Y h D=2 IZHFEIET HIME1E
SRUEREEE L 4 L & 3 L LTWAHEHETL | SRy ST — 7 (CHHET A IMBIERIL
HEBLEHELYL O LLTWAEE. FHUEBICH LT, FRENMACT KL AL
LTHEYDMAC T RLAEEFETHARPIEENT v F2#ETE L LT, THEEY
Z NEEERIZMA C7 RLABERASN T WA LT OHREEEIZH LT FHTEENOM
ACTP7RLRELTEDOMACT RV AZETLARPIEE/ T v N ERET AR L
LTHb.

{0020

Foy ND— 2 NOFREBERFIES 2T L% DX S LHRICTINE . FHFUEEN. *
v "7 =2 2B BN—F 7 EOREBR R LT, Ay FT—2 BT 55N
IMFEREE Rl LD L LA, SREEFLET A LML LS.

Thbb,. DEEEHEEEIL. FHFTEESNLBESNINNTy ML ETWT, B
FEESERL X5 & LTV ARSI R v N — 2 ICFET AL O R
WAL . SRy P =2 IS BB A, FHTEEICH LT, PERENAMACT
RLZE LTEDOMACT RLA2ETHARPIEENNTy F2#ETHLLLIC. A
Ay bV —7 LT OFEEE I LT, FHFTEEOMACT FLAELTEYOD
MACT7 KL A% HTL2ARPIEZ/ 7 v M %%(ET2,

THUC L - T AHFHEEIC L 2HBEE O v MAEPHES RS L L LI F
HESE D ST EEND T v FREMEFINZ720 . FErTRER. JmiaaLs
EEY OEREITIIENTET FHFUKEICL 24y NV — I \OFREERDMHILZ
I ORELLDETAILHTREE B,

[0021)

AREDI v N T — I NOTREEFRF LS AT L. 2y b7 =7 \OEREZHTIN
TOWEWAHIEEED . YFhy F7— 2128175 —Xi3 "L EoE s s\
5L 2RIET ARG LS AT L TH ST, hy h7—27 LTRBESNELTON
oy N BEESET—FTIELTARPIY v R THAPE I PEZHIL . IEL
ARPIIT vy MZEENARETAOMACT RLAW, Fv NI — 7N \DEREFTIN
7o ERUEEEOMACT KL 2R RN 2R X MERICHEET 2 EPEMRL
T. FELEWESICARP S v FORETLEARHUEEL LTHREL . COTHFTE
BOLIP7RLAEMACT RLA%E | v hU—2ADEE FFT ST W WERL
BEEENI P7RLAEMACT RL ARG 2 A Y X Ml ERIcER LT, 20
. USRHTY X FEERICBEESNT VB LTORFTEEIC OV, TNENOTE
MEEOMACT L AL LTEDOMACT RL AR ETHARPINEN Y v M &7 0
— KXY A MTAREEGRLEERE T 4BRE LTHS,

[0022]

Foy N =N \OREERIES 27 5% 20k S ZHERIZTRIE, v FPU—7%R
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ZEA SN AFRUEEED . WET—NEBETAOICREELLARPT vy R & |
PEEHZ LI ELTWAFHTEENZELLBATHHTLH,. CORHFTEENN
=N CITHRET 2 0EWET BT LHTEEE B,

Thbb, PEERGIEEEZ. ARPXRY v FEZETRE . COARPST v IS
AHEEDPLREINLDOTHLIHEIE. FDIPTRLAEMACT KL ARRE
YZAMZEETE, FLT. ZOFFTIZAMIBEINTVWALTORFTEEICD
W, ZFOMACT7RLRA%E-7ARPIEENT v b2 70— RE¥r A RFBI L2 L
2T, THUEESN. A= 72y FEICHEETA2LTOBREPLOIN T2 L 28k
THIEHLEEL LS,

[0023]

FREDF v NI NORNERGEHIEEEL . dy FI— I \DEGREFTINTW
ZTWAHTEES., YFA v F7—212B1T 3 —XizZL EOE BB 52 =
EEBIET A2ARESBRSIEEECH > T, h v b7 — 2 D% 2 SN/ 5R0mE
EOMACT RL REHEMIT AR A MBI E . Ay b —2 L CEBESNE LT
NGy FREERIRET— N TIET 557 v MUESE . NELNT Y M2EENS
BRETLOMACT FL M, ABY AP HERICHFET 2 HhEPERIIL . THEL W
BTy FORETEARHFUEBE L U TR T 2 B0 5 HERE . RFTEEICLY
TR—RE¥rAPSNARPYZIAMIF LT, FHUEEEI ST L WARPIEE
INTy MPTRFTRENRE S G | FIEEENOMACT KL AL LTEYOM
ACT RLRZETHARPIEENYT v P ERFHFUEBENREET 2B YNNG » MEED
LEHTAERELTHS.

[0024])

Foy BT N NOTEEEIEEES 20k O e ERICTIUE . TEFEE, S 7T a—
RFEr A RENIARPYZIIMZIEL T, BHUEEEPSTELWMACT KL X%
HYT B ARPIEE/NNST v MOITHERENREI NI, FEESHLIEENSHBYD
MAC7 KL A(FTLZARPIEE/NT v P ERHFTHEENBETEII LiCL D . R
EBICBITAARPF—INEZESMI 2 LBTES,

DD THTERED L FHRNEEE OIS v MRERT AL <LD | THUEE
PRI ARSI 2 L 2T A T LS HEEL 0 B,

[0025]

FFEAD I v b7 — 7 NOFIEHGI TS . BTy NREHD . TEEEE
HEEICL5ARPY 7T A MORERIC, FIENISERELHREL . TGOS
BITIPH 6T, FERLERED, SAHFTEENELWARPIRE/ T v MSEEIRL
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that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the

application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an application
which became abandoned or in which the proceedings were terminated and which application is referenced by either a
published application, an application open to public inspections or an issued patent.

9.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT(S): Stacey C. Lum et al.

APPLICATION NO.: 12/273,037

FILED: November 18, 2008

TITLE: Systems and Methods of Controlling Network Access
EXAMINER: KimY. Vu

GROUP ART UNIT: 2435

ATTY.DKT.NO.: PA4693US

MAIL STOP AMENDMENT

COMMISSIONER FOR PATENTS

P.O. BOX 1450

ALEXANDRIA, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT
Under 37 C.F.R. § 1.56, and 1.97-1.98

SIR:

Pursuant to the provisions of 37 C.F.R. §§ 1.56 and 1.97-98 of the Rules of Practice in Patent
Cases, enclosed herewith is form PTO-SB-08, listing several references. The Examiner is

requested to make these references of official record in the application.

The references cited may be material to examination of the application and are submitted in
compliance with the Applicants” duty of disclosure as defined by 37 C.F.R. § 1.56. Additionally,
the Applicants wish to make the Examiner aware of, and invite the Examiner to consider, as is

appropriate, the following office action from the following U.S. patent application:

¢ Office Action mailed September 10, 2009 in U.S. patent application number 11/433,723,
filed May 11, 2006.
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¢ Office Action mailed September 22, 2008 in U.S. patent application number 11/433,723,
filed May 11, 2006.

* Office Action mailed March 31, 2008 in U.S. patent application number 11/433,723, filed
May 11, 2006.

No representation is made or intended as to the completeness of this list, nor is the inclusion

of any reference on this list an admission that it is prior art or pertinent to this application.

Applicants believe no fee is due with this submission. If a fee is due, however, the

Commissioner is hereby authorized to charge any necessary fee to Account Number 06-0600.

Respectfully submitted,
Stacey C. Lum et al.

November 6, 2009 By: /Tam Thanh Pham/
Tam Thanh Pham, Reg. No. 50,565
Carr & Ferrell LLP
2200 Geng Road
Palo Alto, CA 94303
TEL: (650) 812-3400
FAX: (650) 812-3444
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Application No. Applicant(s)

12/273,037 LUM ET AL.
Office Action Summary Examiner Art Unit
HOSUK SONG 2435

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 18 November 2008.
2a)] This action is FINAL. 2b)X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-31 is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.
5] Claim(s) is/are allowed.
6)X] Claim(s) 1-31 is/are rejected.
7)[J] Claim(s) _____is/are objected to.
8)[] Claim(s) _____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[X] The drawing(s) filed on 18 November 2008 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)«(d) or (f).
a)lJAll b)[]Some * ¢)] None of:
1. Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [ Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)Mail Date. __
3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date 11/6/09:8/25/09;11/18/08. 6) |:| Other: ___
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100622
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Application/Control Number: 12/273,037 Page 2
Art Unit: 2435

DETAILED ACTION
Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise
extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple
assignees. A nonstatutory obviousness-type double patenting rejection is appropriate where the
conflicting claims are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated by, or would
have been obvious over, the reference claim(s). See, ¢.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226
(Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d
887,225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937,214 USPQ 761 (CCPA 1982); In
re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ
644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used
to overcome an actual or provisional rejection based on a nonstatutory double patenting ground provided
the conflicting application or patent either is shown to be commonly owned with this application, or
claims an invention made as a result of activities undertaken within the scope of a joint research
agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal disclaimer.
A terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b).

Claims 1-31 are rejected on the ground of nonstatutory obviousness-type double patenting as
being unpatentable over claims 1-56 of U.S. Patent No. 7,523,484. Although the conflicting claims are
not identical, they are not patentably distinct from each other.

Information Disclosure Statement

CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 120 of 261
FORTINET, INC.



Application/Control Number: 12/273,037 Page 3
Art Unit: 2435

The following reference have not considered by examiner due to missing date:
---“Packet Fence Overview,” Packetfence
USPTO Contact Information

Any inquiry concerning this communication or earlier communications from the examiner should
be directed to HOSUK SONG whose telephone number is 5712723857, The examiner can normally be
reached on mon-fri.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor, KIM
VU can be reached on 5712723859. The fax phone number for the organization where this application or
proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/HOSUK SONG/
Primary Examiner, Art Unit 2435
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICATION NO.: 12/273,037

FILED: November 18, 2008

APPLICANT(S): Stacey C. Lum et al.

TITLE: Systems and Methods of Controlling Network Access
EXAMINER: Hosuk Song

GROUP ART UNIT: 2435

ATTY.DKT.NO.: PA4693US

MAIL STOP AMENDMENT

COMMISSIONER FOR PATENTS

P.O. BOX 1450

ALEXANDRIA, VA 22313-1450

RESPONSE A

Examiner Song;:

In response to the office action mailed July 9, 2010 (Office Action), please consider the following

remarks. A listing of the claims begins on page two. The Applicants’ remarks and conclusion

are provided beginning on pages seven and eight, respectively.
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CLAIMS

A LISTING OF THE CLAIMS 1S PROVIDED AS FOLLOWS:

1. (original) A method of granting access to a protected network, the method comprising:

receiving a request for access to a less-restricted subset of the protected network from an
access device, the request received through a communication port of an access point, the
communication port configured for communicating between the access device and a restricted
subset of the protected network, the restricted subset including a gatekeeper;

applying a security policy to the access device in response to the request; using the
gatekeeper to determine if requirements of the security policy are satisfied by the access device,
and

reconfiguring the communication port for communicating data between the access
device and the less-restricted subset of the protected network without passing the data through

the gatekeeper, when the requirements of the security policy are satisfied.

2. (original) The method of claim 1, further comprising authenticating a user of the access

device.

3. (original) The method of claim 1, further comprising obtaining system data from the access
device, and wherein applying the security policy includes using the system data to determine

that the access device satisfies the requirements of the security policy.

4. (original) The method of claim 3, wherein the system data includes antivirus software status.

5. (original) The method of claim 1, further comprising communicating between the gatekeeper
and an agent executing on the access device to obtain system data from the access device, and
wherein applying the security policy includes using the system data to determine that the

access device satisfies the requirements of the security policy.
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6. (original) The method of claim 5, wherein the system data includes information regarding

devices connected to the access device.

7. (original) The method of claim 5, wherein the system data includes information regarding

computing code executing on the access device.

8. (original) The method of claim 1, further comprising selecting the security policy from

among a plurality of security policies.

9. (original) The method of claim 8, wherein selecting the security policy is responsive to an

identity of the access device or an identity of a user of the access device.

10. (original) The method of claim 1, wherein the access point is a network switch.

11. (original) The method of claim 1, wherein the access point is a wireless access point.

12. (original) The method of claim 1, wherein the access point is a remote access virtual private

network.

13. (original) The method of claim 1, wherein the gatekeeper is accessible to elements of the

less-restricted subset of the protected network.

14. (original) The method of claim 1, wherein the restricted subset of the protected network is

characterized by an access control list.

15. (original) The method of claim 14, wherein access to the restricted subset of the protected
network is responsive to a switch port configured to communicate with the protected network

subject to the access control list.
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16. (original) A computer-readable storage medium having stored thereon a program, the
program being executable by a processor to perform a method for controlling access to a
computer network, the method comprising;:

receiving a request for access to a less-restricted subset of the protected network from an
access device, the request being received through a communication port of an access point, the
communication port configured for communicating between the access device and a restricted
subset of the protected network, the restricted subset including a gatekeeper;

applying a security policy to the access device in response to the request; and

reconfiguring the communication port for communicating data between the access
device and the less-restricted subset of the protected network without passing the data through

the gatekeeper, when requirements of the security policy are satisfied.

17. (original) The computer readable storage medium of claim 16, wherein the program is

further executable by a processor to authenticate a user of the access device.

18. (original) The computer readable storage medium of claim 16, wherein the program is
further executable by a processor to obtain system data from the access device, and wherein
applying the security policy includes using the system data to determine that the access device

satisfies the requirements of the security policy.

19. (original) The computer readable storage medium of claim 18, wherein the system data

includes antivirus software version data.

20. The computer readable storage medium of claim 16, wherein the program is further
executable to communicate between the gatekeeper and an agent executing on the access device
to obtain system data from the access device, and wherein applying the security policy includes
using the system data to determine that the access device satisfies the requirements of the

security policy.
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21. (original) The computer storage readable medium of claim 20, wherein the system data

includes information regarding devices connected to the access device.

22. (original) The computer readable storage medium of claim 16, wherein the program is
further executable to communicate between the gatekeeper and an agent executing on the
access device to monitor security status of the access device after reconfiguring the
communication port for communicating between the access device and the less-restricted

subset.

23. (original) The computer readable storage medium of claim 22, wherein the system data

includes information regarding computing code executing on the access device.

24. (original) The computer readable storage medium of claim 16, wherein the program is

further executable to select the security policy from among a plurality of security policies.

25. (original) The computer readable storage medium of claim 24, wherein selecting the
security policy is responsive to an identity of the access device or an identity of a user of the

access device.

26. (original) The computer readable storage medium of claim 24, wherein selecting the
security policy is responsive to an identity of elements within the less-restricted subset of the

protected network to which access is requested.

27. (original) The computer readable storage medium of claim 16, wherein the program is
further executable to update the access device when requirements of the security policy are not

satisfied.

28. (original) The computer readable storage medium of claim 16, wherein the gatekeeper is

accessible to elements of the less-restricted subset of the protected network.
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29. (original) The computer readable storage medium of claim 16, wherein the restricted subset

of the protected network is characterized by an access control list.

30. (original) The computer readable storage medium of claim 29, wherein access to the
restricted subset of the protected network is responsive to a VLAN configured to communicate

with the protected network subject to the access control list.

31. (original) The computer readable storage medium of claim 29, wherein access to the
restricted subset of the protected network is responsive to a switch port configured to

communicate with the protected network subject to the access control list.
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REMARKS

Double Patenting

The Examiner rejects claims 1-31 “on the ground of nonstatutory obviousness-type double
patenting as being unpatentable over claims 1-56 of U.S. Patent No. 7,523,484.” Office Action, 2.
The Examiner notes that a timely filed terminal disclaimer may be used to overcome the

nonstatutory double patenting rejection. Office Action, 2.

The above-referenced patent is owned by InfoExpress, Inc., as is the present patent application.
In accordance with the Examiner’s suggestion, the Applicants hereby submit a terminal
disclaimer in compliance with 37 C.F.R. § 1.321. As such, the double patenting rejection is

overcome.

Information Disclosure Statement

The Examiner has not considered the reference titled “Packet Fence Overview” due to “missing
date.” Office Action, 3. The Applicants hereby submit a revised information disclosure
statement in which the date of download (2006) is provided for the aforementioned reference.
A copy of the reference has been provided and considered in parent application 10/949,179
(now U.S. patent number 7,523,484) to which the present application makes a claim of priority
under 35 U.S.C. § 120. As such, a copy is not provided herewith. The Applicants respectfully

request that the Examiner consider the reference using the 2006 date provided.
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CONCLUSION

The Applicants submitted a terminal disclaimer to overcome the non-statutory double

patenting rejection of claims 1-31.

As all rejections have been overcome, the Applicants contend the present application is in
condition for allowance. The Examiner is invited to contact the Applicants’ undersigned

representative with any questions concerning the present response.

Respectfully submitted,
Stacey C. Lum et al.

October 11, 2010 By: /Tam Thanh Pham/
Tam Thanh Pham, Reg. No. 50,565
Carr & Ferrell LLP
2200 Geng Road
Palo Alto, CA 94303
TEL: (650) 812-3400
FAX: (650) 812-3444
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Pursuant to the provisions of 37 C.F.R. §§ 1.56 and 1.97-98 of the Rules of Practice in Patent
Cases, enclosed herewith is form PTO-5B-08, listing a several reference. The Examiner is

requested to make this reference of official record in the application.

The reference cited may be material to examination of the application and is submitted
in compliance with the Applicants” duty of disclosure as defined by 37 CE.R. §
1.56. Additionally, the Applicant wishes to make the Examiner aware of, and invite the
Examiner to consider, as is appropriate, the following office action from the following U.S.

patent application:

* Notice of Allowance mailed October 5, 2010 in U.S. patent application number
12/550,321, filed August 28, 2009.
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No representation is made or intended as to the completeness of this list, nor is the inclusion

of any reference on this list an admission that it is prior art or pertinent to this application.

Applicant has enclosed the applicable fee of $180.00 with this submission, in accordance
with 37 C.F.R. § 1.17(p). If more fees are due, however, the Commissioner is hereby authorized

to charge any necessary fees to Account Number 06-0600.

Respectfully submitted,
Stacey C. Lum et al.

October 11, 2010 By: /Tam Thanh Pham/
Tam Thanh Pham, Reg. No. 50,565
Carr & Ferrell LLP
2200 Geng Road
Palo Alto, CA 94303
TEL: (650) 812-3400
FAX: (650) 812-3444
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Application No. Applicant(s)
Notice of Non-Compliant Amendment | 12/273,037 LUMETAL.
(37 CFR 1.121) Art Unit
3998

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

The amendment document filed on 171 Octfober, 2010 is considered non-compliant because it has failed to meet the

requirements of 37 CFR 1.121 or 1.4. In order for the amendment document to be compliant, correction of the following
item(s) is required.

THE FOLLOWING MARKED (X) ITEM(S) CAUSE THE AMENDMENT DOCUMENT TO BE NON-COMPLIANT:
[ 1. Amendments to the specification:
[J A. Amended paragraph(s) do not include markings.
[] B. New paragraph(s) should not be underlined.
[ c. other .

[ 2. Abstract:

[] A. Not presented on a separate sheet. 37 CFR 1.72.
[0 B. Other )

[J 3. Amendments to the drawings:
[0 A. The drawings are not properly identified in the top margin as “Replacement Sheet,” “New Sheet,” or
“Annotated Sheet” as required by 37 CFR 1.121(d).
] B. The practice of submitting proposed drawing correction has been eliminated. Replacement drawings

showing amended figures, without markings, in compliance with 37 CFR 1.84 are required.
O c. other .

X1 4. Amendments to the claims:

1 A. A complete listing of all of the claims is not present.

[] B. The listing of claims does not include the text of all pending claims (including withdrawn claims)

C. Each claim has not been provided with the proper status identifier, and as such, the individual status
of each claim cannot be identified. Note: the status of every claim must be indicated after its claim
number by using one of the following status identifiers: (Original), (Currently amended), (Canceled),
(Previously presented), (New), (Not entered), (Withdrawn) and (Withdrawn-currently amended).

] D. The claims of this amendment paper have not been presented in ascending numerical order.

X E. Other: See claim 20.

[] 5. Other (e.g., the amendment is unsigned or not signed in accordance with 37 CFR 1.4): For further explanation
of the amendment format required by 37 CFR 1.121, see MPEP § 714.

TIME PERIODS FOR FILING A REPLY TO THIS NOTICE:
1. Applicant is given no new time period if the non-compliant amendment is an after-final amendment or an amendment

filed after allowance, or a drawing submission (only) If applicant wishes to resubmit the non-compliant after-final
amendment with corrections, the entire corrected amendment must be resubmitted.

2. Applicant is given one month, or thirty (30) days, whichever is longer, from the mail date of this notice to supply the
correction, if the non-compliant amendment is one of the following: a preliminary amendment, a non-final amendment
(including a submission for a request for continued examination (RCE) under 37 CFR 1.114), a supplemental
amendment filed within a suspension period under 37 CFR 1.103(a) or (c), and an amendment filed in response to a
Quayle action. If any of above boxes 1 to 4 are checked, the correction required is only the corrected section of the
non-compliant amendment in compliance with 37 CFR 1.121.

Extensions of time are available under 37 CFR 1.136(a) only if the non-compliant amendment is a non-final
amendment or an amendment filed in response to a Quayle action.

Failure to timely respond to this notice will result in:

Abandonment of the application if the non-compliant amendment is a non-final amendment or an amendment
filed in response to a Quayle action; or

Non-entry of the amendment if the non-compliant amendment is a preliminary amendment or supplemental
amendment.

Legal Instruments Examiner (LIE), if applicable /SSTELLA LITTLE/ Telephone No: (671)272-4365

U.S. Patent and Trademark Office

Part of Paper No. 20101013-2
PTOL-324 (04-06) Notice of Non-Compliant Amendment (37 CFR 1.121)
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICATION NO.: 12/273,037

FILED: November 18, 2008

APPLICANTS: Stacey C. Lum et al.

TITLE: Systems and Methods of Controlling Network Access
EXAMINER: Hosuk Song

GROUP ART UNIT: 2435

CONF. NO.: 7491

ATTY.DKT.NO.: PA4693US

MAIL STOP AMENDMENT
COMMISSIONER FOR PATENTS
P.O. BOX 1450

ALEXANDRIA, VA 22313-1450

RESPONSE TO NOTICE OF NON-COMPLIANT AMENDMENT

In response to the Notice of Non-Compliant Amendment mailed October 13, 2010, enclosed
please find the corrected section of Amendment A dated October 11, 2010. Specifically, the

claims section with a missing claim identifer is presented.
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IN THE CLAIMS

PLEASE AMEND THE CLAIMS AS FOLLOWS:

1. (original) A method of granting access to a protected network, the method comprising:

receiving a request for access to a less-restricted subset of the protected network
from an access device, the request received through a communication port of an access
point, the communication port configured for communicating between the access device
and a restricted subset of the protected network, the restricted subset including a
gatekeeper;

applying a security policy to the access device in response to the request; using the
gatekeeper to determine if requirements of the security policy are satisfied by the access
device, and

reconfiguring the communication port for communicating data between the access
device and the less-restricted subset of the protected network without passing the data

through the gatekeeper, when the requirements of the security policy are satisfied.

2. (original) The method of claim 1, further comprising authenticating a user of the access

device.

3. (original) The method of claim 1, further comprising obtaining system data from the
access device, and wherein applying the security policy includes using the system data to

determine that the access device satisfies the requirements of the security policy.

4. (original) The method of claim 3, wherein the system data includes antivirus software

status.
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5. (original) The method of claim 1, further comprising communicating between the
gatekeeper and an agent executing on the access device to obtain system data from the
access device, and wherein applying the security policy includes using the system data to

determine that the access device satisfies the requirements of the security policy.

6. (original) The method of claim 5, wherein the system data includes information

regarding devices connected to the access device.

7. (original) The method of claim 5, wherein the system data includes information

regarding computing code executing on the access device.

8. (original) The method of claim 1, further comprising selecting the security policy from

among a plurality of security policies.

9. (original) The method of claim 8, wherein selecting the security policy is responsive to an

identity of the access device or an identity of a user of the access device.

10. (original) The method of claim 1, wherein the access point is a network switch.

11. (original) The method of claim 1, wherein the access point is a wireless access point.

12. (original) The method of claim 1, wherein the access point is a remote access virtual

private network.

13. (original) The method of claim 1, wherein the gatekeeper is accessible to elements of the

less-restricted subset of the protected network.

14. (original) The method of claim 1, wherein the restricted subset of the protected network

is characterized by an access control list.
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15. (original) The method of claim 14, wherein access to the restricted subset of the
protected network is responsive to a switch port configured to communicate with the

protected network subject to the access control list.

16. (original) A computer-readable storage medium having stored thereon a program, the
program being executable by a processor to perform a method for controlling access to a
computer network, the method comprising;:

receiving a request for access to a less-restricted subset of the protected network
from an access device, the request being received through a communication port of an
access point, the communication port configured for communicating between the access
device and a restricted subset of the protected network, the restricted subset including a
gatekeeper;

applying a security policy to the access device in response to the request; and

reconfiguring the communication port for communicating data between the access
device and the less-restricted subset of the protected network without passing the data

through the gatekeeper, when requirements of the security policy are satisfied.

17. (original) The computer readable storage medium of claim 16, wherein the program is

further executable by a processor to authenticate a user of the access device.

18. (original) The computer readable storage medium of claim 16, wherein the program is
further executable by a processor to obtain system data from the access device, and wherein
applying the security policy includes using the system data to determine that the access

device satisfies the requirements of the security policy.

19. (original) The computer readable storage medium of claim 18, wherein the system data

includes antivirus software version data.
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20. (original) The computer readable storage medium of claim 16, wherein the program is
further executable to communicate between the gatekeeper and an agent executing on the
access device to obtain system data from the access device, and wherein applying the
security policy includes using the system data to determine that the access device satisfies

the requirements of the security policy.
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CONCLUSION

The present submission corrects the non-compliance identified in the Notice mailed
October 13, 2010. That is, claim 20 is now identified as being in its original form as filed.
The Examiner is otherwise requested to refer to all remarks presented in the context of the

original October 11, 2010 submission.

October 25,2010 By: /Tam Thanh Pham/
Tam Thanh Pham, Reg. No. 50,565
CARR & FERRELL LLP
2200 Geng Road
Palo Alto, CA 94303
650.812.3400
650.812.3444
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

REVOCATION OF ATTORNEY AND POWER OF ATTORNEY

The undersigned, having authority to act on behalf of InfoExpress, Inc., assignee of all
right, title, and interest in the attached schedule of patent applications (Schedule A),
hereby revokes all powers of attorney previously given and hereby appoints the
attorneys and agents associated with Customer Number 28661 as its attorney to act on
applicant’s behalf before the United States Patent and Trademark Office for the attached
schedule of patent applications (Schedule A) and to transact all business in the Patent

and Trademark Office in connection herewith.

STATEMENT UNDER 37 CFR 3.73(b)

The undersigned certifies that it is the assignee of the entire right, title, and interest in
the attached schedule of patent applications (Schedule A). The chain of title from the
inventors to the assignee of record for each of the patent applications identified in the
attached schedule of patent applications (Schedule A) is attached hereto as Schedule B.

The undersigned is empowered and authorized to act on behalf of the assignee.

Kindly address all communications regarding this application to:

Customer No. 28661
Lewis and Roca LLP

Respectfully submitted,
InfoExpress,

Date: ‘QZIZZZ/I

Stacey fam
President & CEO
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
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[ APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/273,037 11/18/2008 Stacey C. Lum PA4693US
CONFIRMATION NO. 7491
28661 POA ACCEPTANCE LETTER
LEWIS AND ROCA LLP

1663 Hwy 395, Suite 201

O
Minden, NV 89423

Date Mailed: 06/30/2011

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/24/2011.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/snguyen/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANT(S): Lum et al.

APPLICATION NO.: 12/273,037

FILING DATE: November 18, 2008

TITLE: Systems and Methods for Controlling Network Access
ART UNIT: 2435

CONFIRM. NO.: 7491

ATTY.DKT.NO.: INFO-002COA

MAIL STOP AMENDMENT

COMMISSIONER FOR PATENTS

P.O. BOX 1450

ALEXANDRIA, VA 22313-1450

SUPPLEMENTAL AMENDMENT

Examiner Song;:

Please enter the following amendments to the claims, which commence on page two.

The Applicants’ remarks appear beginning on page seven.
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IN THE CLAIMS

PLEASE AMEND THE CLAIMS AS FOLLOWS:

1. (original) A method of granting access to a protected network, the method
comprising;:

receiving a request for access to a less-restricted subset of the protected network
from an access device, the request received through a communication port of an access
point, the communication port configured for communicating between the access device
and a restricted subset of the protected network, the restricted subset including a
gatekeeper;

applying a security policy to the access device in response to the request;

using the gatekeeper to determine if requirements of the security policy are
satisfied by the access device, and

reconfiguring the communication port for communicating data between the
access device and the less-restricted subset of the protected network without passing the

data through the gatekeeper, when the requirements of the security policy are satisfied.

2. (original) The method of claim 1, further comprising authenticating a user of the

access device.

3. (original) The method of claim 1, further comprising obtaining system data from the
access device, and wherein applying the security policy includes using the system data

to determine that the access device satisfies the requirements of the security policy.

4. (original) The method of claim 3, wherein the system data includes antivirus

software status.
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5. (original) The method of claim 1, further comprising communicating between the
gatekeeper and an agent executing on the access device to obtain system data from the
access device, and wherein applying the security policy includes using the system data

to determine that the access device satisfies the requirements of the security policy.

6. (original) The method of claim 5, wherein the system data includes information

regarding devices connected to the access device.

7. (original) The method of claim 5, wherein the system data includes information

regarding computing code executing on the access device.

8. (original) The method of claim 1, further comprising selecting the security policy

from among a plurality of security policies.

9. (original) The method of claim 8, wherein selecting the security policy is responsive

to an identity of the access device or an identity of a user of the access device.

10. (original) The method of claim 1, wherein the access point is a network switch.

11. (original) The method of claim 1, wherein the access point is a wireless access point.

12. (original) The method of claim 1, wherein the access point is a remote access virtual

private network.

13. (original) The method of claim 1, wherein the gatekeeper is accessible to elements of

the less-restricted subset of the protected network.

14. (original) The method of claim 1, wherein the restricted subset of the protected

network is characterized by an access control list.
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15. (original) The method of claim 14, wherein access to the restricted subset of the
protected network is responsive to a switch port configured to communicate with the

protected network subject to the access control list.

16. (currently amended) A non-transitory computer-readable storage medium having
stored thereon a program, the program being executable by a processor to perform a
method for controlling access to a computer network, the method comprising:

receiving a request for access to a less-restricted subset of the protected network
from an access device, the request being received through a communication port of an
access point, the communication port configured for communicating between the access
device and a restricted subset of the protected network, the restricted subset including a
gatekeeper;

applying a security policy to the access device in response to the request; and

reconfiguring the communication port for communicating data between the
access device and the less-restricted subset of the protected network without passing the

data through the gatekeeper, when requirements of the security policy are satisfied.

17. (currently amended) The non-transitory computer readable storage medium of
claim 16, wherein the program is further executable by a processor to authenticate a user

of the access device.

18. (currently amended) The non-transitory computer readable storage medium of
claim 16, wherein the program is further executable by a processor to obtain system data
from the access device, and wherein applying the security policy includes using the

system data to determine that the access device satisfies the requirements of the security

policy.
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19. (currently amended) The non-transitory computer readable storage medium of

claim 18, wherein the system data includes antivirus software version data.

20. (currently amended) The non-transitory computer readable storage medium of
claim 16, wherein the program is further executable to communicate between the
gatekeeper and an agent executing on the access device to obtain system data from the
access device, and wherein applying the security policy includes using the system data

to determine that the access device satisfies the requirements of the security policy.

21. (currently amended) The non-transitory computer storage readable medium of
claim 20, wherein the system data includes information regarding devices connected to

the access device.

22. (currently amended) The non-transitory computer readable storage medium of
claim 16, wherein the program is further executable to communicate between the
gatekeeper and an agent executing on the access device to monitor security status of the
access device after reconfiguring the communication port for communicating between

the access device and the less-restricted subset.

23. (currently amended) The non-transitory computer readable storage medium of
claim 22, wherein the system data includes information regarding computing code

executing on the access device.

24. (currently amended) The non-transitory computer readable storage medium of
claim 16, wherein the program is further executable to select the security policy from

among a plurality of security policies.
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25. (currently amended) The non-transitory computer readable storage medium of
claim 24, wherein selecting the security policy is responsive to an identity of the access

device or an identity of a user of the access device.

26. (currently amended) The non-transitory computer readable storage medium of
claim 24, wherein selecting the security policy is responsive to an identity of elements

within the less-restricted subset of the protected network to which access is requested.

27. (currently amended) The non-transitory computer readable storage medium of
claim 16, wherein the program is further executable to update the access device when

requirements of the security policy are not satisfied.

28. (currently amended) The non-transitory computer readable storage medium of
claim 16, wherein the gatekeeper is accessible to elements of the less-restricted subset of

the protected network.

29. (currently amended) The non-transitory computer readable storage medium of
claim 16, wherein the restricted subset of the protected network is characterized by an

access control list.

30. (currently amended) The non-transitory computer readable storage medium of
claim 29, wherein access to the restricted subset of the protected network is responsive
to a VLAN configured to communicate with the protected network subject to the access

control list.

31. (currently amended) The non-transitory computer readable storage medium of
claim 29, wherein access to the restricted subset of the protected network is responsive
to a switch port configured to communicate with the protected network subject to the

access control list.
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REMARKS

The present submission provides a full listing of the claims with the appropriate claim
identifiers. In addition, it clarifies that the claimed ‘computer-readable storage medium’
is ‘non-transitory.” The Applicants therefore submit that the claims are now in condition

for allowance.

The Examiner is invited to contact the Applicants’ undersigned representative with any

questions concerning the present amendment.

Respectfully submitted,
Lum et al.

July 25, 2011 By: /Tam Thanh Pham/
Tam Thanh Pham, Reg. No. 50,565
Lewis and Roca LLP
2440 W. El Camino Real, 6" Floor
Mountain View, CA
650.391.1386
650.391.1395
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public which is to file (and by the USPTO to process) an applicaticn. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process andfor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The informaticn provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.8.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of reccrds may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commaerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspecticns or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential viclation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

12273037

Filing Date:

18-Nov-2008

Title of Invention:

Systems and Methods of Controlling Network Access

First Named Inventor/Applicant Name:

Stacey C. Lum

Filer: TamThanh Thi Pham/Stephanie Davis
Attorney Docket Number: INFO-002COA
Filed as Large Entity
Utility under 35 USC 111(a) Filing Fees
Description Fee Code Quantity Amount Sut—s'l'g(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 205 of 261

FORTINET, INC.




.. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 206 of 261

FORTINET, INC.




Electronic Acknowledgement Receipt

EFS ID: 10633836
Application Number: 12273037
International Application Number:
Confirmation Number: 7491
Title of Invention: Systems and Methods of Controlling Network Access
First Named Inventor/Applicant Name: Stacey C. Lum
Customer Number: 28661
Filer: TamThanh Thi Pham/Stephanie Davis
Filer Authorized By: TamThanh Thi Pham
Attorney Docket Number: INFO-002COA
Receipt Date: 31-JUL-2011
Filing Date: 18-NOV-2008
Time Stamp: 20:36:05
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $180
RAM confirmation Number 7246
Deposit Account 500612
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document _n . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
23647
. INFO-002COA_11-07-29_IDS_S
1 Transmittal Letter no 2
tatement.pdf
68895d1d19d83d2c9ec9fc55b44d7bb8ad
b167f2
Warnings:
Information:
o 21398
5 Information Disclosure Statement (IDS) INFO-002COA_11-07-29_Co- o 1
Form (SBOS) Pendlng_AppS.pdf 30e70f51e6f38a133350616b14a8f4fc4860f]
97f
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
. R 34750
Information Disclosure Statement (IDS) INFO-002COA_11-07-29_IDS.
3 no 4
Form (SB08) pdf
68b0bd5d8a63675d61472e660f7da65f3el
95a5e
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
393011
4 Non Patent Literature Quarantine_2.pdf no 37
ab8464d053eb07666de801619b03c73c25
48c4c2
Warnings:
Information:
30019
5 Fee Worksheet (SB06) fee-info.pdf no 2
ad66a2203da08d948d9e8121479ceedbaf]
3bc34
Warnings:
Information:
Total Files Size (in bytes):l 502825
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT
Docket No.: INFO-002COA

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Group Art Unit: 2435 Examiner: Hosuk Song
Serial No.: 12/273,037 Filed: November 18, 2008
In re Application of: Lum et al.
Confirmation No.: 7491 Customer No.: 28661

Title: SYSTEMS AND METHODS OF CONTROLLING NETWORK ACCESS

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Under 37 C.F.R. § 1.56, and 1.97-1.98

SIR:

Pursuant to the provisions of 37 C.F.R. §§ 1.56 and 1.97-98 of the Rules of
Practice in Patent Cases, enclosed herewith is form PTO-SB-08, listing several
references. The Examiner is requested to make these references of official record in the

application.

The references cited may be material to examination of the application and are
submitted in compliance with the Applicants’ duty of disclosure as defined by 37 C.F.R.
§ 1.56. Additionally, the Applicants wish to make the Examiner aware of, and invite the
Examiner to consider, as is appropriate, the following office actions from the following

U.S. patent application:

e Office Action mailed February 29, 2008 in U.S. patent application number

10/949,179 filed September 24, 2004, granted as 7,523,484,
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PATENT
Docket No.: INFO-002COA

The Commissioner is hereby authorized to charge any necessary fee to Account
Number 50-0612.

Respectfully submitted,
LEWIS AND ROCA LLP

Dated: July 29, 2011 /tam thanh pham/

Tam Thanh Pham
Reg. No.: 50,565
Lewis and Roca LLP
1663 Hwy 395, Suite 201
Minden, NV 89423
(775) 586-9500
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Doc code: IDS PTO/SB/08a (01-10)

o - . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB contrel number.

Application Number 12273037
Filing Date 2008-11-18

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ Stacey C. Lum

Art Unit | 2435

Examiner Name ‘ Song, Hosuk

Attorney Docket Number | INFO-002COA

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E)_(z.am*mer Cite Patent Number Kind Issue Date Na”.“e of Patentee or Applicant Relevant Passages or Relevant
Initial No Codet of cited Document )
Figures Appear
1 7194763 B2 2007-03-20 Potter et al.
2 7325246 B1 2008-01-29 Halasz et al.
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
- Cite No . Relevant Passages or Relevant
Initial Number Codel| Date of cited Document )
Figures Appear
1

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind |Publication Acplicant of cited where Relevant Ts
Initial* No [Number2 Code? j Code#| Date PP Passages or Relevant
Document ;
Figures Appear
L [
If you wish to add additional Foreign Patent Document citation information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove
EFS Web 2.1.17
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Application Number 12273037
Filing Date 2008-11-18

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ Stacey C. Lum
Art Unit | 2435

Examiner Name ‘ Song, Hosuk
Attorney Docket Number | INFO-002COA

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate}, title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional hon-patent literature document citation information please click the Add button  Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Application Number 12273037

Filing Date 2008-11-18

INFORMATION DISCLOSURE

First Named Inventor ‘ Stacey C. Lum

STATEMENT BY APPLICANT

L Art Unit | 2435
( Not for submission under 37 CFR 1.99)

Examiner Name ‘ Song, Hosuk

Attorney Docket Number | INFO-002COA

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s}):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

any individual designated in 37 CFR 1.56(c} more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[[] The fee setforth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /tam thanh pham/ Date (YYYY-MM-DD) 2011-08-12

Name/Print Tam Thanh Pham Registration Number 50,565

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an applicaticn. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process andfor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspecticns or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 10724910
Application Number: 12273037
International Application Number:
Confirmation Number: 7491

Title of Invention:

Systems and Methods of Controlling Network Access

First Named Inventor/Applicant Name:

Stacey C. Lum

Customer Number:

28661

Filer:

TamThanh Thi Pham

Filer Authorized By:

Attorney Docket Number: INFO-002COA
Receipt Date: 12-AUG-2011
Filing Date: 18-NOV-2008
Time Stamp: 13:21:44

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Number Document Description

File Name

File Size(Bytes)/
Message Digest

Multi
Part /.zip

Pages
(if appl.)

1 Transmittal Letter

INFO-002COA_11-08-12_IDS_S

36446

tatement.pdf

f2b217a2765fe5afa0aa3248f253c6a25018¢
2b4

no

Warnings:

Information:
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612193
Information Disclosure Statement (IDS) INFO-002COA_11-08-12_IDS.

2 Form (SB08) pdf no 4
175e4b53 14bcdac9e984 14ca6d523eb7d 72
28f63
Warnings:
Information:
Total Files Size (in bytes):l 648639

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT
Docket No.: INFO-002C0OA

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Group Art Unit: 2435 Examiner: Hosuk Song
Serial No.: 12/273,037 Filed: November 18, 2008
In re Application of: Stacey C. Lum et al.
Confirmation No.: 7491 Customer No.: 28661

Title:  SYSTEMS AND METHODS OF CONTROLLING NETWORK ACCESS

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Under 37 C.F.R. § 1.56. and 1.97-1.98

\SIR:
Pursuant to the provisions of 37 C.F.R. §§ 1.56 and 1.97-98 of the Rules of
Practice in Patent Cases, enclosed herewith is form PTO-SB-08, listing several

references. The Examiner is requested to make these references of official record in the

application.

The references cited may be material to examination of the application and are
submitted in compliance with the Applicants’ duty of disclosure as defined by 37 C.F.R.
§ 1.56. Additionally, the Applicants wish to make the Fxaminer aware of, and invite the
Examiner ‘.[o consider, as is appropriate, the following office actions from the following
U.S. patent application:

» Office Action mailed August 4, 2011 in U.S. patent application number

13/157,308 filed June 10, 2011.
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PATENT
Docket No.: INFO-002C0A

¢ Office Action mailed August 4, 2011 in U.S. patent application number
13/157,309 filed June 10, 2011.
¢ Office Action mailed August 4, 2011 in U.S. patent application number
13/157,310 filed June 10, 2011.
The Commissioner is hereby authorized to charge any necessary fee to Account
Number 50-0612.

Respectfully submitted,
LEWIS AND ROCA LLP

Dated: August 12, 2011 /tam thanh pham/

Tam Thanh Pham
Reg. No.: 50,565
Lewis and Roca LLP
1663 Hwy 395, Suite 201
Minden, NV 89423
(775) 586-9500
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
28661 7590 08/22/2011
LEWIS AND ROCA LLP SONG, HOSUK
1663 Hwy 395, Suite 201
Minden, NV 89423 | ART UNTT PAPER NUMBER |
2435
DATE MAILED: 08/22/2011
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. |  CONFIRMATION NO.
12/273,037 11/18/2008 Stacey C. Lum INFO-002COA 7491

TITLE OF INVENTION: SYSTEMS AND METHODS OF CONTROLLING NETWORK ACCESS

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional YES $755 $300 $0 $1055 11/22/2011

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:
1. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (@f required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

28661 7590 08/22/2011
LEWIS AND ROCA LLP Certificate of Mailing or Transmission
. I hereby certify that this Fee(s) Transmittal is being deposited with the United
1663 Hwy 395, Suite 201 States Postal Service with su% icient postage for first class mail in an envelope
Minden, NV 89423 addressed to the Mail Stog ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/273,037 11/18/2008 Stacey C. Lum INFO-002COA 7491
TITLE OF INVENTION: SYSTEMS AND METHODS OF CONTROLLING NETWORK ACCESS
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional YES $755 $300 $0 $1055 11/22/2011
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
SONG, HOSUK 2435 726-001000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CER 1.363). (1) the names of up to 3 registered patent attorneys 1
[ Change of corress%)ndence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . - . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [J Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) d Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
da Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. "Is}qis collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will Va{hy deﬂending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

I APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
12/273,037 11/18/2008 Stacey C. Lum INFO-002COA 7491
| EXAMINER |
28661 7590 08222011
LEWIS AND ROCA LLP SONG, HOSUK
1663 Hwy 395, Suite 201
Minden, NV 89423 | ART UNIT PAPER NUMBER |

2435

DATE MAILED: 08/22/2011

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 0 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)

CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1002, p. 222 of 261
FORTINET, INC.



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 12/273,037 LUM ET AL.
NOtlce Of Allowablllty Examiner Art Unit
HOSUK SONG 2435

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X] This communication is responsive to Amendment filed on 7/25/11.

2. [X] The allowed claim(s) is/are 1-31.

3. [[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[J Al b)[JSome* c)[]None of the:
1. [ Certified copies of the priority documents have been received.
2. [[] Certified copies of the priotity documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ______
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [[] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [] hereto or 2) [] to Paper No./Mail Date ____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date _____.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [] Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .

3. K Information Disclosure Statements (PTO/SB/08), 7. [ Examiner's Amendment/Comment

Paper No./Mail Date 7/31/11;10/11/10:8/12/11
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [] Examiner's Statement of Reasons for Allowance

of Biological Material

9. [0 Other .
/HOSUK SONG/
Primary Examiner, Art Unit 2435
U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20110804
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Doc code: IDS PTO/SB/08a (01-10)

c . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 12273037
Filing Date 2008-11-18

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Stacey C. Lum

Art Unit | 2435

Examiner Name | Hosuk Song

Attorney Docket Number |PA4693US
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Initial No Code! of cited Document
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If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Examiner| Cite No Publication Kind | Publication Name of Patentee or Applicant
Initial* Number Code'| Date of cited Document

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant T5
Initial* No [Numberd Code?j Code?| Date PP Passages or Relevant
Document .
Figures Appear
1 L]

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.
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Application Number 12273037
Filing Date 2008-11-18

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor |Stacey C.Lum
Art Unit | 2435

Examiner Name | Hosuk Song
Attorney Docket Number | PA4693US

1 "Packet Fence Overview," Packet Fence™, located at http://www.packetfence.org, downloaded: 2006. |:|

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /Hosuk Scﬁg’/ Date Considered 08/17/2011

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.UJSPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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PATENT
Docket No.: INFO-002COA

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Group Art Unit: 2435 Examiner: Hosuk Song
Serial No.: 12/273,037 Filed: November 18, 2008
In re Application of: Lum et al.
Confirmation No.: 7490 Customer No.: 28661

Title: SYSTEMS AND METHODS OF CONTROLLING NETWORK ACCESS

List of Co-Pending Patents or Patent Applications That Mayv Be Directed Towards

Similar Subject Matter

Examiner’s | Application | Docket | First-Named Title Filing
Initials Number Number Inventor Date
13/157,308 INFO- Stacy C. Lum | Systems and Methods of | June 10,
002COB Controlling Network 2011
Access
13/157,309 INFO- Stacy C. Lum | Systems and Methods of | June 10,
002COC Controlling Network 2011
Access
13/157,310 INFO- Stacy C. Lum | Systems and Methods of | June 10,
002COD Controlling Network 2011
Access
Date
Examiner’s /Hosuk Song/ , J
Signature: ¢ 08/04/201
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Application Number 12273037
Filing Date 2008-11-18

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Lum, Stacey C.

Art Unit | 2435

Examiner Name | Hosuk Song

Attorney Docket Number | INFO-002COA

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
o Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1 7752320 B2 2010-07-06 Kappes et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner| .. Publication Kind |Publication Name of Patentee or Applicant Pages,Columns Lines where
o Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document .
Figures Appear
1 20030229808 A1 2003-12-11 Heintz et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.
FOREIGN PATENT DOCUMENTS
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Application Number 12273037
Filing Date 2008-11-18

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Lum, Stacey C.
Art Unit | 2435

Examiner Name | Hosuk Song
Attorney Docket Number | INFO-002COA

"Network Access Quarantine Control in Microsoft Windows Server 2003," Windows Server System, Published March ]
2003, Updated July 29, 2009, 37 pages, Microsoft Corporation, Redmond, WA, USA.

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature /Hosuk Song/ Date Considered 08/04/2011

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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1 Aligning Semantic Web apglications witl
Willizrn M, £ i Fotey
January 2011 Computer Standards & I nterfaces , Volume 33 Issue 1
Publisher: Elsevier Science Publishers B. V

Bibliometrics: Downloads (6 Weeks): n/a, Downloads (12 Months): n/a, Downloads (Overall): n/a, Citation Count

Access controls for Semantic Web applications are commonly considered at the level of the application-domair
and do not necessarily consider the security controls of the underlying infrastructure to any great extent. Low-
level network access controls ..

Keywords: Network access control, Ontology, Security, Semantic Web
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Publisher: ACM
Full text available:
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1 (690.39 KB)

Bibliometrics: Downloads (6 Weeks): 16, Downloads (12 Months): 242, Downloads (Overall): 242, Citation Count

ADVANCED SEARCH Medical sensor networks allow for pervasive health monitoring of users in hospitals, at home, or on the way. T
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- Advanced Search parties cannot retrieve confidential
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Publisher: Kluwer Academic Publishers
Full text available: & (690.93 KB)

Bibliometrics: Downloads (6 Weeks): 4, Downloads (12 Months): 35, Downloads (Overall): 35, Citation Count: 0

Sensor networks are a promising computing paradigm for monitoring the physical environment and providing
observations for various uses. In hostile situations, it is critical to enforce network access control to ensure the
integrity, availability, and ...

Keywords: Access control, Sensor networks

4 Agessy control protocol
Zhiguo Wan, Bobeit H. O
February 2007 Computer Networks: The International Journal of Computer and Telecommunications

Networking , Volume 51 Issue 3
Publisher: Elsevier North-Holland, Inc.
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Bibliometrics: Downloads (6 Weeks): n/a, Downloads (12 Months): n/a, Downloads (Overall): n/a, Citation Count

In this paper we study two access control protocols which have similar two-layer access control architectures f
wireless networks in public places. The first protocol, called the Lancaster protocol, employs user password for
authentication and enforces ...

Keywords: Access control, Security protocol, Wireless networks
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That each item of information contained in the information disclosure statement was first cited in any communication
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submissicn, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
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Electronic Patent Application Fee Transmittal

Application Number: 12273037

Filing Date: 18-Nov-2008

Title of Invention: SYSTEMS AND METHODS OF CONTROLLING NETWORK ACCESS
First Named Inventor/Applicant Name: Stacey C. Lum

Filer: TamThanh Thi Pham/Stephanie Davis

Attorney Docket Number: INFO-002COA

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sut—;’g(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 2501 1 755 755
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Electronic Acknowledgement Receipt

EFS ID: 10969383
Application Number: 12273037
International Application Number:
Confirmation Number: 7491
Title of Invention: SYSTEMS AND METHODS OF CONTROLLING NETWORK ACCESS
First Named Inventor/Applicant Name: Stacey C. Lum
Customer Number: 28661
Filer: TamThanh Thi Pham/Stephanie Davis
Filer Authorized By: TamThanh Thi Pham
Attorney Docket Number: INFO-002COA
Receipt Date: 16-SEP-2011
Filing Date: 18-NOV-2008
Time Stamp: 18:52:36
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $1055
RAM confirmation Number 5875
Deposit Account 500612
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document _n . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
INFO-002COA_11-09-16_ptol8 23796
1 Issue Fee Payment (PTO-85B) = —pto no 1
5b_fill. pdf
7966f5642009e73f7d43292e7a85 1a6ba33:
Warnings:
Information:
31630
2 Fee Worksheet (SB06) fee-info.pdf no 2
85695200699a30319af9c35330318e10e21
4b35¢
Warnings:
Information:
Total Files Size (in bytes):l 85426

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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