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to send a frame to hogy
. o 4-47(b) wants : : %
hen host A 10 Fig. ;:4“( [n contrast, 11 Fig. 4-47(c), the SWit}c]E
PR iecards 3 3
me but just dl;f(;‘ln {0 B because there is 10 other way g g
d the tramle <witch port usually goes to a 'smglel COmpye,
ISTHCE .(izl_C]"11y more line cards than dvo b‘ndges intendeg t(;
ace for mfu-d pl.ovides buffer space for frames arrivip 2
(,:Nn collision domain, switches never lose frameg
in faster than they can be retransmilted
d have to start discarding frames, ;
ern switches start forwarding frameg p.
(ination header field has come in, buF before the rest of t.he frame
on as the destinatic output line is available, of course). These switches g
2 .witching. Sometimes they are referred to ag out.
7t use store-and-forward switchimng. o ! A g
not use ¢ .ut-through is handled entirely in hardware, Whereag
through switches. Usually, cut-througi I o rea
; ditionally contained an actual CPU that did store-and-forward SWitch-
.b“dgeb i s since all dern bridges and switches contain specia] .
ing in software. But since all moder g LA
tegrated circuits for switching, the difference between a swi ge is more

328 THE MEDIUM &

a consequence, W
bridge gets the fra
must actively forwar
frame to get there.

switches must have SP o
connect only LANS. l:a%‘h' ‘1¥t§ %
its ports. Since each port is its OV %
However, if tr.a‘mes ey
the switch may run out of buftel' sg)‘]ice =

To alleviate this problem slightly,

to collisions.

SO
has arrived (provided the

a marketing issue than a technical one. : : s
So far we have seen repeaters and hubs, which are quite similar, as well a

bridges and switches, which are also very similar to each other. Now we move up
to routers, which are different from all of the above. When a packet comes into 3
router, the frame header and trailer are stripped off and the packet located in the
frame’s payload field (shaded in Fig. 4-46) is passed to the routing software. This
software uses the packet header to choose an output line. For an IP packet, the
packet header will contain a 32-bit (IPv4) or 128-bit (IPv6) address, but not a 48-
bit 802 address. The routing software does not see the frame addresses and does
not even know whether the packet came in on a LAN or a point-to-point line. We
will study routers and routing in Chap. 5.
e [jfe a(lil;?ft;i; tlacy:;n\évcetiimd t_ransport gateways. These connect two computers
——e Connecg-o(;r_len.ted transport protocols. For example, suppose
puter using the connection—orier;)trel(?l/ge"[(‘1 Pl B ulk oo
M transport protocol. The transport gate-

way can copy the packets f; i i ‘
My p fom one connection to the other, reformatting them a

Finally, appli
e

In the early da
the cable ducts of
ged in. Often ther,

¥s of local areg . ¢
many offjce buﬂetWorkmg, thick yellow cables snaked through

ewereimg * =VEry computer they passed was P
Ny cables, Which were connectedytg a central back
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] .1 Fig. 4-39) or to a centra]
. in Fig- 4 ) ntral hub. No th oy :
the 4 (bdeslonged on which LAN. A[] the people in Ollc;gh[ [vas given to which com-
itch uter LAN :vhethef they belonged together or not cdiélceynt offices were put. oni the
™ e LAY e advent of 10Base-T and hupy 1, R 1998§r2'1;1)1hy trumped logic. !
bk Wi . ewired (at considerable expense) to ri S, all that changed. Build-
B 5 o5 were TeW. T w2 [0 TIp out all the yellow garden hoses
1 to ing* stall twisted pairs from every office to central witing clogete 5 S€S
[ on and 1™ idor or in a central machine roo; Tilliers 5 Closets at the end of
‘ +h corr1dor 7 R M, as illustrated in Fig. 4-48. If the Vi
es % sent in Charge of Wiring was a vision; ¢ 7 : S e
ogident 10 = slonary, category 5 twisted pairs w
ed Pt e was a bean counter ISty p €re 1n-
‘ ; RUibpLnE Vo o SO 2 tegory 3) telephone wiring was
sed (only © be replaced a few years later when f.
as 3
s Cabl
aple
do S i
ut-
cas ‘
ch- | 22 Htit  LHub
in- g A
bre l/\
Corridor
B , | i
)g r/ 1 5] =T L ] switch
| (- | ~L
h.e | IlHIIIILHII 2L
s | i
he
5- E
s
? Twisted pair/ Office
2 toa hub
kS Figure 4-48. A building with centralized wiring using hubs and a switch.
a
n- With hubbed (and later, switched) Ethernet, it was often possible to configure
B- LANs logically rather than physically. If a company wants k LANS, it buys &
B tbs. By carefully choosing which connectors to plug into which hubs, the occu-
Piis of a LAN can be chosen in 2 way that makes organizational sense, without
3 100 mych regard to geography. Of course, if two people in the same department
:Nork In different buildings, they are probably going to be on different hubs and
U5 differen LA ss, the situation is a lot better than having LAN
e s. Nevertheless,
“IShip entirely based on geography. L
il %8 it matter who s on which LAN? After all, in virtually all organizations, e
h rratthe 3 Ns are interconnected. In short, yes, it often matters. Network adminis-
L a;)rs like to group users on LANs to reflect the organizational structure rathc?r
L , oy the Physica] layout of the building for a variety of reasons. Oqe issue hlS
: ! Any network interface can be put in promiscuous mode, copying all the
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330 . Many departments, such a’s‘fe§edfch,. Patep called
. . that comes down the IS hat they do not want passed outsjde thei, mittee-
tra(ijfﬁc tha st e information t ‘U all the pcoplc in a department on a Sing]r e i
and accoul Sy M€ T ; yutting @ g i i N a .
department. [ S MluaipgrnItraﬁ‘ic off the LAN nu‘.I:; Sel;se- Mdnagemem seifert
IANantinoietet? ‘:111]?1 (s‘)uch an urrangem?!.]t b 11]-1[‘})10;: inft:elrllr(l);::?sd“ e People :
docsinoliee hezuln'i-q l‘)célted in adjacent Bificestw! i d the they 1
in ach:departien Hes (d Some LANSs are more heavily used than others 4 it VLAN
AECDNCE S lo,d.,.te them at times. For example, if the folks in Tesearcy, there |
may be desirable 0 Sep‘f"l.ﬂ experiments that sometimes get out of hapq and will b
are running all kinds ot nifty o nigmayinot:be enthusiastic about donatiy ¢hen P
saturate theinl: AN thejfolls ndCCOULEmS g i
R e out. - W
some of their Ldpa(.:lt)é FO l(]iilapgtinv Most LANs support broadcasting, and o B
A third lssute 1slS lLfl);ie tliig Featul'e extensively. For example, when g user view.
~layer protocols us s : 1 2
upper :dyeelngx; ;(> acket to an IP address x, how does it know which MAC addregg Al
7 Sto S d ! 5 . 7 s achi
[\:)anll:t in the frame? We will study this question in Chap. 5, but bfl@fly summar. maw.h
ize}()i the answer is that it broadcasts a frame containing the question: Who owpg (whitd
1P aadl'ess +? Then it waits for an answer. And there are many more examples of B2 1
where broadcasting is used. As more and more LANs get interconnected, the show]
number of broadcasts passing each machine tends to increase linearly with the this W
number of machines. . . : to.be‘
Related to broadcasts is the problem that once in a while a network interface this
will break down and begin generating an endless stream of broadcast frames. The F}g- 4
result of this broadcast storm is that (1) the entire LAN capacity is occupied by singlq

these frames, and (2) all the machines on all the interconnected LANSs are crippled
just processing and discarding all the frames being broadcast.

At first it might appear that broadcast storms could be limited in scope by
separating the LANs with bridges or switches, but if the goal is to achieve trans-
parency (i.e., a machine can be moved to a different LAN across the bridge
without anyone noticing it), then bridges have to forward broadcast frames.

Having seen why companies might want multiple LANs with restricted scope,
if;tl ut:) gjltot;ack é(; the proﬁlem of decouplingt the logical topology from [l‘le physi-
e ¥O anort)}?e:)rsiv itthat a user gets shlfted within the company from on¢

out changing offices or changes offices without chang-

ing departments. With hubbed wirin ; ;
. , moving th AN means
having Fhe network administrator Walgk do SR ot

In many companies, Organizationa] ¢
system administrators spend a lot of time
In somewhere else. Alg 4

cause‘the twisted pair from
(e.g., in the wrong building).

hanges occur all the time, meaning ‘h‘t
pulling out plugs and pushing them b
ses, the change cannot be made at all <

In response to , :
ing on a I\:/ay to r::vzer e[;] u";St'S 1or more flexibility, network vendors began WO
uildings entirely ip software. The resulting concept
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(virtual LAN) and has eve

: 2 n b ;
calied 2 ( is now being deployed in many °eN Standardized by the 802 com-

lled : ! ) rganizations.
mitle®. - additional information about VLANG, see (Brt‘«yé;e atmlzis lr{l;)lzvytar&g 1001;
3 ; an

¢ e;re pased on specially_designed VLAN-
Jso have some hubs on the periphery 3
network, the netwo'rk administrato}
be, which computers will be on which VLAN

o e Often the VEANSEE (infOrmally , and what the VLANs

r ; ) named by colors, since it i

:ble to print color diagrams showing the physi , since it is

i the members of the red LAN in red, membg ysical layout of the machines,
wi

' : rs of the green LAN in green
rdsoon. In this way, both the physical and logical layouts are visible in aiingle’
yiew

As an example, consider the four LANs of Fig. 4-49(a), in which eight of the

nachines belong 0 the G (gray) VLAN and seven of them belong to the W

(white) VLAN- The four physical LANSs are connected by two bridges, BI and

p. If centralized twisted pair wiring 1s used, there might also be four hubs (not
shown), but logically a multidrop cable and a hub are the same thing. Drawing it
this way just makes the figure a little less cluttered. Also, the term “bridge” tends
10 be used nowadays mostly when there are multiple machines on each port, as in
this figure, but otherwise, “bridge” and “switch” are essentially interchangeable.
Fig. 4-49(b) shows the same machines and same VLANSs using switches with a
single computer on each port.

.awalje switches, although
as 1n Fig. 4-48. To set up a

$
_pased decides how many VLANs

anized into two VLANS, gray and
hines organized into two VLANS by

i
&
g
¢
s

S configuration tables have to be set up

A i essible via
s. These tables tell which VLANs are acces

£ome comes in from, say, the gray VLAN, it must be

CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1027, p. 6 of 11
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narked G. This hold

warded on all the ports 1 ’ traffic.
fOlelde~ - multicast and proadcast T h multiple VLAN colors. We g th
Ol e may be Jabeled Wit .= A broadcasts a frame B Uiy
Note that a port may Suppose that machine . =0 ™
most clearly in Fig. ) tlfat it came from a machine on gray Vi
; S

N $ nd see . i ort). Since B] * 80
Bl recexves‘the fi a;neoitﬁ Jabeled G (except the mcom,mi Ii: St OPaS only
LIore ald gothA of them are labeled G, the frame 1S ¢ thep,
two other ports an

) knows that there are iy
s di t. Here the bridge o
At B2 thi Zt;}ri ljoigie;f:me is not forwarded there. It goes only o[ AN y
machines on s §

m be mov :
If f the users on LAN 4 should change departments and be ed to the
one O

ide B2 have to be updated to relabel that port o Egay
the tables inside :
1\1'/1];:3 ot? (:;’ I? machine F goes gray, then the port to LAN 2 has to be changg
to G instead of GW. ] .
imagi t all the machines on both bt
Now let us imagine that a bsion b AN S .

oray. Then not only do B2’s ports (0 LA ' : 3 e
;orz to B2 also has to change from GW to G since white frames arriving g B]

from LANs 1 and 3 no longer have to be forwarded to B2. In F}g. 4-49(b) the
same situation holds, only here all the ports that go to a single machine are Jabeleg
with a single color because only one VLAN is out there.

So far we have assumed that bridges and switches somehow know what coly
an incoming frame is. How do they know this? Three methods are in use, as fol.
lows:

332 S for ordinafy (i.e., Unicast) tl‘aff
e ¢

1. Every port is assigned a VLAN color.
2. Every MAC address is assigned a VLAN color.
3. Every layer 3 protocol or IP address is assigned a VLAN color.

In the first method, each port is labeled with VLAN color. However. this method

CISCO SYSTEMS, INC. IPR2024-00539 Ex. 1027, p. 7 of 11
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A roblem with this approach i< ok o
raffy, The only P’l"b ; Pproach is that it Violates
e netwol'lfm.g' mdependenc(.a biythéilaybisser: ¥ no\;zsotfhtehmost fu'ndamental
F thig lLuqiﬂess what is in the paqugd field. It should not be examini ¢ data link layer’s
: bus t be making decisions based on the conte ning the payload and

rdge ainly 10 nt
3 et oach is that a change to the layer 3 protOCo]S‘ A consequence of using

> S s a
FI ; o pv4 to IPv6) suddenly causes the switches tq fail(for cxample, an upgrade

On] I

Fm ; f:;?]work this way are on the market, + Unfortunately, switches
{ L S ‘e is nothing wr ith routi

gra of course, there is nothing wrong with routing bageq 4
gray Ho. A switch vendor might pooh-pooh thig argument saying that 1irtlég s(\:/r'ttr?lu_
‘GW undel‘stand both IPv4 and IPv6, so everything is fine, Byt what hap]ir)e;ls 1\:1:1‘1::1
1ged Pyv7 happens? The vendor would probably say: Buy new switches, is that :qo bad?
Ome The IEEE 802.1Q Standard
Bl’g

B] Some more lhoughl on this subject reveals that what actually matters is the
the VLAN of the' 1ramc itself, not the VLAN of the sending machine. If there were
2led some way to Idelltlfy the VLAN in the frame header, then the need to inspect the

payload would \'amsl.l. For a new LAN, such as 802.1] or 802.16, it would have

blor been easy enough to just add a VLAN field in the header. In fact, the Connection
fol- [dentifier field in 802.16 is somewhat similar in spirit to a VLAN identifier. But

what to do about Ethernet, which is the dominant LAN, and does not have any
spare fields lying around for the VLAN identifier?

The IEEE 802 committee had this problem thrown into its lap in 1995. After
much discussion, it did the unthinkable and changed the Ethernet header. The
new format was published in IEEE standard 802.1Q, issued in 1998. The new
format contains a VLAN tag; we will examine it shortly. Not surprisingly, chang-

10d ing something as well established as the Ethernet header is not entirely trivial. A
a), few questions that come to mind are:
Ne 1. Need we throw out several hundred million existing Ethernet cards?
PO » 2. Ifnot, who generates the new fields?
in : :
is 3. What happens to frames that are already the maximum size?
ne Of course, the 802 committee was (only too painfully) aware of these problems

| “hadto come up with solutions, which it did.
of The key to the solution is to realize that the VLAN fields are o.nly 'actpally
nd 3 }Ist by the bridges and switches and not by the user machines. Thus in Fig. 4-49, (J
=8 o 'Snotreally essential that they are present on the lines going out to the end sa- :
v 915 s long a they are on the line between the bridges or switches. Thus, to use i
B 3 AN, the bridges or switches have to be VLAN aware, but that was already a i
e a:ql;glremem_ Now we are only introducing the additional requirement that they

€ .
02'1Q aware, which new ones already are.

IPR2024-00539 Ex. 1027, p. 8 of 11
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rds. the answer 1s no. R
o thernet cards, em
all existing E vet people to change the Type field imber
on to an announcement that an e Nty a

that the 802.3 committee coU: ¢ in
Length field. You can imagine the o o, 2 TEW Sh Conllﬁtm
€0

n

. t. Y :
Ethernet cards had to be thrown oOu 202.1Q “ompliant hdiEoctact i
: . : fill i
the market, the hope 15 that they W1 < Y fill in the

VLAN fields.

So if the originator does not :
e first VLAN-aware bri
he road removes

N? Well, the first

As to throwing out

the VLAN fields, who s
dge or switch to touch a frame add:g tgh

them. But how does it know which S

bridge or switch could assign a VSXI&
he MAC address, OF (heaven forbid) examine the N
11 802.1Q compliant, we are kind of back Wlﬁiy.
that all gigabit Ethemgt cards will be §0p lre
) gigabit Ethernet, 802..1Q

generate

answer is that th
and the last one down t
belongs to which VLA
number to a port, look at t
load. Until Ethernet cards are a
we started. The real hope here is
compliant from the start and that as people upgrade to 2
will be introduced automatically. As to the problem of frames longer than 1518
bytes, 802.1Q just raised the limit to 1522 bytes.

During the transition process, many installations will have some legacy
machines (typically classic or fast Ethernet) that are not VLAN aware and other,
(typically gigabit Ethernet) that are. This situation is illustrated in Fig 4_555
where the shaded symbols are VLAN aware and the empty ones are not. F(;r i
plicity, we assume that all the switches are VLAN aware. If this is not the e
the first VLAN-aware switch can add the tags based on MAC or IP addressescase.

..... VLAN-awqre VLAN-aware Legacy
R A".e.:nd domain core domain end domain

aware
PC
Switching done

using tags

m legacy Ethe
met to VL
awar AN-
e. The empty ones are no aware Ethernet. The

- mI:S tdhllrs fti]gure, VLAN-aware Ethe
. ectly, and further gw; iy
switches have to kno T
W which V[, s these tags. T i e
. To do this switching

Y VLAN
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DATA LINK LAYER SWITCHING

GiC. 4.7
cows Which ports connect to machines on the gra
ceds a table indexed by VLAN telling which port
¢ VLAN aware or legacy.

Y when a legacy PC sends a frame to a VLAN-
oged frame based on its knowledge of the sender’s NUANGBT
idress, or IP address). From that point on, it no longer ma‘ttergs theafoquL
a legacy machine. Similarly, a switch that needs to deliver. ata : (el
Jegacy machine has to reformat the frame in the legacy format bgf%)ere

335

Y VLAN. Thus, the

switC
S to use and whether

s\\'ilch 4

aware switch, the switch builds
2 new 1@
MAC 2d
cender Was
i'l'ﬂme to a.
jelivering it ; { i

Now let U take a look at the 802.1Q frame format. It is shown in Fig. 4-51.

The only change is the addition of a pair of 2-byte fields. The first one is the
JLAN protocol ID. It always has the value 0x8100. Since this number is greater
than 1500, all EIhgmet cards ‘mterp.ret it as a type rather than a length. What a
legacy card does with such a frame is moot since such frames are not e s
he sent to legacy cards.

£
D)
Destination| Source Check-
8023| address iladdress fohath Dilta Pad sum
)3

£
>3

Destination| Source Check-
8021Q| agdress | address X Tagdfifength Data Pad —
\~ )
C
VLAN protocol Pri |F | VLAN Identifier
ID (0x8100) I

Figure 4-51. The 802.3 (legacy) and 802.1Q Ethernet frame formats.

The second 2-byte field contains three subfields. The main one is the VLAN
identifier, occupying the low-order 12 bits. This is what the whole thing is
about—which VLAN does the frame belong to? The 3-bit Priority field has noth-
ing to do with VLANSs at all, but since changing the Ethernet header is a once-in-
4-decade event taking three years and featuring a hundred people, why not put in
Some other good things while you are at it? This field makes it possible to distin-
8uish hard real-time traffic from soft real-time traffic from time-insensitive traffic
" order to provide better quality of service over Ethernet. It is needed for voice
SZer Ethernet (although in all fairness, IP has had a similar field for a quarter of a

tury and nobody ever used it).

he last bit, CF7 (Canonical Format Indicator) should have been called Fhe

Corporate Ego Indicator). 1t was originally intended to indicate htth—endmn
COmmaddr'esses versus big-endian MAC addresses, but that use got lost in gtheé
02,5 \f/:rsws, Its presence now indicates that the payload contains z.ifrejeze-wﬂiele

. ame that is hoping to find another 802.5 LAN at the destination :

§ Carried by Ethernet in between. This whole arrangement, of course, has

——_
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mdards' committee politicg is
te for your bit. wll
/ arrives at a VLAN.
P ag i
hen a tagé index into 2 table to find oy

336 3 1t st
AN“ ﬁll [ will vO

(0 do with V :
ged frame

nothing whzllmcv.cx: ol
unlike regular politics: 11@/(“6 1
= ~ntioned above, ; S
As we mentionec A c from? I :

S acithe . rom’ 1t 1S man
switch, the switch uses the VL table come anually con.

: [ . -niration of bridges.

ports to send it on. But wher Z6£0: manual conﬁglllczl f o rgquirThe beay
Tile . are back to square 265 o d-play an ‘ e an
\ttl 21;1:3‘;2;3:;3 bridge is that o pllug ;11?1(115 toylose that property. Fortuyn;?;n.
of the transpa g ible she

igurati o BAteTT e]lves based on obsery; ;
e mlgn‘a . Wcoqtllldaio autoconfigure thelgivcome% g gzerz‘”%ng the
VLAN-aware bridges €< ¢ Ry ¢ 3t

i oo tagge as 802 1 : en

a0 that come by. If a frame 1452 sibhe .1Q standard exp.:
S /'S y' -hine on port 3 18 O VLAN4. g appropriat ’fPlamS
apparently some mac : mostly by referencing appropriate portiopg of
how to build the tables dynan?lcall'y, 8()2 D
Perlman’s algorithm standardized 1n . it is worth making one lag o

- 3 ; - VLAN routing
Before leaving the subject of VL net W S fanati :
servation. Many people in the Internet and Ethernet worlds are fanatically i,

favor of connectionless networking and violently OPpOSquLtXI\"Im},/thmg Smacking
of connections in the data link or network la'yers. Yeli VLA;jlntrOduce Some-
thing that is surprisingly similar to a COﬂIl(‘jCUOnA To use NS properly,. Béch
frame carries a new special identifier that 1S used as an index into a t.able 1nside
the switch to look up where the frame is supposed to be sgnt. That is precisely
what happens in connection-oriented networks. In connechtlonless networks, it is
the destination address that is used for routing, not some kind of connection iden-
tifier. We will see more of this creeping connectionism in Chap. 5.

aWare
Whigl,

4.8 SUMMARY

Some networks have a single channel that is used for all communication. In
these n.etworks? the kgy g651gn issue is the allocation of this channel among the
ﬁompgc)tmg;tapot;s wishing to use it. Numerous channel allocation algorithms
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