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Abstract—We survey the progress in data mining methods for spacecraft health monitoring.
The main emphasis is placed on the analysis of telemetry data enabling the identification of
spacecraft states that are atypical during normal operation and the prediction of possible failures
in the operation of the spacecraft or its components. The main stages required for the creation
of general-purpose spacecraft state monitoring systems are considered; methods for detecting
anomalies in telemetry data taking into account the specific features of the spacecraft are
presented in detail; and publications on this topic known to the authors are analyzed. Examples
of the implementation of such systems in flight control centers of various countries are given. The
promising areas of development of methods for analyzing the technical state of complex systems
relevant for solving problems in space technology are discussed, and the main factors that hinder
the development of machine learning methods for analyzing telemetry data are noted.
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1. INTRODUCTION

Spacecraft and their components are designed considering a large number of factors, including
the flight plan, environment, interaction with other systems, and controls available. However, the
inevitable design, modeling, and verification errors prevent one from creating accurate models of
each of the components and the spacecraft as a whole as well as of all of its possible failures in
actual space flight. Thus, various unforeseen situations leading to component malfunction, as well
as situations that were not analyzed when creating the spacecraft and making the flight plan, may
arise in spacecraft operation.

The general approach to fault detection, isolation, and recovery (FDIR) is designed to ensure the
uninterrupted performance of spacecraft functions [1|. This approach involves ensuring redundancy,
using automatic control systems that carry out diagnostics and start recovery procedures, and also
thoroughly studying the identified failures and unforeseen situations and adjusting the flight plan
appropriately.

Many authors note that at present the main method for spacecraft health monitoring is threshold
value monitoring and constant monitoring of key telemetry parameters by the operator [2, 3]. How-
ever, specialist’s time is expensive, and only a few telemetry parameters can constantly be in his/her
field of vision. At the same time, the number of telemetry parameters in spacecraft often reaches
several thousand. For example, GOCE spacecraft had 1300 telemetry parameters, and the number
of telemetry parameters in larger spacecraft can reach 50 thousand [4]. This makes it impossible for
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the operator to control the parameters manually. Generally speaking threshold value monitoring
does not permit one to detect the onset of an emergency situation or abnormal spacecraft behavior.
With the development of projects for the deployment of mega-constellations, the automation and
intellectualization of satellite health monitoring becomes even more topical [5, 6].

Practice shows that atypical behavior of telemetry parameter values is of interest in that it often
precedes failures in spacecraft component operation. This abnormal behavior is usually not detected
by standard threshold monitoring methods. Anomaly detection in telemetry is a very difficult task.
As a rule, there is not enough historical information about anomalies, and a failure is not always
preceded by the appearance of anomalies. Anomalies can be caused by random failures in the
operation of sensors or the information transmission channel and by atypical situations, which may
be either harmless or potentially dangerous for the spacecraft operation; anomalies do not have
a clear threshold, the nominal state can evolve during the spacecraft operation, and the concept
of anomaly is different for different components. Nevertheless, detecting anomalies in telemetry is
important for the subsequent diagnostics and analysis of the spacecraft operation.

There are two main approaches to anomaly detection. The first approach assumes the presence
of a quantitative model explicitly describing the system operation. In this case, the discrepancy
between the behavior of the system and that of the model can serve as an indicator of a malfunction.
On the one hand, this approach permits explicitly modeling faults and their consequences. On the
other hand, it has the obvious disadvantage that creating the underlying models is difficult. The
second approach is to use machine learning methods, which help one to create system operation
models based on available data. The importance of developing such systems for spacecraft health
analysis is indicated in [3, 6]. Spacecraft diagnostic expert systems based on such models can be
developed provided that there is a broad database available. The present paper gives a survey of
the recent progress in the application of machine learning methods to spacecraft health analysis.

Many recent survey papers covering both general and more narrow topics are devoted to anomaly
detection in various fields. Of these surveys, we note the papers by Chandola [7], Pimentel [8], and
Wang [9], which group the methods according to the main assumptions about the nature of the
data to be analyzed, estimate the computational complexity of the algorithms, and list their main
practical applications. Chalapathy et al. [10] take a closer look at methods based on artificial
neural networks and deep learning. Zimek [11] and Thudumu [12] discuss the specific features of
very high-dimensional data analysis. Gavrilovski [13], Khan and Yairi [14], and Basora [15] survey
the applications, including those in the aviation industry, of anomaly detection methods.

Despite above-mentioned general surveys and aviation application surveys, to the best of the
author’s knowledge, there is no review paper on space applications of data-driven anomaly detection.
The present survey bridges the gap, takes into account the specific features of space technology and
possible methods for telemetry information analysis, singles out directions necessary for further
progress, and indicates the most promising methods.

The survey is divided into eight sections. Section 2 describes the main definitions and problem
statements from the viewpoint of data analysis. Various feature extraction methods for algorithm
performance improvement are discussed in Sec. 3. Section 4 is devoted to the classification of
anomaly detection methods and basic examples of their usage. Section 5 discusses how decisions
are made to classify a system state as abnormal if the data analysis methods used do not classify
the states but map them onto a contiguous interval of the real line. Section 6 describes methods for
determining the performance of data-driven algorithms. Section 7 discusses the use of data-driven
systems in various flight control centers on an ongoing basis, lists open data sources that can be used
to test the operation of some algorithms, and discusses promising data analysis methods. Finally,
Sec. 8 summarizes the main results of the paper.
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1

Fig. 1. Anomaly types: (1) point, (2) context, (8) collective.

2. MAIN NOTIONS

2.1. Anomalies and Outliers in Telemetry Information

In the literature, the terms outlier and anomaly are often used in the same sense, and there is
no clear distinction, because researchers from different fields use different terminology. However, as
noted by Pimentel [8], outliers are often used to mean a small fraction of normal data that is far
from most truly normal data. Thus, it is the isolation of data that can significantly degrade the
performance of some algorithms that the search for outliers is focused on.

Some researchers use the term “new information” (novelty) to refer to data not fitting a model
based on data a priori considered to be normal. This class will no longer include random outliers
described in the previous paragraph if they are present in the model of “normal” data.

Many authors divide anomalies into point, context, and collective ones |7]. Point anomalies are
characterized by a single value outlying from the neighboring values and are easiest to detect. Con-
text anomalies are situations whose occurrence depends on some external context or other variables
without which they would not be considered anomalous. Collective anomalies are characteristic of
time series or other ordered data. They occur if several nearby points exhibit abnormal behavior
but cannot be considered abnormal individually (Fig. 1).

Telemetry information is the readings of spacecraft onboard sensors and software events circu-
lating in the control loop and transmitted to a ground control center. The general structure of
information flows in the spacecraft control loop is given in [16]. Sensor readings are most often
structured into time series, which can be uneven, i.e., with a variable time step; sometimes, step
can be different for different telemetry parameters. Telemetry is the main source of information
about the spacecraft state, and in this sense, telemetry is most complete and reliable. Based on
telemetry analysis, conclusions are drawn on the health of the spacecraft and its components and
further flight planning decisions are made. In what follows, we focus on the analysis of telemetry
presented in the form of multidimensional time series and do not consider program event analysis.

Telemetry is received and processed by a monitoring system implemented by onboard and ground
systems. This system implements various algorithms for extracting useful information about the
spacecraft state and further, if necessary, making a corrective action or alerting the operator to
make a decision about such an action.

2.2. Possible Settings

The following large classes of algorithms for analyzing the state of technical systems can be
distinguished: data-driven and model-based. Model-based algorithms are characterized by the
fact that they require an explicit scheme created by the developer in advance and, unlike data-
based algorithms, do not have the broad ability to adapt based on historical information about the
system [17]|. Data-driven approach, in turn, requires a sufficiently large body of historical informa-
tion to select the coefficients of the model (training) and validate the correctness of its operation.
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In general terms, the technical diagnostics problem can be stated as follows. For brevity, we
introduce the following notation: Z(t)|t = t, is the state of the system at a certain moment in
time, Y = y(Z(t)) is some discrete set of classes for assessing the performance of the system or
such an assessment on a continuous scale, and X (t) = f(Z(t)) + & is the set of visible observations
of readings of various sensors. As a rule, the function f is known with some accuracy according
to the specification of the sensor in question, but this is not always the case. The vector ¢ is the
set of residual measurement errors. The general setting of the problem is to reconstruct the value
of Y based on X, i.e., to find the most accurate approximation to some function g : Y = g(X).
The function f is not always invertible, and the errors ¢ cannot always be accurately described;
therefore, the problem has no rigorous solution in general.

In what follows, we discuss data-driven methods in detail. They are of great practical importance,
because they can be applied to systems in which a formal description of the operation encounters
significant difficulties. The most general statement of the machine learning problem can be given
as follows [18]:

— Supervised learning. Let some training set D = {(z",y"),n =1,..., N} be known. The task
is to reconstruct a function f such that the prediction f(z*) = y* is accurate on a new instance
of (z*,y*) in the test sample. In this case, the accuracy criterion is determined by the given
error function.

— Unsupervised learning. Let some dataset D = {2",n = 1,..., N} be given. The task is to
describe this data in some more compact way determined by some objective function.

The collection of training and test samples is called a dataset. The collection of vectors y™ is
called a markup. A supervised learning problem will be called classification if the range of y" is
discrete and regression if the range of y™ is continuous.

Since in practice the true spacecraft state is often unavailable for direct observation, it is usually
assumed that the sensor readings accurately determine the state, and the tasks of monitoring the
technical state are reduced to the following settings:

1. Classification of states and their sequences. In this case, Y € N is discrete, and there is
a certain number of observations Y = g(Z(t;)).

2. Anomaly detection. In this setting, ¥ = {0,1} and the observations of only one of the two
classes are known, Z : g(Z) = 0.

3. Outlier setection. In this case, it is necessary to estimate the value of g(Z) on the basis of
observations of X alone in the absence of observations of Y.

4. Ranking of results by importance (degree of abnormality), also called scoring. This problem
is characterized by a continuous range of values Y € R.

5. Forecast of the spacecraft state: finding the values of the telemetry parameter X (t; + n),
assessing the operation performance Y = y(X (¢, + n)) or directly the system state Z(t, +n)
based on the history of telemetry parameter values {X(t) : to <t < t1}.

6. Estimation of the remaining useful life of the spacecraft or its parts is similar to the previous
setting; however, in this case, as a rule, a longer-term forecast is of interest.

In the outlier detection problem, the algorithm is given an unlabeled dataset in which it is re-
quired to isolate unlikely states or their sequences; i.e., this setting is an unsupervised learning
problem. However, these methods can produce a large proportion of false positives and false neg-
atives in anomaly detection, because not every anomaly is an outlier and not every outlier can be
considered an anomaly. Many authors note that this statement is mainly used to get rid of random
rare noises and spikes, since in this case the initial data contain very little information about the
correct spacecraft operation.
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Fig. 2. Main stages of telemetry analysis.

In anomaly detection, this setting can be used to localize the found anomaly or to provide the
operator with more detailed information about the normal spacecraft operation. As a rule, this
setting uses supervised learning methods. Supervised learning consists in finding an approximation
to an unknown function from the set of its observed values. The classification problem in this case
is to find a function with a discrete range of values.

In the classification problem, the training set X consists of prelabeled data: each state or situ-
ation X; belongs to one or more of separate classes Y;. In the process, the algorithm assigns each
new situation to a class to which it belongs with the greatest probability.

In anomaly detection, the training sample, as a rule, consists only of representatives of one class—
the normal operation of the system. In some setting, the training sample may contain a relatively
small number of representatives of anomalous operation. During operation, the algorithm detects
situations that are not similar to those encountered in the training set.

In addition, algorithms capable of active learning are beginning to emerge. These algorithms are
trained in a semisupervised mode, i.e., when a data markup is not available for all X;, and are able
to prompt the user for markup when needed [19, 20]. Such algorithms are suitable for very large
databases, when complete manual markup is not possible when creating the dataset. This class of
algorithms appeared relatively recently and requires further study.

2.3. Main Stages in Telemetry Data Analysis

Despite the recent progress in the creation of mathematical apparatus and algorithms for data
mining, a designer still has to choose an algorithm and adapt it to the task at hand and its features.
The ASUM-DM procedure [21]| identifies six main stages in a data project: analysis of topical
area; development; creation and customization of a working model; commissioning; operation and
optimization; and project management.

When creating the working model and adjusting its parameters, it is important to know the
objective performance of its operation in comparison with other models and the operator. To assess
the performance, a reference data markup is required, which is often absent in real-world problems.
Usually, in the absence of an objective criterion for the performance of a model or a data-based
algorithm, the justification for the correctness of its operation is speculative. This phenomenological
principle of verification is fundamentally different from the verification of model-based systems,
where the correctness of operation is shown by the correctness of the initial assumptions and logical
inferences.

At the stage of operation of the monitoring system (Fig. 2), the analysis is usually preceded
by the isolation and, if mechanisms are available, reconstructing reliable telemetry information
(screening out random outliers) and changing the sampling frequency for which knowledge about
the characteristics of the sensor and the nature of the measured quantity is required. After that,
an analysis is performed using various algorithms to be discussed below. The analysis can also be
divided into several stages:

1. Formation of a set of parameters (features) with which the data mining algorithm will work
directly.
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2. Building or refining the model.
3. Applying the model to obtain the result.

The features can be extracted both by experts and automatically; however, automatic feature
extraction, as a rule, requires a larger amount of training data, and the constructed model is more
difficult to interpret. In this case, the stage of feature extraction is not explicitly expressed as is
the case during the construction and application of algorithms. This, for example, happens in the
case of using deep neural networks.

The last stage is postprocessing the results of the analysis to generate reports and display them
on the operator’s screen.

3. FORMING THE COLLECTION OF PARAMETERS FOR ANALYSIS

In the context of machine learning problems, any measurable or computable characteristics of
the considered object that help in solving the problem are usually called features. For example,
when determining the current spacecraft state, the telemetry parameter values, the space weather
parameters, etc. can be considered as features. In complex problems, it is important to single
out auxiliary features that are some functions of the original ones and help to improve the result
and /or reduce the computational complexity. With automatic feature extraction, as is the case with
the use of deep neural networks, features can be devoid of specific physical meaning and be only
a mathematical function of the initial data.

Feature extraction is not an independent method for anomaly detection or spacecraft health
analysis, but it is of great importance, especially when analyzing multidimensional time series in
complex systems, where there is a large number of related parameters due to sensor redundancy or
parameters that are not related to studied anomalies and thus introduce noise to the data and make
it difficult to find them. The correct feature extraction from the initial data can greatly facilitate
anomaly detection and improve the performance of the algorithm and its interpretability. In most
cases, the choice of telemetry parameters according to which the condition will be monitored is done
by an expert.

Suo et al. [22] introduced the concept of fuzzy Bayesian risk to select a subset of variables for
further classification. In [22], they have shown that when using a certain kind of loss function,
it is possible to construct a greedy algorithm for choosing a subspace in which the separation of
classes from each other will be optimal in terms of this metric. The computational complexity
of the algorithm is O(knm?), where k is the number of selected telemetry parameters, n is the
number of classes, and m is the number of points. The authors used the marked-up results of the
numerical simulation of an energy supply system to demonstrate the algorithm and compare it with
the algorithms in ReliefF [23], mRMR [24], NRS [25], etc.

For the analysis of periodic signals, especially high-frequency ones, the discrete Fourier transform
and the wavelet transforms are often used [26] as a signal representation. When analyzing multi-
dimensional time series, dimensionality reduction techniques such as principal component analysis
and factor analysis, as well as expert selection and the creation of informative features, are of
great importance, since they can significantly reduce the computational resources required for the
analysis.

Barreyre [27] carried out a large-scale research of the anomaly detection performance depending
on the selected features on univariate time series. The authors of the present paper studied the
features identified using the Fourier transform, wavelet transforms, Gaussian kernel eigenfunctions,
principal component analysis, periodograms, and anomaly detection methods based on distance
and local density (Sec. 4.1) as well as the support vector machine (Sec. 4.4). The authors used
artificially generated data as well as real data to validate the results (1700 telemetry parameters
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collected over 12 years). The article provides practical conclusions about the methods and features
used.

On the other hand, O’Meara and Schlag [28] have shown that the use of manually specified
features based on the physics of the observed process can significantly improve the quality of pre-
dictions and anomaly detection. The same is concluded by Gowda in [29]. “Feature extraction is
almost critical. It is more important than the use of one or another machine learning model,” the
author writes. Gowda used telemetry parameter data from Mars Express [30] to build a predictive
consumption model of a temperature control system (TCS).

4. METHODS FOR TELEMETRY DATA ANALYSIS AND APPLICATION EXAMPLES

Many publications |7, 8, 15] propose the following algorithm taxonomy, which is based on basic
assumptions about normal and anomalous data:

1. Distance-based, including
(a) based on the analysis of a neighborhood graph.
(b) clustering-based.
2. Static, including
(a) parametric ones:
— a mixture of distributions.
— stochastic processes.
(b) nonparametric ones.
3. Classification-based.
4. Reconstruction-based.
5. Ensemble-based.
Figure 3 shows the classification and typical examples of the algorithms in each class. Note that

despite the fact that the presented classification includes many algorithms, it cannot be viewed as
complete and taking into account all aspects of existing algorithms.

Most of these methods are not specifically designed for time series analysis; however, they can be
adapted by appropriate choice of features or applied to individual states without using the sequential
time series structure.

In addition, in many systems, only some of telemetry parameters carry useful information for
finding certain types of failures. For example, the telemetry parameters of one of the spacecraft
components will carry little information about the performance of the other components. There-
fore, to reduce the potentially required resources and increase the search accuracy, various feature
selection techniques can be used (see Sec. 3).

When choosing an algorithm and its parameters, it is necessary to use an objective criterion for
evaluating the algorithm performance as well as compare it with the performance of the operator’s
work (see Sec. 6).

For convenience, the articles reviewed here are collected in the Appendix.

4.1. Methods Based on Neighborhood Graph Analysis

Methods based on nearest neighbors are based on the hypothesis that points characterizing
normal states are located close to each other, while abnormal data are far from normal in a certain
space of features. Initially, the distance to the Kth nearest neighbor was used as an anomaly
score. Methods in this group differ from each other in that they differently define the concept of
neighborhood.
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Fig. 3. Classification of algorithms used to find anomalies, and some examples of corresponding classes.
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Bay and Schwabacher [31] proposed the ORCA method, showing that in some cases the nearest
neighbor method can be optimized to almost linear scaling by partial truncation of the search.

This class also includes methods that use local density of points. The Local Outlier Factor (LOF)
method [32] is based on calculating the local density around a point and around its neighbors,

—1

LOFkNN(p) = Z lrdeN(O)/‘NkNN(p)‘

0€kNN(p) lrdin (p)

The LOF value is the reciprocal of the local reachability density of a point relative to the average
local reachability density of its neighbors, where the local reachability density

lT‘deN(p) = }NkNN |/ Z RDkNN(p7 )

o€kNN (p

is the reciprocal of the reachability distance RDy(p,0) = max(dx(0),d(p,0)) of a point averaged
over k of its nearest neighbors. Note that Njyx(p) can be greater than k if there are several points
equidistant from the point p.

The value LOFyyn(p) can be interpreted as the isolation of a considered point p in compari-
son with the isolation of its k nearest neighbors. For this method, it is necessary to empirically
set the number of nearest points that are considered to be neighbors of the considered one. The
local correlation integral (LOCI) method works in a similar way and partially solves the prob-
lem of manually specifying the number of neighbors, replacing this parameter with a distance
within which points are deemed neighbors. The kth neighborhood relationship is generally not sym-
metric, so many methods use the inverse and symmetric neighborhood relationships to determine
outliers.
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Von Briinken [33| reworked the LOF method, suggesting to use a local estimate of the intrinsic
dimension of the data [34, 35| as a density estimate. The new method was coined as IDOS (Intrinsic
Dimension Outlier Score) and showed very good results in comparison with other modern methods—
LOF, SOD [36] and FastABOD [37]—on various datasets, while requiring less computing resources.

Some algorithms also use kernel-based methods to estimate the density [38], as it happens in
statistical methods to estimate the distribution density. For example, one of the recent publica-
tions [39] proposes to estimate the outlier score of a point using a kernel probability density estimate
based on the neighbors of the point in question.

Most often, the Euclidean distance is chosen for these methods in a certain space of features.
However, there are other distance options, such as the Manhattan distance, or, equivalently, the L,
metric, or the dynamic time warping (DTW) [40] that is used to measure the distance between time
series.

The advantages of neighborhood graph analysis methods are as follows:

— The operation of these methods is relatively easy to interpret.
— Many algorithms operate without a supervisor and can be adapted to semisupervised learning.

— They are easy to adapt to new data types—to achieve this, it suffices to define a metric on
them.

— Some modifications can be scaled well in terms of the time required for computations over
a large-dimensional space.

The drawbacks of neighborhood graph analysis methods are as follows:

— These algorithms rely on a metric, so it can be tricky to deal with categorical variables and
complex data types like graphs.

— They do not scale well for large amounts of data.
— They are difficult to adapt to time series.
— Many methods rely on distance, so their efficiency decreases in a high-dimensional space.

— If anomalous points have many neighbors of any type, we obtain a false positive result.

The main disadvantage of these methods is the need to compose the neighborhood graph, which
requires calculating the distance between every two points in the dataset, and therefore most al-
gorithms in this class scale as O(N?). This dependence does not allow these methods to be used
effectively on large samples.

Application of neighborhood graph analysis methods

Based on the IDOS method, O’Meara et al. [41] created the ATHMoS (Automated Telemetry
Health Monitoring System) used in the German Space Operations Center (GSOC). This system sup-
plements the IDOS method with automatic selection of the point anomaly threshold value for a given
base of nominal telemetry parameter values. The authors of [41] called the resulting method OPVID.
The method permits one to analyze many subsystems and a large number of telemetry parameters
without much of the operator’s intervention in the system training process. In the example consid-
ered in [41], the authors showed the ability of the algorithm to detect anomalies in the original data
and compared the operation of the OPVID with the algorithm proposed by Martinez-Heras [42],
having received much fewer false positives. Later, Schlag and O’Meara [43| carried out a detailed
empirical verification of the performance of the OPVID on various datasets using both manually
created features and an autoencoder. The OPVID demonstrated good performance compared to
the LOF and the LoOP.

AUTOMATION AND REMOTE CONTROL  Vol. 82 No.8 2021
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4.2. Clustering-Based Methods

Clustering in general is used to group similar items together. Most clustering algorithms are
not specifically designed to search for outliers or anomalies; however, they can use the structure of
the available data and, on its basis, detect anomalies according to a specific criterion. Often, these
methods can be trained in an unsupervised or semisupervised mode. Chandola [7] distinguishes three
classes of clustering-based anomaly detection algorithms based on hypotheses about the nature of
the original data and potential anomalies in it.

1. Normal data belong to some cluster, while anomalies do not. In this case, we can use clustering
algorithms that do not require each point belonging to a cluster, for example DBSCAN,
ROCK [44], SNN (shared nearest neighbours) [45], and their modifications.

2. Normal data lie closely to one of found centroids, while the anomalous ones are located far
from them. In this class, one can use methods that calculate the centroid of the cluster such
as the method of k-means and self-organizing maps (SOMs) [46]. Clustering by the method
of k-means is the most popular algorithm in this class.

3. Normal data belong to large dense clusters, while anomalies form small or sparse clusters.
This subclass accommodates such algorithms as FindCBLOF [47] and CD-trees [48|.

The DBSCAN, ROCK, and SNN algorithms are based on the study of the neighborhood graph.
The DBSCAN algorithm requires setting the neighborhood distance and is based on the study of the
direct reachability of the points in the resulting neighborhood graph. In this sense, the DBSCAN is
closely related to the previous group of methods. The algorithm is capable of identifying the core
of the cluster (points that have at least n neighbors), points that are related to the cluster but are
not the core, and the outliers.

The ROCK and Shared Nearest Neighbors (SNN) algorithms use the concept of a link, which
is the number of potential common neighbors between two clusters, or, equivalently, the number
of possible links of length two between clusters in the neighborhood graph. The ROCK algorithm
is designed for cases where it is necessary to cluster vectors from categorical variables and can use
a nonmetric similarity function that is based on a similarity table. In this method, for clustering,
the authors propose to consider each point as a separate cluster and use a recurrent mechanism to
combine them. Thus, unlike the k-means, the ROCK does not require specifying the number of
clusters. Using the number of common neighbors to compute the similarity of two vectors alleviates
the problems associated with large data dimension and decreasing density.

The methods of k-means, k-medoids, and self-organizing maps are widely known. They use the
concept of a centroid and group elements based on the distance from the centroid, after which they
change the coordinates of the centroid to the center of mass of the elements belonging to it. When
using these algorithms, data that lies far from the detected centroids are considered anomalous.

Algorithms in the third subclass perform clustering with one of the existing clustering algorithms,
after which some of the clusters are declared anomalous based on some criteria such as the density of
the cluster and the number of points in it, or according to some existing markup. The Find CBLOF
algorithm [47] is a modified clustering algorithm based on the local density of points.

The advantages of clustering-based methods are that

1. They admit unsupervised learning.
2. They can operate various data types.

3. They work well with small spherical datasets.
The shortcomings of clustering-based methods are that

1. The anomalies are binary; i.e., the algorithms do not assign the values of abnormality.
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2. Many methods are sensitive to the initial choice of the number of clusters; however, when
analyzing the time series in real time, the number of clusters cannot be known in advance.

3. Many methods rely on distance, and therefore, their efficiency decreases in a high-dimensional
space.

4. Methods based on centroids are sensitive to their initial locations, suffer from the curse of
dimensionality on very large datasets, and are sensitive to outliers.

Application of clustering-based methods

Iverson [49] presented an algorithm that he called an inductive monitoring system (IMS). The
author took the k-means algorithm as a basis and proposed a mechanism for increasing the number
of allocated clusters in the process of data analysis. This mechanism is based on thresholding the
distance between a newly observed point to already existing clusters. The algorithm is trained on
the data of nominal operating modes, and it is assumed that the points lying far from the selected
centers of the clusters are anomalous. IMS-based systems have been used to monitor the health of
gyrodines and the temperature control system at the International Space Station [50]. Singh [51]
offers similar principles for constructing a system for monitoring the state of a nanosatellite.

Chen et al. [52] used laboratory test data of satellite flywheel bearings to distinguish normal
bearings from bearings with problems in the outer ring or cage. In this study, the authors used the
correlation dimension of accelerometer readings as features. To improve the results, they applied
the k-medoid clustering successively two times: on the data of the correlation dimension and on the
cluster centers obtained as a result of the first clustering. The results were validated on experimental
data and showed a good discriminating ability of the algorithm.

Suo et al. [53] proposed a neighborhood-based grid clustering method and verified the method
using numerical simulation data for the electrical power system (EPS). The algorithm uses a pre-
determined grid spacing to determine neighboring points and employs the resulting grid density to
optimize the complexity of classical distance-based methods, quadratic in the number of points.

4.8. Statistical Methods

Statistical (or probabilistic) methods are used under the assumption that normal and abnormal
data have statistically different probability densities, based on which they can be distinguished. The
main advantage of these methods is that, in addition to the probability of attributing a situation to
one class or another, they also allow calculating the confidence intervals of the resulting estimates.
However, in the case of the anomaly detection problem, there is a problem of determining the
threshold probability starting from which the state should be considered anomalous.

There are the following subclasses of statistical methods:
— Parametric methods:

1. Gaussian mixture model (GMM).

2. Kalman filters.

3. Hidden Markov models.

4. Autoregressive integral moving average (ARIMA).
— Nonparametric methods:

1. Kernel density estimates.

2. Histogram methods.

Parametric methods make some assumptions about the distribution of observables. Kalman
filters assume the existence of a fixed set of parameters that form the estimated state vector of the
system and evolve according to a known law (up to a normally distributed random variable that is
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additively included in this law). The observation model is also assumed to be given. In accordance
with this model, the measurement data are associated with the state vector by a known function
(again, up to a normally distributed random variable). Various modifications of the Kalman filter
are also used to estimate the covariance matrix of the error in predicted parameters. If the actual
measurement took place in an area with a low probability density, the point is marked as anomalous.

Hidden Markov models work in a similar way in a discrete variable space and allow one to define
functions in a tabular form.

The ARIMA model approximates experimental data by the dependence

<1 — zp:@y) (1-10)'X, = (1 + iem’) Ess

which is concisely denoted by ARIM A(p,d, q), where X is a time series; L is the evolution op-
erator; ¢, are independent random variables taken from N(0,0); p, d, and ¢ are the parameters of
autoregression (AR), integral (I), and moving average (MA) models, respectively; and ¢; and 6; are
model parameters. Special cases of this model are

— ARIMA(0,0,n) is the moving average in a window of width n.

— ARIMA(0, n,0) means that the nth derivative of the time series is constant.

— ARIMA(n,0,0) is the autoregression over n previous states.

Histogram methods are a way of estimating the probability function for categorical or discrete

variables that work by simple counting and normalization. Kernel probability density estimate is
a natural generalization of this method for estimating continuous distribution functions.

The advantages of the statistical methods are

— Good mathematical soundness.

— The model does not require much memory for storage.
The disadvantages of the statistical methods include

— The emergence of problems when the experimental data do not correspond to the assumptions
made about the distribution function.

— Low efficiency in the case of small amount of data or large dimension.

— Nonparametric methods cannot efficiently handle relationships between variables.

Applications of statistical methods

Azevedo et al. [54] apply k-means clustering and expectation maximization algorithms, assuming
that the normal data are a mixture of normal distributions. They show that both algorithms are
sensitive enough to detect an overcharge anomaly six hours before the threshold is exceeded.

Rahimi et al. [55] presented an approach based on unscented Kalman filter for detecting anoma-
lies in flywheel control motors (FCMs). The abnormal system operation is detected when the values
of the monitored telemetry parameters go beyond three standard deviations calculated in a window
of some predetermined width. In the case of anomalous operation, the authors of [55] propose to
adapt the filtering algorithm by changing the diagonal elements of the error covariance matrix cor-
responding to the anomalous values of the controlled parameters. The operation of the algorithm
on the FCM model is demonstrated in the case of various scenarios of abnormal operation (with
model anomalies in the FCM input voltage). It is shown that the developed algorithm is capable of
detecting the indicated model anomalies, while the assessment of the controlled parameters of the
FCM remains satisfactory and makes it possible to maintain the system operation.

Yairi et al. [56] proposed an algorithm that combines probabilistic PCA for continuous variables
as well as a probabilistic model for discrete state variables, thus extending the distribution modeling
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approach proposed by Tipping and Bishop in [57]. As aresult of the analysis, a time series is obtained
with an anomaly score of the initial data. The paper [56] uses data from the Japanese satellite JAXA
SDS-4, including its attitude determination and control system (ADCS), electrical power system,
and thermal control system (TCS). As a result of the analysis, it was possible to distinguish different
modes of operation of the spacecraft from each other as well as to identify an anomaly in the ADCS
operation. The same paper |56] discusses various options for raw data preprocessing.

Adnane et al. [58] demonstrate a modification of the generalized Kalman filter to improve the
state estimation in the ADCS loop under various scenarios of errors in magnetometer measurements.
It is shown that the proposed algorithm is able to determine and evaluate the magnetometer errors
online. The algorithm was tested on high-precision microsatellite simulation data.

Ahmed et al. [59] proposed to apply the Kaplan—-Meier method [60] after a preliminary classifica-
tion based on logical analysis of data (LAD). The authors of [59] used the NASA Ames Prognostics
dataset to classify batteries according to their condition based on capacity and showed that this
method improves the estimate of the probability of failure compared with the Kaplan—Meier method
alone.

4.4. Classification Methods

Classification methods are based on the general assumption that a classifier can be created
that can reliably separate normal states from abnormal ones in a given space of features. These
methods are mainly used to identify known anomalies. The following types of algorithms belong in
classification methods:

1. Methods based on the support vector machine, including those with the use of kernel functions.
2. Methods based on neural networks.

3. Rule-based methods.

4. Methods based on Bayesian networks.

All of these algorithms work in supervised learning mode and therefore require labeled data for
training.

The support vector machine (SVM) looks for a hyperplane in the feature space that can divide
the training sample into two classes. This method can be adapted to detect a nonlinear boundary
using a kernel function mechanism. Classification by the method of k nearest neighbors (kNN) is
one of the most popular in the class.

Various types of neural networks can also be used for classification, such as feedforward networks
(also known as the multilayer perceptron (MLP)), recurrent networks, including those with gated
recurrent unit (GRU) [61] or long short-term memory (LSTM) [62] neurons, convolutional neural
nets (CNN), and other types used alone or sequentially with other algorithms.

Rule-based methods include association rule mining [63], logical analysis of data (LAD), and
methods based on them. These are sometimes referred to as decision-tree-based methods. In this
case, a certain interpretable rule is constructed on the training sample. Data that do not obey it are
considered anomalous. All Bayesian-network—based methods estimate the posterior probability of
seeing a label of a particular class. The simple Bayesian classifier is the simplest and most popular
method in this group. The basic technique assumes that variables are independent of each other.
However, it can be generalized using more complex Bayesian networks.

Single-class classification methods are often ascribed to classification methods. They are trained
only on the samples of one class, and in the case of anomaly detection, these are representatives
of the normal operation of the system. The algorithm builds the boundary of the area in which
all these representatives fall, and objects outside this area are considered anomalous. The most
commonly used method in this category is one-class support vector machine (OC-SVM) [64].
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Das et al. [65] developed a multiple kernel anomaly detection (MKAD) method, which combines
in a single kernel the longest common subsequence (LCS) metric [66] for discrete variables and
a kernel based on symbolic aggregate approximation (SAX) [67]| for representation of continuous
variables for the OC-SVM single-class classification. The paper [65] demonstrates the advantage of
the proposed scheme over the ORCA and SequenceMiner algorithms when searching for significant
deviations in flight data.

The advantages of classification methods are as follows:

— Ready-made classification algorithms can be used.

— The created models are fairly fast.
The drawbacks of classification methods are as follows:

— Classification methods rely on a reference markup in the training set, which is far from being
always available.

— They only assign a discrete label, making it difficult to rank the results.

Applications of classification methods

Ke Li et al. investigated various methods for classifying time series. In [68|, they used the
fuzzy c-means algorithm and feature extraction using principal component analysis (PCA), which
can be used to facilitate data markup by the operator, after which they applied a modification
of the weighted proximal support vector machine (WPSVM) to classify the signals of the power
supply system of the spacecraft into normal and abnormal. The authors studied the performance of
the algorithm for different approaches to multiclass classification by the support vector machine—
differentiation of classes in pairs and one of the classes with the rest—and also compared the WPSVM
with the operation of the naive Bayesian classifier and the k nearest neighbors (kNN) method. The
authors have shown that the performance of the WPSVM allows it to be used in online setting.
In [69], the authors investigated a feature extraction method based on a deep belief network with
subsequent classification using a random forest. The data was prefiltered using a wavelet transform.
For comparison, the authors cited the results of classification by other algorithms: kNN, SVM, naive
Bayesian classifier using several feature extraction methods (PCA, stacked autoencoder), and also
on the initial data.

Vorontsov [70] suggested using a feedforward network to classify the modes of operation of
temperature control and power supply systems. On a sample of 50 tests, the operation of the
algorithm was demonstrated and the frequencies of 20% and 10% were reached for false positive
and false negative responses, respectively.

Nassar et al. [71, 72| compared two supervised algorithms: partial least squares discriminant
analysis (PLS-DA), kernel support vector machine (KSVM), and the results of calculations in a com-
mercial package. The authors state that the PLS-DA based approach separates anomalous data
better than the PCA, which only looks for the direction of maximum variability in the data. The
system was tested on 16 telemetry parameters of the spacecraft attitude determination and control
system.

Fuertes et al. [73| presented the limitations of classical approaches to anomaly detection by
threshold values and described the created NOSTRADAMUS software product, which was used to
monitor the telemetry of the CNES spacecraft. This product downsizes data and produces one-class
support vector machine classification. The authors described examples of using this system based on
TCS errors and oscillations of the star tracker readings. In addition, they compared the OC-SVM,
kNN, and LOF methods and briefly described the advantages and disadvantages of these methods.
In conclusion, the authors described the concept of operations, functionality, and architecture of
the selected solution for implementation and greater automation of the operators’ work.
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Galal et al. [74] applied the principal component method and Bayesian classifier to the telemetry
of the spacecraft battery. To mark the abnormal data, they used a routine check of the power supply
operability, since in this mode the battery experiences loads that are uncharacteristically large for
normal operation. For validation, the authors used data from a degraded battery after an accident.
In [74], the authors managed to reduce the dimension of the original data from 30 to 5 without
significant loss in the quality of classification and achieve an accuracy of 0.95 according to the AUC
ROC metric.

Using the telemetry information data of the electrical power system of the EgyptSat-1 spacecraft,
Ibrahim et al. [75] applied the SVM regression [76] to predict the behavior of the time series and
continued to work on the interpretability of the result using the method of logical analysis of
data (LAD) [77], which was trained on the results of k-means clustering. Combining this approach
with the analysis of the fault tree, the authors estimated the most probable cause of the failure to
investigate the possible causes of the loss of the EgyptSat spacecraft.

Unfortunately, in many publications, the authors provide only the classification accuracy met-
ric and do not indicate the accuracy and completeness of recognition for each class or matrix of
errors. It is these indicators that are critical for practical applications and the analysis of results
with unbalanced samples that occur when working with failures and anomalies. In addition, these
metrics are usually applied to unstructured data, and their application to time series has some
peculiarities.

4.5. Reconstruction-Based Methods

Reconstruction-based techniques assume that it is possible to build some kind of a data model. By
comparing the current readings of the sensors with the data calculated using this model, an anomaly
can be detected. In other words, reconstruction-based methods use reconstruction error to separate
the data into normal and abnormal. An algorithm trained on normal data will yield significant
reconstruction errors on abnormal data.

These methods can be roughly divided into methods based on signal reconstruction and methods
based on prediction.

The methods of the first class, in fact, assume that in each state, the readings of the sensors are
related by some dependence, and therefore, they can be fully described by fewer variables. One of
the most popular methods is the principal component analysis (PCA), including that with the use
of kernel functions. This class also includes methods based on autoencoders.

Prediction-based methods assume that based on the data, one can construct a model of their
evolution under nominal operating conditions. These methods include various types of neural
networks, including recurrent, feedforward, and generative ones.

The advantages of reconstruction-based methods are as follows:

— They make problems with multidimensional data easier by automatically downsizing them.

— They can be used in the unsupervised learning mode.
The drawbacks of of reconstruction-based methods are as follows:

— They are useful only if anomalies can be separated in some feature space.
— They usually have high computational complexity.
Applications of reconstruction-based methods

Abramov et al. 78] suggested employing a feedforward neural network for recurrent time series
prediction but used threshold methods to detect anomalies in the predicted time series. Using this
method, the authors predicted the system operation for four minutes and achieved an emergency
prediction accuracy of 0.887 with a completeness of 0.938.
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O’Meara et al. [28| investigated the capabilities of feedforward neural networks to predict the
time series from orbit-aggregated telemetry parameter statistics and detected an anomaly based on
the mismatch between the measured and predicted parameters. In addition, in [28|, the authors
investigated the anomaly detection capabilities of the ATHMoS system using features extracted
with an autoencoder as well as those in combination with manually specified features. In the first
part of [28], the authors managed to correctly predict the behavior of aggregated parameters three
orbit cycles ahead. In the second part, the authors showed that manually selected features play
a large role in the reliable detection of anomalies.

Martinez-Heras and Donati [79] used a deep autoencoder for anomaly detection in Mars Express
telemetry and suggested that recurrent neural networks could be used to determine threshold values.

Petkovié¢ et al. [80] propose a batch processing method for predicting the power consumption
of the temperature control system on the Mars Express spacecraft. They used manual feature
extraction and ensemble techniques such as random forest and gradient boosting on decision trees
to create a predictive model. Their model was used to distribute power to scientific experiments.
The authors note that the model can be used to find anomalies in the mismatch between predicted
and measured power consumption.

Ibrahim et al. [81] compared various deep learning methods on telemetry parameters obtained
from one of the components of the EgyptSat spacecraft. They used various architectures such as
ARIMA, MLP (multilayer perceptron), RNN, LSTM, GRU, DLSTM, and DGRU to predict time se-
ries behavior. The comparison was made according to the prediction accuracy performance metrics:
mean square error, mean absolute error, correlation coefficient, 72 metric, and training time. The
authors concluded that simpler methods such as ARIMA are better suited for predicting the time
series during regular operation of spacecraft with short active lifetime of approximately 3-5 years.

Omran and Murtada investigated the feasibility of feature extraction for classifying failures using
Prony’s method. In [82], the authors used a recurrent neural network trained on features extracted
using Prony’s method for anomaly detection in the operation of flywheels. The authors used the data
of high-precision numerical modeling. After that, the authors used a simple feedforward network
to classify the found anomalies into known classes of abnormal operation of the subsystem under
consideration. As a result, the algorithm was able to correctly identify all types of simulated faults
and correctly distinguish previously unknown operating modes with an accuracy close to 100%
and exceeding the accuracy of algorithms such as ARMA, PCA, and SVM. In [83], the authors
investigated the capabilities of Prony’s method for feature extraction and subsequent identification
of solar battery failures and the noise immunity of such an algorithm. Numerical modeling data
were used for analysis. Using the feedforward network, the authors identified ten different failure
types in noisy data.

Shin and Tariq [84] described the system implemented for monitoring the state of the
KOMPSAT-2 spacecraft at the Korea Aerospace Research Institute (KARI). As in [28], the authors
used the statistically aggregated features for each telemetry parameter for every 10 minutes—mean,
maximum and minimum, median value, mean signal energy, etc. Unlike [28], the authors treated
this data as a third-order tensor using CANDECOMP/PARAFAC decomposition in [85]. After
that, the authors applied clustering on the rows of one of the matrices in the expansion to register
the moment when the anomaly occurred. In the final part of the analysis, the authors applied the
dynamic threshold method proposed by Hundman [86].

Pilastre [87] proposed an anomaly detection method based on a sparse linear representation of
signal segments. The method operates with time series with discrete and continuous telemetry pa-
rameters and works in two stages. At the first stage, one finds a representation of the projection of
only discrete variables and a dictionary of continuous variables corresponding to these discrete vari-
ables. In case such a representation can be found, the second stage constructs the continuous signal
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from a linear combination of the components of the dictionary of continuous variables. Anomaly
detection is possible at the first stage if the representation of discrete variables from the dictionary
is impossible and at the second stage if the signal reconstruction error exceeds a predetermined
threshold.

4.6. Ensemble Methods

Ensemble methods have been discussed in detail by Aggarwal [88]|. These primarily include var-
ious meta-algorithms, i.e., algorithms that use and combine other algorithms. Two categorizations
of ensemble methods can be distinguished—by the independence of the components and by their
type.

In ensembles with independent components, different algorithms are applied on different parts of
the original data or their different components. After this, they are combined to obtain a more stable
result. The random forest is a typical representative of this class. In contrast, when constructing
an ensemble sequentially, each subsequent algorithm depends on the result of the previous one. This
happens, for example, when using gradient boosting.

In categorization by component type, Aggarwal highlights model- and data-oriented ensembles.
The former aggregate the results of basic algorithms that are different in nature. This raises prob-
lems associated with different types of results for each of the algorithms. For example, the result
of one algorithm can be a value from —1 to 1, with the result of another being the conditional
probability of an outlier.

Data-driven ensembles can use a subset of the data to build each predictive model and then
aggregate their results for a more robust result. The random forest is a representative of this class
of algorithms.

The advantages of ensemble methods are as follows:
— In some cases, it is possible to combine the advantages of different methods.

— In the case of independent components of the ensemble, the algorithms are easily scalable for
multiprocessor computations.

The drawbacks of ensemble methods are as follows:

— Usually, the high computational complexity due to the need to build several models.

Applications of ensemble methods

Carlton et al. [89] used statistical approaches to search for points of interest in the time series,
after which they grouped the results by the same components in different spacecraft or by different
components of the same spacecraft based on the proximity of the found points in time. If there
were a lot of points in one or several groups at some point in time, then this point in time received
a large indicator of anomaly and the corresponding data was displayed on the operator’s screen. The
authors validated this approach using data from Intelsat and Inmarsat telecommunication satellites
and the SpaceTrak database.

Nozari et al. [90] proposed to analyze the results of various classifiers using a feedforward neural
network and demonstrated the network operation on the support vector machine, the PLS (partial
least squares), and a random forest using data on the operation of an FCM.

5. DETERMINING THRESHOLD VALUES

As aresult of applying many of the methods described, in particular, statistical or reconstruction-
based methods, a time series is obtained with an estimate of the anomalousness of the corresponding

! https://www.seradata.com/products/spacetrak/.
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state. However, this raises the aforementioned problem of determining the threshold value of anoma-
lies starting from which the operator must be warned about the possible approach of an emergency
situation. This often happens by empirically determining a threshold value based on information
about already known failures and choosing a ratio between the number of false positives and false
negatives.

As a rule, long-term operation in modes close to the threshold is a sign of abnormal processes.
However, anomaly detection using thresholds is not capable of detecting such modes of operation.
Hundman et al. [86] proposed a method for dynamically determining the threshold in time series
analysis that can deal with this problem. The authors of [86] proposed to determine the thresh-
old value depending on the duration and magnitude of the signal prediction error and suggested
a mechanism for filtering false positives. The operation of the algorithm was demonstrated using
the Numenta Anomaly Benchmark as well as data from the Soil Moisture Active Passive space-
craft (25 telemetry parameters) and the Mars Science Laboratory (55 telemetry parameters).

Pang et al. [91] proposed a coverage width criterion for calculating the anomaly threshold as
a model hyperparameter using probabilistic models. The authors of this publication have tested
the efficiency of this method on the telemetry parameters of the Fengyun spacecraft power supply
system.

6. METHOD QUALITY METRICS

In classification and clustering problems, typical algorithm performance measures are precision
and recall,
Precision = TP/(TP + FP),

Recall = TP/(TP + FN),

where TP, FN, and FP are true positive, false negative, and false positive classification results,
respectively. Thus, precision reflects the proportion of correct answers from all points that the
system attributed to a given class, and sensitivity, which is also called recall, reflects the proportion
of correctly classified points from all points of a given class. As a rule, these indicators cannot be
improved simultaneously, and a balance between them must be chosen for each task. For example,
precision can be sacrificed in very large systems with great stability, whereas if the cost of an error
is very high, then it is necessary to optimize the sensitivity at the expense of more false positives.
Precision and recall are often combined into an F-measure, which is defined as their geometric mean.

These metrics are intended for analyzing the classification of individual objects, but they are
not fully applicable to time series, since they ignore their structure. Lavin et al. [92] proposed
a Numenta Anomaly Benchmark that, to an extent, allows for the sequential structure of the time
series and rewards early anomaly detection. From the point of view of the authors of [92], an ideal
detector has the following properties:

1. It detects all anomalies in the data.
It detects anomalies as early as possible, ideally, before they are noticed by a human.
It does not produce false positives.

It works with data online.

A

It is fully automated to work with various datasets.

Based on these requirements, one defines a window of given width around a point anomaly.
If an algorithm finds any anomaly inside the window, the result is considered as true positive
and rewarded, while the triggering outside the window is treated as false and is penalized. Thus,
this metric treats anomalies as point anomalies but takes into account the temporal structure of
the data. In addition to these methods for calculating metrics, the authors of [92] provide the
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Numenta NAB Data Corpus,? which contains one-dimensional time series from various fields, such
as information and communication technologies, air conditioning systems in buildings, etc. This
data has a reference markup and algorithms to assess the anomaly detection efficiency.

Lee and Tatbul [93]| proposed customizable time series anomaly detection performance metrics
that generalize the concepts of precision and recall for sets. These metrics take into account the
partial intersection of identified and actual anomalies by introducing functions that penalize different
types of inaccuracies in determining anomalous intervals. This metric can take into account the
specifics of the problem being solved by introducing other functions for the penalty for errors and
rewards for the found anomalies. At the same time, by choosing certain functions of rewards and
penalties, this metric can be reduced to the metric proposed in [92] and hence is more general.

Note that both metrics require a reference markup of anomalies for correct performance assess-
ment and quantitative comparison of the operation of various algorithms.

7. APPLICATIONS AND PROSPECTS OF DEVELOPMENT IN SPACE TECHNOLOGY

In this section we describe the existing industrial monitoring systems based on data analysis that
have been used or are being used by various space agencies to facilitate the operation of spacecraft,
possible options for the development of the methods used, as well as open data sources that can be
used to test algorithms developed by the open community.

One of the first systems based on data analysis was the Inductive Monitoring System developed
by Iverson and colleagues at NASA [49]. Its principle of operation is based on the k-means algorithm;
however, a significant difference is a refinement that allows one to increase the number of clusters
dynamically. This method requires a database of nominal states and provides a selection of states
that lie far enough from the known nominal states.

O’Meara [41] presented the system used at the German Space Operations Center (GSOC) DLR.
The core of the system uses IDOS algorithm [33], which analyzes point density calculated as an esti-
mate of local intrinsic dimensionality and supplements it with an algorithm for choosing a threshold
value for each telemetry parameter. In addition, [28] briefly describes the basic infrastructure of
the monitoring system.

Columbus Control Centre DLR implemented Project Sibyl [94] as a system for detecting anoma-
lies when monitoring manned space flights. The system realizes the LoOP algorithm based on the
ELKI framework [95]. Further plans are to use Sibyl’s developments in the ATHMoS project to
create a unified telemetry information monitoring system for all GSOC missions.

CNES jointly with TESA developed and implemented the NOSTRADAMUS system [73] to
control the flight of its spacecraft. The authors described the main functionality of the system and
the concept of its operation as well as the main intermediate steps of data analysis. The conclusions
of |73] provide a description of the main drawbacks in the system revealed during operation, such
as an increased sensitivity to input data (owing to peculiarities in the operation of the OC-SVM
algorithm chosen as the basis of the system) and the difficulty of interpreting the result.

Data-driven monitoring systems also work at JAXA [56], NASA JPL [86], and Korea Aerospace
Research Institute (KARI) [84]. However, the papers [56, 86, 84| describe only the mathematical
method of information analysis and do not provide the solution infrastructure.

It can be seen that many space agencies are actively exploiting and implementing various mathe-
matical methods to analyze telemetry information by organizing necessary computing infrastructure
and access to the multiannual telemetry information for the necessary validation of the created al-
gorithms.

2https://github.com/numenta/NAB/tree/master/data/.
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There are also several open information sources:

— Nasa Prognostics Center of Excellence® provides access to data from various organizations
and universities that can be used to study and debug algorithms.*

— Access to the telemetry information of the GOCE spacecraft [96] was opened in 2019. It con-
tains approximately 13000 telemetry parameters. However, it does not contain data markup
indicating breakdowns and anomalies.

— In 2016, an open competition was held to create an effective predictive model of the ther-
moregulation system for the Mars Express Orbiter [30]. The data was an archive for three
Martian years, including context (for example, angles to the Sun, logs of commands issued,
etc.) and observational data (consumption of 33 TCS telemetry parameters). The task was
to predict TCS consumption for the fourth year.

— SpaceTrak® is a commercially maintained database of space accidents. This database does
not contain telemetry information but can serve as a source of data for validation or other
reliability studies.

Unfortunately, the authors of this survey were unable to find a dataset with satellite telemetry
data with labeled anomalies. The limited availability of data significantly complicates the develop-
ment and validation of both specialized and general-purpose spacecraft monitoring methods.

Despite considerable advances and widespread industrial applications, there is a significant de-
mand for new developments. These include active learning technologies for anomaly detection. This
request is due to the large amount of incoming information and the fundamental impossibility of
complete manual labeling.

In addition, most machine learning algorithms assume that training and test data are from
the same distribution. However, this condition is not met in practice owing to the instability of
production and various conditions in which the spacecraft are located. Therefore, applying a model
trained on one of the spacecraft in a constellation to another spacecraft will lead to inaccuracies.
Recently, domain-adversarial training techniques [97] have been used to overcome these difficulties.
This topic requires additional research for technical diagnostics problems.

The question remains about the use of expert knowledge and physical models and their integra-
tion into the process of automated technical diagnostics. Several studies [98] have shown that this
can improve the accuracy and interpretability of the result. Tipaldi [3] suggested a possible archi-
tecture for such a solution. A detailed survey of deep learning perspectives for health management
problems was given by Fink et al. [99].

8. CONCLUSIONS

The article discusses the main types of data analysis methods used to analyze telemetry infor-
mation and detect anomalies in it and surveys the main publications on the application of these
methods. The features of the problem statement and validation of the spacecraft state monitoring
systems operating on this principle are described. Possible metrics of the algorithm performance
and the issues of choosing the threshold values of anomaly score for the necessary balance between
these metrics are discussed. Possible development prospects in this area are briefly outlined.

The authors of the present survey noticed that most algorithms quickly lose their efficiency with
an increase in the number of telemetry parameters to be analyzed; for this reason, many authors in
one way or another tried to identify features that have lower dimension than the original data. This
problem is commonly known as the curse of dimensionality. To combat it, a reasonable segmentation

3https://ti.arc.nasa.gov/tech/dash/groups/pcoe/.
“https://ti.arc.nasa.gov/tech/dash/groups/pcoe/prognostic-data-repository/.
Shttps://www.seradata.com/products/spacetrak/.

AUTOMATION AND REMOTE CONTROL Vol. 82 No.8 2021

20


https://ti.arc.nasa.gov/tech/dash/groups/pcoe/
https://ti.arc.nasa.gov/tech/dash/groups/pcoe/prognostic-data-repository/
https://www.seradata.com/products/spacetrak/

MODERN MACHINE LEARNING METHODS 1313

of the monitoring task according to the parameters of individual components of the spacecraft with
the subsequent aggregation of the results can be useful.

The most popular methods for detecting anomalies are methods based on density, which is calcu-
lated in one way or another, as well as methods based on reconstruction, and one of the most efficient
ways to improve the performance of models is to study the features of specific components of the
spacecraft and carefully prepare features. Often it is this factor that is decisive in the performance
of the model rather than the algorithm used for data analysis. Despite this, it can be seen that
most publications take into account only the telemetry received from a specific spacecraft, without
taking into account the factors of space weather and its forecast, which is extremely important in
the spacecraft operation.

Many authors use artificially generated data to validate their algorithms. At the same time, the
question of the possibility of extending such results to real flight data remains open. Many space
agencies that have access to data to create and validate algorithms are developing and implementing
their own systems for health monitoring. These systems show efficient operation in industrial use
and reduce the burden on operators.

Unfortunately, at the moment there is not a sufficient amount of various open data with spacecraft
telemetry information and reference ground truth labels. This makes it impossible to reproduce
and confirm published works, take into account various features of the spacecraft components, or
compare the efficiency of experts and algorithms of various types. These factors significantly slow
down the development and implementation of automated systems for spacecraft health monitoring.
To adapt general-purpose systems to the specific features of the spacecraft operation, it is necessary
to create an appropriate labeled dataset as well as objective metrics for assessing and comparing
the performance of various algorithms and operators.

In addition, to improve the performance of forecasting the spacecraft health, it is necessary to
take into account space weather conditions and integrate this information into decision support
systems. On the other hand, we need methods for dividing the problem of monitoring the state of
the entire spacecraft into problems of lower dimension, for example, by its component parts, and
methods for reducing the dimension by more efficient presentation of information to improve the
performance of algorithms, since their efficiency is directly related to the density of the initial data.

Despite the listed difficulties and unsolved problems, data-driven systems for monitoring the
spacecraft health are already used in many space agencies around the world and have established
themselves as an important technical diagnostics tool.

APPENDIX
Table 1. List of publications
Publication Data Feature extraction Method

Iverson, 2004 [49] Columbia Space Shuttle N/A Clustering
Azevedo, 2012 [54] Brazilian spacecraft PSS N/A k-means, statistical (EM)
Li, 2015 [68] PSS modeling data PCA Fuzzy C-means, WPSVM
Fuertes, 2016 [73] CNES spacecraft Statistical parameters of sig- | PCA + OC-SVM

nal in a window
O’Meara, 2016 [41] TET-1 spacecraft flywheels | Vector of consolidated infor- | OPVID

mation for each telemetry

parameter per turn
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Publication

Data

Feature extraction

Method

Verzola, 2016 [94]

Mass Memory Unit, Colum-
bus Orbital Laboratory

Time of day, coordinates,
sun position, space weather
data

Probabilistic parametric

Nassar, 2017 [72]

16 ASS telemetry parame-
ters

N/A

Classification
PLS-DA, KSVM

Rahimi, 2017 [55]

Numerical modeling

P-adaptive Kalman filter

Yairi, 2017 [56]

JAXA SDS-4 spacecraft PSS

Bayesian classification +
stochastic PCA

Chen, 2018 [52]

Laboratory experiment with

ASS FCM

Correlation dimension

K-medoids (2 times)

Pang, 2018 [91]

PSS FENGYUN spacecraft

N/A

LS-SVM, Gaussian Process
Regression, Restricted Vec-
tor Machine

Adnane, 2018 [58]

Numerical modeling of ASS

Generalized Kalman filter

Carlton, 2018 [89]

Intelsat, Inmarsat

Search for
phenomena  and  transi-
tion points by statistical
methods, grouping of events

temporary

O’Meara, 2018 [28]

Several years of historical in-
formation on spacecraft op-
eration

Extracted both manually
and by autoencoder

Feedforward network

Martinez, 2018 [79]

991 telemetry parameters of
Mars Express spacecraft

N/A

Determining threshold val-
ues using feedforward neural
network

Gowda, 2018 [29] Mars Express Challenge | Manual feature extraction XGBoost
telemetry parameters
Suo, 2019 [22] PSS of geosynchronous | Selected by the proposed | SVM

spacecraft (artificial)

technique

Galal, 2019 [74]

30 PSS variables

SAR (7 components)

Bayesian classifier

Ibrahim, 2019 [81]

EgyptSat-1

ARIMA, MLP, RNN,
LSTM, GRU, DLSTM,
DGRU

Ahmed, 2019 [59]

NASA Ames Prognostics

Classification +
Kaplan—Meier method

Petkovi¢, 2019 [80] Mars Express PSS Manual Random forest, gradient
boosting
Suo, 2019 [53] PSS of geosynchronous | N/A NGC network

spacecraft (artificial)

neighborhood-based
clustering

Omran, 2019 [82]

High-precision numerical
modeling of ASS flywheel

Prony’s method

Elman RNN for discord de-
tection and feedforward net-
work for classifying anoma-
lies

Murtada, 2019 [83]

Numerical simulation of so-
lar panels with noise

Prony’s method

Feedforward network
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Publication

Data

Feature extraction

Method

Nozari, 2019 [90]

Numerical modeling

Results of other classifiers

Meta-classifier based
on SVM, NB, PLS, RF

Ibrahim, 2020 [75]

EgyptSat-1 TCS

OC-SVM, K-means, LAD

Pilastre, 2020 [87]

18 days telemetry informa-
tion: 1000 telemetry param-

Discrete and continuous pa-
rameters from a fixed-width

Anomaly detection using
dictionary (ADDICT)

eters (90 affected by anoma- | window

lies)

10.

11.

12.

13.

14.
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