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(57) ABSTRACT 

A method and apparatus for improving the efficiency of a 
network. A source node determines the propagation delay 
for data to reach a destination node. This enables the source 
node to transmit data more efficiently by ensuring a greater 
portion of a specific time slot is used for receiving data by 
the destination node. The destination node then determines 
if it is connected to any other nodes, and determines the 
propagation delay between the other connected nodes. The 
process continues until a node detects it is not connected to 
any other nodes for which a propagation delay has not been 
computed. Thus, each node on the network knows the 
propagation delay between each node, and the nodes utilize 
this information to more efficiently transfer data through the 
network. 
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METHOD AND APPARATUS FOR EFFICIENT 
TRANSFER OF DATA OVER A NETWORK 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 Embodiments of the present invention generally 
relate to a network and, more specifically, to the efficient 
transfer of data through a network, as well as techniques for 
monitoring and management of a network. 
0003 2. Description of the Related Art 
0004. A conventional network is comprised of nodes and 
a router, typically arranged in a hub and spoke formation. A 
node communicates to another node by transmitting data to 
the router, and the router then couples the data to the 
destination node. The nodes are unaware of the presence of 
all the other nodes present on the network, but the router is 
aware of the presence of all the nodes on the network. The 
router stores the physical address of all the nodes on the 
network and facilitates the transmission of data from one 
node to another. 

0005. An ad-hoc network differs from a conventional 
network because there is no central Switching point, i.e., a 
router, to distribute the data within the network. The nodes 
are aware of the presence of other nodes on the network, and 
data is transmitted across the network by passing the data 
through interconnected nodes. 
0006. One example of an ad-hoc network is a mesh 
network. A node on a mesh network receives and transmits 
data only during specific time slots. For example, a source 
node transmitting data to a destination node transmits data 
during a specific time slot designated for listening for data 
at the destination node. The time slot is designed with a 
length comprising a data portion and a portion allocated for 
propagation delay. Thus, the propagation delay and the 
distance between the source and destination node causes a 
portion of the time slot to be unutilized and the transmission 
of data is not as efficient as possible. 
0007. In a network where the distance between source 
and destination is unknown, the time slot must accommo 
date the worst case propagation delay. To avoid such trans 
mission inefficiency, the propagation delay may be mea 
Sured by using time synchronized nodes and sending time of 
transmission information between nodes. Thus, any node 
can compute the propagation delay by Subtracting the cur 
rent time from the time of transmission. The time slot length 
can then be customized to conform to the computed delay 
Such that an entire time slot can be used for data transmis 
Sion. However, to facilitate Such a computation, the network 
is synchronized to a time base such as the Global Positioning 
System (GPS) or some other universal time base. Such 
synchronization adds cost to developing and deploying a 
network. 

0008. Therefore, there is a need in the art for an improved 
method and apparatus for efficiently transferring data 
through a time division multiple access network. 

SUMMARY OF THE INVENTION 

0009. The present invention is a method and apparatus 
for improving the efficiency of a network and/or providing 
network monitoring and management capability. In one 
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embodiment of the invention, a source node determines the 
propagation delay for data to reach a destination node. This 
enables the source node to transmit data more efficiently by 
ensuring a greater portion of a specific time slot is used for 
receiving data by the destination node. The destination node 
then determines if it is connected to any other nodes, and 
determines the propagation delay between the other con 
nected nodes. The process continues until a node detects it 
is not connected to any other nodes for which a propagation 
delay has not been computed. Thus, each node on the 
network knows the propagation delay between each node, 
and the nodes utilize this information to more efficiently 
transfer data through the network and/or to monitor and 
manage the network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 So that the manner in which the above recited 
features of the present invention can be understood in detail, 
a more particular description of the invention, briefly sum 
marized above, may be had by reference to embodiments, 
Some of which are illustrated in the appended drawings. It is 
to be noted, however, that the appended drawings illustrate 
only typical embodiments of this invention and are therefore 
not to be considered limiting of its scope, for the invention 
may admit to other equally effective embodiments. 
0011 FIG. 1 is a graphical view of a network; 
0012 FIG. 2 is a block diagram of a node of a network; 
0013 FIG. 3 is a flowchart detailing a method of imple 
menting the present invention; 
0014 FIG. 4 is a graphical depiction of ranging using the 
present invention; 
0.015 FIG. 5 is a flowchart detailing a method of cali 
brating a clock that can be implemented within the present 
invention; and 
0016 FIG. 6 is a graphical depiction of triangulation 
between three nodes to determine the location of a fourth 
node. 

DETAILED DESCRIPTION 

0017 FIG. 1 is a graphical depiction of one embodiment 
of a network 100 comprising connected nodes 102. The 
nodes 102 are interconnected to each other such that mul 
tiple paths (represented by lines between nodes) exist 
between each node 102. An exemplary network that may 
utilize and benefit from the present invention is a mesh 
network disclosed in commonly assigned U.S. patent appli 
cation Ser. No. 10/122,883, filed Apr. 15, 2002 and com 
monly assigned U.S. patent application Ser. No. 10/122,886, 
filed Apr. 15, 2002, both of which are incorporated herein by 
reference. Those skilled in the art will realize from the 
following disclosure that other network topologies, both 
wired and wireless, may find benefit by using the present 
invention. 

0018. The present invention is a method and apparatus 
for improving the efficiency of a network 100. In one 
embodiment of the invention, a source node 102 (where x is 
an integer), for example, node 102 determines the propa 
gation delay for data to reach a destination node 102 (where 
y is an integer), for example, node 102. This enables the 
source node 102 to transmit data more efficiently by ensur 
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ing a greater portion of a specific time slot is used for 
transmitting data to the destination node 102. The destina 
tion node 102 then determines if it is connected to any other 
nodes 102 102s, 102, and determines the propagation 
delay between the other connected nodes. The process 
continues until a node 102, detects it is not connected to 
any other nodes 102 for which a propagation delay has not 
been computed. Thus, each node 102 on the network 
knows the propagation delay between itself and each neigh 
boring node, and the nodes utilize this information to more 
efficiently transfer data through the network. 

0019 FIG. 2 is a block diagram of a node 102. The node 
102 may be a one or more individual computers, wireless 
devices, personal digital assistants, desktop computers, lap 
top computers, servers or any other digital device that may 
benefit from connection to a computer or communications 
network. In one specific embodiment, one of the nodes, for 
example, node 102, is a gateway that connects the network 
100 to a broadband backbone. As such, the gateway 
becomes the portal for network data traffic to locations 
outside of the immediate network 100. 

0020. The node 102 comprises a CPU 202, support 
circuits 206, memory 204 and a network interface 208. The 
CPU 202 may comprise one or more readily available 
microprocessors or microcontrollers. The Support circuits 
206 are well known circuits that are used to support the 
operation of the CPU and may comprise one or more of 
cache, power supplies, input/output circuits, network inter 
face cards, dock circuits, and the like. Memory 204 may 
comprise random access memory, read only memory, 
removable disk memory, flash memory, optical memory or 
various combinations of these types of memory. The 
memory 204 is sometimes referred to as main memory and 
may, in part, be used as cache memory or buffer memory. 
The memory 204 stores various forms of software and files, 
Such as, an operating system (OS) 210 and communication 
software 212. The communications software 212 is executed 
by the CPU 202 to facilitate operation of the invention as 
described below. The operating system 210 may be own of 
a number of well-known operating systems such as LINUX, 
WINDOWS, WINDOWS CE, SMARTPHONE, PALM, and 
the like. 

0021. The network interface 208 connects the node 102 
to the network 100. The network interface 208 may facilitate 
a wired or wireless connection to other nodes. If the node 
102 is a gateway, then the network interface 208 couples to 
a wired broadband backbone. In addition, the interface 208 
couples through narrower bandwidth channels to other 
nodes of the network via wired and/or wireless connections. 

0022. In one embodiment of the invention, the commu 
nication software 212 is used to increase the efficiency of a 
network that employs a time division multiple access archi 
tecture (TDMA). The invention finds particular use in asyn 
chronous networks where the nodes of the network do not 
rely on a common synchronous time base, e.g., GPS. Within 
an asynchronous, TDMA network, a source node, for 
example, node 102, transmits data during an allocated 
timeslot to a destination node, for example, node 102. The 
destination node 102 receives or listens for data during an 
allocated time slot. Thus, the efficiency of the network 100 
can be increased by the Source node 102 increasing the 
probability transmitted data is received at the beginning of 
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a timeslot when the destination node 102 is set to receive 
data, i.e., the transmit and receive slots should be synchro 
nized to maximize data throughput. 
0023 The probability that a source node 102 will trans 
mit data in a manner that a destination node 102 will receive 
the data at the beginning of a timeslot is affected by the 
propagation delay. As is well-known, propagation delay is 
the time lag between the departure of transmitted data from 
a source node 102 and the arrival of the transmitted data at 
a destination node 102. 
0024. In one embodiment of the invention, the commu 
nication software 212 executed by each of the nodes mea 
Sures the propagation delay between the source node 102 
and a destination node 102 by performing a three-way 
handshake. Once determined, the source node 102 then 
transmits the propagation delay to the destination node 102. 
The destination node 102 uses the delay to delay the 
timeslot in which the destination node 102 will listen for a 
transmission from the source node 102. Stated in another 
way, the delay is the amount of time prior to a destination 
node listening for data on an allocated timeslot that a source 
node should transmit data to ensure the data is received at 
the beginning of a timeslot allocated for receiving at the 
destination node. 

0025. Once the source node 102 and the destination node 
102 are aware of the propagation delay between each other, 
each node can time the transmission of data in Such a manner 
that the receiving node receives the data at the beginning of 
a timeslot allocated for receiving data. In this manner, 
synchronization between the two nodes is achieved without 
a common time base. 

0026. The destination node 102, then acts as a source 
node 102 vis-a-vis the neighboring nodes 102, 102s, 102 
on the network 100. Communication software 212 of the 
nodes determines the propagation delay between the desti 
nation node 102 and the connected nodes 102 102s, 102. 
The process is used recursively throughout the network 100 
in a manner that each node 102 is aware of the propagation 
delay between itself and any other connected node 102. 
0027 Consequently, timing information is propagated 
outwards through the network 100 so that all nodes 102 are 
synchronized with their neighbor nodes without using a 
common time base. 

0028 FIG. 3 depicts a flow chart of a method 300 of 
operation of the communication software 212 and FIG. 4 
depicts a graphical view of the transmission and reception of 
a data frames between two nodes 102, and 102. To best 
understand the operation of the invention, the reader should 
simultaneously view FIGS. 3 and 4. 
0029. The method 300 of FIG. 3 is divided into the 
method steps 301 performed by the source node 102 and the 
method steps 303 performed by the destination node 102. 
The method 300 begins at step 302 and proceeds to step 304 
wherein a source node 102 transmits a synchronization 
message 408 within a data frame 402. The message 408 
contains a time of transmission t. The transmission is 
addressed to destination node 102. The unknown propaga 
tion delay for transmission of the data frame 402 from node 
102, to node 102, is represented by reference number 406. 
0030. At step 306, the destination node receives the 
frame 402. At step 308, the destination node 102, stamps the 
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message with its own timestamp 409 provided by the 
network interface 208. The timestamp 409 indicates the 
local time, t2, at which point the destination node 102, 
received the complete frame of data. 

0031. In one embodiment, the hardware used in the nodes 
is IEEE 802.11x compliant, where x is a, b, c, d, e, f, or g. 
In Such compliant hardware, the time synchronization func 
tion (TSF) may be used to create the timestamps based on 
the local time at the node. The conventional usage of TSF is 
to synchronize the dock of the destination node 102, with the 
clock of the source node 102. The invention does not 
require clock synchronization between the Source node 102 
and the destination node 102 to function. However, the 
invention will still function if the TSF is used to synchronize 
the clock of the destination node 102, with the clock of the 
source node 102. The operation of TSF is well-known by 
those skilled in the art. 

0032 Messages comprising timestamp information can 
also be used to calibrate the clock of the destination node 
102 with the clock of the source node 102. Calibration is 
performed by a source node 102 sending a plurality of 
messages comprising timestamp information to a destination 
node 102: the destination node 102 stamps the message 
with a local timestamp indicating time of receipt, and then 
calculates the difference between the time the source node 
102 transmitted the message and the time of receipt. The 
method is repeated for each message within the plurality of 
messages sent by the source node 102. The destination node 
102 averages the differences and uses the average to cali 
brate its clock. 

0033) At step 310, the destination node 102 stamps the 
message with timestamp 410 containing the transmission 
time, t. Then, at step 312, the destination node transmits a 
data frame 404 to the source node 102. The data frame 404 
comprises the timestamps 408,409, and 410 that provide the 
time of transmission of the data frame (t), the time recep 
tion was complete (t) and the time of return transmission of 
the data frame (t). 

0034. At step 314, the source node 102 receives the data 
frame 404 and, at step 316, the node 102 determines the 
local time of complete reception of the data frame, time ta. 
At step 318, the source node 102 computes the range 
between the source node 102, and the destination node 102, 
based upon the timestamp information within the message 
and the time ta. The source node knows the time of trans 
mission (t), the time of reception (ta minus the length of the 
data frame), the time of transmission from the destination 
node (t) and the time of reception at the Source node (t 
minus the length of the data frame). These times are pro 
cessed to derive the propagation delay as follows: 

Propagation delay=(t-i-(t-t-))/2 

0035 Calculation of the propagation delay can be con 
tinually repeated, and an average of the calculated propa 
gation delays taken over time to increase the resolution of 
the dock. For example, if the clock resolution used is one 
microsecond, then the accuracy of one calculation is 
approximately one microsecond, or one-fifth of a mile. By 
Subtly randomizing the time that the messages are sent, 
messages are decorrelated with the microsecond clock, and 
the ranging results will most likely fall between two values, 
with the respective distribution between the values repre 

Jun. 21, 2007 

senting the true value. For example, if the calculation yields 
results of 8, 8, 8, 7, 8, 8, 7, 8, 8, 8 microseconds, then the 
true value is approximately 7.2 microseconds. This allows a 
more accurate result to be obtained beyond the clock reso 
lution. 

0036) The implemented algorithm also takes into consid 
eration the amount of time it takes to send the frame (x bytes 
at y mbps), since in one embodiment of the invention, the 
transmitted and received timestamps correspond to the start 
of-frame and end-of-frame. 

0037. The following steps are optional, i.e., these steps 
are not necessary for the invention to function, but may 
provide additional benefits. At step 320, the source node 
102 transmits the range and/or the propagation delay to the 
destination node 102. At step 322, the destination node 
102. receives the range (or delay). At step 324, the destina 
tion node 324 sets the frame timing for reception of data 
from the source node 102 such that data frames are effi 
ciently utilized. 
0038. At step 326, the destination node 102 tests to see if 

it is connected to any other nodes on the network 100 
exclusive of the source node 102. If the query is affirma 
tively answered, then the method proceeds to step 304 where 
the destination node becomes a source node vis-a-vis the 
other neighboring nodes. If the query is negatively 
answered, the method ends at step 320. 
0.039 FIG. 5 depicts a flowchart detailing a method of 
synchronizing and calibrating a dock in a destination node 
with a clock in a source node. The method utilizes the 
standard 802.11 time synchronization function. 
0040. The method 500, starts at step 502 and proceeds to 
step 504. At step 504, a source node sends a time synchro 
nization function message to a destination node. At step 506, 
the destination node synchronizes its dock to the source 
node in accordance with the standard 802.11 time synchro 
nization function. At step 508, the range between the source 
node and the destination node is calculated. At step 510, the 
clocks of the source node and the destination node are 
misaligned by an amount equal to the propagation delay 
between the two nodes, allowing frames transmitted from 
the source node to the destination node to be received at a 
proper time. 
0041. The method 500, also provides a method for cali 
brating the clocks between a source node and a destination 
node. At step 512, the source node transmits a plurality of 
one-way messages to the destination node to calibrate the 
clock at the destination node. At step 514, the clock speed 
difference between the source node and the destination node 
is computed at the destination node. Ideally, because the 
clock of the source node has been synchronized with the 
clock of the destination node and offset by the propagation 
time between nodes, the received timestamp at the destina 
tion node should match the transmitted timestamp from the 
source node. The clock drift between the source node and the 
destination node can be minimized by computing the clock 
speed difference between the nodes and using the difference 
to calibrate the clock of the destination node. The step of 
calibrating occurs in-between the synchronization of the 
destination node with the source node. The method ends at 
step 516. 
0042 FIG. 6 depicts an arrangement of nodes that can be 
used to determine a location of a node 608 by using 
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directional antennas 616 to 616 (collectively 616) located 
respectively on nodes 602, 604, and 608. The antenna 616 
comprises a plurality of radiators that form individual main 
beams having a substantially conical radiation pattern that 
radially extends from each antenna. The directional antennas 
616 are designed to receive and transmit signals within a 
cone-shaped area 610, 612, and 614 such that the node 608 
broadcasts a signal to each node 602, 604 and 606 and a 
signal is received by the directional antennas 616 located on 
each node. Consequently, if the antenna 616 has six ele 
ments, each element forms a radiation pattern that is 
approximately 30 degrees wide. 
0043. An approximate location of the node 608 can be 
determined using only a first node 602 and a first directional 
antenna 616. The distance between the node 608 and the 
first node 602 is calculated using a ranging technique as 
discussed above. The node 608 communicates with node 
602 via one antenna element (e.g., via cone 614). Thus, it is 
known that the node 608 must be located within the cone at 
the computed range. A more accurate location of the node 
608 can be determined by narrowing the focus of the 
directional antenna 616 depicted by the cone 614, e.g., 
adding more elements that have a narrower beamwidth. 
0044) A second node 604 can be used to establish an even 
more accurate location of the node 608. The second node 
604 also has a directional antenna 616. The range between 
the second node 604 and node 608 is calculated. The node 
608 is located within an area depicted by cone 610 that 
radiates outward from the directional antenna 616 and 
intersects with the area depicted by cone 614. An approxi 
mate location can be determined by finding locations within 
the intersection of cones 610 and 614 that are within the 
calculated range from the first node 602 and the second node 
604. 

0045. A unique location of the node 608 can be deter 
mined by using a third node 606. The third node 606 has a 
directional antenna 616. The node 608 is located within an 
area depicted by cone 612 that radiates outward from the 
directional antenna 616 and intersects with the areas 
depicted by cones 610 and 614. A unique location of node 
608 can be determined using a triangulation technique by 
finding the location within the intersection of cones 610, 
612, and 614 that is within the calculated range of nodes 
602, 604, and 606. 
0046. In an alternative embodiment of the invention, the 
antennas 616 to 616 may be omni-directional antennas 
Such that the ranging information generated using the above 
described method of node range determination can be used 
in a conventional triangulation computation to determine 
node locations. 

0047 While the foregoing is directed to embodiments of 
the present invention, other and further embodiments of the 
invention may be devised without departing from the basic 
scope thereof, and the scope thereof is determined by the 
claims that follow. 

1. A method for efficient transfer of data through a 
network comprising: 

transmitting a message from a source node to a destina 
tion node wherein the message comprises a first times 
tamp representing a local time of transmission (t); 
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receiving the message at the destination node and stamp 
ing the message with a second timestamp that is 
indicative of a local time of reception (t); 

sending a reply message to the Source node from the 
destination node wherein the reply message comprises 
the first timestamp, the second timestamp and a third 
timestamp, where the third timestamp represents a local 
time of transmission for the reply message (t): 

receiving the reply message at the source node, 
determining a local time of reception for the reply node at 

the source node (t); and 
computing at least one of the a range or propagation delay 

between the source node and the destination node using 
the times t1, t2, ts, and ta. 

2. The method of claim 1 further comprising transmitting 
at least one of the a range or propagation delay from the 
Source node to the destination node. 

3. The method of claim 1 further comprising: 
adjusting frame timing at the destination node for receiv 

ing data frames from the source node based upon the at 
least one of the a range or propagation delay. 

4. The method of claim 1 further comprising: 
determining availability of a timeslot for the reception of 

data at the destination node; and 

transmitting data from the Source node to the destination 
node earlier than the availability of the timeslot by an 
amount of time approximately equal to the propagation 
delay between the source node and the destination 
node. 

5. The method of claim 1 further comprising repeating the 
method for each node within a network. 

6. The method of claim 1 further comprising repeating the 
method and taking an average of the a range or propagation 
delay between the source node and the destination node 
using the times t, t, ts, and t to increase the accuracy of the 
ranging results. 

7. A method for calibrating a dock of a node comprising: 
synchronizing a destination node with a source node using 

a standard 802.11 time synchronization function; 
transmitting a message from the source node to the 

destination node wherein the message comprises a first 
timestamp representing a local time of transmission 
(t); 

receiving the message at the destination node and stamp 
ing the message with a second timestamp that is 
indicative of a local time of reception (t); 

calculating a difference between the first timestamp and 
the second timestamp; and 

calibrating a clock of the destination node by compensat 
ing for dock drift between the source node and the 
destination node using the calculated difference. 

8. An apparatus for efficient transfer of data through a 
network comprising: 

a source node for transmitting a message from a source 
node to a destination node wherein the message com 
prises a first timestamp representing a local time of 
transmission (t); and 
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a destination node for receiving the message and Stamping 
the message with a second timestamp that is indicative 
of a local time of reception (t), then sending a reply 
message to the source node from the destination node 
wherein the reply message comprises the first times 
tamp, the second timestamp and a third timestamp, 
where the third timestamp represents a local time of 
transmission for the reply message (t): 

a processor within the source node for determining a local 
time of reception for the reply node at the source node 
(t), computing at least one of the a range or propaga 
tion delay between the source node and the destination 
node using the times t1, t2, ts, and ta; and transmitting 
at least one of the a range or propagation delay between 
the source node to the destination node. 

9. The apparatus of claim 8 wherein the destination node 
further comprises: 

means for adjusting frame timing at the destination node 
for receiving data frames from the source node based 
upon the at least one of the a range or propagation 
delay. 

10. The apparatus of claim 8 wherein the source node 
further comprises: 

means for determining availability of a timeslot for the 
reception of data at the destination node; and 

means for transmitting data from the Source node to the 
destination node earlier than the availability of the 
timeslot by an amount of time approximately equal to 
the propagation delay between the source node and the 
destination node. 

11. An apparatus for calibrating a clock of a node com 
prising: 

a source node for transmitting a message to a destination 
node wherein the message comprises a first timestamp 
representing a local time of transmission (t); 

a destination node for receiving the message and Stamping 
the message with a second timestamp that is indicative 
of a local time of reception (t); 

a processor within the destination node for calculating a 
first difference between the first timestamp and the 
second timestamp; 

the source node transmitting at least a second message to 
the destination node wherein the at least a second 
message comprises a first timestamp representing a 
local time of transmission (t): 

the destination node for receiving the at least a second 
message and Stamping the at least a second message 
with a second timestamp that is indicative of a local 
time of reception (t): 

a processor within the destination node for calculating at 
least a second difference between the first timestamp 
and the second timestamp; 

the processor calculating an average between the first 
difference and the at least a second difference; and 

the processor calibrating the dock of the destination node 
using the average. 
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12. The method of claim 7 further comprising: 

repeating the method at least once; 

averaging the calculated differences; and 

calibrating a clock of the destination node by compensat 
ing for dock drift between the source node and the 
destination node using the average of the calculated 
differences. 

13. The method of claim 1 further comprising: 

repeating the method of claim 1: 

averaging the at least one of the a range or propagation 
delay between the source node and the destination node 
using the times t, t. ts, and ta; and 

adjusting frame timing at the destination node for receiv 
ing data frames from the source node based upon the 
average of the at least one of the a range or propagation 
delay. 

14. A method for determining the location of a node 
comprising: 

transmitting a message from a source node to a destina 
tion node wherein the message comprises a first times 
tamp representing a local time of transmission (t); 

receiving the message at the destination node and stamp 
ing the message with a second timestamp that is 
indicative of a local time of reception (t); 

sending a reply message to the Source node from the 
destination node wherein the reply message comprises 
the first timestamp, the second timestamp and a third 
timestamp, where the third timestamp represents a local 
time of transmission for the reply message (t): 

receiving the reply message at the source node, 

determining a local time of reception for the reply node at 
the source node (t): 

computing a range between the Source node and the 
destination node using the times t1, t2, ts, and ta; 

using a directional antenna to determine an approximate 
area within which the destination node is located; and 

determining an approximate location of the destination 
node within the approximate area located at the range 
from the source node. 

15. The method of claim 14 wherein the directional 
antenna comprises a plurality of radiation elements that each 
form a radiation pattern and wherein the approximate area is 
within one of the radiation patterns. 

16. The method of claim 14 further comprising: 
computing a plurality of ranges to a plurality of nodes 

using a plurality of directional antennas to improve the 
accuracy of the approximate location. 

17. The method of claim 16 wherein the directional 
antenna is omni-directional and the method further com 
prises: 

computing a location of nodes using a plurality of omni 
directional antennas and a triangulation computation. 
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18. An apparatus for determining the location of a node 
comprising: 

a source node for transmitting a message from a source 
node to a destination node wherein the message com 
prises a first timestamp representing a local time of 
transmission (t): 

a destination node for receiving the message and Stamping 
the message with a second timestamp that is indicative 
of a local time of reception (t), then sending a reply 
message to the source node from the destination node 
wherein the reply message comprises the first times 
tamp, the second timestamp and a third timestamp, 
where the third timestamp represents a local time of 
transmission for the reply message (t): 
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a directional antenna, coupled to the source node, for 
creating a plurality of radiation patterns, where each 
radiation pattern extends from the antenna in a unique 
direction; and 

a processor within the source node for determining a local 
time of reception for the reply node at the source node 
(t), computing a range between the source node and 
the destination node using the times t, t, ts, and t and 
determining a radiation pattern used to receive the 
message from the destination node, where the deter 
mined radiation pattern defines a direction. 

19. The apparatus of claim 18 wherein the directional 
antenna has an omni-directional radiation pattern. 

k k k k k 
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