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A system and method for securing and tracking an electronic
device. The system includes hardware, software and firmware
components that cooperate to allow tracking, disabling, and
other interaction with the stolen electronic device. The sys-
tem includes an application component, non-viewable com-
ponent and Basic Input/Output Subsystem (BIOS) compo-
nent that are present on the electronic device. The BIOS
component maintains the secured environment of the appli-
cation and non-viewable components. If only the application
component was provided, a simple low level format of the
hard disk drive would remove the application and bypass the
security features. The system implements an “application and
BIOS” based solution to electronic device security.
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e e

'ESTSM Registration

- Would you fike to register now?

@ Yes, Reglsher me now! .
€ 'Remind me after a week.
o ‘Ramihdfme;-éfﬁér a}nonth; i
~ €:Do not /remi'nd- me again. You can-alw
_'rjgh,tvdidcing on the taskbar im\q,

FIGURE 1
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Please dmose a sewu:a

E ST 8M offers muttiple levels of se
options have yearlv ‘service fees which

F: Basic Service - Disables your compute
unusable for the thief. mmm

I”. Tracking Service
location of your.-machine, so that you'
. to recover it. (More info)

© Track & Dlsable Optxon On

FIGURE 2a
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€& Manual Erase

€ automatic Erase .

l" Insurance Serwce

FIGURE 2b
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1o I'm 3'New User - First time registrati
C.I'man Existing User - Register a naw | achi

Username: ]

Password: -L‘._ e e i

I”’ Registering under a Corporation
Licansa Key: j

Nate: If you are registering you
then the license key has to'b

ferme | Lopedg

FIGURE 3a

DELL EXHIBIT 1001
Page 6 of 101



U.S. Patent Aug. 13,2013 Sheet 5 of 79 US 8,506,649 B2

- Usemame:

' password:

Confirm Password:

¢ Secret Question:.

- SecretAnswer:

E Reduir:ed'ﬁ.ielris

FIGURE 3b
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Contact Information

Please enter your infermation

First Name:

|
Last Name: [ e
. Address: ’ SO
‘Address(1): [
. Address(2): |

T PR

City: . |_ &
' Country: - JUNITED STATES
A [

FIGURE 3c
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Dear etst tetst, :

Thank you for registering your. machune mth ESTSM . You MUST
click the link at the end of. thls amall to cornplete the actlvatlon
process.

Please take a moment to venfy to your usar information below. 1t is.
important that you keep this information updated because if your
computer.is ever stolen, you. will need to: provnde us with the
information bslow: so that we ‘can venfy that you_are the real owner
of the computer.

‘Name: etst tatst
Address: test tetst,tetst, austin, AK 67777

mModel Description. PC

System Description: Anti. ESTSM: System

-8elected Services: Basic Service

Insurance Option:Not Selected. |

-Amount:FREE!! No charge for selected ‘services

To report-a computer stoleén or: 'to modufy your user information, you"
should perform ‘the_following’ steps: . -

1. Go to http://test.m, vests m.com :and login in using the
UserName and Password you created dunng registration. From there,.
you ¢an follow ‘the instructions to port your, system stolen or
perform other ESTSM . related; U nctuons.

or

2. call the ESTSM hotline. at {(111)111-1111 . The
ESTS™M  hotline is available from 9:00am to 6:00pm Central Time.
A ESTSM representative willhelp you as rigeded.

Finally, to complete your activatiory of. ESTS M, click the
‘Activate ESTSM'link below, ~ .

Activate ESTSM X
Sincerely,
ESTSM

FIGURE 4
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X eQqUEpMETE WS CrTetnd;
ownerts) of the 1P Adiress, These o

Aug. 13, 2013 Sheet 13 of 79

Dear User,

Your stolen enwmentis wrrenﬂy uadmﬁ By ESTSM . B¢low

&rgﬁuedaaﬂs the maching whenﬁwaslaﬁnomaadm'
avEmot, T, )

Computer Name: TCYTESY,

Oesaription : Deviabd:First nim Mlcwﬁh Entry
1P Address : 192.168.6.62

ConnecDate/Time : 74272003, 12:30:16 PM

mmmmssmﬂemmam mmmmmm
stofen mmnoetowmsm

wner(s) are typically a
an intemna? senvite provider.. meownet(s)dmemm@ssshoddbe

-able ¥ provide more informatisn as to the ‘physitar locadon of the
" computer. Please contatt the 1P Address owner(s) shown below, or

wowdeeusmﬁumoon 0. vourbcai authonueseoheb recover your
stolen equipment _
» m_ Ovmcrll SdRessiiesesmanieaenn

Address: 4676 Admu'a!ty v:ay, Sume 330

City: Marina del Re
StsteProv: CA
PostaiCode: 902926695
Country us

NetRange: 192‘168‘0.0 192 255255
CIOR: 192.168.0.0/16 + - i
Ned\ams: JANA-CBLKY - £
NetHandle: NE?-192-1684340 s Ly
Parert: NET-192-0-0-0-0 o
NetType: IANA SpedalUse - -
NameServer: BLACKIMOLE -1 JARAORG -

‘NamoServes; BLACKHDLE-2;

TANA.ORG
Comment: 'mis block is resgrved for spoaal purposes.
ch ioraam

: 2IANAORG -
Commeny: This block is reserved for Spesa) pirposss.
Camment: Ploase see RFC 1918 hracd'nma dformbanon,

RBGOQ& .1994-03-15
Updated: 2002-09-16 °

OrgTedlame: Intemat forAs Names and Number
.OrgTlechPhone: . +1-310~823-0ca9°3r§gm sipned
OrgTechEmasil: res@iana 01

A

@ ARIN WHOD database, Iashuadsm 2009.07.01 21:05

& Endar 2for ammm sw&mmn’swno:sdatabase

owssow rrecnenven eacas

ewace

-1f you have any more cmesuons abwtﬂus location information ropore,
_pleass contact ESTSM 5t(111) 111:1111 or send a reply email to

Estsm.com manﬁ vou orusmoESTSM
services. :

Sincerely,
ESTSM

US 8,506,649 B2

FIGURE 9
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Registration F

ESTSM Registration..

Setup or modify your account now!
The first stepinthe regis.tr?ati'ori‘.iq'?pg::as's' is'toicreate a (EST 8M account.

@ I'm a New. User First tJme reglstratmn ]

‘Username: I!_

Password Lw-w,«__ —

= Reglsl:enng under a Corporatzo_

ucense Key [ _

FIGURE 10
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TPod<etPC ESTSM Srvce

Please choose a: service

FIGURE 11
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{ '} Phune PDA Informabion - Microsaft Internet Explorer

‘c C o R'equired"l’Fie!dS.”v";'A Buivacy ;qu_A Fonnunaty

FIGURE 12
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FIGURE 13
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A ESTSM
Registration X

FIGURE 14
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’3 Phane PDA Infarmabion - Microsoft Internet Explarar

Pocket PC Verification .

-Entsrthe conﬁrmation key um is ‘o
not see-an wnﬁrmahon code, pleass
pocket pciagain: ' iy
System Dascﬁption nr nlck name elps
same type. . . ;

Confirmation Key:  [356793
“System description:  [New PDA]

& ' ReauiredFielus

FIGURE 15
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’3 Registration Camplete - Micresoft Internet Explorer

FIGURE 16
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ESTSM

Your device is currently

FIGURE 17
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