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; Would you:lik�:f;o �gl•r now? . 

Your compute! i�.�equipped with �e· �!l��,-�:�;r�,�.)i�j�l3ft;''.;-s�Cl,A"EY:;�:!·ste.m • :L}tt:t!F 
EST SM· WIii prote� yo�r svstem'tn t:11Ef8�8!'1t . ...ii 0cl!�a!;I _IJng;YCltlft;Cl11JPL!ter:�,�nl:t·· -'.I 
potentially-recoverin_g. ofdest:rqyi��>fo�Fv�iu�bl. 1i'°';''" - -,, : :�::' ,_ ' < ,�L,,�,: 

: You must first complete: the registratjqr') p��, ': 
. Until_you register; yot:Jr:computer wm· riot b�C
. . . . . . ···.· . . -. . . . . . . .· . 

<!" Yes, Register me now I 
(",.'.Remind�.� after·aweek�
:c ·Remind:me:�fter a:�ontt-i;.

· <). oo not remir,d me again. v
•·�gt¢�icl<ing pn_the taskba

FIGURE 1 
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R, Basic Service � Disables your:.cpmp 
un,usablE! for th� t:l'lief. CM�re if$) : : , : :, :· · 

C Tracking Service . - Provitf 
location•of your.machine, so that you!� . to recover it. (!!!em ;n£ol 

. . .. · .... ··•. 

Go Track 8t Disable Option - On 
'f= ST SM will. disable the s/' 

(r[c Cbnti�uousTrack Option·,_ E :' 
location of your: system oncin 

E ST SM servic:es :0 · 

FIGURE 2a 

EST ~,M .Service ,Offer~ng°s . . .. > 
. . . 

: Please cbei~se >~ service 
EST S"'1 ofh;lrs:muti::iolet1;1vels of serv.ice:t>.ptio • 
options h~ve yearly -~ervice ~e$ whichj :an be bil! . . . .. . ... ~- - ,_ .. 

' There arft more 
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, Please choose a service 

'The following are aciditional Es TiSJVI>
. opticms have yec1rly seNice ,teas whicl:,; 

Sheet 3 of 79 

C, Data Destroy services -The Data O��o 
, completely arid hence prevent'.your,d',. {"
, CM9re Into) 

- -- - . - . . . - , ' 

. � Manual £:rase , 
$ Automatic Erase . 

U Jnsurance Service - - ·•-.·.. -

US 8,506,649 B2 

'- to sign ut> furtheft.insurance tor;you .. 
yot.1 � quick 'replacement o(ypi:ir?c;q,npy_te

L Data �nrry;ion Service /�lld�sJ�lto encry .. ; :"·\•,,,-,.,.�,,'-1'''"''"' hd 
folders so th,iefdoes not,get �i;cess·to it�asily .if .systemtiststo'len . . . ,-· - . . . 

- -
...... - - .. . .. - - .. - . . ', . . - �,-e ; ,_ t.,..llV.;;tC) ,• , .":.. rr-,-, 

, - - -----­
-:-- � - - -'

FIGURE 2b 

EST SM Service Offering~:;::, ; 
.. _,.,.. ', : ~if ~r:;:-:: GJ1r-

if?1 . .: l • 

··-.. ....... 
I • 

- -, . - .J 

- - - ___ :, ·. !.· _ _ ._, ~ ---- --- I--_ • 0 j 
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. lhe fjrst st;ep ip the re�istratio11, pr:oces,s i 
. " "  

r.: I'm a;New User - First time_ registratjon/\ · -.•.· · 
C . I'm an Existing User - Register a na� �'achi·- ' ' ; . . ._ ., 

Usemar:ne: 

Password: l_ __ _ 
f; Registel"ing un�er, a Corporation- 0 

Ucense J<:1311: 
!',!ote: Ifyou are r;egisfuring yo 

then the license key has 
. ,·., . . 

- · .·_, . . · __ ":··.: ··· 
.

. . : .·._ 

FIGURE3a 

. :/· .;\•];?:~\}~~i¥ 

••• "!>~ i<' ~it::;, 
·t,-.-
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• In this step.you need to provide a\:isem�rriean 
. to-manag1;1_ your ESl;S'M . enc:1blet,j_i;_yste{ri�>vo 
. questiorf�nd answer for identific:aticii:i'pµijii:>ses,,: 

. 
. . . . . '\ . � •:' . . 

• usemarne:

! Password_:

· · Confirm .f'asswon:I: ·

i Secret Question:.
,· :

. 
, .. -------Select a· security question-------" 

.. . ... -�-·-· -�· - . ·-·-'::: Ti:-�-�;,y�·/:::c'.:i:.;fi(·: :·��ii�¥--t.:".::-�;j,;;.·=r:•�:::-::,:,.!1?"':·.'.:-<':·�-h:•:: 

FIGURE 3b 

US 8,506,649 B2 

:Logln··infonnatlon 

• Pleas~ ~m:er a unl~ue Ustar11•m, e .. d:a>~j;~~ijl 
' - ·.,. :~t :"· 

: ... 
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Please enter your information . 

First Name: 

Last:Name: 

. Address: 

: Address(ll: 

; Addres�(2): 

City:. 

• Couritr'f:·

'FAX: I ...
: D.ci� of Birth:

' ··-· ······-··-· ......... ·······---····•··-�-i.,..,...Y;cc,S'.;;:"':""#:i:�<"t,.:: -�.;;::.':
·
••·' -.

. 
,. ,,..,,� 

· �;:_ -•-:�,- -
•,.•, ---------------------------1�-·;. 

I 
. ••: •. 

• ... ,.�-••••·· •-�---• • •-•--- ",.----;_-.,.:-:-::;; .. ,.•"!!�,.::.-€•��•:i'��4--C,0 ,:.:n_-.,;:i,:-�"'.] ... J.'-.--.••t�---• 

L .. ·•--·---···· -� --==-----...,.,- ····-·�········· ····· ·········.
····-- ·--·-·- ·····,· 

· f lJNITE:D STA TE:S [gj7 ..
.·. -. ;1 . 

�:S , :"7:'.;..'..;_,;'"""' .•:,,�'. ;_. ' · ",;'.-::;'.':C��:i':':;;�-;._?l;:!;': ���:r,;; ,;;�;;..r.::,,':':,';!��..;.'"7-c;:� •�• . 

FIGURE 3c 

• 

'>~~~~;~'.~}°J~l:,:;;_-.);,a. 

ll~--------------·-··_--_-_--__ -_. _ "lf',;:;.-~.·-.. -,. ·,_-_;.;··-·...;•.;.-----------·-·•;.,i:_, __ -_ .. _____ ••• __ ,,;~:;:r,:~t-
• .. i. :.::' .• ---- · ~ .. 

l __________ 1 ~ 
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Oear.etst tet�
,. 

Thank you for registering :your0:machin� wi�h
. 

ES TS M . You MUST 
click the link at . the end Qf. this· Eimail .to 'c.omplete the activation 
process. . . ·•· . ,. · • ·  .. · . .. . , ., .. . ' • .  :· . . . . .• 
please take a moment to verify: to yourus�r information below. It is . 
important that you keep thi{i".'fortri;ation::updcited, because if your
compute(is e:Ver s_tolen, . you wiU n�i:3d •toCproyide qs with !he 
information below: so thc3t we 1car · v�r:ify :tlJ�l you: �re the real owner
of Jhe computer, · · 

· ' · · · 

'Name: etsttM:st 
AddNJss: test ,tetst,tetst, .susti,.,; A� ;677,77 · 
Model Desaiption: PC · · ·. · ·· 
system De��ption: Arrtt E s  Ts M.: �yste'11

· Selected .services: Basic Service . . . 
ln�urance Pption:Not fleic,���. ·::·. ': ·, . . . 

· Ainount:fREE 1 1  No cfUtl'.98-f(:il'." �:el�g� •��rvices
Xo �port >a computer .stoll'.3n or>to mo,t:fify<your ,user. information, you ·. 
shoulcl perfo,:ni ·the .. followinc_ f steps: ) - '. .. . .• . . . 

.. . . . . . . 
. · • . . . 

. ·, . . , . . - .. , _ ·, - .: ·· . ,,. , . 

1. Go .to http://test�m.vest{m�com: , :anq lqgin in using the
. user,;Jame and Passwort;f .you c:i:,a:tE3,cf,'during,registraticm. From there, . . 
_yo4 cc1n follow :th�'. instr:u,c:tio�� :��/�R.Q';l; yoBr, �y�u�m .stolen pr ·.· .
perfuill'!. ottier ES:TS M . rel���Q:f'qrtc:�.1on$, . · . ,, 

. or 
. . .• . - ,· - ' . �=- · - •� �- . '· . . .

. ; . 

2. Call the E S  TS M tiotlin�. �t (fH) 111- 1 1 1 1  . The 
ES J' S  fl:1 ·· . hotline is availabt�· froro '9;Qoam to 6: 00pm Central Time.
A E s  T$ M representative wilf.he!p: yot;i.:·a� erieeded.  

. . 

Finally, '.tO ·(?Omplete your· a�tivatiQrr o( � � T,� ·�· .. , click the 
'Activate E S T S M ; link below. · ' >  . - . . . 

. .  

Activat� E�!S M . . . · ·. > '  

Sincerely, 
E S TS M  . . · . . . . ' 

FIGURE 4 
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Deor User. 
Your stolen e®iDmentis cu«emtY. beiM:t 

.
. , adced b

.
Y esma 

.
. ; � 

are the � of the machine''r�when ct was last connsmd. to · dui! �,. - o· . . . . \;' ''>.:• · · · .. · · ·. 

�omputer Na111e: rCYts"t. ; -, c 
Desoilltfon : Oev&Ab:Ftrst lliilrt M/c Wlai1e Eot,y 
JP Address :. 192.168.0;.62 • · , ,. , . · :  '· · '.' • · ·· . . 
Coimect Date/Tim� : . 7 /2/�-��3(): � ,P!-1 
The IP Address ,apresent: the �•·mi ttlG int.smet from \ffld'I the 
:stclert · · was conneaied;,lhe � betow indicates ch9 
owner(�P Addnm:-mes:e ownei(s) are typicaltf a �  or
an internet setViee ptOYidet;.'l'he_:owmir(s} of the IP Address should be

.· able to Pt'OVide more in1� a,·.10me.'ph,sitar location ot the  . computer. Please mntatt'the lPAddtess ownei(s) shown below, OT 
provide this �  'X). vour loc.al a�es to help te(Ovef your
-� eauioment ••• •�.�����1 • . . . .. . . ·-· -- · ... ·.

·()rcttam8: lntemetM� Humbers�. ·•
. OtQ!D' !ANA . . .· . :" · , , .. -:::, >· , . .. ·. ' , .· , . .
. Addfe$s: 4676AdmiraityWay, 5uite:330 ' .' 

· · 
· City: Marina del Rey . · . .  · ·. . . 

stateP,ov: CA 
.Postalc=e: 90292-6695 
Country: 0$ 

. 
. 

Nel:Ranoe: 192.168.0.0•� 192.168.2SS.2SS,.  
CIOR: 192.168.0,0/16 \. ,' (;' Y{;.0• ; : : , { ".'.\: , :
NetName: IANA..Ql;KJ · : : • . .  · · · . . Ned-landle: NET-192�168-0;o,1 '· '.: 

��S:::�se · . /:,. _ 
NatneSelVer. Bt.ACkHOU:-1.IAt:A.ORG • 
'Nameseivet": 8lACKHOLE-2;JAHA.()M 
CCmment lhls bio,l:lc is ��� ii,edaf ptJrpOses. · · 
COIIU'tlel\t:·Ple.)SG_SGe � 1918 fot,� �-

era2m;;�'I�;·3 ;: •. 
NarneSefver: 81.ACl(HOLE�l�� 
.Nameserver. 8lACl<HOLE-e� - • 
Comment: lhls bloct is reservecUor soeciat Pt,ltOOSeS. 
Cotnrnent! Please see ru:c 191t tot adcfiticna1 i:ttfotmation. 
Comment: . 

. 
. . ,, . ' . . . . . . .  . 

ReQOW):�1994-03-15 . , .. 
�: 2002-09,16 
Ol'OTectiHandle: IANA..ARIN . ·. • . . . . 
Or'vT�: ·rntetnetCorparation·for.Assigned Names. ar,d.Nutnt,er 
.Org'tett\Phone: .+1-31042U358> " · ' . · · . . . . ' . . . · . · OtOTecMmliiJ: res��;/ ., . _ , 
. M ARJH  WHOIS database, lag �d 2003-07-01 21:05 
.# -�,l'ltet ?:fot a� � c,ti'� Mltt,s WHOIS �. 

·. · .• :::·. · : ;. /1/i:�:: ·;·.'· : -__ .
.

.. . . . : . ........... �-·-·-··-:-------·--------:.:-..":..•·�-... _�-�-----------.... --

�� 

ESTSM 

FIGURE 9 

US 8,506,649 B2 

~ r er~ 

• I 

. I 

, . 

• If yc,u have~.- fflOl"8QUeStions attcutthis locationinfom\ation re,:,ort,. · 
i,iease cont.ace eSTSM ;\1((111r1u-1111 Of'. send a reott email to· • • 
admin@adminEstsm.a:,m ·; lhant,ytiu for usino ESTSM. • 
serwices~ • • 
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The first-step•in,t:he reoistiatiori.process i� 'tci';creat;e ·a E s  T s  M account . . ' 
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•-• .. - ' --
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:- ." . .- : : · 
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. .  . ' . 

US 8,506,649 B2 

C..:· I'm a New. User,:,·First time registration?',,·· . \< · .  --� · ·  .. ,, 
. C J:� ah:E�i�n�:J�erL Regi�·;J��w\lt�in����you;,�rn:�;��urrtl; ,) . .

, . . • '· - - ·  . ., . ,,,� : ·< <" ..
. 

·: .
· . . .  · ' "�,,,. /::}i;���c�;:::"';:;{,N 

• usemame: 

FIGURE 10 
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.J:>a.sswQid; -I _ _ -····--·-.-- ---~~-- ~-------··.·l /-:]~} 
C.Regi~ring:uhd~ra:C~rporation:e)· ;i};~fJ>-- ·-·:,·l/".'.\'c -\~ ·4:'.fj:···:,.,. __ ,_,,_; ./ ,Ii~'.f:' 
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,;i �•:r·.-1 ,_,: Off em ,qs - '11n osuit rnternet Explorer - -· . •  : =· .:·� �-;' . . . .:�� •:, - l"'t:e: 

- _ - - . - . 

Please ch�ose -�-• service 
-

. -�_:· ·. ,t:.--,_ ,_ ·. ' t -... 

The (ollowin� se�ices _car, hel� seajr�Jo�f:�9�et,Rf; �011)8 .(Jp!Jr:>,h�J:i�.v.�)��11¥. s,ervi� feeswhid, can be tii!!ed•to
voor � c#,•i••f ''.' '•.: : ·· •• · . . :: •f . �:���:i?' ·{ .. . · •· 

C Bas�c Ser.i,ce . . · _ - · .  -#te(your:;J>ocl(�·pc'is/reported stolen, this s�tvitjf 
,disabies .  yo1.1r pocket pc when it iS"®�nec;ted to t:tt�'lntem_et. This. wiU immetli�ly 

•.;Q::::;:::

O

�• :�J[{t�::::��, P< iS 
-rep1:1rwctsµ,ler(the1n_:E $ T � �:jii'i!tt:> ··- '· · p _AQ��st•�o1:1�•�!'ltjj1;Js. fn>n1:��ft>'oc;k� pc
ar;d:ttl�n·c;t;�,�1�$ ��_;�r:v.o�(�t\ > 1:,->,�_! __ :_:'._}_,_,"_-_�_._;_; __ :�_-_-_i_?�_:_ ;�_;:_ . .  • :: ·_tq]t�

w
,�9��:p�;, :t-�;'.;t • ·- , \'''; ti:;;t:?m1;fflt\:t ·•

, - - ' ,. -� .

,,.._ . r., ., , a,-., 1
1 -, .c ,;,-, - f r ,-,c,,, ,"�t,l- · • ·  - ·� v· ...r.:;,i.,z:.___ __.,......_,.. l _ ____._ .-

J V. --�----- - - - - - - - - - : - - - -- - .._ __ --- - - - --

FIGURE 1 1  

I§ - - ---------------- - - ~ - · I 
- - ~- -- ------ - I 

I • ~ • • • .. . w ..,, ' • :• •::"°:_ 

• Po~~t:P<,· ·es:r;sM ,sf j,1~i11r ·· 
•• ; • . 
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��f·P¢�lst(QH09 . . ••}; i��l,Ii�{; ... • ·, 
l':le�se -execute.the f � t ·s,M:;a�"''�•:� ·,1_1:y"�tpo� �e:�!!'i� ��a. ,/ :,CIiek •register now• button, a-, .. ,enter the:reglstrati-,n;;key shpwli'bel�w..,r:v __ . - -- - . - - - - . . . .  :::· .:;

_
� ,  ___ .5_· _ _  -

--,- - - ·:-. , . ·- -· _.. 
'��;;r::.f�;[_:���5-�-

. 
·- " ·  /' 

. •����r= 17���;� "�I T'L�
. ' 

.

. ·
· 

-. . 
. ·. :_ : : 

. . :. · . . \ :_
-

f �<:�--\?�ti_ ·/ �- -�:· . ::· _ '  _' _· ·: --\i
-
� . '> note_: ·tJ1c1ke sure you have _.configuredJ�,:n�t;'setµngs;P11J,P!=!r1Y,_. 

·For more details refer manufac:b.irer reference,mariual>.'•· ·< . . . . . . . 
}:,�I,tiijli�Ir: 

:, c >:!\h. :_ 

FIGURE 12 

,· 
' 
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Pocket· PC. verification 
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