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ELECTRONIC DEVICE SECURITY AND TRACKING SYSTEM AND METHOD

CROSS REFERENCE TO RELATED APPLICATION
[0001] This application is a divisional of U.S. Application No. 10/925,161, filed
on August 23, 2004, incorporated herein by reference, which in turn claims priority under
35 USC §119(e)(1) to Provisional Application No. 60/497,182, filed August 23, 2003,

incorporated herein by reference.

BACKGROUND

[0002] Theft of electronic devices containing costly hardware and software has

become increasingly common. Such thefts may occur because of the value of the
electronic device hardware or for access to information contained on the electronic
device’s storage accessories such as credit card information, confidential and proprietary
business information, and so on. Another use of the stolen device may be to gain access
to servers containing confidential information through the electronic device.

[0003] Physical attachment of the electronic device to the user or an immovable
object is one way of preventing theft. Password protection schemes may also be used to
discourage theft or at least stop the thief from accessing the information stored on the

electronic device. Motion sensors or alarms placed on the electronic device may be

another impediment to the would be thief. However, such techniques do not always

prevent theft, are costly and once the electronic device is stolen, do not allow tracking or

recovery.

SUMMARY
[0004] The problems noted above are solved in large part by the electronic device
security and tracking system and method (ESTSM) that includes a plurality of hardware,
software and firmware components that cooperate to allow tracking, disabling, and other
interaction with the stolen electronic device. The ESTSM electronic device (hereinafter
“electronic device”) and the ESTSM server computer system communicate over a

communication channel to determine if the user has registered for ESTSM services. The
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user may be an individual consumer user or a corporate/govemﬁlent user. The
corporate/government user’s electronic device may be part of a corporation’s or
government organization’s customized ESTSM system. If the electronic device is not
registered for ESTSM services, then upon first time power-on and connection to the
ESTSM server of the electronic device that includes ESTSM software and firmware, the
user is prompted to register for different ESTSM services. Alternatively, ESTSM may
remain disabled and the user may register using techniques that include but are not
limited to selecting a menu option for registration or selecting an icon on the electronic
device’s desktop, or via World Wide Web pages from a remote system other than the
ESTSM device itself. The electronic device may be a laptop computer, desktop
computer, wearable computer, server computer system, personal digital assistant (PDA),
cellular telephone, WLAN capable computer, Smart Phone, tablet personal computer,
palm top device and so forth. Each of the services may consist of different monthly,
yearly or multi-year service fees or a one time fee for the life of the electronic device.
After registration is complete, the ESTSM server computer system communicates over
the Internet or another communication protocol such as Short Messaging Service (SMS)
with the user to determine if an electronic device has been reported stolen. In accordance
with some embodiments of the invention, if the device is reported stolen, the ESTSM
server may inform the ESTSM device via a secure communications channel to take the
appropriate action based on the service options selected by the user (e.g. disabling the

electronic device, destroying the storage device (e.g. hard disk drive (HDD)) data,

recovering data, encrypting data and more). In some other embodiments of the invention,

an automated voice prompting system at a call center or live call center operator after
authentication of the user may communicate with the user to perform ESTSM activities.
All ESTSM activities performed through the Internet may also be performed by the call
center including registration, reporting a system stolen, reporting system has been
recovered and so forth.

[0005] The ESTSM system may include an electronic device with three
components and a server computer system. The three components may be an application

component, a non-viewable component and a Basic Input/Output System (BIOS)
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component. In some embodiments of the invention, the application component includes
ESTSM application software that executes under any Windows® operating system (OS).
In other embodiments of the invention, the application component software may execute
under the Disk Operating System (DOS), Linux operating system, Windows® CE (and its
derivatives such as Windows® Mobile, SmartPhone, Pocket PC, and so on), Symbian and
Palm operating system and others. In some embodiments of the invention, the application
component is responsible for communicating over the Internet with the ESTSM server
computer system to determine if the electronic device has been reported stolen. If the
device has been reported stolen, the application component along with the ESTSM server
computer system will determine what services the user has registered for and will take the
appropriate action (e.g. disable the device, communicate identifying information to the
server, erase the storage device, recover data, encrypt data, etc).

[0006] In some embodiments of the invention, the communication medium may

~ be a messaging protocol such as Short Messaging Service (SMS) used in mobile devices

such as cell phones and computers using Wireless Local Area Networks (WLAN)
services from wireless service providers such as Verizon Wireless®. In such systems, the
server computer system would inform the application component that the device had been
reported stolen without the application component querying the server system to
determine if the electronic device has been reported stolen.

[0007] In some embodiments of the invention, the non-viewable component may
reside in a hidden partition on the hard disk drive HDD. Alternatively, in some other
embodiments of the invention, the non-viewable component may reside in the Host
Protected Area (HPA) of the HDD that is not accessible by the operating system of the
electronic device. The non-viewable component may include a VALIDATOR program
that inspects an ESTSM Communications Area (ECA) to determine if the ESTSM
application components have run correctly during the last system boot. The non-
viewable component may also contain a copy of the original application component
software fileset if the files need to be re-installed to the HDD.

[0008] ESTSM also consists of a BIOS component that maintains the secured

environment of the ESTSM application component. The BIOS component includes a
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secure nonvolatile area that stores critical information present after electronic device
power-off and accessible during electronic device power-on and boot. If only the
application component was provided, a simple low level format of the hard disk drive
would remove the application and bypass all the security features. ESTSM implements
an “application, BIOS and non-viewable component” based solution to electronic device
security. The ESTSM BIOS components ensure that a thief cannot bypass or circumvent
the ESTSM application from running.

[0009] On every boot, the BIOS component will check and ensure that the
ESTSM application components have not been deleted or tampered with. If the BIOS
component detects a problem with any of the application components, it will restore the
components from a special hidden partition on the hard disk drive or from system
recovery media. In some embodiments of the invention, the recovery media may be a
floppy diskette but in other embodiments the recovery media may be a Compact Disc-
Read Only Memory (CD-ROM), Universal Serial Bus (USB) key storage device, or other
storage device accessible during device boot.

[0010] In other embodiments of the invention as mentioned above, the electronic
device in the ESTSM may include a HDD that contains a HPA. The HPA is not
accessible by the operating system of the electronic device or by the user of the electronic
device. An ESTSM application component including ESTSM application software may
be present on the HDD. The HPA may include an ESTSM non-viewable component.
The ESTSM electronic device may also include an ESTSM BIOS component that is
capable of communicating with the non-viewable component and application component.
An ESTSM server computer system communicates with the other components through an
ESTSM Communications Area (ECA) located on the HDD.

[0011] In some embodiments of the invention, the ESTSM system may include an
electronic device with a BIOS component, an application component and a server
computer system. On every boot, the BIOS component will check and ensure that the
ESTSM application components have not been deleted or tampered with. If the BIOS
component detects a problem with any of the application components, it will assume that

the ESTSM application components will be installed by the user of the electronic device.
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If the application component is not installed after a number of unsuccessful attempts, the
BIOS component will prevent the user from accessing the electronic device.  The
application component may be installed by downloading from the ESTSM website or
from recovery media that came with the device.

[0012] In some other embodiments of the invention, the electronic device in the
ESTSM includes a Flash memory and may be a PDA, mobile cellular telephone or
WLAN capable computer. The Flash memory may contain a changeable area and a
system area. The system area is not changeable by the user of the electronic device. The
ESTSM application software may reside in the changeable area or the system area
depending on the security requirements of the device implementation. An ESTSM server
computer system communicates to the ESTSM application software on the electronic
device through communication channels that may be the Internet, a wireless medium
(such as SMS), a combination of the two, and so on. The PDA, mobile cellular telephone
or WLAN capable computer may be continuously connected to the ESTSM server
computer system through an always-on Internet connection or other mobile device

communication protocols such as Short Messaging Service (SMS).

BRIEF DESCRIPTION OF THE DRAWINGS
[0013] Figure 1 shows a screen shot of the registration reminder for the ESTSM;

Figures 2a-2b show screen shots of the service offerings and selection
page for the ESTSM;

Figures 3a-3¢ shows screen shots of the user registration and information
input pages for the ESTSM;

Figure 4 shows a screen shot of a new user registration email sent to a user
after they have registered their electronic device with ESTSM;

Figure 5 shows a screen shot of the login page for connecting to ESTSM
server computer system in accordance with one embodiment of the invention;

Figure 6 shows a screen shot of the device registry web page that resides
in the ESTSM server computer system in accordance with one embodiment of the

invention;
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Figure 7 shows a screen shot of the electronic device status web page that
resides in the ESTSM server computer system in accordance with one embodiment of the
invention;

Figures 8a-8b show screen shots of web pages that allow a user to report a
stolen electronic device in accordance with one embodiment of the invention;

Figure 9 shows a screen shot of an email containing location identification
information for a stolen electronic device in accordance with one embodiment of the
invention;

Figure 10 shows a screen shot from another computer system that can
display web pages of a registration web page for ESTSM on a PDA,;

Figure 11 shows a screen shot of the service offerings for an ESTSM
enabled PDA using another computer system capable of displaying web pages;

Figure 12 shows a screen shot for registration of a PDA with ESTSM in
accordance with one embodiment of the invention that requests the user enter the
registration key on their PDA;

Figure 13 shows for one embodiment of the invention a screen shot from a
Pocket PC requesting the user enter the registration key shown in Figure 12;

Figure 14 shows a screen shot from a Pocket PC displaying a confirmation
key generated after the user enters the registration key;

Figure 15 shows a screen shot from a computer system capable of
displaying web pages of Pocket PC verification requesting the user enter the confirmation
key from the Pocket PC display;

Figure 16 shows a screen shot from a computer system capable of
displaying web pages of a successful registration message for a PDA;

Figure 17 shows a screen shot from a computer system capable of
displaying web pages indicating that the PDA is currently secured;

Figure 18 shows a screen shot of the user authentication screen in
accordance with one embodiment of the ESTSM invention that may be used by a call

center operator to verify the identity of a user;
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Figure 19 shows a screen shot of the welcome page for corporate
administration of ESTSM;

Figure 20 shows a screen shot of corporate information input and
modification by the administrator;

Figure 21 shows a screen shot of a web page that allows a corporate
administrator to register a user for ESTSM;

Figure 22 shows a screen shot of a web page that allows a corporate
administrator to remove a user’s access to ESTSM;

Figure 23 shows a screen shot of a web page that allows a corporate
administrator to purchase licenses for services in ESTSM,;

Figure 24 shows a screen shot of a web page that allows a corporate
administrator to purchase licenses to upgrade or modify services in ESTSM;

Figure 25 shows a screen shot of a web page that allows a corporate
administrator to give permission to users to report their computer stolen in accordance
with one embodiment of the invention;

Figure 26 shows a screen shot of a web page showing menu options
selectable by a corporate administrator for administration of ESTSM;

Figure 27 shows a screen shot of a web page that allows a corporate
administrator to create a corporate ESTSM account and register a super-user;

Figures 28a-28b show screen shots of a web page requesting a corporate
administrator to enter a purchase order quotation number for basic or upgraded ESTSM
services;

Figure 29 shows a screen shot of a web page that allows a corporate
administrator to send an email to a user indicating activation of ESTSM;

Figure 30 shows a screen shot of a web page that allows a corporate
administrator to reset a login and password for a user;

Figure 31 shows a screen shot of a web page that allows a corporate
administrator to override ESTSM on an electronic device using a generated password;

Figure 32 shows a screen shot of a web page that allows a corporate

administrator to stop a machine or user from accessing ESTSM services;
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Figure 33 shows a screen shot of a web page that allows a corporate
administrator to view the status of an electronic device using the machine id or a user
login assigned to the device; |

Figure 34 shows a screen shot of a web page that allows a corporate
administrator to recover an electronic device that has been reported stolen using a
generated password;

Figure 35 shows a screen shot of a web page that allows a corporate
administrator to change the settings of the ESTSM server; _

Figures 36a-36b show screen shots of web pages that allow a corporate
administrator to change administrator login and master passwords;

Figure 37 shows the state transitions of an electronic device from a not
registered state to registered and active state;

Figure 38 shows the state transitions of an electronic device from a not
registered state to registered and active state with the device passing through a never
remind state;

Figure 39 shows the state transitions of an electronic device from a
registered and active state to deregistered state;

Figure 40 shows the state transitions of an electronic device with ESTSM
that is reported stolen and then recovered;

Figure 41 shows the state transitions of an electronic device from a
registered and active state to override state;

Figure 42 shows the states of an electronic device registered and active
with ESTSM and including the data destroy service;

Figure 43 shows the states of an electronic device registered and active
with corporate ESTSM in which the corporate user of the device is removed from
ESTSM;

Figure 44 shdws the architecture of ESTSM including an electronic device

and server computer system in accordance with one embodiment of the invention;
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Figure 45 shows the architecture of ESTSM in accordance with some
other embodiments of the invention for PDA or mobile phone connected to server
computer system,

Figure 46 shows another embodiment of the ESTSM architecture
including an electronic device and server computer system;

Figure 47 shows another embodiment of the ESTSM architecture
including an electronic device witha WWW component and server computer system;

Figure 48 shows the architecture of ESTSM in accordance with another
embodiment of the invention for an electronic device with Short Messaging Service
(SMS) connected to server computer system;

Figure 49 shows a schematic of a computer system that includes a BIOS
component, application component and non-viewable component in accordance with one
embodiment of the invention;

Figure 50 shows a schematic of a cellular telephone that includes an
application component in a system area in accordance with another embodiment of the
invention;

Figure 51 shows a schematic of the ESTSM server computer system of
Figures 44-47 in more detail in accordance with one embodiment of the invention;

Figure 52 shows the connections between the primary and secondary
servers contained in the web server of Figure 51 in accordance with one embodiment of
the invention;

Figure 53 is a flow diagram of the BIOS component of the ESTSM in
accordance with some embodiments of the invention;

Figure 54 is a flow diagram of the VALIDATOR program in the non-
viewable component of the ESTSM in accordance with some embodiments of the
invention;

Figure 55 is a flow diagram of the application component of the ESTSM

in accordance with some embodiments of the invention;
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Figure 56 shows encrypted and encoded communication between a client
electronic device and the ESTSM server computer system in accordance with one
embodiment of the invention;

Figure 57 shows encryption and encoding of information by the client
electronic device and decoding and decryption of information by the server computer
system;

Figure 58 is a flow diagram implemented in the client and server for
encoding binary data into text format data in accordance with one embodiment of the
invention; |

Figure 59 is a flow diagram implemented in the client and server for
decoding text format data into binary data in accordance with one embodiment;

Figure 60 is a flow diagram showing encryption and encoding of SMS
messages from SMS server to SMS enabled ESTSM electronic device in accordance with
one embodiment of the invention;

Figure 61 is a flow diagram showing decoding and decryption of SMS
messages in accordance with some embodiments of the invention;

Figure 62a is a flow diagram showing integration of ESTSM BIOS image
files into system BIOS of the electronic device in accordance with one embodiment of the
invention;

Figure 62b is a flow diagram showing integration of the ESTSM option
ROM into a BIOS binary image;

Figure 63 shows in accordance with another embodiment of the invention
integration of ESTSM BIOS image files into electronic device system BIOS using BIOS
editor;

Figure 64 shows in accordance with another embodiment of the invention
integration of ESTSM BIOS image files into electronic device system BIOS using BIOS
Configuration utility;

Figure 65 show screen shots of the service offerings for the ESTSM

mobile device;

10
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Figure 66 shows screen shots of the user registration and information input
pages for the ESTSM mobile device such as a Smart Phone;

Figure 67 shows a screen shot from a computer system capable of
displaying web pages of a successful registration message for a mobile device;

Figure 68 shows a screen shot of the mobile device status web page that
resides in the ESTSM server computer system in accordance with some embodiments of
the invention;

Figure 69 shows a screen shot of the backup files web page for a mobile
device that resides in the ESTSM server computer system in accordance with some
embodiments of the invention;

Figure 70 shows a screen shot from a mobile device indicatihg that the
device has been disabled;

Figure 71 is a flow diagram showing implementation of ESTSM on
mobile devices; and

Figure 72 shows the state transitions of a mobile device with SMS

messages for activation and operation of ESTSM services.

DETAILED DESCRIPTION

[0014] The ESTSM consumer user (i.e. non-corporate user) experience consists

of two phases: (1) the registration phase and (2) administration phase via the ESTSM
website. In the registration phase, the user creates an account with ESTSM, specifies
what ESTSM services he wishes to purchase, and provides user and billing information to
complete the registration.

[0015] Once registration is complete, the typical user will not interact with
ESTSM until the electronic device is stolen. At that time, the user can log into the
ESTSM website. Once logged in, the user can report the device as stolen, disable the
device, or perform other device administration tasks. The user may also initiate all
ESTSM device administration tasks through a call center that can validate the identity of

the user and perform administrative tasks on the user’s behalf.

11
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[0016] After registration is complete, the ESTSM server computer system
communicates over the Internet with the user to determine if the electronic device has
been reported stolen. In accordance with some embodiments of the invention, if the
device is reported stolen, the ESTSM server will instruct the electronic device to take the
appropriate action based on the service options selected by the user (e.g. disabling the
electronic device, destroying the hard disk drive (HDD) data, recovering data, encrypting
data and more).

[0017] When the user purchases the electronic device, the ESTSM components
may be pre-installed by the manufacturer of the electronic device. In some embodiments
of the invention, the ESTSM registration screen shown in Figure 1 will come up when the
user starts using his electronic device and the ESTSM system determines that the
electronic device is not registered. The ESTSM system determines if the electronic
device is registered or not by communicating with the ESTSM server computer system.
[0018] In another embodiment of the invention, the user may request the
manufacturer of the device to preregister the user for ESTSM services after the
manufacturer builds the electronic device. In some alternative embodiments of the
invention, the device may be preregistered for ESTSM services at the location (e.g. retail
store) where the device is purchased. In one embodiment of the invention, the initial fees
for the ESTSM services as described below may be included by the manufacturer in the
price of the electronic device or may be discounted as a sales promotion for the device.
[0019] In some other embodiments of the invention, the ESTSM system may be
provided to the manufacturer of the electronic device without charge or for a very small
fee. The user of the device may select the ESTSM services they want and the revenue
generated may be shared by the manufactu-rer and ESTSM administrator. Thus, the user
may “opt-in” to purchase the ESTSM services. In some embodiments of the invention,
the ESTSM services may be offered to the user of the electronic device on a trial basis for
a limited time.

[0020] The user can proceed with the registration process at this point, or choose
to register at a later time or never. If the user chooses to register at a later time, the

ESTSM will remain disabled and the user may register using techniques that include but
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are not limited to selecting a menu option for registration or selecting an icon on the
electronic device’s desktop. If the user proceeds with the registration process, the user
will be asked to specify if they are a “new user” or an “existing user” that has other
electronic devices running ESTSM. The next stage as shown in Figures 2a-2b is to
choose the ESTSM services for the electronic device.

[0021] Figures 2a-2b shows the service selection screen that may include the cost
of each service and the number of services offered. The services offered and the cost of
each service may vary based on the manufacturer and model of the electronic device, the
market segment of the electronic device (i.e. business device, home use device) and what
the manufacturer has chosen to include for the device. Some manufacturers may want to
change the pricing of the services, or offer bundled services to the user. For one
embodiment of the invention, as shown below, is a list of the typical services available to
the user and the associated costs.

1. Basic Service — with this service the user has the ability to have the electronic
device disabled when it is stolen. However, the location of the stolen electronic
device is not tracked and no other operation is performed.

2. Tracking Service — with this service, the location of the stolen electronic device
will be tracked and the location report information is sent to the user of the
electronic device via email (or the user can call a monitoring station to get the
information). There are two sub-options under the tracking service: Track-and-
Disable or Continuous Track. In the Track-and-Disable option, the location of the
electronic device is captured one time and then the electronic device is disabled.
In the Continuous Track option, the location of the electronic device is constantly
tracked until the user manually disables the electronic device from the ESTSM
website. Electronic devices such as cell phones because they are mobile and
cannot be easily tracked may not offer this service.

3. Data Destroy Service — with this service, the hard disk of the stolen electronic
device is erased when the thief connects the electronic device to the Internet.

This service has two sub-options: (1) Automatically Erase when the electronic
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[0022]

device is connected to the Internet, or (2) Manual Erase, the user must manually
specify when to erase the hard disk drive via the ESTSM website.

Third Party Insurance Signup — with this service, ESTSM will re-direct the user to
the website of third party companies that will assist the user in signing up for theft
and damage replacement insurance for their electronic device.

In some embodiments of the invention, due to the extendible design of

ESTSM, new services can be added into the ESTSM registration process as given below:

1.

Data Encryption Service — with this service, a virtual file folder called “My
Encrypted Documents” is created on the desktop of the electrenic device. In some
embodiments of the invention, all files saved in this folder are encrypted by
encryption techniques built into the operating system. Access to the folder is
denied unless the system is connected to the Internet and the electronic device has
not been reported stolen. If the system is not connected to the Internet, the user
can optionally enter the ESTSM username and password to get access. In another
embodiment of the invention, the user may designate any virtual file folder in the
electronic device as an “ESTSM Encrypted Folder.”

Data Recovery Service — this service will allow a user to specify critical files and
in the case of theft, the software will first recover these files to the ESTSM server
computer system, before performing other service option actions. In one
embodiment of the invention, a virtual file folder called “My Critical Files” is
created on the desktop of the electronic device. The user may store the actual
files, copies of files, or shortcut pointers to files in this folder that they want to
recover if the electronic device is stolen. In another embodiment of the invention,
right clicking a mouse button with the pointer pointing to a file displays a menu
allowing the user to mark the file as a “Critical File.” The file’s icon is modified
to indicate that it will be recovered if the electronic device is stolen. This
embodiment of the invention allows the file to be present anywhere on the HDD
of the electronic device rather than in a specific file folder. Another embodiment

of the invention may use both the virtual file folder “My Critical Files” as well as
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files marked as “Critical Files” to indicate files that will be recovered if the

electronic device is stolen.
[0023] In the preferred embodiment of the invention, most of ESTSM services are
based on a yearly fee model. Some services such as data recovery may be billed on a per
megabyte basis-that is, the user indicates the number of megabytes to be recovered during
registration and is billed accordingly. However, if the electronic device is stolen and
during data recovery more megabytes are recovered, then a one time fee is charged to the
user. The user will automatically be billed at the end of the year to renew the service for
one more year. The user will be sent an email before billing to give the user a chance to
cancel the service if they wish.
[0024] The next stage in the registration phase is to create the username and
password as shown in Figures 3a-3b that can be used to log onto the ESTSM website to
report a stolen electronic device, etc. Once that is completed, the user must provide his
user information (name, address, phone number, and so forth) as shown in Figure 3¢ so
that the monitoring station can identify the user if the user calls the monitoring station to
report a theft.
[0025] The final part of the registration phase is to provide the billing information
for the ESTSM services. This requires the input of a credit card number, debit card
number, or checking account number. The information is then validated, the credit card
or other billing means is charged and a confirmation email as shown in Figure 4 is sent to
the end user, corporation or insurance company that just completed the registration. The
user will have to click a link at the end of the email to activate the ESTSM on that
electronic device. In some embodiments of the invention, periodic ESTSM service
charges may be billed by adding these charges to the existing electronic device bill. For
example, ESTSM monthly service charges may be added to the users’ existing mobile
phone bill for ESTSM registered mobile phones.
[0026] As mentioned above, ESTSM provides a website from which the user may
administer the ESTSM services on the electronic device. In some embodiments of the
invention, corporate users may have limited administrative capabilities because of their

access permissions (described in more detail below). As shown in Figure 5, the user
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must first log into the website using the username and password that was created during
the registration phase. A user without access to the Internet (i.e. his electronic device was
stolen), can call the ESTSM monitoring station to perform the administrative functions
described below for the electronic device.

[0027] Once the user has logged into the ESTSM website, the main ESTSM
menu in accordance with one embodiment of the invention is presented as shown in the
left hand portion of Figure 6. In some embodiments of the invention, corporate and
noncorporate users may have different ESTSM menus.

[0028] The “Device Registry” portion of the page in Figure 6 shows all the
electronic devices the user currently has registered with ESTSM. By clicking on a device
image from the “Device Registry” page of the ESTSM website, the user is taken to the
“Device Status” page shown in Figure 7. On the “Device Status” web page for each
device, the user can perform the following tasks: (1) View the status of the user’s
electronic devices running ESTSM; (2) Report an electronic device stolen; (3) Recover
and re-enable a stolen system that has been found; (4) Upgrade or change the ESTSM
service options; (5) Show the Billing and Electronic Device Location/Status Logs; (6)
Perform User Management functions such as changing the user information, password
and billing information; and (7) Perform Data Management functions such as viewing
recovered data and transferring recovered data to another device.

[0029] As shown in Figure 7, the “Device Status” page shows for each electronic
device, the Model Name, System Description, Current State, ESTSM Services Active on
the Device, and Last Connection to ESTSM Server. Depending on the Current State and
the services selected by the user, certain task buttons will appear below the electronic
device information. These task buttons let you perform different operations on the device
(e.g. report the electronic device stolen and so forth). As shown in Figure 7, the user may
click on the button labeled “Report Stolen” to start the process of reporting an electronic
device stolen. The user will be taken to the “Report a Stolen Device” web pages shown
in Figures 8a-8b. The user fills out the information on the web page to generate a theft

incident report and the ESTSM site will log this report so that it may be given later to the
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appropriate authorities as proof of filing the theft incident report. This documentation
may be provided to the user upon request.

[0030] Once the report is completed, the electronic device will be put in the
REPORTED STOLEN state (states of ESTSM are described in detail below). At this
point, if the electronic device is connected to the Internet, the electronic device state will
change to either BEING TRACKED or DISABLED state.

[0031] In some other embodiments of the invention, mobile devices such as cell
phones, Smart Phones, and Wireless Local Area Network (WLAN) capable computers
that may be always connected to the ESTSM server and contacted at anytime by the
server can communicate through a message passing scheme. Message passing schemes
may be SMS, WWW message passing protocol based on Transmission Control
Protocol/Internet Protocol (TCP/IP), or Multimedia Messaging Service (MMS). The
state diagram for mobile devices are shown in Figure 72.

[0032] If the electronic device is in the BEING TRACKED state, the user will
receive an email, an example of which is shown in Figure 9, documenting the location of
the stolen electronic device. This location information may contain the following
information: (1) IP address of the stolen electronic device (2) domain name on the
Internet of the stolen electronic device (3) owner of the domain name (4) contact
information for the domain name owner (5) name and contact information of the Internet
Service Provider (ISP) and (6) date and time of IP address connection.

{0033] With this information, the user may pursue recovery with the appropriate
authorities. The information provided may be used to track the exact location of the
electronic device. For example, ISPs may identify the network port, cable modem or
phone number from which the electronic device was connected when provided with the
IP address, date and time of the connection. A location tracking report email will be sent
to the user each time the electronic device is connected to the Internet. If the “Track and
Disable” service option is selected, by the user, then only one tracking location will be
recorded since the electronic device will be automatically disabled once the location is

recorded.
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[0034] In another embodiment of the invention, ESTSM registration as shown in
Figure 10 for a PDA, mobile cellular telephone, or Smart Phone device may be
performed using another computer system that can display ESTSM registration web
pages. In some embodiments of the invention, a different set of ESTSM services as
shown in Figure 11 may be offered for the PDA. Thus, the manufacturer may offer, but
not limited to, a Basic service and a Data backup service for the device as shown in
Figure 11.

[0035] After the user has selected the ESTSM services for their PDA, in some
embodiments of the invention, the ESTSM system as shown in Figure 12 may request
that the user interact with the ESTSM application on the PDA and enter the registration
key into the device as shown in Figure 13. Entering the registration key into the device
may be the first step to start a multi-step registration process that ensures that the correct
electronic device is being registered. The PDA will then display a confirmation key as
shown in Figure 14. The user through the computer system capable of displaying
ESTSM web pages may then enter into the PDA verification screen shown in Figure 15
the confirmation key and a system description. The registration process for the PDA is
successfully completed as shown in Figure 16 and the device is secured as shown in
Figure 17. In some other embodiments of the invention, ESTSM registration may not
require any user intervention with the ESTSM electronic device except an
acknowledgement from the uéer at the end of the successful registration.

[0036] In another embodiment of the invention, an automated voice prompting
system at a call center or live call center operator after authentication of the user as
shown in Figure 18 may communicate with the user to perform ESTSM activities. All
ESTSM activities performed through the Internet may also be performed by the call
center including registration, reporting a system stolen, reporting system has been
recovered and so forth.

[0037] In most business or government organizations, a central IT staff is
responsible for configuring, maintaining and purchasing licenses for electronic devices.
ESTSM is designed to work easily in controlled corporate or government environments.

Electronic devices registered to corporations or government entities using
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corporate/government registration may contain a different set of administration pages and
user pages as compared to non-corporate users. In one embodiment of the invention, the
corporate web pages may be as shown in Figures 19-25. Web pages for government
entities would be similar to the corporate web pages shown in Figures 19-25. Corporate
ESTSM systems may be designed to be centrally maintained and administered as
required by corporate customers. When a corporate account is created, a central
administrator or manager is specified. The central manager can then create other
managers and users and purchase and assign licenses to these managers and users as
shown in Figures 21 and 23-24. As shown in Figure 21, the central manager can assign
user permissions to other managers. Thus, the corporation can control which users are
allowed to report stolen electronic devices as shown in Figure 25, remove users as shown
in Figure 22, purchase more licenses, upgrade services, etc.

[0038] For electronic devices registered to corporations or government entities,
the ESTSM may contain the user’s position within the company and associate user
permissions with that position as shown in Figure 21. Thus, if a user leaves the company,
the electronic device may be assigned to another employee transparently and without any
change in service fees. The ex-employees account information on ESTSM may be
disabled and removed as shown in Figure 22, so that the ex-employee may not falsely
report an electronic device stolen to disable access to the device.

[0039] Another embodiment of the registration and administration technique for
electronic devices in ESTSM for corporations is shown in Figures 26-36b. A corporate
administrator may access the ESTSM server computer system located in the monitoring
station by calling the monitoring station or through the Internet. In another embodiment
of the invention, the corporation or government entity may have the ESTSM server
computer system located within their own premises for greater security and control. In
this embodiment of the invention, the administrator can access the server system through
a terminal connected to the server or from a computer system at a remote site connected
to the server system through the Internet.

[0040] The corporate or government entity can setup a corporate account to use

ESTSM. The corporation or government entity can purchase services licenses in “bulk”
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(i.e. 100 Data Destroy Services, 50 Tracking Services, etc). The licenses can be paid for
via standard purchasing methods such as Purchase Orders as shown in Figures 28a-28b,
net 30 day terms, etc. The corporation or government entity receives a license number
for each purchase. This license number is given to the end users in the corporate or
government entity who will consume the license. Alternatively, the corporation or
government entity may pay a non-recurring one time fee for individual services.

[0041] The corporate or government end user will register in a similar fashion as
described above. However, in one embodiment of the invention, when creating the
username and password, the user can enter the license number for the “License Number”
field as shown in Figure 3a. In this embodiment of the invention, the end user will not be
required to select the services as they will be determined by the services paid for in the
license number. Also, the end user will not have to provide a credit card or other form of
payment.

[0042] The administrator of the corporate or governmental ESTSM account can
manage and configure the electronic devices in the corporation or government entity that
have the ESTSM application installed. Thus, for example, the administrator may re-send
an activation email to a user of an ESTSM enabled electronic device as shown in Figure
29 or send a login and password reminder to the user as shown in Figure 30. The
administrator may override an individual user’s access to an electronic device as shown
in Figure 31, deregister an electronic device from the ESTSM system, or remove user
access to ESTSM enabled electronic devices as shown in Figure 32. The current state of
the electronic device (ACTIVE, REPORTED STOLEN, BEING TRACKED,
DISABLED, HALF-RECOVERED, and so on as described in detail below) registered
with ESTSM may be viewed by the corporate or government administrator by entering
the machine id, the login id of the user, mobile phone number, or any other ESTSM
device specific identification as shown in Figure 33. The administrator can also perform
other administrative tasks such as recover an ESTSM enabled system as shown in Figure'
34, change server settings as shown in Figure 35, or change the administrator login

password or administrator master password as shown in Figures 36a-36b.
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[0043] The administrator may add new users to the ESTSM system and designate
the rights and permissions of users so that these users have administrator capabilities.
Users on a corporate or governmental ESTSM account may heave permission to report
their ESTSM device stolen, perform user management functions, and so forth.

[0044) As mentioned above and shown in Figure 7, the “Device Status” page
displays task buttons below the electronic device information. The task buttons displayed
depend on the current state of ESTSM and the services selected by the user. The task
buttons let the user perform different operations on the device (e.g. report the electronic
device stolen and so forth).

[0045] Each electronic device can have one of the following current states:
ACTIVE, REPORTED STOLEN, BEING TRACKED, DISABLED and HALF-
RECOVERED. The definition of each of the states is given below:

1. ACTIVE - This state indicates that ESTSM is actively running on the electronic
device. The electronic device has not been reported stolen.

2. REPORTED STOLEN - This state indicates that the electronic device has been
reported stolen by the user, but the electronic device in some embodiments of the
invention has not communicated with the ESTSM server after being reported
stolen.

3. BEING TRACKED - This state indicates that the electronic device has been
reported stolen by the user and the electronic device has communicated with the
ESTSM server. The ESTSM server has captured location information of the
stolen device. Once the system is in the BEING TRACKED state, other actions
can be performed such as disabling the electronic device (if the Continuous Track
option has been selected) or erasing the hard disk drive (if Manual Data Destroy
Service has been selected).

4. DISABLED — The stolen electronic device has been disabled by ESTSM. The
system is now in the locked state and can not be used. If the system is recovered
by the user, they will need to obtain the activation password to re-enable access to

the electronic device.
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5.

[0046]
1.

HALF-RECOVERED - This state indicates that the electronic device has not
been totally recovered. The user of the electronic device has reported that the
device has been recovered. The user must enter the activation password on the
electronic device to re-enable access.
The ESTSM system may also be in one of these other states:

NOT REGISTERED - The electronic device is not registered with the ESTM
system. The device will be in this state if the user chooses not to register with
ESTSM when prompted to do so upon first time power-on of the electronic
device.

DE-REGISTERED - ESTSM is no longer active on this electronic device. The
user may want to put the electronic device in this state in the event that the
transfer of electronic device from one user to another is to take place. Once the
electronic device is placed in the DE-REGISTERED state, the user must re-
register the electronic device (which may involve re-paying service fees) to re-

activate the electronic device.

. USER REMOVED - For users of a corporate ESTSM system, the ESTSM

corporate administrator may remove a user’s access rights to the ESTSM system.
This situation may occur when the user leaves the company.

NEVER REMIND - This state indicates that the user of the electronic device
does not want to be reminded to register with the ESTSM system. This state may
be entered if the user activates the “Never Remind” option in the registration
process. After activating “Never Remind”, the user may register with ESTSM by
manually selecting “Register Now” option on the ESTSM application icon and
successfully completing the registration process.

REGISTERED NOT ACTIVATED - In this state the user has successfully
registered the electronic device through the registration process but has not
clicked on the link sent with the activation email to complete the registration

Process.
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10.

11.

12.

13.

14.

GOING TO DISABLE - This state indicates that the user has selected the
“Disable” option after the electronic device has been reported stolen and is being
tracked.

OVERRIDE - This state indicates that ESTSM has been disabled temporarily by
the user. This may be because the application component is not able to
communicate with the ESTSM server computer system. To use the electronic
device while in this state, the user enters an activation password when prompted
with a warning.

ERASE HARDDISK - This state indicates that the user selected “Data Destroy
Services” option when registering with the ESTSM system. This state is entered
after the user reports the electronic device as stolen and the device is connected to
the Internet and tracked.

ACTIVATION PENDING - A message has been sent to the electronic device and
the ESTSM server is waiting for an acknowledgment.

DISABLED DATA BACKUP - This state indicates that the electronic device is
disabled after the data on the electronic device has been backed up.

ACTIVE DATA BACKUP - This state indicates that the device has been re-
enabled after it was in the DISABLED DATA BACKUP state and a successful
acknowledgment is received from the electronic device. In this state, the user
may restore the data back on the electronic device from the backup on the ESTSM
server.

BACKUP IN PROGRESS - In this state the electronic device has been disabled
and the ESTSM server is in the process of getting the data from the device.
RESTORE IN PROGRESS - The user has requested that the data backed up on
the ESTSM server be restored into the electronic device and the restore is in
progress.

ENABLE PENDING - This state indicates that the stolen electronic device has
been re-enabled and the ESTSM server has sent the message to the electronic

device and is awaiting acknowledgment.
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15. ENABLE AFTER RECOVERY - This state indicates that the electronic device
was enabled from either the BACKUP IN PROGRESS state or the DISABLED
DATA BACKUP state. The electronic device is sent a message and the state is
changed after receiving a confirmation.

[0047] Turning now to Figures 37-44 and Figure 72, state diagrams including the
states described above and the conditions to enter and exit the states are shown. Figure
37 shows the states and transitions of an electronic device in ESTSM from a not
registered state to registered and active state. After the user goes through the registration
process 3720, an electronic device in the not registered state 3710 transitions into the
registered and not activated state 3730. Once the user clicks on an activation email 3740
on the electronic device or calls an activation telephone number, the device becomes
registered and active 3750.

[0048] Referring to Figure 38, the states and transitions of an electronic device in
ESTSM from a not registered state to registered and active state with the device passing
through a never remind state are shown. If the user clicks the never remind option shown
in Figure 1, the electronic device transitions 3820 to the never remind state 3830. Next,
if the user at a later time decides to manually register (i.e. in some embodiments of the
invention by clicking on an ESTSM application icon on the graphical interface of the
device and going through registration process 3840), the electronic device is placed into a
registered and not activated state 3850. Once the user clicks on an activation email 3860
on the electronic device or calls an activation telephone number, the device becomes
registered and active 3870.

[0049] Referring to Figure 39, the states and transitions of an electronic device in
ESTSM from a registered and active state to deregistered state are shown. The user may
decide they no longer want ESTSM services and select the “Stop ESTSM” option 3920
shown in Figure 7. The electronic device that was previously in the registered and active
state 3910 will transition to the deregistered state 3930 after selection of “Stop ESTSM.”
[0050] Referring to Figure 40, the states and transitions of an electronic device in
ESTSM that is reported stolen and then tracked, disabled, and recovered are shown.

During registration and activation with ESTSM, the user must select the Track and
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Disable service option to activate the states and transitions shown in Figure 40. Once the
electronic device is registered and active with ESTSM 4010 and the user reports the
system stolen 4015, ESTSM will place the device into the reported stolen state 4020.
When the electronic device is next connected to the Internet, ESTSM will begin tracking
the device in the being tracked state 4030. The user is sent a location identification email
shown in Figure 9 and because the user had selected the track and disable service is again
given the option to disable 4035. If the user selects disable 4035 then the electronic
device is placed into the going to disable state 4040. The Application component on the
electronic device disables the device 4045 and informs the ESTSM server computer
system that the electronic device is in a disabled state 4050. If the user recovers the
device and performs the recovery procedure 4055, the electronic device is placed into the
half recovered state 4060. Next, the Application component on the electronic device
informs the ESTSM server computer system that it is operating normally 4065 and the
electronic device transitions back into the registered and active state 4010.

[0051] Referring to Figure 41, the states and transitions of an electronic device in
ESTSM from a registered and active state to override state are shown. As described
above, to continue using the electronic device if the Application component on the
electronic device is unable to communicate with the ESTSM server computer system, the
user must enter an activation password 4120. ESTSM on the electronic device is then
bypassed in the override state 4130. If the electronic device is not reported stolen and the
ESTSM Application component re-establishes communication with the ESTSM server
computer system 4140, the electronic device returns back to the registered and active
state 4110.

[0052] Referring to Figure 42, the states and transitions of an electronic device in
ESTSM for the “Data Destroy Service” is shown. As shown in Figure 2b, the user may
select the “Data Destroy Service” that erases the electronic device hard disk drive. If the
“Data Destroy Service” is selected, the electronic device registered and active 4210 with
ESTSM may be reported stolen 4220 by the user. A stolen electronic device is placed
into the reported stolen state 4230 and once the stolen device connects to the Internet

4240, it is placed into the being tracked state 4250. The user is sent a location
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identification email shown in Figure 9 and because the user had selected the data destroy
service is again given the option to select or bypass data destroy. If the user selects data
destroy 4260, then the Application component on the electronic device erases the hard
disk drive and the electronic device is in the erase hard disk state 4270.

[0053] Referring to Figure 43, the states and transitions of an electronic device in
which the corporate user of the device is removed from ESTSM is shown. As described
above, a corporate user may have an electronic device which is registered and active
4310 with ESTSM. If ESTSM were not installed on the electronic device but rather the
device was protected by a password known only to the user, the electronic device would
be rendered unusable if the user left the organization. With ESTSM, if the corporate user
leaves the organization 4320, the corporate administrator may remove the user’s access
rights to the ESTSM system. The electronic device used by the user is placed into the
user removed state 4330.

[0054] If an electronic devicé is in the REPORTED STOLEN, BEING
TRACKED or DISABLED state, the user can use a “System Recovered” interface that
may be a button to bring the electronic device back to the ACTIVE state. The procedure
after the electronic device is recovered may be different depending on the ESTSM
services selected for the recovered electrdnic device and the current state of the eiectronic
device. In some embodiments of the invention, the user may be required to fill out a
recovery incident report, which documents the circumstances under which the electronic
device was recovered.

[0055] The electronic device may be in the HALF-RECOVERED state when
recovered, indicating that the electronic device is currently locked from boot access. The
electronic device screen will show system information such as the manufacturer, model
number and serial number of the electronic device and an unlock key. The electronic
device screen will prompt the user to enter an activation password to re-enable boot
access to the device. On the ESTSM website, after completing the recovery incident
report, the user will be asked to enter the system information and unlock key indicated on

the screen of the electronic device. The ESTSM server computer system will generate
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the activation password that the user can enter on the recovered electronic device to re-
enable boot access.

[0056] From the ESTSM website, a user may also view the ESTSM services that
are currently active on any of their electronic devices. The user may also add other
ESTSM services and be billed accordingly. The user may also switch the options of
certain services. For example, as shown in Figure 2a, the user may switch from “Track
and Disable” option to “Continuous Track” option under the “Tracking Service.”

[0057] A user may be informed by the Application component of new services
that are available for ESTSM. In some embodiments, the Application component may
display a pop-up information message box that explains the new services along with
pricing information. The Application component may optionally allow the user to
purchase the new service using an interface in the message box.

[0058] The user may also view billing information about their account. The
billing information will show all charges to the user’s credit card and the services which
were purchased along with the date of purchase.

[0059] The ESTSM server computer system includes electronic device status logs
that show all the ESTSM activity for an electronic device. The user may view the
electronic device status logs. These logs may be used to see when an electronic device
was reported stolen, a summary of the tracking location information collected for an
electronic device, date and times of recovery or device disabling events, and any other
device status information.

[0060] The ESTSM website may also be used to update user information, such as
address, telephone number, email address, and so forth. Also, the user’s billing
information such as the credit card number and expiration date may also be updated.
[0061] The user may want to upgrade the operating system or hardware
(specifically the hard disk drive) on the electronic device. As described above, the
ESTSM BIOS ensures that the ESTSM application components may not be removed
from the hard disk drive. Thus, if the user upgrades to a new hard disk drive, the user
will be asked to insert the electronic device’s recovery media. In some embodiments of

the invention, the recovery media may be a floppy diskette but in other embodiments the
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recovery media may be a Compact Disc-Read Only Memory (CD-ROM) or Universal
Serial Bus (USB) key storage device. The ESTSM BIOS will prevent the system from
booting until it detects the presence of the recovery media. The ESTSM BIOS
component will automatically run a special program from the recovery media and this
program will re-install all the ESTSM application components and special hidden
partition on the hard disk drive (described in greater detail below). In some other
embodiments of the invention where a special hidden partition is not present, the user
may load the ESTSM application components into the hard disk drive directly.

[0062] The user has to take no special action to upgrade the operating system on
an electronic device that already has the ESTSM components properly installed and
running. When the user upgrades the OS, the ESTSM application components will also
be maintained as part of the OS upgrade. If the ESTSM components are removed
inadvertently, the ESTSM BIOS component will automatically re-install the ESTSM
application components from a special hidden partition that exists on the hard disk. This
operation will be transparent to the user.

[0063] Turning now to Figure 44, in some embodiments of the invention, the
ESTSM architecture consists of application components 4405, non-viewable component
4415 and a BIOS component 4410 that work together to provide a secure environment for
electronic device operation. The application components may be files stored on a hard
disk drive (HDD) 4400 of the electronic device and may include startup files 4420,
ESTSM application 4425, and ESTSM Dynamic Link Libraries (DLL) 4430. A web
browser application 4435 connected to and capable of communicating with the ESTSM
DLL 4430 may be present on the HDD. The application component runs within the
operating system environment and is responsible for communicating with the ESTSM
server computer system 4465 through the Internet 4475. Server computer system 4465
includes a number of servers 4470a, 4470b, ... 4470n that may be web servers containing
the web pages and data for ESTSM described above. The application component 4405
determines from the ESTSM server computer system 4465 if the electronic device has

been reported stolen, and if so, the application component takes the appropriate action
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based on the services the user registered for (i.e. disable electronic device, track location,
erase hard disk drive, etc).
[0064] The BIOS component 4410 ensures that the application component 4405
cannot be removed from the system or bypassed in any way. The BIOS component 4410
consists of a small piece of code that resides in the system BIOS ROM image located in a
secure non-volatile area 4465. In some embodiments of the invention, a non-viewable
component 4415 program VALIDATOR 4450 resides on a special hidden partition 4455
of the hard disk drive and is executed during Power-On-Self-Test (POST) of the
electronic device. Every time the electronic device boots up, the BIOS component 4410
will check the integrity of the ESTSM non-viewable component 4415 and application
component 4405 programs and files, and restore the original programs and files, if they
have been tampered with. Furthermore, the BIOS component 4410 will ensure that the
application component 4405 has run properly on the previous device boot and will take
action if it is determined that an attempt to bypass the application component 4405 has
occurred.

[0065] In some embodiments of the invention, the BIOS component 4410

consists of a BIOS ROM image that is integrated into the system BIOS. The non-

viewable component 4415 consists of a VALIDATOR program 4450 which resides in a

special hidden partition 4455 created by ESTSM. Together, the ROM image and

VALIDATOR cooperate to make sure that someone cannot bypass or circumvent the

ESTSM application component 4405 from running. This is done by the ESTSM BIOS in

the three ways shown below. In this document, reference made to “ESTSM BIOS” may

refer to the code in the BIOS ROM image or VALIDATOR or combination of both.

1. Validating the integrity of the ESTSM special hidden partition 4455 and
VALIDATOR program 4450. The ESTSM hidden partition 4455 contains the
VALIDATOR program 4450 and also contains a copy of the original application
component fileset 4445. If the ESTSM hidden partition 4455 has been deleted from
the electronic device’s hard disk drive 4400 or in some other way altered, the
ESTSM BIOS ROM image component will detect this and effectively force re-
installation of the partition 4455 and original fileset 4445 from the recovery media
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4460. This prevents someone from simply low level formatting the hard disk drive,
or just replacing the hard disk drive with a new blank disk to bypass ESTSM. The
ESTSM VALIDATOR program 4450 can then “re-install” the ESTSM application
component 4405 from the ESTSM Backup (Original) fileset 4445 on the special
hidden ESTSM partition 4455 of the hard disk drive 4400.

Verifying that the application has been run on each boot. The ESTSM BIOS
implements a messaging protocol with the ESTSM application components 4405 to
ensure that the ESTSM application components 4405 are run on every boot. This
messaging protocol utilizes the ESTSM Communications Area (ECA) 4440. In order
to bypass ESTSM, someone may delete key ESTSM application files in an attempt to
prevent the ESTSM application from running. Furthermore, the thief may develop
applications that will prevent ESTSM from running on every boot even though it is
correctly installed on the electronic device’s hard disk drive. The ESTSM
application and BIOS components work together to make sure that the ESTSM
application runs on every boot. If the ESTSM application component does not run
after the electronic device has booted, the ESTSM system will allow the electronic
device to boot a limited number of times and attempt to run the ESTSM application
component. If the ESTSM application component does not run during any of these
retries, the electronic device will be prevented from booting after system POST. For
devices like PDA or SmartPhones this procedure is not required since the application
component is not removable or replaceable.

Disabling a stolen electronic device reported as stolen so it may not boot the
operating system. If the' ESTSM application component 4405 detects that the
electronic device has been reported stolen, it will inform the BIOS of the theft and
freeze the system. If the thief powers off the electronic device and attempts to boot
the system again, the ESTSM BIOS will prevent the system from booting the
operating system. If the electronic device is recovered and returned to the original

user, the user can “unlock” the device as described above so it can boot.

[0066] In another embodiment of the invention as shown in Figure 45, the
architecture for an ESTSM enabled PDA, WLAN capable computer, mobile phone that in
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some embodiments may be a cell phone, or SmartPhone may include a Flash memory
4500 containing a changeable area 4510 and a system area 4520. The system area 4520
may include application components 4530 containing ESTSM application programs and a
secure non-volatile area 4540 coupled to the application components 4530. In one
embodiment of the invention, the system area 4520 may be non-viewable and
implemented in non-volatile memory. The ESTSM enabled PDA, WLAN capable
computer, mobile phone, or SmartPhone may continuously communicate to an ESTSM
Server Computer System 4560 through an always-on Internet connection 4550 or other
mobile device communication protocols such as Short Messaging Service (SMS). Server
computer system 4560 includes a number of servers 4570a, 4570b, ... 4570n that may be
web servers containing the web pages and data for ESTSM described above.

[0067] In another embodiment of the invention as shown in Figure 46, an ESTSM
enabled electronic device may contain a HDD 4600 including an application component
4610 and an ECA 4620. Through an Internet connection 4690, the ECA 4620 allows the
electronic device to communicate with the ESTSM Server Computer System 4685.
Server computer system 4685 includes a number of servers 4685a, 4685b, ... 4685n that
may be web servers containing the web pages and data for ESTSM described above. The
HDD may include a Host Protected Area (HPA) 4630 containing ESTSM non-viewable
components 4640. The non-viewable components 4640 may include a VALIDATOR
program 4650 that inspects an ESTSM Communications Area (ECA) 4620 to determine
if the ESTSM application components 4610 have run correctly during the last system
boot. The non-viewable component may also contain a copy of the original application
component software fileset 4660 if the files need to be re-installed to the HDD. As
described above, every time the electronic device boots up, the BIOS component 4675
will check the integrity of the ESTSM non-viewable components 4640 and application
component 4610 programs and files, and restore the original programs and files from the
backup fileset 4660 or from recovery media 4670, if they have been tampered with.
Furthermore, the BIOS component 4675 will ensure that the application component 4610
has run properly on the previous device boot and will take action if it is determined that

an attempt to bypass the application component 4610 has occurred.
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[0068] In another embodiment of the invention as shown in Figure 47, the
ESTSM enabled electronic device may include a HDD 4700 containing an application
component 4710 that receives and transmits information to a remote component that may
be an ESTSM WWW component 4725 through the Internet 4723. In some embodiments
of the invention, the application component may reside in the ESTSM WWW component
on the ESTSM website and may be installed by the user from the ESTSM website. The
application component 4710 may be coupled to an ECA 4720. The ECA may couple to a
BIOS component 4730 that is connected to a secure non-volatile area 4740 as described
above. The ESTSM application component 4710 may communicate through the ECA
4720 to the BIOS component 4730. The ECA also allows the application and BIOS
components to communicate with an ESTSM server computer system 4750 through an
Internet connection 4770. Server computer system 4750 includes a number of servers
4760a, 4760b, ... 4760n that may be web servers containing the web pages and data for
ESTSM described above.

[0069] Turning now to Figure 48, in accordance with some other embodiments of
the invention, the architecture for an ESTSM enabled electronic device with Short
Messaging Service (SMS) capability is shown. The ESTSM enabled electronic device
with SMS capability may be a PDA, WLAN capable computer, mobile phone that in
some embodiments may be a cell phone, or Smart Phone. The electronic device may
include a Flash memory 4800 containing a changeable area 4810 that functions like non-
volatile storage and may include a file system. A system area 4820 in the Flash memory
4800 that is non-changeable to a user of the electronic device may include an ESTSM
SMS component 4830, ESTSM application component 4840 and a secure non-volatile
area 4850 coupled to the application component 4840. The application component 4840
communicates with web servers 4870a, 4870b, ... 4870n in the ESTSM server computer
system through an Internet connection 4845. The ESTSM server computer system also
includes a SMS server 4860 coupled to the SMS component 4830 through a wireless
communication connection 4855 such as Code Division Multiple Access (CDMA) or
Global Mobile System (GSM). In some embodiments, the SMS component 4830
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communicates with the ESTSM server using SMS services on the electronic device when
an Internet connection is not available.

[0070] Turning now to Figure 49, a computer system that includes a BIOS
component, application component and non-viewable component in accordance with one
embodiment of the invention is shown. Computer system 4900 may be configured in any
number of ways, including as a laptop unit, a desktop unit, a network server, or any other
configuration. Computer system 4900 generally includes a central processing unit (CPU)
4902 coupled to a main memory array 4906 and to a variety of other peripheral computer
system components through an integrated bridge logic device 4904. The bridge logic
device 4904 is sometimes referred to as a "North bridge" for no other reason than it often
is depicted at the upper end of a computer system drawing. The CPU 4902 couples to
North bridge logic 4904 via a CPU bus 4908, or the bridge logic 4904 may be integrated
into the CPU 4902. The CPU 4902 may comprise, for example, a Pentium™ IV
microprocessor. It should be understood, however, that computer system 4900 could
include other alternative types of microprocessors. Further, an embodiment of computer
system 4900 may include a multiple-CPU architecture, with each processor coupled to
the bridge logic unit 4904. An external cache memory unit 4909 further may couple to
the CPU bus 4908 or directly to the CPU 4902.

[0071] The main memory array 4906 couples to the bridge logic unit 4904
through a memory bus 4910. The main memory 4906 functions as the working memory
for the CPU 4902 and generally includes a conventional memory device or array of
memory devices in which program instructions and data are stored. The main memory
array may comprise any suitable type of memory such as dynamic random access
memory (DRAM) or any of the various types of DRAM devices such as synchronous
DRAM (SDRAM), extended data output DRAM (EDO DRAM), or Rambus™ DRAM
(RDRAM).

[0072] The North bridge 4904 couples the CPU 4902 and memory 4906 to the
peripheral devices in the system through a Peripheral Component Interconnect (PCI) bus
112 or other expansion bus, such as an Extended Industry Standard Architecture (EISA)

bus. The present invention, however, is not limited to any particular type of expansion
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bus, and thus various buses may be used, including a high speed (66 MHz or faster) PCI
bus. Various peripheral devices that implement the PCI protocol may reside on the PCI
bus 4912, as well.

[0073] The computer system 4900 includes a graphics controller 4916 that
couples to the bridge logic 4904 via an expansion bus 4914. As shown in FIG. 49, the
expansion bus 4914 comprises an Advanced Graphics Port (AGP) bus. Alternatively, the
graphics controller 4916 may couple to bridge logic 4904 through the PCI bus 4912. The
graphics controller 4916 may embody a typical graphics accelerator generally known in
the art to render three-dimensional data structures on display 4918.

[0074] Bridge logic 4904 includes a PCI interface to permit master cycles to be
transmitted and received by bridge logic 4904. The bridge logic 4904 also includes an
interface for initiating and receiving cycles to and from components on the AGP bus
4914. The display 4918 comprises any suitable electronic display device upon which an
image or text can be represented. A suitable display device may include, for example, a
cathode ray tube (CRT), a liquid crystal display (LCD), a thin film transistor (TFT), a
virtual retinal display (VRD), or any other type of suitable display device for a computer
system.

[0075] The computer system 4900 optionally may include a Personal Computer
Memory Card International Association (PCMCIA) drive 4932 coupled to the PCI bus
4912. The PCMCIA drive 4932 is accessible from the outside of the computer and
accepts one or more expansion cards that are housed in special PCMCIA cards,
enclosures which are approximately the size of credit cards but slightly thicker.
Accordingly, PCMCIA ports are particularly useful in laptop computer systems, in which
space is at a premium. A PCMCIA card typically includes one connector that attaches to
the PCMCIA port 4932, and additional connectors may be included for attaching cables
or other devices to the card outside of the computer 4900. Accordingly, various types of
PCMCIA cards are available, including modem cards, network interface cards, bus
controller cards, and memory expansion cards.

[0076] If other secondary expansion buses are provided in the computer system,

another bridge logic device typically couples the PCI bus 4912 to that expansion bus.
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This bridge logic is sometimes referred to as a "South bridge," reflecting its location vis-
a-vis the North bridge in a typical computer system drawing. In FIG. 49, the South bridge
4922 couples the PCI bus 4912 to an Industry Standard Architecture (ISA) bus 4926 and
to an Integrated Drive Electronics (IDE) bus 4964. The IDE bus 4964 typically interfaces
input and output devices such as a CD ROM drive, a Digital Video Disc (DVD) drive, a
hard disk drive, and one or more floppy disk drives. In accordance with the embodiment
of the invention shown in Figure 44, the IDE bus 4964 shown in Figure 49 couples to
HDD 4400. ESTSM application component 4405 and ECA 4440 may be executable
software files stored in a file system of HDD 4400. Hidden partition 4455 in HDD 4400
may include ESTSM non-viewable components 4415 as described in detail above with
reference to Figure 44,

[0077] Various ISA-compatible devices are shown coupled to the ISA bus 4926,
including a BIOS ROM 4944, The BIOS ROM 4944 is a memory device that stores
commands which instruct the computer how to perform basic functions such as sending
video data to the display or accessing data on hard floppy disk drives. In addition, the
BIOS ROM 4944 may be used to store power management instructions for hardware-
based (or "legacy") power management systems or to store register definitions for
software-based power management systems. The BIOS instructions also enable the
computef to load the operating system software program into main memory during
system initialization and transfer control to the operating system so the operating system
can start executing, also known as the INT19 "boot" sequence. BIOS ROM 4944 in
Figure 49 includes the ESTSM BIOS component 4410 in accordance with the
embodiment of the invention shown in Figure 44. The ESTSM BIOS component 4410 in
BIOS ROM 4944 couples through a bus that may be a serial bus 4464 (a serial bus
generally is a bus with only one data signal) to secure non-volatile area 4465 containing
firmware code. The BIOS ROM 4944 typically is a "nonvolatile" memory device, which
means that the memory contents remain intact even when the computer 4900 powers
down'. By contrast, the contents of the main memory 4906 typically are "volatile" and

thus are lost when the computer shuts down.
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[0078] The South bridge 4922 supports an input/output (I/O) controller 4960 that
operatively couples to basic input/output devices such as a keyboard 4968, a mouse 4970,
a floppy disk drive 4966, general purpose parallel and serial ports 4972, and various input
switches such as a power switch and a sleep switch (not shown). The I/O controller 4960
typically couples to the South bridge via a standard bus, shown as the ISA bus 4926 in
FIG. 49. A serial bus 4962 may provide an additional connection between the 1/O
controller 4960 and South bridge 4922. The I/O controller 4960 typically includes an ISA
bus interface (not specifically shown) and transmit and receive registers (not specifically
shown) for exchanging data with the South bridge 122 over the serial bus 4962.

[0079] - Turning now to Figure 50, a wireless communication device that may be a
PDA, WLAN capable computer, mobile phone that in some embodiments is a cell phone,
or SmartPhone includes a changeable area and an application component in a system area
in accordance with the embodiment of the invention of Figure 45. The wireless
communication device 5000 may transmit and receive information with a plurality of
base transceiver stations (BTS) not shown in Figure 50. Each BTS may transmit in a
forward or downlink direction both physical and logical channels to the mobile station
5000 in accordance with a predetermined air interface standard. A reverse or uplink
communication path also exists from the mobile station 5000 to the BTS, which conveys
mobile originated access requests and traffic.

[0080] The air interface standard can conform to any suitable standard or
protocol, and may enable both voice and data traffic, such as data traffic enabling Internet
access and web page downloads. One suitable type of air interface is based on Time
Division Multiple Access (TDMA) and may support a GSM or an advanced GSM
protocol, although these teachings are not intended to be limited to TDMA or to GSM or
GSM-related wireless systems. Another wireless system and air interface, such as a
Wideband Code Division Multiple Access (WCDMA) system, may serve at least a part
of the geographical area served by the wireless communication system shown in FIG. 50,
and the mobile station 5000 maybe a multi-band terminal that is capable of operating
with either the GSM or the WCDMA network.
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[0081] The mobile station 5000 typically includes a microcontrol unit (MCU)
5020 having an output coupled to an input of a display 5040 and an input coupled to an
output of a keyboard or keypad 5060. The mobile station 5000 may be contained within a
card or module that is connected during use to another device. For example, the mobile
station 5000 could be contained within a PCMCIA or similar type of card or module that
is installed during use within a portable data processor, such as a laptop or notebook
computer, or even a computer that is wearable by the user.

[0082] The MCU 5020 includes or is coupled to a memory 5030, including a
system area 4520 for storing ESTSM application components 4530, as well as a
changeable area for temporarily storing required data, scratchpad memory, received -
packet data, packet data to be transmitted, and the like. A separate, removable Subscriber
Identity Module (SIM) that is not shown can be provided as well, the SIM storing, for
example, a preferred Public Land Mobile Nétwork (PLMN) list and other subscriber-
related information. The system area 4520 may also store a program enabling the MCU
5020 to execute the software routines, layers and protocols required to operate in the
wireless communications system, as well as to provide a suitable user interface (UI), via
display 5040 and keypad 5060, with a user. Although not shown, a microphone and
speaker are typically provided for enabling the user to conduct voice calls in a
conventional manner.

[0083] The mobile station 5000 also contains a wireless section that includes a
digital signal processor DSP 5080, or equivalent high speed processor or logic or control
unit, as well as a wireless transceiver that includes a transmitter (Tx) 5010 and a receiver
(Rx) 5020, both of which are coupled to an antenna 5040 for communication with the
BTS 50. At least one local oscillator (LO) 5060, such as a frequency synthesizer, is
provided for tuning the transceiver. Data, such as digitized voice and packet data, is
transmitted and received through the antenna 5040.

[0084] As mentioned above with reference to Figure 45, the ESTSM enabled
PDA, mobile phone, WLAN capable computer, or SmartPhone may continuously
communicate to the ESTSM Server Computer System through an always-on Internet

connection.  Information such as telephone numbers, email addresses, calendar
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appointments, saleé meetings and other daily reminders on a PDA, mobile phone, WLAN
capable computer, or SmartPhone with ESTSM can be retrieved from a stolen device in
one embodiment of the invention by the user cail‘mg an ESTSM service center to report
the device as stolen. Because the PDA, mobile phone, WLAN capable computer, or
SmartPhone has an always-on Internet connection, data on the device can be recovered
and stored on the ESTSM server computer system as soon as the device is reported
stolen. After recovery, the data may be erased off the stolen PDA, mobile phone, WLAN
capable computer, or SmartPhone and the device disabled, making it worthless for the
thief. Upon the ESTSM user purchasing a reblacement PDA, mobile phone, WLAN
capable computer, or SmartPhone, the data recovered and stored on the ESTSM server
computer system from the user’s stolen device can be placed on the user’s new
replacement device.

[0085] Turning now to Figure 51, one embodiment of the ESTSM server
computer system 5100 of Figures 44-47 is shown in more detail. Clients 5110 are
ESTSM enabled electronic devices that transmit and receive information through firewall
5120 to web servers 5130. The firewall 5120 may be software executing on each of the
web servers 5130 or a stand alone firewall device with dedicated hardware and software
that may be a computer system. Web servers 5130 as described above include web pages
for administration and use of ESTSM as well as software to transmit the web pages and
receive responses from clients 5110. Web servers 5130 connect through firewall 5140 to
one or more database servers 5150. Firewall 5140 may be software executing on each of
the database servers 5150 or a stand alone firewall device with dedicated hardware and
software that may be a computer system. Database servers 5150 may contain among
other information, user configuration information and access rights for clients 5110.
Configuration information may include the ESTSM services selected by a user, the
electronic devices associated with a particular user, electronic device identification
information, billing information such as credit card number and expiration date,
electronic device location and status logs, and so forth. Web servers 5130 may also
couple to File Transfer Protocol (FTP) server 5160 that allows clients 5110 to download
large files directly without having to go through web servers 5130. Web servers 5130
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also have access to files on FTP server 5160 allowing clients to access and view the
contents of these files through the web servers.

[0086] Turning now to Figure 52, web servers 5130 of Figure 51 are depicted in
greater detail and show connections between the primary and secondary servers in
accordance with some embodiments of the invention. Clients 5110 may each connect to
primary server 5210 and each of secondary server 5220a, 5220b, ... and 5220n. The
primary server 5210 and secondary servers 5220a, 5220b, ... 5220n are coupled to each
other and can communicate and transfer information. In some embodiments of the
invention as described in greater detail below, each of clients 5110 includes an
application component that works with web browser software such as Microsoft®
Internet® Explorer® to ensure that if Explorer® can access the ESTSM website, the
ESTSM application components will also be able to access the website. If Explorer® on
the client cannot get to the ESTSM website on the primary server 5210, it will then try to
access the ESTSM secondary servers 5220a, 5220b, ... 5220n for status of the primary.
If the secondary servers are also unavailable, but ESTSM application component on the
client can access other popular websites, then it is assumed that some firewall or other
software has been loaded to attempt to block ESTSM operation.

[0087] The web pages for registration on the ESTSM server can be customized
for each type of electronic device and manufacturer. This way, manufacturers can offer
different services to the user, during the registration phase, based on the model and target
customers for that model. Thus, for example, a manufacturer may want to set a higher
price for “Data Destroy Services” on corporate laptop models, then on consumer laptop
models.

[0088] If the ESTSM server computer system receives a message from an
electronic device that has been reported stolen, and the “Tracking Service” is registered
for that electronic device, the ESTSM server will log the IP address of the stolen
electronic device. The ESTSM server computer system will get the IP address from the
header of the message packet (part of Internet Protocol (IP)) and will not have to execute
a tracing program such as TraceRoute on the electronic device that may be a client

personal computer. The ESTSM server will use the Internet to lookup the information
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for that IP address and will send the tracking location email as described above to the
user.

[0089] The ESTSM server computer system hosts all the web pages that provide
the user experience once logged into the ESTSM website. The ESTSM server
environment can be duplicated at a corporate customer facility and the specific serial
numbers of the electronic devices at that corporation can be re-directed to work directly
with the ESTSM server located at that corporation. Thus, corporate customers, for
security purposes, can control the flow of messages to servers located at their own
facility.

[0090] If the ESTSM server needs repairs to hardware, new software, functional
changes to web pages, etc. electronic device clients may be requested by the server to
stop making new queries to the server for a random amount of time. Thus, needed
updates and repairs to the ESTSM sever may be performed during this time.

[0091] Turning now to Figure 53, a flow diagram in accordance with some
embodiments of the invention of the BIOS component of ESTSM of Figure 44 is shown.
The Power on Self Test (POST) firmware may call the ESTSM BIOS component 5310
towards end of POST. The BIOS component will first check to see if the electronic
device has already been disabled by ESTSM 5335 (i.e. the electronic device was reported
stolen, or some other ESTSM failure occurred). If the electronic device is already
disabled, the BIOS component will display the system information and a boot specific
unlock key and will prompt the user to enter the activation password to re-enable system
boot 5320. This activation password can be obtained by the original user through the
ESTSM website or by calling the monitoring station.

[0092] If the system was not already disabled, the BIOS component checks to see
if the special ESTSM hidden partition exists 5340. If it does exist, the BIOS component
will transfer control to ESTSM non-viewable component VALIDATOR program 5345.
If the hidden partition does not exist the BIOS component will create the ESTSM hidden
partition 5350. If there is a bootable operating system partition on the hard disk 5355, the
BIOS component will force the user to insert the recovery media into the appropriate
device 5365. The BIOS component will re-build the ESTSM hidden partition using the
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files from the recovery media 5370. As mentioned above, if the hidden partition does not
exist, a check is also made to see if a bootable operating system partition is present before
forcing the recovery media to be inserted. If a bootable operating system partition is not
present, then the electronic device will proceed with the boot process 5360 until it stops
because no bootable OS is present. This may occur if the thief deletes the OS in which
case he must install the OS and the recovery media to allow the system to reboot.
Alternatively, a bootable OS partition may not be present as during initial HDD
installation at the factory, and a master hard disk image may be used for seamless factory
installation during boot process 5360 without requiring the recovery media to be inserted
in each electronic device during manufacture.

[0093] Turning now to Figure 54, a flow diagram of the VALIDATOR program
in the non-viewable component of the ESTSM in accordance with some embodiments of
the invention is shown. If the hidden partition on the hard disk is valid, the BIOS
component will load and transfer control to the VALIDATOR program 5345 on the
hidden partition as shown in Figure 53 and described above. The VALIDATOR program
inspects the ESTSM Communications Area (ECA) to determine if the ESTSM
application components have run correctly during the last system boot 5410. If the ECA
information is correct (i.e. ESTSM application was run correctly), then the VALIDATOR
program will return control to POST to proceed with INT19 OS boot process 5430. If the
VALIDATOR program determines that the application components failed to run
correctly 5420, the user is warned to correct the problem otherwise the electronic device
will be disabled within a number of system boots 5440 that in one embodiment of the
invention is 5 system boots. The VALIDATOR program will then restore the ESTSM
application components from ESTSM backup fileset to try to correct the problem 5450.
If the number of system boots has been reached and ECA information is still not correct
5460, then ESTSM will disable the system 5470. The procedure described above may
then be used to re-enable the system. An application component failure will be generated
if the thief deletes or tampers with ESTSM files, loads an application or service to try to
bypass ESTSM operation, or in any other way tries to prevent ESTSM from running.
After the VALIDATOR program has completed operation, it returns control back to the
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electronic device BIOS 5430 so that system POST may be completed and the normal OS
boot can occur via the INT19 interface.

[0094] In some other embodiments of the invention, the check of the ECA to
determine if the ESTSM application components have run correctly is performed by the
BIOS component-thus the VALIDATOR program may be located in the BIOS
component. If the VALIDATOR program determines that the application components
failed to run correctly, the user is asked to install the application components onto the
electronic device.

[0095] As shown in Figure 44, the ESTSM application component consists of two
sets of programs: (1) ESTSM application program and (2) startup program files. The
application component programs work together to provide the ESTSM environment
described above and periodically check with the ESTSM server computer system to see if
the electronic device is reported stolen and take the appropriate action.

[0096] A flow diagram of the application component of the ESTSM is shown in
Figure 55 in accordance with one embodiment of the invention. The startup program
5500 creates the appropriate system processes and loads and executes the ESTSM
application' program 5505 on the electronic device that performs most of the ESTSM
operations. The ESTSM application program works with the operating system driver files
to communicate with the ECA. The ESTSM application program will check the integrity
of all the ESTSM application components 5510 and will ensure ESTSM is working
correctly. The ESTSM application program will communicate this information to the
BIOS component through the ECA. Checking the integrity of ESTSM application
components may include interfacing with specialized security hardware on the electronic
device that in one embodiment of the invention may be Trusted Platform Module (TPM)
integrated circuitry. If there is a problem with the ESTSM application components, no
information will be communicated to the ECA and on the next electronic device boot, the
BIOS component will not allow the electronic device to boot. Otherwise, the ESTSM
application program will then try to detect an Internet connection on the electronic
device. Once an Internet connection is established by the user, the ESTSM application

program will attempt to contact the primary ESTSM server 5515. If the ESTSM
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application program is successful in contacting the primary ESTSM server, the
application program will then send an encrypted query to the primary ESTSM server
5520. Encryption of the query may involve interfacing with specialized security
hardware on the electronic device such as TPM integrated circuitry described in more
detail below. This query will identify the electronic device by the device system
information such as serial number and model number (no other user data is sent to the
server) 5520. The ESTSM application program receives the electronic device status from
the server to determine if the device is registered with ESTSM 5525. If the electronic
device is not registered with the ESTSM server, the user is given the option to complete
the registration phase as described above and shown in Figure 55 5535, 5540, and 5545 .
[0097] If the system is registered with ESTSM server, the electronic device
executing the ESTSM application program will receive a response from the ESTSM
server computer system indicating whether or not the electronic device is reported stolen.
If the electronic device is in an active state (i.e. not stolen), the application program will
wait an interval and again contact the ESTSM server 5515. If the electronic device is
reported stolen 5550, the ESTSM application program will cooperate with the other
application components to take the appropriate action (i.e. disable the system, erase the
hard disk drive, etc) 5555 and 5560. If the user has selected the disable electronic
device service, then the ESTSM application program will inform the ECA of electronic
device disabled state 5580 and freeze the electronic device 5585. The electronic device
executing the ESTSM application program will send an encrypted message to the
ESTSM server periodically while the system is connected to the Internet.

[0098] The application component of ESTSM is designed so that firewall
software cannot block the ESTSM application components from accessing the ESTSM
website. If firewall software could block the ESTSM application components, a thief
could merely install the firewall software to bypass ESTSM. The ESTSM application
program works with web browser software such as Microsoft® Internet® Explorer® to
ensure that if Explorer® can access the ESTSM website, the ESTSM application
components will also be able to access the website. If Explorer® cannot get to the

ESTSM website on the primary server, it will then try to access the ESTSM secondary
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servers for status of the primary as shown in Figure 55 in 5565. If the secondary servers
are also unavailable, but ESTSM can access other popular websites 5587, then it is
assumed that some firewall or other software has been loaded to attempt to block ESTSM
operation. In this case, in one embodiment of the invention, the user is warned that they
must correct the problem 5570 within five boots 5575 or enter an “override” code to
continue operation with ESTSM temporarily disabled. The “override” code can be
obtained from the ESTSM website, call center, or an automated response system. If the
override code is not entered, the system will be disabled after five boots 5580 and 5585,
and the user must get the activation password as described above.

[0099] The ESTSM server is located at a particular address on the WWW
accessible to the user. The application components of ESTSM communicate with this
web server during the registration phase and periodically once the system is registered to
determine if the electronic device has been reported stolen.

[0100] Turning now to Figure 56, encryption and encoding of information by the
client electronic device and decoding and decryption of information by the server
computer system in accordance with one embodiment of the invention is shown. A client
5610 that is an ESTSM enabled electronic device includes an ESTSM application
component 5615 as described above. The ESTSM application component 5615 may be
coupled to an encryption/decryption module 5620 that transmits and receives encrypted
and encoded data. The encrypted and encoded data may be transmit and received from

an ESTSM server computer system 5630 through a communication medium 5625 such as

- HyperText Transfer Protocol (HTTP). The server computer system 5630 includes an

ESTSM server application 5640 that may include web pages and information displayable
on ESTSM enabled devices as described above and ESTSM server application software.
The ESTSM server application 5640 may be coupled to an encryption/decryption module
5635 that transmits and receives encrypted and encoded data to and from client 5610.

[0101] Turning now to Figure 57, encryption and encoding of iﬁformation by the
client electronic device and decoding and decryption of information by the server
computer system of Figure 56 is shown. Client electronic device 5610 may frequently

and at randomly selected times send a query to server computer system 5630 asking if the
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electronic device has been reported stolen. The query is encrypted 5715 by
encryption/decryption module 5620 using an encryption technique as described below
into a binary format sequence 5720 of ones and zeroes. The sequence of ones and zeros
is encoded 5725 by encryption/decryption module 5620 using an encoding technique as
described below into an American Standard Code of Information Interchange (ASCII)
text format 5730. ASCII text format is a standard 7-bit ASCII character code embedded
in an 8 bit byte whose high order bit is always zero as described in ANSI standard X3.64,
herein incorporated by reference.

[0102] Simultaneously with the encryption and encoding performed by
encryption/decryption module 5620, the server computer system receives ASCII text
formatted data 5755 via communication medium 5625. The ASCII text formatted data is
decoded 5750 by encryption/decryption module 5635 using a decoding technique as
described below into a binary format sequence 5745 of ones and zeroes. The sequence of
ones and zeroes is decrypted 5740 by encryption/decryption module 5635 into query
information 5735 that may be as mentioned above asking if the electronic device has
been reported stolen.

[0103] Referring now to Figure 58, a flow diagram implemented in the client and
server for encoding binary format sequence data into ASCII text format data in
accordance with some embodiments of the invention is shown. If the end of the binary
format sequence data source 5810 has been reached as determined by the value of the
source_length variable then encoding ends 5815. If the end has not been reached, then
the next byte to encode is stored 5820 in a variable. Thus, ‘n’ bits from the variable are
extracted 5820 into another variable that in one embodiment may be C1. ASCII text
format may have n=6 bits with the highest order 7 and 8" bit being zero. Variable C1 is
passed to ENC( ) function that performs binary mapping operations on the binary
sequence data to generate an encoded byte 5830. In some embodiments of the invention,
the binary mapping operations on C1 includes mapping C1 to a base 64 number. The
encoded byte is placed into a Destination data structure 5840 that may be an array of

bytes for transmission over communication medium 5625. The encoded byte is re-
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initialized to a zero value in one embodiment of the invention and the source_length
variable is decremented.

[0104] Referring now to Figure 59, a flow diagram implemented in the client and
server for decoding ASCII text format data into binary data in accordance with some
embodiments of the invention is shown. Encryption/decryption modules located in the
client electronic device or server computer system receive encoded bytes of ASCII text
format data that are placed into a source byte stream data structure that may be an array
of bytes. The source byte stream data structure is described by a source_length variable
that indicates the number of ASCII text format data bytes present in the array. Every
time a new byte of data is received by the encryption/decryption module and placed in
the array, the source length variable is incremented and when a byte of data is removed
and decoded the source length variable is decremented. If the end of source 5910 has
been reached, the array will become empty and decoding will end 5930. If the end of the
source has not been reached, then, a current ASCII text format byte of data is placed into
variable E. The ASCII text format byte of data in-variable E is passed to DECODE( )
function that performs mapping operations on the data to generate a decoded byte ED
5950. The lower six bits of the decoded byte ED are placed into a final byte stream data
structure 5960 and the upper two bits are discarded. Finally, the source length variable is
decremented as described above. If the end of the source byte stream is reached, every
eight bits in the final byte stream 5920 corresponds to the original unencoded data.

[0105] Turning now to Figure 60, a flow diagram showing encryption and
encoding of SMS messages from SMS server to SMS enabled ESTSM electronic device
for the system of Figure 48 is depicted. Each SMS capable device that in some
embodiments of the invention may be a Smart Phone includes unique device information
that is used in the encoding and encryption process. The encryption/decryption module
in the Smart Phone stores the device information into a variable DI as shown in block
6010. The encryption/decryption module passes the device information in variable DI to
a function Jumble as shown in block 6020 and stores the result into a variable JDI. In
some embodiments of the invention, the function Jumble rearranges and reorders the

individual bytes in variable DI. Next, the encryption/decryption module as shown in
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block 6030 generates an encrypted command by passing the jumbled device information
in variable JDI and an ESTSM Secret Cmd to function FN. The ESTSM Secret Cmd is a
command sent from the ESTSM server to the electronic device for a function supported
by the electronic device. The function FN returns an encrypted command that is stored in
variable ECMD and may be an array of bytes. Next, in block 6040, the
encryption/decryption module calls the Encode function that may be the flowchart shown
in Figure 58. The Encode function is passed the variable ECMD containing the
encrypted command and encodes the array of bytes as shown in Figure 58. The encoded
array of bytes is stored in a variable EncECMD that is transmitted as a message to the
ESTSM server computer system over the communication medium 5625.

[0106] Turning now to Figure 61, a flow diagram showing decoding and
decryption of SMS messages is depicted. =~ A MESSAGE variable that in some
embodiments of the invention is variable EncECMD containing the encoded array of
bytes is decoded by a Decode function 6110 that may be the flow chart shown in Figure
59. The decoded array of bytes is stored in a variable DecFCMD that is then passed to a
Decrypt function 6120. The Decrypt function returns a decrypted command that is stored
in variable FCMD and may be an array of bytes. The jumbled device information is
extracted from FCMD and stored in variable JDI 6130. Similarly, the ESTSM Secret
Cmd/Data message is extracted from FCMD 6130. The encryption/decryption module
passes the jumbled device information in variable JDI to a function UnJumble as shown
in block 6140. The device information after being unjumbled is stored in a variable
DEVICE INFO that is verified with the unique device information of the electronic
device.

[0107] Implementing ESTSM on an electronic device may necessitate the
manufacturer integrating the ESTSM BIOS components including the BIOS ROM
images into the system BIOS of the electronic device. In some embodiments, this is the
only task that may have to be performed during the system’s development phase. The
integration of the ESTSM BIOS component needs very little effort. The ESTSM BIOS
component is designed to minimize the effort needed to integrate with the existing

electronic device BIOS. Factors, such as size of code, complexity of integration, and so
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forth, have been addressed in the design of the ESTSM BIOS component. In one

embodiment of the invention as shown in Figure 62a, the ESTSM BIOS component is

integrated with the existing electronic device BIOS using the technique described below.
1. Place the ESTSM BIOS component image files into a system BIOS build file
6200. In some embodiments, the electronic device BIOS has 16 Kilobytes of free
space to integrate the BIOS component image files.
2. Build a data structure including the electronic device’s system information,
programs to save and restore ESTSM critical information in the Secure Non-
volatile Area, and an optional recovery media read function pointer and pass the
address of this data structure to an ESTSM BIOS image entry point in the BIOS
build file as shown in block 6210. Also ensure that the Random Access Memory
(RAM) areas that ESTSM uses are not used by other BIOS functions. After the
ESTSM BIOS image files are integrated into the system BIOS build, the system
BIOS code builds the data structure as described above. The ESTSM BIOS
image may need a pointer to the function in the system BIOS that reads from the
recovery media. Since modern day BIOSes support reading from almost all types
of recovery media (i.e. floppy diskettes, CD-ROM, USB key, and so forth), no
extra code development is required and the address of the read function needs to
be placed in the data structure passed to the ESTSM BIOS image. In some
alternative embodiments of the invention that do not use recovery media, a
pointer to the recovery media read function in system BIOS is not needed. The
electronic device system BIOS developer should make sure that the RAM address
locations used by ESTSM are not used by the system BIOS.
3. As shown in block 6220, system BIOS needs to call the ESTSM BIOS image
entry point just before the INT19 bootstrap call. The system BIOS calls the
ESTSM BIOS image entry point before making the INT19 boot strap call. At this
point, the ESTSM BIOS image will be invoked and will perform all the checks
that enable the secure system environment of ESTSM.

[0108] Figure 62b is a flow diagram showing integration of the ESTSM option

ROM into a BIOS binary image in accordance with some embodiments of the invention.
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A BIOS editor application 6300 shown in Figure 63 is started in block 6230 and the
“File” menu option 6315 is selected within the BIOS editor application in block 6235.
The target .ROM or .WPH BIOS binary is opened in block 6235. The ESTSM ROM will
be placed into the target BIOS binary. An “OPTION ROM” node 6320 in a “PROJECT”
panel 6330 may be expanded in block 6240. In block 6245, if option ROMS are present
under the “OPTION ROM?” node than determine if space is present in the target BIOS
binary for the ESTSM ROM in block 6250. If the target BIOS binary does not contain
the space for the ESTSM ROM, an error message is generated in block 6260. If the
target BIOS binary contains the space needed for the ESTSM ROM or no option ROMS
are present in block 6245, then the ESTSM ROM is added to the target BIOS binary in
block 6255. In some embodiments of the invention, the ESTSM ROM is added to the
target BIOS binary by pressing the “Add” button 6340 shown in Figure 63. In block
6245, from the “File” menu 6315 “BUILD BIOS” is selected as shown in block 6265.
Finally, in block 6270 after the “BUILD BIOS” has been completed, the ESTSM option
ROM is present in the target BIOS binary.

[0109] As discussed above, the ESTSM BIOS component is provided to the
manufacturer of the electronic device in an encapsulated Option ROM image format that
may be ESTSM.ROM as shown in Figures 63 and 64. In some embodiments of the
invention as shown in Figure 63, the manufacturer may utilize tools provided by BIOS
vendors such as BIOS editors 6300 to merge the encapsulated ROM ESTSM image into
the manufacturer’s base BIOS image using the Option ROM format 6310. In some other
embodiments of the invention as shown in Figure 64, the manufacturer may use a BIOS
Configuration Utility 6400 to insert the encapsulated ROM ESTSM image 6410 into the
manufacturer’s base BIOS ROM image 6420. In this embodiment, the BIOS calls the
ESTSM Option ROM in the same way as it would any other Option ROM image. The
ESTSM ROM proceeds in the same manner as it would if it had been integrated into the
BIOS using known BIOS integration techniques by checking the system security during
INT 19 boot strap call.

[0110] Returning now to Figure 62a, maintaining and updating of the electronic
device system BIOS is minimized because of the design of the ESTSM BIOS component.
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When the manufacturer needs to do a system BIOS update for the electronic device, no

changes need to be made to the ESTSM BIOS component in the system BIOS. The

- manufacturer can simply fix the bugs in the BIOS and do a new system BIOS build as

shown in Figure 62a (which will include the ESTSM BIOS components) and the new
system BIOS will work correctly. The new system BIOS can then be Flash upgraded by
the user without any impact to ESTSM operation.

[0111] If an update is released for the ESTSM components, the updated versions
of the BIOS component image files may be copied into the BIOS build file and a new
build performed. Once the new build is complete, the updated system BIOS can be

released to the user. No additional coding or maintenance tasks need to be performed to

update the ESTSM BIOS components in the system BIOS.

[0112] Integration of the ESTSM application component requires no action by the
manufacturer of the electronic device. This is because the ESTSM BIOS component
restores the application components onto the hard disk drive of the electronic device once
the OS is installed on the electronic device. In some other embodiments of the invention,
the application component may be installed by the user of the electronic device as
described above.

[0113] . For some embodiments of the invention, creation of the ESTSM hidden
partition may be performed immediately after installation of the electronic device’s hard
disk drive. Various utilities can be used to create the hidden partition. In one
embodiment, a scripted installation program including the utility to create the hidden
partition may be run at the beginning of the manufacturing process. Typically, this utility
should be run just before the FDISK.EXE or some other utility is used to create the OS
partition on the hard disk drive.

[0114] If the manufacturing process copies a prepared hard disk image directly to
a blank hard disk, then the prepared image should be created with the ESTSM hidden
partition installed. Thus, when thc prepared image is copied to the blank hard disk drive
during manufacture, the ESTSM hidden partition will also be copied automatically from

the prepared image.
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[0115] Ehgineering and electronic device quality assurance test processes may be
performed by the manufacturer providing the ESTSM monitoring station with a block of
electronic device serial numbers to be used as part of the testing process. The monitoring
station will mark these serial numbers as “test” in the ESTSM server computer system
and the user will not be billed on the credit card for these systems. This will facilitate the
test process at the manufacturer’s facilities.

[0116] Figures 65-70 show screen shots, in accordance with some embodiments

_of the invention, for registering and using ESTSM in the PDA or mobile phone shown in

Figures 45 and 50. ESTSM registration as shown in Figure 65 for a mobile device may
be performed using a computer system that can display ESTSM registration web pages.
In some other embodiments of the invention, the ESTSM registration pages may be
displayed on the mobile device capable of displaying web pages. Figure 65 shows a
service selection screen that may include the cost of each service and the services offered.
The services offered and the cost of each service may vary based on the manufacturer and
model of the mobile device, the market segment of the mobile device (i.e. business
device, home use device) and what the manufacturer has chosen to include for the device.
Some manufacturers may want to change the pricing of the services, or offer bundled |
services to the user. For one embodiment of the invention, as shown below, is a list of
the services available to the user.

1. Basic Service — with this service the user has the ability to have the mobile device
disabled if it is stolen or lost. The information on the mobile device is made
secure so that it cannot be accessed by someone who steals the mobile device or
finds the device.

2. Data Recovery Service — this service will recover Contacts, Calendar, and other
data such as pictures form the mobile device if the device is stolen or lost.
ESTSM may recover this information to the ESTSM server computer system,
before performing other service option actions. The user may then restore the

data into a new cell phone, SmartPhone or PDA device that they purchase.
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[0117] In some embodiments of the invention, due to the extendible design of
ESTSM, new services can be added for a mobile device such as third party insurance,
data destroy service, tracking service, and data encryption service.

[0118] In some embodiments of the invention, most of ESTSM services are based
on a yearly fee model. Some services such as data recovery may be billed on a per
kilobyte basis-that is, the user indicates the number of kilobytes to be recovered during
registration and is billed accordingly. However, if the mobile device is stolen and during
data recovery more kilobytes are recovered, then a one time fee is charged to the user.
The user may be billed at the end of the year to renew the service for one more year. The
user may be sent an email before billing to give the user a chance to cancel the service if
they wish.

[0119] After the user has selected the ESTSM services for their mobile device, in
some embodiments of the invention, the ESTSM system as shown in Figure 66 may
request that the user turn on the cell phone or open the flip cover. In accordance with
some embodiments, the user through the computer system capable of displaying ESTSM
web pages may then enter the mobile phone number, service provider, International
Mobile Equipment Identifier (IMEI) number, and a phone description. The registration
process for the mobile device is successfully completed as shown in Figure 67. In some
other embodiments of the invention, ESTSM registration may not require any user
intervention with the mobile device except an acknowledgement from the user at the end
of the successful registration.

[0120] In another embodiment of the invention, an automated voice prompting
system at a call center or live call center operator after authentication of the user may
communicate with the user to perform ESTSM activities. All ESTSM activities
performed through the Internet may also be performed by the call center including
registration, reporting a system stolen, reporting system has been recovered and so forth.
[0121] Figure 68 shows a screen shot of the mobile device status web page that
resides in the ESTSM server computer system in accordance with some embodiments of
the invention. The user can perform the following tasks for the mobile device on the

device status web page: (1) View the status of the mobile device running ESTSM; (2)
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Report a mobile device stolen; (3) Show the Billing and Electronic Device
Location/Status Logs; (4) Perform User Management functions such as changing the user
information, password and billing information; and (5) Perform Data Management
functions such as viewing recovered data and transferring recovered data to another
device.

[0122] As shown in Figure 68, the “Device Status” page shows for each mobile
device, the Model Name, System Description, Phone Number, Current State, and ESTSM
Services Active on the device. Depending on the Current State and the services selected
by the user, certain task buttons will appear below the mobile device information. These
task buttons let you perform different operations on the device (e.g. report the mobile
device stolen and so forth). As shown in Figure 68, the user may click on the button
labeled “Report Stolen” to start the process of reporting a mobile device stolen. The user
will be taken to the “Report a Stolen Device” web pages. The user fills out the
information on the web page to generate a theft incident report and the ESTSM site will
log this report so that it may be given later to the appropriate authorities as proof of filing
the theft incident report. This documentation may be provided to the user upon request.
[0123] In some embodiments of the invention, once the report is completed, the
electronic device will be placed into the REPORTED STOLEN state. At this point,
because of the always on connection of the mobile device to the Internet, in some
embodiments the mobile device files are backed up and the device state will change to
RECOVERED state as shown in Figure 69. The user may then manage these files to
move them into a new cell phone, SmartPhone or PDA device that they purchase. After
the data has been recovered, the ESTSM system informs the user that the mobile device
is disabled as shown in Figure 70.

[0124] Turning now to Figure 71, a flow diagram showing implementation of
ESTSM on mobile devices such as cellular telephones, Smart Phones, or WLAN capable
computers as in Figure 45 and Figure 48 that have a messaging capability that may be
Short Messaging Service (SMS) is depicted. In some embodiments of the invention, as
described above, the ESTSM server computer system may inform the mobile device that

it has been reported stolen and backup the data on the device. In some other
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embodiments of the invention, the ESTSM server may periodically backup the data on
the device even if the mobile device has not been reported stolen. The ESTSM server
may disable the mobile device (i.e. lock the user out but device can still communicate
with ESTSM server) if the Subscriber Identity Module (SIM) card has been changed and
the mobile device is reported stolen. The ESTSM server may also disable the mobile
device if the IMEI number has been changed and the device is reported stolen.

[0125] As shown in Figure 71, the ESTSM application component located in the
system area of the mobile device (Figure 45) gets the device identifier of the mobile
device in block 7105. In some embodiments of the invention, the device identifier is a
concatenated string of numbers that may include the IMEI number, manufacturer’s model
number of the mobile device, and the phone number associated with the mobile device.
If the application component is not able to get the device identifier in block 7110, then
the application component disables the mobile device 7115. If the application component
is able to successfully get the device identifier, then the application component
determines if the user information module has been changed in block 7120. In some
embodiments of the invention, the user information module may be a SIM card located in
the mobile device. In some other embodiments of the invention, the user information
module may be stored on a Read-Only-Memory (ROM) that is a FLASH ROM or
Electronically-Erasable-Programmable ROM (EEPROM) of the mobile device. The user
information module identifies user information with the mobile device. The user
information may be the phone number associated with the mobile device, user details,
security information, and memory for a personal directory of numbers. If the user
information module has been changed in the mobile device, the ESTSM application
component gets the new phone number from the mobile device 7125. The application
component in block 7135 notifies the ESTSM server of the new phone number. Next, in
block 7130, the ESTSM application component determines the current state of the mobile
device and begins the status loop 7140, waiting for a message from the ESTSM server.
An encrypted and encoded message as described above may be communicated from the

ESTSM server to the application component of the mobile device as shown in block
7150.
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[0126] In Figure 71, if the application component detects that a new message has
arrived, message data is processed in block 7145. A command is extracted from the
message data in block 7160 as described above and is stored into the variable Cmd. If the
Cmd is “REGISTER” as shown in block 7165, then the user has registered the mobile
device for ESTSM services. The ESTSM server is notified to change the mobile device
state to “ACTIVE” in block 7187 and the application component sets the current state to
“ACTIVE” in block 7185. If the Cmd is “DISABLE” as shown in block 7170, the
mobile device is disabled 7192 and the application component sets the current state to
“DISABLE” in block 7190. The ESTSM server may send a “DISABLE” command 7170
if the mobile device is reported stolen or the user information module that may be a SIM
card has been changed and the device identifier has not changed in the mobile device. If
the Cmd is “BACKUP” as shown in block 7175, the ESTSM server requests that the data
on the mobile device be copied to the ESTSM server. As shown in block 7194, the
ESTSM server begins to backup the data stored on the mobile device. The ESTSM
server will recover the data requested by the user during registration for the mobile
device. Thus, if during ESTSM registration the user had selected recovery of contacts
and calendar data, these items will be backed-up. In some embodiments of the invention,
the user may specify other data for recovery such as Mobile Commerce (M-commerce)
monetary information stored on the mobile device. The ESTSM server in some
embodiments of the invention may request that the mobile device be placed into a
disabled state and, thus, the application component in the mobile device sets the current
state to “DISABLE” in block 7190. If the Cmd is “RESTORE” as shown in block 7180,
the ESTSM server starts to restore the data 7199 backed up from the mobile device back
to the original mobile device that may have been recovered or a new mobile device.
After restoring the data to the mobile device, the ESTSM server places the mobile device
into an active state. The application component in the mobile device sets the current state
to “ACTIVE” in block 7196 and waits for some time 7155 before starting the status loop
7140.

[0127] Turning now to Figure 72, the states and transitions of a mobile device

with SMS messages for activation and operation of ESTSM services is shown. A mobile
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device as shown in Figure 45 including the ESTSM application component is initially in
an “UNREGISTERED” state 7205. After completion of the registration process, the
ESTSM server sends a SMS message to the mobile device indicating that the device is
registered with ESTSM and placing the mobile device into an “ACTIVATION
PENDING” state 7210. The mobile device sends a SMS confirmation message to the
ESTSM server and transitions into an “ACTIVE” state 7215. In some embodiments of
the invention as shown in Figure 72, the ESTSM server performs perio.dic backups of the
data on the mobile device while in the “ACTIVE” state 7215. While in the active state,
the ESTSM server computer system communicates over the Internet with the user to
determine if the mobile device has been reported stolen. If the device is reported stolen
using the ESTSM website, the mobile device is placed into a “REPORTED STOLEN”
state 7225. The ESTSM server informs the mobile device via a secure communications
channel to take the appropriate action based on the service options selected by the user
(e.g. disabling the electronic device, destroying the storage device (e.g. hard disk drive
(HDD)) data, recovering data, encrypting data and more¢). In some embodiments of the
invention as shown in Figure 72, if the user during registration had selected the basic
service, the mobile device is disabled and placed into a “DISABLE” state 7230. If the
mobile device has been recovered or the user has purchased a new mobile device and the
user re-enables the device using the ESTSM website, an SMS message is sent from the
server to the mobile device placing the device into an “ENABLE PENDING” state 7220.
The mobile device sends an SMS confirmation message to the ESTSM server indicating
that it has received the re-enablement SMS message from the ESTSM server. The
mobile device is placed into the “ACTIVE” state 7215.

[0128] If the user during registration had selected the data recovery service, the
mobile device is placed into “BACKUP IN PROGRESS” state 7235 and data on the
mobile device is backed-up to the ESTSM server. If the data is backed up successfully,
the mobile device is placed into “DISABLED DATA BACKUP” state 7240, data on the
device is deleted, and the mobile device is disabled. The mobile device may be
transitioned to “ENABLE AFTER RECOVERY?” state 7245 from either the “BACKUP
IN PROGRESS?” state 7235 or “DISABLED DATA BACKUP” state 7240 if the user re-
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enables the mobile device while the data backup is in progress. Once the mobile device
has been recovered or the user has purchased a new mobile device and the user re-enables
the device using the ESTSM website, an SMS message is sent from the server to the
mobile device placing the device into an “ENABLE AFTER RECOVERY” state 7245.
The mobile device sends an SMS confirmation message to the ESTSM server indicating
that it has received the re-enablement SMS message from the ESTSM server. The
mobile device is activated and placed into the “ACTIVE DATA BACKUP” state 7250.
The data that has been backed-up into the ESTSM server is restored into the new or re-
enabled mobile device in the “RESTORE IN PROGRESS” state 7260. After data has
been restored into the mobile device, the device is placed into the “ACTIVE” state 7215.

[0129] While the invention has been disclosed with respect to a limited number of
embodiments, those skilled in the art will appreciate numerous modifications and
variations therefrom. It is intended that the appended claims cover all such rhodifications

and variations- as fall within the true spirit and scope of the invention.
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What is claimed is:
1. An electronic device security and tracking system, comprising:

a nonvolatile storage device;

a changeable area in the nonvolatile storage device, wherein the changeable area
further comprises an application component and a secure area coupled to the application
component; and,

a server system capable of communicating through a secure medium with the

application component.

2. The electronic device security and tracking system of claim 1, wherein the server

system is capable of communicating through the secure medium with the secure area.

3. The electronic device security and tracking system of claim 1, wherein the

electronic device is a personal digital assistant.

4, The electronic device security and tracking system of claim 1, wherein the

nonvolatile storage device is a Flash memory.

5. The electronic device security and tracking system of claim 1, wherein the

application component comprises an application file.

6. An electronic device security and tracking system, comprising:

a nonvolatile storage device;

a changeable area in the nonvolatile storage device, wherein the changeable area
further comprises a system area in the nonvolatile storage device, said system area
comprising an application component and a secure area coupled to the application
component; and

a server system capable of communicating through a secure medium with the

application component.
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7. The electronic device security and tracking system of claim 6, wherein the server

system is capable of communicating through the secure medium with the secure area.

8. The electronic device security and tracking system of claim 7, wherein the system

area is not modifiable by a user of the electronic device.

9. The electronic device security and tracking system of claim 6, wherein the

electronic device is a personal digital assistant.

10.  The electronic device security and tracking system of claim 6, wherein the

nonvolatile storage device is a Flash memory.

11.  The electronic device security and tracking system of claim 6, wherein the

application component comprises an application file.

12.  An electronic device security and tracking system, comprising:

a nonvolatile storage device;

a changeable area in the nonvolatile storage device, wherein the changeable area
further comprises an application component and a communication protocol component
coupled to the application component; and, )

one or more servers capable of communicating through a secure medium with the

application component.
13.  The electronic device security and tracking system of claim 12, wherein the
communication protocol component is a smart messaging service component for mobile

devices.

14.  The electronic device security and tracking system of claim 13, further

comprising:
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one or more smart messaging service servers capable of communicating through a
communications medium with the smart messaging service component; and,
wherein the one or more servers that communicate with the application

component are web servers.

15.  The electronic device security and tracking system of claim 14, wherein the
communications medium is from the group consisting essentially of smart messaging

service wireless link, Code Division Multiple Access, and Global Mobile System.

16.  The electronic device security and tracking system of claim 13, wherein the
electronic device is from the group consisting essentially of Smart phone, smart

messaging service capable device, and mobile phone device.

17.  The electronic device security and tracking system of claim 12, wherein the

nonvolatile storage device is a Flash memory.

18.  The electronic device security and tracking system of claim 12, wherein the

application component comprises an application file.

19.  An electronic device security and tracking system, comprising:

a nonvolatile storage device;

a changeable area in the nonvolatile storage device, wherein the changeable area
further comprises a system area in the nonvolatile storage device, said system area
comprising an application component and a communication protocol component coupled
to the application component; and,

one or more servers capable of communicating through a secure medium with the

application component.
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20.  The electronic device security and tracking system of claim 19, wherein the
communication protocol component is a smart messaging service component for mobile

devices.

21.  The electronic device security and tracking system of claim 20, further
comprising:

one or more smart messaging service servers capable of communicating through a
communications medium with the smart messaging service component; and,

wherein the one or more servers that communicate with the application

component are web servers.

22.  The electronic device security and tracking system of claim 21, wherein the
communications medium is from the group consisting essentially of smart messaging

service wireless link, Code Division Multiple Access, and Global Mobile System.

23.  The electronic device security and tracking system of claim 20, wherein the
electronic device is from the group consisting essentially of Smart phone, smart
messaging service capable device, and mobile phone device.

24.  The electronic device security and tracking system of claim 19, wherein the

nonvolatile storage device is a Flash memory.

25.  The electronic device security and tracking system of claim 19, wherein the

system area is not modifiable by a user of the electronic device.

26.  The electronic device security and tracking system of claim 19, wherein the

application component comprises an application file.

27. A communication system, comprising:

a communication device, comprising:
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a controller unit;
a digital signal processor coupled to the controller unit;
a nonvolatile storage device coupled to the controller unit, comprising:
a changeable area, wherein the changeable area further comprises
an application component and a secure area coupled to the application component; and
a server system capable of communicating through a secure medium with the

application component.

28.  The communication system of claim 27, wherein the server system is capable of

communicating through the secure medium with the secure area.

29.  The communication system of claim 27, wherein the communication device is a

personal digital assistant.

30.  The communication system of claim 27, wherein the nonvolatile storage device is

a Flash memory.

31.  The communication system of claim 27, wherein the application component

comprises an application file.

32. A communication system, comprising:
a communication device, comprising:
a controller unit;
a digital signal processor coupled to the controller unit;
a nonvolatile storage device coupled to the controller uni;, comprising:

a changeable area, wherein the changéable area further comprises a
system area, said system area comprising an application component and a secure area
coupled to the application component; and

a server system capable of communicating through a secure medium with the

application component.
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33.  The communication system of claim 32, wherein the server system is capable of

communicating through the secure medium with the secure area.

34. The communication system of claim 33, wherein the system area is not

modifiable by a user of the communication device.

35.  The communication system of claim 32, wherein the communication device is a

personal digital assistant.

36. The communication system of claim 32, wherein the nonvolatile storage device is

a Flash memory.

37.  The communication system of claim 32, wherein the application component

comprises an application file.

38. A communication system, comprising:
a communication device, comprising:
a controller unit;
a digital signal processor coupled to the controller unit;
a nonvolatile storage device coupled to the controller unit, comprising:
a changeable area, wherein the changeable area further comprises
an application component and a communication protocol component
coupled to the application component; and,
one or more servers capable of communicating through a secure medium with the

application component.

39.  The communication system of claim 38, wherein the communication protocol

component is a smart messaging service component for mobile devices.
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40.  The communication system of claim 39, further comprising:

one or more smart messaging service servers capable of communicating through a
communications medium with the smart messaging service component; and,

wherein the one or more servers that communicate with the application

component are web servers.

41.  The communication system of claim 40, wherein the communications medium is
from the group consisting essentially of smart messaging service wireless link, Code

Division Multiple Access, and Global Mobile System.

42.  The communication system of claim 39, wherein the communication device is
from the group consisting essentially of Smart phone, smart messaging service capable

device, and mobile phone device.

43.  The communication system of claim 38, wherein the nonvolatile storage device is

a Flash memory.

44.  The communication system of claim 38, wherein the application component

comprises an application file.

45. A communication system, comprising:
a communication device, comprising:

a controller unit;

a digital signal processor coupled to the controller unit;

a nonvolatile storage device coupled to the controller unit, comprising:

a changeable area, wherein the changeable area further comprises a

system area in the nonvolatile storage device, said system area comprising an application
component and a communication protocol component coupled to the application

component; and,
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one or more servers capable of communicating through a secure medium with the

application component.

46. The communication system of claim 45, wherein the communication protocol

component is a smart messaging service component for mobile devices.

47.  The communication system of claim 46, further comprising:

one or more smart messaging service servers capable of communicating through a
communications medium with the smart messaging service component; and,

wherein the one or more servers that communicate with the application

component are web servers.

48.  The communication system of claim 47, wherein the communications mediun} is
from the group consisting essentially of smart messaging service wireless link, Code

Division Multiple Access, and Global Mobile System.
49.  The communication system of claim 46, wherein the communication device is
from the group consisting essentially of Smart phone, smart messaging service capable

device, and mobile phone device.

50.  The communication system of claim 45, wherein the nonvolatile storage device is

a Flash memory.

51.  The communication system of claim 45, wherein the application component

comprises an application file.

52. The communication system of claim 45, wherein the system area is not

modifiable by a user of the communication device.
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ELECTRONIC DEVICE SECURITY AND TRACKING SYSTEM AND METHOD

ABSTRACT OF THE DISCLOSURE

A system and method for securing and tracking an electronic device. The system
includes hardware, software and firmware components that cooperate to allow tracking,
disabling, and other interaction with the stolen electronic device. The system includes an
application component, non-viewable component and Basic Input/Output Subsystem
(BIOS) component that are present on the electronic device. The BIOS component
maintains the secured environment of the application and non-viewable components. If
only the application component was provided, a simple low level format of the hard disk
drive would remove the application and bypass the security features. The system

implements an “application and BIOS” based solution to electronic device security.
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REGISTERED AND ACTIVE TO OVERRIDE
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{Please dtoose a service

The. fo!iowmg semcas can help secure your obﬂe phone. Some opﬂons have monﬂ'xly semoe
fees which.can be balled to your, cmdxt ‘card: L

4 Baslc Service f - If vour phone is.ever stolen or lost, this service will -

disable your.phone so that it will not be: usable by- anyone. All the' information. -On your
phone is sacured so-that it can not be acoessed by someone 'who.stole or finds your
phone. - :

W om Remverv Semlw e ~:If wur phone is lost or stolen, this service
‘will recover your-Contacts, Calenda nd 0ther key data (such as pictures) from your
phone. You can: r.hen rest:cre thls data onto the new replacemant phone that you
purdrase. S ‘L ‘ ,

FIGURE 65
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Sewnce Prowder* S | e S
IMEL Number:’ ]100223472896348 @

_Phone Deswpbon. ’ ]Jack s Phane

FIGURE 66
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for sing the ESTSM Service on“@oué Pﬁane o,

V-Your Regtstra ion has been recéived by’ ESTSM and is being’
) A proceseecf

: ma tg upto 5 hours to complete t;he reglstratton.
, Yo _wm rec v essage on your phone and confirmation ema
. Co v ywhen'the regtbrratmn process is comp!eted

FIGURE 67
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FIGURE 70
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CONTROL FLOW DIAGRAM FOR MOBILE DEVICES

( START ) 7105

| GET DEVICE ID |
7110 NO (7115
( storP )
| 7125
USER INFORMATIO PHSNEQI\TE&VBER
MODULE CHANGED 2 |
, (7135 |
NO NOTIFY
| 7130 ESTSM SERVER OF
GET CURRENT STATE NEW PHONE
OF MOBILE DEVICE NUMBER
(7140
(7155 [START STATUS LOOP)
WAIT FOR 2 /7150 7145
SOME TIME _ YES (
| AS MS PROCESS MSG DATA}
. ARRIVED 2- J‘ 77160
(7185 NO SET MOBILE DEVICE
SET STATE = ACTIVE CMD DEPENDING
T (7187 ON MSG DATA
NOTIFY ESTSM SERVER NO ,7165
TO CHANGE DEVICE ~ 5
STATE TO ACTIVE CMD = REGISTER 7
7192 NO 7170
SET STATE = DISABLEK—( YES (
1 ‘7190 [DISABLE DEVICE CMD = DISABLE ?
| 77194
YES
STARE ET’;\,\CKUP CMD = BACKUP ?
J7196 s
—{ SET STATE = ACTIVE k—
A START RESTORE CMD = RESTORE ?
DATA
FIGURE 71
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STATE DIAGRAM FOR MOBILE DEVICES

7205
4

(_LUNREGISTERED |

REGISTRATION PROCESS
210

S 7
[ACTIVATION PENDING Y~
/7215_ SMS CONFIRMATION
3 ACTIVE KEERODIC BACKUP>

/]
c-TSMS CONFIRMATION REPORTED STOLEN
| FROM ESTSM WEBSITE

| £~ 7220 4

USER RE-|" BASIC

‘ DATA SERVICE
ENABLE TSERVICE ,/f-mao N —7235
| - DISABLE k SETTTTE] { BACKUP IN PROGRESS |

USER [SUCCESS

RE-ENABLE], ,—7240
L——-DISABLED DATA
BACKUP

7245
r( ENABLE AFTER
RECOVERY

SMS CONFIRMATION

7250
| ACTIVE DATA BACKUP |

DATA RESTORE

7260 |
[RESTORE IN PROGRESS]

RESTORE COMPLETE

-E‘ | )

FIGURE 72
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Express Mail Label No. ER 456775475 US ‘ "‘Page1of 5

Ll : Docke‘tr No.-—

SOFP:101US
Declaration and .PowerlofAttomey For Patent Application
I English Language Declaration

As a below named inventor, | hereby declare that:

" My residence, post office address and citizenship are as stated beiow next to my name, -

_1 believe | am the original, first and sole inventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed beiow) of the subject matter which is claimed and for

which a patent is sought on the invention entitied
ELECTRONIC DEVICE SECURITY AND. TRACKING SYSTEM AND »MET'!IOD

the specification of which
(éh,eck one)

89 is attached hereto. o .
0O wasfiledon as United States Application No. or PCT International
‘ .Application Number '

and was: amended on.

(if applicable)

| hereby state that | have reviewed and understand the contents of the above identified specification,
including the claims, as amended by any amendment referred to above.

" | acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR

' 1.56, including for continuation-in-part applications, material information which became available

between the filing date of the prior application and the national or PCT international filing date of the
continuation-in-part application. :

- 1 hereby claim foreign priority benefits under 35 U.S.C. 119(a)-(d) or (f), or 365(b) of any foreign
application(s) for patent, or plant breeder's rights certificate(s), or 365(a) of any PCT International
application which designated at least one country other than the United States of America, listed
below and have also identified below, by checking the box, any foreign application for patent,
inventor's or plant breeder's rights certificate(s), or any PCT international application having a filing
date before that of the application on which priority is claimed.

Prior Foreign Application(s) , . Priority Not Claimed
{Number) (Country) ~ (DayMonth/Year Filed)
(Number) ‘ (Country) (Day/Month/Year Filed)
. : a
(Number) . (Country) B (Day/Month/Year Filed)
Form PTO-SB-01 (3-95) (Modified) Patent and Trademark Office-).S. DEPARTMENT OF COMMERCE

BEST AVAILABLE COPY  DELL Extiai 1002
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| hereby claim the benefit under 35 U. S C. Section 119(e) of any United States prov:snona!
apphwtlon(s) listed below

60497182 : | 08/23/2003

. (Application Serial No) ~  © (Filing Date)
" (Application Serial No.) | " (Filing Date)
(Application Serial No.) (Filing Date)

| hereby claim the Henefit under 35 U. S. C. Section 120 of any United States application(s), or
Section 365(c) of any PCT International application designating the United States, listed below and,
insofar as the subject matter of each of the claims of this application is not disclosed in the prior -
United States or PCT International application in the manner provided by the first paragraph of 35
U.S.C. Section 112, | acknowledge the duty to disclose to the United States Patent and Trademark
~ Office all information known 10 - me to be material to patentability as defined in Title 37, C. F. R,,
Section 1.56 which became available between the: filing date of the prior application and the natsona!

or PCT International filing date of this apphaanon

. (Application Serial No.) -~ (Filing Date)  (Status)
- ‘ _ : ‘ (patented, pending, abandoned)
. (Application Serial No.) (Filing Date) ' (Status)
: A - : (paterted, pending, abandoned)
(Applicati{;n Serial No.) . {Filing Date) (Status)
(patented, pending, abandoned)

I hereby déclare ‘thalt all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these statements
were made with the knowledge that willful false statements and the like so.made are punishable by
fine or imprisonment, or:both, under Section 1001 of Title 18 of the United States Code and that such
willful false statements may jeopardize the validity of the application or any patent issued thereon.

mm(mm) ' WMTMW&D@WWW
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Send Correspondvenoe‘ to:

Atm: Apurva M. Bhansali
Softex, Inc.

9300 Jollyville Rd.; Suite 201
Austin, TX 78759

.POWER OF ATTORNEY: As a named mventor I hereby appoint the following attorney(s) and/or
agent(s) to prosecute this. ‘application and transact all business in the Patent and Trademark Office

connected therewith. (list name and registration number)
Indranil CHOWDHURY  Reg. No. 47,490

Dnrect Telephone Calis to:

(name and telephone number)

Indranil CHOWDHURY (281) 980-0259

Fult nameofso&e-orﬂfstinvamor

liey

‘ Citizenship
US.A.

Post Office Address
7205 Foxtree Cove

Austin, TX 78750-791p

Manoj Kumar Jain

Full name of second inventor, if any

(el

USA.

Sthd inventgrs :

_Citizenship
India

-Post Office Address
11113 Comiso Pala Path

* Austin TX 78726

Form PTO-SB-01 (6-65) (Modified)

Patent and Trademark Offico-.5. DEPARTMENT OF COMMERCE

BEST AVAILABLE COPY
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" Full name of third inventor, if any

. Shradha Dube

“mrdmvmtor'ssignahye . . . R o) 'Datav i ol
‘5&7&&5‘“—.@_ pube I i /l ‘(;l,

Residence
US.A.
Citzonsiip
Post Office Addrase

11113 Comiso Pala Path

Austin, TX 78726

. .
Full name of fourth inventds, if any -

. Gayathri Rangarajan

. Fourth invergtor's signature - ‘ Tate
@; = . ALG lv1/2001,
Residence N Y : ; ¥
USA.
Citizenship
India

" Post Office Address :
13401 Metric Blivd.; Apt. 323

Auslin, TX7872‘7

Full name of fifth inventor, if any
Mehul Ramjibhai Pated

. Fifthi S Sk ® g Bais
. US.A. : .

India
Post Office Address
2801Wd|snmnchwwy#1431

Austin, TX 78728

Full name of sixth inventor, fany -
Rayesh Kashinath Raikar -

Sixth inventor's signature "
n - i w‘ w

USA. ' -
Citizenship
India

Post Office Address -
" 9500 Joliyville Road; Apt. 283

Austin, TX 78759

Form PTO-SB-01 (6-05) (Modified) "Patent and Trademark Office-U.S. DEPARTMENT OF COMMERCE

BEST AVAILABLE COPY DELL EXHIBIT 1002
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~Full name, of seventh inventor, i any

Seveﬁmqurwssbmfef@%w,k - | OK!?ZSLO%

Post Office’ Address )
12349 Metric Bivd. #414

Aunstin, TX 78758

[~ Full nams of eighth inventor, i
Ranjit Kapila

% JK)\ o ‘ | ¢l ;Q,T o
Residtnce— . - ' ‘
USaA. - .

Citizenship -

US.A.

Post Office Address .

10300 Jollyville Rd.; Apt. 724

Austin, TX 78759

y-

-
i

™ Full name of ninth ihventoc.ifaﬂy
Elza Abraham ‘
_Ninth inventor's signature - : ' | =

Residence
USA.
T Citiz: snship
India
. Post Office Address
1333 Eldridge Pkwy.; Apt. 1312

Houston,'l'x770’77

Full name of tenth inventorgs
‘Thomas David Tucker

‘ _ Termmmuaﬂﬁ?f -\ ' ?—-‘7 v =1
e ‘ 2.5 ’ | g- n-za7
- USA. /
Citizenship Vo ’ 3 ’
UsA. '

Post Office Address .
" 10505 South IH 35 ; Apt. 2236 N

Austin, TX 78747

_ ‘ : r— ARTMENT OF COMMERCE
romPIOSEN 699 Hodied BEST AVAILABLE COPY SSZZlBlT 1002
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[

Adkoes
1908 Joliyvilie Rd.; Apt. 724

Aumtie, TX 78789

"l nsn of o Fany
Elss Aboubmen VARG MHES o«

US.A.

i eriors signaiae
| Lhze. Abvodau~ Vosalwse
N | )

m -
fndin

[ Powt Ofios Addens
1333 Eddridge Plowy.; Apt 1312

BEST AVAILABLE COPY
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PATENT APPLICATION SERIAL NO. - . o

U.S. DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE
FEE RECORD SHEET

: 07/13/2606 MBERHE A00000005 11484100

01 FC:2011 o 150.00 OP
02 FC:a111 L 250,00 0P
03 FC:2311 o 100.00 0P
04 FLz2202 - ’ 800.00 0P -
105 FLz220t .- - - . 500.00 OP
© 06 FC:2088. - - - 185.00 0P -
PTO:-1556

N7 S
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mesam(nz-m)

T Aopmvedlo:mouvooohM)llm OMB 0651-0032

o ' : " U.S. Pateat snd Trademack.Office: U.S. DEPARTMENT OF COMMERCE
mwwmmmanm mgmnnmhrnpocﬂlocMthumlm-vmmmwnm

PATENT APPUCATION FEE DETERNIINATION RECORD - Oocket Numbd
- Substiute for FormPTO-875 _ Efiective Docombor 8.2004 )<] / )
APPLICATION AS F ILED - PARTI , . , o OTHER THAN
: (Column 1) (Cotumn 2 . SMALL ENTITY OR - SMALL ENTITY
S foR NUMBER FRED mmserexrma | L rateqy | reem | RATE() |  rEE(S)
oot | M ] - M A 15000 | | wa  ]300.00
‘| SEARCH FEE C oA oras M owea : 500
7 CFR 1 18(K. (. 0 () e RUA ! 3250 | A ] 8500
EXAMINATION FEE ' T . o B — _ —_—
(T CFR 1.16(ch. (93, o () Lo A } Nia | vAC | 8100 ) c N $200
TOTALCLAMS =~ . o : L ! N BB'C <1 ‘
oromuten - - | S2 mes 3Z - xsgs ~| K00 for| X850 -] :

- INDEPENDENT CLAIMS . < X100 . _ | 1 - N

Q7 OFR 1.18(1) B minue3 - | - S : bl Bt KT X200 - .
i 1t the spacification and drawings exceed 100 : , . T -
Apch“ON SIZE sheets of paper. the application size fee due
FEE Is $250 ($125 for small entity) foreach ~ _ | - : :
| (37 CFR LI - additional 50 sheets or fraction thereof. See 1 /2 s
1 . : 35U.5.C. 41(a)(1)(G) and 37 CFR 1.16(s). ° - : B
: 'mmeibepememamm PRESENT (37 CFR 160 +180= : | +3s0=
T A L . =
* if the dﬂeronco in oolumn 1is less lhan zefo enter 0" in column 2. . . ’ TOTAL / 7}&5 . TOTAL
APPUCATION AS AMENDED PART lI - .
o {Cotuma I) - (COW."."‘ 2)  (Column 3) " SMALL ENTITY 8 . SMALL ENTITY
. - CLAMS - ' | HIGHEST . 1 ; -
1 < . REMAINING © NUMBER PRESENT, RATE () | ADOI- o] RATE(S) -] ADDM- -
AFTER - | prEVIOUSLY EXTRA o TIONAL ' TIONAL
J5l . | amenoment | PAIO FOR , . FEE(S) 1 . , FEE (%)
] iR os | - =] fxses: . o |Xs50 -] -
O Ind. . - - .. N T e . i ‘= -1 . -
Z | orcravionn | ] . Mious o . X‘OO = OR X200 Co=
w - — ; - . f
= | Application Size Fee (37 CFR 1.16(s)) »
 FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAm  O7CFR116p) | | +180= _ ‘or | +360=
R o ' ' TOTAL - TOTAL
’ - ADO'L FEE OR  ADO'LFEE
(Columa 1) . {(Column2) - (Column 3)
CLAIMS ' . HIGHEST ) ’ . R T - :
m REMAINING - NUMBER | PRESENT RATE ($) . ADDI- RATE (3) " ADOI-
- AFTER PREVIOUSLY | . EXTRA _ TIONAL . | nonat
L= B J avenoment |- | PaDFoR | - -1 FEE(S) | . FeE(s)
w Total . . Minus- | = " = - g : : ;
1 S) orermuam | 0 "@s : R 1 X825 - 1 or | X850 "=}

' o MW .. . H ven = . — T - R
Z ::rcmuqm) ' | Miows ‘ S X100 _ ' A X200 _ ¢
wk ! : : - | OR .

S | Appiication Size Fee (37 CFR1.16(s) . . ~ S . , o s T

< 1 N

nasrmesamnouocmnaeoeeuoemaﬁu (37csm 160) | +180= or | +360= ' )
' ' TOTAL or * TOTAL
ADD'L FEE . ADDL FEE
* lihe entry in column 1 is fess{han the entry in column 2, wiite “0" in column 3. A ‘ ‘
“* if the “Highest Numbaer Previousty Paid For* IN THIS SPACE is less than 20, enter “20",
*if the. “"Highest Number Previously Paid For™ IN_ THIS SPACE is less than 3, eater 3" . : :
The ‘Highost Number Previously Paid For” (Total or Independent) is the highiest number found in the appropriate box jn,column 1.

- This collection of iinformation is required by 37 CFR 1.16. The information is fequired to obtain or retain a- ‘benefit by the public which is 16 filo (and by-the _
- USPTOQ to process) an application. Confidentiality is govemed by 35 U.5.C. 122 and 37 CFR 1.14. This collection is “estimated ta Aake 12 minutes lo comipletd, -

" including gathering, preparing, and submilting the completed applimhon form to.the USPTO. Time will vary dependmg upon the individual case. Any comments’

. on the amount of time you require to complete this form and/or- suggeshons for raducing this burden, should be sent to the Chief Infarmation Officer, U.S. Paleni
and Trademark Office, U.S. Department of Commeme P.O. Box 1450 Alexandda, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS - TO THIS
ADDRESS. SEND TO' Commissioner for’ Paten(s P.0. Box 14560, Alexandna VA 22313-1450.
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U.S. UTILITY PATENT APPLICATION
ATTORNEY DOCKET NO. SOFP:115US

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In the Matter of United States Patent Application:

Applicant(s): BHANSALI et al. Examiner: TBA
Application No.: TBA Art Unit: TBA
Filed: July 11,2006

For: ELECTRONIC DEVICE SECURITY AND TRACKING
SYSTEM AND METHOD

Certificate of Mailing by Express Mail
I certify that this Information Disclosure Statement is being
deposited on July 11, 2006 with the U.S. Postal Service as
“Express Mail Post Office to Addressee™ service under 37
CFR. §1.10 and is addressed to the Commissioner for
Patents, PO Box 1450, Alexandria, VA 22313-1450.

/N N\ W V)

Indranil Chowdhury, Esq.
Registration No. 47, 490

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
PO Box 1450

Alexandria, VA 22313-1450
Honorable Sir:

This Information Disclosure Statement is submitted in compliance with 37 C.F.R. §§ 1.56

and 1.97 through 1.98.
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Record is attached of published art for consideration during prosecution of the above-
identified patent application. No representation is made or intended that a search has been made
or, if made, was complete, or that no more pertinent art than that listed is available. It is
expected that the Patent and Trademark Office will conduct an independent search for relevant
prior art.

Unless otherwise indicated, or unless references cited are U.S. patents or patent
application publications, a full text copy of the entire reference of published art is attached.
Where specifically indicated, an equivalent English language patent or publication is attached in
lieu of the translation.

In accordance with the Patent and Trademark Office Notice of August 15, 1980, also
enclosed is a completed Form PTO-A820 (Form PTO-1449).

Respectfully submitted,

LIS okl

Indranil Chowdhury, Esq.
Registration No. 47, 490
Attorney for Applicants
Tel. No. (281) 980-0259

Attn: Apurva M. Bhansali
Softex, Inc.

9300 Jollyville Rd.

Suite 201

Austin, TX 78759

Dated: July 11,2006

Enclosures

DELL EXHIBIT 1002
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PTO/SBIOBA (08-03)

Approved for use through 07/31/2006. OMB 0651-0031

. U.8. Patent and Tradermark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlass it contains a valid OMB control number.

Substitute for form 1449/PTO comp lete if Known
Application Number TBA
Filing Date 1, 2006
INFORMATION DISCLOSURE | iercmars—thme i Bramear
STATEMENT BY APPLICANT  #tum TBA
(Use as many sheets as necessery) Examiner Name TBA
\_sheet |1 I o I Attomnay Docket Number |SOFP:115US
U. S. PATENT DOCUMENTS
Examiner | Cite Document Number Publication Date Name of Patentes or Pages, Columns, Lines, Where
Initials® No.! MM-DD-YYYY ‘Applicant of Cited Document Relevant Passages or Relevant
Number-Kind Code? = Figures Appear
US-5.715,174 02/03/1998  [Cotichini et al.
YS 5 764,892 06/09/1998 [Cain et al.
US- 5,802,280 09/01/1998  |Cotichini et al.
US- 5,044,758 B1 06/12/2001  [Solymar et al.
YS- 6,269,392 B1 07/31/2001  |Cotichini et al.
US- 5,300,863 B1 10/09/2001  |Cotichini et al.
Us-§,507,914 B1 01/14/2003 |Cain et al.
US- 20020194500 12/19/2002 |Bajikar
US- 20030172306 09/11/2003 |Cain et al.
US- 20030005316 01/02/2003 |Girard
US- 20050216757 A1 09/29/2005 |Gardner
uUs-
us-
us-
us-
us-
us-
us-
us-
FOREIGN PATENT DOCUMENTS
Examiner | Cite | Foreign Patent Document Publication Name of Patentee or Pages, Columns, Lines,
Initials* No.! Date Applicant of Cited Document | Where Relevant Passages
s . . MM-DD-YYYY Or Ralevant Figures Appear | T¢
Country Code” Number " “Kind Code” (¥ known)
Examiner Date
Signature ' Considered
- Tnital i reference considerod, whether or not citation 1s in conformance with MPEP 609, Draw ine through atation if not in conformance and not

considered. nclude copy of this form with next communication to applicant. ' Applicant's unique citation designation number (optional). 2gae Kinds Codes of
USPTO Patent Documents at www.usplo.qov or MPEP 801.04. 3 Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). * For
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. ®Kind of document by
the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. °Applican1 is to place a check mark here if English language
Translation is attached.

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14, This collection is estimated to take 2 hours to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sant to the Chief Information Officer, U.S. Patsnt
and Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND

TO: Commissioner for Patents, P.Q. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 (1-800-786-9199) and select option 2.
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99861

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information uniess it displays a valid OMB control number.
SOFP:115US

PTO/SB/0S (09-04)
Approved for use through 07/31/2006. OMB 0651-0032
U.S. Patent and Trademark Office. U.S. DEPARTMENT OF COMMERCE

b. A copy from a prior application (37 CFR 1.63(d))
for continuation/divisional with Box 18 completed)
i. DELETION OF INVENTOR(S)
Signed statement attached deleting invertor(s)
name in the prior application, see 37 CFR
1.63(d)(2) and 1.33(b).

6.[_] Application Data Sheet. See 37 CFR 1.76

7.] cD-ROM or CD-R in duplicate, large table or
puter Program (Appendix)
Landscape Table on CD

8. Nucleotide and/or Amino Acid Sequence Submission
(if applicable, items a. - c. are required)
a. Computer Readable Form (CRF)
b. Specification Sequence Listing on:

i. 1 cD-ROM or CD-R (2 copies); or
il D Paper

c. D Statements verifying identity of above copies

:m UT | L | TY Attormey Docket No.
3 PATENT APPLICATION Firt Inventor Apurva M. Bhansal
O TRANSMITTAL Title Electronic Device Security ...
\_(Onlyfor new nonprovisional applications under 37 CFR 1.53(b)) Express Mail Label No. |EQ112282385U8 W,
Commissioner for Patents
APPLICATION ELEMENTS ADDRESS TO: P.O. Box 1450
See MPEP chapter 600 conceming utility patent application contents. Alexandria VA 22313-1450
1. Fee Transmittal Form (e.g., PTO/SB/17)
T g T T sssing ACCOMPANYING APPLICATION PARTS
2. Applicant claims small entity status. O . ~
See 37 CFR 1.27. 9. Assignment Papers (cover sheet & document(s)) a 8
3. Specification [Total Pages 66 ] . B y—
Both the claims and abstract must start on a new page Name of Assignee, ~t
(For information on the preferred arangement, soe MPEP 608.01(a)) - o0
4, Drawing(s) (35 U.S.C. 113) [Total Sheets 79 ] N b
—_— o~
5. Oath or Declaration . (Tota/Sheets___ 6 ] | 10. [_] 37 CFR 3.73(b) Statement [7]Power of !
a. [ ] Newly executed (original or copy) (when there is an assignee) Attorney - -

11. ] Engtish Translation Document (i applicabls)

12, lnfoBtion Disclosure Statement (PTO/SB/08 or PTO-1449)
Copies of citations attached

13. D Preliminary Amendment

14. Return Receipt Postcard (MPEP 503)
(Should be specifically itemized)

15. D Certified Copy of Priority Document(s)
(if foreign priority is claimed)

16. [] Nonpublication Request under 35 U.S.C. 122(b)(2)(B)(i).
Applicant must attach form PTO/SB/35 or equivalent.

17. D Other:

D Continuation Divisional

Prior application information:

18. Iif a CONTINUING APPLICATION, check appropriate box, and supply the requisite information below and in the first sentence of the
specification following the title, or in an Application Data Sheet under 37 CFR 1.76:

D Continuation-in-part (CIP)

Examiner _Tolentino, Roderick

of prior application No.:10/928,161..... ...........
Art Unit: 2134

19. CORRESPONDENCE ADDRESS

D The address associated with Customer Number:

OR D Correspondence address below

Name Apurva M. Bhansali
Softex, Inc.
Address 3300 Jollyville Rd., Suite 201
City Austin State | 7x Zip Code |7a759
Country USA. Telephone |(781) 207-5327 Fax  |(281)207-5327
Signature Date | July 11, 2006
Name . 4 Registration No.
| (Print/Type) Indranil Chowdhury (Attomey/Agent) 47,480 D

This collection of information is required by 37 CFR 1.53(b). The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidertiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/SB/17 (01-06)

Approved for use through 07/3172006. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
cgnder the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number

Complete if Known )
pursuant to the Consolidated Appropriations Act, 2005 (H.R. 4818).

FEE TRANSMITTAL [

For FY 2006 First Named Inventor | Apurva M. Bhansali
=R N 5 - Examiner Name TBA
Applicant claims small entity status. See 37 CFR 1.27 o —
TOTAL AMOUNT OF PAYMENT | ($) 1925 Attormney Docket No. | SOFP:115US

METHOD OF PAYMENT (check all that apply)
DChﬂc’& Credit Card DMoney Order DNone I:]omr (pleasc identify):

Deposit Account Deposit Account Number: 503361 Deposit Account Name:_Indranil Chowdhury, P.C.
For the above-identified deposit account, the Director is hereby authorized to: (check all that apply)
DCharge fee(s) indicated below D Charge fee(s) indicated below, except for the filing fee

Charge any additional fee(s) or underpayments of fee(s) i -
under 37 CFR 1.16 and 1.17 Credit any overpayments
WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit card

information and authorization on PTO-2038,
FEE CALCULATION (All the fees below are due upon filing or may be subject to a surcharge.)

1. BASIC FILING, SEARCH, AND EXAMINATION FEES

FILING;EE;lS " SEARC? F EIEES EXAMINATIO{\IEFEES
mall Entity | i Small Enti
Application Type Fee($)  Fee($) Fee ($) w Fee ($) w Fees Paid ($)
Utility 300 150 500 250 200 100 500
Design 200 100 100 50 130 65
Plant 200 100 300 150 160 80
Reissue 300 150 500 250 600 300
Provisional 200 100 0 0 0 0
2. EXCESS CLAIM FEES Small Entity
Fee Description Fee (8) Fee ($)
Each claim over 20 (mcludmg Reissues) 50 25
Each independent claim over 3 (including Reissues) 200 100
Multiple dependent claims ‘ 360 180
Total Claims Extra Claims Fee($) Fee Paid ($) Multiple Dependent Claims
52 -200rHP = 32 x 25 = 800 Fee ($) Fee Paid ($)
HP = highest number of total claims paid for, if greater than 20.
Indep. Claims Extra Claims Fee ($) Fee Paid ($)
-3orHP = 5 x 100 = 500

HP = highest number of independent claims paid for, if greater than 3.

3. APPLICATION SIZE FEE ) )

If the specification and drawings exceed 100 sheets of paper (excluding electronically filed sequence or computer
listings under 37 CFR 1.52(e)), the application size fee due is $250 ($125 for small entity) for each additional 50
sheets or fraction thereof See 35 U.S.C. 41 )(1)((}) and 37 CFR 1. 16$ ).

Jotal Sheets Sheets each additional 50 or ion thereof Fee ($) Fee Paid ($)
145 -100= 4_5 150 = ___J_,____(rounduptoawtmlenumber) X 125 = 125

4. OTHER FEE(S)

Fees Paid ($)
Non-English Specification, $130 fee (no small entity discount)
Other (e.g., late filing surcharge):
LSUBMITTED BY
Signature w W (&ﬁg&nﬁrw}ye‘;wo'ﬂ,@o Telephone (281) 207-5327
Name (Print/Type)| indranil Chowdhury Date July 11, 2006

This collection of information is required by 37 CFR 1.136. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete,
induding gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of ime you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

APPLICATION NUMBER FILING OR 371(c) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE
11/484,100 07/11/2006 Apurva Mahendrakumar SOFP:115US
Bhansali

CONFIRMATION NO. 7749

Apurva M. Bhansali
Softex, Inc.

Suite 201

9300 Jollyville Rd.
Austin, TX78759

Title: Electronic device security and tracking system and method

Publication No. US-2006-0253904-A1
Publication Date: 11/09/2006

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication
pursuant to 37 CFR 1.211, et seq. The patent application publication number and publication date
are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases
via the Internet at www.uspto.gov. The direct link to access the publication is currently
http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the
publication to applicant. A copy of the publication may be obtained from the Office upon payment
of the appropriate fee set forth in 37 CFR 1.19(a)(1). Orders for copies of patent application
publications are handled by the USPTO's Office of Public Records. The Office of Public Records
can be reached by telephone at (703) 308-9726 or (800) 972-6382, by facsimile at (703) 305-8759,
by mail addressed to the United States Patent and Trademark Office, Office of Public Records,
Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions
and the dates of receipt of correspondence filed in the Office, may also be accessed via the
Internet through the Patent Electronic Business Center at www.uspto.gov using the public side of
the Patent Application Information and Retrieval (PAIR) system. The direct link to access this
status information is currently http://pair.uspto.gov/. Prior to publication, such status information is
confidential and may only be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling
the Patent Electronic Business Center at 703-305-3028.

Pre-Grant Publication Division, 703-605-4283
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PTC/SB/08a (05-07)

Approved for use through 09/30/2007. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 11484100

Filing Date 2006-07-11

INFORMATION DISCLOSURE

First Named Inventor | Bhansali

STATEMENT BY APPLICANT [~ — 2134

( Not for submission under 37 CFR 1.99)

Examiner Name Zand, Kambiz

Attorney Docket Number SOFP:115US

U.S.PATENTS | Remove |
. . . . Pages,Columns,Lines where
E)l(gm*lner Cite Patent Number Kind Issue Date Name of Patentee or Applicant Relevant Passages or Relevant
Initial No Codet of cited Document .
Figures Appear
1 5680547 1997-10-21 Chang
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS | Remove|
Examiner| Cite Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
- Publication Number . Relevant Passages or Relevant
Initial No Code’| Date of cited Document .
Figures Appear
1 20030051090 A1 2003-03-13 Bonnett et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.l Add |

FOREIGN PATENT DOCUMENTS |Remove|

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Numbers Code? j Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 WO098/43151 WO A1 1998-10-01 Cotichini et al. []

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS |Remove|
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o . . )
e (book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s}, TS
Initials No . . .
publisher, city and/or country where published.
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Application Number 11484100

Filing Date 2006-07-11
INFORMATION DISCLOSURE First Named Inventor | Bhansali
STATEMENT BY APPLICANT AU
.. nit 2134
( Not for submission under 37 CFR 1.99)
Examiner Name Zand, Kambiz

Attorney Docket Number SOFP:115US

If you wish to add additional non-patent literature document citation information please click the Add buttonl Add |

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Application Number 11484100

Filing Date 2006-07-11

INFORMATION DISCLOSURE

First Named Inventor | Bhansali

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Art Unit 2134

Examiner Name Zand, Kambiz

Attorney Docket Number SOFP:115US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)}2).

[ ] See attached certification statement.
[[] Fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

None

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Charles C. Claunch/ Date (YYYY-MM-DD) 2007-07-09

Name/Print Charles C. Claunch Registration Number 51,221

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.0.1 DELL EXHIBIT 1002
Page 165 of 659




Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the

application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an application
which became abandoned or in which the proceedings were terminated and which application is referenced by either a
published application, an application open to public inspections or an issued patent.

9.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 1954040
Application Number: 11484100
International Application Number:
Confirmation Number: 7749

Title of Invention:

Electronic device security and tracking system and method

First Named Inventor/Applicant Name:

Apurva Mahendrakumar Bhansali

Correspondence Address:

Apurva M. Bhansali

Softex, Inc.

Suite 201

9300 Jollyville Rd.

Austin X 78759
us 2812075327

Filer:

Charles Christopher Claunch

Filer Authorized By:

Attorney Docket Number: SOFP:115US
Receipt Date: 09-JUL-2007
Filing Date: 11-JUL-2006
Time Stamp: 23:02:25

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:
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Document - . File Size(Bytes) Multi Pages
Document Description File Name : |
Number P /Message Digest | Part/.zip| (if appl.)
, 18995
. . SOFP115US_TransmittalLett
1 Miscellaneous Incoming Letter = no 2
er_|DS.pdf
8197a35ce9b14cbb8aeff452a1d065ef9
4cb92e3
Warnings:
Information:
4162847
2 Foreign Reference WQ09843151.pdf no 114
7c0fdcedid728e8bebc893b489b3acsbe
368493b
Warnings:
Information:
, 49739
. . SOFP115US_TransmittalFor
3 Miscellaneous Incoming Letter = no 1
m_|DS.pdf
5bbd8a7afbdbe34da6474ddc80e2c6e2
81966d60
Warnings:
Information:
Inf tion Discl Stat t 787181
4 O Flog . oen SOFP115US_IDS.pdf no 4
( ) b4abaabc26de0a783186b6d266b179ef
ebd569e2
Warnings:
Information:
Total Files Size (in bytes): 5018762

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.

DELL EXHIBIT 1002
Page 168 of 659




IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of: Docket No.: SOFP:115US
Apurva M. Bhansali et al. Art Unit: 2134

Serial No: 11/484,100 Examiner: Zand, Kambiz

Filed: July 11, 2006 Conf. No.: 7749

For: Electronic Device Security and Tracking System and Method

INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
Alexandria, Virginia 22313-1450

Dear Sir:

This Information Disclosure Statement is submitted in compliance with 37 C.F.R. §§ 1.56
and 1.97 through 1.98. This Information Disclosure Statement is being submitted before the
mailing of a first Office action on the merits and therefore no fee is required.

Record is attached of published art for consideration during prosecution of the above-
identified patent application. No representation is made or intended that a search has been made,
or, if made, was complete, or that no more pertinent art that than listed is available. It is
expected that the Patent and Trademark Office will conduct an independent search for relevant
prior art.

Unless otherwise indicated, or unless references cited are U.S. patents or patent
application publications, a full text copy of the entire reference of published art is attached.
Where specifically indicated, an equivalent English language patent or publication is attached in

lieu of the translation.
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In accordance with the Patent and Trademark Office Notice of August 15, 1980, also
enclosed is a completed form PTO/SB/08a (Form PTO-1449). The Commissioner is authorized
to charge any fee that may be required by this Information Disclosure Statement to Deposit

Account No. 503361 in the name of Indranil Chowdhury, P.C., referencing SOFP:115US.

Respectfully submitted,
/Charles C. Claunch/

Charles C. Claunch
Reg. No. 51,221
Indranil Chowdhury
Reg. No. 47,490
Attorneys for Applicants

Chowdhury & Georgakis, P.C.
Phone Num.: (281) 207-5327
E-mail: Ichowdhury@cgiplaw.com
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PCT

WORLD INTELLECTUAL PROPERTY ORGANIZATION
International Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 0 :

GO6F 1/00 Al

(11) International Publication Number:

(43) International Publication Date:

WO 98/43151

1 October 1998 (01.10.98)

(21) International Application Number: PCT/CA98/00278

(22) International Filing Date: 24 March 1998 (24.03.98)

(30) Priority Data:
08/826,098
08/871,221

us
us

24 March 1997 (24.03.97)
9 June 1997 (09.06.97)

(63) Related by Continuation (CON) or Continuation-in-Part
(CIP) to Earlier Applications

uUs 08/826,098 (CIP)
Filed on 24 March 1997 (24.03.97)
uUs 08/871,221 (CIP)
Filed on 9 June 1997 (09.06.97)

(71) Applicant (for all designated States except US): ABSOLUTE
SOFTWARE CORPORATION [CA/CA]; 304 — 1212 West
Broadway, Vancouver, British Columbia V6M 3V1 (CA).

(72) Inventors; and

(75) Inventors/Applicants (for US only): COTICHINI, Christian
[CA/CA]; PH6 — 1188 Richards Street, Vancouver, British
Columbia V6B 3E6 (CA). FRASER, Cain [CA/CA]; #208
— 1159 Main Street, Vancouver, British Columbia V6A 4B6
(CA). ASHWORTH, David, G. [CA/CA]J; 3810 Regent Av-

enue, North Vancouver, British Columbia V7N 2C4 (CA).
LIVINGSTON, Peter [CA/CA]; 19318 — 118 B Avenue,
Pitt Meadows, British Columbia V3Y 2P7 (CA). SOLY-
MAR, Gabor [CA/CA]; 35 Whalings Circle, Stittsville, On-
tario K2S 1S4 (CA).

(74) Agents: KNOX, John, W. et al.; Fetherstonhaugh & Co.,
Vancouver Centre, Suite 2200, 650 West Georgia Street,
P.O. Box 11560, Vancouver, British Columbia V6B 4N8
(CA).

(81) Designated States: AL, AM, AT, AU, AZ, BA, BB, BG, BR,
BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, FI, GB, GE,
GH, GM, GW, HU, ID, IL, IS, JP, KE, KG, KP, KR, KZ,
LC, LK, LR, LS, LT, LU, LV, MD, MG, MK, MN, MW,
MX, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK, SL,
TJ, TM, TR, TT, UA, UG, US, UZ, VN, YU, ZW, ARIPO
patent (GH, GM, KE, LS, MW, SD, SZ, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), Eurcpean
patent (AT, BE, CH, DE, DK, ES, FI, FR, GB, GR, IE, IT,
LU, MC, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI,
CM, GA, GN, ML, MR, NE, SN, TD, TG).

Published
With international search report.

(54) Title: METHOD AND APPARATUS TO MONITOR AND LOCATE AN ELECTRONIC DEVICE USING A SECURED

INTELLIGENT AGENT VIA A GLOBAL NETWORK
(57) Abstract

A system for locating and monitoring electronic
devices utilizing a security system that is secretly and
transparently embedded within the software, firmware,
or hardware of a computer. This security system initiates
the client computer to periodically and conditionally call
a host system to provide unique identifying indicia and
location information. In one embodiment, the security
system calls the host through a public switched telephone
network (PSTN) and transmits the indicia in encoded
form. In an alternative embodiment, which may be
incorporated concurrently with the PSTN application,
the security system calls the host system through the
Internet and provides the host with indicia encoded
within the DNS query sent. The host system is able
to identify the calling computer from the indicia and
is able to physically locate the computer through either
caller identification or by referencing the Internet links
which were used to connect the calling computer with
the host system.

= ADIni inpianied vis hMriwale, sivers. frrnesfS ftuch 26 ROM, Fiash ROM. EPROM, microprocesson
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AL
AM
AT
AU
AZ
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METHOD AND APPARATUS TO MONITOR AND LOCATE
AN ELECTRONIC DEVICE USING A SECURED INTELLIGENT AGENT
VIA A GLOBAL NETWORK

RELATED APPLICATIONS

This application is a continuation-in-part application of
co-pending U.S. application Serial No. 08/826,098 filed on March
24, 1997 which is a continuation-in-part application of
copending application Serial No. 08/558,432 filed November 15,
1995 which is a continuation-in-part of Serial No. 08/339,978
filed November 15, 1994; continuation-in-part application of co-
pending U.S. application Serial No. 08/871,221 filed on June 9,
1997 which is a continuation-in-part application of copending
application Serial No. 08/558,432 filed November 15, 1955 which
is a continuation-in-part of Serial No. 08/339,978 filed

November 15, 1994.

BACKGROUND OF THE INVENTION

Many electronic devices, such as laptop computers and
cellular telephones, are becoming more compact and portable.
While such portability is extremely convenient for the user, it
has given rise to an increased risk of theft. These electronic

devices are often very expensive and are easily lost or stolen.

Previously, attempts have been made to provide means for
retrieving lost or stolen items of various types. The simplest
approach is marking the item with the name and the address of
the owner, or some other identification such as a driver's

license number. If the item falls into the hands of an honest
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person, then the owner can be located. However, this approach
may not deter a thief who can.remove visible markings on the

device.

Password protection schemes are of dubious value in
discouraging theft or retrieving an item. Although the data can
be protected from theft, the computer hardware cannot be found
or retrieved. Another approach has been to place a radio
transmitter on the item. This has been done in the context of
automobile anti-theft devices. The police or a commercial
organization monitors the applicable radio frequency to try to
locate a stolen vehicle. This method is not suitable for
smaller items such as cellular telephones or laptop computers.
First, it is inconvenient to disassemble such devices in order
to attempt to install a transmitter therein. Second, there may
not be any convenient space available to affix such a
transmitter. Furthermore, a rather elaborate monitoring
service, including directional antennas or the like, is required

to trace the source of radio transmissions.

It is therefore an object of the invention to provide an
improved means for tracing or locating smaller lost or stolen
objects, particularly laptop computers, cellular telephones,
desktop computers and other small, portable electronic devices
or expensive home and office electronic equipment. It is also
an object of the invention to provide an improved means for
tracing such electronic devices which can be installed without

disassembly or physical alteration of the devices concerned.

It is a further object of the invention to provide an
improved means for locating lost or stolen items, this means
being hidden from unauthorized users in order to reduce the risk

of such means being disabled by the unauthorized user.
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It is a still further object of the invention to provide an
improved means for locating lost or stolen items which actively

resist attempts to disable the means by an unauthorized user.

It is a still further object of the invention to provide an
improved means for inexpensively and reliably locating lost or

stolen items.

This invention also overcomes disadvantages associated with
the prior art that may interfere with the operating system or
running applications. This is accomplished by disposing the
means for initiating communication with a host system in the
firmware such as on the ROM BIOS or the modem component of a
client electronic device. This security system operates
independently of the operating system running on the electronic

device.

In addition, a feature whereby the security system
transmits through the Internet is disclosed. This feature
enables the security system to initiate a call to the host
monitoring system even when the client is simultaneously running
a different Internet application. This represents an advantage
over the prior art including co-pending Continuation-in-Part
Application {(Serial No. 08/558,432), which is hereby
incorporated by reference, which could not transmit while an
application was using the modem since interference could alert
the user to the presence of the security system. This security
system operates independently of the operating system running on

the electronic device.

SUMMARY OF THE INVENTION

This invention relates to a security apparatus and method
for retrieving lost or stolen electronic devices such as
portable computers, PCs (including stolen components such as

CPU, hard drives, etc.), cablevision devices, personal digital
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assistants (PDAs), cellular telephones, etc. This invention
enables electronic devices to.be surveyed or monitored by
implanting thereon an intelligent agent with a pre-defined task
set. This agent communicates with a preselected host monitoring
system which is capable of multiple services including; tracing
location, providing identifying indicia such as an electronic
serial number (ESN), and electronically notifying the end
user/owner of its location. The agent hides within the
software/firmware/hardware of the electronic device, and
operates without interfering with the regular operation of the
device. According to one embodiment of the invention, the Agent
is disposed on the ROM BIOS of the electronic device and the
BAgent takes control of the electronic device and its facilities
during its boot-up. According to another embodiment of the
invention, the Agent is disposed on the modem component of the
electronic device and the Agent operates independently of the
electronic device. Another embodiment of the Agent is on the
processing unit (e.g., microprocessor) of the electronic device.
Yet another embodiment of the Agent is a hardware
implementation, such as hard-wired circuitry or a single
integrated circuit. The Agent is further designed to evade
detection and resist attempts to disable it by an unauthorized

user.

The invention overcomes disadvantages associated with the
prior art by yielding a security device for small computers,
cellular telephones and the like which can be programmed as
firmware onto the non-volatile memory (such as ROM BIOS, ROM,
Flash ROM, EPROM, EEPROM or the like) of such devices.
Accordingly, no physical alteration is necessary or apparent to
a thief. The existence of the security device is well cloaked
and thus it cannot be readily located or disabled even if the
possibility of its existence is suspected. Apparatuses and

methods according to the invention can be very cost effective,
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requiring relatively inexpensive modifications to software or

hardware and operation of relatively few monitoring devices.

According to one aspect of the invention there is provided
an electronic device with an integral security system. The
security system includes means for sending signals to a remote
station at spaced apart intervals of time. The signals include
identifying indicia for the electronic device. The means for
sending signals includes a telecommunicaticns interface
connectable to a telecommunications system, and means for
dialing a preselected telecommunications number. In an
alternative embodiment, signals are sent through a global
network interface. This can be accomplished via the standard
public telecommunications'system which may be linked to a global
network service provider, or through a private network (LAN)
link to the global network. The remote station includes a
telecommunications receiver having the preselected
telecommunications number. The remote station and the
electronic device may also simultaneously be connected through

the global network.

In one embodiment of the invention the electronic device is
a computer, and the means for sending signals includes means for
providing signals to the telecommunication interface to dial a
preselected telecommunication number and send the identifying
indicia. The telecommunication interface may be a modem. The
means for providing signals may include security software
installed as a firmware onto the non-volatile memory {such as
ROM BRIOS, ROM, Flash ROM, EPROM, EEPROM, or the like) of the
computer, a software program, a micro-code program, a digital
signal processor {("DSP") program or a built-in function of the

operating system.

The security system may be recorded on the boot sector of a

hard disk, on a hidden system file such as I0.S8Y¥S, MSDOS.SYS,
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or alternatively on the ROM BIOS of

The security system

functions without interfering with the operating system or any

running applications.

whenever the electronic device is powered on or reset.

loaded before the operating system.

The security system is loaded into memory

It is

Alternatively, the security

system may be recorded on the Flash ROM of the modem component

of the electronic device.

The security system functions

independently of the main processor of the electronic device.

Consequently,

the security system as provided in either the ROM

BIOS or the modem Flash ROM is operating system independent.

The Agent may be implemented in the firmware or software of

any electronic device,
Agent may be implemented in any
an electronic component such as
the computer. Furthermore, the
be implemented in the circuitry
of establishing a communication

receiving packets of data.

such as a computer.

Alternatively, the

component of a computer, as with
the DSP in a modem or the CPU in
functionality of the Agent may
of any hardware device capable

link through sending and

There is provided according to another aspect of the

invention a method for tracing lost or stolen electronic devices

whereby a telecommunications interface is connectable to a

telecommunications system at a first telecommunications station.

The method includes providing the electronic device with means

for sending signals to the telecommunications interface.

The

means is instructed by the agent to send first signals to the

telecommunications interface that then calls a remote

telecommunications station.

encoded identification (serial number)

Upon detecting an incoming signal,

These first signals contain the

of the sending computer.

the remote computer

determines the identification of the sending computer by

decoding its serial number,

and can retrieve the caller phone
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number from the Telephone Company. The remote computer compares

the serial number with a predefined listing of serial numbers of

reported lost or stolen computers. The call will only be

answered if the sending computer is on the predefined list. In

an alternative embodiment, this call filtering feature can be

removed and the remote computer will answer all incoming calls.

In an alternative embodiment, if the remote computer
answers the incoming call then the means for sending signals
automatically sends second signals to the telecommunications
interface. The telecommunications interface then transmits
identifying indicia for the device as well as any other

pertinent information to the remote telecommunications station.

There is provided according to another aspect of the
invention a method for tracing lost or stolen electronic
articles through a global network such as the Internet. The
client computer sends DNS queries that contain encoded
identification information to a remote station through the
Internet. The remote station receives the queries and decodes
the encoded identification information in order to determine if
the client computer matches an entry on a list of reported lost
or stolen computers. If so, the host sends a predefined
response to the client computer indicating that it should
initiate a traceroute to provide the host with the Internet
communication links connecting the client computer to the host.
Additionally, when the client computer receives this predefined
response from the host it immediately attempts to contact the

host via the telecommunications system.
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BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and advantages will become apparent
by reference to the following detailed description and

accompanying drawings, in which:

FIG. 1 is a functional block diagram of a preferred
embodiment of the electronic article surveillance system in

accordance with the teachings of this invention.

FIG. 2 is a simplified illustration of the functional block
diagram of FIG. 1 for the purpose of showing an illustrative

embodiment cof the present invention.

FIG. 3 is an illustrative embodiment in the form of a
flowchart of the process by which the operating system and agent

are able to start up and run simultaneously.

FIG. 4A is an illustrative embodiment in the form of a
flowchart showing the Agent's work cycle according to an

embodiment of the invention.

FIG. 4B is an illustrative embodiment in the form of a
flowchart showing the routine for determining PCMCIA support in

the electronic device.

FIG. 4C is an illustrative embodiment in the form of a

flowchart showing the modem call routine initiated by the Agent.

FIG. 5 is an illustrative embodiment in the form of a

flowchart showing the Agent startup loading seguence.

FIGS. 6A, 6C and 6D are illustrations of alternatives to
loading of the Agent.

FIG. 7A is a schematic block diagram illustrating the
alternate embodiment of Segmented Agent. FIG. 7B is a flow

chart of the Segmented Agent process.
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FIGS. 8A~-F are block diagrams illustrating the alternate

embodiment of Modem Agent.

FIG. ¢ is an illustrative embodiment in the form of a
flowchart of a process by which the host identification and
filtering subsystem identifies and filters out unwanted calls

from agents.

FIG. 10A is a schematic showing an illustrative embodiment
of the encoding/decoding method whereby the monitoring service

would have to subscribe to 60 telephone numbers.

FIG. 10B is a schematic showing an illustrative embodiment
of the encoding/decoding method whereby the monitoring service

would have to subscribe to 300 telephone numbers.

FIG. 11A is an illustrative embodiment in the form of a
flowchart of a process by which the host telephone monitoring

subsystem exchanges data with an agent.

FIG. 11B is an illustrative embodiment in the form of a
flowchart of a process by which the host Internet monitoring

subsystem exchanges data with an agent.

FIG. 11C is an illustration of a manner in which the client
identification is encoded within the host name according to one

aspect of the invention.

FIG. 12 is an illustrative embodiment in the form of a
flowchart of the process by which the host notification
subsystem, contained within the host computer, notifies end-

users of the status of monitored devices.

FIGS. 13A and B are schematic diagrams illustrating the
embodiment in which the Agent resides in the CPU.
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FIG. 14 is an illustrative embodiment in the form of a
flowchart showing the conventional method of booting up a
personal computer with alternative loading points for the agent

security system shown in broken lines.

FIG. 14A is an illustrative embodiment in the form of a
flowchart showing a method for startup locading of an agent
security system according to an embodiment of the invention

wherein the operating system boot sector is loaded with the

agent.

FIG. 14B is an illustrative embodiment in the form of a
flowchart wherein the hidden system file I0.SYS or IBMBIO.COM is
modified to be locaded with the agent.

FIG. 14C is an illustrative embodiment in the form of a
flowchart wherein the partition boot sector is modified to be

loaded with the agent.

FIG. 14D is an illustrative embodiment in the form of a

flowchart wherein the agent security system is ROM BIOS based.

FIG. 14F, 14G are portions of an illustrative embodiment in
the form of a flowchart showing the agents' work cycle according

to an embodiment of the invention.

FIG. 14F1 is a portion of an illustrative embodiment in the
form of a flowchart showing the agents' work cycle for the

Internet application.

FIG. 14H is an isometric view, partly diagrammatic, of the

physical structure of a computer disc.

FIG. 15 is a schematic showing an illustrative embodiment
of the encoding/decoding method whereby the monitoring service

would have to subscribe to 60 telephone numbers.
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FIG. 15A is a schematic showing an illustrative embodiment
of the encoding/decoding method whereby the monitoring service

would have to subscribe to 300 telephone numbers.

FIG. 16 is a drawing showing some elements which may be

installed in conjunction with a PC.

FIG. 17A is a drawing showing ID number that are associated

with elements which may be installed in conjunction with a PC.

FIG. 17B is a high level flow diagram showing steps used by

an agent tracking associated element ID numbers.

FIG. 18A is a high level diagram showing the elements and

steps of creating and storing a validation key the first time.

FIG. 18B is a high level diagram showing the elements and

steps of creating and checking a validation key.

FIG. 19 is a high level diagram showing the elements and
steps of creating and checking a validation key against stored

databases.

FIG. 20 is a high level diagram showing computrace agent

elements associated with a birth certificate file.

FIG. 21 is a high level diagram showing an event loop of a

secure protocol component.

FIG. 22 is a high level diagram showing basic protocol of

the secure protocol component.

FIG. 23 is a high level diagram of the steps used by the

secure protocol component.

SUBSTITUTE SHEET (RULE 26)
DELL EXHIBIT 1002
Page 183 of 659



10

15

20

25

30

WO 98/43151 PCT/CA98/00278

12
DESCRIPTION OF THE PREFERRED EMBODIMENTS

System Overview

Referring to FIG. 1, the preferred embodiment of the
electronic article surveillance system is comprised of three
main components: (1) client device A consisting of any one of
the electronic devices shown which have been implanted with the
agent; (2) A telecommunication link B such as a switched
communications system, the Internet, radio tower, satellite and
cable networks; and (3) The host monitoring system C which
controls the communications between the client device A and the

host monitoring system C.

Referring to FIG. 1, the client device can be a cablevision
device A2, laptop computer A3, or other type of electronic
device A4 including a cellular telephone or personal digital
assistant (PDA). However, for illustrative purposes, the client
device consists of a client computer Al attached to modem M.

The host monitoring system C sends and receives data packets
from the client computer Al over a suitable bi-directional
transmission medium, such as a common telephone line L1.
Telephone line L1 couples the client computer Al to the host
monitoring system C and the host computer 3 through Public
Switched Telephone Network Bl (Telephone Company). The host
computer 3 notifies the appropriate parties C3 (owner O, law
enforcement agency, or monitoring company) of the status of the
client device A wvia suitable communication means such as
electronic mail N1, fax N2, telephone N3 or pager N4. Host
monitoring system C also identifies and can filter incoming
calls Cl, and provide processing, auditing and communication

functions C2.

In another embodiment of the invention cablevision device

A2 is connected to cablevision network B2 via cable L2. This
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cable L2 further connects cablevision network B2 to the host

monitoring system C.

In another embodiment of the invention laptop computer A3
is connected to radioc tower B3 via radio frequency (RF)
transmissions L3. These RF transmissions are received by

satellite dish S at the host monitoring system C.

In another embodiment of the invention electronic device A4
is connected to satellite B4 via microwave signal L4. Microwave
signal L4 further connects satellite B4 to satellite dish S at

the host monitoring system C.

In yet another embodiment of the invention client computer
Al is connected to private network (such as a LAN) B7 which is
connected to a global network such as the Internet B5 via leased
line L5. The connection between client computer Al and private
network B7 can be provided through wireless connection L8.
Leased lines L5 and L7 can, according to one embodiment of the
invention, transmit data to and from client computer Al
digitally. Host computer 3 is also connected to the Internet
B5. In an alternative embodiment of this global network or
Internet application, client computer Al can alternatively, or
simultaneously, be coupled to the Internet B5 through modem M
which connects client computer Al to telephone line L1.
Telephone line L1 connects to Public Switch Telephone Network
(PSTN) Bl which provides access to Internet provider B6 (such as
AOL, Netcom, etc.) via telephone line 1L6. Internet provider B6
provides access to Internet B5 via leased line L7.
Alternatively, client computer Al may be linked directly to
Internet provider B6 via wireless communication link LY.
Although this aspect of the invention is described in the
context of the Internet, it will be understood by one of
ordinary skill in the art that the application of this invention

to any currently existing of future global network is
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contemplated herein. Further, although the Internet aspect of
this invention is described and illustrated with respect to
client computer Al it should be understood that the Internet
application is readily applicable to the other described devices
(including laptop computers, cablevision networks, cellular
telephones, personal digital assistants, and other electronic

devices).

Referring to FIG. 2, the host monitoring system C has two
monitoring subsystems: telephone monitoring subsystem 9z and
Internet monitoring subsystem 9y. Telephone monitoring
subsystem 9x monitors information transmitted via telephone line
1 from client computer 10 which has an agent installed thereon.
Internet monitoring subsystem 9y monitors information
transmitted via the Internet 93 from client computers 10 which

have agents installed thereon.

Telephone monitoring subsystem 9x includes voice board 2,
host computer 3a, hard disk controller 4, hard disk 5, CRT 6,
keyboard 7, and printer 8. Host computer 3a is coupled to a
suitable display device, such as CRT 6, keyboard 7, and printer
8. The keyboard 7 permits the operator to interact with the
host monitoring system C. For example, the operator may use
keyboard 7 to enter commands to print out a log file of the
clients that have called into the system. The host computer 3a
illustratively takes the form of an IBM personal computer. The
source codes for the host monitoring system C, in Visual C++ by
Microsoft, are disclosed in copending Application Serial Nos.
08/826,098 and 08/558,432 and are incorporated herein by

reference.

Telephone line 1 is connected to the host computer 3a by a
voice board 2 which is adapted to receive and recognize the
audible tones of both caller ID and dialed numbers transmitted

via the telephone line 1. Client computer 10 is connected to
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modem 9 via serial ports 9b. Host computer 3a is connected to
voice board 2 via data bus 2a. The modem 9 and voice board 2

are connected to telephone line 1 which is routed through Public
Switched Telephone Network (PSTN) %c in accordance with a
conventional telephone system. Client computer 10 and modem 9
form a first telecommunication station, while computer 3 and
voice board 2 form a second, or remote telecommunications
system. The host monitoring system C sends and receives data

packets from client computer 10.

Ring signals are received on phone line 1 as an input to
voice board 2. 1In an illustrative embodiment of the invention,
voice board 2 may take the form of the DID/120, DTI/211, and
D/12X voice boards manufactured by Dialcgic Corporation. The
voice board 2 is operative to recognize the ring signal. Then
it receives the caller ID and dialed numbers and converts them
into corresponding digital signals. As explained in greater
detail below, in one embodiment of the invention, the dialed
numbers provide in encoded form the unique serial number of the
client computer. Host computer 3a decodes the encoded serial
number for comparison against a list of reported lost and stolen

computers stored in hard disk 5.

In an illustrative embodiment of the invention, the hard
disk controller 4 may comprise memory control boards
manufactured by Seagate Tech under the designation Hard Disk
Controller. The hard disk controller 4 is particularly suitable
to control the illustrative embodiment of the hard disk memory 5

manufactured by Seagate Tech under their designation ST-251.

Similarly, the Internet monitoring subsystem 9y is
comprised of a host computer 3b, hard disk controller 9%e, hard
disk 9f, CRT 9g, keyboard Sh, and printer 9i. The host computer
3b is coupled to a suitable display device such as CRT monitor

9g, keyboard Sh, or printer 9i.
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Leased line 9k connects host computer 3b to the Internet
93. Client computer 10 is connected to modem 9 via serial port
9b. Modem 92 and host computer 3b may be connected to the
Internet 93 by an Internet provider 9o which uses a
communication link such as Serial Line Interface Protocol
(SLIP), or Point to Point Protocol (PPP). Alternatively, or
simultaneously, client computer 10 may be connected to the
Internet 9j through private network (LAN) 9p having gateway to
the Internet or the equivalent. In alternative embodiment,
client computer 10 may be linked to Internet provider %o and
private network 9p via wireless links L9 and L8 respectively.
For illustrative purposes, the communication link is a SLIP
link. The Internet monitoring subsystem 9y sends and receives

data packets from client computer 10 over the Internet 9j.

Domain Name Service (DNS) queries from the agent that are
transmitted through the Internet 9j are received as input to the
host computer 3b. Host computer 3b extracts the host name from
the DNS query, and then extracts and decodes the agent
identification (serial number) from this host name. Host
Internet monitoring computer 3b uses the decoded agent
identification for comparison against a list of reported lost
and stolen computers stored in hard disk 9f. The Internet and

DNS queries are discussed in more detail below.

According to one embodiment of the invention, the unique
identification associated with each electronic device can be an
Electronic Serial Number (ESN). These ESN codes can comprise a
string of alphanumeric characters that can be encrypted and
encoded. The ESN can be generated randomly by a central
delegating body to assure that each electronic device has an ESN
that is unique. The ESN can be permanently associated with an
agent security system to enable the unidue identification of the

electronic device in which the agent is installed.
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The agent 1s a software program such as a terminated stay
resident program, VXD (Virtual Device driver program),
application program (such as Windows service or Windows NT
service), or a file filter program. The Agent is installed on
hardware, software, or firmware. Some alternative methods of
installation are described in co-pending U.S. Application Serial
No. 08/558,432 which is hereby incorporated by reference. Once
the Agent is installed it will report its identity and its
location to the host after specified periods of time have
elapsed, and upon the occurrence of certain
predeterminedconditions. This is further illustrated in co-

pending U.S. Application Serial No. 08/558,432.

Referring now to Fig. 2, once the Agent is installed and
running it will periocdically (every four hours) report its
identity and location on the Internet 93 to the Internet
monitoring subsystem 9y. The Agent can also concurrently report
its identity and location to the telephone monitoring subsystem
9% through PSTN 9c after specified periods have elapsed, and

uponthe occurrence of certain pre-determined conditions.

Internet and DNS Queries

The Internet is a collection of networks linked together by
IP routers and high-speed digital links. Computers which have
access to one of these networks can run Internet applications to
send and retrieve digitally recorded files such as audio and
video files. Some of the popular Internet applications are
Netscape (used to surf the web), Eudora (for e-mail), Telnet
(for logging on to another computer, ping (Internet utility for
checking the status of a particular machine). These Internet
applications can be run simultaneously. Thus, a computer can be

running client programs such as Eudora and Netscape and at the
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same time operate as an FTP Server (File Transfer) for other
clients that want to transfer. files. The applications share the

same communications links to the Internet and computer resources

(CPU and memory). Thus, multiple applications can
simultaneously run without interfering with each other. There
is, however, a resultant diminishing effect on performance. The

agent of the instant invention would have virtually no effect on
the performance of other applications since it transmits such a

small data packet.

Each computer linked to the Internet has a unique Internet
host name/IP address. Computer networks comprising one or more

of these computers are also given names to form a hierarchical

naming structure. For instance, the web site for IBM is
"www.lilbm.com." The prefix "www" is the name of the computer
(server) which is attached to the ibm.com network. Addresses

could be coded using numbers, but this would make administration
of the Internet extremely difficult. Instead, a method
providing for the mapping of Internet host names to network
addresses was implemented. This mapping system is the Domain
Name System (DNS). It is a distributed, hierarchical
administrative system. At the top of the hierarchy is the root
domain containing the top-level domains (com, edu, net, ca, us,
etc.). At the bottom end is a domain name such as
cs.berkeley.edu. which corresponds to the computer science
department of the University of California at Berkeley. Each
domain has more than one authoritative server that can map its

Internet host name to its IP (numerical) address.

If a user wants to access the site at
www.psmith.cs.berkeley.edu from the address
pliving.absolute.com, the user would first input
www.psmith.cs.berkeley.edu. into his web browser. The web

browser would then send a DNS query to the absolute.com
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authoritative server to determine if the desired address had
been recently resolved (DNS resolutions are cached to enhance
the performance of the DNS system). If the absoclute.com DNS
server cannot resolve this address, then the next DNS server up
the chain is checked (the DNS server at the "com" level). If
that higher level server also cannot resolve the address, then
the root server directs the process down the chain to the top-
level "edu" DNS server. If the "edu" DNS server cannot resolve
the address, then the DNS server at berkeley.edu is contacted.
Ultimately, a DNS server is found that can determine the
appropriate IP address based on the Internet host name. The IP
address is provided to the web browser to enable communication

with www.psmith.cs.berkeley.edu.

Once the desired IP address has been determined, packets of
data can be sent across the Internet through IP routers. These
IP routers can read the numerical addresses and determine where
to send each packet. Each IP router has a unique IP address.
Typically, several IP routers need to be contacted to link a
user with his desired Internet site. As explained in more
detail below, the traceroute routine provides a listing of all
IP routers used to enable communication between a client and

host.

Functions of the Agent

The Agent may be implemented in the firmware or software of
any electronic device, such as a computer. Alternatively, the
Agent may be implemented in any component of a computer, as with
an electronic component such as the DSP in a modem or the CPU in
the computer. Furthermore, the functionality of the Agent may

be implemented in the circuitry of any hardware device capable
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of establishing a communication link through sending and/or

receiving packets of data.

One of the important functions of the agent is to contact
the host monitoring system C to report the identity, location,
and other information relating to its associated client computer
10. The agent has to determine the appropriate time for it to
call the host monitoring system C. The agent can contact the
host monitoring system C through the PSTN 9c connecting to the
telephone monitoring subsystem 9x, or through the Internet 9]
which connects the Internet monitoring subsystem 9y. Thus, the
agent can communicate with a host monitoring system C using
either the Internet or the PSTN techniques. Alternatively, the

agent may rely concurrently on both techniques.

FIG. 3 is a flow chart of the agent work cycle. This work
cycle describes the method by which the Agent is loaded when the
client computer 10 is initially turned on or reset, and the
manner in which the operating system and the agent run
concurrently. In this illustrative embodiment, the Agent is
embedded in software. Once the client computer 10 is powered on
11, it performs a power on self-test (POST) 12. The POST tests
the system hardware, initializes some of the devices for
operation, and loads the master boot record (MBR) 13. Since the
MBR was installed with an Agent subloader, the subloader is
loaded into memory 14 and executed. The subloader's first task
is to load the Agent into memory 15 (which is discussed in
detail below in reference to FIG. 5.) Then the subloader loads
the operating system (0S) into memory 16 and returns control to
the operating system. Now both the operating system 17 and the

Agent 18 are running simultaneously.

a. PSTN
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In the PSTN application, once the Agent is running 18, it

will determine the appropriate time to call the host 19. The
time period in which the Agent is waiting for the appropriate
time to call the host is the "active" periocd. The Agent will
only call the host when a pre-defined time periocd has elapsed,
or when a pre-determined event has occurred which triggers the
client to contact the host. Every one-eighteenth of second the
Agent compares the current date and time with the date and time
that the Agent is due to call the host. If the Agent determines
that it is time to call the host it will transfer to "alert"

mode.

In alert mode the Agent will attempt to call the host
eighteen times per second until it is successful. Once in alert
mode, the Agent does a thorough search within the computer to
find free (not currently being used by any running application)
communication equipment 20. In an illustrative embodiment, the
communication egquipment comprises a modem 9. It is contemplated
herein that different communication mechanisms (i.e., modem,
satellite link, RF link, etc.) can be provided at several of the
communication ports. In such a scenario, the Agent would poll
the communication ports (corresponding to the different
communication mechanisms) to find free communication equipment.
If the Agent fails to find any free equipment, then the Agent
will abort its attempt to call the host and repeat the cycle 18
within one-eighteenth of a second. However if the Agent locates
free communication equipment, it will call the host 21. Upon
receiving a call from the client computer 10, the host examines
the Agent identity, which according to the preferred embodiment
is the serial number of the client computer, and determines if a
connection should be established 22. The host establishes a
connection when the serial number of the computer contacting the
host matches an entry on a list of reported lost or stolen

computers. In an alternative embodiment, this call-filtering
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feature is eliminated and the host system establishes a
connection whenever there is an incoming call. The list of
reported lost or stolen computers is maintained within the host
monitoring system C. If the host does not accept the call then
the Agent will not call back until the next appropriate time
(after predetermined time period has elapsed) 18. If the host
accepts the call, then the Agent will send the host its encoded
identity (such as its ESN), location (caller ID), any relevant
serial numbers of computer components, such as CPU, hard drive,
BIOS and any other desktop management interface (DMI) and any
other pertinent information such as local date and time 23. The
Agent then checks if the host has any data or commands for the
client 24. If the host has no data or commands toc be sent, then
the Agent will terminate the call and repeat the cycle 18.
Otherwise, the host will send the data or commands 25 before it
terminates the call, and returns to "active" mode 18. This work
cycle is described in much greater detail below with reference

to FIGS. 14F, 14F1 and 146G.

In the Internet application, which can run alone or
concurrently with the PSTN application, the Agent initiates a
call to the host at relatively short predetermined intervals.
According to the preferred embodiment, in its "active" mode the
Agent calls the host every four hours 18a. The Agent uses the
current time and the unique Agent identification to encode an
Internet host name 18b. The Agent then forms a DNS request
using the encoded Internet host name 18c. The Agent sends this
DNS request to the host through the Internet 18d. If the
agent's attempt to send the DNS request to the Internet times
out 18h after a predetermined time period has elapsed, the Agent
will sleep for one minute and then repeat the cycle from step

18b. If the call fails due to another error (such as the
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absence of Winsock facilities which enable communication with
the Internet, and/or the failure of the computer to be
configured for TCP/IP communication) 18e then the Agent will
repeat the cycle four hours later 18a. 1In this way, the Agent

inherently checks for the existence of an Internet connection.

After sending its DNS request, the Agent waits for a
response. Upon receiving a valid response from the host 18e,
the IP address is extracted from the response and compared
against a reference IP address 18f. In this illustrative
embodiment of the invention the reference IP address is
"204.174.10.1". If the IP address equals "204.174.10.1" then
the agent's mode is changed from "active" to "alert™ on the
Internet side 18g. The host will send this reference IP address
only when it has determined that the Agent identification
matches one of the entries on a list of reported lost or stolen
computers stored at the host. If the IP address extracted from
the host response does not equal "204.174.10.1" then the Agent
remains in active mode and does not call the host for another

four hours.

As will be explained in more detail below, when the Agent
goes into "alert"” mode in the Internet application, the Agent
initiates a traceroute routine which provides the host with the
Internet communication links that were used to connect the
client computer to the host. These Internet communication links
will assist the host system in tracking the client computer.
The IP address of the source of the DNS query is sent to the
host within the DNS query. However, if the source of the query
is transmitted through a "proxy" server, then the IP address of
the client computer (which may not be unique since it may not
have been assigned by the InterNIC) will likely be insufficient
to track the location of the client computer. In such a

scenario, it is necessary to determine the addresses of other IP
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routers that were accessed to enable communication between the
client and the host. These addresses and the times that they
were accessed are comparéd with internal logs of the proxy
server that record its clients' Internet access history. In
this way, the client can be uniquely identified and located.
Additionally, the transfer of the Internet application into
"alert" mode is a condition that triggers the transfer of the

PSTN application to “"alert" mode.

The system remains transparent to an unauthorized user via
implementation of well-known deflection methods. Attempts to
read or write to the location where the Agent has been installed
are deflected in order to prevent discovery of the agent. When
read attempts are made to the Agent location the system
generates meaningless bytes of data to be returned to the user.
When write attempts are made to the location where the Agent is
installed, the client computer accepts the input data and
informs the user that the write has been successful. However,
the data is not really stored, and thus the Agent is preserved.
The Agent, in order to remain hidden to the user, will not
interfere with any running applications unless designed to

interfere.

Detailed Operation of Agent Work Cycle

Referring to FIG. 5, the Agent startup and loading sequence
is described. The computer 10 is powered on and the loading
sequence begins 700. As is well known in the art, the machine's
start-up ROM procedure 701 in the computer 10 begins when the
power 1s turned on. This process supervises the booting up and
loading of the operating system of the computer. It performs
the power-on self-test (POST) 702, in fact POST is carried out

on every reset of the system, including the time when the power
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is first turned on. This test has two purposes: it performs a
quick test 703 of the basic elements of the system; and it
initializes the major hardware components for use. POST tests
all of the ROMs on the system board by performing a checksum.
This test adds together all of the bytes in the ROM module. As
is does the addition, it discards any carry from the 8-bit
result. If the final result is zero, the ROM passes the test.
The initialization is done immediately after POST, it checks for
new egquipment and extensions to ROM 704. If it finds any 706,
it momentarily turns control over to the ROM extensions so that
they can initialize themselves. By design, the ROM Agent is a
ROM extension, therefore its initialization routine will receive
control 707 from the computer during the machine's start-up ROM

procedure.

Once activated the Agent takes control of the whole
computer 708. If it determines that it should call the Host
computer, it follows the processes described in reference to
FIG. 4A, 4B and 4C. Basically, it finds a free communication
port, establishes a communication link to the Host, sends its
identity then relingquishes control back to the machine's start-
up ROM procedure. After POST ended 713, the machine's start-up
ROM procedure loads the operating system from disk 714, and

passes control to it 715.

Referring to FIG.4A, a flow chart is provided which
describes one embodiment of the Agent work cycle in accordance
with this invention. The Agent looks for communications ports
to be used. There are two types of communications ports: the
old by popular communications ports are called COM; and the new
PCMCIA ports calledPCMCIA. Since COM is the more popular than
PCMCIA, the Agent first looks for COM communications ports 322-

338, if no COM communications ports are found then it will look
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for PCMCIA ports 338-350. To look for COM communications ports,

the Agent checks all COM port.addresses using COM port address
table 333 to see if they exist 335. The first one encountered
will be dynamically hooked 336 into by swapping the appropriate
interrupt handler and unmasking the appropriate interrupt
request line. If an error occurs, the next port will be checked
338,334 until either a valid COM port is found or the COM port
address table has been exhausted 338. If the COM communication
port responds properly, then attempt to check if a modem is
currently connected to this COM communications port via issue of
the Hayes compatible AT command 339. if the modem does not
exist, then the next port will be checked 338. If the modem

exists it will respond with an "OK" to the AT command 341.

If no COM ports are found or if no modems are connected to
COM communications ports and if BIOS supports PCMCIA modem 340,
the Agent attempts to locate PCMCIA communications ports 340-
350. The Agent searches for PCMCIA communications ports and
PCMCIA modems in steps 342-350 in a fashion similar to the way
it searches for COM communications ports 322-338. If no PCMCIA
support 1is enabled 340 or no PCMCIA ports are found, the Agent
will stop 358.

After a functional communications port and a modem are
found regardless of their type the Agent will attempt to
initialize the modem by sending it modem initialization strings
351-353 using strings from a table of initialization strings.
If the modem does not respond with an "OK" 355, this indicates
that the initialization attempt failed 356. If the
initialization attempt failed, then the next set of strings in
the table will be tried 354, and so on until a valid set of
initialization strings is found, or the modem initialization
string table is exhausted 356 at which point, the Agent will
stop 358.
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buring the system boot process, when the Agent stops at
358, it relinquishes control back to the machine's start-up ROM

procedure (see step 715 in FIG. 5).

FIG. 4B describes in detail how the Agent detects whether
PCMCIA support is enabled. It does this by checking to see if
the computer is using a PCI BIOS 387, and the Cirrus PD6729 PCI
Controller chip 389. If these features and chip set are
detected, the Agent checks for port conflict 390 and wake up the
Cirrus PCI Controller 391. The Agent makes an I365_IDENT call
to PCMCIA Contrcller to identify the chip further 39%2. Such
I365 IDENT call is also made to the PCMCIA Controller even if
the PCI BIOS and Cirrus PCI Controller are not present. The
PCMCIA Controller chip is then initialized 393, if the chip is
initialized successfully then PCMCIA support is enabled 395,
otherwise PCMCIA support is not enabled 388. Once a valid and
available communications port has been found, and it has been
verified that a functional modem is associated with that port,

the system will attempt to dial out to the remote host 357 (see
also 370 in FIG. 4C).

Referring to FIG. 4C, the Modem Call routine 370 is illustrated.
A dial string table 372 is used 371 to attempt the call since a
PBX or switchboard etc. may need to be exited wvia a dialing
prefix. If successful 373-374, the CONNECT result code (numeric
or letters) from the modem will be received by the client 374.
The Agent also decrements the offset in the dial string table so
that the next time the machine is powered on or reset, the
current dial string will be used. The host will send a signal
("Query") to the client requesting its serial number. If the
client does not receive the "Query" signal 379 it will abort
384, reset the communication port and modem 385, and repeat the
cycle 334, 343. If the client receives the "Query" signal, then
the serial number is sent 380. At this point,
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telecommunications have been established and the agent-host
transaction begins. If the transaction succeeds, the resultant
state will be "active", otherwise it will be "alert". If a "NO

DIALTONE" or "BUSY" event occurs 375-376, the offset in the Dial
String Table will be incremented 378 so that the next dial
string will be attempted the next time the machine is powered on

or reset.

The Agent to remote host transaction involves the sending
of the computer serial number 380 via the telephone company or
carrier service. The "Caller ID" is implicitly received by the
remote host (typically during the initial telecommunications
event "RING"). Upon the occurrence of the event "CONNECT", the
host sends the client a vendor specified message called "QUERY"
379 which in effect tells the client to send its serial number
380. This involves the host acknowledging that it has received
381 and processed 383 the serial number thereby validating it.
The client will attempt this call a pre-defined number of times
382 before it gives up (disconnects, cleanups, unhooks port 384,
resets communication port and modem 385, repeats the cycle 300).
At this point, the modem disconnects 384, and any other cleanup
necessary occurs (such as changing the date of the last call to
the present). Finally, the resultant state will be reset to
"active" and the Agent will remove all traces of it in memory to
avoid being detected by unauthorized users. The Agent then
stops 386. During system start-up, when the Agent stops, the
machine's start-up ROM procedure continues to scan for the next

ROM extension (see step 712 in FIG. 5.)

If the computer that called in was not reported stolen, no
further action with regard to the computer system that called in
will be taken. If, however, the serial number transmitted to
the remote Host matches one of the serial numbers on a currently

valid list of stolen computers, further processing will occur to
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facilitate the recovery of the missing equipment. Such
processing includes, but is not limited to, placing either an
automatic or manual call to the local authorities in the
vicinity of the missing equipment or the owner of such

equipment.

Instead of making a modem call via the PSTN, the BIOS Agent
may be configured to communicate with the host monitoring server

via the internet in a similar fashion as explained in reference

to FIG. 3.

Referring to FIG. 3G, a dial string table 140 is used 139 to
attempt the call since a PBX or switchboard may need to be
exited using a dialing prefix. The dial string is sent 141, and

if successful, the CONNECT result code (numeric or letters) from

the remote host server will be received by the client 143. The
host will send a signal ("Query") to the client regquesting its
serial number. If the client does not receive the query signal

148 it will abort 149 and repeat the cycle 117. If the client
receives the "Query" signal, then the serial number is sent to
the host 151. At this point, telecommunications have been
established and the client-server transaction begins. If the
transaction succeeds, the resultant state will be "active”,
otherwise the state of the PSTN application will still be in
"alert" mode. If, for some reason, a "NO DIALTONE" event
happens 144, a delay will occur 147 and the next dial string 141
will be attempted again. If the line is "BUSY" 145, then a
redial attempt 146 will occur using the same dial string for a
predefined number of attempts or until a telecommunications
connection is made, whichever occurs first. If there is no
connection made pursuant to the sending of the dial string and
if no dial tone or busy signal is received, then the call

attempt is aborted 142.
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The client to remote host server transaction involves the
sending of the computer serial number 151 via the telephone
company or carrier service. The "Caller 1D" is implicitly
received by the remote server (typically during the initial
telecommunications event known as "RING"). Upon the
telecommunications event called "CONNECT", the remote host
server sends the agent security system client a vendor specific
message called "QUERY" 148 which in effect tells the client to
send the serial number. This step is particularly significant
in an alternative embodiment of the invention wherein the serial
number is not sent via the dialed numbers. The step of sending
this serial number 151 requires the server to acknowledge that
it has received 152 and processed 154 the serial number
(validating it). If the appropriate acknowledgment is not
received, the client computer will attempt to send its serial
number a predefined number of times 153 before it gives up
(whereby it disconnects, cleans up, unhooks port 127, 155 and
returns to "alert" mode 156). Once the server has acknowledged
that it has received and processed the serial number and any
other information sent by the client, the modem disconnects 160.
Any other cleanup necessary (such as changing the date of the
last call to the present) will also be done here 160. Finally,

the resultant state will be reset to active 161.

If the serial number of the computer that called in does
not match with any of the reported lost or stolen computers, no
further action will be taken. If, however, the serial number
transmitted to the remote host server matches one of the serial
numbers on a current list of lost or stolen computers, further
processing will occur to facilitate the recovery of the missing
equipment. Such processing includes, but is not limited to,
automatically or manually placing a call to the local
authorities in the vicinity of the missing equipment, or the

owner of such equipment.
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Instead of making a modem call via the PSTN, the BIOS Agent
may be configured to communicate with the host-monitoring server

via the Internet in a similar fashion as explained in reference

to FIG. 2.

Operation of Agent Work Cycle Using a Global Network

Referring now to Fig. 14Fl, a flow chart is provided which
describes in detail the background process operations relating
to the Internet application. The background process wakes up
every four hours 200. It uses the current date and time
together with the agent identification (serial number) to encode
an Internet host name 205. This encoded host name is used in
forming a DNS query 206 to be sent to the host Internet
monitoring subsystem 9y. After sending this DNS query to the
host Internet monitoring subsystem 9y through the Internet 207,
the agent waits for a response 208. If an error is found 208a
due to a missing DLL or poor TCP/IP configuration, Or an error
other than a timeout, then the agent will wait four hours and
repeat the cycle 200. If no response is received after a
predetermined time period has elapsed, the agent will sleep for
one minute 209 and then send another DNS gquery 205. Upon
receiving a valid response from the host Internet monitoring
subsystem 9y, the Internet Protocol (IP) address is extracted
210. If this IP address equals "204.174.10.1" 211 then the
background process sets the agent's mode to alert 212. If the
IP address does not equal "204.174.10.1" 211, then the agent
remains in active mode and does not attempt to send another DNS

query to the host for four hours 200.

Once the agent is in alert mode it initiates a traceroute
213 to provide the host with the Internet communication links

which connect the client computer to the host. The transfer of
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the Internet application to alert mode also triggers the
transfer of the PSTN application to alert mode. Once the PSTN
is in alert mode, the agent attempts to call the host telephone
monitoring subsystem 9x to report its status (identification,
location, and other information) through the PSTN eighteen times

per second until it is successful.

The following is a discussion of how the traceroute routine
operates within the Internet to provide the Internet links which
connect the client computer to the host. The Internet is a
ccllection of local area networks joined by IP routers. These
IP routers read the numerical destination address of the IP
packet sent by each computer linked to the Internet and decrease
the Time to Live (TTL) field (used to age a packet) of the
packet before sending it to the next appropriate router.
However, if the TTL field is zero, the router will return the

packet to the source computer with a fail error code.

A traceroute 1s performed by doing multiple pings from the
computer 10 to the host Internet monitoring subsystem 9y. The
TTL field is incremented from one for each ping. The first ping
is sent with a TTL value of one. It will fail at the first
router and the first router address will be determined since the
IP packet which will indicate the address of the first router
will be returned to the source (client) computer. The second
ping will then be sent with a TTL value of two. If this call
fails then the second router address will be determined. This
process is continued until the ping succeeds. By saving each
router address, a trail of routers linking the client computer
with host Internet monitoring subsystem 9y is created. This
route, representing the sequence of Internet communication links
between the computer and the host, is then transmitted to the
host Internet monitoring subsystem 8y which saves this

information on disk.
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The client computer then performs an arp to resolve the mac
address which is transmitted to the server. This information
can be used to help track the computer as a mac address 1is a
unique number stored in Ethernet LAN cards. It is possible for
an ip address to change, but the mac address is constant for the

life of the Ethernet LAN card.

First, the "owner" of the source IP address (corresponding
to a certain router (LAN) used) will be determined. This is
accomplished by presenting the linking information (complete
linking information between the client computer and the host is
provided pursuant to the traceroute) to the appropriate Internet
governing body, such as InterNIC, which is responsible for
delegating IP addresses. According to the preferred embodiment,
this query can be performed by sending a telnet command to the

InterNIC including the address that needs to be queried.

Once the owner of an IP address is determined by guerying
the InterNIC, the retrieval process can continue. The owner,
which may be an independent service provider (such as AOL,
Netcom, etc.), is contacted and the date/stamps saved by the
Internet monitoring subsystem 9y are compared with the ISP's
server logs which are used for billing. These logs generally
contain extensive details relating to the owner, time, and date
that a particular IP address was used. These logs may be stored
in TACACS or RADIUS databases that are created from Cisco or
Livingston terminals respectively. Thus, the location from
which the client computer called the host through the Internet

may be determined.

If the DNS query fails, or the returned address is 204.174.10.1,
or the traceroute fails the client attempts to establish a web
session with the absolute web server. It first tries to
establish the session directly, then it tries any available web

proxy server.
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If it cannot establish a web session, it tries to establish an
ftp session. The client first tries to establish the ftp

session directly, then it tries any available ftp proxy server.

Once a web session or ftp session has been successfully
established, the sessions are used as secure, encrypted
transport sessions. These sessions allow the secure

transmission of dos commands and data files.

The dos commands are executed on the client with the results
returned and displayed on the server. This facility would allow
an authorized user to search for files on the client, upload
those files from the client to the server, and irreversibly

erase the files from the client computer.

Referring to FIGS. 14F and 14G, the following is a detailed
description of the agent work cycle with respect to the PSTN
application. Once the system is powered on 117 a timer
interrupt will occur 18.2 times per second. Every eighteen
timer interrupts, the complementary metal-oxide semiconductor
(CMOS) real-time clock will be accessed, and the time and date
will be stored for comparison with the previous real-time clock
access. If the date and/or time changes towards the future, no
action will be taken to track the time displacement. In this
way the agent determines whether it is time to call the host
118. Thus if the current date has advanced far enough into the
future (past the date and time to call the host), the agent
security system will change its mode of operation from active to
alert whereby calls will be regularly attempted (eighteen times
per second) until a call is made and a transaction with the host
server has been completed. If the system time has been
backdated, a modal change from active to alert will occur. This
feature safeguards against a thief disabling the agent by
backdating the client so that the agent does not call the host

for a long period of time.
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The communications ports are checked 119-125 (via a port
address table 120) to see if they exist. If the first one
encountered is not in use 123, it will be dynamically hooked 126
into by swapping the appropriate interrupt handler and unmasking
the appropriate interrupt request line. If an error occurs, Or
if a port is in use, the next port will be checked 124 until
either a valid port is found or the port address table has been
exhausted 125. If the port address table is exhausted then the
agent waits X seconds before trying to find an unused port

again. Appropriate cleanup routines restore "swapped" ports to

their initial settings.

If the communications port responds properly and a port is
actually hooked into 126, the system will attempt to connect to
a modem via issue of the Hayes compatible AT command 128. If the
modem does not exist, that port is unhooked 127, and the next
port is checked 124. If the modem does exist and if it responds
with an "OK" 129 to the AT command, the system will attempt to
initialize the modem by sending it a modem initialization string
130, 132 (from a table of initialization strings 131). If the
modem does not respond with an "OK" 134, this indicates that the
initialization attempt failed and the next string in the table
is tried 136. This process continues until a valid
initialization string is found 134, or the modem initialization
string table is exhausted 136 (at which point, the routine will
delay for some seconds then try again from the start by checking

for the next available port 121).

Once a valid and available communications port has been
found, and it has been verified that a functional modem is
associated with that port, the system will attempt to dial out

to the remote host server 137, 138.
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Installing and Loading the Agent

The agent is installed during a typical boot up seguence to
the operating system of a computer. FIG. 14 shows a boot-up
process for a typical personal computer. It should be
understood that this invention is applicable to other types of
computers and electronic devices presently available or as
marketed in the future with suitable modifications. The aspect
of the invention described below is the process of installing
the security software onto a portable computer. The method of
installation 1is crucial because the software must remain
undetectable once installed. Furthermore, the software should
be as difficult as possible to erase. In summary, the invention
achieves these objects by installing the software in such a
manner that it remains hidden to the operating system, such as

MS-DOS.

Four alternative ways of installing the agent security
system during the disk boot are illustrated in FIG. 14A-14D
respectively. A conventional boot up method is described in
detail in Appendix I. The system can also be installed with
MS.SYS or IBMDOS.COM, but these are more difficult and less
preferred than the three alternatives set out below. The
loading program TENDER (further described in the Appendix) can
be used to install the agent by one or more of these alternative
installation methods. Thus, the agent may be installed in a
variety of locations whereby second and third agents can provide
back up support for the primary agent. The four locations where

the agent can be installed on the client device are as follows:
1. The operating system boot sector- See FIG. 14A.

2. A hidden system file such as I0.8YS for MS-DOS or
IBMBIO.COM for PC-DOS- See FIG. 14B.
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3. The partition boot sector- See FIG. 14C.
4. The ROM BIOS- See FIG. 14D

Referring to FIG. 14A, the agent loading sequence is
described for loading the agent on the operating system boot
sector. The computer 10 is powered on and the loading seguence
begins 64. As is well known in the art, the computer 10
performs an initial testing routine to assure that all
components are working properly 65. Illustratively, the program
incorporated is the IBM-PC compatible Power-0On Self Test (POST)
routine. The partition boot sector is loaded 66. Next the
operating system boot sector with the installed agent is loaded
67. In an effort to maintain the transparency of the agent, the
CPU registers (corresponding to the current state of the
computer) are saved 68. Before the agent is installed there is
a check for a Remote Procedure Load (RPL) signature 69. If the
signature is present this indicates that the agent is already in
memory and will not be loaded again. However, if there is no
RPL signature then preparation is made to load the agent.

First, space is reserved for the agent at the ceiling of
conventional memory 70. Next, Interprocess Communication
Interrupt (2Fh) is hoocked 71, which enables communication with
other programs. Interrupt Eah, which is the disc input/output
handler, is hooked 72. The old timer interrupt is saved, and
new hook timer interrupt is put into place 73. ©Now the CPU
registers are restored 74 in order to maintain the transparency
of the system. The original operating system boot sector is
loaded 75. The original operating system had been moved to
accommodate the agent installation. Finally, the operating

system is loaded 76 and running 77 again.
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Referring now to Fig. 14B, the agent loading sequence is
described 78-91 for loading the agent on a hidden system file
such as I0.SYS for MS-DOS or IBMBIO.COM for PC-DOS. The
sequence 1is analogous to that disclosed above for the operating
system boot sector. However, instead of loading the agent with
the operating system boot sector, the agent is loaded with the

operating system file 82 (load modified I0.SYS or IBMBIOC.COM).

Referring to FIG. 14C, the agent loading sequence is
described 92-104 for loading the agent on the partition boot
sector. The sequence is analogous to that disclosed above for
the operating system boot sector. However, instead of loading
the agent with the operating system boot sector, the agent is

loaded with the operating system partition boot sector 94.

Referring to FIG. 6A, the Agent is implanted in the boot
sector of the computer's hard-disk 721. The Agent is loaded
into memory when the computer is turned on or reset 722. Once
active, the Agent executes in memory 723 until the computer is

powered down or reset.

Referring to FIG. 14D, the agent loading sequence 105-116 is
described for loading the agent via ROM BIOS. The sequence is
analogous to that disclosed above for the operating boot sector.
However, the Agent is locaded from the ROM after the CPU
registers are saved 107. At that time the ROM can take control
of the system and load the agent. Once the CPU registers are
restored 113, the ROM can no longer load the agent.

As is well known in the art, the computer 10 is performs an
initial testing routine to assure that all components are
working properly 65. Illustratively, the program incorporated
is the IBM-PC compatible Power-On Self Test ("POST") routine.
Next, in an effort to maintain the transparency of the Agent,

the CPU registers (corresponding to the current state of the
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computer) are saved 107. Before the Agent is installed there is
a check for a Remote Procedure Load ("RPL") signature 108. If

the signature is present, this indicates that the Agent is
already in memory and will not be loaded again. However, if
there is no RPL signature, then preparation is made to load the
Agent. First, space is reserved for the Agent at the ceiling of
conventional memory 1092. Next, Interprocess Communication
Interrupt (2Fh)is hooked 110 which enables communication with
other programs. Interrupt 13h, which is the disc input/output
handler, is hooked 111. The old timer interrupt is saved, and
new hoock timer interrupt is put into place 112. Now the CPU
registers are restored 113 in order to maintain the transparency
of the system. The original operating system boot sector is
loaded 114. The original operating system had been moved to
accommodate the agent installation. Finally, the operating

system is loaded 115 and running again 116.

Another configuration the BIOS Agent is shown in FIG. 6C.
the Agent is implanted into the computer's BIOS 731 and/or
bootstrap BIOS. When the computer is turned on or reset, the
Agent loads itself into memory and checks for an image of itself
on the computer's hard-disk 732. If an image of the Agent 1is
found, that image is refreshed 733 and run from the disk 734.

If an image is not found, one is created on the disk 735. The

newly created image is then loaded into memory and run from the

disk 734.

Turning to the operating system independent methods,
referring to FIG. 6E, the Agent is implanted into the computer's
BIOS 741 and runs directly from the BIOS 742. As more fully
discussed below, variations of the BIOS Agent may include
implanting the Agent in a DSP of a modem, a CPU of the
electronic device, a hard wired circuitry or an integrated

circuit in the electronic device.

SUBSTITUTE SHEET (RULE 26)
DELL EXHIBIT 1002
Page 211 of 659



10

15

20

25

30

WO 98/43151 PCT/CA98/00278

40
All of the above BIOS Agents may be configured to

communicate with the host monitoring server via modem call

and/or internet.

Variations on Loading the BIOS Agent

Four alternative ways of installing the Agent security
system during the disk boot were disclosed in co-pending U.S.
Application Serial No. 08/558,432 which is hereby incorporated
by reference. 1In one of the alternative methods of installation
the Agent was disposed on the ROM BIOS using hook interrupts and
saving and restoring CPU registers. That method required these
brute force techniques to enable the Agent to be compatible with
certain operating systems. Operating system independent Agents

are further disclosed herein.

Segmented Agent

Referring to FIG. 7A, an alternate embodiment of the
operating system independent BIOS Agent is described in which
the Agent 751 is segmented into two components. The Secure
Protocol Component (SPC) is implanted into the computer's BICS
752. The SPC handles device tracking function only 753.
Additional functions, such as asset and configuration
management, are handled by a High Level Component (HLC) that

resides on the computer's hard-disk 754 and run from the disk

755.

Referring to FIG. 7B, the embodiment of FIG. 7B is
described in greater detail. The SPC 757, upon recognizing
machine events and at specified intervals, checks to see whether
the Operating System is installed and active on the hard-disk
758. Events that can be recognized include Power Management

events and Plug-and-Play queries such as the ACPI (Advanced
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Configuration & Power Interface) adopted by Microsoft and other
developers or SMI (System Management Interface) adopted by Intel
and others. Power Management events are generated from the
hard-disk powering down, the CPU switching speeds, or the
display switching on or off. Plug-and-Play queries are received
from the Operating System when it is identifying devices
installed in the machine and loading drivers to control those
devices. If the SPC is able to communicate with the Operating
System, it determines if it is time to contact the Server 760.
It does this by checking a "counter" which is reset to a certain
value during bootup and then decremented with each check that is
performed. Any time the counter reaches 0 (zero), the SPC
contacts the Server 761. If the SPC is unable to establish a
communication link with the Operating System, it assumes that a
problem exists with the system and forces the counter to 0
(zero) 759. The SPC then immediately establishes a link to the
Server 761 by any of the means discussed before regardless of

the amount of time that has elapsed since the last connection.

Once a communication link has been established between the
SPC and the Server 762, the Server asks the SPC to identify
itself 763. The SPC responds with the ID of the device that is
being tracked 764. The Server then sends a request to the SPC
765 asking that it perform one or more tasks at a specified
future time (such as contacting the Server again). At the
appropriate time, the SPC responds to any such request 766. All
communications between the Agent and the Server will incorporate
data encryption 767 to provide an additional layer of security
and prevent the sophisticated and user from intercepting or
transmitting messages in an attempt to interfere with device
tracking. The Server will determine the location of the tracked
device with whatever means are available through the particular
communication service being utilized. For instance, if a link

were established over standard phone lines, Caller ID/ANI could
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be used to fix the location, or if a link were establish over

Internet, the ID address can be used to fix the location.

The capabilities of the software installed on the hard disk
would be based upon the needs of the customer and might include
advanced asset management or system administration functions.
The hard disk-based components of the Agent would perform in a
method similar to that of the SPC, contacting the Server at
specified intervals and transmitting data back and forth as

necessary to complete its scheduled tasks 769.

Alternatively, the SPC may be implemented in the CPU of the
computer 10, the DSP of the modem, or in the form integrated

circuits or hard wired circuits, as more fully addressed below.

The segmented Agent may be configured to communicate with

the host monitoring server via modem call and/or internet.

Modem Agent

Referring to FIG. 8A, according to another embodiment of
the invention, instead of installing the ROM BIOS of the
computer, the Agent is installed into the Flash ROM (or EPROM)
811l or DSP 812 of the computer modem, either on a plug-in card
or built-in on the motherbocard (810) of the computer. The Agent
can be imbedded into the modem Flash ROM (or EPROM 811) or DSP
812 by an installation utility that runs on the computer, or it
can be embedded into the modem Flash ROM or DSP by the
manufacturer. The Modem Agent can communicate with the Host
Monitoring System through the PSTN 813 at scheduled times
without the involvement of the PC processor. Thus, the Modem
Agent is independent of the software running on the computer

including the operating system.
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The Modem Agent enables a monitored computer to communicate
to the monitoring server even.if a new disk drive is installed.
This provides a much more secure method of tracing the location
of stolen computers where modifications are made to the
computers before they are used. In the case where computers are
stripped for parts, the Modem Agent will still be able to be
located. Integration of the Modem Agent onto the motherboard of
the computer will not allow the Modem Agent to become separated
from the motherboard, protecting the most important component of

the computer.

A. Modem Hardware Architecture

The hardware architecture consists of a programmable modem
either in a plug-in card 820 or a module 830 integrated onto the
motherboard 831 of the monitored computer as shown in FIG. 8B
and FIG. 8C respectively. Plug-in card based modems 820 are
usually programmable but can be removed from the monitored
computer. This prevents the modems from tracking the main
portion of the computer. Modem modules 830 integrated directly
onto the motherboard can not be removed from the main portion of
the computer. The modem module 830 is coupled to the CPU 832
and RAM 833.

The modem module 830 or plug-in card 820 will contain a
modem chip set 824, 834 that provides the modem communication
(encoding and modulation) and modem controller functions.
Depending on the manufacture the chip set, it may contain a
single or multiple DSPs and possibly a microcontroller. The DSP
will usually provide the communication software for encoding and
modulation. The microcontroller will usually provide the modem
controller software but some chips set provide two DSPs for both

functions. Along with the chip set the modem will contain RAM
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825, 835, a flash programmable EPROM 826, 836, A/D and D/A

converters 827, 837 as well as a POTS interface 828, 838.

The RAM is used by the modem chip set as its main memory.
The flash programmable EPROM is used to store the modem
software. A/D and D/A converters with the POTS interface allow

the chip set to send/receive signals over the analog PSTN phone

lines.

While the Modem Agent is described below in connection with
communications with the host monitoring server via modem call,
the Modem Agent may be configured with the additional and/or
alternate function of communicating with the host monitoring

server via internet.

B. Mcdem Agent Software Architecture

The Modem Agent resides on either a software upgradable ISA
of PCI modem card or a memory mapped/ISA mapped modem module
integrated on the mother board. These modems usually consist of
two software entities, the controller software 841 and the
communications software 842 as shown in FIG. 8D. The controller
software 841 contains the software that controls the interface
between the PC 845 and the communications software 842 as well
as the POTS interface 844. It allows application software to
communicate with and control the actions and parameters of the

communication software 842.

The communication software 842 contains the modem
communication functionality that provides the encoding and
modulation schemes employed during communications. The
communication software usually runs on a DSP while the
controller software usually runs on a separate microcontroller.

However, some modems use a single processor to provide both
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functions. The communications software is usually not

modifiable and is proprietary.to the manufacture of the modem

chip set.

A third software entity, the Modem Agent 843, must be added
to the modem software. The Modem Agent will reside on the
processor that contains the Modem controller or the Flash EPROM
or ROM. The Modem Agent will receive extended AT commands from
the Agent Configuration Utility 846. These extended AT commands
will be proprietary to the host monitoring service and will each
require a password. The Modem Agent will also be able to
communicate with the host monitoring server directly. This
capability will be provided by the call management function

within the Modem Agent. (See FIG. 8E and discussions below.)

The Modem Agent 843 will run in parallel to the modem
controller 841 such that no modifications to the manufacturer's
software in the modem controller will be required. The modem
controller will respond to the extended AT commands with
"ERROR". However, the Modem Agent will qualify the error
response with an extension response to indicate that the command
was recognized and executed correctly if the syntax of the
command and the password are correct. This will allow the
standard modem controller code to function as is and still allow

the Modem Agent to respond to commands.

Referring to FIG.8E, the Modem Agent 843 consists of three
main program components: the command interface module 801, the
command function module 802, and the call management function
module 803. The command interface module 801 will handle all
communications with the PC interface, in parallel with the modem
controller. This will allow the command module to communicate
with PC applications. Its functions will include
receiving/transmitting of controller characters from/to the PC

as well as AT command identification. The command interface
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module B0l supports extended AT modem commands that enable
control and configuration of the Modem Agent. Theextended AT
modem commands include but are not limited to: set ESN, set dial
strings, enable monitoring, disable monitoring, report status,
initiate monitoring call, and set local time. All of the
extended commands are password protected to prevent unauthorized

access and detection of the Modem Agent.

The commands function module 802 implements the
functicnality of the extended AT commands as well as functions
required to communicate to the monitoring server. This could
include call initialization, call scheduling, ESN

identification, status monitoring, mode management, etc.

The call management function module 803 will provide the
interface to the monitoring server. It will allow the command
module to communicate with the monitoring server. Its functions
will include receiving/transmitting of data from/to the
monitoring server and controlling the modem communication
inferface. The call management function module 803 contains the
Secure Protocol Component (SPC) of the Segment Agent as

described before.

C. Modem Agent Functions

The Modem Agent provides two sets of functions. Firstly,
to communicate with the PC's CPU, a set of extended AT commands
are required. Secondly, to communicate with the host monitoring

server, a set of functions are required.

1. Extended AT Commands

The Modem Agent supports extended AT commands to:
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a. set ESN

This command allows a configuration application to modify
the ESN number that the Modem Agent uses when connecting to the
host monitoring server. This command is used to configure new
Modem Agents as well as change the ESN when a new number has

been assigned to it.

b. set dial strings

This command allows a configuration application to modify
the number dialed when contacting the host monitoring server.
This command is used to configure new Modem Agents with the
correct dial-up phone number for the host monitoring server as

well as modify it if a change is required.

c. enable monitoring

This command allows a configuration application to enable
the monitoring service of the Modem Agent. This command is used
to re-enable monitoring if the service has previously been

disabled.

d. disable monitoring

This command allows a configuration application to disable
the monitoring service of the Modem Agent. This command is used
when the owner of the monitored PC wishes to terminate the

electronic device trace service. The command will turn off the
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Modem Agent functions and AT commands with the exception of the

enable monitoring command.

e. report status

This command allows a configuration application to report

the status of the Modem Agent.

f. force contact with Monitoring Server

This command allows an application to force the Modem Agent
to contact the host monitoring server. This command can be

used, for example, to test the Modem Agent configuration.

g. set local time

This command allows a configuration application to set the
current time on the Modem Agent. This is to allow the Modem

Agent to synchronize scheduled calling times to local time.

h. set Alert Mode interval

This command allows the interval of the alert mode (as

described before) to be set.

All commands are password protected. The Modem Agent is
shipped with a default configuration. The password accompanying
each command will be calculated from the argument of the

command. This will make the AT commands more difficult to
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defeat and will not allow the application communicating with the

Modem Agent to become out of sync with its password. The
calling application must take care to not send AT commands while

the modem is being used by another application.

2. Modem to Server Functions

For the Modem Agent to communicate with the host monitoring

server, a set of functions are required to:

a. contact and communicate with monitoring server

When monitoring is enabled, the Modem Agent calls the host
monitoring server's phone. The Modem Agent sends its ESN to the
host monitoring server. The host monitoring server tells the
Modem Agent when to call again. The Modem Agent calls back at
the scheduled time. A state diagram of the contact and

communication mechanism is shown in Figure B8F.

b. schedule communications with monitoring server

The Modem Agent is not able to schedule contact times on
its own because it does not have access to a real-time clock.
However, the Modem Agent is capable of measuring the passage of
time. Thus, there is a need to initialize the current date and
time in the Modem Agent upon power-up of the modem. This
function can be provided by the HLC in a segmented Agent
configuration described before, for example. If the modem Agent
does not receive from the HLC the current date and time within a
predetermined interval after power-up, then the Modem Agent will

enter alert mode and initiate contact with the host monitoring
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Server. When the Modem Agent contacts the host monitoring

server, it will verify the time last set by the Agent

Configuration Utility.

C. prevent modem contention

The Modem Agent does not interfere with the use of the

-modem by PC applications. Before calling the host monitoring

server, the Modem Agent ensures that the modem is not currently
in use. If a PC application starts to use the modem, as
indicated by the receipt of AT commands by the modem, then the
Modem Agent immediately drops any active call and immediately

relinquishes control of the modem to the PC.

d. active alert mode

The Modem Agent will enter alert mode when it has not
received communications with the Agent Configuration Utility of
configuration application within X minutes. The Modem Agent
will then immediately attempt to contact the monitoring server
and will continue to contact it every Y minutes until
communications from the Agent Configuration Utility are received
(set absolute time AT command). This mode is to prevent thieves
from removing the hard disk or reformatting the hard disk to

defeat the Agent tracing service.

CPU Agent

The Agent may be implemented in a CPU using an existing
technology in many current microprocessors which allows patching

of the microcode. The microcode is the architectural layer of
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the CPU which translates an external macrocode algorithm stored

in volatile or non-volatile memory into a microprocessor's
internal execution codes. Referring to FIG. 13A. the microcode
patch 90 is formatted and encrypted according to each specific
chip manufacturer's specifications. It is uploaded from the
BIOS 91 to a microcode patch area 93 and/or microcode storage 94
in the CPU 92, after reset, during the POST initialization of
the computer. The microcode patch 90 can implement all the
functions of the conventional algorithmic Agent. Referring also
to FIG. 13B? the Agent may take a similar form as the BIOS Agent
or the SPC of Segmented Agent described before. The SPC in the
microcode patch initiates communication with the modem 95
asynchronously of the normal code stream (i.e., of the operating
system or application program 96) via the logic unit and decoder

97 of the CPU 92.

Examples of microprocessors which allows for microcode
patching are the Pentium Pro and Pentium II processors developed
by Intel Corpeoration. ©Of course it is also possible to
implement the Agent in microcode or in logic circuitry inside
the CPU during the manufacturing process in addition to the

patching facility or exclusive of the patching facility of the
CPU.

The CPU Agent may be configured to communicate with the

host monitoring server via modem call and/or internet.

Hardware Agent

The Agent may be implemented in hard wired circuitry or a
single integrated circuit using existing technology which takes
an engineer's logic specification and translates into the data
which is used to program, build, or design the hardware device

or circuit. The hardware device or circuit would then execute
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according to the engineer's logic specification and perform the
functions of the Agent by establishing a communications link and
sending and receiving data packets in order to establish both
the identification and location of the electronic device within
which the hardware device or circuit is included, thereby

simulating the algorithmic function of the Agent.

Host Identification and Filtering System

The Host Identification and Filtering System identifies and
filters out unwanted calls from agents. FIG. 9%9is a flow diagram
of the host identification and filtering program executed by
host computer 3. Once the security program is executed 26, the
voice board waits 27 for the ring signal on the telephone line
1. When a ring signal is detected 28, the voice board 2
acknowledges the incoming call by sending a signal to the
telephone company 9B via telephone line 1 requesting that the
caller ID and the dialed numbers be sent to it. The voice board

then waits until these numbers are received 29, 30.

Once the caller ID and the dialed numbers have been
received, they are saved to the hard disk 31, 32. The security
program then compares the dialed numbers 33, which provide an
encoded version of the serial number of the client computer 10
(coding scheme explained in detail below), against a list of
serial numbers stored on the hard disk 4. If no match is found,
the program lets the phone ring until the client computer 10
hangs up the telephone line 34. 1In the preferred embodiment,
the client computer is programmed to hang up after 30 seconds of
unanswered ringing. However, if a match is found, the security
program routes the call to an appropriate receiving line
connected to a modem 35, which answers the call. In an

alternative embodiment, the host 3 answer all calls and the
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serial number of the client computer 10 is provided in a

separate subsequent call from.the client computer 10.

Encoding of the client computer serial number

Referring to FIG. 10A in one embodiment of the invention,

- the serial number of client computer 10 is encoded within the

dialed numbers it sends to the host 3. In the preferred
encoding methodology, the client computer transmits its six
digit serial number 170 to the host via a series of six complete
dialed phone numbers 172. The first eight dialed digits after
the first "1" are meaningless. The ninth dialed digit "N" 175,
indicates which digit position within the serial number that the
tenth dialed number corresponds to. The tenth dialed digit "D"
provides the Nth digit of the serial number. The host computer
3 receives the six complete dialed phone numbers 172 and decodes
them 173 by looking at only the ninth and tenth dialed digits.

The client computer serial number 174 is thus reproduced.

For example, in the sequence "800-996-5511", the only
relevant digits are the "11" portion. The first "1" indicates
that the digit immediate to its right (1) is the first digit in
the serial number. Similarly, in the sequence "800-996-5526",
the "2" indicates that the number immediate to its right (6) is
the second number in the serial number. The client computer, in
total, dials six numbers 172 in order to convey its six-digit

serial number to the host.

In order to accommodate this method of serial number
coding, the host monitoring system needs to subscribe to sixty
different phone numbers. All sixty numbers should have the same
first eight digits, and only vary from one another with respect

to the last two digits. The ninth digit need only vary from "1°"
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through "6" corresponding to the six digits within a serial

code. However, the last digit must vary from "0" to "9".

Referring to FIG. 10B, the encoding methodology can
alternatively be modified such that the client computer need
only call the host three times to convey its serial number 180.
According to this coding method, two digits of the serial number
186 would be transmitted in each call. Thus, the eighth dialed
digit 185 would vary from "1" to "3", corresponding to the three
packets of two digits 186 that make up the serial number 180.
The ninth and tenth dialed digits 186 would vary from "O"
through "9". However, this would require the operator of the
monitoring system to subscribe to three hundred different phone

numbers.

Host Processing, Auditing and Communication Subsystem

The host processing, auditing and communication subsystem
receives and transmits information to and from clients. FIG.
11A is a flow diagram of the host communication program executed
by host computer 3. After the host computer 3 is powered on 36,
communication equipment is instructed to wait 37 for the
telecommunication begin signal from the client computer 10. The
telecommunication equipment acknowledges the begin signal by
initiating a session to communicate with the client computer 38
and preparing the host to receive data packets from the client
39. The program first establishes that the client computer is
sending data packets and that it has received all of the packets
40, 41. Next, the program determines if the client has any data
or commands to be sent to the host 42. If not, the session is
terminated 43, and the cycle is repeated 37. When all data
packets have been received, the program permits the host to send

data packets to the client computer. The program prepares to

SUBSTITUTE SHEET (RULE 26)
DELL EXHIBIT 1002
Page 226 of 659



10

15

20

25

30

WO 98/43151 PCT/CA98/00278

55
send data packets 44, and then establishes that there are more
data packets to be sent 45 before sending each packet 46. Once
all data packets have been sent, the program terminates the
session 43, hangs up the phone, and prepares to repeat the
entire cycle 37. Host-side source codes are disclosed in the
copending patent application serial nos. 08/826,098 and
08/558,432 which had been incorporated by reference here.

Referring to FIG. 11B, the host processing, auditing and
communication subsystem for the Internet application receives
and transmits information to and from clients over the Internet.
FIG. 11B is a flow diagram of the host communication program
executed by host computer 3 in connection with the Internet
application. After the host computer is powered on 36a, TCP/IP
support is loaded and the computer waits for a DNS query from
the client computer 36b. The host name i1s then extracted from
the DNS query 36c. Next, the DNS request is decoded to
determine the client computer identification 36d. A check is
made to determine whether the computer has been stolen 36e.

This is accomplished by comparing the identification number of
the client computer with a list of reported lost or stolen
computers which is stored by the host computer. If it has been
stolen a suitable message 36f is returned to the client computer
10. In the preferred embodiment, the message is provided by
setting the IP address of the next transmission to the client
computer to "204.174.10.1" 36f. If the client computer is not
stolen, an alternate message is returned 36g. In the preferred
embodiment this is achieved by setting the IP address to
"207.174.10.16" 36g. The host uses either of these two IP
addresses to form a response to the DNS query received from the
client computer 36h. The host then sends its response to the
client computer 36i. The host also records the transaction on
the hard disk. The host then prepares to repeat the entire
cycle 36b.
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Referring to FIG. 11C, the manner in which client
identification is encoded is illustrated. FIG. 11C shows the
various components of a host name which is used to form a DNS
request. The host name, according to one embodiment of the
invention, 1s a string of characters including the date and time
37, encoded client identification 38, and domain name 39. The
encoded client identification 38 is extracted from the host name

for decoding at the host Internet subsystem 9y.

Host Notification Subsystem

The host notification subsystem notifies the end-users
regarding the status of their electronic devices. In FIG. 1,
various methods of notification such as; electronic mail N1, fax
N2, paging N4, and telephone call N3, are depicted. FIG. 12 is
a flow diagram of the host notification program executed by host
computer 3. The host notification program determines whether
there are any pending notification instructions or commands 48.
If there are pending notifications, the information is retrieved
49. The program then determines the preferred preselected
notification method 50, and formulates the message to be
dispatched 51 according to the preselected notification method.
This message is dispatched to the end-user 52. After
dispatching the message, the program repeats the entire cycle
47, Host-side source codes are disclosed in the copending
patent application serial nos. 08/826,098 and 08/558,432 which

had been incorporated by reference herein.

Variations and Alternatives

The above description relates to the agent security system

installed and operating in a conventional PC with an Intel 80X86
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microprocessor or equivalent and with a conventional MS-DOS or
PC-DOS operating system. It will be recognized that the system
can be modified to fit other types of computers including, for
example, those sold under the trademark Macintosh. The system
can easily be modified to suit other types of operating systems

or computers as they develop.

The above system is also intended to be added to existing
computers without physical alteration. Another approach is to
modify the ROM of such computers to contain the agent security
system as shown in FIG. 14D. The agent security system alsc may
be incorporated into the ROM of portable computers, cellular
telephones or other such items when they are manufactured. FIG.
14D above describes the loading of the system from such a

modified ROM.

One embodiment of the invention uses a modem connected or
built-in to a computer. In the future it is likely that
telephone systems will be digitized, thus obviating the need for
a modem. The scope of this invention contemplates such

digitized systems.

The system could also be included in the ROM of a cellular
telephone. 1In this case, the program would hide the outgoing
calls from the user by silencing audio signals and maintaining a
normal screen display. It is also conceivable that portable
computers can be supplied with integral cellular telephones

modified in this manner or with some other telecommunication

device.

The main telecommunication criteria for this agent security
system is that the outgoing transmission (wire, radio signal or
otherwise) be received by a switching mechanism, and contain

information that causes the switching mechanism to forward the
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information received to a remote station. Presently, this
information is a telephone number and/or a DNS query. But other

indicia of the remote station may be substituted in alternative

switchable communications systems without departing from the

scope of this invention.

Covering Peripherals and Software

Referring now to Fig 16, modern electronic devices, such as
personal computer 400, are associated with a large number of
valuable assets in the form of internal components such as
processor 402 and option card 404, attached peripherals such as
printer 406, keyboard 408, mouse 410 and modem 412, and

installed software programs such as installed program 414.

The security function of the agent discussed above may be
extended to encompass identifying, listing, reporting, locating
and recovering these associated assets. This method and
apparatus could also be used to reliably track and manage the
type of assets being deployed in an organization's work force.
This method can immediately report the variance should any

unauthorized component change take place.

This security apparatus and method utilizes a hidden, tamper-
proof agent 416 installed on an electronic device such as
computer 400 for initiating communications and locating
electronic devices as previously disclosed herein. The agent is
also capable of determining the identifying indicia, such as a

unique serial number, of a component or peripheral.

Referring now to Fig. 17A, each computer, peripheral and
component such as computer 400, CPU 402, option card 404,
printer 406, keyboard 408, mouse 410 modem 412, and software

program 414, and agent 416 or other associated peripheral or
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component are assigned an identifying indicia, such as unique

serial numbers 401, 403, 405, 407, 409, 411, 413, 415 and 417
respectively. The serial number of each component comes from
the manufacturer or 1is embedded at the time of assembly or

installation of the component, peripheral or socftware.

Referring now to Fig. 17B, at step 420, agent 416 within an
electronic device such as computer 400 periodically gathers the
serial numbers 401, 403, 405, 407, 408, 411, 413, 415 and 417 of
computer 400 and each of the components and software 402, 404,
406, 408, 410, 412, 414 and 416 respectively. On a regular
basis, or in the event of a variance between a stored string of
previously recorded serial numbers, at step 422 agent 416
transmits its electronic serial number 417 plus the string of
discovered serial numbers as serial string 424 to the server

The server stores serial string 424 or a validation key 428

derived from serial string 424 in a database.

The component validation key is comprised of the agent's ESN and
all the serial numbers of the associated components. One method
is to string the ESN and serial numbers end-to-end. This method

is illustrated in Fig. 17B.

After formulating validation key 428, agent 416 sends validation
key 428 to server 430. The identity and the location of agent
416 is recorded, as previously disclosed, and validation key 428
is archived on storage device 432. All further communications
with agent 416 cause server 430 to check subsequently
transmitted validation key 429 for variances against the
original archived validation key 428. Server 430 may also check
validation key 428 against records of stolen components or

software. Any discrepancies may be gqueued for appropriate

action.
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When new components and software are added to an existing

configuration, validation key.428 will change to reflect the
configuration modifications. Each modification so detected,
will cause a variance in validation key 428. These variances
will be checked against stored information 434 at server 430 and
validated. The validation process will include checks against
records 435-439 of stolen components and software, such as
record 439 of duplicated identification numbers (as commonly
occurs in component and software piracy), and records 440
authenticating proper final assembly by manufacturers. This

validation process in illustrated in Fig. 19.

Manufacturers experience losses of components and software
before final assembly of the electronic unit. Since this method
and apparatus identifies and locates individual components and
software, the information collected may be used to initiate
recovery of specific components and software as well as the
complete unit. If the electronic device, such as a PC, is
misappropriated before final assembly, some of the components
may not yet have been imprinted with a unique number. The
absence of this number may also be an indicator of an invalid or

illegal configuration.

The Agent can also be used to regularly upload the system,
software & hardware configuration information of the Personal

Computer. The agent is capable of reading a hidden file termed

the "PC's Birth Certificate".

Birth Certificate" Repository & Reader

PC "Birth Certificate”" 450 refers to a small data file 451 which
contains certain static and dynamic information pertaining to a

specific PC such as PC 456 or portable 458 (serial number, asset
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tag number, invoice information, etc.). The creation, content,

and format of the Birth Certificate 450 is configurable.

The agent may provide a method for encrypting and storing Birth

Certificate 450 in a protected area 460 of PC hard-disk 462.

The agent retrieves the Birth Certificate using a Reader program
which serves as a secure key. Only personnel in possession of a
"master" Reader 452, or customers who have licensed a "private"

Reader 454 will be able to access Birth Certificate information.

The Reader may reside on a floppy disk such as disk 452 or 454.

Remote Computer Monitoring Software

Agent 464 silently calls into monitoring center 472 on a
periodic (programmable) basis. Call and other PC asset
management activity is logged, and reported to customers on-
demand via the web-based Online Monitoring Service 468. The
online monitoring service database 470 may include the

following:

- Call-in phone number (retrieval option includes: name and

address),
» Birth Certificate information such as file 451,

* Dynamic System information files such as file 476 (NetCensus,

Asset Insight, etc.)
+ Customer-created information files such as file 474

The above data will be collected, aggregated per customer, and
sent to a 3rd party data center on a regular basis. Stand-alone
systems such as system 476 may be installed within the data

center, or on-site at customer locations.
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CompuTrace is designed as a system to track the physical
location of computers. The CompuTrace Agent such as agent A of
Fig.l is installed on a remote computer Al to be monitored and
through the use of (i) the public switched telephone network Bl1,
(ii) the Internet B5, and (iii) local area networks B7, the
CompuTrace server 3 maintains a database of records on computer

Al's location and movements.

Tracking information is collected during periodic telephone
calls to the CompuTrace server 3; wherein server 3 identifies

the unique agent A and obtains the phone number from which that

call has been made.

Once installed, the operation of the remote CompuTrace software
is invisible to the user, and calls are made without the user's

explicit awareness.

Overview of the CompuTrace BIOS Agent.

The core function of the CompuTrace Agent such as agent A, is to
initiate independent transactions with a monitoring server 3 at
regular intervals. This function has been adapted to work under
an SMM environment. This subset of agent functionality is
described as the Secure Protocol Component 752 (SPC) shown in

Fig. 7A.

SMM is triggered by a System Management Interrupt (SMI) event.

These SMI events are triggered by hardware and are serviced in
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Operating System (0S) independent memory space. This feature of

SMM enhances the security of the SPC by effectively hiding the

SPC from applications executing under the control of the O0OS.

The technical challenge is to successfully establish a link with
the monitoring server and reliably send and receive packets of
data from the SMM environment, which (because it executes
outside of OS control) is restricted in both the frequency and

latency of SMI events.

The Server Interface

In order to understand the role of the SPC, it is necessary to
describe its interface with the monitoring server. The subset
of transactions described below are the minimum required to

perform the security function of a CompuTrace Agent.

A CompuTrace SPC transaction consists of the following steps:

- Step 652, The SPC initiates communication link 654 to the

CompuTrace Server,
The SPC and Server connect,

The SPC reports the remote computer's time/date and the

CompuTrace ID number,

- The Server logs this data and determines the status of the

remote computer,
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The Server sends a series of commands to the SPC,

The Telephone call is terminated.

Server to SPC commands supported by the SPC are as follows:

5
Set next call date
Notifies the SPC of the date and time at which to perform the
next call-out. This function is executed as a standard part of
every call-out transaction.
10 - Set callout phone number
Notifies the SPC of a new phone number to which it should
direct its call-outs. The SPC will direct all subsequent call-
outs to this phone number until otherwise instructed.
- Disable CompuTrace
15 The SPC is disabled and will not call out within the natural
lifetime of the unit. May be implemented as a sub-function of
"Set next call date.”
The Event Loop of the SPC:
20

The SPC is constructed as a timed event-driven state machine. A

simplified diagram of event loop 602 is illustrated in Fig. 21.
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At the top center of the diagram, Trigger 600 is shown to drive

the timing of events to the state machine of the SPC. Trigger
600 is activated at regular frequencies, but the exact frequency
of the Triggers is relatively unimportant to the successful

operation of the SPC.

As i1llustrated, the sources of the Trigger are Slow 604 (in the
range of 0.25 seconds to 15 minutes) and Fast 606 (in the range
of 0.25 seconds to 3 seconds). Sources Slow 604 and Fast 606

are determined by the current execution state 608 of the SPC.

In the initial execution state the Trigger source is Slow 604,
the execution state 608 is false, and Time Out state 610 is
calculated to determine if Time to Call 612 should be evaluated
(exceeding Next Call Out Date). If it is Time to Call,
execution state 608 of the SPC is changed to Start Call 614.
Start Call state 614 sets the execution state 608 true and all
Active execution states use Fast 606 source. Fast 606 source
drives the evaluation of all communication states as well as

some additional housekeeping states.

While execution state 608 is true, the Time Qut state 611 is
evaluated at the rate of Fast 606. If there is no Time Out,
execution state 616 will Execute and be evaluated at 618 to
determine i1f the SPC should Advance to Next state 620. The
execution state of the SPC will remain unchanged until each
state is evaluated successfully or a Time Out occurs. In the
event that a Time Out occurs, the state will Retry 619 as

appropriate or assume an Error state 621. [Note that there are
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some special communications driven error states not shown on

this simplified diagram.]

Upon the successful completion of all execution states 608,
execution state 608 is reset to false and Slow 604 Trigger again

drives the state machine to evaluate the Time to Call condition.

Communications in the SPC:

The communications in the SPC are not interrupt driven in the
conventional sense. Driving communications with UART interrupts
would conflict with the requirements of SMM. The communications
and the communication protocol are driven by the Fast Trigger
source explained above. Remember that the Fast Trigger source
can be varied in the range of 0.25 seconds to 3 seconds as

required to improve the latency of SMM.

The Basic Protocol of the SPC is illustrated in Fig. 22. This
figure applies to the execution of the communication state

subset of all Active states of the SPC.

Transaction 630 begins at Compare UART state 632. The status of
the UART is compared and evaluated to determine if activity has
occurred outside of the execution environment of the SPC. In
this simplified drawing of contention handling, if No Activity
is detected, communications continue at step 638, otherwise, if
DTR 634 has been reset, the communications will Abort at step

636. If DTR 634 is still active, the call will Hang-up at step
640.
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Transaction packets 631 with fhe monitoring server 633 are
designed to fit within FIFO 635 of a UART 637. This enables a
poelling method of communications in which the XMIT FIFO of the
UART is filled with 16 bytes, or RECEIVER 639 is read for 16
bytes at each Fast 606 Trigger as appropriate.

If in a XMIT state 638, the SPC will Build the Packet 642,
calculate the CRC 644, and then fill the FIFO of the UART with
up to 16 bytes 646. The SPC returns to the 0S and waits for the
next Fast 606 Trigger. Packet data 631 sits in FIFO 635 of UART

637 awaiting transmission across the link.

If in a RECEIVE state 648, the SPC will Get the FIFO data for up
to 16 bytes 650, check the CRC 652, and Decode the Packet 654.
The receive FIFO of the UART may be empty, contain some of the
packet bytes, or all of the packet bytes. The SPC did not need
to respond to a UART interrupt and returns to the 0S to wait

until the next Fast Trigger to complete the transaction.

Resources forxr the SPC:

The actual size of the SPC can only be estimated until
implemented in a specific BIOS, but the protocol and
housekeeping code fit in about 2K. Extra code will be regquired
to provide the Slow and Fast Triggers and to manipulate

configuration data.
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In the initial implementation, the triggers are generated by the
legacy USB timer, which is shared by the legacy USB code. If the
legacy USB support is not enabled, the timer can be controlled
directly or shared with another function. This code requirement
is fairly small since it is implemented by sharing existing

functions for manipulating the chipset.

The housekeeping code does not need to reside entirely in post
boot space. Some 20 bytes of persistent configuration needs to
be stored and can reside in CMOS, the ESCD device, or both.
This data can be stored in semi-persistent data space from
within the SPC, such as CMOS, and then transferred to more

persistent storage, such as the flash device, during the next

boot cycle.

The interface code for a software driver needs to be implemented

and will use the standard software SMI mechanisms.

This additional code should take no more than 2K compressed, for
a total of no more than 4K of flash real estate. The dynamic
requirements are around 2K of SMM space in the current
implementation, but the SMM handler can vary the location of the
SPC code. Some key parts of the SPC, especially the writeable
data segment, must remain in SMM space. Currently this data
segment is only about 48 bytes but may need to grow to around
100 bytes if required. If the state machine can also be

contained in SMM space, the security of the SPC is enhanced.
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The SPC Drivers

The SPC can be supplemented by software drivers:

Since the SPC is a subset of the existing product, the full
functionality of CompuTrace will be provided by operating system
dependent drivers. The CompuTrace Agent drivers have been

developed for DOS, Win 31, Win 95, and Win NT.

These drivers will be enhanced to detect and communicate with
the SPC. The API for communicating with the SPC will closely
parallel the communications interface with the Server. The
drivers will deposit transactions for the SPC to process when
activated at a later time. By designing the API in this

fashion, the resource requirements of the SPC will be minimized.

An illustration of the relationship between the software drivers
and the SPC is contained in Fig. 23. This figure shows how the
SPC is a security backup for the drivers and is usually disabled
by transactions with software drivers. If the software drivers
have not communicated recently with the SPC, the SPC will
automatically complete the transaction with the monitoring

server.

OEM configurations of the SPC:

We have identified four potential OEM configurations which embed

the SPC.
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The SPC is disabled

Provided for future use by the full CompuTrace driver suite.

The SPC operates independently

Provided for protecting the unit from the point of manufacture,
through the channel, then disabled when identified as a

legitimate sale.
The SPC is bundled with the full CompuTrace driver suite.

Provided as a value-added service for end-users direct from the

peint of manufacture.

The SPC operates independently and is bundled with the full

CompuTrace driver suite.

A combination of channel protection and value-added protection

for the end~user.

This application contemplates sending and receiving signals from
a client computer to a host system through a global network
system. The Internet has been described in this application as
merely one application of the invention. It is contemplated
that this invention can and will be applied to other global
network systems. Thus, the specific disclosure addressed to the
Internet should not be construed as a limitation as to the scope
of the invention, but rather should be considered to be merely

one embodiment of the invention.

It will be understood by someone skilled in the art that
many of the details described above are by way of example only
and are not intended to limit the scope of the invention which

is to be interpreted with reference to the claims which follow.
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We Claim:

1. A method for tracing an electronic device characterized by:

providing an Agent(416) within the electronic device (400),
the Agent configured to transmit identifying indicia (428) for
the electronic device and/or its device components (402, 404,

5 406, 408, 410, 412, 414) to a host system (472) at a
predetermined time without further intervention by the

electronic device or user upon activation;
activating the Agent;

at the predetermined time, the Agent establishing a
10 communication link (B} between the electronic device and the
host system and transmitting the identifying indicia to the host

system without interventicn by the electronic device or user;

enabling the host system to determine the location of the

electronic device based on tracing of the communication link.

15
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of: Docket No.: SOFP:115US
Apurva M. Bhansali et al. Art Unit: 2134

Serial No: 11/484,100 Examiner: Zand, Kambiz

Filed: July 11, 2006 Conf. No.: 7749

For: Electronic Device Security and Tracking System and Method

PRELIMINARY AMENDMENT

Dear Sir:

Please amend the above referenced application as follows.

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims which begins on page 9
of this paper.

Remarks are on page 18 of this paper.
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Amendments to the Specification:

Please replace paragraph [0005] with the following amended paragraph:

[0005] The ESTSM system may include an electronic device with three components and
a server computer system. The three components may be an application component, a non-
viewable component and a Basic Input/Output System (BIOS) component. In some
embodiments of the invention, the application component includes ESTSM application software
that executes under any Windows® operating system (OS). In other embodiments of the
invention, the application component software may execute under the Disk Operating System
(DOS), Linux operating system, Windows® CE (and its derivatives such as Windows® Mobile,
SmartPhene Smart Phone, Pocket PC, and so on), Symbian and Palm operating system and
others. In some embodiments of the invention, the application component is responsible for
communicating over the Internet with the ESTSM server computer system to determine if the
electronic device has been reported stolen. If the device has been reported stolen, the application
component along with the ESTSM server computer system will determine what services the user
has registered for and will take the appropriate action (e.g. disable the device, communicate

identifying information to the server, erase the storage device, recover data, encrypt data, etc).

Please replace paragraph [0023] with the following amended paragraph:

[0023] In the—preferred—embodiment some embodiments of the invention, most of

ESTSM services are based on a yearly fee model. Some services such as data recovery may be

billed on a per megabyte basis-that is, the user indicates the number of megabytes to be
recovered during registration and is billed accordingly. However, if the electronic device is
stolen and during data recovery more megabytes are recovered, then a one time fee is charged to
the user. The user will automatically be billed at the end of the year to renew the service for one
more year. The user will be sent an email before billing to give the user a chance to cancel the

service if they wish.
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Please replace paragraph [0031] with the following amended paragraph:

[0031] In some other embodiments of the invention, mobile devices such as cell phones,
Smart Phones, and Wireless Local Area Network (WLAN) capable computers that may be
always connected to the ESTSM server and contacted at anytime by the server can communicate
through a message passing scheme. Message passing schemes may be SMS, WWW message
passing protocol based on Transmission Control Protocol/Internet Protocol (TCP/IP), or
Multimedia Messaging Service (MMS). The state diagram for mobile devices are is shown in

Figure 72.

Please replace paragraph [0034] with the following amended paragraph:

[0034] In another embodiment of the invention, ESTSM registration as shown in Figure
10 for a PDA, mobile cellular telephone, or Smart Phone device may be performed using another
computer system that can display ESTSM registration web pages. In some embodiments of the
invention, a different set of ESTSM services as shown in Figure 11 may be offered for the PDA.
Thus, the manufacturer may offer, but not be limited to, a Basic service and a Data backup

service for the device as is shown in Figure 11.

Please replace paragraph [0065] with the following amended paragraph:

[0065] In some embodiments of the invention, the BIOS component 4410 consists of a
BIOS ROM image that is integrated into the system BIOS. The non-viewable component 4415
consists of a VALIDATOR program 4450 which resides in a special hidden partition 4455
created by ESTSM. Together, the ROM image and VALIDATOR cooperate to make sure that
someone cannot bypass or circumvent the ESTSM application component 4405 from running.
This is done by the ESTSM BIOS in the three ways shown below. In this document, reference
made to “ESTSM BIOS” may refer to the code in the BIOS ROM image or VALIDATOR or
combination of both.
1. Validating the integrity of the ESTSM special hidden partition 4455 and VALIDATOR
program 4450. The ESTSM hidden partition 4455 contains the VALIDATOR program 4450

3
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and also contains a copy of the original application component fileset 4445. If the ESTSM
hidden partition 4455 has been deleted from the electronic device’s hard disk drive 4400 or
in some other way altered, the ESTSM BIOS ROM image component will detect this and
effectively force re-installation of the partition 4455 and original fileset 4445 from the
recovery media 4460. This prevents someone from simply low level formatting the hard
disk drive, or just replacing the hard disk drive with a new blank disk to bypass ESTSM.
The ESTSM VALIDATOR program 4450 can then ‘“re-install” the ESTSM application
component 4405 from the ESTSM Backup (Original) fileset 4445 on the special hidden
ESTSM partition 4455 of the hard disk drive 4400.

2. Verifying that the application has been run on each boot. The ESTSM BIOS implements a
messaging protocol with the ESTSM application components 4405 to ensure that the
ESTSM application components 4405 are run on every boot. This messaging protocol
utilizes the ESTSM Communications Area (ECA) 4440. In order to bypass ESTSM,
someone may delete key ESTSM application files in an attempt to prevent the ESTSM
application from running. Furthermore, the thief may develop applications that will prevent
ESTSM from running on every boot even though it is correctly installed on the electronic
device’s hard disk drive. The ESTSM application and BIOS components work together to
make sure that the ESTSM application runs on every boot. If the ESTSM application
component does not run after the electronic device has booted, the ESTSM system will allow
the electronic device to boot a limited number of times and attempt to run the ESTSM
application component. If the ESTSM application component does not run during any of
these retries, the electronic device will be prevented from booting after system POST. For
devices like PDA or SmartPhenes Smart Phones this procedure is not required since the
application component is not removable or replaceable.

3. Disabling a stolen electronic device reported as stolen so it may not boot the operating
system. If the ESTSM application component 4405 detects that the electronic device has
been reported stolen, it will inform the BIOS of the theft and freeze the system. If the thief
powers off the electronic device and attempts to boot the system again, the ESTSM BIOS
will prevent the system from booting the operating system. If the electronic device is
recovered and returned to the original user, the user can “unlock” the device as described

above so it can boot.
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Please replace paragraph [0066] with the following amended paragraph:

[0066] In another embodiment of the invention as shown in Figure 45, the architecture
for an ESTSM enabled PDA, WLAN capable computer, mobile phone that in some
embodiments may be a cell phone, or SmartPhore Smart Phone may include a Flash memory
4500 containing a changeable area 4510 and a system area 4520. The system area 4520 may
include application components 4530 containing ESTSM application programs and a secure non-
volatile area 4540 coupled to the application components 4530. In one embodiment of the
invention, the system area 4520 may be non-viewable and implemented in non-volatile memory.
The ESTSM enabled PDA, WLAN capable computer, mobile phone, or SmartPhone Smart
Phone may continuously communicate to an ESTSM Server Computer System 4560 through an
always-on Internet connection 4550 or other mobile device communication protocols such as
Short Messaging Service (SMS). Server computer system 4560 includes a number of servers
4570a, 4570b, ... 4570n that may be web servers containing the web pages and data for ESTSM

described above.

Please replace paragraph [0079] with the following amended paragraph:

[0079] Turning now to Figure 50, a wireless communication device that may be a PDA,
WLAN capable computer, mobile phone that in some embodiments is a cell phone, or
SwmartPhone Smart Phone includes a changeable area and an application component in a system
area in accordance with the embodiment of the invention of Figure 45. The wireless
communication device 5000 may transmit and receive information with a plurality of base
transceiver stations (BTS) not shown in Figure 50. Each BTS may transmit in a forward or
downlink direction both physical and logical channels to the mobile station 5000 in accordance
with a predetermined air interface standard. A reverse or uplink communication path also exists
from the mobile station 5000 to the BTS, which conveys mobile originated access requests and

traffic.
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Please replace paragraph [0084] with the following amended paragraph:

[0084] As mentioned above with reference to Figure 45, the ESTSM enabled PDA,
mobile phone, WLAN capable computer, or SmartPhene Smart Phone may continuously
communicate to the ESTSM Server Computer System through an always-on Internet connection.
Information such as telephone numbers, email addresses, calendar appointments, sales meetings
and other daily reminders on a PDA, mobile phone, WLAN capable computer, or SmartPhene
Smart Phone with ESTSM can be retrieved from a stolen device in one embodiment of the
invention by the user calling an ESTSM service center to report the device as stolen. Because
the PDA, mobile phone, WLAN capable computer, or SmartPhone Smart Phone has an always-
on Internet connection, data on the device can be recovered and stored on the ESTSM server
computer system as soon as the device is reported stolen. After recovery, the data may be erased
off the stolen PDA, mobile phone, WLAN capable computer, or SmartPhere Smart Phone and
the device disabled, making it worthless for the thief. Upon the ESTSM user purchasing a
replacement PDA, mobile phone, WLAN capable computer, or SmartPhene Smart Phone, the
data recovered and stored on the ESTSM server computer system from the user’s stolen device

can be placed on the user’s new replacement device.

Please replace paragraph [0103] with the following amended paragraph:

[0103] Referring now to Figure 58, a flow diagram implemented in the client and server
for encoding binary format sequence data into ASCII text format data in accordance with some
embodiments of the invention is shown. If the end of the binary format sequence data source
5810 has been reached as determined by the value of the source length variable then encoding
ends 5815. If the end has not been reached, then the next byte to encode is stored 5820 in a
variable. Thus, ‘n’ bits from the variable are extracted 5820 into another variable that in one
embodiment may be C1. ASCII text format may have n=6 bits with the highest order 7% and 8™
bit being zero. Variable C1 is passed to ENC( ) function that performs binary mapping
operations on the binary sequence data to generate an encoded byte 5830. In some embodiments
of the invention, the binary mapping operations on C1 ineludes include mapping C1 to a base 64

number. The encoded byte is placed into a Destination data structure 5840 that may be an array

6
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of bytes for transmission over communication medium 5625. The encoded byte is re-initialized
to a zero value in one embodiment of the invention and the source_length variable is

decremented.

Please replace paragraph [0104] with the following amended paragraph:

[0104] Referring now to Figure 59, a flow diagram implemented in the client and server
for decoding ASCII text format data into binary data in accordance with some embodiments of
the invention is shown. Encryption/decryption modules located in the client electronic device or
server computer system receive encoded bytes of ASCII text format data that are placed into a
source byte stream data structure that may be an array of bytes. The source byte stream data
structure is described by a source_length variable that indicates the number of ASCII text format
data bytes present in the array. Every time a new byte of data is received by the
encryption/decryption module and placed in the array, the source_length variable is incremented
and when a byte of data is removed and decoded the source length variable is decremented. If
the end of source 5910 has been reached, the array will become empty and decoding will end
5930. If the end of the source has not been reached, then; then a current ASCII text format byte
of data is placed into variable E. The ASCII text format byte of data in variable E is passed to
DECODE( ) function that performs mapping operations on the data to generate a decoded byte
ED 5950. The lower six bits of the decoded byte ED are placed into a final byte stream data
structure 5960 and the upper two bits are discarded. Finally, the source length variable is
decremented as described above. If the end of the source byte stream is reached, every eight bits

in the final byte stream 5920 corresponds to the original unencoded data.

Please replace paragraph [0116] with the following amended paragraph:

[0116] Figures 65-70 show screen shots, in accordance with some embodiments of the
invention, for registering and using ESTSM in the PDA or mobile phone shown in Figures 45
and 50. ESTSM registration as shown in Figure 65 for a mobile device may be performed using
a computer system that can display ESTSM registration web pages. In some other embodiments

of the invention, the ESTSM registration pages may be displayed on the mobile device capable

7
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of displaying web pages. Figure 65 shows a service selection screen that may include the cost of
each service and the services offered. The services offered and the cost of each service may vary
based on the manufacturer and model of the mobile device, the market segment of the mobile
device (i.e. business device, home use device) and what the manufacturer has chosen to include
for the device. Some manufacturers may want to change the pricing of the services, or offer
bundled services to the user. For one embodiment of the invention, as shown below, is a list of
the services available to the user.

1. Basic Service — with this service the user has the ability to have the mobile device
disabled if it is stolen or lost. The information on the mobile device is made secure so
that it cannot be accessed by someone who steals the mobile device or finds the device.

2. Data Recovery Service — this service will recover Contacts, Calendar, and other data such
as pictures form the mobile device if the device is stolen or lost. ESTSM may recover
this information to the ESTSM server computer system, before performing other service
option actions. The user may then restore the data into a new cell phone, SmartPhone

Smart Phone or PDA device that they purchase.

Please replace paragraph [0123] with the following amended paragraph:

[0123] In some embodiments of the invention, once the report is completed, the
electronic device will be placed into the REPORTED STOLEN state. At this point, because of
the always on connection of the mobile device to the Internet, in some embodiments the mobile
device files are backed up and the device state will change to RECOVERED state as shown in
Figure 69. The user may then manage these files to move them into a new cell phone,
SmartPhene Smart Phone or PDA device that they purchase. After the data has been recovered,
the ESTSM system informs the user that the mobile device is disabled as shown in Figure 70.
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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

Listing of Claims:

1. (Currently Amended) An electronic device security and tracking system, comprising:

a nonvolatile storage device;

a changeable area in the nonvolatile storage device, wherein the changeable area further
comprises an application component and a secure area coupled to the application component;
and; and

a server system capable of communicating through a secure medium with the application

component.

2. (Original) The electronic device security and tracking system of claim 1, wherein the

server system is capable of communicating through the secure medium with the secure area.

3. (Original) The electronic device security and tracking system of claim 1, wherein the

electronic device is a personal digital assistant.

4. (Original) The electronic device security and tracking system of claim 1, wherein the

nonvolatile storage device is a Flash memory.

5. (Original) The electronic device security and tracking system of claim 1, wherein the

application component comprises an application file.
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6. (Original) An electronic device security and tracking system, comprising:

a nonvolatile storage device;

a changeable area in the nonvolatile storage device, wherein the changeable area further
comprises a system area in the nonvolatile storage device, said system area comprising an
application component and a secure area coupled to the application component; and

a server system capable of communicating through a secure medium with the application

component.

7. (Original) The electronic device security and tracking system of claim 6, wherein the

server system is capable of communicating through the secure medium with the secure area.

8. (Original) The electronic device security and tracking system of claim 7, wherein the

system area is not modifiable by a user of the electronic device.

9. (Original) The electronic device security and tracking system of claim 6, wherein the

electronic device is a personal digital assistant.

10. (Original) The electronic device security and tracking system of claim 6, wherein the

nonvolatile storage device is a Flash memory.

11. (Original) The electronic device security and tracking system of claim 6, wherein the

application component comprises an application file.

12. (Currently Amended) An electronic device security and tracking system, comprising:

a nonvolatile storage device;

a changeable area in the nonvolatile storage device, wherein the changeable area further
comprises an application component and a communication protocol component coupled to the
application component; and; and

one or more servers capable of communicating through a secure medium with the

application component.

10
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13. (Original) The electronic device security and tracking system of claim 12, wherein
the communication protocol component is a smart messaging service component for mobile

devices.

14. (Currently Amended) The electronic device security and tracking system of claim 13,
further comprising:

one or more smart messaging service servers capable of communicating through a
communications medium with the smart messaging service component; ane; and

wherein the one or more servers that communicate with the application component are

web servers.

15. (Original) The electronic device security and tracking system of claim 14, wherein
the communications medium is from the group consisting essentially of smart messaging service

wireless link, Code Division Multiple Access, and Global Mobile System.

16. (Original) The electronic device security and tracking system of claim 13, wherein
the electronic device is from the group consisting essentially of Smart phone, smart messaging

service capable device, and mobile phone device.

17. (Original) The electronic device security and tracking system of claim 12, wherein

the nonvolatile storage device is a Flash memory.

18. (Original) The electronic device security and tracking system of claim 12, wherein

the application component comprises an application file.

11
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19. (Currently Amended) An electronic device security and tracking system, comprising:

a nonvolatile storage device;

a changeable area in the nonvolatile storage device, wherein the changeable area further
comprises a system area in the nonvolatile storage device, said system area comprising an
application component and a communication protocol component coupled to the application
component; are; and

one or more servers capable of communicating through a secure medium with the

application component.

20. (Original) The electronic device security and tracking system of claim 19, wherein
the communication protocol component is a smart messaging service component for mobile

devices.

21. (Currently Amended) The electronic device security and tracking system of claim 20,
further comprising:

one or more smart messaging service servers capable of communicating through a
communications medium with the smart messaging service component; ane; and

wherein the one or more servers that communicate with the application component are

web servers.

22. (Original) The electronic device security and tracking system of claim 21, wherein
the communications medium is from the group consisting essentially of smart messaging service

wireless link, Code Division Multiple Access, and Global Mobile System.

23. (Original) The electronic device security and tracking system of claim 20, wherein
the electronic device is from the group consisting essentially of Smart phone, smart messaging

service capable device, and mobile phone device.

24. (Original) The electronic device security and tracking system of claim 19, wherein

the nonvolatile storage device is a Flash memory.

12
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25. (Original) The electronic device security and tracking system of claim 19, wherein

the system area is not modifiable by a user of the electronic device.

26. (Original) The electronic device security and tracking system of claim 19, wherein

the application component comprises an application file.

27. (Original) A communication system, comprising:
a communication device, comprising:
a controller unit;
a digital signal processor coupled to the controller unit;
a nonvolatile storage device coupled to the controller unit, comprising:
a changeable area, wherein the changeable area further comprises an
application component and a secure area coupled to the application component; and
a server system capable of communicating through a secure medium with the application

component.

28. (Original) The communication system of claim 27, wherein the server system is

capable of communicating through the secure medium with the secure area.

29. (Original) The communication system of claim 27, wherein the communication

device is a personal digital assistant.

30. (Original) The communication system of claim 27, wherein the nonvolatile storage

device is a Flash memory.

31. (Original) The communication system of claim 27, wherein the application

component comprises an application file.

13
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32. (Original) A communication system, comprising:
a communication device, comprising:
a controller unit;
a digital signal processor coupled to the controller unit;
a nonvolatile storage device coupled to the controller unit, comprising:

a changeable area, wherein the changeable area further comprises a system
area, said system area comprising an application component and a secure area coupled to the
application component; and

a server system capable of communicating through a secure medium with the application

component.

33. (Original) The communication system of claim 32, wherein the server system is

capable of communicating through the secure medium with the secure area.

34. (Original) The communication system of claim 33, wherein the system area is not

modifiable by a user of the communication device.

35. (Original) The communication system of claim 32, wherein the communication

device is a personal digital assistant.

36. (Original) The communication system of claim 32, wherein the nonvolatile storage

device is a Flash memory.

37. (Original) The communication system of claim 32, wherein the application

component comprises an application file.

14
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38. (Currently Amended) A communication system, comprising:
a communication device, comprising:
a controller unit;
a digital signal processor coupled to the controller unit;
a nonvolatile storage device coupled to the controller unit, comprising:
a changeable area, wherein the changeable area further comprises
an application component and a communication protocol component coupled to
the application component; are; and
one or more servers capable of communicating through a secure medium with the

application component.

39, (Original) The communication system of claim 38, wherein the communication

protocol component is a smart messaging service component for mobile devices.

40. (Currently Amended) The communication system of claim 39, further comprising:

one or more smart messaging service servers capable of communicating through a
communications medium with the smart messaging service component; ane; and

wherein the one or more servers that communicate with the application component are

web servers.

41. (Original) The communication system of claim 40, wherein the communications
medium is from the group consisting essentially of smart messaging service wireless link, Code

Division Multiple Access, and Global Mobile System.

42. (Original) The communication system of claim 39, wherein the communication
device is from the group consisting essentially of Smart phone, smart messaging service capable

device, and mobile phone device.

43. (Original) The communication system of claim 38, wherein the nonvolatile storage

device is a Flash memory.
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44, (Original) The communication system of claim 38, wherein the application

component comprises an application file.

45. (Currently Amended) A communication system, comprising:
a communication device, comprising:
a controller unit;
a digital signal processor coupled to the controller unit;
a nonvolatile storage device coupled to the controller unit, comprising:

a changeable area, wherein the changeable area further comprises a system
area in the nonvolatile storage device, said system area comprising an application component and
a communication protocol component coupled to the application component; and; and

one or more servers capable of communicating through a secure medium with the

application component.

46. (Original) The communication system of claim 45, wherein the communication

protocol component is a smart messaging service component for mobile devices.

47. (Currently Amended) The communication system of claim 46, further comprising:

one or more smart messaging service servers capable of communicating through a
communications medium with the smart messaging service component; ane; and

wherein the one or more servers that communicate with the application component are

web servers.

48. (Original) The communication system of claim 47, wherein the communications
medium is from the group consisting essentially of smart messaging service wireless link, Code

Division Multiple Access, and Global Mobile System.

49, (Original) The communication system of claim 46, wherein the communication
device is from the group consisting essentially of Smart phone, smart messaging service capable

device, and mobile phone device.
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50. (Original) The communication system of claim 45, wherein the nonvolatile storage

device is a Flash memory.

51. (Original) The communication system of claim 45, wherein the application

component comprises an application file.

52. (Original) The communication system of claim 45, wherein the system area is not

modifiable by a user of the communication device.

17
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REMARKS

Claims 1-52 are now pending with claims 1, 12, 19, 27, 32, 38, and 45 being independent.

The specification and claims have been amended to correct grammatical errors and other
informalities. Support for corrections and changes to the specification can be found in the
drawings, specification, and claims. No new matter has been introduced.

In view of these remarks and amendments, Applicants submit that this application is in
condition for allowance and the Examiner’s prompt action in accordance therewith is
respectfully requested. The Commissioner is authorized to charge any additional fees and/or

credit any overpayment to Deposit Account 50-3361 of Indranil Chowdhury, P.C.

Respectfully submitted,
/Charles C. Claunch/

Charles C. Claunch
Reg. No. 51,221
Indranil Chowdhury
Reg. No. 47,490
Attorneys for Applicants

Chowdhury & Georgakis, P.C.

Phone Num.: (281) 207-5327

E-mail: Ichowdhury@cgiplaw.com
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Period for Reply
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earned patent term adjustment. See 37 CFR 1.704(b).
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2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-52 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 1-52 is/are rejected.
7)[] Claim(s) _____is/are objected to.
8)] Claim(s) _____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)X] The drawing(s) filed on 171 July 2006 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.
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12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LJAIl  b)[]Some * c)[] None of:
1.0 Certified copies of the priority documents have been received.
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3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.
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DETAILED ACTION

1. Claims 1 — 52 are pending.

Claim Rejections - 35 USC § 103
2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

3. Claims 1,2,4,5,6,7,10, 11,12, 17, 18, 19, 24, 26, 28, 30, 31, 33, 36, 37, 43,
44, 50 and 51are rejected under 35 U.S.C. 103(a) as being unpatentable over
Watanabe U.S. Patent No. (7,096,366) in view of Hamilton et al. U.S. Patent No.
(7,404,202).

4. As per claims 1, 6, 12 and 19, Watanabe teaches a nonvolatile storage device
(Watanabe, Col. 1 Lines 59 — 62, nonvolatile memory), a changeable area in the
nonvolatile storage device, wherein the changeable area further comprises an
application component and a secure area coupled to the application component
(Watanabe, Col. 1 Lines 59 — 62, nonvolatile memory with area for storing security
function) but fails to teach a server system capable of communicating through a secure
medium with the application component. However, in an analogous art Hamilton
teaches a server system capable of communicating through a secure medium with the
application component (Hamilton, Col. 2 Lines 35 — 41, server in communication with

security device).
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At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hamilton’s system for providing secure electronic
commerce transactions in view of Watanabe's portable electronic device with a security
function and a nonvolatile memory because it offers the advantage of positively
determining that a transmission is from an authentic source (Hamilton, Col. 2 Lines 2 —
4).

5. As per claims 2, 7, 28 and 33, Watanabe as modified teaches wherein the server
system is capable of communicating through the secure medium with the secure area
(Watanabe, Col. 1 Lines 59 — 62, nonvolatile memory with area for storing security
function).

6. As per claims 4, 10, 17, 24, 30, 36, 43 and 50, Watanabe as modified teaches
the nonvolatile storage device is a Flash memory (Watanabe, Col. 3 Lines 36 — 39,
EEPROM).

7. As per claims 5, 11, 18, 26, 31, 37, 44 and 51, Watanabe as modified teaches
the application component comprises an application file (Watanabe, Col. 1 Lines 59 —
62, nonvolatile memory with area for storing security function).

8. As per claims 27, 32, 38 and 45 Watanabe teaches a controller unit, a digital
signal processor coupled to the controller unit (Watanabe, Col. 1 Lines 49 — 51, portable
electronic device), a nonvolatile storage device (Watanabe, Col. 1 Lines 59 — 62,
nonvolatile memory), a changeable area in the nonvolatile storage device, wherein the
changeable area further comprises an application component and a secure area

coupled to the application component (Watanabe, Col. 1 Lines 59 — 62, nonvolatile
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memory with area for storing security function) but fails to teach a server system
capable of communicating through a secure medium with the application component.
However, in an analogous art Hamilton teaches a server system capable of
communicating through a secure medium with the application component (Hamilton,
Col. 2 Lines 35 — 41, server in communication with security device).

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Hamilton’s system for providing secure electronic
commerce transactions in view of Watanabe's portable electronic device with a security
function and a nonvolatile memory because it offers the advantage of positively
determining that a transmission is from an authentic source (Hamilton, Col. 2 Lines 2 —

4).

9. Claims 3, 9, 13 — 16, 20 — 23, 29, 35, 39 — 42, 46 — 49 are rejected under 35
U.S.C. 103(a) as being unpatentable over Watanabe U.S. Patent No. (7,096,366) and
Hamilton et al. U.S. Patent No. (7,404,202) and in further view of Kikinis et al. U.S.
Patent No. (6,523,079).
10.  As per claims 3, 9, 29 and 35, Watanabe fails to teach the electronic device is a
personal digital assistant. However, in an analogous art Kikinis teaches the electronic
device is a personal digital assistant (Kikinis, Col. 3 Lines 1 — 10, Personal digital
assistant).

At the time the invention was made, it would have been obvious to a person of

ordinary sKkill in the art to use Kikinis’ micropersonal digital assitant in view of
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Watanabe’s portable electronic device with a security function and a nonvolatile
memory because it offers the advantage of providing communication in the fastest
available means between a host and pda (Kikinis, Col. 2 Lines 37 — 40).

11.  As per claims 13, 20, 39 and 46, Watanabe as modified fails to teach the
communication protocol component is a smart messaging service component for mobile
devices. However, in an analogous art Kikinis teaches the communication protocol
component is a smart messaging service component for mobile devices (Kikinis, Col. 3
Lines 1 — 10, Personal digital assistant with text capabilities).

At the time the invention was made, it would have been obvious to a person of
ordinary sKkill in the art to use Kikinis’ micropersonal digital assitant in view of
Watanabe’s portable electronic device with a security function and a nonvolatile
memory because it offers the advantage of providing communication in the fastest
available means between a host and pda (Kikinis, Col. 2 Lines 37 — 40).

12.  As per claims 14, 21, 40 and 47, Watanabe as modified teaches one or more
smart messaging service servers capable of communicating through a communications
medium with the smart messaging service component; and, wherein the one or more
servers that communicate with the application component are web servers (Kikinis, Col.
3 Lines 1 — 10, Personal digital assistant with text capabilities).

13. As perclaims 15, 22, 41 and 48, Watanabe as modified teaches the
communications medium is from the group consisting essentially of smart messaging
service wireless link, Code Division Multiple Access, and Global Mobile System (Kikinis,

Col. 3 Lines 1 — 10, Personal digital assistant with text capabilities).
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14.  As per claims 16, 23, 42 and 49, Watanabe as modified teaches the electronic
device is from the group consisting essentially of Smart phone, smart messaging
service capable device, and mobile phone device (Kikinis, Col. 3 Lines 1 — 10, Personal

digital assistant with text capabilities).

15. Claims 8, 25, 34 and 52 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Watanabe U.S. Patent No. (7,096,366) and Hamilton et al. U.S.
Patent No. (7,404,202) and in further view of Kamibayahsi et al. U.S. Patent No.
(7,181,008).

16.  As per claims 8, 25, 34 and 52, Watanabe fails to teach the system area is not
modifiable by a user of the electronic device. However, in an analogous art
Kamibayashi teaches the system area is not modifiable by a user of the electronic
device (Kamibayashi, Col. 5 Lines 56 — 67, secure area in the Flash memory)

At the time the invention was made, it would have been obvious to a person of
ordinary skill in the art to use Kamibayashi's contents management method with
Watanabe’s portable electronic device with a security function and a nonvolatile
memory because it offers the advantage of protecting data (Kamibayashi, Col. 1 Lines

37 — 39).

Conclusion
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Roderick Tolentino whose telephone number is (571)
272-2661. The examiner can normally be reached on Monday - Friday 9am to 5pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Edan Orgad can be reached on (571) 272-3811. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Roderick Tolentino

Examiner

Art Unit 2439
/R.T./

Examiner, Art Unit 2439

/Christopher J Brown/
Primary Examiner, Art Unit 2439
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Response to Office Action Appl. No. 11/484,100

54. (New) A mobile electronic device according to claim 53, wherein the operation of allowing
the security application in the mobile electronic device to communicate with the security service
comprises:

automatically causing user data to be copied from the mobile electronic device to at least

one of the servers, in response to the theft report.

55. (New) A mobile electronic device according to claim 54, wherein the theft report includes no

third-party certification.

56. (New) A mobile electronic device according to claim 53, wherein:

the one or more machine-readable media comprises non-volatile memory;

the non-volatile memory comprises a changeable area that can be modified by a user and
a system area that cannot be modified by the user;

the security application resides at least partially in the system area; and

the security application receives the theft report from at least one of the servers via the

system area.

57. (New) A mobile electronic device according to claim 53, wherein:

the mobile electronic device comprises a mobile phone; and

the operation of automatically disabling at least one user function of the mobile electronic
device comprises preventing a person from using the mobile phone for calls, while allowing the

security application in the mobile phone to communicate with one or more servers.

58. (New) A mobile phone according to claim 57, wherein the operation of enabling the owner to
register the mobile electronic device with the security service comprises providing the security
service with at least three items from the group consisting of: a phone number for the mobile
phone, a phone service provider for the mobile phone, an International Mobile Equipment

Identifier (IMEI) number for the mobile phone, and a phone description for the mobile phone.
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