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Abstract

Pertable devices, such as Persenal Digital Assis-
tants (PDAs), are particularly vulnerable te mali-
cieus cede threats due te their widespread imple-
mentatien and current lack ef a security framewerk.
Altheugh well knewn in the security industry te be
insecure, PDAs are ubiquiteus in enterprise envi-
renments and are being used fer such applicatiens
as ene-time-passwerd generatien, sterage of medi-
cal and cempany cenfidential infermatien, and e-
cemmerce. It is net eneugh te assume all users are
censcieus of cemputer security and it is crucial te
understand the risks of using pertable devices in a
security infrastructure. Furthermere, it is net pes-
sible te empley a secure applicatien en tep ef an
insecure feundatien.

Palm eperating system (OS) devices ewn nearly
80 percent eof the glebal handheld cemputing mar-
ket [11]. Tt is because of this that the design ef the
Palm OS and its supperting hardware platferm were
analyzed. The presented research prevides detail
inte specific scenaries, weaknesses, ane mitigatien
recommendatiens related te data pretectien, ma-
licieus cede, virus sterage, and virus prepagatien.
Additienally, this werk can be used as a medel by
users and develepers te gain a deeper understanding
of the additienal security risks that these and ether
pertable devices intreduce.

*Palm OS and HetSync are registered trademarks ef Palm,
Inc. Other preduct and cempany names may be trademarks
of their respective ewners.

1 Introduction

A new threat medel exists fer malicieus cede and
virus attacks en pertable devices. These threats
are ne lenger centained te cemmen desktep enviren-
ments. Pertable devices empleying custem electri-
cal circuit design, preduct-specific capabilities, and
embedded eperating systems are cemmenplace in
cerperate infrastructure. It is increasingly cemmen
for venders te intreduce these devices te an envi-
renment befere the security ramificatiens have been
examined. PDAs are new being depleyed by cer-
peratiens fer security-related applicatiens. Added
functienality ef wireless technelegies, such as in-
frared (IR) and radie frequency (RF), increases risk
areas. New classes of malicieus cede attacks ex-
ist that cannet be detected or centained by current
metheds leng depleyed in desktep envirenments. In
additien, the netien of cress-architecture pellinatien
very quickly becemes a mainstream cencern. [5]
prevides an everview eof seme malicieus threats te
PDAs and can be read in parallel with this text.

Many users de net recegnize that the infermatien
stered en their PDA is epen te cempremise by unau-
therized users, and hence de net treat the data
stered en their handhelds with the same care as
they de en their desktep. Our research discusses
the underlying preblem that security is net prep-
erly designed inte the Palm OS platferm. Altheugh
Palm OS is net presented as a secure eperating sys-
tem, if the device is being used fer security pur-
peses, which is beceming prevalent in cerperate en-
virenments, there are a number of risk areas te be
cencerned with.

Fer example, Palm OS effers a built-in Security ap-
plicatien which is used fer the legitimate user te
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pretect and hide recerds frem unautherized users
by means ef a passwerd. In all basic built-in appli-
catiens (Address, Date Beek, Meme Pad, and Te
De List), individual recerds can be marked as “Pri-
vate” and sheuld enly be accessible if the cerrect
passwerd is entered. Anether example is the “Beam
Bit” flag centained in every applicatien database,
which is used te prevent the infermatien frem being
transferred, or “beamed”, te anether device via IR.
Henering the state of the Beam Bit is purely velun-
tary by the executing applicatien. These simplistic
mechanisms lull the user and perhaps seme devel-
epers inte a false sense of security. There sheuld
be streng warnings by the vender that these mech-
anisms are trivially bypassed (as in §4, §5, and
with [14]), se users and develepers can plan fer and
werkareund the lack ef security. Security-based ap-
plicatiens exist en the Palim OS, such as seftware au-
thenticatien tekens, cryptegraphic key sterage, and
encryptien preducts, all that require a secure eper-
ating system in erder te be preperly implemented.
Witheut preper pretectien mechanisms in place, ap-
plicatiens that rely en the secure sterage ef secret
cempenents are severely at risk of cempremise.

The preperties of malicieus cede, particularly
viruses, can be distilled inte feur stages: Infectien,
Sterage, Triggers, and Actiens. In this paper, the
design of Palm OS is analyzed with respect te each
of these stages. A number of weaknesses and attack
vecters have been identified frem beth classical and
new technelegy areas and we effer insight inte ad-
dressing these preblems in design and usage. In ne
way is this text exhaustive in enmmerating attacks.
Rather, an attempt is made te educate the reader
on the design flaws and new threats that exist en
pertable devices.

In §2, we previde a summary eof the varieus types of
malicieus cede: viruses, Trejan herses, and werms.
83 describes the typical design and architecture of a
PDA, fecusing en the Palm OS seftware and hard-
ware platferm. §4 and §5 detail the risks of weak
system passwerd sterage and backdeer debug medes
inherent in Palm OS. §6 threugh §9 address the feur
stages of the virus lifecycle with respect te Palm OS.

We cenclude that current state-ef-the-art pertable
devices are net equipped fer the threat ef viruses er
ether malicieus cede cempenents. In additien, it be-
cemes apparent that threat medels and attack vec-
ters these devices intreduce are net yet taken inte
acceunt by preduct designers and anti-virus ven-

ders'. Hepefully, the varieus sectiens ef this paper
can act as a read map tewards the future design
of these devices and aid in security awareness fer
existing depleyments.

2  Summary of Malicious Code Types

Fer the purpeses of clarity, we will classify malicieus
cede inte three areas [23]:

e A Virus is a self-replicating cede segment
which must be attached te a hest executable.
When the hest is executed, the virus cede may
alse execute. If pessible, the virus will repli-
cate by attaching a cepy ef itself te anether ex-
ecutable. The virus may include an additienal
“paylead” that triggers when specific cendi-
tiens are met.

e A Trojan horse is malicieus cede masquerad-
ing as a legitimate applicatien. The geal of the
cede is te have the user believe they are cen-
ducting standard eperatiens er running an in-
necueus applicatien when in fact initiating its
ulterier activities. There are many ways this
attack manifests with the mest frequent being
reliance upen user naivety. A Trejan herse is
simmilar te a virus, except a Trejan herse dees
net replicate.

e A Worm is a self-replicating pregram. It is
self-centained and dees net require a hest pre-
gram. The pregram creates the cepy and causes
it te execute; ne user interventien is required.
Werms cemmenly utilize netwerk services te
prepagate te ether cemputer systems [19].

3 Palm OS Device Architecture

At the highest level, the architecture of the Palm OS
device, and mest ether PDAs, can be breken dewn
inte three layers (Figure 1): Applicatien, Operating
System, and Hardware.

Use of the Palm OS Applicatien Pregramming In-
terface (API) prevides the applicatien develeper

1 Anti-virus seftware fer PDAs is available frem a number
of venders, including, but net limited te: Central Cemmand,
F-Secure, McAfee.cem, Symantec, and Trend Micre.
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Figure 1: Typical layered architecture of a PDA

with a netien ef hardware independence and pre-
vides a layer of abstractien. If the API is used
preperly, recempiling ef the applicatien is all that is
necessary in erder te run en Palm OS devices based
en different hardware. Therefere, it is impertant te
examine weaknesses and attack vecters that can be
feund at the pregramming interface te the eperating
system.

Directly accessing the precesser by aveiding the in-
terface put ferward by the eperating system allews
the develeper te have mere centrel ef the preces-
ser and its functienality. A risk ef legitimate use
of direct precesser access is the less of cempati-
bility fer future medels. Fer example, elder Palm
OS devices did net suppert a grayscale LCD palette
threugh the Palm OS API, even theugh the under-
lying hardware pessessed this capability. Bypassing
this interface and tapping inte the functienality ef
the precesser directly will remedy this [13]. Ideally,
te previde seme semblance of access centrel and se-
curity, enly the eperating system sheuld have access
te the underlying hardware. Allewing applicatiens
te directly access hardware prevides an avenue fer
malicieus attack (as discussed in §9.2).

3.1 Operating System

Palm OS was designed te be epen and medular te
suppert applicatien develepment by third-parties.
The netien ef layer- eor file-based access centrel is
netably absent. It is net surprising that all pre-
gram cede and data can be accessed and medified
by any user er ether applicatien. In such uniferm
memery access scenaries, it is difficult te differen-
tiate between legitimate and malicieus applicatiens
selely frem memery read/writes and system calls.

[20] offers the fellewing everview en file system and
applicatien structure:

e Palm OS dees net use a traditienal flat file sys-
tem. Data is stered in memery chunks called
“recerds”, which are greuped inte “databases”.
A database is analegeus te a file. The differ-
ence is that data is breken dewn inte multiple
recerds instead of being stered in ene centigu-
eus chunk.

e Palm OS applicatiens are generally single-
threaded, event-driven pregrams. Only emne
pregram runs at a time. Each applicatien has a
PilotMain functien that is equivalent te main
in C pregrams. Te launch an applicatien, Palm
OS calls PilotMain and sends it a launch cede.
The launch cede may specify that the applica-
tien is te beceme active and display its user
interface (called a “nermal launch”), er it may
specify that the applicatien sheuld simply per-
ferm a small task and exit witheut display-
ing its user interface. The sele purpese ef the
PilotMain functien is te receive launch cedes
and respend te them. Future versiens ef the
Palm OS may allew third-party applicatiens te
be multi-threaded.

e Applicatiens can send launch cedes te each
ether, se an applicatien might be launched frem
anether applicatien er it might be launched
frem the system. An applicatien can use a
launch cede te request that anether applicatien
perferm an actien er medify its data.

3.2 Hardware

All Palm OS devices, including these by Hand-
spring, Seny, IBM, Kyecera, QUALCOMM,
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Franklin Cevey, TRG and Symbel Technelegies,
currently use the Meterela DragenBall MCG68328-
family ef micreprecessers which are based en the
Meterela MC6SECO00 cere?.  The DragenBall
precessers are inherently lew-speed, ranging frem
16MHz te 33MHz depending en the type (MC68328,
'EZ328, or 'VZ328). ARM Limited’s micreprecesser
architecture, empleyed in many censumer, wireless,
and security preducts, will be used as the cere ef
future DragenBall precessers [2] and is planned te
be implemented in Palm OS devices in 2002.

Palm OS and ether handheld embedded devices use
battery-backed Randem Access Memery (RAM) te
stere applicatien and user data. The eperating
system and ether nen-transient cempenents are ef-
ten stered in Read-Only Memery (ROM). Hewever,
newer devices are meving tewards Flash memery
fer static cempenents such as the eperating system.
Flash memery is nen-velatile and the data stered in
it will remain intact even with less ef battery pewer
or a hard reset. The Palm OS is restarted frem its
ROM er Flash sterage area upen system reset.

4 Retrieval of Passwords

It is pessible, via a number of metheds, te extract
data frem pertable devices by reading raw memery
or frem the hest system after such data has been
backed up. These attacks can retrieve files centain-
ing petentially valuable data such as passwerds, fi-
nancial, medical, er ether cempany er persenal in-
fermatien. In efficially sanctiened scans, the au-
thers feund that the passwerds chesen by users te
pretect data en their PDAs were the same as these
being used for critical cerperate assets.

One example of a high-security applicatien is med-
ical data, which is increasingly being stered en
pertable devices by decters in erder te have im-
mediate access te patient infermatien. Recent sit-
uatiens have eccurred in which hespital intruders
have beamed extensive ameunts ef unpretected pa
tient data eff of Palm OS devices. This ceuld have
been aveided with the preper use of passwerds, en-
cryptien, and access-centrel en the device.

2Meterela’s MC68328 DragonBall Integrated Processor
User’s Manual describes the pregramming, capabilities, and
eperatien eof the MCG68328; the M68000 Microprocessor
User’s Manual prevides instructien details fer the 'EC000
cere.

Histery has shewn the weaknesses of peerly chesen
or stered passwerds, as in [17] and with the Mer-
ris Werm [19]. Users of pertable devices, especially
these that have ne keybeard and require character
input with a pen, eftentimes cheese shert, easily
guessable passwerds, placing cenvenience ever se-
curity. Leveraging this, the scenarie presents itself
where malicieus cede determines the user’s pass-
werd en the lecal device and, upen cennectien te a
netwerk er ether system, attempts te gain access te
ether systems using the user name and new-knewn
passwerd. This type of attack ends up being dis-
cencertingly successful.

As it happens, an enceded bleck is stered en
the Palm OS device in the Unsaved Preferences
database that centains a reversible ebfuscatien ef
the user’s system passwerd [15]. The bleck is net
enly readable by any applicatien en the actual de-
vice, but is alse transmitted ever the serial cable,
airwaves, and netwerks during a HetSync eperatien.
This preblem is verified te cencern Palm OS ver-
siens 3.5.2 and earlier.

4.1 Password Decoding Details

The passwerd is set by the legitimate user with
the Security applicatien. The maximum length ef
the ASCII passwerd is 31 characters. Regardless
of the length ef the ASCII passwerd, the resultant
enceded bleck is always 32 bytes. Twe metheds
are used te encede the ASCII passwerd, depending
o its length. Fer passwerds ef feur characters er
fewer, an index is calculated based en the length
of the passwerd and the string is XORed against a
32-byte censtant bleck. Fer passwerds ef mere than
feur characters, the string is padded te 32 bytes and
run threugh feur reunds ef a functien that XORs
against a 64-byte censtant bleck. By understanding
the enceding schema, it is pessible te essentially run
the reutines in reverse te decede the passwerd.

The Palm desktep seftware makes use of the Se-
rial Link Pretecel (SLP) te transfer infermatien be-
tween itself and the Palm device. Each SLP packet
censists of a packet header, client data ef variable
size, and a packet feeter [20]. During the HetSync
negetiatien precess, ene particular SLP packet’s
client data censists of a structure which centains
the enceded passwerd bleck (Figure 2).
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struct {
UInt8 header[4];
UInt8 exec_buf[6];
Int32 userID;
Int32 viewerID;
Int32 lastSyncPC;
time_t successfulSyncDate;
time_t lastSyncDate;
UInt8 userlen;
UInt8 passwordlen;
UInt8 username[userLen+1];
UInt8 password[passwordlLen+1];

378

Figure 2: Structure sent during the HetSync precess
centaining enceded passwerd bleck

Passwords of 4 Characters or Less: By cem-
paring the enceded passwerd blecks ef varieus shert
passwerds (example in Figure 3), it was determined
that a 32-byte censtant (Figure 4) was simply being
XORed against the ASCII passwerd bleck.

A = ASCII passwerd
B = 32-byte censtant bleck
C' = enceded passwerd bleck

The starting index, j, inte the censtant bleck where
the XOR eperatien sheuld begin is calculated by:

j = (A[0] + strlen(A)) % 32;

The enceded passwerd bleck is then created:

for (i = 0; i < 32; ++i, ++j)

{
// wrap around to beginning
if (j ==32) j = 0;
C[i] = A[i] XOR BI[j];

}

56 8C D2 3E 99 4B OF 88 09 02 13 45 07 04 13 44
0C 08 13 5A 32 15 13 5D D2 17 EA D3 B5 DF 55 63

Figure 3: Enceded passwerd bleck ef ASCII pass-

werd ‘test’

Passwords Greater Than 4 Characters: The
enceding scheme fer leng length passwerds (up te

09 02 13 45 07 04 13 44 0OC 08 13 5A 32 15 13 5D
D2 17 EA D3 B5 DF 55 63 22 E9 Al 4A 99 4B OF 88

Figure 4: 32-byte censtant bleck fer use with pass-
werds of length 4 characters er less

31 characters in length) is mere cemplicated than
for shert length passwerds, altheugh it, tee, is re-
versible.

A = ASCII passwerd

B = 64-byte censtant bleck

C' = enceded passwerd bleck

First, A is padded te 32 bytes in the fellewing fash-
ien:

j = strlen(d);

while (j < 32)

1
for (1 = j; i < j * 2; ++1)
// increment each ASCII value by j
Ali] = A[L - 31 + j;
J=1*2
3

The resultant 32-byte array, A, is then passed
threugh feur reunds ef a functien which XORs
against a 64-byte censtant (Figure 5). k& is an in-
dex that begins at {2,16,24,8} fer each ef the feur
reunds.

j = (A[k] + A[k+1]) & Ox3F; // 6 LSB
shift = (A[k+2] + A[k+3]) & 0x07; // 3 LSB

for (i = 0; i < 32; ++i, ++j, ++k)
{

// wrap around to beginning

if (j == 64) j = 0;

if (k == 32) k = 0;

temp = B[jl; // xy
temp <<= 8;

temp |= B[jl; // xzyxy
temp >>= shift;

C[k] XOR= (unsigned char) temp;
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The resultant 32-byte enceded passwerd bleck (ex
ample in Figure 6) dees net have any immediately
visible remnants ef the censtant bleck as the shert
length enceding methed dees. Hewever, it is still
reversible with minimal cemputing reseurces.

B1 56 35 1A 9C 98 80 84 37 A7 3D 61 7F 2E E8 76
2A F2 A5 84 07 C7 EC 27 6F 7D 04 CD 52 1E CD 5B
B3 29 76 66 D9 S5E 4B CA 63 72 6F D2 FD 25 E6 7B
C5 66 B3 D3 45 9A AF DA 29 86 22 6E B8 03 62 BC

Figure 5: 64-byte censtant bleck fer use with pass-
werds greater than 4 characters

18 OA 43 3A 17 7D A3 CA D7 9D 75 D2 D3 C8 A5 CF
F1 71 07 03 5A 52 4B B9 70 2D B2 D1 DF A5 54 07

Figure 6: Enceded passwerd bleck ef ASCII pass-
werd ‘testa’

4.2 Recommendations

Palm OS 4.0, due te be released at the end of 2001,
appears te have reselved the issue of weak passwerd
ebfuscatien. Hewever, it is highly recemmended
that a thereugh analysis ef OS 4.8 takes place befere
a security-critical applicatien is depleyed.

In the current state, it is recemmended that Palm
OS devices sheuld net be trusted te stere any criti-
cal er cenfidential infermatien. In lieu of this, users
and venders are enceuraged te adhere te the fellow-
ing guidelines fer increased passwerd security:

e Engage a challenge/response mechanism.
These mechanisms will minimize the petential
for adversaries te glean passwerds threugh pas-
sive menitering ef the transpert medium. The
transfer of a secret cempenent, even if it is en-
ceded or ebfuscated, ever accessible buses (e.g.,
serial, IR, wireless, er netwerk) is a risky design
decisien. Unfertunately, it's cemmen practice
that applicatiens cheese te simply ebfuscate
passwerds instead of using encryptien.

e Encrypt and salt credentials stored on
systems. Simple ebfuscatien and reversible
transferms lull the user inte a false sense of se-
curity and simultaneeusly shew a lack ef cen-

cern abeut security frem the vender. The use
of a salt, such as the Palm user name, user
1D, er unique serial number of the Palmn de-
vice, minimizes the pessibilities of a passwerd
being represented en multiple systems with the
same hash.

e Implement policy to lock and encrypt
data on the device. The Palm OS Se-
curity applicatien prevides “system leckeut”
functienality in which the Palm device will net
be eperatienal until the cerrect passwerd is en-
tered. This is meant te prevent an unauthe-
rized user frem reading data er running appli-
catiens en the device. Altheugh this pretec-
tien can be bypassed as discussed in §5, it pre-
vides an additienal layer of security fer partic-
ular depleyments. The encryptien ef data can
be achieved with a number of third-party appli-
catiens, theugh care sheuld be taken te verify
secure sterage of the encryptien cempenents.

e Implement an alternative password
scheme. Third-party selutiens exist which
previde pewer-en and data pretectien by
requiring a handwritten signature, physical
butten taps, er ether ferm ef passwerd be-
fere allewing access te the device. Ths use
of graphical passwerds en PDAs is studied
in [12].

5 Backdoor Debug Modes

Designed inte the Palm OS is an RS232-based
“Palm Debugger”, which prevides seurce- and
assembly-level debugging ef Palm OS executables
and the administratien ef databases existing en the
physical device [21].

Entering a shert keystreke cembinatien [21], the
Palm OS device enters ene of twe interfaces pre-
vided by the Palm Debugger and meniters the serial
pert fer cemmunicatien. “Censele mede” interacts
with a high-level debugger and is used mestly fer
the manipulatien ef databases. “Debug mede” is
typically used fer assembly- and register-level de-
bugging. A seft-reset of the Palm device will exit
debug mede, leaving ne preef ef prier use.

The Palm Debugger can be activated even if the
Palm OS leckeut functienality is enabled (which is
currently assumed by mest users te be a sufficient
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pretectien feature, because a passwerd is required
befere the device becemes eperatienal). This preb-
lem is verified te cencern Palm OS versiens 3.5.2
and earlier.

Aside frem the specific attack ef retrieving the eb-
fuscated system passwerd bleck by using export
0 "Unsaved Preferences" and deceding as de-
tailed in §4.1, it is pessible te access all database
and recerd infermatien en the entire Palm OS de-
vice [16]. Fer example, using the import cemnsele
cemmand, ene can lead a Palm OS applicatien inte
the device, therefere side-stepping any HetSync er
beaming eperatiens and legging mechanisms. A
cemplete listing eof censele and debug cemmands can
be feund in [21].

Because the debug medes cemmunicate with the
hest via the serial pert, it weuld be pessible te cre-
ate a Palm OS-based applicatien te emulate the re-
quired cemmands and, with a medified HetSync ca
ble, be used fer the retrieval of passwerds er ether
data in a mebile fashien. When the pessibility ex-
ists te retrieve data frem a pertable device while
“in the field” and net requiring the use of a desktep
cemputer, the threat of physical attacks increases
greatly.

5.1 Recommendations

Selutiens fer this class ef attack can be remedied
with minimal changes te the Palim OS. If the de-
vice has been placed in the system leckeut mede,
the Palm Debugger functienality sheuld be disabled.
Palm OS 4.0 appears te have remeved the activatien
of debug functienality during the “system leckeut”
mede. In an ideal situatien, altheugh a disadvan-
tage te applicatien develepers, all debugging func-
tienality sheuld be remeved in preductien devices.

Additienally, legging all Palm Debugger actiens, es-
pecially with time stamping, aims tewards ferensics
readiness and will aid in pest-attack analysis.

If access centrel features are implemented in future
Palm OS versiens, as they sheuld be, it sheuld be
neted that the permissiens remain intact during de-
bug sessiens and that glebal memery accessibility is
net allewed.

6 Infection Techniques

Cemmen te mest virus applicatiens, ane intrinsic
te werms, is the netien ef self-replicatien. Threugh
self-replicatien and prepagatien, the malignant cede
can infect pregrams, devices, users, er cembinatiens
thereef. Hence, it is impertant te leek at avenues
available te such pregrams te better understand the
risks at hand and determine areas te analyze fer
selutiens.

Generic applicatiens can be leaded in a number of
different fashiens. They can even execute witheut
user knewledge or interactien. Any methed ef lead-
ing data ente the Palm OS device can act as an en-
try peint fer virus er malicieus cede infectien. Feur
majer entry peints fer the Palm OS devices are:
HetSync eperatiens, serial perts, infrared beaming,
and wireless radie. Additienally, applicatiens can
be leaded using the Palm Debugger as described in
5.

Pessibly mere threatening and intriguing is the pe-
tential fer cress-architecture pellinatien and infec-
tien. As with bielegy, the life cycle of a pathegen
may invelve mere than ene species of hest. A virus
ceuld easily be designed te infect a desktep PC and
centain a secendary paylead fer the Palm OS device.
Alternatively, a virus en a Palm OS device ceuld

centain a paylead aimed te cempremise a desktep
PC.

6.1 Application Installation Procedure

The current installatien precedure fer leading third-
party applicatiens ente a Palm OS device is sim-
plistic in nature and was net designed with secu-
rity in mind. The Install Teel, previded with the
Palm Desktep seftware, cepies the desired applica-
tien inte the /Palm/<user>/Install directery en
the desktep PC. Upen the next HetSync epera-
tien, the centents in this directery are autematically
leaded ente the Palm OS device. This is ene ex-
ample of cress-architecture pellinatien as the virus
effectively transfers itself te the new platferm.

Ne cenfirmatien er authenticatien mechanisms ex-
ist during the HetSync eperatien. This shews the
integrity and security ef the hest PC as an integral
cempenent in this chain ef actiens. If the hest PC
is cempremised, the PDA can be censidered cem-
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premised, as well.

6.1.1 Recommendations

Since the user places each individual pregram in the
directery er etherwise intentienally labels the appli-
catiens te be upleaded, user verificatien at synchre-
nizatien te cenfirm the applicatiens sheuld be a triv-
ial selutien. This ceuld be achieved by autemated
prempting en the hest PC er by manually inspect-
ing the centents eof the /Palm/<user>/Install di-
rectery. Hewever, many users have a learned behav-
ier te simply accept system prempts witheut careful
examinatien.

Cryptegraphic signing ef applicatiens by the vender
then verified by the user er Palm device will alse
reduce the chances of illegitimate cede being leaded
or executed en the device.

6.2 Desktop Conduits

“Cenduits”, in the ferm of Dynamic Link Libraries
(DLLs), interface with the HetSync Manager pre-
gram en the desktep PC. They enable the transfer
of data between the Palm OS device and a specific
desktep applicatien during the HetSync precess.

The standard cenduits fer Palm OS transfer Ad-
dress, Date Beek, Meme Pad, and Te De List data
te the Palm Desktep seftware. Palm Expense data
interfaces directly with Micreseft Fxcel. Third-
party cenduits exist which replace the standare cen-
duits and will reute data te Micreseft Outleek er
Fxchange, Letus Netes, Nevell GreupWise, or ether
Persenal Infermatien Manager (PIM).

Cenduits are an extremely likely entry peint fer the
cress-architecture transfer of malicieus cede. Aside
frem virus infectien (such as a macre virus threugh
the use of Micreseft Werd er Excel macre functien-
ality), malicieus cede transferred frem the Palm de-
vice te the desktep threugh a cenduit ceuld expleit
a knewn security preblem in the destinatien desk-
tep applicatien. This ceuld lead te cempremise of
the desktep machine (such as the executien ef arbi-
trary cede, theft er erasure of data, er elevatien ef
privilege).

6.2.1 Recommendations

Cress-architecture infectien risks exist fer any
pertable device that empleys data transfer er syn-
chrenizatien capabilities te ether devices. Preper
security practices sheuld exist in the desktep envi-
renment censisting ef, but net limited te, disabling
macres, scripting, and the unprempted executien
of cede. Anti-virus seftware running en the desk-
tep sheuld scan the inceming data befere passing it
te the destinatien applicatien. Once the malicieus
cede has successfully been transferred te the desti-
natien applicatien, it peses the same threats as if a
user executed such a file directly.

6.3 Creator ID Replacement

Applicatiens running en the Palm OS make use of
a 4-byte Creater ID feor identificatien purpeses. If
the Creater ID eof a malicieus applicatien is defined
te be the same as ene of the built-in applicatiens, it
will be executed in place of the built-in applicatien.
Launching a Trejan pregram in this manner will
appear transparent te the user until it is tee late and
the malicieus actien has eccurred. Creater 1Ds ef
the basic built-in applicatiens are listed in Table 1.

This behavier has characteristics of a list created in
a Last In First Out (LIFO) fashien. Upen additien
of a new piece of seftware te the system, its Cre-
ater ID is pushed ente the list. When a pregram is
launched, a traversal eof the list eccurs te find the
entry peint te the pregram. When the first match
en the Creater ID is feund, the list traversal exits.

Application Name Creator ID
Address addr
Calculater calc
Date Beek date
Expense exps
HetSync sync
Mail mail
Meme Pad memo
Preferences pref
Security secr
Te De List todo

Table 1: Creater IDs ef the basic Palm OS built-in
applicatiens
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6.3.1 Recommendations

Venders can prevent this preblem by menitering the
Creater IDs at the eperating system layer and disal-
lewing duplicates. Furthermere, a cemplete traver-
sal of the list ceuld take place upen each applicatien
launch and if duplicate Creater IDs are feund, nei-
ther applicatien is executed and user interventien
weuld be required. While this epens a windew fer
denial-ef-service-style attacks, it cleses an ebvieus
Trejan herse attack which is petentially much mere
damaging.

6.4 Wireless Communications

6.4.1 Infrared

Fer peint-te-peint, clese quarters cemmunicatiens,
infrared is typically the medel of cheice. In a stan-
dard IR beaming sessien, the Palm OS will send
a sysAppLaunchCmdExgAskUser launch cede te the
receiving applicatien. Typically, applicatiens de net
have custem handlers for this launch cede, in which
case the default respense is te present the user with
a dialeg bex prempting fer acceptance er rejectien
of the request. If, hewever, the applicatien handles
the launch cede, as detailed in §8.1, and sets the
result flag te exgAskOk, the applicatien will send a
sysAppLaunchCmdExgReceiveData launch cede and
always receive the inceming data witheut displaying
a dialeg bex er requiring user interventien.

Using the Exchange Manager functienality in this
manner, it is trivial te transmit and receive appli-
catiens and data ever the infrared cemmunicatiens
channel. With cellusien en the receiving end, as
weuld be pessible with an infected system, IR func-
tienality creates a viable cenduit fer prepagatien ef
virus ane ether malicieus applicatiens.

The scenarie of beaming business cards at cenven-
tiens cemes quickly te mind as a petential hestile
envirenment that previeusly might net have been
censidered as such. Censider a scenarie where an
adversary, pesing as a cenference attendee, beams
malicieus cede or ether paylead, in the ferm eof a
business card ebject, te anether individual. The
malicieus cede ceuld then spread frem this indivie-
ual te trusted parties during seemingly innecueus
business card transfers.

6.4.2 RF

While infrared beaming is werkable in clese quar-
ters, ether mechanisms must be engaged for wide
distance cemmunicatiens. The wireless technel-
egy space, particularly RF, has beceme a primary
driver fer pertable devices. Internet and e-mail
cennectivity can be ebtained threugh numereus
previders, including Nevatel Wireless, SkyTel, and
Sprint PCS. Wireless Applicatien Pretecel (WAP)-
capable PDAs and phenes are beceming cemmen-
place. Symbel Technelegies’ family eof Palm OS
devices integrate a Spectrum?24 wireless lecal-area-
netwerk medule fer enterprise cennectivity. The
Palm VII empleys a radie medem te cemmunicate
with the “Palim.Net” service en the Bell Seuth Wire-
less Data netwerk.

6.4.3 Recommendations

As with any ether ingress er egress peint en PDAs,
wireless technelegies create a new vecter fer pessible
infection threugh such means as applicatien trans-
fer or the transmissien ef intentienally faulty data
packets. The design ef preperly secured wireless
netwerks is beyend the scepe eof this paper, but it
sheuld be neted that if the pertable devices are net
sufficiently pretected, they beceme a weak link in
the transactien precess. Censideratien sheuld par-
ticularly be placed en the sterage ef secret cempe-
nents (e.g., encryptien keys), user authenticatien,
and data transfer mechanisms.

Care sheuld be taken when running server applica-
tiens en a pertable device, particularly when using
RF technelegy (which has a wide eperating range).
These applicatiens allew ether devices te cennect
inbeund te the server device thereby increasing the
petential fer malicieus cede te be transferred er fer
ether malicieus actien (e.g., theft of data) te take
place.

Glebal system functienality that weuld always
prempt fer user input and display the applicatiens
requested fer data receptien er transmissien weuld
diminish wireless infectien. The additien of legging
mechanisms fer pest-mertem analysis weuld alse as-
sist. As these are twe suggestiens that require ven-
der interventien, it beheeves the user of the device
te® be cegnizant ef their surreundings and assess the
threat befere accepting beamed infermatien frem
unknewn peeple.
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7 Storage and Payload Hiding

A key trait of virus cede is the ability te remain in-
visible te casual scrutiny. This is eften accemplished
by stering pregram centents in nen-stanedard areas.
While the varieus metheds ef encrypting er ether-
wise ebfuscating the paylead ef a virus pregram te
aveid detectien frem anti-virus seftware is beyend
the scepe of this paper, areas in which cede may be
attached or stered in Palm OS devices is addressed.

7.1 Preferences and Databases

In the Palm OS API, Preferences and Data
Manager functiens effer several avenues fer data
sterage. System ane applicatien preferences
are accessible via the Pref {Get, Set }Preferences
and Pref{Get,Set }AppPreferences functien calls.
Similarly, any system er applicatien database can
be attached te and used te stere malicieus centent.
DmOpenDatabase, DmWrite, DmResizeRecord, and
DmSetDatabaseInfo are all cemmen database ma-
nipulatien functiens that, due te the lack ef pretec-
tien aned ewnership ef individual recerds, beceme
cenduits fer attachment.

Unused fields in recerds are cemmenly used as
cevert channels. Databases en the Palm OS device
are ne exceptien. Fer example, the Applicatien and
Sert Infe Blecks are eptienal fields in each database
that can be used te stere applicatien-specific infer-
matien. Cemmen data stered in this bleck includes
categery names or database versien numbers. Hew-
ever, it is net necessary fer this field te be pepu-
lated and eften times it is net. Traversing the ex-
isting database recerds en the device and checking
the appInfoID er sortInfolD parameter fer a null
peinter will yield a lecatien fer the attacker te stere
the handle (peinter te a lecatien) ef their paylead.
This weuld net affect the legitimate applicatien’s
usage in any way.

7.2 Flash Memory

Palm OS devices incerperating nen-velatile Flash
memery currently use it selely fer the sterage of the
eperating system cede. Depending en the family ef
Palm OS device, there remains between 440kB and
824kB ef unused memery space.

Utilities exist, such as [27], which make use eof
the unused memery areas te backup applicatiens
and databases. These utilities are OS- and device-
specific and use functienality eutside of the Palm
OS API. This is a perfect example of paylead ster-
age and is identical te hew a malicieus applicatien
weuld utilize Flash memery fer such a purpese.

Data ceuld alse be stered en the Flash memery eut-
side of the address space that is used by Palm OS,
but within the valid memery map as specified in the
DragenBall Group-Base Address registers. In de-
ing se, applicatiens running en Palm OS using enly
API functiens will net be able te access ner see the
data stered in this regien.

Recemmendatiens te minimize the risks of impreper
Flash memery usage are discussed in §9.3.1.

8 Execution Triggers

Viruses de net always execute immediately after in-
fecting a target device. There is eften an “incuba-
tien peried” in which the virus sits dermant, wait-
ing fer a specific time, key sequence, er ether pre-
erdained initiater. The inclusien ef an incubatien
peried increases the difficulty ef determining exactly
hew er when the system was infected. As mere sys-
tem activity takes place ever time, the ability te
backtrack te the peint ef infectien becemes difficult
if net impessible.

8.1 Launch Codes

Particular launch cedes sent by Palm OS are re-
ceived by all applicatiens en the Palm device. This
becemes a prime candidate fer incubatien er virus
executien, since cede segments defined in handling
reutines are executed witheut the user’s knewledge
or interventien. Full details of the launch cedes can
be feund in [22]. A casual perusal of the decumenta-
tien fer launch cedes uncevers several ebvieus events
that will likely be used fer incubatien ef malicieus
cede. Our speculatiens en these are listed in Ta-
ble 2.

Launch cedes are handled in switch-style cen-
structs within the PilotMain functien. An applica-
tien checks each cede that it receives te determine
if a handler exists. If ene dees exist, executien is
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Launch Code

Potential Incubation Method

sysAppLaunchCmdSystemReset

This launch cede signifies that a system reset has just eccurred.

Ne user input is allewed during this launch cede. As Palm OS
devices are net reset at regular intervals, this prevides a randem
timing fer the launch ef malicieus cede.

sysAppLaunchCmdSyncNotify

When a HetSync eperatien has been cempleted or an applicatien

has been successfully beamed and received by the device, this
launch cede is sent te applicatien. This ceuld signify that the
malicieus cede has successfully prepagated te the target device
and can perferm its paylead hiding er destructive actiens.

sysAppLaunchCmdAlarmTriggered

A mest prebable launch cede fer malicieus use. Malicieus cede

ceuld set an alarm fer a future time. Upen receipt of the alarm,
the desired cede weuld be executed.

Table 2: Selected applicatien launch cedes and theerized incubatien metheds

handed off te the apprepriate functiens. The launch
cede of sysAppLaunchCmdNormalLaunch, sent when
an applicatien is nermally executed, weuld mest
often vecter te legitimate cede. This prevides an
appearance of nermalcy while malicieus payleads
remain dermant until their specific launch cede is
seen.

8.1.1 Application Transfer

Threugh the use of launch cedes sent by the Paln
OS during the leading ef an applicatien (via the
HetSync precess er IR beaming), it is pessible te
have an applicatien self-execute after it has been
transferred te the target device. Using an infection
technique such as described in §6.1, it weuld be triv-
ial fer malicieus cede te be leaded and executed en
a Palm device with the legitimate user having ne
knewledge of the event.

A typical sequence te execute an applicatien by
transfer is as fellews:

The newly transferred applicatien will first receive
a sysAppLaunchCmdSyncNotify launch cede frem
the OS te specify that the device has success-
fully received the applicatien. If the handling ef
this launch cede sets an alarm fer an immedi-
ate er future time, the applicatien will be started
again with a sysAppLaunchCmdAlarmTriggered
launch cede when that time is reached. The
AppLaunchWithCommand API functien can be called
with a sysAppLaunchCmdNormalLaunch launch cede
in erder fer the applicatien te begin nermal execu-
tien.

8.1.2 Recommendations

While it is difficult te determine if pregrams being
intreduced te the system are malicieus in nature, it
is pessible te sweep existing applicatiens te deter-
mine if new launch cede handlers have been inserted
since the applicatien’s eriginal intreductien. The
medificatien ef an existing pregram te execute new
cede at launch weuld be endemic of viral activity
and neticeable threugh these scans.

8.2 Trap Patching

Well-knewn te the virus writing cemmunity is the
netien eof “trap patching”. When a system functien
is called, the eperating system perferms a leek-up
en the trap dispatch table te determine where in
memery the desired functien is lecated. In patch-
ing a system functien, this address is replaced in the
table with an address peinting te new cede. Often-
times, the new cede will hand executien eff te the
eriginal reutine after it has served its purpese. In
such a scenarie, the patch appears invisible te the
end user, as the eriginal functienality still succeeds.

Trap patching has many uses beyend that ef virus
design. Fer Palin OS devices, trap patching has
been made pepular with HackMaster [13]. Any na-
tive functiens in the Palm OS are petential vecters
that can be trapped and expleited. This is net enly
the case fer experted user pregramming interfaces,
but includes these that are defined fer system-use
enly.
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Te help in understanding trap patching as a vulner-
ability, censider a trivial denial-ef-service event:

When a penUpEvent event is detected in the
writing area, SysHandleEvent hands centrel
ever te the GrfProcessStroke API functien.
GrfProcessStroke is lecated in the trap dispatch
table and the Pregram Ceunter starts executien at
the address returned. If the GrfProcessStroke reu-
tine were replaced with a stub that returned imme-
diately after entry, which is te say that the reutine
dees nething, the attack weuld result in characters
being prevented frem entering inte the key queue.

Obvieusly, this censtitutes a much mere benign
attack than enes that might be intreduced with
greater functienality.

8.2.1 Recommendations

Selutiens fer this class ef preblem have been histeri-
cally difficult [7, 25]. Rellback, in particular, makes
the tracking ef petentially legitimate patching preb-
lematic. Fer example, take a natural scenarie as
shewn in Figure 7.

Figure 7: Functiens {1,2,3} with cerrespending Ad-
dresses {A B,C}

Assuming that the structure in the trap dispatch
table fer Functien 1 is medified te peint te a new
Address, D (Figure 8), it weuld be up te the pre-
gram that intreduced the medificatien te keep track
of the eriginal value.

If yet anether patching pregram is intreduced, it
weuld nete the native lecatien ef Functien 1 as Ad-
dress D. In this case, the secend pregram has ne way
of knewing that it did net stere the eriginal address
of Functien 1. Upen the first pregram returning
Functien 1 te Address A, the secend pregram can
still rellback, pushing the return lecatien back te
that ef Address D.

D
177 A
2——>B
3——C

Figure 8: Functien 1 patched te peint te Address
D. Address D hands eff te the eriginal lecatien, Ad-
dress A, upen cempletien.

Petential exists fer periedic checks against vender-
published hash tables te aveid the rellback scenarie.
It is envisiened that venders weuld publish and
cryptegraphically sign a list ef the entry peints te
the varieus functiens. Checks ceuld be made en the
pertable devices themselves. The Palm OS ceuld
alse create a list of entry peints eof newly installed
applicatiens and, upen executien, check the stered
values against the live values neting discrepancies.
A message bex er ether user alert weuld be shewn
sheuld the necessity arise. A cryptegraphic cepre-
cesser, such as [8, 26], ceuld assist in the secure
sterage of these entry peints.

9 Malicious Actions
9.1 Application Deletion

Witheut memery pretectien, it is trivial te create
applicatiens capable ef deleting pregram cede er
database infermatien. The Palm.Liberty.A Tre-
jan herse, detected in August 2000 and claimed te
be the first knewn Trejan fer the Palm OS platferm,
did just this in erasing all databases en the device.
With cemplete and unrestricted memery access, the
malicieus applicatien simply iterates threugh the
linked list of databases and unlinks each ene as it
preceeds.

9.1.1 Recommendations

There are several preventive appreaches fer this
type of attack. Trapping eperating system calls at
the API level has been empleyed in certain scenar-
ies [18]. The calls are eften patched te alert the user
of a particular actien er te disallew an actien alte-
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Register(s)

Potential Effects

Phase-Locked Loop (PLL) Control
Power Control

System can be halted.

Group-Base Address
Group-Base Address Mask
Chip-Select

Cerrupted memery maps making cede and data
fetches impessible.

LCD Controller Module

Affect LCD functienality. It may be pessible te

cause LCD hardware damage by medifying the
refresh frequency er by impreper pewer cycling.

Table 3: Selected registers and theerized effects of impreper medification

gether. Placing the enus ef allewing er disallewing
certain functiens en the user can be preblematic
as, mere often than net, the user is net security-
censcieus and will impreperly cenfigure, circum
vent, er cempletely ignere the pretectien mecha-
nisms edue te their cemplexity. Security precesses
need te be in place at the eperating system level
that are undetectable and inescapable.

While this technique of trapping eperating system
calls has enjeyed seme ameunt ef success, it has
the drawback that applicatiens legitimately creat-
ing and erasing their ewn databases are eften hin-
dered. One remedy te this situatien is te have the
eperating system enferce rules that enly allew med-
ificatien te databases with the same Creater ID as
the applicatien perferming the actiens. In this case,
the Creater ID weuld need te be nen-medifiable by
the user.

9.2 Register Manipulation

While attacks using the Palm OS API are a majer
threat, lack ef cempartmentalizatien in the eperat-
ing system allews the user te target the underlying
hardware centrelling the device. The DragenBall
allews direct centrel ef its registers via memery-
mapping. Direct centrel ef these registers allews
an attacker te centrel many lew-level aspects of de-
vice eperatien. An applicatien simply has te define
a peinter te the specific memery lecatien represent-
ing the target register.

By examining the DragenBall registers, we have de-
termined particular registers that, when impreperly
medified, can lead te disruptive events er physical
damage te the Palm OS device. Our theerized ef
fects are listed in Table 3. It sheuld be neted that
while these examples fecus en the DragenBall pre-

cesser, ether embedded micreprecessers exhibit sim-
ilar vulnerabilities. These attacks are cemparable
te the desktep cemputer envirenment in which ma-
licieus pregrams weuld change the synchrenizatien
rate of a meniter er ever-drive and manipulate hard
drive heads.

9.2.1 Recommendations

Direct register access is net detected by existing
anti-virus seftware. Current seftware in this field
enly watches fer impreper usage of the Palm OS
APT functien calls (such as the DmEraseDatabase
functien).

Discerning a legitimate applicatien frem a malicieus
applicatien is challenging when direct register access
is invelved. Omne selutien is te prevent any third-
party applicatien frem direct register access. While
this weuld hinder legacy applicatiens that did net
adhere te the published API, the miner less in back-
wards cempatibility weuld mest likely be deemed
acceptable fer the increase in security.

9.3 Memory Corruption

Devices using Flash memery supperting field-
upgradeable eperating systems have inflectien
peints that ROM-based devices de net. Malicieus
cede is capable ef taking advantage of the field-
upgradeable capabilities of the Flash device te med-
ify or destrey data. Threugh this, they can patch
the eperating system with custem cede er cem
pletely everwrite it. [9, 18] prevides details of per-
ferming eperating system upgrades in the Flash
memery of Palm OS devices.

DELL EXHIBIT 1010
Page 14 of 18



AID

uP

]

Flash
MMU + | Operating
System
Ll ROM | || RAM
Boot Loader Applications

Figure 9: Pessible design cenfiguratien fer a secure PDA

Successful attacks en Flash can be crippling fer the
Palm OS device. The critical beet leader functien-
ality fer centrelling field-upgrades is eften stered in
Flash. If this area is net preperly pretected using
the Seftware Pretectien and Beet-Bleck lecking fea-
tures previded by the Flash memery device, it can
be altered. Cemplete erasure of the beet leader pre-
vents field-repregramming ef the eperating system
and will require the device te be returned te the fac-
tery fer replacement. Any data net stered in pre-
tected areas ef Flash memery is subject te erasure
or medificatien, eften witheut detection.

9.3.1 Recommendations

Current implementatiens of Palm OS devices de net
use any Flash memery fer applicatien data ster-
age and is used selely te stere the eperating sys-
tem itself. All applicatiens and data reside en
battery-backed RAM. Therefere, a trivial selutien
for security-critical depleyments weuld be te use de-
vices that stere the OS in ROM (such as the PalinPi-
let family) er guarantee that the entire Flash device
is read-enly. A similar scenarie (Figure 9) weuld be
te use a ROM device for all beet leading and Flash
memery upgrade reutines, still leaving the actual
eperating system in Flash. This weuld allew the
critical reutines te be pretected and still allew the
OS te be upgraded. It is apparent that the current
PDA medel places cenvenience of OS upgrades ef
greater impertance than security.

A disadvantage te using Flash memery for the ster-
age of applicatiens and ether eften-medified data is
the lew ameunt ef write-cycles (typically ~10,000)
guaranteed during the memery’s lifetime. Given
that RAM has ne such limitatien, it is still a natural
cheice for this type of data sterage.

The Beet-Bleck areas of Flash memery ceuld be

used te implement a secure beet precess similar
te [1], which will guarantee the integrity of the sys-
tem.

Implementing a hardware-based memery manage-
ment unit (MMU) will aid in supplying memery
iselatien and preventing applicatiens frem unau-
therized access te external memery. The MMU,
cemmenly designed inte embedded micreprecessers,
is net available in the DragenBall cere. Fer pur-
peses of Palm OS devices, this unit ceuld be im-
plemented in an applicatien-specific IC (ASIC) er
pregrammable legic device. It is heped that an
MMU is designed inte the ARM cere fer future
DragenBall precessers. The MMU is lecated en the
address and data buses between the micrepreces-
ser and the external memery. If the address re-
quested for read/write access is eutside of a legal,
pre-defined range, the MMU can either prevent the
eperatien eutright er respend back te the precesser
in seme manner.

It sheuld be neted that selely implementing an
MMU is net eneugh fer preper memery pretectien.
If the Palm OS is medified by an adversary, it may
still be pessible te access “restricted” areas ef Flash.
Using [1] in cenjunctien with an MMU implementa-
tien will werk nicely, as there is integrity te guaran-
tee that the eperating system and underlying cem-
penents are trusted and there is hardware-based
memery pretection fer fault iselatien. Figure 9 is
ene pessible design cenfiguratien. The ROM and
the MMU ceuld be internal te the CPU, depend-
ing en its type. The MMU will meniter the address
and data buses as described previeusly. The en-
tire cenfiguratien ceuld be designed as an ASIC er
as a secure cryptegraphic ceprecesser, aleng with
the preper tamper-respense and physical pretectien
systems as recemmended in [4, 6].

Anether selutien te the preblem ef accessible Flash
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memery and risks ef intentienal cerruptien weuld
be te intreduce hardware jumper pretectien. This
weuld physically allew er prevent writing te the
Flash device. In erder te accemplish this, a user
weuld typically have te place a jumper er depress a
butten te enable er disable writing te Flash mem-
ery areas. Such a jumper ceuld be cennected te the
Chip Enable, Write Enable, er Output Enable line
of the memery device. Alternatively, it ceuld en-
able circuitry that weuld cennect the required ad-
dress lines between the precesser and memery de-
vice. When enabling field-upgradeable functienal-
ity, seme medicum ef due diligence must be taken
te ensure integrity and autherizatien fer such ac-
tiens. Even if the hardware jumper was enly active
for the regiens stering the base eperating system,
this weuld increase the security ef the system. If
applicatiens are stered in Flash in future devices,
the same scenarie weuld exist and the user weuld
have te physically “appreve” each applicatien as it
is leaded inte their device. This, hewever, is tedieus
for the user and ceuld easily be bypassed with sim-
ple medificatiens te the hardware.

Secure ceprecessers, such as [8, 26], enable secure
distributed applicatiens by previding safe havens
where an applicatien pregram can execute, free eof
ebservatien and interference by an adversary with
direct physical access te the device [26]. Designing
such a cenfiguratien inte the underlying Palm OS
hardware will greatly enhance the security ef the de-
vice and may minimize eneugh risk te be a suitable
platferm fer security-based applicatiens. It is pes-
sible that smartcards can serve as interim crypte-
graphic ceprecessers fer pertable devices [28]. Ad-
ditienally, [3] prepeses a seftware-based selutien ef
using PDAs as cryptegraphic tekens.

Currently, Palm OS devices are extremely vulner-
able te Flash memery attacks and have ne pretec-
tien mechanisms as described in this sectien. This is
quite pessibly the case fer ether PDAs and pertable
devices, as well.

10 Conclusions

In this paper, we analyzed the design of the Palm OS
and hardware platferm with respect te data sterage
issues, impreper security design, and malicieus cede
threats. Vulnerable and at-risk areas were identified
that ceuld be taken advantage of fer such attacks. It

has been peinted eut that a variety of preblems exist
that can be expleited at beth the eperating system
and hardware levels. Specific changes te Palm OS
and its asseciated hardware were recemmended and
weuld be required te begin te preperly implement
preventive measures.

Fer selutiens, it becemes apparent that implement-
ing layer-based access centrel may be necessary te
allew the applicatien level te cemmunicate enly
with the eperating system. Cenjunctively, these
access centrel mechanisms weuld allew the eper-
ating system enly te cemmunicate with the hard-
ware. The current design ef the Palim OS seft-
ware and hardware is net laid eut in this fashien.
As a result, many ef the attacks discussed in this
paper remain extremely difficult te defend against
with third-party seftware running at the applicatien
layer. If future versiens of Palm OS allew third-
party applicatiens te run as multi-threaded, anti-
virus applicatiens ceuld essentially run in the “back-
greund” and use menitering techniques as preven
useful in desktep envirenments. Additienally, it
may be pessible te emulate a virtual machine that
prevides integrity and memery pretectien. Virtual
memery areas of RAM used during cryptegraphic
eperatiens can be encrypted similar te [24] te pre-
tect temperarily stered plaintext.

The cryptegraphic cede signing ef applicatiens has
been used in many ActiveX scripts and Java applets
fer a number of years. Pertable devices sheuld em-
pley such metheds te verify the integrity of trusted
applicatiens. Ideally, the cede signing reutines and
resultant signatures weuld be stered in ROM aleng
with the Certificate Autherity (CA) public key eof
the preduct vender. It may be pessible te stere
signatures in Secure Digital (SD) external memery
cards (which are planned te be designed inte Palm
OS devices in late 2001) er Handspring’s Spring-
beard medules.

In lieu of any eperating system upgrades er hard-
ware re-designs, there are a number of simple and
immediate precautienary measures a user can ex-
ercise te reduce the risk of data theft er malicieus
attacks:

e Be aware of what applicatiens are being leaded
ente the pertable device. If an applicatien
cemes frem an untrusted seurce, extra care
must be taken. This may entail using an ex-
isting anti-virus package en the PC te scan the
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file fer knewn threats er testing the applicatien
functienality en a spare device.

e Meniter the HetSync Leg and Last HetSync
Operatien date te verify that there were ne
unautherized HetSync eperatiens perfermed.

e Disable the “Beam Receive” functienality in
the System Preferences panel. Enable this fea
ture enly when necessary. This prehibits any-
eie frem beaming infermatien te the Palm OS
device.

e Be aware of the physical lecatien ef yeur Palin
device at all times. Attaching a belt clip er
lanyard will reduce less, misplacement, er theft.

Because Palm OS devices acceunt fer the majerity
of the PDA market, it is heped that the research in
this paper is used te create a mere secure cemputing
envirenment in the shert term. It is alse heped that
the analyses and ideas previded in this paper will be
used in future werk te design mere secure preducts.

In the current state, cautien sheuld be taken when
empleying pertable devices for security purpeses. In
a War Cellege-style appreach, it is believed by the
authers that eftentimes the simple knewledge of a
vulnerable area is eneugh te help steer the user te-
wards mere security-censcieus use.
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