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ABSTRACT

A system and method are provided for performing security

functions of a mobile station adapted to communicate via a
communications network. The mobile station comprises a
receiver, a controller, and can also include a ringer and/or a

user identifying device. The ringer is capable of generating
aringing tone. The user identifying device can generate data
identifying a user of the mobile station. The receiver is
capable of receiving at least one security message, where the
at least one security message comprises at least one security

function. For example, the security function can comprise
actuating the ringer to continuously generate the ringing
tone, and/or actuating the user identifying device to generate
user-identifying data, and thereafter transmitting a status

message including the user-identifying data. The controller

is therefore capable of interpreting the at least one security

1/66; HO4M 1/68;
function.
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SYSTEM AND METHOD FOR PERFORMING
SECURITY FUNCTIONS OF A MOBILE STATION

FIELD OF THE INVENTION

[0001] The present invention relates generally to mobile
stations such as mobile telephones and, more particularly,
relates to performing security functions of mobile stations to
reduce theft and facilitate recovery of stolen, lost or other-
wise misplaced mobile stations.

BACKGROUND OF THE INVENTION

[0002] In modem mobile telephone systems, each mobile
telephone typically includes a replaceable user-identity
module, such as subscriber identification module (SIM),
which is typically plugged into a mobile telephone when the
mobile telephone is taken into use. In this regard, a SIM can
typically store any of a number of different data identifying
the subscriber, or user, of the mobile telephone, such as a
telephone number assigned to the subscriber. In practice, the
data can be used to check the user rights of the subscriber
each time the user of the mobile telephone uses the services
of the system. As the SIM typically includes the data
identifying the user, by using the SIM, the subscriber can use
any mobile telephone that operates in the system. If no
arrangement existed by which misuse could be prevented,
then, for example, mobile telephones that have been stolen,
lost or otherwise misplaced would be easy to use by anyone
possessing a SIM. Therefore, for example, in the GSM
system, an international mobile equipment identification
(IMEI) code is stored in a permanent memory location in
each mobile telephone. The intent is that operators maintain
a corresponding equipment identification register, EIR,
which contains a list of the equipment identification codes of
stolen telephones, for example.

[0003] In certain situations, the system checks the equip-
ment identification code of the mobile telephone and com-
pares it with the data in the equipment register. If the
equipment is listed as stolen, the system should block its use.
In the example GSM system, which is used quite broadly, it
has not yet been possible to satisfactorily implement such a
checking system. The equipment registers of the operators
and the data contained therein are incomplete, and it is not
possible in all networks to prevent the use of a stolen mobile
telephone, even if it were noticed that it is stolen. Because
the inadequacy of the system that prevents misuse is known
by many people, mobile telephones are commonly stolen
and misused. Further, because the GSM system and the
amount of mobile telephones used in the system are con-
tinuously growing rapidly, it is probable that these problems
will also exist in the future.

SUMMARY OF THE INVENTION

[0004] Inlight of the foregoing background, embodiments
of the present invention provide an improved system and
method of performing security functions of a mobile station
adapted to communicate via a communications network. For
example, the system and method of embodiments of the
present invention can perform security functions such as
generating a continuous ringing tone of the mobile station.
Additionally, or alternatively, for example, the system and
method of embodiments of the present invention can gen-
erate user identifying data, such as voice samples and/or
images, and transmit a status message including such user
identifying data.
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[0005] By performing the security functions of the mobile
station, embodiments of the present invention can reduce
theft and facilitate recovery of stolen, lost or otherwise
misplaced mobile stations. The system and method of
embodiments of the present invention can initiate perfor-
mance of the security functions by transmitting one or more
security messages to the mobile station. Advantageously, the
security messages can be transmitted to the mobile station in
any of a number of conventional manners, including via the
short messaging service (SMS) using the telephone number,
or SMS number, assigned to the user of the mobile station.
As such, the system and method of embodiments of the
present invention do not require use of the IMEI code of the
mobile station to initiate performance of the security func-
tions. Further, the system and method of embodiments of the
present invention can perform the security functions based
upon messages transmitted to the telephone via an easily
maintainable and updateable list of telephone numbers
assigned to subscribers of the network (or users of the
mobile stations of the network).

[0006] It will be appreciated that in some instances the
SIM of the mobile station can be replaced with an unautho-
rized SIM or other user-identity module. In such instances,
the telephone number of the mobile station changes to an
unauthorized telephone number stored in the unauthorized
SIM. Therefore, embodiments of the system and method of
the present invention can identify the unauthorized tele-
phone number based upon the IMEI code or other unique
identifier of the mobile station. Thereafter, the system and
method of embodiments of the present invention can initiate
performance of the security functions based upon the unau-
thorized telephone number of the mobile station. Even in
instances in which the system and method of embodiments
of the present invention utilize the IMEI code of the mobile
station, however, the system and method of such embodi-
ments need not maintain a list of all IMEI codes of all mobile
stations in the communications network, but can maintain
the IMEI codes of only those mobile stations that include an
unauthorized SIM.

[0007] According to one aspect of the present invention a
communications system is provided that includes a mobile
station adapted to communicate via a communications net-
work. The mobile station comprises a receiver, a controller,
and can also include a ringer and/or a user identifying
device. The ringer is capable of generating a ringing tone.
The user identifying device can generate data identifying a
user of the mobile station. For example, the user identifying
device can comprise a microphone capable of generating a
sound recording of the user or an imaging device. Alterna-
tively, the user identifying device can comprise an imaging
device capable of generating an image of the user and/or an
area surrounding the mobile station.

[0008] The receiver is capable of receiving at least one
security message, where the at least one security message
comprises at least one security function. The security func-
tion can comprise any of a number of functions including
actuating the ringer to continuously generate the ringing
tone, and/or actuating the user identifying device to generate
user-identifying data, and thereafter transmitting a status
message including the user-identifying data. The controller,
which is coupled to the receiver, and the ringer and/or user
identifying device, is capable of interpreting the at least one
security message. Thereafter, the controller can perform the
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at least one security function, such as by actuating the ringer
and/or the user identifying device.

[0009] The system can also include a security service
center capable of transmitting at least one security message
to the mobile station. In addition, the mobile station can also
include a user-specific module that is capable of storing a
telephone number and capable of being removed and
replaced with an unauthorized user-specific module. In such
instances, the security service center can be capable of
identifying an unauthorized telephone number of an unau-
thorized user-specific module when the user-specific module
has been replaced with the unauthorized user-specific mod-
ule. The security service center can then transmit at least one
security message to the mobile station based upon the
unauthorized telephone number.

[0010] More particularly, the mobile station can be
capable of transmitting an identifier and the telephone
number stored in the user-specific module, such as when the
mobile station attempts to communicate via the communi-
cations network. The security service center can then iden-
tify the unauthorized telephone number of the unauthorized
user-specific module based upon the identifier. Before the
mobile station transmits the identifier, or as the mobile
station transmits the identifier, the security service center
can be capable of monitoring the communications network
when the user-specific module has been replaced with an
unauthorized user-specific module. In this regard, the secu-
rity service center can receive unauthorized telephone num-
ber from the mobile station when the mobile station attempts
to communicate with the network, as the security service
center cannot otherwise transmit a security message to the
mobile station with the telephone number stored in the
replaced user-specific module.

[0011] A method of performing security functions of a
mobile station is also provided. Therefore, embodiments of
the present invention provide an improved system and
method of performing security functions of a mobile station,
such as generating a continuous ringing tone of the mobile
station, and/or generating user identifying data and thereaf-
ter transmitting a status message including such user iden-
tifying data. Advantageously, security messages including
the security functions can be transmitted to the mobile
station in any of a number of conventional manners, includ-
ing via SMS using the telephone number, or SMS number,
assigned to the user of the mobile station. As such, the
system and method of embodiments of the present invention
do not require use of the IMEI code of the mobile station to
initiate performance of the security functions. And even in
embodiments where the system and method identifies an
unauthorized telephone number based upon an identifier,
such as an IMEI code, the system and method need not
maintain a list of all of the IMEI codes of the mobile stations
communicating via the communications network. Further,
the system and method of embodiments of the present
invention can perform the security functions based upon
messages transmitted to the telephone via an easily main-
tainable and updateable list of telephone numbers assigned
to subscribers of the network (or users of the mobile stations
of the network). As such, the system and method of the
present invention solve the problems identified by prior
techniques and provide additional advantages.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Having thus described the invention in general
terms, reference will now be made to the accompanying
drawings, which are not necessarily drawn to scale, and
wherein:

[0013] FIG. 1 is a block diagram of a wireless commu-
nications system according to one embodiment of the
present invention including a cellular network and a data
network to which the mobile station is bidirectionally
coupled through wireless RF links;

[0014] FIG. 2 is a block diagram of a mobile station
according to one embodiment of the present invention; and

[0015] FIGS. 3A and 3B are flowcharts illustrating vari-
ous steps in a method for performing security functions of a
mobile station according to one embodiment of the present
invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0016] The present invention now will be described more
fully hereinafter with reference to the accompanying draw-
ings, in which preferred embodiments of the invention are
shown. This invention may, however, be embodied in many
different forms and should not be construed as limited to the
embodiments set forth herein; rather, these embodiments are
provided so that this disclosure will be thorough and com-
plete, and will fully convey the scope of the invention to
those skilled in the art. Like numbers refer to like elements
throughout.

[0017] Referring to FIGS. 1 and 2, an illustration of one
type of wireless communications network including a ter-
minal, such as a mobile station, that would benefit from the
present invention is provided. It should be understood,
however, that the mobile telephone illustrated and herein-
after described is merely illustrative of one type of mobile
station that would benefit from the present invention and,
therefore, should not be taken to limit the scope of the
present invention. While several embodiments of the mobile
station are illustrated and will be hereinafter described for
purposes of example, other types of mobile stations, such as
portable digital assistants (PDAs), pagers, and other types of
voice and text communications systems, can readily employ
the present invention. Moreover, the system and method of
the present invention will be primarily described in con-
junction with mobile communications applications. But the
system and method of the present invention can be utilized
in conjunction with a variety of other applications, both in
the mobile communications industries and outside of the
mobile communications industries.

[0018] As shown, the mobile station 10 includes an
antenna 12 for transmitting signals to and for receiving
signals from a base site or base station (BS) 14. The base
station is a part of a cellular network that includes a mobile
switching center (MSC) 16, a message center (MC) 18,
voice coder/decoders (vocoders) (VC) 20, data modems
(DM) 22, and other units required to operate the network.
The MSC is capable of routing calls and messages to and
from the mobile station when the mobile station is making
and receiving calls. As indicated above, the cellular network
may also be referred to as a Base Station/MSC/Interworking
function (BMI) 24. The MSC controls the forwarding of

DELL EXHIBIT 1013

Page 7 of 14



US 2004/0110488 A1l

messages to and from the mobile station when the station is
registered with the network, and also controls the forward-
ing of messages for the mobile station to and from the MC.
Such messages may include, for example, voice messages
received by the MSC from users of Public Switched Tele-
phone Network (PSTN) telephones, and may also include
Short Message Service (SMS) messages and voice messages
received by the MSC from the mobile station or other mobile
terminals serviced by the network.

[0019] Subscriber data of a mobile station 10 is stored
permanently in a Home Location Register (HLR) 26 of the
system and temporarily in the Visitor Location Register
(VLR) 28 in the area of which the mobile station is located
at a given moment. In this regard, the VLR contains selected
administrative information necessary for call control and
provision of the subscribed services for each mobile station
currently located in the geographical area controlled by the
VLR. Although each functional entity can be implemented
as an independent unit, manufacturers of switching equip-
ment generally implement the VLR together with the MSC
16 so that the geographical area controlled by the MSC
corresponds to that controlled by the VLR, thus simplifying
the signaling required. As such, the MSC and VLR will
collectively be referred to herein as the MSC/VLR.

[0020] The mobile station 10 can also be coupled to a data
network. For example, the base station BS 14 can be
connected to a packet control function (PCF) 30, which is in
connection with a Packet Data Serving Node (PDSN) 32.
The PDSN is preferably connected to an AAA server 34,
which provides Authentication, Authorization, and Account-
ing services. The AAA server can comprise a Remote Access
Dialup User Service (RADIUS) server, as will be appreci-
ated by those skilled in the art. The PDSN can also be
connected to a wide area network, such as the Internet 36.In
turn, devices such as processing elements (e.g., personal
computers, server computers or the like) can be coupled to
the mobile station via the PDSN. For example, the process-
ing elements can include one or more processing elements
associated with a security service center 40, as illustrated in
FIG. 1 and described more fully below. By directly or
indirectly connecting both the mobile station and the other
devices to the PDSN and the Internet, the mobile station can
communicate with the other devices, such as according to
the Internet Protocol (IP) specification, to thereby carry out
various functions of the mobile station.

[0021] According to the present invention, most, if not all,
the information elements contained in the mobile station 10
that are related to a mobile subscriber are stored and
operated within a user-specific module, such as a subscriber
identity module (SIM) 42, a removable user identity module
(R-UIM) or the like. Such information elements can include,
for example, a telephone number assigned to the mobile
station or, more particularly, the owner or other authorized
user of the mobile station. The remaining part of the mobile
station, called mobile equipment 44, contains the hardware
and software specific to the radio interface. The SIM can be
a smart card, such as an IC card SIM. An IC card SIM of a
standard size may be too large for hand-portable radios and,
therefore, a plug-in SIM that is a dedicated module intended
to be semi-permanently installed in the mobile equipment
can also be used.

[0022] According to the present invention, the identifica-
tion of a mobile subscriber is primarily based on the infor-
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mation stored in the SIM 42. Thus, the mobile subscriber is
able to use different mobile equipment 44, as long as the
mobile subscriber continues to use the same SIM. Thus, the
mobile subscriber can be reached by the same subscriber
number (e.g., telephone number). Without the SIM, only
emergency calls can be made by the mobile equipment.
When used in the mobile equipment, the SIM preferably
provides storage of a number of different types of informa-
tion when the SIM is in network operation. In this regard, the
SIM can provide storage of subscriber-related information,
such as a telephone number, pager number and/or SMS
number assigned to the mobile station 10 or, more particu-
larly, the owner or other authorized user of the mobile
station.

[0023] Reference is now drawn to FIG. 2, which illus-
trates a block diagram of a mobile station 10 that would
benefit from the present invention. The mobile station
includes a transmitter 46, a receiver 48, and a controller 50
that provides signals to and receives signals from the trans-
mitter and receiver, respectively. These signals include sig-
naling information in accordance with the air interface
standard of the applicable cellular system, and also user
speech and/or user generated data. In this regard, the mobile
station can be capable of operating with one or more air
interface standards, communication protocols, modulation
types, and access types. For example, the mobile station may
be capable of operating in accordance with wireless com-
munication protocols IS-136, GSM, and IS-95 (CDMA).
Some narrow-band AMPS (NAMPS), as well as TACS,
mobile terminals may also benefit from the teaching of this
invention, as should dual or higher mode phones (e.g.,
digital/analog or TDMA/CDMA/analog phones).

[0024] 1t is understood that the controller 50 includes the
circuitry required for implementing the audio and logic
functions of the mobile station. For example, the controller
may be comprised of a digital signal processor device, a
microprocessor device, and various analog to digital con-
verters, digital to analog converters, and other support
circuits. The control and signal processing functions of the
mobile station are allocated between these devices according
to their respective capabilities. The controller thus also
includes the functionality to convolutionally encode and
interleave message and data prior to modulation and trans-
mission. The controller can additionally include an internal
voice coder (VC) 50A, and may include an internal data
modem (DM) S0B. Further, as described more fully below,
the controller 50 includes the functionality to interpret
security messages received by the mobile station, and there-
after perform various security functions in accordance with
such security messages.

[0025] The mobile station 10 also comprises a user inter-
face including a conventional earphone or speaker 52, a
ringer 53, a display 56, and a user input interface, all of
which are coupled to the controller 50. The user interface
can also include a user identifying device such as, for
example, a conventional microphone 54 and/or an imaging
device 53 (described below). The imaging device, which can
comprise a camera, can be integrated. within the mobile
station or removably coupled to the mobile station. The user
input interface, which allows the mobile station to receive
data, can comprise any of a number of devices allowing the
mobile station to receive data, such as a keypad 58, a touch
display (not shown) or other input device. In embodiments
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including a keypad, the keypad includes the conventional
numeric (0-9) and related keys (#, *), and other keys used for
operating the mobile station. The mobile station also
includes a battery 60, such as a vibrating battery pack, for
powering the various circuits that are required to operate the
mobile station, as well as optionally providing mechanical
vibration as a detectable output, as described below.

[0026] The user identifying device is capable of generat-
ing dataidentifying a user of the mobile station 10. When the
user identifying device comprises a microphone 54, for
example, the user-identifying data can comprise a sound
recording of the user. When the user identifying device
comprises an imaging device 53, the user-identifying data
can comprise an image of the user of the mobile station, such
as an unauthorized user of the mobile station. Additionally,
or alternatively, the user-identifying data can include an area
surrounding the mobile station, which may or may not
include a user of the mobile station, but would be associated
with and therefore identify the user.

[0027] The mobile station 10 can further include an infra-
red transceiver 61 or other means of data transfer so that data
can be shared with other devices such as other mobile
stations, car guidance systems, personal computers, printers
and the like. The sharing of data, as well as the remote
sharing of data, can also be provided according to a number
of different techniques. For example, the mobile station may
share data via a Radio Frequency Identification (RFID)
transponder tag, as such is known to those skilled in the art.
Additionally, or alternatively, the mobile station may share
data using Bluetooth brand wireless technology developed
by the Bluetooth Special Interest Group.

[0028] Inaddition to the SIM 42, the mobile station 10 can
include other memory. In this regard, the mobile station can
include volatile memory 62, such as volatile Random Access
Memory (RAM) including a cache area for the temporary
storage of data. The mobile station can also include other
non-volatile memory 64, which can be embedded and/or
may be removable. The non-volatile memory can addition-
ally or alternatively comprise an EEPROM, flash memory or
the like, such as that available from the SanDisk Corporation
of Sunnyvale, Calif., or Lexar Media Inc. of Fremont, Calif.
The memories can store any of a number of pieces of
information, and data, used by the mobile station to imple-
ment the functions of the mobile station. For example, the
memories can include an identifier, such as an international
mobile equipment identification (IMEI) code, capable of
uniqucly identifying the mobilc equipment 44, such as to the
MSC 16.

[0029] Also for example, the memories, and particularly
the non-volatile memory 64, can include a directory of
names and associated location identifiers, such as mobile
telephone numbers, landline telephone numbers, SMS num-
bers, pager numbers, facsimile numbers, and/or electronic
mail (E-mail) addresses that may be entered into memory
and thereafter accessed by the user. The memories can also
include software routines that control the operation of all or
a portion of the controller 50 to thereby implement the
present invention. The controller, which can include embed-
ded cache memory, generates appropriate commands and
controls the other component blocks of the mobile station.

[0030] As indicated in the background section, mobile
stations are typically operable even after such stations have
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been stolen, lost or otherwise misplaced. Thus, to prevent
the misuse of such mobile stations, embodiments of the
present invention include a security service center 40, as
illustrated in FIG. 1. The security service center is capable
of transmitting security messages to the mobile station 10 to
initiate security functions of the mobile station to thereby
reduce theft of, and facilitate recovery of, lost, stolen or
otherwise misplaced mobile stations. In this regard, the
security service center can be coupled to the mobile station,
such as via the MC 18 and BMI 24. Additionally, or
alternatively, the security service center can be coupled to
the mobile station, such as via the PDSN 32, the PCF 30 and
the BMI. Although the security service center is shown and
described herein as comprising a separate network element,
1t will be appreciated that the security service center can be
embodied in any of a number of the other elements of the
network including, for example, the MC. Alternatively, the
network need not include a security service center. In such
instances, the functions of the security service center can be
performed by any of a number of the other elements.
including the MC.

[0031] The security service center 40 is capable of trans-
mitting security messages to the mobile station 10. The
security messages can comprise any of a number of different
types of messages capable of being interpreted by the mobile
station, including email messages, enhanced messaging ser-
vice (EMS) messages, and/or multimedia messaging service
(MMS) messages. In one exemplar embodiment described
herein, however, the security messages comprise short mes-
saging service (SMS) messages. Thus, according to this
embodiment, the security service center typically transmits
the security messages to the mobile station via the MC 18.

[0032] As indicated above, the controller 50 includes the
functionality to interpret the security messages received by
the mobile station 10, and thereafter perform various secu-
rity functions in accordance with such security messages. In
this regard, the controller can be instructed by security
messages to perform respective security functions. For
example, the controller can be instructed to disable user
operating functionality of the mobile station. In such
instances, the controller can prevent a user of the mobile
station, such as an unauthorized user, from placing or
receiving telephone calls, messages or the like, as well as
prevent the user from viewing a directory stored within the
mobile station. It will be appreciated that even in instances
in which the user operating functionality of the mobile
station has been disabled, other functionality, such as the
controller receiving other security messages and/or allowing
the user to place emergency telephone calls, may still be
operable.

[0033] In addition to, or in lieu of, instructing the control-
ler 50 to disable user operating functionality, the controller
can be instructed by one or more security messages to only
permit the mobile station 10 to place a telephone call to a
designated telephone number, such as the landline or other
telephone number of an authorized recipient (e.g., the owner
of the phone). The controller can also be instructed to
present a warning, such as on the display 56. For example,
the controller can be instructed to present a warning indi-
cating that the mobile station has been reported stolen. The
mobile station can present the warning in any of a number
of different manners, such as presenting the warning con-
tinuously on the display, presenting the warning for a given
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time period, and/or presenting the warning periodically a
given number of times. As such, by presenting the warning,
the mobile station can deter the use of a stolen mobile
station, or facilitate return of a lost or otherwise misplaced
mobile station. The controller can also be instructed to
actuate the ringer 53 to continuously ring while power is
applied to the mobile station 10. Thus, power to the mobile
station must be turned off to turn the ringer off, effectively
making the mobile station inoperable. Further, the controller
can be instructed to clear, purge or otherwise erase all
personal information from memory (e.g., SIM 42, volatile
memory 62, and/or non-volatile memory 64). For example,
the controller can be instructed to erase a directory of names
and associated location identifiers that may be entered into
memory. In one embodiment, the controller can be
instructed to transmit such personal information to the
security service center 40 before the personal information is
erased.

[0034] Further, the controller 50 can be instructed by one
or more security messages to generate and thereafter trans-
mit one or more status messages, such as to the security
service center 40. For example, the controller can be
instructed to generate and thereafter transmit a status mes-
sage including a location of the mobile station 10, as such
may be determined according to any of a number of con-
ventional techniques, including via a global positioning
system (GPS). Also, for example, the controller can be
instructed to generate and transmit a usage history of the
mobile station, such as a history of all incoming and
outgoing telephone calls to the mobile station. Further, for
example, the controller can be instructed to transmit a status
message including one or more images, as such may be
generated by the imaging device 63. Still further, for
example, the controller can be instructed to record and
thereafter transmit one or more voice recordings, as such
may be received by the microphone 54 from an unauthorized
user of the mobile station. As will be appreciated, the status
messages transmitted by the mobile station can comprise
any of a number of different types of messages, including
email, EMS, MMS and SMS messages.

[0035] By transmitting status messages including, for
example, the location of the mobile station, usage history of
the mobile station, images and/or voice recordings, the
controller can facilitate location and recovery of a lost,
stolen or otherwise misplaced mobile station. For example,
by transmitting a status message including the location of
the mobile station, the controller can facilitate locating the
mobile station. Also, for example, by transmitting a status
message including one or more images, such as of an
unauthorized user of the mobile station, the controller can
facilitate identifying and thereafter locating the unautho-
rized user, to thereby locate and recover the mobile station.

[0036] Itwill also be appreciated that the controller S0 can
be instructed to perform one or more security functions
simultaneously. In this regard, the security service center 40
can transmit subsequent security messages to the mobile
station 10 while the mobile station is performing one or
more previously instructed security functions. In addition, or
in the alternative, the security service center can transmit
security messages that include more than one security func-
tion. For example, the controller can be instructed to simul-
taneously disable user operability of the mobile station,
while simultaneously displaying a warning, actuating the
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ringer 53 to continuously ring, and/or generating and trans-
mitting one or more security messages.

[0037] Reference is now drawn to FIGS. 3A and 3B,
which illustrate a method of performing security functions
of a mobile station 10 according to one embodiment of the
present invention. According to the illustrated embodiment,
the method is initiated when the mobile station is reported
lost, stolen or otherwise misplaced, as shown in block 70.
The mobile station can be reported in any of a number of
different manners. For example, an owner or other autho-
rized user of the mobile station can report the mobile station
as being stolen, lost or otherwise misplaced by calling an
operator at the security service center 40, or otherwise under
the control of the security service center. Alternatively, the
authorized user can report the mobile station being mis-
placed by sending the security service center a message,
such as via the Internet 36 according to conventional tech-
niques of sending email or other messages from a personal
computer or the like.

[0038] After the mobile station 10 has been reported
misplaced, the security service center prepares one or more
security messages that include one or more security func-
tions, as shown in block 72. The security functions included
within the security message can be selected in any of a
number of difterent manners, such as based upon prefer-
ences of the authorized user of the mobile station. The
security messages can be prepared in any of a number of
different manners. For example, the security messages can
be prepared as conventional SMS messages, and include a
header or other identifier such that the controller 50 can
interpret the SMS messages as security messages. Addition-
ally, or alternatively, the security messages can be prepared
to include a key or other identifier such that the controller
can identify the security messages as coming from an
authorized security service center 40. Further, the security
messages can be prepared by encoding the security functions
(and possibly the key) such that the controller can more
readily interpret the security messages and, more particu-
larly, the security functions.

[0039] To illustrate how a security message may be pre-
pared, consider a security message that includes a key
comprising ABCDEFG, the security function instructing the
controller 50 to disable the mobile station 10, a parameter
indicating that the security function last forever, and a
security function directing the controller to display a warn-
ing message stating “This phone is stolen!” In such an
instance, the security message may comprise the following
string: “//SECMSGOABCDEFGO, 10,2FFFFF,3This phone
is stolen!0”. In the foregoing string,
“//[SECMSGOABCDEFGO” represents a header identifying
the message as a security message and including the key,
where the key is separated from the header and the rest of the
security message by “0”s. The security function disable is
included after a comma and is represented by “10,” where
the security disable function is placed in order in the security
message by a “1” and the function is represented by “0.”
Similarly, the parameter that the security function last for-
ever is represented by “2FFFFE,” where the function is
placed in order by a “2” and is represented by the hexadeci-
mal value “FFFFFE.” Further, the warning message, which is
placed in order by “3,” is included in the security message
as written, i.e., “This phone is stolen!. The security message
can then be closed with another separator, i.e., “0.”
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[0040] As illustrated in block 74, then, the security service
center 40 attempts to establish a connection with the mobile
station 10, such as using a telephone number, SMS number
or the like (all of which will be individually and/or collec-
tively be referred to herein as the telephone number),
assigned to the authorized user of the mobile station. As
indicated above, the SIM 42 of the mobile station can
provide storage of subscriber-related information, such as a
telephone number assigned to the authorized user of the
mobile station. As such, it will be appreciated that if an
unauthorized user of the mobile station has removed and
replaced the SIM, the security service center will not be
capable of establishing a connection with the mobile station
using the telephone number assigned to the authorized user.
Thus, the security service center can determine whether the
telephone number is active based upon whether the security
service center can establish a connection with the mobile
station. In such instances, it can be assumed that if the
mobile station is not powered on, the telephone number is
not active, albeit in a more temporary manner than if the
SIM has been removed and replaced.

[0041] If the telephone number is not active, such as when
the SIM 42 has been removed and replaced, the security
service center 40 can match in identifier of the mobile station
10, such as the IMEI, to the telephone number assigned to
the authorized user, as shown in block 86 of FIG. 3B. Then,
the security service center can monitor the network, such as
by monitoring the MSC 16, for the mobile station, as
illustrated in block 88. In this regard, when ever the mobile
station attempts to communicate with the MSC, the mobile
station identifies itself to the MSC by transmitting the IMEI
or other identifier of the mobile station, as well as the
telephone number of the mobile station (ie., telephone
number stored in the SIM). As such, when the mobile station
attempts to connect to the network, the security service
center can identify the mobile station based on the IMEI, and
thereafter receive the new, unauthorized telephone number
as that transmitted to the MSC with the IMEI, as shown in
blocks 90 and 92. Thereafter, the security service center can
proceed in a manner similar to when the SIM has not been
removed and replaced, as described below.

[0042] As indicated above, in instances in which the
mobile station 10 is not powered on, the telephone number
can be considered not active. In such instances, it will be
appreciated that the telephone number will become active
upon applying power to the mobile station (i.e., powering on
the mobile station). In this regard, the security service center
40 can queue the security messages for delivery to the
mobile station, as well as monitor the MSC 18, when the
security service center detects that the telephone number of
the mobile station is not active. As such, when power is
applied to the mobile station and the telephone number
becomes active, the security messages can be delivered to
the telephone number, as described below.

[0043] If the telephone number is active, or if the security
service center 40 has otherwise acquired an active (i.e.,
unauthorized) telephone number of the mobile station 10,
the security service center can establish a connection with
the mobile station, as shown in block 76 of FIG. 3A.
Thereafter, as shown in block 78, the security service center
can transmit the security message to the mobile station, such
as according to conventional SMS transmission techniques.
Upon receipt of the security message, the controller 50 can
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automatically recognize the message as a security message,
such as based upon a header of the security message. The
controller can then automatically interpret the security mes-
sage, as shown in block 80. Thereafter, as shown in block 82,
the controller can perform the one or more security functions
within the security message, such as by disabling user
operability of the mobile station, presenting a warning,
actuating the ringer 53, and/or transmitting one or more
status messages. After performing the security functions,
and/or after successfully interpreting the security message,
the controller can transmit an acknowledgement back to the
security service center, as illustrated in block 84.

[0044] The controller 50 can be adapted to continue per-
forming the security functions based upon parameters in the
security message, such as performing the security functions
forever or for a limited time period. Additionally, or alter-
natively, the controller can be adapted to perform the secu-
rity functions until the mobile station 10 is reset or perfor-
mance of the security functions is disabled, such as by an
authorized entity (e.g., security service center 40). The
controller can be reset, and the security functions disabled,
in a number of different manners, such as by transmitting
another security message to the mobile station instructing
the controller to stop performing the security functions.
Further, as will be appreciated by those skilled in the art, the
controller will typically cease performing the security func-
tions when power to the mobile station is disabled, such as
when the battery runs down or the mobile station is other-
wise powered off. In such instances, the controller can be
adapted such that the controller will continue to perform the
security functions, in a manner similar to before, when
power is restored to the mobile station.

[0045] Embodiments of the present invention therefore
provide an improved system and method of performing
security functions of a mobile station, such as generating a
continuous ringing tone of the mobile station, and/or gen-
erating user identifying data and thereafter transmitting a
status message including such user identifying data. Advan-
tageously, security messages including the security func-
tions can be transmitted to the mobile station in any of a
number of conventional manners, including via SMS using
the telephone number, or SMS number, assigned to the user
of the mobile station. As such, the system and method of
embodiments of the present invention do not require use of
the IMEI code of the mobile station to initiate performance
of the security functions. Further, the system and method of
embodiments of the present invention can perform the
security functions based upon messages transmitted to the
telephone via an easily maintainable and updateable list of
telephone numbers assigned to subscribers of the network
(or users of the mobile stations of the network). As indicated
above, in some embodiments an unauthorized telephone
number is identified based upon an identifier, such as an
IMEI code. Even in these embodiments, however, the sys-
tem and method need not maintain a list of all of the IMEI
codes of all of the mobile stations communicating via the
communications network.

[0046] Many modifications and other embodiments of the
invention will come to mind to one skilled in the art to which
this invention pertains having the benefit of the teachings
presented in the foregoing descriptions and the associated
drawings. Therefore, it is to be understood that the invention
is not to be limited to the specific embodiments disclosed
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and that modifications and other embodiments are intended
to be included within the scope of the appended claims.
Although specific terms are employed herein, they are used
in a generic and descriptive sense only and not for purposes
of limitation.

What is claimed is:
1. A communications system comprising;

a mobile station adapted to communicate via a commu-
nications network, wherein the mobile station com-
prises:

a ringer capable of generating a ringing tone;

a receiver capable of receiving at least one security
message, wherein the at least one security message
comprises at least one security function, and wherein
at least one security function comprises actuating the
ringer to continuously generate the ringing tone; and

a controller coupled to the ringer and the receiver,
wherein the controller is capable of interpreting the
at least one security message and thereafter perform-
ing the at least one security function.

2. A system according to claim 1, wherein the mobile
station further comprises a user identifying device capable
of generating data identifying a user of the mobile station,
and wherein at least one security function comprises actu-
ating the user identifying device to generate user-identifying
data, and thereafter transmitting a status message including
the user-identifying data.

3. A system according to claim 2, wherein the user
identifying device comprises a microphone and the data
identifying the user comprises a sound recording of the user.

4. A system according to claim 2, wherein the user
identifying device comprises an imaging device and the data
identifying the user comprises an image of at least one of the
user and an area surrounding the mobile station.

S. A system according to claim 1 further comprising a
security service center capable of transmitting at least one
security message to the mobile station.

6. A system according to claim 5, wherein the mobile
station further comprises a user-specific module that is
capable of storing a telephone number and capable of being
removed and replaced with an unauthorized user-specific
module, wherein the security service center is capable of
identifying an unauthorized telephone number of an unau-
thorized user-specific module when the user-specific module
has been replaced with the unauthorized user-specific mod-
ule, and wherein the security service center is capable of
transmitting at least one security message to the mobile
station based upon the unauthorized telephone number.

7. A system according to claim 6, wherein the mobile
station is capable of transmitting an identifier and the
telephone number stored in the user-specific module, and
wherein the security service center is capable of identifying
an unauthorized telephone number of the unauthorized user-
specific module based upon the identifier.

8. A system according to claim 7, wherein the security
service center is capable of monitoring the communications
network when the user-specific module has been replaced
with an unauthorized user-specific module.

9. A system according to claim 7, wherein the mobile
station is capable of transmitting an identifier and the
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telephone number stored in the user-specific module when
the mobile station attempts to communicate via the com-
munications network.

10. A communications system comprising:

a mobile station adapted to communicate via a commu-
nications network, wherein the mobile station com-
prises:

a user identifying device capable of generating data
identifying a user of the mobile station;

a receiver capable of receiving at least one security
message, wherein the at least one security message
comprises at least one security function, and wherein
at least one security function comprises actuating the
user identifying device to generate user-identifying
data, and thereafter transmitting a status message
including the user-identifying data; and

a controller coupled to the user identifying device and
the receiver, wherein the controller is capable of
interpreting the at least one security message and
thereafter performing the at least one security func-
tion.

11. A system according to claim 10, wherein the user
identifying device comprises a microphone and the data
identifying the user comprises a sound recording of the user.

12. A system according to claim 1@, wherein the user
identifying device comprises an imaging device and the data
identifying the user comprises an image of at least one of the
user and an area surrounding the mobile station.

13. A system according to claim 10, wherein the mobile
station further comprises a ringer capable of generating a
ringing tone, and wherein the receiver is capable of receiv-
ing at least one security message that comprises a security
function including actuating the ringer to continuously gen-
erate the ringing tone.

14. A system according to claim 10 further comprising a
security service center capable of transmitting at least one
security message to the mobile station.

15. A system according to claim 14, wherein the mobile
station further comprises a user-specific module that is
capable of storing a telephone number and capable of being
removed and replaced with an unauthorized user-specific
module, wherein the security service center is capable of
identifying an unauthorized telephone number of an unau-
thorized user-specific module when the user-specific module
has been replaced with the unauthorized user-specific mod-
ule, and wherein the security service center is capable of
transmitting at least one security message to the mobile
station based upon the unauthorized telephone number.

16. A system according to claim 15, wherein the mobile
station is capable of transmitting an identifier and the
telephone number stored in the user-specific module, and
wherein the security service center is capable of identifying
an unauthorized telephone number of the unauthorized user-
specific module based upon the identifier.

17. A system according to claim 16, wherein the security
service center is capable of monitoring the communications
network when the user-specific module has been replaced
with an unauthorized user-specific module.

18. A system according to claim 16, wherein the mobile
station is capable of transmitting an identifier and the
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telephone number stored in the user-specific module when
the mobile station attempts to communicate via the com-
munications network.

19. A communications system comprising:

mobile station adapted to communicate via a communi-
cations network, the mobile station comprising:

a user-specific module capable of storing a telephone
number, wherein the user-specific module is capable
of being removed and replaced with an unauthorized
user-specific module;

a controller capable of receiving at least one security
message including at least one security function, and
thereafter performing the at least one security func-
tion; and

a security service center capable of identifying an unau-
thorized telephone number of an unauthorized user-
specific module when the user-specific module has
beenreplaced with the unauthorized user-specific mod-
ule, and wherein the security service center is capable
of transmitting at least one security message to the
mobile station based upon the unauthorized telephone
number.

20. A system according to claim 19, wherein the mobile
station is capable of transmitting an identifier and the
telephone number stored in the user-specific module, and
wherein the security service center is capable of identifying
an unauthorized telephone number of the unauthorized user-
specific module based upon the identifier.

21. A system according to claim 20, wherein the security
service center is capable of monitoring the communications
network when the user-specific module has been replaced
with an unauthorized user-specific module.

22. A system according to claim 20, wherein the mobile
station is capable of transmitting an identifier and the
telephone number stored in the user-specific module when
the mobile station attempts to communicate via the com-
munications network.

23. A system according to claim 19, wherein the mobile
station further comprises a ringer capable of generating a
ringing tone, wherein the controller is capable of receiving
at least one security message comprising at least one secu-
rity function including actuating the ringer to continuously
generate the ringing tone.

24. A system according to claim 19, wherein the mobile
station further comprises a user identifying device capable
of generating data identifying a user of the mobile station,
and wherein the controller is capable of receiving at least
one security message comprising at least one security func-
tion including actuating the user identifying device to gen-
erate user-identifying data, and thereafter transmitting a
status message including the user-identifying data.

25. A system according to claim 24, wherein the user
identifying device comprises a microphone and the data
identifying the user comprises a sound recording of the user.

26. A system according to claim 24, wherein the user
identifying device comprises an imaging device and the data
identifying the user comprises an image of at least one of the
user and an area surrounding the mobile station.

27. Amethod of performing security functions of a mobile
station adapted to communicate via a communications net-
work, wherein the method comprises:
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receiving at least one security message at the mobile
station, wherein the at least one security message
comprises at least one security function, and wherein at
least one security function comprises continuously gen-
erating a ringing tone;

interpreting the at least one security message based upon
the at least one security function; and

performing the at least one security function, wherein
performing the at least one security function includes
continuously generating the ringing tone.

28. A method according to claim 27, wherein at least one
security function comprises generating data identifying a
user of the mobile station and thereafter transmitting a status
message including the user-identifying data, and wherein
performing the at least one security function includes gen-
erating the user-identifying data and thereafter transmitting
the status message.

29. A method according to claim 27 further comprising
transmitting at least one security message to the mobile
station before receiving the at least one security message at
the mobile station.

30. A method according to claim 29, wherein the mobile
station includes a user-specific module that is capable of
storing a telephone number and capable of being removed
and replaced with an unauthorized user-specific module, the
method further comprising:

identifying an unauthorized telephone number of an unau-
thorized user-specific module when the user-specific
module has been replaced with the unauthorized user-
specific module, wherein transmitting at least one secu-
rity message comprises transmitting at least one secu-
rity message to the mobile station based upon the
unauthorized telephone number.

31. A method according to claim 30 [urther comprising
attempting to communicate via the communications net-
work, wherein attempting to communicate includes trans-
mitting an identifier and a telephone number that is stored in
the user-specific module before identifying the unauthorized
telephone number, and wherein identifying an unauthorized
telephone number comprises identifying an unauthorized
telephone number of an unauthorized user-specific module
based upon the identifier.

32. A method according to claim 31 further comprising
monitoring the communications network before attempting
to communicate via the communications network.

33. Amethod of performing security functions of a mobile
station adapted to communicate via a communications net-
work, wherein the method comprises:

receiving at least one security message at the mobile
station, wherein the at least one security message
comprises at least one security function, and wherein at
least one security function comprises generating data
identifying a user of the mobile station and thereafter
transmitting a status message including the user-iden-
tifying data;

interpreting the at least one security message based upon
the at least one security function; and

performing the at least one security function, wherein
performing the at least one security function includes
generating the user-identifying data and thereafter
transmitting the status message including the user-
identifying data.
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34. A method according to claim 33, wherein at least one
security message comprises a security function including
continuously generating a ringing tone, and wherein per-
forming the at least one security function includes continu-
ously generating the ringing tone.

35. A method according to claim 33 further comprising
transmitting at least one security message to the mobile
station before receiving the at least one security message at
the mobile station.

36. A method according to claim 33, wherein the mobile
station includes a user-specific module that is capable of
storing a telephone number and capable of being removed
and replaced with an unauthorized user-specific module, the
method further comprising:

identifying an unauthorized telephone number of an unau-
thorized user-specific module when the user-specific
module has been replaced with the unauthorized user-
specific module, wherein transmitting at least one secu-
rity message comprises transmitting at least one secu-
rity message to the mobile station based upon the
unauthorized telephone number.

37. A method according to claim 36 further comprising
attempting to communicate via the communications net-
work, wherein attempting to communicate includes trans-
mitting an identifier and a telephone number that is stored in
the user-specific module before identifying the unauthorized
telephone number, and wherein identifying an unauthorized
telephone number comprises identifying an unauthorized
telephone number of an unauthorized user-specific module
based upon the identifier.

38. A method according to claim 37 further comprising
monitoring the communications network before attempting
to communicate via the communications network.

39. Amethod of performing security functions of a mobile
station adapted to communicate via a communications net-
work, wherein the mobile station includes a user-specific
module that is capable of storing a telephone number and
capable of being removed and replaced with an unauthorized
user-specific module, and wherein the method comprises:
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identifying an unauthorized telephone number of an unau-
thorized user-specific module when the user-specific
module has been replaced with the unauthorized user-
specific module;

transmitting at least one security message to the mobile
station based upon the unauthorized telephone number,
wherein the at least one security message includes at
least one security function;

receiving at least one security message, and thereafter
interpreting the at least one security message based
upon the at least one security function; and

performing the at least one security function.

40. A method according to claim 39 further comprising
attempting to communicate via the communications net-
work, wherein attempting to communicate includes trans-
mitting an identifier and a telephone number that is stored in
the user-specific module before identifying the unauthorized
telephone number, and wherein identifying an unauthorized
telephone number comprises identifying an unauthorized
telephone number of an unauthorized user-specific module
based upon the identifier.

41. A method according to claim 40 further comprising
monitoring the communications network before attempting
to communicate via the communications network.

42. A method according to claim 39, wherein at least one
security function comprises continuously generating a ring-
ing tone, and wherein performing the at least one security
function includes continuously generating the ringing tone.

43. A method according to claim 39, wherein at least one
security function comprises generating data identifying a
user of the mobile station and thereafter transmitting a status
message including the user-identifying data, and wherein
performing the at least one security [unction includes gen-
erating the user-identifying data and thereafter transmitting
the status message.
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